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Abstract

This master thesis explores the coexistence of Quantum Key Distribution (QKD) with
classical channels in optical access networks. The introduction provides an overview of the
topic, followed by an overview of the principles of quantum mechanics and QKD procedures.
Various QKD protocols, including BB84and BB84 Decoy State are discussed. The thesis
also investigates the impact of nonlinear effects such as Raman scattering and four-wave
mixing, as well as linear effects like Rayleigh back-scattering and chromatic dispersion on
the coexistence of QKD with classical channels. After having discussed the theoretical
background the thesis provides a synopsis of prior research on the coexistence of QKD
with classical channels. Furthermore there is an experimental procedure which consists of
two parts. The first part involves an investigation of counter-propagating interactions in
quantum communications using two pairs of Toshiba machines which implement the BB84
protocol with decoy states and also the coexistence of counter-propagating interactions with
classical channels . Finally the second part presents the practical deployment of QKD
coexistence over GPON replica located at OTE Academy.

Keywords: Quantum Key Distribution, Coexistence, Optical Access Networks, BB84
with Decoy States .

Hepirndgn

H St auth epeuvd tn cuvinapdn e Awvourc KBavtixav Kiedidv (QKD) pe xhaot-
%4 xovdAa o ontxd dixtua ntpdoPoaonc. H eloaywyr| mapéyel plo emoxdnnon tou Yéuotog xal
oTn ouvéyela oxohoudel ot cOVOPN TV dEYXOY TNG XBAVTIXAG UNYAVIXNIC XL TWY BLOBIXACLOY
mou egapuoélovtar oty xBorvtixy davour| xAedLdy. Lulntodvron xdmolr tewtdxorho QKD,
ouunepthauBavouévey twv BB84 xou BB84 pe decoy xatootdoec. H Sotp3r) eZetdlel eniong
Ny enidpoom U1 YeUUWXOY Quvopévwy, 6Twe 1 oxédaor Raman, o 96pufoc nou npoxaheitan
AnO TNV TAEOUGTA TOMNATAGY XUPATOVY , XoOC XOL YEUUUXOV QOUUVOUEVLDY, OTIWC 1) AVAXAAoT
Rayleigh xau 1 ypwuatue didomopd. Metd tny avdlucT tewv YempnTXdV TEOUTUTOUUEVW®Y,
TOEEYETAL (Lol GUVOYN TWY TEONYOUUEVKY ERELVKV Yiar T ouvimapdn tou QKD ue xhaowd
xavdhio.  Emimhéov, nepihaufdvetan 1 mewpopotiny| Sadixacio mtou anoteleiton and dvo péen.
To mpito uépoc mepthauBdvel uio épeuva mou yivetar oto gpyaothplo ontixnc. Ilo cuyxexpl-
pévar UeAeT@VTOL oL aAANAeTdpdoenmy 6tay 800 Lebyn unyovnudtwy Toshiba mou vhomololy to
Tpwtoxolho BB84 ue decoy states tondietolvioan oe @opd avtidetng diddoong xaddg xou
ouvOToEEN auTrE TN Tomoloyiag e xhaoouxd xavdhio. Téhog, To Sevtepo Yépog napouctdlel
TNV TEAXTUXT EQUPUOYT TNG cLVOTAEENS TV XPAVTIXDY XavoAwy VéTovtag oe Aettovpyla Tov
e€omhopo6 tne Toshiba oty npocopoiwon tou GPON duxtiou tne COSMOTE rnou Beloxetan
oto OTE Academy.

AéZeic Khewdid: Aravopry KBavuxadv Kiedudv, Luvinapln KBavtixdv xan xAaocouody xova-

Ay, Ontid Aixtua IlpdoBaone, BB84 e decoy xotactdoeic.
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1 Introduction

The increasing need for network security in today’s digital landscape arises from a mul-
titude of factors. Firstly, the exponential growth of internet connectivity has expanded the
attack surface, offering cybercriminals more opportunities to exploit vulnerabilities. Addi-
tionally, the proliferation of interconnected devices and the rise of the Internet of Things
(IoT) have created a complex web of interconnected systems, amplifying the potential im-
pact of security breaches. Moreover, the escalating sophistication of cyber threats demands
robust security measures to safeguard sensitive information and critical infrastructure. The
reliance on cloud computing, remote work, and digital transactions further heightens the
urgency for network security to protect privacy, data integrity, and maintain business con-
tinuity. Consequently, organizations and individuals must prioritize network security to

mitigate risks and safeguard their digital assets in an increasingly interconnected world

[2, 22].

The vulnerability of traditional networking to a variety of attacks has made classical
data encryption unable to provide unconditional security and has prompted the exploration
of innovative solutions, such as quantum key distribution (QKD). As traditional encryption
methods face the growing threat not only of common cybercriminal techniques but also that
of quantum computers, which can potentially decrypt sensitive data, QKD emerges as a
promising alternative [2]. QKD utilizes the principles of quantum mechanics to establish
secure encryption keys, leveraging the unique properties of quantum particles to detect
any unauthorized interception and also be resistant to unlimited computational power. By
employing quantum principles QKD provides a theoretically secure method for exchanging
cryptographic keys over long distances [12, 19]. This emerging technology offers the potential
to revolutionize network security by ensuring confidentiality and integrity in the face of

quantum computing advancements and sophisticated cyber threats.

2 Quantum Key Distribution

Quantum Key Distribution is a method that uses quantum mechanics rather than simple
numerical algorithms to generate a secret key and distribute it across a network [2, 12
]. Numerous protocols have been proposed and implemented by researchers to facilitate
Quantum Key Distribution (QKD) and enhance its security and efficiency.
In order to fully understand how QKD works and why it is theoretically impossible to
Eavesdrop a quantum generated encryption key we should first analyze some basic quantum

principles which are key for understanding the implementation of every protocol.
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2.1 Quantum Mechanics Principles

Quantum State

A quantum state represents the fundamental description of a quantum system. It de-
scribes the state of a particle, atom, or any quantum entity, and contains all the information
necessary to predict the outcomes of measurements performed on that system. It is denoted
by the symbol |¥y) [18] . The quantum states refer to specific properties of a quantum
system, such as spin, polarization, phase, or a combination of them. In classical information
theory, a bit can exist in two distinct states, 0 or 1, representing the levels of charge. Simi-
larly, in quantum mechanics, the state of a system can be represented as "up’ |0) or ’down’
|1) when describing the spin of a particle. However, quantum states are more complex and
possess distinct properties compared to classical states.By exploiting quantum states, qubits

serve as the fundamental unit of measurement in quantum information theory.

Basis

Measurement plays a fundamental role in Quantum Key Distribution (QKD) protocols,
particularly in the context of polarization-based schemes. In QKD, the bits of the secret
key are encoded onto individual photons using different polarization bases [18]. Polarization
refers to the orientation of the electric field associated with a photon. The measurement of
photons’ polarization states allows for the extraction of the key. However, as shown in 1
the basis in which the photons will be encoded is not standard. Different polarization basis
(linear and rectangular are generated by using Polarizing beam splitters (PBS) and wave
plates. PBS splits incoming light based on its polarization, while wave plates introduce
controlled phase differences to manipulate the polarization states [21]. By adjusting the
angles of wave plates in conjunction with PBS, various polarization bases, such as linear
and diagonal, can be generated. The basis in which photons are encoded every time is

chosen randomly.

Photon Polarization

Rectilinear Basis Diagonal Basis

Figure 1: Basis and bit encoding [13]
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The No-Cloning Theorem

The no-cloning theorem, a cornerstone of quantum mechanics, is mathematically formal-

ized through the linearity of quantum operations. It can be expressed by the equation:

U @Wy #V; @W,

where W; and W5 represent two arbitrary quantum states. This equation shows that it is
impossible to create an exact copy of an unknown quantum state, highlighting the funda-
mental limitation on cloning quantum states [18]. This theorem plays a very important role
in most of the QKD Protocols because it ensures that there can be no intermediate between

two nodes without being detected.

The Collapse of the Wavefunction

The collapse of the wavefunction, a consequence of quantum measurement, is mathemat-

ically described by the projection postulate. It can be expressed as:

0) = | W)

where |U) represents the initial quantum state, ¢; are complex coefficients, and |¥;) are
the eigenstates of the measured observable. This equation shows how the quantum state
collapses into one of the eigenstates upon measurement, capturing the probabilistic nature
of the collapse [18]. When we perform a measurement on a quantum system, we choose
a specific basis to observe its properties. The choice of basis affects which eigenstates are
accessible and influences the probabilities of different outcomes. This principle is vital in
Quantum Key Distribution (QKD) systems, as the random selection of measurement basis
ensures that any potential eavesdropper, Eve, will receive noise instead of useful information,

enhancing the security of the communication.

The Uncertainty Principle

The uncertainty principle, formulated as an inequality between the variances of non-

commuting observables, is mathematically expressed as:

AAAB > 3|(A,B)|

where AA and AB represent the standard deviations of the observables A and B, respec-
tively, and [A, B] denotes the commutator of A and B. This equation demonstrates the
fundamental trade-off between the precision of measurements for non-commuting observ-

ables, emphasizing the inherent uncertainty in quantum systems [14, 18].

Entanglement

Entanglement is an aspect of Non-locality which refers to the property that entangled

particles can exhibit instantaneous correlations, regardless of the distance between them.
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This means that measurements made on one particle can instantaneously affect the state of
the other particle, regardless of the spatial separation [18]. Entanglement is mathematically
described using the tensor product of quantum states. For two entangled particles, the

mathematical representation is:

T) = e[ W) @ |@)

where ¢;; are complex coefficients and |¥;) and |®;) represent the quantum states of
the respective particles. This equation illustrates the entanglement between the particles,

indicating that the overall state cannot be described independently of the individual states.

Superposition

Superposition, another mathematical concept in quantum mechanics, is represented by
the linear combination of quantum states. For example, in the BB84 protocol - which we

are going to discuss thoroughly, the polarization states can be expressed as:

0) = 1H) = (10} +[1)

=)= ﬁ(l0> - 1)

where |H) and |V) represent the horizontal and vertical polarizations, and |0) and |1)

= S

represent the qubit states. These equations show how superposition allows the encoding
of information in different quantum states [18]. If the basis used to measure the received
photons is the same as the one used to transmit photons the probability of measuring the
correct state is 100%. However if the basis is different the outcome will be random and the

probability of measuring the correct state is 50% [12].

Quantum Measurement and Post-Selection

Quantum measurement and post-selection are mathematically described through the
use of Hermitian operators and projection operators. The measurement operator for an

observable A can be represented as:

Ma =" Jai){ail

ai
where |a;) represents the eigenstates of observable A [18].

In this thesis, we will not delve further into the mathematical part of these principles.
However it is important to note that these equations express in theory what we shall see in

practice afterwards by examining the most commonly known and implemented protocols.

2.2 QKD Procedures

In 2 the QKD system is depicted. There are two channels, the quantum channel and

the public channel. The Quantum Channel is used to transmit and share the information of
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secret key in the form of polarized photons, called as quantum bit (qubit). Meanwhile the
public channel is used to discuss the process of qubits transmission and make a deal about
the shared secret key. Generally, there are two medium types of quantum channel which are

implemented on QKD system, optical fiber and free space.

ALICE

(The Sender)

BOB

(The Receiver)

v Public Channel

(i.e. internet, telephone network)

EVE

(The Eavesdropper)

Quantum Channel

W
¥ (i.e. optical fiber, free space)

Figure 2: Basic Block Diagram of a QKD System [19]

However 2 is a plain overview of QKD.In reality more complex procedures take place,
which are necessary for almost all protocols that we are going to discuss later. So, before

surveying these protocols we should first examine the basic procedures as shown in 3.

| Authentication Key 1 l

Quantum State L Security
Transmission Key Sifting/ Lyl Error

R it Correcti | Parameter
and Measurerment econciliation orrection Estimation

Key Privacy Yes
Confirmation Amplification
No No
G

Figure 3: Basic Block Diagram of QKD System [19]

Secret Key
Distillable?

Quantum State Preparation

Alice prepares individual photons in specific quantum states, typically using a polariza-
tion or phase encoding scheme. This can involve manipulating the quantum properties of
photons, such as their polarization angle or phase, to encode information [12]. One common
method involves using specialized optical elements, such as wave plates or beam splitters, to
control the polarization or phase of individual photons (depending on the protocol), enabling
their encoding for quantum information processing. The bits encoding procedure in known

as modulation [21].

Quantum Transmission

Alice sends the prepared photons to Bob over a quantum communication channel, which
could be an optical fiber or free space. The transmission of quantum states is subject to

various noise sources, such as attenuation and channel-induced errors [19, 13].
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Measurement

Upon receiving the photons, Bob performs measurements on each photon to extract
information about their quantum states. This involves applying appropriate measurement
operators, such as projective measurements, to determine the properties of the received
photons [19, 13]. Bob utilizes measurement devices, such as polarizers or interferometers, to
perform specific measurements on the received photons, extracting information about their

polarization angle or phase [21].

Basis Announcement

Alice and Bob publicly communicate their chosen measurement bases for a subset of the
transmitted photons. This information is used later for error estimation and correction. The
measurement bases can be represented by random variables, denoted as A (for Alice’s basis
choice) and B (for Bob’s basis choice) [12, 19].

Key Sifting

Key sifting, also known as information reconciliation, is the process of reconciling dis-
crepancies in the raw key generated by the sender and receiver. Due to the fact that Bob
chooses randomly the measurement Basis also due to factors like channel noise and loss,
the raw key may contain errors or discrepancies. For example, if Alice sends to Bob a pho-
ton polarized in Rectilinear Basis and Bobs measures it in the Diagonal Basis, this bit will
be discarded from the raw data after the public basis announcement, since the outcome is
probabilistic. Key sifting allows the sender and receiver to generate sifted agreed-upon key

by removing these discrepancies and aligning their respective keys [12, 19, 16].

Error Estimation

By comparing their measurement bases during the sifting procedure, Alice and Bob
identify the subset of photons used for error estimation. They calculate the error rate,
indicating the discrepancy between their measurement outcomes for the subset of photons.
The error rate can be quantified using mathematical formulas, such as the bit error rate
(BER) or the quantum bit error rate (QBER) [12, 19, 16].

Error Correction

During the transmission of quantum states over a noisy channel, errors can occur due
to various factors such as noise, interference, and imperfections in the hardware. FError
correction techniques are employed to detect and correct these errors, ensuring that the
final shared key is free from transmission-induced errors. Error correction codes, such as the

Cascade or LDPC codes, are commonly used to achieve error correction in QKD protocols

[12, 19, 16].
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Privacy Amplification

Privacy amplification is the process of distilling a secure and uniform secret key from a
raw key that may contain information about the initial quantum states and measurement
outcomes. It ensures that any potential information leaked during the key generation process
is reduced to an insignificant level, thus enhancing the privacy and security of the final
key. Privacy amplification typically involves the use of cryptographic hash functions or
information-theoretic techniques to extract a shorter, secure key. For example, if Alice and
Bob have a sifted key of length 100 bits they can use a hash function that will reduce the
key size to 50 bits. The new set of 50 bits becomes the final shared secret key between Alice
and Bob, and any potential information an eavesdropper may have had about the original

sifted key is now significantly reduced.[12, 19, 27].

Final Key Generation

After applying all necessary procedures, Alice and Bob obtain a final secure key that can
be used for cryptographic purposes. The length of the final key depends on the error rates,

the privacy amplification scheme used, and the desired level of security [12, 19].

2.3 QKD Protocols

For the discussion of QKD protocols there is going to be a brief but comprehensive
review of the protocols that have been researched until now. However, the experiment that
is conducted for this thesis includes QKD pairs which use Efficient BB84 protocol with
decoy states and phase encoding, so more thorough analysis will be conducted for the BB84

protocol and the BB84 decoy states.

2.3.1 BB84

In 1984, researchers Bennett and Brassard proposed the BB84 protocol, which revolu-
tionized the field of quantum cryptography. The protocol leverages the principles of quan-
tum mechanics, specifically Heisenberg’s uncertainty principle, to securely share a secret
key between two parties. The BB84 protocol is a prepare-and-measure-based quantum key
distribution (QKD) protocol and is presented below [12, 19, 13, 18].

o —
o
=
o
o
[
o
[
o

Keybits 1 1 0
Photons I P Pl 1

e 2 3 3 B S EF B B FR B Bases

01 10 0 1 1 0 1 0 1 0 Result

X v x v VvV XXy xS
1 - 00 1 - - 1 0 1 0 Keyhits

10



7= EAAHNIKH AHMOKPATIA
Edvikév kat Karodictprokéy

Mavemotipiov AdMvov
IAPY®EN TO 1837

Master Thesis

Figure 4: Alice prepares the Photons by modulating the bits (usually with polarization encoding)
and send them through a quantum channel to Bob. Then Bob measures the photons using random
basis as explained before. After measurement Alice and Bob proceed to the reconciliation process.
Firstly, Alice and Bob publicly announce the used Basis for every bit and sift all the bits measured
in different basis. Then they continue with Error Correction and Privacy Amplification in order to
distill the final key. [7]

The essence of the BB84 protocol lies in the use of photon polarization states to transmit
the information of the secret key through a quantum communication channel. It employs
single photons, each polarized in one of four possible polarization states. These states are
selected from two conjugate bases: the rectilinear basis, consisting of vertical and horizontal
polarizations, and the diagonal basis, consisting of diagonal and anti-diagonal polarizations

as shown below [12, 19, 13, 18, 7].

Vertical

o - Diagonal
90° Polarization 45° Polarization
Bit Value = 1 Bit Value = 0
Horizontal
0° Polarization
Bit Value = 0
it value Anti-Diagonal
135° Polarization
Bit Value = 1
Rectinilinear Basis Diagonal Basis

Figure 5: Polarization Basis of BB84 Protocol [19]

More analytically the exact stages of the BB84 are shown below:

1. Quantum State Preparation:

Alice prepares individual photons in one of four polarization states: vertical (|0})), hor-
izontal (]1)), diagonal (]4)), and anti-diagonal (|—)). These polarization states can be
mathematically represented using the basis states of the rectilinear basis (|0}, |1)) and
the diagonal basis (]4),|—)).

2. Basis Selection: Alice randomly chooses a basis (rectilinear or diagonal) for each
photon she prepares . The basis selection can be represented by random variables,
denoted as A (for Alice’s basis choice) and B (for Bob’s basis choice)

3. Quantum Transmission: Alice sends the prepared photons to Bob over the quantum

channel, while keeping track of the basis used for each photon.

4. Measurement: Upon receiving the photons, Bob randomly selects a measurement
basis (rectilinear or diagonal) for each photon using random variable B. Bob performs

a measurement on each photon, extracting information about its polarization state.

5. Public Announcement: After the transmission, Alice and Bob publicly communi-
cate their basis choices (random variables A and B) for a subset of the transmitted

photons. They do not reveal the measurement results, only the basis choices.

11
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6. Error Estimation: By comparing their basis choices, Alice and Bob can identify the
subset of photons used for error estimation. They calculate the error rate, which indi-

cates the discrepancy between their measurement outcomes for the subset of photons.

7. Key Generation: Alice and Bob discard the subset of photons used for error esti-
mation. They extract a secure key from the remaining subset of photons, using the

agreed-upon basis choices where their measurement outcomes match.

8. Privacy Amplification: To further enhance security, Alice and Bob apply privacy
amplification techniques, such as error correction codes and hashing algorithms, to

distill a shorter but secure final key.

Throughout the BB84 protocol, the security is rooted in the fundamental principles
of quantum mechanics, such as the no-cloning theorem and the uncertainty principle. The
randomness in basis selection and the inherent uncertainty in quantum measurements ensure
the security of the key distribution process [16, 12, 19].

The BB84 protocol serves as a cornerstone for quantum cryptography, demonstrating
the practical implementation of quantum principles for secure communication.

However,in the original BB84 protocol, the encoding of information relies on single pho-
tons. But generating and manipulating single photons reliably can be challenging in practical
implementations. Generating exactly one photon per pulse is not practically achievable in
reality due to various factors like the probabilistic nature of photons emission or the devices
imperfections. Thus, the process of photon generation follows a statistical distribution, often
approximated by a Gaussian distribution. This means that the number of photons gener-
ated in each pulse can vary, and there is a non-zero probability of generating more than
one photon. Therefore, instead of using single photon pulses, weak laser pulses are often
employed, where the number of photons in each pulse follows a Poisson distribution with
an adjustable mean value, known as the intensity of the source. In QKD, it is preferable
to have a mean photon value per pulse, often denoted as the average photon number, less
than 0.5. This requirement is aimed at reducing the likelihood of generating more than one
photon per pulse, which is important for maintaining the security and integrity of the QKD
process.

The presence of multiple photons in these laser pulses introduces a vulnerability known as
the photon-number-splitting (PNS) attack. In a PNS attack, an eavesdropper can intercept
a pulse containing multiple photons, split it into separate paths, and measure individual
photons without being detected. This allows the eavesdropper to gain information about the
key without introducing significant errors or disturbing the state of the remaining photons
[22].

To address this vulnerability, it is crucial to assume that any key material derived from
multi-photon pulses is compromised. In other words, it is necessary to consider that an
eavesdropper might have obtained partial information about the key.

So the researchers were compelled to explore the development of new protocols due to
the challenges and limitations of the BB84 [16].

12
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2.3.2 BBB84 Decoy State

The BB84 decoy state has some important differences with the simple BB84 including the
key generation techniques, modulation and overall security against photon number splitting
attacks.

BB84: In the original BB84 protocol, the key is generated by comparing the measure-
ment outcomes of Alice and Bob for the subset of photons where they publicly announced
matching basis choices. The secure key is extracted from these matching outcomes.

Decoy State BB84: In the decoy state BB84 protocol, in addition to the single-photon
states, Alice sends additional intensity-modulated weak coherent states (decoy states) or vac-
uum pulses. These decoy states are used to enhance the security of the protocol, particularly
against attacks such as photon number splitting (PNS) attacks.

After Bob receives the pulses from Alice, he announces to Alice which pulses generated
photon counts (meaning they were detected) and which did not (meaning they were not
detected). The order of the pulses is known only by Alice.

Based on the information received from Bob, Alice can compare the expected number of
photon counts for the different types of pulses (decoy states and single-photon states) with
the actual counts observed. If the discrepancy between the expected and observed counts
exceeds certain thresholds, indicating a deviation from the expected behavior, it suggests a
potential eavesdropping attempt. In such cases, the protocol is stopped as there is a high
risk of eavesdropping or other security vulnerabilities.

By monitoring and analyzing the photon counts, the protocol can detect deviations
caused by eavesdropping or other forms of interference. This allows Alice and Bob to take
appropriate measures to ensure the security and integrity of the key distribution process.

An example of a practical approach to the BB84 with decoy states has been shown in
[26] in which they used two normal pulses for signal and key distillation and one decoy state
with mean photons values pl and p2 ranging from 0.2 to 0.5 . A second experiment shown
by [16] used one normal pulse and two decoy states with mean photons values p = 0.425, v
= (decoy state 1) = 0.044 , w = (decoy state 2) 0.001.

2.3.3 E91

In 1991, Artur Ekert introduced a groundbreaking quantum key distribution (QKD)
protocol known as the Ekert or E91 protocol, which harnessed the remarkable phenomenon of
photon entanglement. Entanglement is a unique property of quantum mechanics that allows
two or more particles to become intricately connected, even when physically separated.

In the Ekert protocol, Alice and Bob share entangled pairs of photons, which can be
created through various methods such as spontaneous parametric down-conversion. These
entangled photons exhibit a special correlation known as quantum entanglement, where the
state of one photon is instantly determined by the state of its entangled partner, regardless
of the spatial separation between them. Entanglement-based QKD model can be illustrated
by 6.
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Figure 6: Basic Concept of Entanglement-Based QKD Protocol [19]

By exploiting this entanglement, Alice and Bob can perform a series of measurements
on their respective photons, comparing the outcomes to establish a secret key. The key
generation process relies on the fact that any attempt by an eavesdropper, commonly referred
to as Eve, to gain information about the key through measurement or interception would
introduce detectable disturbances to the entangled state.

The Ekert protocol leverages the violation of Bell’s inequality, a fundamental concept in
quantum mechanics, to detect the presence of eavesdropping. Bell’s inequality sets bounds
on the correlations that can be observed in classical systems, while quantum entanglement
allows for correlations that surpass these bounds. By performing specific measurements on
their entangled photons, Alice and Bob can test for the violation of Bell’s inequality and
detect any potential eavesdropping attempts.

The use of entangled photons in the Ekert protocol offers several advantages. First, it
ensures the security of the key distribution process by exploiting the fundamental principles
of quantum mechanics. Second, entanglement-based protocols can achieve higher key gener-
ation rates compared to protocols based on single-photon states. This is because entangled
states allow for the detection of eavesdropping with higher probability, enabling the rejection
of compromised key material.

Overall, the Ekert protocol revolutionized the field of quantum key distribution by har-
nessing the power of entanglement. It demonstrated the potential of entangled photon pairs
as a resource for secure key distribution, paving the way for further advancements in quan-

tum cryptography and quantum communication [19].

2.3.4 BBMO92

The BBM92 protocol, proposed by Bennett, Brassard, and Mermin in 1992, is an
entanglement-based quantum key distribution (QKD) protocol that shares similarities with
the BB84 protocol. The fundamental concepts of raw key exchange, key sifting, and privacy
amplification are essentially the same in BBM92 as in BB84. However, the key distinction
is that BBM92 utilizes the principles of entanglement to establish a secure key.

In BBM92, entangled pairs of photons are used for key generation. The entanglement
property ensures that the measurement outcomes of these pairs are correlated, allowing for
secure key distribution. The entanglement-based nature of BBM92 distinguishes it from
other QKD protocols that rely on single-photon states.

The BBM92 protocol emerged shortly after Ekert proposed his E91 protocol, and both
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protocols fall under the category of entanglement-based QKD. While BB84 is widely recog-
nized as a pioneering QKD protocol, BBM92 expands upon its principles by leveraging the

power of entanglement to achieve secure key distribution [19].

2.3.5 B92

The B92 protocol, proposed by Bennett in 1992, is a simplified version of the BB84
protocol with some key differences. In B92, only two polarization states are used, compared
to the four polarization states in BB84. This reduction in the number of states is a notable
distinction between the two protocols.

In the B92 protocol, the encoding of information is done using a single non-orthogonal
basis. The 0-bit value is encoded as 0 degrees in the rectilinear basis, while the 1-bit value
is encoded as 45 degrees in the diagonal basis. Bennett realized that utilizing a single non-
orthogonal basis for encoding and decoding the QKD protocol does not compromise the
ability to detect the presence of an eavesdropper.

Another significant difference is that in the B92 protocol, if the receiver (Bob) selects the
wrong basis, he will not measure anything. This condition, known as an erasure in quantum
mechanics, occurs when Bob’s measurement does not provide any conclusive information.
This erasure condition adds a unique aspect to the B92 protocol compared to BB84.

Overall, the B92 protocol is classified as a prepare-and-measure-based QKD protocol,
similar to BB84. However, its utilization of a reduced set of polarization states and the

erasure condition sets it apart as a distinct protocol in quantum key distribution [19].

2.3.6 SSP

The Six-State Protocol (SSP), proposed by Pasquinucci and Gisin, introduces an exten-
sion to the BB84 scheme by incorporating an additional basis and increasing the number of
polarization states. The SSP utilizes six polarization states and three measurement bases,
compared to the four polarization states and two measurement bases in BB84.

In the SSP, the six polarization states correspond to +x, +y, and 4z on the Poincaré
sphere, offering a higher degree of symmetry compared to the BB84 protocol. This increased
symmetry is advantageous for certain applications and analysis.

The additional basis in the SSP introduces an extra level of complexity and flexibility
in the measurement process. Instead of performing measurements solely in the rectilinear
and diagonal bases, as in BB84, the SSP incorporates an additional measurement basis.
This additional basis enhances the robustness and security of the protocol by increasing the
available information for key generation and error estimation.

Essentially, the Six-State Protocol can be seen as an extension of the BB84 scheme,
building upon its principles and adding an extra measurement basis to accommodate the
use of six polarization states. By expanding the measurement options and introducing
additional symmetry, the SSP offers an alternative approach to quantum key distribution

with potential advantages in certain scenarios [19].
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2.3.7 DPS

The Differential-Phase-Shift QKD (DPS-QKD) protocol, proposed by K. Inoue et al.
in 2003, is a quantum key distribution protocol that utilizes the principles of quantum
entanglement. This protocol offers several advantages, including robustness against photon
number splitting (PNS) attacks, a simple configuration, and efficient use of time resources.

One notable feature of the DPS-QKD protocol is its resilience against PNS attacks.
Photon number splitting is a potential attack in which an eavesdropper could intercept a
photon from the transmitted states, store it, and later measure it to extract information
without being detected. The DPS-QKD protocol employs techniques that make it more
secure against such attacks, enhancing the overall security of the key distribution process.

Another advantage of the DPS-QKD protocol is its simplicity in terms of configuration.
The protocol can be implemented using relatively straightforward setups, making it easier

to deploy and operate in practical scenarios [19].

2.3.8 COW

The Coherent One-Way (COW) protocol, proposed by Nicolas Gisin et al. in 2004, is a
quantum key distribution protocol that utilizes the principle of photon entanglement. The
COW protocol offers several advantages, including high efficiency in terms of distilled secret
bits per qubit, robustness against photon number splitting (PNS) attacks, and tolerance to
reduced interference visibility.

In the COW protocol, the information is encoded in the time function of the photons.
This means that the temporal characteristics of the photons, such as their arrival times, are
used to encode the quantum states representing the secret key. This approach allows for
efficient encoding and decoding of the key information.

One of the advantages of the COW protocol is its high efficiency in extracting secret bits
per qubit. This means that a higher number of secret bits can be generated per individual
qubit used in the protocol, resulting in a more efficient key distribution process.

The COW protocol is also robust against PNS attacks, where an eavesdropper attempts
to split the incoming photons to extract information. By utilizing the entanglement prop-
erties of the photons, the COW protocol offers enhanced security against such attacks.

Additionally, the COW protocol is tolerant to reduced interference visibility. Interference
visibility refers to the quality of the interference pattern observed when combining two or
more photons at a beam splitter. The COW protocol can still function effectively even in
scenarios where the interference visibility is not ideal, allowing for practical implementations
in real-world conditions.

The COW protocol is classified as an entanglement-based QKD protocol, as it relies on
the generation and manipulation of entangled photon pairs to establish the secret key. This
protocol provides an alternative approach to quantum key distribution, offering advantages

in terms of efficiency, security, and tolerance to various conditions [19].
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2.3.9 SARGO04

The SARGO04 protocol, proposed by Scarani et al. in 2004, is a quantum key distribution
protocol that utilizes attenuated laser pulses as the source of photons instead of single-photon
sources. This protocol shares a similar initial phase with the BB84 protocol. However, it
differs in the second phase, where Alice, the sender, uses one of her pairs of non-orthogonal
states to encode her bit instead of directly announcing her bases.

In the SARGO04 protocol, if Bob, the receiver, uses the appropriate basis, he will measure
the exact state and obtain the bit accurately. However, if he chooses the wrong basis, he will
not obtain the bit. This approach helps in detecting the presence of an eavesdropper, as any
attempt to intercept and measure the photon will result in a high probability of obtaining
an incorrect bit value.

Under the assumption of no errors in measurement, the length of the key remaining after
the sifting stage is 0.25 of the raw key sent. This indicates that, on average, only a quarter of
the raw key remains after the sifting process, resulting in a reduced key length but increased
security.

The SARGO04 protocol belongs to the category of prepare-and-measure-based QKD pro-
tocols, where Alice prepares the photon states and Bob measures them. By using attenuated
laser pulses and non-orthogonal states for encoding, this protocol offers an alternative ap-
proach to quantum key distribution, providing certain advantages and considerations com-
pared to the BB84 protocol [19].

2.3.10 S13

The S13 protocol, proposed by Eduin H. Serna, is a quantum key distribution protocol
that shares similarities with the BB84 protocol in terms of the underlying quantum mech-
anisms. However, the S13 protocol introduces differences in the key reconciliation process
and the use of asymmetric cryptography.

In the BB84 protocol, the key reconciliation process involves public communication be-
tween Alice and Bob to compare their measurement outcomes and establish a common
subset of matching bits for the key. This process is susceptible to potential eavesdropping
and may require additional error correction and privacy amplification steps to ensure the
security of the final key.

In contrast, the S13 protocol utilizes a private reconciliation approach. Instead of ex-
changing information publicly, Alice and Bob use a random seed to independently generate
their reconciliation data. This private reconciliation process reduces the potential for eaves-
dropping and enhances the overall security of the key distribution.

Additionally, the S13 protocol incorporates asymmetric cryptography techniques. Asym-
metric cryptography involves the use of different cryptographic keys for encryption and
decryption. In the context of the S13 protocol, asymmetric cryptography is utilized to se-
cure the communication of reconciliation data between Alice and Bob. This adds an extra
layer of security to the key distribution process, protecting against potential attacks on the
reconciliation stage.

By employing private reconciliation and asymmetric cryptography, the S13 protocol en-
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hances the security and privacy of the key distribution process compared to the traditional
BB84 protocol. These modifications aim to mitigate vulnerabilities and provide a more
robust framework for secure key exchange in quantum communication systems [19].

A list of the QKD protocols is shown below in the Table 1.

No. | Year gﬁl;:l;czf Principle Base
1 1984 BBg&4 Heisenberg’s Uncertainty Principles
2 1991 E91 Quantum Entanglement
3 1992 BBM92 Quantum Entanglement
4 1992 B92 Heisenberg’s Uncertainty Principles
5 1999 SSH Heisenberg’s Uncertainty Principles
6 2003 DPS Quantum Entanglement
7 2004 | SARGO4 Heisenberg’s Uncertainty Principles
8 2004 cow Quantum Entanglement
9 2013 S13 Heisenberg’s Uncertainty Principles

Table 1: List of QKD Protocols [19]

2.4 Metrics

In order to measure the performance and the effectiveness of a QKD protocol we use
some metrics that allow us to characterize the systems which are used to implement every
protocol.

Quantum Bit Error Rate (QBER): QBER measures the error rate in the transmis-
sion of quantum bits (qubits) between the sender (Alice) and the receiver (Bob). A low
QBER indicates a higher fidelity of transmission and better resistance to eavesdropping.

Key Generation Rate: This metric quantifies the speed at which Alice and Bob can
generate a shared secret key. It is usually measured in bits per second (bps) or key bits per
second (kbps). A higher key generation rate indicates a more efficient protocol.

Secure Key Rate: The secure key rate represents the rate at which Alice and Bob can
generate a secure key after applying error correction and privacy amplification techniques. It

takes into account factors such as QBER, reconciliation efficiency, and information leakage.

2.5 Losses

One of the main limitations of Quantum Key Distribution (QKD) is the losses that occur
during the propagation of quantum signals. As quantum signals are transmitted over long
distances through optical fibers or free space, various sources of loss can degrade the signal
quality. These losses can be due to factors such as absorption, scattering, and imperfections
in the transmission medium. Losses during propagation reduce the signal-to-noise ratio,
making it challenging to reliably detect and decode quantum states at the receiving end.
High losses also limit the achievable communication distance, as the signal strength dimin-

ishes over longer transmission spans. Mitigating losses in QKD systems requires advanced
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techniques such as efficient error correction codes, amplification schemes, and optimized fiber
optic links. Addressing the issue of losses is crucial to improve the overall performance and
practicality of QKD for secure quantum communication. An example of how losses affect

the achievable communication distance in shown below.
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Figure 7: SKR in respect with distance for an implementation of BB84 with Decoy-States [16]

3 Coexistence of QKD with Classical Channels

Quantum communication networks represent a significant advancement in the field, mov-
ing from simple point-to-point quantum links to complex multi user networks with real-life
connectivity. The ultimate goal is to establish a Quantum Internet, where nodes are seam-
lessly interconnected, enabling applications beyond Quantum Key Distribution (QKD) like
distributed quantum computing. Achieving this requires a medium that allows the coexis-
tence of high-power classical optical channels and quantum channels, integrating quantum
technologies into existing optical infrastructure [2, 23].

Incorporating Quantum Key Distribution (QKD) into the existing infrastructure is of
utmost importance for several reasons. Firstly, it allows for a seamless integration of quan-
tum technologies with the current optical network, enabling widespread deployment and
utilization of quantum communication protocols. By leveraging the existing infrastructure,
the cost and complexity associated with building a separate dedicated network solely for
quantum communication can be significantly reduced. This practical approach ensures that
QKD becomes more accessible and feasible for real-world applications.

Secondly, integrating QKD with the existing infrastructure provides a smooth transi-
tion from classical to quantum communication. It allows for the coexistence of high-power
classical optical channels and delicate quantum channels, which is essential for practical
implementation. Rather than relying on separate optical fibers dedicated solely to quan-
tum communication, integrating quantum channels within the same infrastructure allows
for efficient use of resources and facilitates interoperability between classical and quantum

systems.
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However, the theoretical approach of using separate optical fibers for the quantum chan-
nel is often considered due to the stringent requirements of quantum communication. Quan-
tum signals are extremely sensitive to noise and interference, and any disruptions can com-
promise the security and integrity of the transmitted information. By employing separate
fibers, the risk of crosstalk, signal degradation, and unintended interactions between classi-
cal and quantum channels is minimized. This approach ensures a higher level of isolation
and enhances the overall performance and security of the quantum communication system.

While a separate fiber approach provides enhanced isolation, it introduces challenges
in terms of scalability, cost, and infrastructure complexity. The deployment of dedicated
fiber networks across large distances can be logistically challenging and financially demand-
ing. Moreover, maintaining and managing separate networks for quantum communication
alongside existing infrastructure can be operationally burdensome.

Therefore, integrating QKD into the already existing infrastructure presents a more prac-
tical and cost-effective approach, enabling the widespread adoption of quantum communi-
cation technologies. It strikes a balance between the need for security and the constraints of
real-world implementation, making quantum communication more accessible, efficient, and

seamlessly integrated with existing optical networks.

3.1 Non Linear Effects

The key challenge coexistence has to overcome is the introduction of Non- Linear effects
that occur during the propagation of the optical signals in the fibers. The non linear ef-
fects that will be presented, result in excessive noise and therefore influence the Quantum
Channel. The quantum channel operates at very low power levels, typically involving single
photons or a few photons per pulse. This low power is necessary to preserve the delicate
quantum properties of the transmitted information. However, the presence of high-power
classical optical signals can induce unwanted interactions and disturbances on the quantum
channel. The nonlinear effects in the fiber, such as Raman scattering and four-wave mixing,
can generate noise and interfere with the quantum signals, leading to errors and degraded
performance that will be shown as higher QBER and lower secure key rate.

The investigation and analysis of nonlinear effects and their impact on the coexistence of
quantum and classical channels will indeed be a critical component of this thesis work. By
conducting experiments and obtaining empirical results, valuable insights into the behavior

of nonlinear effects in practical scenarios will be gained.

3.1.1 Raman Scattering

Raman scattering, a nonlinear optical effect, is caused by Phonons which are lattice vi-
brations in a material. This phenomenon involves the interaction of photons with molecular
vibrations in the optical fiber, resulting in the transfer of energy from the signal photons to
scattered photons of different frequencies . Raman scattering can produce scattered photons
in two spatial region. When energy is transferred from incident light to the the molecular
vibration is losses energy and a lower energy and thus lower frequency photon is produced

in the Anti-Stokes Region. On the other hand if energy is transferred from the phonon to
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the incident photon, a scattered photon with higher energy and frequency is generated in
the Stokes Region [1]. The presence of Raman scattering introduces additional noise and
fluctuations in the quantum channel, degrading the signal quality and reducing the fidelity
of quantum states. Raman scattering is a broadband effect that can cover 200 nm of spatial
range, thus it can affect quantum channels that are operating in different spectral regions
if the power of the noise originating from the Raman scattering in greater than that of
the quantum channel. In QKD this is the case since the photons of the quantum channel
are propagating with low power in order to keep their quantum properties. In order to
have reliable quantum communication and preserve the confidentiality of the transmitted
quantum information include various techniques, such as fiber design optimization, power
management, endpoints synchronization and noise filtering, are employed to minimize the
detrimental effects of Raman scattering and enhance the performance of quantum commu-
nication systems [11].

Below is a graphic example of how noise from classical channels can totally obscure the

quantum channels.
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Figure 8: Spectrum measured in upstream direction by inserting a 50:50 beam splitter in front
of the OLT in an 8-user network. The spectrum shows peaks at 1310 nm and 1490 nm from data
signals and a peak at 1610 nm from the synchronisation signal. The quantum signal at 1550 nm is
completely obscured by the broad Raman scattering background.[11]

3.1.2 Four-wave mixing

When a high-power optical signal is launched into a fiber, the linearity of the optical
response is lost. One such nonlinear effect, which is due to the third-order electric suscepti-
bility is called the optical Kerr effect . In the equations below the third order non linearity is
shown firstly in the refractive index change in response to an external electrical field which
in our case can be the light itself and secondly as the polarization induced in a material by
the applied electric field [6, 15].

3y (3)
n=mno+ 2 —(E.|)’
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Four-wave mixing (FWM) is a type nonlinear optical Kerr effect that can occur when
multiple optical signals interact within an optical fiber. It involves the mixing of different
optical frequencies, resulting in the generation of new frequencies and interfering with the
desired quantum signals. The FMW phenomenon is observed when in a fiber there is an
already existing wave which is called the signal wave or probe light. If in addition to this
one or more pumping waves are launched into the fiber then there is a generation of another
wave which is called the idler wave. This generated wave has a new frequency calculated by

the equation:

fidler = fpl + fp2 - fprobe

for the case with two pumping waves and by the equation

fidler = 2fp - fprobe

which is the case with pumping waves at the same frequency and is called degenerated
FWM. [3, 0]

FWM can introduce crosstalk and impair the performance of quantum communication
systems, leading to information leakage or errors in the transmitted quantum bits. To
mitigate the impact of FWM, techniques such as wavelength management, signal power
optimization, and careful system design are employed to minimize the interactions among

different optical frequencies and maintain the integrity of quantum information [0].
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Figure 9: Four-wave mixing with two pumping channels [6]
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3.2 Linear Effects

Linear effects in optical communication, such as chromatic dispersion and Rayleigh scat-
tering, can impact the performance of Quantum Key Distribution (QKD) systems. Chro-
matic dispersion can cause pulse broadening and overlapping, leading to errors in the time
resolution of photon detection, affecting the accuracy of key generation. Rayleigh scatter-
ing introduces background noise that can degrade the signal-to-noise ratio of the quantum
channel, reducing the secure key rate. Understanding and mitigating these linear effects is

essential to ensure reliable and secure QKD operation in the presence of optical impairments.

3.2.1 Rayleigh back-scattering

Rayleigh backscattering is another important aspect to consider in quantum communi-
cation systems. It refers to the scattering of light that occurs when the incident photons
interact with inhomogeneities or imperfections in the fiber. This backscattered light can in-
terfere with the desired quantum signals, leading to signal degradation and increased noise
levels. In the context of Quantum Key Distribution (QKD), Rayleigh backscattering can
introduce information leakage, compromise the security of transmitted quantum bits, and
limit the achievable communication distance. To mitigate the effects of Rayleigh backscat-
tering, techniques such as forward error correction, signal encoding, and advanced signal
processing algorithms are employed. By effectively managing and reducing the impact of
Rayleigh backscattering, quantum communication systems can achieve improved signal qual-
ity, enhanced security, and longer communication distances, enabling the reliable and secure

transmission of quantum information [1, 20].

3.2.2 Chromatic dispersion

Chromatic dispersion and four-wave mixing are additional factors that need to be ad-
dressed in quantum communication systems. Chromatic dispersion refers to the phenomenon
where different wavelengths of light propagate at different speeds in an optical fiber, causing
the spreading of optical pulses over long distances. This dispersion can distort the temporal
characteristics of quantum signals, leading to errors in the detection and decoding of quan-
tum information. To mitigate chromatic dispersion, dispersion compensation techniques
such as dispersion-compensating fibers or dispersion compensation modules are utilized to

ensure accurate transmission of quantum signals [1, 20].

For this thesis, the experimental setup involves running the experiments over relatively
short distances, typically within a few kilometers, with a maximum distance of 10 kilome-
ters. Given the limited span of the transmission, the primary nonlinear effect that becomes
prominent in this scenario is Raman scattering. As the experiments focus on shorter dis-
tances, the significance of Raman scattering becomes more pronounced, making it a crucial
phenomenon to understand and mitigate in order to achieve reliable and efficient quantum

communication.
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3.3 Optimal Wavelength for QKD Channel

There are two key reasons why the wavelength range around 1310 nm is often considered
optimal for the quantum channel in certain quantum communication systems.

Firstly, at 1310 nm, there is a lower occurrence of Raman scattering compared to other
wavelength ranges. Raman scattering is a nonlinear effect in optical fibers that causes the
conversion of some of the signal’s energy into unwanted noise. By operating at 1310 nm,
the impact of Raman scattering on the quantum channel is reduced, resulting in a cleaner
and more reliable transmission of quantum information. This is crucial for maintaining the
integrity and security of the quantum communication system [24].

At 11 the count rate of Raman noise generated from a continuous-wave laser source is
shown. The source is tuned from 1530 to 1570 nm and launched with a power level of 6
dBm.
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Figure 11: Raman noise at 1550.12 nm (black circles) and 1310 nm (red squares). The forward
Raman noises are measured in kilocounts per second (kcps) [24]

Secondly, the wavelength range around 1310 nm also exhibits lower levels of Four-Wave
Mixing (FWM). FWM as explained above, results in unwanted signal mixing and degrada-
tion. By operating in the 1310 nm range, the influence of FWM on the quantum channel
is minimized. This ensures that the quantum signals remain distinct and unaffected by the
presence of other optical signals, maintaining the quality and reliability of the quantum
communication link.

These advantages of lower Raman scattering and reduced FWM make the wavelength
range around 1310 nm an attractive choice for the quantum channel. It provides a favorable
environment for the transmission of quantum information with minimal interference and
signal degradation. However, it is important to note that the optimal wavelength choice
may vary depending on the specific characteristics and requirements of the quantum com-

munication system [24].

3.4 Coexistence Procedure
3.4.1 QKD in Laboratory
The first step towards demonstrating the coexistence of quantum key distribution (QKD)

with existing communication systems is typically conducted in laboratory conditions. In this
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controlled environment, researchers aim to establish the feasibility and functionality of QKD
protocols, validate their security measures, and optimize their performance parameters.
Laboratory experiments allow for comprehensive testing and evaluation of QKD systems
under controlled settings, enabling the identification and resolution of potential technical

challenges and limitations.

3.4.2 QKD over PON

Once the laboratory experiments are successful, the next crucial step is to integrate
QKD technology into real-world communication networks, such as a Passive Optical Net-
work (PON). Passive Optical Networks (PONs) are a type of telecommunications network
that use fiber optic cables. They are widely used in broadband access networks, such as
Fiber to the Home (FTTH) or Fiber to the Curb (FTTC) networks to provide high-speed
data, voice, and video services to subscribers. However, the presence of passive components
(splitters, couplers) in the commonly used passive network architecture makes successful
transmission of weak quantum signals challenging. This is especially true if QKD (Quan-
tum key distribution) and data signals are multiplexed in the passive network. The splitter
introduces an imbalance between quantum signal and Raman noise, which can prevent the

recovery of the quantum signal completely.
A PON typically consists of the following components:

OTN (Optical Transport Network): Backbone network infrastructure that carries
high-speed optical signals between the OLT and ODN, providing efficient and reliable trans-
mission of data.

ODF (Optical Distribution Frame): Central distribution point where optical fibers
from multiple subscribers are terminated and connected to the PON infrastructure.

ODP (Optical Distribution Point): Intermediate distribution point in the PON that
connects multiple ODNs and serves as a branching point for the optical fibers.

OTO (Optical Termination Outlet): Physical termination point at the subscriber’s
premises where the optical signal is received and converted into electrical signals for connec-
tion to the subscriber’s devices.

OLT (Optical Line Terminal): Centralized equipment in the service provider’s net-
work that controls and manages the PON, transmitting and receiving data between the
ODN and subscriber ONTs.
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GPON (Gigabit Passive Optical Network) is a specific type of PON that utilizes
the ITU-T G.984 standard, designed to provide higher data rates and increased efficiency
over optical fibers, GPON operates at higher data rates, typically up to 2.5 Gbps downstream
and 1.25 Gbps upstream.

3.4.3 QKD Procedure for this Diploma Thesis

The procedure that will be followed for this master thesis includes three sections. Firstly
an overview of the already existing works. Secondly, experimental procedure in the lab-
oratory for the Quantum Key distribution will be shown including two experiments, one
showing communication of two pairs of nodes distributing the quantum key, with them po-
sitioned in such a way that the signal propagates in the opposite direction and one showing
coexistence of the quantum channels with CW lasers. In the final section, the objective is
to implement Quantum Key Distribution (QKD) over the PON (Passive Optical Network)
systems of OTE (Hellenic Telecommunications Organization) and demonstrating its appli-
cability in the existing network. So, to achieve this, we will conduct measurements and test
the feasibility of QKD on the existing PON replica at the OTE Academy Lab.

ISource: https://community.fs.com/blog/passiveoptical-network-tutorial.html
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4 Synopsis of prior research on the coexistence of Quan-

tum Key Distribution (QKD)

4.1 Ultra-high bandwidth quantum secured data transmission [9]

The report discusses the challenge of integrating quantum key distribution (QKD) with
high-bandwidth optical networking infrastructure. Traditionally, QKD systems have used
separate dedicated links for quantum signals and conventional data, which can be expensive
and not always available. The goal is to enable QKD signals to share the same fiber as
conventional data, allowing for cost-effective deployment [9].

The researchers conducted an experiment to demonstrate the compatibility of quan-
tum communication with high-bandwidth optical networking. They combined QKD with
dual-polarization quadrature phase shift keying (DP-QPSK) for data channels, achieving a
quantum encryption system with QKD key rates in the megabits per second (Mb/s) range
and encrypted data transport at a bandwidth of 200 gigabits per second (Gb/s) on the same
fiber [9].

The system operated over fiber lengths of up to 101 kilometers (km), which covers
most metropolitan area networks.The researchers also explored the feasibility of multiplexing
QKD with up to 10 terabits per second (Th/s) of data for fiber lengths up to 50 km [9].

To mitigate the challenges posed by the stronger and broadband data signals, the re-
searchers implemented spectral, temporal, and optical power control techniques. They used
spectral and temporal filtering to minimize Raman scattering into the quantum channel,
and optical power control to reduce the launch power of data signals [9].

The results showed that QKD could coexist with high-volume data traffic. The secure
bit rate was dependent on the fiber distance and the width of the spectral filter used in the
quantum receiver. With a 100 gigahertz (GHz) filter, secure bit rates of up to 1.9 Mbps were
achieved for fiber distances of 35.5 km, and secure bit rates of up to 10 kbps were achieved

for a distance of 101 km using a 25 GHz filter [9].

Effective loss (dB)

6 8 10 12 14 16 18 20
10M :-|‘.E"A T T T T T T T T T r T r ; 50
Frogir,, o
- 40
M E
w L o, )
s O 4303
= - 9
Q o b
E 100k§ e Hd
E § 1200
Emznn'*
10k | g B ]
FE o %o 0.5 1.0 15 2.0 - = 10
[ Time (hours) oz -
ey f::- e
b B el e ndE )
1k ! ! 1 1 T

0
30 40 50 60 70 80 920 100 110
Fibre Distance (km)

27



. EAAHNIKH AHMOKPATIA
i Edvikév kar Kanodiotpraxov
‘j‘%ﬁ, Mavemotipiov AdMvov

IAPYOEN TO 1837

Master Thesis

Figure 13: Experimental secure bit rate as a function of fibre distance in the presence of 2 x 100
G forward directed classical data traflic over the same fibre [9]

The researchers also conducted an experimental simulation to investigate the maximum
data bandwidth that could coexist with QKD signals. They demonstrated that QKD could
coexist with 10 x 100 Gb/s data channels, corresponding to an aggregate bandwidth of 1
terabit per second (Tbps) over a duration of 18 hours. Furthermore, the simulation showed
that QKD with a finite bit rate was possible for data bandwidths up to 6 Tb/s with a 100
GHz filter and up to 10 Tb/s with a 25 GHz filter [9].
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Figure 14: Experimental secure bit rate as a function of data bandwidth simulated by increasing
the launch power of 10 data lasers. [9]

The results of the experiment and simulation indicate that QKD can be integrated with
high-bandwidth optical networking, supporting data rates exceeding 10 Tb/s for fiber lengths
up to 50 km. This represents a significant advancement in terms of data bandwidth and
secure bit rates compared to previous studies.

Overall, the findings of the report suggest that quantum communication can be effectively
combined with high-speed data transmission, enabling secure encryption in high-bandwidth

optical networks.

4.2 Quantum secured gigabit optical access networks [11]

The article discusses the integration of quantum key distribution (QKD) into existing
telecommunication infrastructure, specifically in GPON (Gigabit Passive Optical Network)
networks. The integration of QKD with classical data signals is important for seamless
integration into the existing infrastructure. However, the presence of classical data signals
in a live fiber can introduce excess noise, particularly from inelastic Raman scattering, which
makes the retrieval of quantum information challenging as discussed above [11].

The article presents a method for integrating multi-user QKD into a GPON network
using a dual feeder architecture as shown in 7?7 below. In this architecture, secure quantum
keys can be transmitted alongside full-power GPON data signals without the need for post-
processing or time alignment. The method allows for the operation of QKD with up to 128
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users in realistic network layouts while maintaining the advantage of single fiber links in the

main part of the network [11].

a Combined GPON and
quantum ONUs
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Figure 15: In a passive optical network multiple users (ONU: optical network unit) are connected
via drop fibres, an optical power splitter, and a feeder fibre to a network node (OLT: optical line
terminal). [11]

The results show that in single feeder networks, the achievable network capacity is
strongly restricted due to Raman noise. However, in dual feeder networks, where a sec-
ond feeder fiber is added, the limitation imposed by Raman noise is overcome. The article
provides experimental and simulation data to demonstrate the effectiveness of the dual feeder
architecture in increasing the secure key rate and supporting larger network capacities [11].

The simulation results also show that the secure key rate remains positive even when
more users are added to the quantum access network. Additionally, the article discusses the
influence of the total drop fiber length on the secure key rate in a dual feeder network [11].

Results are shown below
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Figure 16: Secure key rate per quantum transmitter as a function of feeder fibre distance F in a
dual feeder network. The total distance F 4+ D is kept equal to 20 km. Error bars correspond to 1
standard deviation of 3 consecutive measurements. The solid line is calculated using the numerical
simulation described in the methods section. Inset: Schematic of the dual feeder network. The power
splitter is replaced with a 2 x N splitter connected to two separate feeder fibres. The downstream
GPON and synchronisation signal are launched into one feeder fibre, whereas the quantum signals
is extracted from the second feeder fibre. (b) Secure key rate per transmitter for varying network
capacity with two feeder fibres. Secure transmission is demonstrated up to a splitting ratio of 2 X
128. Inset: Secure key rate over several days in a 128-user network. [11]

29



7= EAAHNIKH AHMOKPATIA
Edvikév kat Karodictprokéy

Mavemotipiov AdMvov
IAPY®EN TO 1837

Master Thesis

Overall, the article presents a method for integrating QKD into GPON networks, over-
coming the challenges posed by Raman noise and enabling the secure transmission of quan-
tum keys alongside classical data signals. The dual feeder architecture allows for the oper-

ation of QKD with multiple users in large-scale networks.

4.3 DV-QKD Coexistence With 1.6 Tbps Classical Channels Over
Hollow Core Fibre [4]

The feasibility of coexisting a quantum channel with carrier-grade classical optical chan-
nels over Hollow Core Nested Antiresonant Nodeless Fibre (HC-NANF) is experimentally
explored for the first time in terms of achievable quantum bit error rate (QBER), secret key
rate (SKR) as well as classical signal bit error rates (BER). A coexistence transmission of
1.6 Tbps is achieved for the classical channels simultaneously with a quantum channel over
a 2 km-long HC-NANF with a total coexistence power of 0 dBm. To find the best and worst
wavelength position for the classical channels, the researchers simulated different classical
channels bands with different spacing between the quantum and classical channels consid-
ering the crosstalk generated from both Raman scattering and four-wave-mixing (FWM)
on the quantum channel. Following their simulation, they numerically estimate the best
(Raman spectrum dip) and worst locations (Raman spectrum peak) of the classical channel
with respect to its impact on the performance on the quantum channel in terms of SKR and
QBER.They further implemented a testbed to experimentally test both single-mode fibre
(SMF) and HC-NANF in the best and worst-case scenarios. In the best-case scenario, the
spacing between quantum and classical is 200 GHz (1.6 nm) with 50 GHz (0.4 nm) spacing
between each classical channel. The SKR was preserved without any noticeable changes
when coexisting the quantum channel with eight classical channels at 0 dBm total coexis-
tence power in HC-NANF compared to a significant drop of 73% when using SMF at -24
dBm total coexistence power which is 250 times lower than the power used in HC-NANF.
In the worst-case scenario using the same powers, and with 1 THz (8 nm) spacing between
quantum and classical channels, the SKR dropped 10% using the HC-NANF, whereas in the
SMF the SKR plummeted to zero [4].

The experimental setup is shown below
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Figure 17: Experimental Testbed for the Coexistence of 1.6 Tbps classical channels and DV-QKD
channel over 2km HC-NANF and SMF. Inset: scanning electron micrograph (SEM) of the HC-
NANTF cross section. [4]

5 Laboratory Experimental Procedure

The experimental procedure consists of two parts. The first part of the experiment
takes place in the Optics Laboratory of the Informatics and Technology department of the
National and Kapodistrian University of Athens.

Two experiments are presented in the lab:

a) "Investigation of Counter-Propagating Interactions in Quantum Communications us-

ing efficient BB84 protocol with decoy states”

b) "Investigation of Coexistence of quantum channels with classical optical signals gen-

erated by CW lasers again with counter propagating layout”

5.1 Experimental setup
QKD transmitter and receiver

The QKD pairs we use for our experiments both in lab and on the access network are
manufactured by Toshiba and implement the Efficient BB84 protocol with decoy states and
phase encoding. They consist of two parts, the main part which implements the protocol
with all the optical components including lasers, photodetectors, isolators etc. and the
Control Server for user interaction with the system. The server runs a Linux based operating
system and is preconfigured with all the required control software which includes a graphical
interface that we are going to use for our experimental procedure and results. The layout is
shown below.

Key
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Figure 18: Connection diagram for QKD configuration
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Every QKD consists of 3 dublex LC fibers connectors. Connector with label “Control”
is to connect to its QKD control server using a duplex multimode LC cable.
the connector, labelled as “QKD Data”, is to connect QKD Transmitter and Receiver using
a simplex single mode fibre cable with LC connectors.

The QKD wavelengths are:

On the forward direction:

Quantum channel 1310 nm : 1 GHz gain switched laser diode with 50 ps pulses.
Average power under normal operating conditions exiting Alice: < 10 nW.

Synchronisation channel 1530.33 nm (DWDM): DWDM SFP emitting 250 MHz
with a 50:50 duty cycle, shortest pulse 1 ns or greater. Average output power under normal
operating conditions < 2 mW.

Synchronisation QKD Classical channel 1529.55 nm (DWDM): SFP+ emitting
10Gb/s NRZ data stream, shortest pulse 40 ps or greater. Average output power under
normal operating conditions < 2 mW.

On the backward direction:

Synchronisation QKD Classical channel 1528.77 nm (DWDM): SFP+ emitting
10Gb/s NRZ data stream, shortest pulse 40 ps or greater. Average output power under
normal operating conditions < 2 mW.

We have two (2) pairs of QKD units in the lab, so this enables us to conduct the first

experiment which includes both pairs.

CW Lasers

We also use CW lasers in order to simulate the classical channels and multiplex them
into the network in order to implement the coexistence.

Continuous wave (CW) lasers have a nominally constant output over a set interval. This
means that key beam parameters (power output, intensity, etc.) remain constant throughout
the beam’s duration. The phrase continuous-wave refers to the coherent beam of monochro-
matic light emitted by the gain medium, which also determines the laser wavelength.

To ensure precise and stable operation of CW lasers, a dedicated controller is utilized.
The controller acts as the interface between the laser and the operator, allowing for fine-tuned
control over various parameters such as precise current control, temperature regulation. It
provides the necessary electrical current and voltage regulation to drive the laser diode each

laser diode.
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Figure 20: Difference between CW and pulsed laser in light intensity

5.1.1 Optical Spectrum Analyzer (OSA)

An Optical Spectrum Analyzer (OSA) is a device used in optical communications and
fiber optics to analyze and measure the power and wavelength distribution of an optical signal
over a specific range of wavelengths. It is a crucial tool for characterizing and troubleshooting
optical systems.

The main features for which the OSA is going to be utilized:

Measurement Range: An OSA can measure optical signals over a wide range of
wavelengths, typically from the visible to the infrared spectrum, covering several hundred
nanometers or more. The one we one in the laboratory has a spectral range

Wavelength Resolution: OSAs provide high-resolution measurements, allowing pre-
cise analysis of individual spectral components. They can resolve small wavelength differ-
ences, typically in the range of picometers or better.

Power Measurement: OSAs can measure the power or intensity of optical signals at

different wavelengths. This information helps determine the power distribution across the

2Source: https://www.laserlabsource.com/Solid-State-Lasers/cw-laser-basics
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spectrum.

Spectral Analysis: OSAs display the spectral power distribution graphically, usually
in the form of a wavelength versus power plot. This graphical representation helps identify
peaks, notches, and other spectral characteristics.

Signal Analysis: OSAs provide various analysis functions such as peak search, sideband
analysis, channel power measurements, signal-to-noise ratio (SNR) calculations, and more.

These features aid in signal characterization and performance evaluation.

5.2 Investigation of Counter-Propagating Interactions in Quantum

Communications using efficient BB84 protocol with decoy states

This experiment focuses on evaluating the interference effects that arise when two QKD
Toshiba machines are connected in a counter-propagating configuration. The setup involves
two pairs of Alices and Bobs, where their respective quantum channels are multiplexed over
a shared optical fiber using 1:4 couplers. Specifically, the transmitter of Alice 1 and the
receiver of Bob 2 are connected to the first coupler, while the transmitter of Alice 2 and
the receiver of Bob 1 are connected to the second coupler. Furthermore there is a direct
connection between QRx of Alicel and Alice 2 with QTx of Bobl and Bob2 respectively. On
this fiber, the backward direction is implemented. This arrangement allows for bidirectional
signal transmission and enables the examination of interference phenomena in the QKD
system.

The topology is shown below.

1528nm
Al = — - B1

QTx QRx
- 1310nm, 1529nm, 1530nm -
—_—
OSA = o OSA
1310nm, 1529nm, 1530nm
QRx QTx
B 2 QTx 1528nm QRx ‘ \2

Figure 21: Experimental Testbed for two QKD setups with counter propagation
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Results

After we put the system into operation we are going to determine the system’s behavior
by looking at the SKR and the QBER of both pairs. To start with, both pairs are connected
and generate key, so they work properly. The SKR and QBER are shown below.

ecure Key Rate 209k (,

Error Rate 2.535% (j: 2

Figure 22: SKR and QBER for A1-B1

Error Rate 2.37%

Logfile

Figure 23: SKR and QBER for A2-B2

After conducting the experiment for a duration of approximately 4 hours, it can be
inferred that the counter propagation configuration had negligible effects on the Secret Key
Rate (SKR) and Quantum Bit Error Rate (QBER) of both QKD systems. The results
depicted in Figures 24, 25, which correspond to Alicel and Bobl, demonstrate that the SKR
exhibited an upward trend over time while maintaining a consistent QBER. This indicates
that the counter propagation arrangement did not significantly impact the performance of
the systems. The same results apply for the other pair of Toshiba transceivers Alice2 and
Bob2 with the difference that the QBER of the second pair is lower and hence the SKR is
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greater. The difference between them is a common observation we have made, even when
both pairs are connected back to back without any modification or interference between
them. This can be explained, if we assume that the machines have slightly different settings
and characteristics by its manufacturer.

Below the condition of the communication is shown after several hours.

Figure 25: SKR and QBER for A1-B1 after 4 hours
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Figure 26: SKR and QBER for A2-B2 after 1 hour

Figure 27: SKR and QBER for A2-B2 after 3 hours

We can also detect some fluctuations that occur over time which are a result originating

from reflections and generally noise from the channels.

5.3 Investigation of Counter-Propagating Interactions with Classi-

cal channels Coexistence

In the second phase of our experiment, we aimed to investigate the impact of coexistence
between quantum and classical channels on the performance of the QKD systems that are
already put in counter-propagate positions. To achieve this, we introduced co-propagating
classical optical channels gradually into the first coupler, alongside the existing classical
and quantum channels of Alicel and Bobl. This setup is illustrated below. The classical

channels were multiplexed using a 1:4 coupler.
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Figure 28: Experimental Testbed for two QKD setups with counter propagation and co-existence

of CW lasers

The testing of coexistence was conducted in multiple stages, with each stage involving

the addition of one or two classical channels. The specific details of each stage, including the

number of channels added, are presented in the table below. By incrementally introducing

the classical channels, we sought to observe and analyze the effects of coexistence on the

QKD systems.

Al - B1 Metrics with Coexistence of CW Lasers
Wavelength (nm) First Stage | Second stage Third Stage Fourth Stage
1547 OFF OFF OFF ON
1549 OFF ON ON ON
1550 OFF OFF ON ON
1550.6 OFF OFF ON ON
1552 OFF ON ON ON
SKR (bps) 222k 120k 61k 0
QBER 2.72% 4.31% 6.38% 9.98%

Table 2: Lasers activation stages
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Wavelength (nm) Multiplexed Signal
Power (dBm)
1547 -8
1549 -10
1550 -10
1550.6 -12.6
1552 -12

Table 3: Lasers power in dBm measured after passing an 1:4 coupler

As it can be observed in the table at the second stage two Lasers with wavelengths 1549
nm and 1552 nm are activated. After letting the graphic interface to refresh the statistics
we see significant drop of the secure key rate and a significant increase of the QBER.

The same behavior is observed at stage 3 where two more lasers of wavelength 1549 nm
and 1550.6 nm are activated. Although there is a major decrease of the secure rate along
with an increase of the QBER, the QBER is 6,38% which is below the maximum permissible
limit that lies above 7%

However, at the fifth stage where one more laser with wavelength 1547 in activated the
QBER increases rapidly and reaches 9.96% , consequently SKR. drops to zero and successful
communication of the Toshiba machines is present no more.

Below the procedure including stages 2,3 and 4 with the co-propagating of lasers is

presented thought the statistics of the graphical interface of B1.

Secure Key Rate 161k (p: 207

Error Rate 4.31% (

Logfile

Figure 29: Difference Between stage 2 and 3
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Secure Key Rate 0.00 (u: 0.0

Error Rate 9.96% (j: .96 o: (

Figure 30: Stage 4

In order to fully understand how the additional classical channels affect the communi-
cation between the nodes, there should be an examination of the noise generated by the
classical channels at the spectrum where the quantum channel lies. By utilizing an (OSA)

on B1-A2 side we analyze the power levels and the results are shown below.
26-a1-@1 33:55

TMkr (Peak)
1289 34rm
-85. 644Bm

Figure 31: The optical spectrum between 1276 Figure 32: The optical spectrum between 1350
nm — 1326 nm, before the insertion of the classi- nm - 1550 nm, before the insertion of the classical
cal channels channels

As we observe in 31 the power of the signals in the spectrum which lies on the region
where the quantum channel operates is relatively low. The reason we are not able to detect
the quantum channel is that is it much weaker than relative level of the noise. Typically
one single photon around 1310 nm can have power lower that 100dbm. Toshiba’s manual
is not clear about that power. It states that the power of the quantum channel is less than
10nW which corresponds to -50dbm transmission power which clearly is not the case even if
we take into account the losses that occur in the layout (10dbm attenuator attached on the
Alice Tx and 12dbm losses from the two 1:4 couplers add up to a total of 72dbm loss). In
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32, 33 we can observe the classical channels (1528 nm,1529 nm,1530 nm) that are used for

the synchronisation of Alice and Bob.

Figure 33: The optical spectrum between 1516 nm — 1563 nm with the three CW classical channels

and the three service channels

On the following figures 34,35, 36, 37, we see the how the classical signals generated by

the CW lasers affect the noise level of the spectrum. As expected noise levels increased and
as shown before that results in higher QBER and lower SKR.
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Figure 34: The optical spectrum between 1276
nm — 1326 nm, with three classical optical chan-
nels
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Figure 36: The power gap in the optical spec-
trum between 1276 nm — 1326 nm

Figure 35: The optical spectrum between 1350
nm - 1550 nm, with three classical optical chan-
nels

Figure 37: The power gap in the optical spec-
trum between 1350 nm — 1550 nm
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5.4 Investigation of Counter-Propagating Interactions with Classi-

cal channels Coexistence over longer distance

Following the successful experiment involving two counterpropagate quantum channels
and 4 Cw lasers coexisting with them, we extended the setup by incorporating additional
fiber. Specifically, the two counterpropagate quantum channels were transmitted over a
shared fiber spanning a total distance of 19.914 km, divided into segments of 13.500 km and
6.414 km. The losses incurred in these segments were measured to be 2.65 dB and 1.12 dB,

respectively. The experimental setup is depicted in 38.
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QTx QRx
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Figure 38: Experimental Testbed for two QKD setups with counter propagation and co-existence
of CW lasers over longer distance

In this implementation, we aimed to gain a deeper understanding of the limitations of

the setup by pushing the system to the limit. The total losses from the setup are:
1) 2x FC/PC - > FC/APC (- 2dBm)
2) 2 x 1:4 splitter/coupler (- 12dBm)
3) 13.500 km optical fiber (- 2.65dBm)
4) 6.414 km optical fiber (- 1.12dBm)

Adding up to a total of 17.77 dBm. In fact the calculated losses were even more than
expected (mainly due to connectors existing in the setup).Specifically the losses for the pair
A1-B1 were 20dBm and for the A2-B2 pair were 25dBm.

Due to the significant losses within the setup the communication could not even be
initialized and therefore no generation of key occurred.

After the unsuccessful try we removed the 6.414km of fiber in order to decrease the losses

of the system and repeated the experiment. So, the total losses of the setup are:
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1) 2x FC/PC - > FC/APC (- 2dBm)
2) 2 x 1:4 splitter/coupler (- 12dBm)

3) 13.500 km optical fiber (- 2.65dBm)

Adding up to a total of 16.65 dBm.
In this try only one of the two QKD pairs (A2-B2) successfully managed to initialize

while the other remained inactive.

5.5 Conclusion

In this experiment, we successfully demonstrated the communication of two counter-
propagating QKD pairs in our laboratory environment. The Toshiba machines generated
a highly satisfying SKR and QBER for key generation. Additionally, we investigated the
coexistence scenario where four CW lasers co-propagated in the same fiber to simulate clas-
sical channels. The wavelengths of the CW lasers ranged from 1547 nm to 1552 nm, and
their multiplexed power ranged from -12 dBm to -8 dBm.

As expected, activating additional CW lasers resulted in decreased SKR and increased
QBER. The communication between the machines ceased when a fifth CW laser was intro-
duced. Furthermore, we examined the system’s capability to maintain communication over
longer distances by adding kilometers of optical fiber. When nearly 20 km of fiber was added,
the machines were unable to initialize communication. Conversely, with approximately 13
km of fiber, only one pair managed to initialize and generate a key, albeit with a low SKR
and high QBER due to the anticipated high losses.

6 QKD over GPON replica at OTE Academy

After conducting the experiments at the lab are second part of the experiment is our
try to integrate the QKD system over an existing, carrier grade optical access network for
Fiber to the Home (FTTH) using an exact replica of the components and setups employed
in real life by the telecom operator COSMOTE. The experiments have been conducted in
Cosmote Academy premises over an emulated GPON configuration and demonstrated that

QKD transmission is feasible over a GPON setup.
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6.1 Description of Cosmote PON system
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Figure 39: PON in OTE Academy The setup was implemented by COSMOTE to emulate a “real
world” GPON network. In this sense, the setup employs a 3km fiber to emulate the average links
expected between the Central Office and the first splitting cabin. The fiber used in the experiment
is G657A1 but in real deployments (G652 may also be used. The second stage comprises another
1km link that links to the FTTH premises and the floor boards. Again a G652 fiber specification
is used.

Splitters can be positioned at two different locations within an access network. The initial
placement is at the CABINET (CAB), typically found on the street, which offers great
flexibility in FTTH networks. In addition to serving as splitting points, these cabinets can
also be utilized for splicing and patching optical cable fibers. The second placement is at
the Building Entry Point (BEP) Splitters that Cosmote use in their PON:

e For “CAB”: 14, 1:8, 1:16, 1:32
e For “BEP”: 1:2, 1:8

In Cosmote’s real PON, the connection to end-users is usually 1:32, but recently for the
coverage of large connections with FTTH, the ratio became 1:64, so splitters are combined

as follows:
e 1:4 or 1:8 (CAB) & 1:8 (BEP)
e 1:16 or 1:32 (CAB) & 1:2 (BEP)

to achieve the numbers 32 & 64.

By following ITU guidelines, the initial high power transmission of upstream and down-
stream signals from the ONT and OLT enhances the signal quality, improves link perfor-
mance, and minimizes the impact of losses and impairments during signal propagation.
According to ITU-T G.984.2 (Recommendation ITU-T G.984.2) the transmit and receive
classes of ONTs & ONUs are as follow:
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[ems = g e Wllems | Singlefire |
oLT oLT
Mean launched power MIN +1.5dBm Mean launched power MIN +3 dBm
Mean launched power MAX +5 dBm Mean launched power MAX +7 dBm
Minimum sensitivity -28 dBm Downstream optical penalty 1dB
Minimum overload -8 dBm Minimum sensitivity -32.dBm
Downstream optical penalty 0.5dB Minimum overload -12 dBm
ONU ONU
Mean launched power MIN +0.5 dBm Mean launched power MIN +0.5 dBm
Mean launched power MAX +5 dBm Mean launched power MAX +5 dBm
Minimum sensitivity -27 dBm Upstream optical penalty 0.5dB
Minimum overload -8 dBm Minimum sensitivity -30dBm
Upstream optical penalty 0.5dB Minimum overload -8 dBm

Figure 40: Class B+ Optical power levels for Figure 41: Class C+ Optical power levels for
the 2.4 Gbit/s downstream, 1.2 Gbit/s upstream the 2.488 Gbit/s downstream, 1.244 Gbit/s up-
stream

6.2 Reflections measurements before experiment

GPON technology relies on the wavelengths 1310nm and 1490nm for user upload and
download, respectively. Toshiba QKD systems (QKD4.2-MU/MB), which we use for Quan-
tum Key Distribution (QKD), use the 1310nm wavelength for the quantum channel as well.
We normally expect to be restricted by Raman noise even if two channels differ by 60 nm.
Since the quantum channel falls exactly on the upstream connection of Cosmote the effect of
Raman scattering should be severe enough to prevent the QKD endpoints two communicate.
For these reasons we measure the reflections coming from the ONT and the minimum power
the ONTs can work with.

In order to make the measurements needed we are going to use an Optical Time Domain
Reflectometer (OTDR). An OTDR is a specialized instrument used in fiber optic network
testing and troubleshooting. An OTDR is designed to analyze the performance and char-
acteristics of optical fibers by sending short pulses of light into the fiber and measuring the
reflections and scattering that occur along its length. For this experiment we are going to
enable the setup with the minimum loss. To make that happen we use 1:4 (CAB) & 1:2
(BEP) splitters.

The reflections measured by the OTDR have the following power:

e At 1310nm -47.2 dBm
e At 1550nm -52.7 dBm

The results of the OTDR are shown below
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Figure 42: Representation of the connection in the direction ONT- >CO.

ONT measured Tx: 0dBm transmit power, so we conclude its class is B+. The losses of
the link at 1310nm are 13.670dB. To study the signal transmitted by our ONT more closely,
we connected a 1:2 splitter to the ONT. Without disrupting its communication with the CO
(simply adding 3db loss), we were able to also measure the signal at 1310nm. The topology

is shown below.

Splitter }—{ ONT |

Figure 43: Topology of using OTDR to measure 1310nm Upload Channels of Cosmote ONTs.

By testing available ONTs (3 different ONTs), we found out that the signal wavelength
varies between machines but stays close to 1310nm. This is a encouraging fact since the
QKD quantum channel is at exactly 1310.00 nm. If the QKD pairs have a very narrow filter
as we suppose then the communication between Alice and Bob in possible.

After measuring the 30ONTs we have the following results:
e ONTI1: A = 1316,199nm, P= -6,6dBm
e ONT2: A\ = 1312,390nm, P= -7,64dBm

e ONT3: X\ = 1315,997nm, P= -5,42dBm
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Figure 44: ONT1 Figure 45: ONT2 Figure 46: ONT3

6.3 Back reflections measurements before experiment

By reversing the orientation of our splitter and converting it into a coupler, with one
side connected to both the ONT and the OTDR while the other side is connected to the

network, we will be able to measure the back reflections.

| co |—| CAB I—' BE I—{ Coupler ONT

Figure 47: Topology of using OTDR to measure 1310nm Upload Channels reflections.

At the same time we will investigate the minimum transmitted power that ONTs can
work with. To do this we will change the setup in various stages while measuring the
reflections. This way we will test how resilient the connection is to noise and figure out the
sensitivity of the machines by adding attenuators in ONT’s connection.

Using an ONT with a power of 0dBm transmitting to the network, we receive as its

reflections:
e )\ = 1316,096nm, P= -55,75dBm

Test 1:

Losses:
e Link Loss: 13,6 dBm
e 1:2 Splitter: 3 dBm
e Attenuator : 13 dBm
e Total Loss: 29,6 dBm
Reflections:
e )\ =1316,244 nm, P = -67.65 dBm

Using the above losses the ONT is working.
Test 2: Losses:

e Link Loss: 13,6 dBm
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e 1:2 Splitter: 3 dBm
e Attenuator 1: 13 dBm
e Attenuator 2 : 5 dBm
e Total Loss: 34.6 dBm
Reflections:
e )\ = 1316,188 nm, P = -74.37 dBm

Using the above losses the ONT is working.

Test 3:

For the third test we change the connection again and bring it closer to the real world
by using 1:4 (CAB) & 1:8 (BEP) splitters. As a result, the total link loss increases to 20dB.

Losses:
e Link Loss: 20 dBm
e 1:2 Splitter: 3 dBm
e Attenuator 1: 13 dBm
e Attenuator 2 : 5 dBm
e Total Loss: 41 dBm
Reflections:
e )\ =1316,263 nm, P = -75.75 dBm
Using the above losses the ONT is working.
Test 4:

For the fourth test we removed the two attenuators with total loss of 18 dBm.

Losses:
e Link Loss: 20 dBm
e 1:2 Splitter: 3 dBm
e Total Loss: 23 dBm
Reflections:
e )\ = 1316,263 nm, P = -50,75 dBm

Using the above losses the ONT is working. With these results we conclude that the
ONT can hold communication even with 41 dBm attenuation. This fact is encouraging
because in this case we measured back reflections of the order of -75 dBm , making the

conclusion that these reflections may not be an immediate limiting factor.
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6.4 QKD deployment in GPON

—7
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15300m () 3dBD) = P 15280m ()
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0 LT " G657A1 Fiber @

Bob
J—
14%0nm  VOA
Downlink GPON 40m (7
GE57AL Fiber V 1316

10m .

Uplink GPON

Figure 48: The GPON replica with all the components included

As shown in 48, the Toshiba QKD4.2A-MB (Alice) and QKD4.2B-MB (Bob) were de-
ployed to establish communication over the GPON simulation. This experiment includes
various stages and tests to determine whether it is possible for QKD to establish and main-
tain communication while the OLT is functioning normally and communicating with multiple
ONTs that replicate the services provided to clients. The network topology is explained be-
low. Transmitter’s (Alice) quantum channel along with the two service channels are sent
into the GPON network coupled with the OLT’s downstream channel. Then these signals
propagate through a 3km G652D fiber. This distance simulates the real distance between
the CO (Central office) and the CAB (Cabinet). The signals are then split with a 1:4 splitter
and continue propagation through a 1km G652D fiber which represents the physical distance
between the CAB and the BEP (Building Entry Point). At the BEP the signals are split
again with a 1:4 splitter and after propagating for another 40 meters they are again split
with a 1:2 splitter (which is in fact a coupler if shown from the opposite direction) in order
for the coupled signals to reach the ONT and quantum receiver. Another essential compo-
nent is the Variable Optical Attenuator (VOA) with one located after the ONT and before
the 1:2 coupler and another after the OLT. Their purpose is to attenuate the classical up-
stream and downstream channel respectively, reducing the backreflections generated at the
couplers. However VOAs make challenging the communication between the OLT and the
ONT , for this reason the experiment involves the procedure of fine tuning the attenuation
of the VOAs. Finally, as regards topology the Tranmitter’s (Alice) Rx is connected back
to back with a 10 meters fiber cable to the Receiver’s (Bob) Tx. In this cable the third
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service channel with direction from Bob to Alice propagates// The primary objective of the
experiment is to establish and sustain communication between Alice and Bob, as well as be-
tween the OLT and the ONT, while ensuring that the operational requirements of the QKD
pair do not interfere with the classical communication over the GPON. The subsequent and
more crucial goal is to maximize the utilization of the functioning ONTs connected at the
available splitter ports, demonstrating that communication between Alice and Bob remains
viable while simultaneously providing services to a typical number of clients under normal
circumstances.

For every stage there will be a brief description of the topology and the SKR and QBER
of the QKD nodes will be shown.

1) First Stage

—
1310nm (Q)
1529nm (C)
1530nm (C)

1528nm (C)
-—

G657AT Fib
iber {oa 1316nm

ONT
[ T Uplink GPO»
-..'Hr

3km

G652D Fiber
1km

G657A1 Fiber

oLr

—
1490nm VOA
Downlink GPON

Figure 49: Initial topology with no OLT or ONTs enabled

In the initial stage, the OLT is not enabled, resulting in the absence of functioning
ONTs. Therefore, we conducted a communication test between Alice and Bob by

placing them 4km apart and allowing the signal to pass through two 1:4 splitters.

After ensuring the system work we continue to stages 2 and 3 where we enable the
ONTs. Is it important to note that these ONTs are connected on the 1:4 BEP splitter

where also BOB is connected.
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Figure 50: Topology after enabling the OLT and ONTs

2) Second Stage In the second stage the OLT is enabled and two ONTs are put into
operation but none of them coupled with the QKD receiver (Bob). After the ONT
with wavelength 1316 nm there is a 6db VOA and after the one with wavelength 1315,9

nm a 3db VOA in order to decrease the noise generated by reflections in the splitter.

3) Third Stage In the third stage one more ONT with wavelength 1315,2 nm along with
a 3db is put in the network connected on the BEP splitter as well, so in total there

are 3 ONTs operating.

4) Fourth Stage

1528nm (C)
G Bob
1310nm (Q)
1529nm (C) <
1530nm (C) [ N\ - " 1316nm
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G657A1 Fiber
40m
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W
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©
-
w
g
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5
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Figure 51: Final topology with 4 ONTs enabled

In the fourth stage, the ONT operating at a wavelength of 1316 nm is placed at the
same node as BOB, as it operates at a wavelength farther from the quantum channel’s
1310.00 nm. Additionally, another ONT operating at 1314 nm is enabled, equipped
with 3 dB VOA. Thus, there are a total of four operational ONTs, each accompanied
by a 3 dB VOA. One of the ONTs (1316 nm) is coupled to Bob.
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The results of stages 1-4 are shown below in 52

Metrics with Coexistence in COSMOTE GPON replica
ONT Wavelength (nm) First Second stage Third Stage Fourth Stage
Stage

1316 OFF ON ON ON
1315,9 OFF ON ON ON
1315,2 OFF OFF ON ON
1314 OFF OFF OFF ON

SKR (bps) 21k 11k 9k 6k
QBER 3.29% 5,18% 5.66% 6.15%

Figure 52: GPON experiment results

All above ONTs where connected to the BEP splitter as shown in 51 The additional
splitters shown are for future experiment purposes. As said before the long term
goal is to put as many ONTs is possible in order to reach the number COSMOTE
normally use which is 32 or 64. We believe that the additional ONT will not make the
communication of Alice and Bob impossible since the will be connected to the splitter
located at the CAB. This will result in satisfying attenuation of the backreflections

and therefore ensuring the systems functionality.

Stage 5

To experimentally validate our hypothesis, we introduced an additional set of 5 ONTs,
despite not having ONTs with transmission signals separated by at least 5 nm from the
quantum signal. These newly added ONTs were configured with wavelengths varying
from 1314 nm to 1315.2 nm.

1310nm (Q)

m c
1529nm (C)
1530nm (C)
N
G657A1 Fiber 3dB
1315,24
tkm a0m e e QNT |

1490nm VOA GO57AL Fiber " 1315,9nm ON
Downlink GPON 3dB
77777

.-::-.-,-_._..- " 1314nm ON

3dB

1]
3
N
i
2
-

Figure 53: Topology after enabling a total of 9 ONTs

After taking the results from the QKD receiver BOB we observed that our hypothesis
was indeed validated. In fact the additional ONTs at the CAB splitter not only did
not have adverse impact on the measurements, but it actually resulted in improved

outcomes. This fact could be explained due to the power budget available. In the
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context of the power transmitted by ONTs and received by the OLT, the power budget
is relevant in determining the maximum permissible power levels for both transmission
and reception. The OLT sets the power budget for downstream transmission towards
the ONTs, specifying the acceptable power range for the received signals. The ONTs,
in turn, need to transmit their signals within this acceptable power range to ensure

reliable communication.

If more ONTs are added to the network, the total power available for downstream
transmission from the OLT remains constant. Therefore, the power allocated to each
individual ONT decreases as the number of ONTs increases. This can result in a
decrease in the power transmitted by each ONT, as they need to adhere to the power
budget set by the OLT.

So the fact that ONTS’ reflections at CAb splitter does not affect the quantum channel
due to high attenuation in combination with the fact that the ONTS’ powers are
decreased with the presence of more ONTs -and more significantly the power of the

ONT coupled with BOB - have as a result improved outcomes as shown below.

Metrics with Coexistence in COSMOTE GPON replica

Fifth Stage
SKR (bps) 15k
QBER 4.38%

Figure 54: GPON experiment results at fifth stage
We let the system work in this final topology (with 9 working ONTs) for almost three

days in order to gather reliable data for the SKR and the QBER and the results are

shown below.

SKR - Hours

16000 -

15000

14000

13000 -

12000

SKR{bps)

11000 -

10000 -

9000 4

8000+

T
20 30 40 50 60 70
Hours

Figure 55: Secure Key Rate of stage 5 with 9 ONTs over 3 days
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Figure 56: QBER of stage 5 with 9 ONT's over 3 days
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Figure 57: Secure Key Rate of stage 5 with 9 ONTs over 3 days
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Figure 58: QBER of stage 5 with 9 ONTs over 3 days

We observe that both SKR and QBER have not large variations throughout the days.

54



Master Thesis

7= EAAHNIKH AHMOKPATIA

55 Edvikév kot Karwodiotprakéy

g Mavemortapov Adnvoy
IAPYGEN TO 1837

We also observe from the histogram that both the SKR and QBER follow a Poisson

distribution.

In addition to the previous observations, it is essential to consider the contextual
information regarding the experiment. Specifically, throughout the experiment, three
connected routers were utilized on the Optical Network Terminals (ONTs) to provide

users with a normal internet connection, delivering speeds exceeding 300 Mbps.

Stage 6

In order to explore the limitations of QKD communication, we introduced three ad-
ditional ONTs at the CAB splitter in the final stage of the experiment. These ONTs
transmitted at wavelengths 1312.4 nm, 1312.5 nm, and 1312.8 nm. As anticipated,
the close proximity of these wavelengths to the quantum channel at 1310 nm resulted
in the disruption of communication between Alice and Bob. This outcome aligns with
our expectations and further highlights the sensitivity of QKD systems to wavelength

variations in the optical network.

Conclusion

The successful experiment of achieving communication between Alice and Bob (quan-

tum machines) within a GPON network, along with the deployment of four working ONTs,

including one coupled with Bob, holds significant implications for secure communications.

By integrating Quantum Key Distribution (QKD) with classical channels, this experiment

demonstrates the feasibility of establishing secure and encrypted communication channels

over existing optical access networks. This achievement opens up avenues for enhanced

security in various applications, such as secure data transmission, confidential communica-

tion between parties, and protection against eavesdropping. The coexistence of QKD with

classical channels in a practical network setting provides a promising foundation for advanc-

ing secure communication technologies and fostering trust in modern information exchange

systems.
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