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Abstract 

A blockchain is a decentralized public ledger facilitating secure transactions between untrusted 

network nodes. It has garnered significant recognition for its pivotal role in cryptocurrency 

systems, where it ensures secure and decentralized transaction records. Over the past decade, 

blockchain has attracted considerable attention from various industries, as it holds the potential to 

revolutionize multiple sectors, including cybersecurity. However, this field of study is relatively 

new, and numerous questions remain unanswered regarding the effectiveness of blockchain in 

cybersecurity. This research adopted a qualitative research design to investigate the current 

implementations of blockchain-based security and their applicability in the current cybersecurity 

context. Additionally, this work explored the mechanisms employed by blockchain to uphold the 

security triad. Findings indicate that blockchain exhibits substantial potential in addressing 

existing challenges in cybersecurity, particularly those related to the Internet of Things, data 

integrity and ownership, and network security. Nonetheless, widespread adoption faces limitations 

due to technological immaturity, high-cost complexity, and regulatory hurdles. Therefore, utilizing 

blockchain-based solutions in cybersecurity necessitates a thorough analysis of their applicability 

to an organization's specific needs, a clear definition of implementation goals, and careful 

navigation of challenges. 

 

Keywords: Blockchain; cybersecurity; cryptocurrency; privacy; Confidentiality; Integrity; 

availabilty; data storage; IoT; network; CIA triad 
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Chapter I: Introduction 

Introduction 

 Computer systems and the internet have revolutionized how data is stored and shared, 

making data protection a critical concern for all organizations. Cyber-attacks have become 

increasingly complex and sophisticated, making it difficult to counter their impact. Various 

approaches have been used to reduce the number and impact of these attacks, but cyber-criminals 

often find new ways to bypass existing security mechanisms. So, to stay ahead of the curve, 

constant research and innovation are necessary to improve existing security systems. Blockchain 

technology, often associated with cryptocurrencies, has recently gained immense popularity. It is 

now widely implemented beyond the context of cryptocurrencies, forming the foundation of many 

applications. 

 According to Aste et al. ( 2017), a blockchain is a cryptographic-based decentralized 

public ledger that facilitates secure transactions between untrusted network nodes. While 

traditional security solutions use a centralized approach, Blockchain uses a decentralized and 

distributed approach that can potentially solve many current cyber-security issues (Salman et al., 

2019). The implementation of new technologies in cybersecurity is essential to ensure more secure 

practices. Blockchain technology is one such technology that has gained significant traction due 

to its promise of improved security and scalability. This research will explore the potential benefits 

of Blockchain in Cybersecurity and discuss the key factors that could influence its adoption. It will 

focus on the contribution of Blockchain technology to the discipline of cybersecurity.  

This research will explore how blockchain has contributed to cybersecurity and classify 

how blockchain features contribute to improving the CIA triad. Additionally, this research will 

discuss the factors influencing the wide adoption of blockchain in cybersecurity and the potential 



9 

 

 

benefits and drawbacks of using blockchain for cybersecurity. Furthermore, this research will 

analyze the current state of blockchain in cybersecurity and will provide recommendations for 

further research and development in this area. 

Problem Statement 

While Blockchain is perceived as a promising innovative approach to solving many 

cybersecurity issues, this technology comes with unique challenges that are still to be investigated 

in depth. The application of blockchain to cybersecurity is a relatively new and complex topic, and 

a lack of training and research focuses on using blockchain to improve cybersecurity. 

Nature and Significance of the Problem 

With the rapid adoption rate of blockchain as technology beyond the scope of 

cryptocurrency, it is crucial to study how this technology could impact fields with short research 

history. In recent years, the general use of Blockchain has been wildly researched. However, there 

is not enough work focusing on blockchain applications for cybersecurity. Indeed, in a systematic 

literature review conducted in 2020, Taylor et al. argued that despite the growing interest in 

blockchain technology, resources focusing on applying blockchain to cybersecurity appear to be 

limited. This research also highlighted the lack of resources exploring the broader use of 

blockchains in cybersecurity and how they can improve cybersecurity. There is a need to examine 

how blockchain technology could impact the current cybersecurity discipline by investigating the 

current state of the research and establishing how blockchain can address current cybersecurity 

challenges. Besides, this study aims to bridge this knowledge gap and contribute valuable insights 

to the research topic. The paper seeks to address the insufficient training and lack of agreement 

regarding the utilization of blockchain technology in the field of cybersecurity. 
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The objective of the study 

The objectives of this study are: 

 (1) To investigate how blockchains have been used to improve cybersecurity 

(2) To understand the mechanism used by blockchain to maintain the CIA triad. 

(3) To identify the factors that influence the widespread adoption of blockchain in cybersecurity 

(4) To determine how to manage risk associated with blockchain-based cybersecurity solutions. 

Study Questions/Hypotheses 

(1) How has blockchain been used to improve cybersecurity? 

(2) What mechanism does blockchain technology employ to uphold the CIA triad? 

(3) what are the factors influencing the adoption the wide adoption of blockchain in cybersecurity? 

Definition of Terms 

• Availability: Availability guarantees authorized users can access the necessary resources and 

data anytime without disruption or downtime. 

• Blockchain: A secure, shared, and distributed ledger makes recording and tracking resources 

easier without relying on a central trusted authority. It lets two parties communicate and 

exchange resources in a peer-to-peer network where the majority, rather than a single 

centralized control, makes decisions. 

• CIA triad: The CIA triad is a popular framework emphasizing the significance of maintaining 

confidentiality, integrity, and availability of information. This model aids security experts in 

identifying vulnerabilities and devising solutions. By dividing these three principles into 

distinct focal points, the triad provides a clear roadmap for security teams to address each 

aspect separately. Achieving all three standards enhances an organization's security posture 

and ability to manage security breaches. 
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• Cybersecurity: Cybersecurity protects network systems, including hardware, software, and 

data, from cyber threats. 

• Distributed ledger: A distributed ledger is a sort of database shared, replicated, and 

synchronized among decentralized network participants. The distributed ledger keeps track of 

transactions between network participants, such as exchanging assets or data. 

• Confidentiality: refers to ensuring that private data is accessible only to authorized persons 

with the necessary clearance, authorization, or need-to-know. 

• Cryptography: is the study of technics that allow for securing information by making it 

unreadable to anyone who does not have a decryption key. Cryptography involves using codes 

and encryption keys to transform messages into a secret language. Two types of cryptographic 

techniques exist, namely symmetric and asymmetric. In symmetric cryptography, the same key 

is used to encrypt and decrypt messages, while in asymmetric cryptography, two different keys 

are used for the same purpose. 

• Decentralized ledger: a decentralized database maintained and updated by independent nodes 

rather than a central entity. An instance of a widely recognized decentralized ledger is the 

blockchain, which serves as the basis for cryptocurrencies such as Bitcoin and Ethereum. 

• Internet of Things (IoT): The Internet of Things is an interconnected digital and physical 

system with assigned unique identifiers (UIDs) equipped with sensors and network capabilities 

to transfer data over the network without requiring human interaction. 

• Integrity: Integrity involves maintaining data accuracy, consistency, and reliability and 

preventing unauthorized or unintended modifications, deletions, or corruption. 

• Public Key Infrastructure (PKI): This mechanism uses digital certificates and public and 

private key pairs to ensure secure communication and data exchange over a public network 
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like the Internet. This system includes a collection of policies, technologies, and procedures 

that build trust between parties during online transactions. 

Summary 

 This chapter defined this study's research questions, scope, and objectives. We first started 

by defining the purpose of this research. This research will investigate the uses of blockchain-

based technology in cybersecurity. We will also discuss the limitations of blockchain applications 

to cybersecurity. 
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Chapter II: Background and Review of the Literature 

Introduction  

 In this chapter, we will conduct literature to briefly address the history of blockchain 

technology and some basics about blockchain models and architecture. We will also review recent 

work on the topic to find some current use and trend concerning blockchains. Finally, in the last 

part of this section, we will discuss how blockchain has been applied to cybersecurity and how it 

has contributed to reducing some cybersecurity challenges.  

Background Related to the Problem  

 Blockchain can be considered as a transaction database that establishes a ledger of 

transactions and enables all the users in a network to securely edit the ledger, which is shared with 

all the nodes in a network (Singh & Singh, 2016). Blockchain has been the hottest technology 

research topic in the last decade. Unlike traditional database systems, blockchain technology is not 

dependent on a single central authority but rather on a community which reduces the risk of failure 

due to a single point of failure (Sarmah, 2018). Blockchain can also prevent information from 

being manipulated and changed thanks to blockchain's decentralized structure. Additionally, 

Blockchain's transparency allows all network participants to have access to everyone else entries, 

making it virtually impossible for a central entity to take control of a network.  In 2008, Satoshi 

Nakamoto introduced the concept of blockchain in their white paper when in the blockchain 

concept was integrated with other technology and computing concepts to create a modern 

cryptocurrency.   

  Nakamoto (n.d) suggested that two essential elements define a blockchain, the data 

structure used to link the blocks and the peer-to-peer network made of participant nodes. 

According to Nakamoto, the primary idea behind blockchain was to provide trust in a network 
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where the nodes do not trust one other and are free to leave without needing a centralized trusted 

entity known as the trust anchor (Nakamoto, n.d.). The Bitcoin network is the first-generation 

blockchain, which allows for storing small amounts of data and is built for monetary transactions 

between nodes in the network. The second generation of blockchain, represented by Ethereum, 

offers that the data structure can be used to implement more complicated transactions, known as 

smart contracts. Smart Contracts are transactions that allow the execution of executable rules to be 

automated with the approval of all parties involved (Wood, n.d.). Permissionless blockchains allow 

anyone to publish a new block, while permissioned blockchains allow only specific users to post 

blocks.  Blockchain technology can be classified based on the permission model determined by 

who maintains them Yaga et al. (2018).  Oliveira et al. (2019) classified blockchain based on the 

types of network views as public permissionless, public permissioned, private permissionless, and 

private permissioned. Due to the lack of trust between the participants, a strong consensus is 

required in public permissionless blockchain networks because public networks are characterized 

by equality between nodes. Public permissionless networks are also collaborative and thus highly 

dependent on the node's behavior. This behavior represents a weakness because all information is 

available to all participants, which can cause data privacy issues. 

On the other hand, with a public permissioned blockchain network, a node can only join 

the network after its identity has been verified, and the permissions that define which network 

operations the node can undertake are then assigned Armknecht et al. (2015). Unlike public 

networks, a private permissionless blockchain network limits the number of people who can join. 

They are governed by a single institution or a group of institutions determining which nodes are 

permitted to join. Finally,  in a private permissioned blockchain, only a portion of the nodes can 
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participate in the consensus process, and only a subset of these nodes can create the next block 

(Oliveira et al., 2019). 

 Blockchain is incredibly adaptable, with applications that go far beyond supporting 

cryptocurrency. Blockchain technology has helped one of the biggest revolutions in the financial 

world. With its proven successful application to support cryptocurrencies, blockchain has attracted 

much interest from industry and academia. Blockchain technology is now recognized as a driving 

force in multiple fields ranging from the world currency market to supporting the growth of illegal 

dark web marketplaces Chen et al. (2018).  Blockchain has been used to reduce the complexities 

associated with financial services by creating a distributed public ledger where miners validate 

transactions using "proof-of-work" (Morris, 2017). Blockchain has been used in finance to develop 

robust verification mechanisms to improve current financial services, including global payments, 

insurance claims, and processing. 

 According to Taylor et al.(2020), blockchain technology's trustless and decentralized 

properties make its implementation appealing in various industries, including cybersecurity. 

Indeed, blockchain technologies have the potential to enable a type of decentralized application 

and serve as the foundation for numerous applications, including new Internet security 

infrastructure. Further, Taylor et al. (2020) noted that over half of Cyber Security blockchain 

applications are related to IoT devices. This study was one of the few that exclusively focused on 

cyber security and recognized that blockchain has many valuable applications, even if a 

decentralized, trustless system is not enough to solve all the challenges that may arise in the field 

of cyber security. With the increase in cybercrime, many solutions have been proposed. Still, the 

blockchain is considered the most promising infrastructure technology that has the potential to be 

used in a variety of cybersecurity applications (Parizi et al., 2020). 
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The general applications of blockchain have been extensively researched, while the topic 

of cybersecurity applications is still relatively understudied. Therefore, a resource is lacking to 

guide organizations and the public about how blockchain technology can become a robust 

cybersecurity mechanism.   

The Blockchain architecture 

Blockchains refer to distributed digital ledgers comprising cryptographically signed 

transactions arranged into blocks. Each block is linked to the previous one through a cryptographic 

process, ensuring any tampering is readily detectable Yaga et al. (2018). Each block in a 

blockchain point to the parent block called the Genesis block. The genesis block is the initial block 

in a blockchain network that is manually created and  

Hard-coded into the network's software and forms the basis for the entire blockchain since all 

following blocks are linked via cryptographic hashing Zheng et al. (2018). Figure 1. shows an 

illustration of the block structure. Validation of transactions and consensus are vital processes in 

adding blocks to the chain, making it harder to alter previous blocks. The ledger is replicated across 

multiple nodes in the network, and any discrepancies are resolved according to predetermined 

rules. 

Figure 1 

Blockchain Structure 
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Note. Blockchain block structure 

 Key blockchain characteristics for Cybersecurity 

Decentralization: Decentralization is one of the most important aspects of blockchain technology, 

which involves sharing control and decision-making among multiple participants instead of 

depending on a central entity Zheng et al. (2018). A decentralized blockchain network comprises 

numerous nodes, each maintaining a copy of the blockchain ledger. These nodes connect through 

a peer-to-peer network, facilitating information exchange and communication among them, 

thereby eliminating any possibility of a single point of failure or control. 

Immutability: This blockchain property ensures that all transactions recorded in a block cannot be 

modified or erased. This feature is crucial for the security and reliability of the blockchain because 

it prevents any unauthorized alteration of the stored information. The immutability of the 

blockchain thus ensures its data is tamper-resistant and trustworthy. Blockchain immutability is 

achieved through cryptographic hash functions, which provide each block's unique and irreversible 

digital fingerprint (Crosby, 2016). 

Transparency: Blockchain transparency refers to the open accessibility of information stored on 

the blockchain ledger. It allows all network participants to view the transaction history, addresses, 

and balances, promoting accountability and increasing trust within the network. This feature makes 

the blockchain a reliable platform for storing sensitive data without intermediaries, reducing the 

risk of fraud or manipulation (Yaga et al., 2018). 

Traceability: Blockchain transactions are highly verifiable since each transaction is validated and 

recorded with a timestamp. Users can verify and track the previous records by accessing any node 

in the distributed network Yaga et al. (2018). Traceability enhances the traceability and 

transparency of the information stored on the blockchain. 
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Types of blockchain 

A blockchain network can be classified according to its permission model, which determines who 

can access and maintain them. Permissionless blockchain networks allow anyone to publish new 

blocks, whereas permissioned networks limit block publication to specific users Yaga et al. (2018). 

Permissioned networks can be compared to a controlled corporate intranet, while permissionless 

networks are similar to the public internet with open participation. 

Permissionless blockchain: permissionless blockchains allow anyone to publish new blocks 

without needing permission from any governing entity. As a result of the open access, anyone can 

view the blockchain and conduct transactions by adding them to the published blocks. The 

permissionless blockchain network users can read from and write to the ledger. 

Table 1 

Types of Blockchain 

 

Note. Types of blockchain  

Permissioned blockchain: Permissioned blockchain networks are those in which only authorized 

users, either centralized or decentralized, can publish blocks. Because only authorized users are 

maintaining the blockchain, access to reading and issuing transactions can be restricted. In some 

cases, permissioned blockchain networks may allow anyone to read the blockchain or submit 

transactions, while in others, access may be limited to authorized individuals. Both open-source 
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and closed-source software can be used to instantiate and maintain permissioned blockchain 

networks. 

Literature Related to the Problem  

Salman et al. (2019) also discussed the issues of using centralized security mechanisms in 

a variety of applications as well as how blockchain-based security services can improve the current 

security mechanism areas, including authentication, privacy, and data management. However, they 

recognized that although blockchain technology appears to have a lot of potential in many 

applications, the application to cybersecurity is still questionable due to several issues. In 2016 

Conoscenti et al. conducted a systematic literature review about the adaptability of blockchain in 

connection with the Internet of Things and peer-to-peer. They discovered that blockchain could 

detect data abuse without a central reporting system. However, they did not consider the impact of 

blockchain on cybersecurity (Conoscenti et al., 2016). 

Gimenez-Aguilar et al. (2021) Blockchain-based approaches to providing cybersecurity 

have gained in popularity in the last decade. This trend is not only present in academia, but industry 

approaches have firmly established themselves (Gimenez-Aguilar et al., 2021). 

Etemadi et al. (2020) study contributed to the literature by focusing on how blockchain can 

be used to secure and keep track of a supply chain; The authors identified that the supply chain 

could benefit from the properties of blockchain technology. It can be sued to ensure traceability 

and authenticity in the supply chain. This paper did not discuss the potential contribution of 

blockchain to cybersecurity in general. Instead, it focused on how it can be used to ensure efficient 

food supply chain tracking. Also, in a systematic literature review conducted in 2017, Seebacher 

& Schüritz emphasized the growing influence of blockchain technology and suggested that future 

studies investigate how blockchain can be used in cyber security.  
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From our literature review, we can infer that blockchain has been researched for its 

applicability to many fields, including healthcare, finance, and supply chain. However, many 

unanswered questions remain about blockchain's ability because of a robust security mechanism. 

Many researchers have pointed out that blockchain could solve challenges faced by traditional 

centralized security services but recognized that the knowledge and research available are not yet 

strong enough to confirm these hypotheses. Therefore, a need to find how the blockchain can be 

proposed as a viable security mechanism and proper training for a security expert to understand 

the opportunities blockchain can provide fully. Thus, a need for research that contributes to the 

topic by pointing out the gap that exists in the blockchain ecosystem. 

Literature Related to the Methodology  

 Blockchain has become one of the most reliable systems for managing transactions in a 

digital network. While not being unbreakable. The technology has been praised for ensuring 

information integrity when used as intended. Many industries can gain from it if it is properly 

implemented. One of the ideal applications would be to employ its integrity assurance in the 

development of cybersecurity solutions for a variety of different technologies. These sections will 

discuss how blockchain has improved current cybersecurity mechanisms. 

The Internet of Things (IoT) is a network of interconnected devices and sensors that can 

read and collect data from their environment. According to Taylor et al. (2020), over half of the 

published cybersecurity blockchain applications are related to IoTs, which indicates that the 

opportunities for improving IoT security with blockchain are significant. IoTs are subject to a 

range of privacy and security vulnerabilities because of the heterogeneity of the data and resources. 

Blockchain technology is a viable alternative for storing data received through IoT techniques in 

a verifiable, secure, and irreversible manner Al-Megren et al. (2018). Additionally, Boudguiga et 
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al. (2017) noted that blockchain architecture had been used to ensure software update availability 

for IoT devices from various manufacturers. Bouadguiga et al. solution included a blockchain 

architecture, a web portal, and multiple devices. Software updates would be sent over a web portal 

by the device manufacturers. Then, the updates would be pushed and stored on the blockchain. In 

contrast, IoT devices scan the blockchain for updates regularly. 

 To tackle difficulties related to processing cost and latency, Dorri, Kanhere, et al. (2017) 

proposed a light-weight IoT design based on Bitcoin's underlying blockchain. They presented a 

proof-of-concept that consists of cloud storage, an overlay network, and an intelligent home that 

eliminates the resource-intensive Bitcoin mining. Further, Ouaddah et al. (2016)  proposed 

FairAccess, a blockchain-based access control system for the Internet of Things. The blockchain 

is utilized as a database in FairAccess to store all access control regulations and to log users' 

transactions to improve audibility. 

To maintain immutable records, blockchain uses encryption and hashing, and many 

existing cybersecurity solutions also use them. Hashed search indices are used to enable key 

searching of encrypted data. Integrity is ensured by collecting a value deposit from a new user, 

which is then shared with the rest of the nodes if they act maliciously Cai et al. (2017). 

Additionally, Moinet et al. (2017) introduced a blockchain for managing Public-Key Infrastructure 

(PKI), and mining is rewarded with data payloads labeled approval, auth, renew, blame, ban, and 

revocation, which increases confidence between nodes. Besides,  Qin et al. (2020)suggested using 

a public-key infrastructure to prevent the collapse of the central repository of PKIs. 

According to Basnet and Shakya (2017), most of the uses related to network security 

leverage blockchains to improve Software Defined Networks (SDNs) and containers for 

authentication essential to be stored in a decentralized and reliable manner. This approach uses 
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public and private blockchains for Peer-to-peer communication between network nodes and SDN 

controllers to tackle network security issues. Blockchain is also used for secure data storage and 

sharing. Public and private distributed ledgers are used to eliminate the risk of a single point of 

failure within a storage system and protect data from tampering Taylor et al. (2020). In addition, 

blockchain is used to improve the validity of wireless Internet Access by keeping track of access 

control data on a local ledger and monitoring it Niu et al. (2017). Further, Bozic et al. (2017) 

proposed a consensus blockchain that uses a Practical Byzantine Fault Tolerance consensus to 

improve the security of Virtual networks and data management. 

Moreover, blockchain is utilized to aid navigation to the correct web page via accurate 

DNS records and secure web applications by encrypting communications between applications 

Benshoof et al. (2016). Private blockchains are used to secure virtual machines in a network. 

Indeed, they proposed a design to deploy a private blockchain for managing Virtual machines 

(Bozic et al., 2017). 

Summary  

 In this chapter, we conducted a literature review by researching. Our goal was to examine 

blockchain-related studies to find the state of the field related to the use of blockchain in 

cybersecurity. We discovered that literature related to the general benefits of blockchain is readily 

available. Blockchain application to IoT is one of the most researched areas in the blockchain 

ecosystem. We identified several areas where blockchain technology has improved security and 

privacy, including IoT, data storage, network, internet navigation, etc. We also noted that despite 

being recognized in the literature as a promising security mechanism, some areas, like private user 

data in the application, are still and less discussed.  
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Chapter III: Methodology 

Introduction  

 This chapter addresses the methodology we used in our research. We first described the 

chosen framework of the study and defined our approach along with the rationale behind the 

choice. Then, we addressed the data collection method and described the tool used to reach our 

research objectives. To find the broader impact of blockchain technology on cybersecurity, we 

first identified the cybersecurity challenges that could benefit from a decentralized approach. Then 

we created a tool to classify the application of blockchain to cybersecurity. 

Design of the Study 

 This study follows a qualitative approach. From an objective viewpoint, this research can 

be classified as explanatory. Explanatory research will be used because this study will explore an 

area of cybersecurity with relatively little known, with a short research history. A qualitative 

research approach will provide us with the flexibility to explore the application of blockchain to 

cybersecurity. We will review case studies and peer-reviewed articles from scholarly databases to 

better understand current trends and any gaps in the field. This approach will help us to gain a 

more comprehensive overview of the topic and inform our research. We will create a 

comprehensive taxonomy to group and classify the knowledge collected from secondary sources. 

Also, because cybersecurity is a branched field, it isn't easy to obtain overviews considering a wide 

range of research directions (Klaper & Hovy, 2014). Thus, the teaching of some cybersecurity 

concepts requires an organized outline. Therefore, using a Taxonomy was deemed appropriate to 

organize the concepts hierarchically. 

  Moreover, this study will also use a qualitative approach to determine blockchain's impact 

on cybersecurity. Secondary data will also be collected from online databases. This study 
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leveraged secondary data analysis and will be used to find the extent of the influence of blockchain 

technology on cybersecurity. 

Data Collection 

 Data for this study were collected from digital sources like websites and academic 

databases, including IEEE Xplore, Science Direct, JSTOR, Academic Search Premier, Springer 

Link, and Google Scholar. The specific keyword we used to find existing research on this topic. 

The search query was done multiple times by combining several keywords. We used the following 

keywords and phrases to construct a query:  

• "Cyber security," "cybersecurity, " blockchain." 

• "Application of Blockchain," The application of Blockchain to cybersecurity," 

"Blockchain and Cybersecurity" 

Next, we filtered the search results to limit the results to the study published after 2012. Table 

I describes the inclusion-exclusion criteria used to examine each paper.  

Table 2 

Inclusion and Exclusion Criteria 

No Inclusion criteria No Exclusion criteria 

Inc.1 Papers published in the last 10 years 

(2012 to now) 

Ex.1 Published before 2012 

Inc.2 The peer-reviewed article, conference 

papers, book chapter 

Ex.2 Student papers from non-verified 

academic sources 

Inc.3 It contains the keywords, query 

phrase, and "literature review." 

Ex.3 The primary language is not English 

   Note. Inclusion-Exclusion Criteria 

Tools and Techniques  
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In this research, we used taxonomy to study the use of blockchain in cybersecurity. This 

tool was used to understand and classify the concepts and stakeholders that impact cybersecurity 

and how they interact with each other. This tool provides a grouping of studies published in the 

last 10 years. The objective of using a taxonomic approach is to outline security characteristics 

that are fundamental to blockchain that could impact cybersecurity. The taxonomy eliminates 

potential ambiguity by establishing uniform terminology, procedures, and reporting frameworks 

for complex concepts related to blockchain and cybersecurity. 

Summary 

In this chapter, we discussed the study's design and the data collection methods used to 

determine blockchain applications' nature, role, and impact on cybersecurity. This chapter also 

provided an overview of our primary tool to reach our research objectives. 
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                         Chapter IV: Data Presentation and Analysis 

Introduction 

This section will be centered on the information collected from secondary sources 

according to the criteria described in the previous chapter. This secondary data analysis involves 

a deeper look into our topic to explore and answer our research questions. In this section, this 

research will explore a range of questions, such as industry trends, and evaluate the current 

application of blockchain to cybersecurity.  

Data Analysis 

In 2020, Taylor et al. (2020) published a systematic literature review that discusses the 

latest research on the use of the blockchain to improve cybersecurity. This research indicated that 

nearly half of the studies related to cybersecurity and blockchain focus on IoT 45%, data storage 

and sharing 16%, and network 10%. Public-key Infrastructure (PKI) and data privacy are the fourth 

most researched topic, with 7% of the proportion. Then, Doman Name Systems (DNSs) with 6%, 

followed by Web, Wi-Fi, and malware, complete the list with 3% each, as shown in Figure 2. 

Figure 2 

Most Popular Themes in the Literature 
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Note. Most popular research theme (Taylor et al., 2020) 

A detailed examination of these studies revealed that the most feasible ways to utilize blockchain 

for enhancing cybersecurity are associated with the Internet of Things (IoT), network security, 

data storage, and sharing. Similarly, our investigation through the literature allowed us to notice a 

similar trend in this field of research. Figure 3 shows the main themes of the papers reviewed for 

this study. IoT, Networks, and data storage were the most discussed theme. About 24 % of papers 

surveyed have the Internet of Things as the central theme, followed by data storage with 9% and 

network with 7%. 

Additionally, many of the data papers selected addressed the general application of 

blockchain to cybersecurity. This research will focus on the three most prevalent themes in the 

literature. Thus, the section will focus on describing the uses of blockchain to improve the security 

of the Internet of Things, Network, and Data storage and sharing. Additionally, this study will 

briefly address the various benefits of blockchain in cybersecurity. 
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Figure 3 

Research Themes 

 

Note. Research themes 

RQ1: How can blockchain be used to improve cybersecurity? 

1. The Implementation of Blockchain in IoT Security 

The Internet of Things (IoT) has rapidly grown in recent years, connecting billions of 

devices to the Internet and transforming how we live and work. The term "Internet of Things" 

(IoT) refers to a system of physical devices connected to the Internet and capable of sharing data, 

including home appliances, vehicles, and other objects. These devices are equipped with sensors, 

processors, and communication technologies that enable them to collect, analyze, and transmit 

data over the Internet without human intervention. According to Vailshery (2017), the number of 

Internet of Things (IoT) connected devices globally will increase significantly from an estimated 

13.8 billion units in 2021 to 30.9 billion units by 2025. As the number of Internet of Things (IoT) 

devices continues to grow, so does the concern about the security of these devices. 
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Figure 4 

Internet of Things Growth 

 

Note. Internet of Things device growth (Statista, 2023) 

 IoT devices are often connected to the internet and can be vulnerable to cyber-attacks, 

resulting in compromised sensitive data or physical harm. It is crucial to have a robust encryption 

mechanism to protect the confidentiality of data as it travels through various nodes in an IoT 

network. Integrating multiple services, devices, and networks in IoT creates a risk of privacy 

violations, as malicious nodes within the network can access the data stored on devices. To address 

this issue, blockchain technology has emerged as a promising solution to enhance IoT security.  

The use of blockchain technology to improve Internet of Things (IoT) security is becoming 

increasingly important as the number of connected devices continues to grow. In recent years, the 

unique security features of blockchain technology that apply to the Internet of Things (IoT) have 

drawn significant interest. Fernández-Caramès and Fraga-Lamas (2020) conducted a study to 



30 

 

 

assess the benefits of using blockchain for IoT security. They found that blockchain can help to 

increase the trustworthiness of IoT systems and provide a secure platform for data exchange. 

Additionally, blockchain can prevent the malicious activities of hackers and protect sensitive data 

from unauthorized access. Furthermore, blockchain can provide an immutable, tamper-proof 

ledger to store data, which can be used to detect any malicious activities or data tampering. The 

primary advantages of this latest design include its decentralized structure, anonymity, durability, 

reliability, security, independence, and expandability. 

Additionally, some versions allow for the use of Smart Contracts, facilitating interactions 

between the Blockchain and external participants. Besides, blockchain can also help to reduce 

operational costs by eliminating the need for third-party intermediaries. This section will discuss 

some applications of blockchain to cybersecurity. 

Increased Addressed space 

 The address space of the blockchain is larger than that of I bits compared to the IPv6 with 

128 bits. A blockchain address is created by taking a 20-byte or 160-bit hash of the public key 

generated by ECDSA. Thus, a Blockchain can allocate addresses for approximately 1.46 * 10^48 

IoT devices, even offline. The likelihood of two lessons being the same in the Blockchain system 

is incredibly low, at around 10^48, making it secure enough to act as a GUID (Global Unique 

Identifier) without needing registration or uniqueness checks when assigning addresses to IoT 

devices (Mattila, 2016). Blockchain eliminates the need for a centralized authority like the Internet 

Assigned Numbers Authority (IANA), which currently oversees the allocation of global IPv4 and 

IPv6 addresses. 
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Privacy and Authentication using Smart contract 

 Smart contracts based on blockchain technology can offer decentralized rules and logic 

for authenticating and providing access to single or multiple parties for IoT devices. Compared to 

traditional authorization methods like RBAC, OAuth 2.0, OpenID, OMA-DM, and LWM2M, 

smart contracts can deliver access control to connected IoT devices with less complexity (Khan & 

Salah, 2018). Furthermore, smart contracts can guarantee data privacy by setting specific access 

conditions, rules, and timelines, allowing designated users or machines to own, control, or access 

data at rest or in transit. Additionally, smart contracts can specify the individuals or entities 

authorized to perform tasks related to the IoT device, including updating or improving its software 

or hardware, resetting the device, generating new keypairs, initiating service or repair requests, 

transferring ownership, and provisioning or re-provisioning the device. 

From a deficient architecture to decentralized architecture 

 The various components of IoT architecture can serve as bottlenecks or potential points of 

failure, disrupting the entire network. Additionally, there is a risk of susceptibility to distributed 

denial-of-service attacks, hacking, data theft, and remote hijacking. IoT applications and platforms 

have a significant security disadvantage as they depend heavily on a centralized cloud, which could 

be overcome by adopting a decentralized, blockchain-based approach (Kshetri, 2017). This 

alternative approach can potentially resolve many of the issues associated with the centralized 

cloud approach, and some experts suggest that it could provide military-grade security for IoT 

devices (Coward, 2017). Blockchain eliminates single points of failure or vulnerability, except for 

the timestamping clock. 
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Light-weight secure communication protocols.  

IoT applications use protocols such as HTTP, MQTT, CoAP, XMPP, RPL, and 

6LoWPAN, which are not inherently secure, as highlighted by Khan and Salah (2018). These 

protocols need to be wrapped within security protocols like DTLS or TLS to ensure safe 

communication for messaging and application protocols. However, these protocols are 

complicated and require a lot of computation and memory, and centralized management for key 

management and distribution via PKI. Blockchain technology can eliminate the need for 

centralized key management and distribution, making it easier to implement lightweight security 

protocols that align with the compute and memory resources available on IoT devices (Khan & 

Salah, 2018). When each IoT device is connected to the blockchain network, it will receive its 

unique GUID and asymmetric key pair, simplifying protocols like DTLS since there would be no 

need to exchange PKI certificates during the handshake phase. This would also eliminate the need 

to establish master and session keys in protocols such as DTLS, TLS, or IPSec, making it easier 

to secure IoT devices. 

Governance and Identity of Things.  

Managing Identity and Access to IoT is a complex and challenging task. It requires 

efficient, secure, and trustworthy solutions to ensure the safety and security of connected devices. 

One of the biggest obstacles is IoT devices' ownership and identity connections, which can change 

hands multiple times throughout their lifespan. This makes it challenging to ensure that the right 

people have access to the correct information at the right time. To overcome this challenge, 

organizations must develop robust identity and access management solutions that can keep up with 

the ever-changing ownership of IoT devices. Blockchain technology transforms how we handle 

transactions and data management (Khan & Salah, 2018). It provides an effective, safe, and 
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dependable solution to many challenges, such as identity registration, ownership tracking, and 

product monitoring. The TrustChain method is based on the concept of Blockchain; this approach 

enables trustworthy transaction handling within a distributed framework (Otte et al., 2020). Even 

IoT systems benefit from employing blockchain for their registrations, allowing detailed criteria 

attributes storing and establishing relationships securely stored via one central ledger-based 

system, ensuring reliable, secure data storage & ensuring integrity when conducting dealings 

between parties involved. Utilizing Blockchain technology guarantees trustful execution while 

undertaking critical affairs about security measures, henceforth envisioning a future that promises 

secured, transparent deals processed by means which ensure reliability at all times possible. 

Blockchain to enhance credibility and authentication mechanisms 

  Honar Pajooh et al. (2021) introduced a security model that employs multiple layers of 

blockchain to safeguard IoT networks while making it easier to implement. To create the multi-

layer architecture, clustering is utilized. This involves defining K-unknown clusters within the IoT 

network, which uses a combination of Evolutionary Computation Algorithm techniques such as 

Simulated Annealing and Genetic Algorithms. The cluster heads are selected and assigned to 

perform local authentication and authorization. Moreover, local private blockchain 

implementation facilitates communication between the cluster heads and relevant base stations. 

This blockchain enhances security by providing a network authentication mechanism and assuring 

credibility. 

2. Securing Data with Blockchain 

 The worth of data is rapidly increasing and is now considered one of the most valuable 

resources globally. Companies that center on data, such as Facebook, Alphabet, Microsoft, Apple, 

and Amazon, dominate the top 10 companies by market capitalization. Consequently, 
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cybercriminals target sensitive information, and most people are not adequately safeguarded. Big 

corporations such as Anthem, Target Corp, and Home Depot have encountered significant data 

breaches in recent years, impacting hundreds of millions of individuals. Tim Berners-Lee, the 

creator of the World Wide Web, stated, "We’ve lost control of our data" (Berners-Lee, 2017). 

Existing measures are now insufficient in ensuring our protection. 

Decentralize Public Key Infrastructure (PKI) 

  Axon (2015) suggested that blockchain can be used to create a PKI (Public Key 

Infrastructure) that will improve the reliability of traditional PKI. This design is built as a public 

ledger linking public keys with identity without providing privacy provisions. Similarly, 

Fromknecht et al.( 2014) developed  Certcoin, a fully-functioning architecture used to build all 

crucial PKI functionalities, including registration, update, and registration of keys. Fromknecht et 

al. (2014) argue that traditional PKIs can no longer ensure identity retention as they are susceptible 

to the impersonation of previously registered identities. Certcoin, on the other hand, endeavors to 

provide more reliable identity retention guarantees than traditional CA or WoT PKIs. In this 

context, identity retention denotes the capacity to prevent users from enrolling a public key under 

an identity that has already been registered by another user. 

Blockchain-based architecture for data privacy 

The concept of BC-based architecture has a design that utilizes blockchain technology to 

ensure data security. This type of application can be found in smart vehicles, where inter-connected 

services offer significant benefits to all stakeholders involved. However, these services expose 

smart vehicles and their users to security and privacy threats, such as location tracking or remote 

hijacking. In their research, Dorri et al. (2017) introduced a BC-based architecture that safeguards 

the privacy of smart vehicle users and enhances the security of the vehicular ecosystem. This 
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architecture can accommodate emerging services like wireless remote software updates and 

dynamic vehicle insurance fees. The authors argue the robustness of their proposed BC-based 

architecture against common security attacks by leveraging the inherent characteristics of 

blockchain technology. 

Decentralizing data privacy with blockchain.  

 Zyskind et al. (2015) proposed a system that integrates a repurposed blockchain that 

moderates access control and a storage solution located off the blockchain. This means that users 

do not need to rely on any third parties and are constantly informed about the information being 

gathered about them and how it is being utilized. This approach focused on data ownership by 

ensuring that users control their data. Additionally, blockchain can allow fine-grained Access 

control by securely storing access-control policies and allowing users to alter or revoke permission, 

unlike most centralized access-control systems. Blockchain also enables data transparency and 

audibility by letting users know how their data is collected. 

Similarly, Ali et al. (2016) introduced Blockstack, a decentralized computing platform that utilizes 

blockchain technology. Its primary focus is granting individuals control over their online data and 

identity. With Blockstack, users can decide what data to share, with whom to share it, and who 

can store their data while application developers cannot access it. 

Encryption of data storage and search 

 Cai et al. (2017) suggested a protocol that can smoothly integrate with encrypted search in 

a distributed network, allowing nodes to be verified and monitored. Once a node becomes a part 

of the system, it will be verified and supervised continuously through verifiable search queries. 

The outcome of each verification will be determined through a standard voting protocol that 

requires agreement among several nodes. The results will be recorded on the blockchain as a 
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trusted view agreed upon by the nodes. With these protocols in place, nodes that act maliciously 

can be detected and removed by most nodes in a self-governing manner. 

3. Network-based blockchain solutions 

Currently, numerous anti-malware filters are available that use cutting-edge pattern-

matching techniques to detect files that could potentially harm your device. However, these 

techniques heavily rely on a central server to keep the virus patterns updated and in check (Zheng 

et al., 2018). Malicious individuals seeking to access personal information can exploit these 

centralized measures. So, while these anti-malware filters are effective in most cases, it's crucial 

to remain vigilant and take extra precautions to protect your valuable data. Distributed networks' 

security could benefit from using blockchain, according to Noyes.  

Blockchain-based anti-malware detection 

 In a study, Noyes (2016) developed an innovative anti-malware environment called 

BitAV, where users can share viral patterns on blockchain to improve fault tolerance. BitAV can 

accelerate scanning and increase fault dependability (i.e., less susceptible to targeted denial-of-

service attacks). BitAV enables the software update and maintenance processes, which a single 

central host typically conducts, to be decentralized. It also utilizes a staggered scanning approach 

to enhance its efficiency. By adopting a peer-to-peer network maintenance mechanism, BitAV has 

reduced the average update propagation time by 500% and made it less vulnerable to targeted 

denial-of-service attacks. Furthermore, the feedforward scanning technique has significantly 

boosted the overall performance of the malware detection system by breaking down the file-

matching process into efficient queries that can be completed within a verifiably constant amount 

of time, resulting in an average 14-fold improvement (Noyes, 2016). 
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The security mechanism for Software-Defined Networking 

Software-Defined Networking is a networking method that relies on software-based 

controllers or APIs to communicate with underlying infrastructure to direct traffic on a network. 

The control plane is considered the most significant vulnerability of Software-defined Networking. 

The SDN control plane is now less vulnerable thanks to OpenFlow and SSL protocols. However, 

these protocols present weaknesses that pose problems to the control plane's security. Additionally, 

SDN is highly susceptible to cyberattacks like Distributed Denial of Service attacks (DDoS) 

(Shayshab Azad et al., 2021). 

  Jiasi et al.(2019) developed a security mechanism based on blockchain designed to 

decentralize the control plane, which helps overcome the issue of a single point of failure while 

maintaining a network-wide view. Additionally, the mechanism ensures the authenticity, 

traceability, and accountability of application flows, which helps to secure the programmable 

configuration. The mechanism also provides fine-grained access control of network-wide 

resources and a secure controller-switch channel to protect resources and communication in SDN 

further. Overall, the mechanism is designed to provide a secure and reliable way to manage and 

control network resources. 

Blockchain Architecture to Network Virtual Service Function (NVF)  

VNFs are software programs that provide various network functions, including but not 

limited to directory services, routers, firewalls, load balancers, and other similar functionalities. 

NVFs are susceptible to vulnerabilities due to the network core's programmability and multiple 

service providers' involvement. To mitigate these issues, Alvarenga et al.(2018) proposed secure 

architecture based on blockchain to handle the management, migration, and configuration of 

VNFs. This blockchain-based approach ensures that VNF configuration and management histories 



38 

 

 

are immutable, auditable, and non-repudiable. Furthermore, the proposed architecture aims to 

protect the anonymity of VNFs, tenants, and configuration data to prevent targeted attacks. They 

developed a prototype for the OPNFV platform and evaluated the performance of the proposed 

architecture, considering parameter trade-offs and bottlenecks. Furthermore, this blockchain-based 

architecture with a dual purpose of securing the configuration management of VNFs and providing 

transparent and dependable interservice auditability for data center VNF management services. 

Their architecture consists of two blockchains named configuration repository blockchain (CRB) 

and service management blockchain (SMB). 

4. Additional Uses of Blockchain in Cybersecurity 

Secure supply chain  

Due to the increasing attention received by blockchain, numerous companies, including 

both established ones and startups, are investigating the potential of this technology beyond the 

financial sector. These organizations are currently testing various blockchain applications to fulfill 

diverse requirements. For instance, Provenance, a startup that aims to promote transparency in 

supply chains, utilizes blockchain technology to establish confidence in the supply chain by 

facilitating transparency and visibility throughout the supply chain, from the source of the product 

to its end consumer (Dickson, 2016). Additionally, Blockchain technology has the potential to 

enhance the transparency and accuracy of end-to-end tracking in supply chain management. 

Transparency and accuracy are achieved by digitizing physical assets and creating a decentralized, 

tamper-proof record of all transactions. Such records enable organizations to trace the journey of 

assets from production to delivery or consumption, providing businesses and consumers with 

greater visibility(Laaper, n.d.). 
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Figure 5 

Blockchain in Supply Chain 

 

Note. Blockchain to strengthen supply chain network security 

 Blockchain technology allows effective management of complex workflows by recording 

the price, location, and parties involved in the supply chain, including ownership changes. This 

technology can track updates and patches and offer ways to track progress and send notifications 

to owners. 

Real-life Blockchain Application 

Military and Defense 

Innovation in the military and defense fields has produced some of the most significant 

technological advancements in the last century, with the U.S. military leading the way in 

developing the Internet for disseminating critical information globally and creating GPS for 

improved military positioning (Daley, 2022). The following are examples of how the military has 

used blockchain to enhance cybersecurity. 

Lockheed Martin (Bethesda, Maryland)  

In a ground-breaking move, Lockheed Martin has integrated blockchain technology into 

its protocol as the first-ever U.S. defense contractor. In an exciting partnership with Guardtime 



40 

 

 

Federal, the company has implemented advanced blockchain cybersecurity protocols across 

engineering systems, software development, and supply chain risk management. 

These organizations have joined forces to tackle cyber threats revolutionarily by embedding 

immutable digital integrity into the architecture that supports the research, design, development, 

manufacturing, integration, and sustainment of their advanced products and services (Lockheed 

Martin, 2020). This innovative digital transformation initiative will leverage KSI® blockchain 

signatures to effectively mitigate cyber threats along the software supply chain. 

DARPA( Defense Advanced Research Project Agency), Arlington, Virginia  

DARPA is actively researching blockchain technology to enhance military communication 

security, including what the Department of Defense refers to as an "Unbreakable code. Indeed, the 

agency is embarking on an experiment that will harness the power of blockchain protocols to 

establish a decentralized ledger. This platform will enable military personnel worldwide to 

transmit secure messages or conduct transactions with full traceability across multiple channels. 

Traditional Banking 

Barclays (London, England) 

 To enhance the safety of fund transfers, Barclays submitted a patent application for 

implementing blockchain technology. Also, Barclays filled a patent, Barclays for now-your-

customer (KYC) procedures, allowing the bank to securely store all personal identification data of 

its customers on a blockchain. 

JP Morgan (New York) 

 JP Morgan has developed a platform called Quorum that relies on a modified Ethereum 

public blockchain to improve privacy and confidentiality. Quorum uses smart contracts and 

cryptography to ensure the security and transparency of transactions. This technology has been 
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successfully implemented in various domains, such as financial services, healthcare, and supply 

chain management. 

Healthcare: blockchain to maintain health records 

Health Linkages (Mountain View, California): utilizes blockchain to ensure transparent data 

governance, improve auditable analytics, and boost healthcare compliance. Using its blockchain, 

the company provides that only authorized individuals can exchange patient data. It also maintains 

a chronological record of all healthcare occurrences for each patient, thereby enabling physicians 

to make more informed healthcare decisions. 

Phillips (Cambridge, Massachusetts): Philips Healthcare, a division of Philips Research 

company, is pairing up blockchain technology and AI to establish a novel healthcare environment. 

Collaborating with hospitals across the globe, the firm employs AI to explore and assess all aspects 

of healthcare, from administrative and operational to medical data. Subsequently, it uses 

blockchain to protect the vast volumes of data accumulated. 

Governments 

Australian Government (Canberra, Australia) 

 The Australian government is of the leaders in implementing blockchain within its 

agencies. The country recently made the development of a DLT-powered cybersecurity network a 

top priority. In collaboration with IBM, Australia built a blockchain ecosystem to secure the 

storage of government documents. 

RQ 2: What mechanism does blockchain technology employ to uphold to maintain the CIA 

triad? 

Information security aims to protect critical information assets, such as those that are 

strategic, protected, sensitive, or proprietary ensuring confidentiality, integrity, and availability. 
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This is often called the "CIA Triad," as depicted in Figure 6. Information assets may encompass 

hardware, software, data, information, or other resources that hold information. Some experts have 

expanded this model of information security and propose that it comprises four fundamental 

characteristics: confidentiality, integrity, availability, and accountability, which is also known as 

non-repudiation. Safeguarding data from unauthorized access is related to privacy while ensuring 

that data remains valid and unchanged is related to integrity. Availability pertains to making 

information (and systems) accessible to authorized individuals and processes in the required form 

and format.  

Figure 6 

The CIA triad 

 

Note. The CIA triad (Monev,2020) 

 Confidentiality, Integrity, and Availability are considered conventional information 

security goals. Enterprises with even a basic Information Security Management System (ISMS) 

prioritize the CIA-triad to achieve their goals and mitigate risks. As a result, they typically 

include the CIA-triad in their security policies and standards. However, organizations with a high 

level of security expertise, a low tolerance for risk, and a mature ISMS often supplement the 
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CIA-triad with additional security objectives (Monev, 2020). Given the heightened security 

requirements associated with this emerging technology, this strategy is particularly relevant 

when organizations utilize or develop blockchain technology. This advanced approach could also 

be beneficial in other scenarios, such as when an organization is using a complicated blockchain 

solution or when the solution is critical to supporting business operations. Using taxonomy to 

organize the components of the CIA Triad can facilitate an understanding of how blockchain 

technology can improve cybersecurity. Blockchain presents numerous security benefits, such as 

secure transactions, tamper-resistant records, and enhanced data integrity. As mentioned in 

Chapter 1, this research will use a taxonomy to categorize the methods and techniques 

blockchain technology uses to maintain the CIA triad. This taxonomy does not present an 

exhaustive list but rather some of the most frequently mentioned methods, techniques, and 

features. They become distinct components by categorizing relevant confidentiality aspects, such 

as access controls, cryptography, and anonymity. For integrity considerations, hashing 

algorithms functions are common discussion areas, while availability elements include 

distributed network architecture, data replication, and fault tolerance. Arranging the components 

of the CIA Triad via taxonomy can significantly enhance our understanding of how blockchain 

technology could bolster cybersecurity. Similarly, organizing the CIA Triad components in the 

context of blockchain through taxonomy provides a systematic approach that allows us to 

appreciate better how this innovative technology can significantly improve cybersecurity. The 

Taxonomy in Figure 7 contains three main branches that correspond to the elements of the CIA 

triad: (1) Confidentiality, (2) Integrity, and (3) Availability. 
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Figure 7 

Taxonomy of Mechanism Used to Maintain the CIA Triad 
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1. Confidentiality  

Confidentiality protects sensitive information from unauthorized use, access, or disclosure. It 

aims to ensure that data is only accessed by authorized users or systems with the appropriate 

clearance or permission. This is achieved through various security measures like access controls, 

encryption, and data classification, preventing unauthorized access or disclosure of confidential 

data. This research briefly addresses cryptography, anonymity, and access control as methods to 

maintain confidentiality in blockchains. 

1.1 Cryptography 

Preserving the security of blockchain involves safeguarding its confidentiality, which is 

deemed crucial. The application of cryptography in blockchain serves to restrict access to its 

information solely to authorized parties. Yan and Li (2020) emphasized that blockchain security 

relies heavily on cryptography as it guarantees data confidentiality, integrity, and availability. 

Through the utilization of cryptography, data encryption is possible, thereby ensuring that only 

approved individuals with decryption keys can gain access to the data.  This study discusses the 

blockchain technology use of public key cryptography, zero-knowledge proof, and digital 

signatures to ensure confidentiality. 

1.1.2-Public Key Cryptography 

  Blockchain typically uses public key cryptography to secure party exchanges. It is used to 

establish a unique digital identity for each party and ensure the legitimacy and security of the 

transaction. Using public key cryptography, blockchain facilitates secure and transparent 

communication among network participants, eliminating the need for an intermediary or central 

authority to establish trust (Fernández-Caramès & Fraga-Lamas, 2020). Public key cryptography 

employs two types of keys- both mathematically connected- namely, public and private. While 
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sharing the former with an audience without jeopardizing security is acceptable, keeping 

confidentiality is essential for securing data cryptographic protection (Yaga et al., 2018). Even 

though both keys have some correlation, determining one from the other isn't practically feasible. 

Encoding information may involve deploying either a private or public key scheme. One 

approach would entail using private keys for purposes such as decrypting content through the 

utilization of corresponding public keys. Encryption relying on public keys allows subsequent 

decryption procedures via associated private keys. 

1.1.3-Zero-Knowledge Proof (ZKP) 

 ZKP refers to a cryptographic approach that enables a participant to demonstrate the 

validity of a statement while maintaining the confidentiality of the witness and without 

disclosing any supplementary information to the verifier. The message could be related to the 

knowledge of a hash value preimage or a member of a Merkle tree, for instance. By leveraging 

ZKP, trust can be established without compromising sensitive information, which upholds 

privacy and security (Yang & Li, 2020). 

1.1.4 Multi-Party Computation (MPC) 

Multi-Party Computation (MPC)- a cryptography technique applicable in blockchain 

technology for confidential and secure data processing facilitates joint computation among 

stakeholders by preserving discretion on the respective inputs. The standard approach to 

handling sensitive data often involves entrusting it with a single entity, raising particular 

concerns regarding privacy and security risks. However, MPC enables multi-party cooperation 

toward computing any function securely while providing discrete input parameter-sharing 

mechanisms. 
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1.2 Anonymity 

Anonymity involves allowing users to use a service or resource without revealing their 

identity. The purpose of anonymity is to safeguard the user's identity and not the subject's 

(Miyamae & Matsuura, 2020).  

1.2.1 Pseudonymous addresses 

 Pseudonymous addresses are distinct identifiers utilized in blockchain networks that are not 

directly connected to the actual identity of the user.  Pseudonymous addresses ensure the user's 

privacy by creating a veil of anonymity while enabling secure transaction processing on the 

blockchain (Chen, 2018). Pseudonymous addresses are produced using cryptographic techniques 

and can be utilized to send or receive transactions without exposing the user's identity. Even 

though transactions are publicly recorded on a ledger, the actual identity of the user is usually 

obscured from other network users. 

1.2.2 Ring Signatures 

 Ring signatures enable any group member to generate a signature for the entire group while 

keeping the identity of the individual signer confidential. This provides group members with a 

higher level of anonymity than what can be achieved with standard digital signature systems 

(Mercer, 2016). 

1.2.3 Mixing Services 

Mixing services are often referred to as tumblers, and their primary purpose is to blend 

transactions coming from various users to hinder the identification of the transaction's origin. By 

amalgamating multiple transactions into a solitary transaction, mixing services makes it 
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challenging to follow the trail back to the original sender. While mixing can be accomplished 

manually, automated services are also available to provide increased security and privacy. 

1.3 Access control 

1.3.1 Blocess (Fine-grained) 

Blocess is a system that employs blockchain technology to create a detailed access 

control framework. This framework enhances trust in typically untrustworthy environments by 

enforcing a secure and reliable access control mechanism (Ding & Sato, 2020). Bloccess is a 

user-focused solution that provides a consistent method for controlling access in distributed and 

untrustworthy environments. This system ensures the security of protected environments by 

optimizing decentralized access control management. 

1.3.2 Smart Policy (Attribute-Based) 

 A smart policy is an access control policy through smart contract stored on a blockchain through 

a secure transaction. Also, because of the immutable nature of the blockchain as a record-

keeping system, once a smart policy is uploaded, it will remain permanently stored on the 

blockchain until a new one replaces it (Song et al., 2020). 

2. Integrity 

Integrity pertains to the guarantee that information, data, or systems have not been unlawfully 

altered, tampered with, or obliterated. It secures the accuracy, entirety, and coherence of 

information throughout its existence and ensures its alterations are legitimate, open, and 

traceable. Upholding integrity is crucial for preserving information's reliability and 

trustworthiness of information, prohibiting unsanctioned access or changes, and guaranteeing 

data's continuing usefulness and significance. 
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2.1 Hashing 

Hashing is a crucial aspect of blockchain technology utilized to preserve the authenticity 

of the information retained within the blockchain. Hashing refers to a procedure of taking an 

input (commonly referred to as a "message" or "data") and producing a distinct output of a 

specific size, which is known as a hash. In the context of blockchain, hashing is used to generate 

a tamper-proof record of transactions. Essentially, hashing is the process of using a 

cryptographic hash function to generate a somewhat unique digest (known as a message digest) 

for nearly any data input (e.g., a text, image, or file) -- this enables individuals to hash input data 

independently and receive the same result, proving that the data has not been altered. Even the 

slightest modification to the input (like a single bit change) will result in a radically different 

output digest (Yaga et al., 2018). Similarly, in case of uncertainty about the legitimacy or 

variation of the data received, it's possible to apply the cryptographic hash function to all 

incoming data and then compare the resulting hash value to the hash value made public. 

2.1.1 SHA-256 

SHA-256 is a cryptographic hash function that uses blockchain technology to secure 

transactions and verify their authenticity. In a blockchain, SHA-256 encrypts the transaction data 

generating a distinct hash value of fixed length, which gets appended to a block with other 

transaction details. Before adding a block to the blockchain, nodes or network participants 

undergo a verification and validation process of the transaction data. 
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Table 3 

SHA-256 Hashing 

Note. SHA-256 Hashing (Yaga et al., 2018) 

2.1.2 Digital Signature 

A digital signature is a mathematical method to verify the legitimacy of digital 

documents or messages. A valid digital signature assures the receiver that the sender claim to be 

created the statement (authentication), that the sender cannot refute sending the message (non-

repudiation), and that the message's integrity was preserved during transmission (integrity). The 

RSA algorithm is a commonly used digital signature process among many available ones. The 

features of digital signature technology make it a suitable fit for the blockchain system, 

enhancing its security and usefulness beyond its traditional applications (Fang et al., 2020).  

2.2 Consensus Mechanism 

A crucial feature of blockchain technology involves the identification of the user 

responsible for publishing the subsequent block. This is resolved by utilizing one of several 

available consensus models. In the case of permissionless blockchain networks, there are usually 

numerous publishing nodes vying simultaneously to produce the next block. These nodes 

frequently distrust each other and may only be familiar with each other through their public 
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addresses. In permissioned blockchain networks, there may be varying degrees of trust between 

publishing nodes. 

Consequently, there may not be a requirement for a resource-intensive consensus model 

(e.g., computation time, investment, etc.) to determine which participant adds the subsequent 

block to the chain. Typically, as the level of trust between nodes grows, the need for resource 

usage to establish trust decreases. In certain permissioned blockchain implementations, the 

concept of consensus pertains not only to ensuring the validity and authenticity of the blocks but 

also encompasses the entire system of checks and validations, beginning with the proposal of a 

transaction and concluding with its inclusion on a block. This research discusses the proof of 

work, proof of stake, and proof of elapsed time consensus model. 

2.2.1 Proof of Work (PoW) 

In the proof of work (PoW) consensus mechanism, a user can publish the next block by 

solving a challenging computational puzzle. The solution to this puzzle is considered the "proof" 

that they have done the necessary work. The puzzle is purposely difficult to solve, but verifying a 

correct solution is easy. This means that other full nodes can quickly check and approve any new 

proposed blocks. A proposed block will be rejected if it does not meet the puzzle's requirements 

(Yaga et al., 2018). A popular method of creating the puzzle is by setting a target value and 

requiring that the hash digest of a block header be less than that value. Publishing nodes make 

minor adjustments to their block header, such as changing the nonce, to find a hash digest that 

meets the target value. Each attempt requires the publishing node to hash the entire block header 

repeatedly, which becomes a computationally challenging process. The target value may be 

changed over time to adjust the difficulty level and control the rate at which blocks are 

published. 
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2.2.2 Proof of Stake (PoS) 

At the core of the PoS model lies the idea that users who have invested in the blockchain 

system termed a stake, are more likely to be invested in ensuring its success and less likely to 

partake in any action that may undermine it. An essential element in PoS blockchain networks is 

the quantity of stake the user owns, as it directly correlates with their capacity to release new 

blocks. In contrast to proof of work, the PoS consensus model does not mandate demanding 

computational processes requiring substantial electricity, processing power, and time. By 

requiring fewer resources, some blockchain systems have eliminated rewards for creating blocks 

altogether (Yaga et al., 2018). 

2.2.3 Proof of Elapsed Time (PoET) 

In the PoET consensus model, each publishing node requests a duration to wait from a 

secure hardware time source within its computer system. This hardware source generates a 

random waiting time and communicates it to the publishing node software. After receiving the 

random wait time, the publishing node becomes inactive. When the wait time ends, the 

publishing node wakes up and generates a block that notifies the blockchain network of the new 

block. If any publishing node is still inactive, it stops waiting, and the cycle repeats (Baliga, 

2020). 

2.3 Tamper Resistance 

Immutability pertains to an object being impervious to change or alteration over time. In 

a blockchain context, digital information stored as an encrypted ledger shares these 

characteristics. One of the main advantages of employing a blockchain system in cybersecurity 

applications is the ability to protect confidential data from unauthorized manipulation or theft 
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effectively. By leveraging its immutable qualities, stakeholders can reduce vulnerabilities 

associated with hacking attempts and achieve robust data protection and privacy standards. 

2.3.1 Timestamping 

Timestamps, in a Blockchain setting, function as unique identifiers. These identifiers are 

stored within each block and indicate the precise date and time the network mined and 

authenticated the block. The concept of Timestamps dates back to ancient occasions when 

individuals searched for methods to verify information and track documents. Simply put, 

Timestamps provide an account of when data was written onto a Blockchain while linked to its 

parent's data. Due to their transparency and immutability, they act as an assurance of the 

genuineness of their contents. Timestamping plays a pivotal role in cybersecurity blockchain by 

capturing specific date and time information about all events that occur within it. Its significance 

lies in ensuring that every transaction on the network is authentic and tamper-resistant by 

producing precise records that accurately reflect their sequence. Furthermore, appending newly 

created blocks with timestamps further enhances this integrity-verification process. Incorporated 

into the blockchain as a new block is a hash value. Any change made to transactions inside this 

specific block will immediately cause an alteration in its assigned hash value - resulting in an 

inconsistent version displayed on the blockchain database.  

2.3.2 Smart Contract 

Smart contracts are software programs integrated into decentralized blockchains designed 

to carry out specific instructions that become operative when certain conditions are met. This 

self-executing attribute is particularly appealing since it can operate in an automated, trustless 

blockchain. A smart contract is a code snippet that ensures the satisfaction of pre-determined 

terms dictated by the user (Sayeed et al., 2020). The public nature of this code enables all 
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network participants to access it. The contract functions to carry out digital transactions upon 

completion of the specified requirements within the given timeline. As a result of cryptographic 

encryption, no entity can tamper with this agreement's substance. Additionally, since each device 

linked to the network stores a copy of the contract owing to blockchain's immutable nature, an 

alternative version is always available without human intervention.  

3. Availability 

Availability to the capacity of a network or system to stay functional and accessible to 

authorized users and processes despite potential interruptions or cyber threats. This encompasses 

ensuring that vital elements such as servers, databases, and applications are functioning and 

accessible and that data can be accessed and used appropriately. Blockchain can provide high 

availability due to its decentralized nature, eliminating traditional cybersecurity systems' single 

point of failure (SPOF) issue. The decentralized and secure nature of blockchain can enhance the 

availability of cybersecurity systems. It utilizes a distributed ledger that records transactions 

securely and prevents tampering of data by malicious actors. Blockchain's network of computers 

stores several identical copies of data, ensuring that the information remains accessible even if one 

server or node fails. As a result, this redundancy feature of blockchain can improve systems' 

reliability and continuous operation. 

3.1 Distributed Systems 

Advancements introduced by blockchain technology have made it possible to design new 

cybersecurity systems models that leverage decentralization to protect against cyber-attacks. In 

contrast to centralized cybersecurity systems that rely on dedicated control points to enforce 

security measures, distributed cybersecurity systems distribute protective measures among various 
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nodes connected through the blockchain. This ensures better resilience to attacks and 

vulnerabilities as each node contributes to maintaining network security. 

 3.1.1 Distributed Ledger Technology 

  Decentralized ledger technology (DLT) is a suite of technologies that simultaneously 

offers networked database access, validation, and updating. It serves as a base to build 

blockchains, enabling viewability for changes made on records and responsible parties' identities. 

Through DLT, users can exercise more authority over data reliability while reducing the 

frequency of data audits. Additionally, DLT restricts access to only authorized individuals, thus 

adding an extra layer of security around sensitive information. 

3.1.2 Decentralized Data Storage 

A widely adopted method to guarantee data accessibility in blockchains is redundant 

storage. This approach involves keeping various replicas of the data on diverse nodes within the 

network. Consequently, in the event of a node going offline or encountering an issue, other nodes 

on the network remain capable of retrieving the data. Distributing data across several nodes or 

servers instead of keeping it in one focal point characterizes decentralization. This approach 

guarantees the accessibility and function ability of data even if specific nodes go offline or 

experience damage from malicious acts. Furthermore, decentralization provides improved 

protection against DoS attacks as the workload is dispersed across different points rather than 

centralized in one place. In this context, bad actors must assail many locations concurrently for 

an appreciable effect that can take them much longer. 

3.2 Redundant Storage 

The presence of redundancy in blockchain implies that several copies of identical data are 

spread throughout various nodes in the network. Each node maintains a replica of the blockchain 
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ledger, including information about transactional activities and network conditions. Redundancy 

is pivotal because it reinforces the dependability and ubiquity of the blockchain structure. In case 

one node malfunctions or becomes disconnected, other nodes can still gain access to data 

resources, guaranteeing uninterrupted functioning in such an event 

3.2.1 Data Replication 

As an effective means of ensuring the accessibility of data in blockchain networks, many 

opt for data replication. Copying information across various network nodes ensures that even if 

one node experiences malfunction or failure, alternative sources will still be available for 

accessing the necessary content. 

RQ3: What factors influence the adoption of blockchain-based solutions to cybersecurity? 

Despite the interest that blockchain attracts from academia and industries thanks to its unique 

features, many critics question its security, scalability, and sustainability. While some blockchain 

has proven to offer capabilities that provide confidentiality, integrity, and availability, there are 

still significant questions and issues to address before their broad adoption. This section will 

address the challenges of adopting blockchain and how it influences cybersecurity-based 

implementation. The taxonomy in Figure 8 below summarizes the relevant barriers to blockchain 

application that will be discussed in depth in this section. We categorized the issues that influence 

the wide acceptance of blockchain in cybersecurity into four categories: technological immaturity, 

security and privacy concerns, the cost of implementation and complexity, and regulatory 

uncertainty. We will also discuss additional risks associated with blockchain implementation to 

cybersecurity and how organizations can mitigate those risks. 

1. The Blockchain technology technological immaturity 



57 

 

 

 In a study conducted by Toufaily et al.( 2021),  the authors identified three main 

categories of challenges: technological, technical, environmental (external), and organizational. 

As Rogers (2003) discussed, the traditional lifecycle theory proposes that the development of 

industries or products can be categorized into four phases: introduction/pioneering, growth, 

maturity, and decline. In their study, Toufaily et al. (2021) reported that individuals interviewed 

believed blockchain is in the introduction stage of its lifecycle technology. Potential users are 

worried about its technical immaturity, legal risks, and the absence of clear business models, all 

preventing widespread acceptance. Similarly,  other researchers noted that blockchain 

technology and most of its applications have yet to pass the first stage of the lifecycle Higginson 

et al. (2019).  

For example, most proofs of concept (POCs) are experimental. Only a limited number of 

projects and models have successfully demonstrated the feasibility and practicality of blockchain 

technology in cybersecurity. Furthermore, (Wang et al., 2016) suggested that blockchain 

technology is at stage 1 of the capability maturity model (CMM), and its adoption is limited to 

innovators and early adopters. Figure 1 shows the state of development of blockchain technology 

according to Wang et al. (2016). 
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Note. Taxonomy of Barriers to Blockchain Implementation 

The BCMM (Blockchain Capability Maturity Model) is composed of four categories, which are 

explained as follows: 

Barriers to Blockchain 

Adoption 

3. Cost & 

Complexity 

2. Security Concerns 

1. Technological 

Immaturity 

Limited Adoption 

Early Stage of the CMM 

Privacy and 

confidentiality concerns 

Peer-to-Peer System 

attacks 

Private Key Management 

Gaps between development 

& Regulations 

Attacks on Consensus 

mechanisms 

Uncertainty about Regulation 

and Jurisdiction 

Development, energy , 

infrastructure costs 

Complex Interdisciplinary 

Technology 

4. Regulatory 

uncertainty 

Lack of Skilled Labor 

Figure 8 

Taxonomy of The barriers to Blockchain Adoption 
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• Network: The network category deals with the challenge of network congestion in blockchain 

adoption since each transaction is disseminated across the network. 

• The information systems category pertains to the fact that many blockchain features are not 

yet fully developed and have a lower level of maturity. 

Table 4 

Blockchain Maturity Level 

 

Note. Blockchain maturity level Wang et al. (2016) 

• Architecture: The system's architecture is unclear, as it is not specified whether it operates 

on the public internet or a private intranet. Integrating the blockchain system with existing 

information systems can be difficult because it may not be standalone. 

• Upgrading: Upgrading blockchain systems can be a challenging task as it involves making 

changes due to various reasons, such as modifications in the environment (e.g., updates to 

Internet communication protocols, computer operating systems, programming languages, 
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interfaces, and external databases), bug fixes, and improvements. Unlike other enterprise 

software upgrades, blockchain systems are distributed over the internet, making upgrading 

a complex process. Furthermore, issues related to upgrading, such as determining who 

manages and decides the upgrades, can also arise. 

• Integration: Integrating the blockchain system can be challenging, especially when it is not 

a standalone system and is integrated as a sub-system of an organizational information 

system. In such cases, two complex integration tasks must be addressed: first, importing 

previous transactions into the blockchain system is a complicated procedure, and second, 

the organizational design needs to integrate the blockchain system with the legacy systems. 

• Storage: The storage of each block in multiple locations can result in significant 

duplication, which is inefficient from a storage point of view. 

• In the computing methodologies category, many features of blockchain have not yet 

achieved a high level of maturity. 

• Standardization: blockchain is in its early stages, and there is a need to establish an 

organization to manage and develop such standards. 

• The computational complexity of blockchain systems can be inefficient since all 

computations are executed at each participating party. 

• Privacy and security: blockchain technology is rated favorably. 

Based on the Capability Maturity Model developed by Wang et al. (2016) blockchain 

technology was still in the early development and adoption stage. The model described above 

suggested that blockchain might not be ready for various implementations, including 

cybersecurity. 
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(1) Blockchain security and privacy concerns 

Blockchain technology is perceived as having the potential to change many industries. 

However, many researchers pointed out that significant concerns about its privacy and security 

exist. Despite the risk from different implementations, some issues are universal to blockchain 

technology and its operational principles König et al. (2020). Because blockchain is built on 

cryptographic technologies, it is often considered inherently secure by design. However, 

cryptographic features alone are not sufficient to withstand all cybersecurity threats. According to 

König et al. (2020), they are four major cybersecurity threats that should be considered regarding 

blockchain. These threats include attacks or threats on the consensus mechanism, the lack of 

confidentiality and privacy, the management of private keys, and intelligent contract risks. 

Attacks on the consensus mechanism 

 The consensus mechanism is an essential aspect of every blockchain to determine whether or 

not blocks are part of the chain and, therefore, the direction in which it progresses. In public, 

permissionless blockchains that lack centralized authority and balances, the consensus mechanism 

replaces the concept of "trust." When a system depends on a single component, the security of that 

component becomes essential. The following are some examples of consensus protocols and 

threats associated with them. 

• The 51% attack is a method of attacking a blockchain application's consensus algorithm, 

which involves an attacker trying to gain control of the majority of nodes or more than 50% 

of the network's total computational power. By doing so, the attacker can reject legitimate 

blocks from being added to the chain, introduce malicious content or even overthrow the 

consensus algorithm. This technique is also referred to as consensus hijacking. The 51% 

attack can cause a significant threat to availability and integrity (Fernández-Caramès and 
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Fraga-Lamas, 2020). The threat landscape of 51%-attacks differs in permissioned 

blockchains due to the higher level of trust among members, which is based on the 

authentication process. In such blockchains, where a central authority grants permissions, 

the likelihood of this attack is more severe as it could be initiated by an insider threat, where 

an administrative entity gains blockchain control Davenport et al. (2018). 

• Proof of work vulnerabilities: While creating a new valid block, miners must expend effort 

by providing mathematical proof. As blockchains age, the cumulative hash power in the 

network grows, resulting in increased computational costs for individual miners as the 

difficulty level rises. Additionally, hash computation usually has a limited time frame, 

which could challenge miners to complete within the given window (Fernández-Caramès 

& Fraga-Lamas, 2020). In PoW, difficulty adjustment ensures a steady flow of blocks into 

the blockchain. However, attackers can exploit this by creating and discarding blocks at 

certain times to influence the difficulty adjustment algorithm, disrupting the network. 

• Proof-of-stake (PoS) vulnerabilities: Proof-of-Stake (PoS) was implemented to address the 

evident weaknesses of Proof-of-Work (PoW). This new approach effectively curtails 

energy consumption, rendering it a more ecologically sound option. It also results in a 

significant boost in the thresholds required for majority attacks König et al. (2020). In PoW, 

difficulty adjustment ensures a steady flow of blocks into the blockchain. However, 

attackers can exploit this by creating and discarding blocks at certain times to influence the 

difficulty adjustment algorithm, disrupting the network. 

• Blockchain Forks: A Blockchain fork is when the current chain is divided into separate 

parts, resulting in multiple forks originating from the Genesis Block. There are various 

reasons for forking a blockchain, including network-wide upgrades adopted by nodes at 
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different rates or technical issues. Though most forks are not carried out with malicious 

intent, they create inconsistencies that can be exploited by adversaries to generate 

uncertainty, fake transactions, and undermine trust in the network (König et al., 2020). 

Also, The Fork Problem refers to a scenario in which nodes within a network reach 

different levels of agreement, resulting in a chain division. In the event of a fork, a window 

of possibility emerges for various forms of malicious activity or assaults as long as the state 

remains inconsistent (Lin & Liao, 2017). 

Design and architecture-related risks: Privacy and confidentiality breaches 

 Transactions on blockchains may be anonymous, but this does not ensure their privacy and 

security. This is applicable even in permissioned blockchains, where not all data may be accessible 

to all participants. As the number of access points increases, the risks associated with physical and 

logical access to data through private keys become more acute. To mitigate this, proper blockchain 

design can restrict access to specific data, even for participants with legitimate rights on the chain. 

Despite attempts to protect data through hashing, detailed metadata may still be accessible to 

network participants. Monitoring this metadata can potentially disclose the nature and volume of 

activities associated with a public address on the blockchain network (Santhana and Biswas, 2017). 

Organizations should, therefore, carefully assess their blockchain structure to ensure that sensitive 

data is not exposed. 

Private Key Management Risks 

 Blockchains use the concept of cryptography involving private and public keys. Keys ensure 

security by preventing reverse-engineering to derive secret keys. Access to information depends 

on the public and private keys, even if the consensus mechanism controls the blocks' immutability 

on the chain. Digital assets could become irretrievable if the private key is lost. Additionally, 
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malicious individuals can compromise private keys, use phishing or dictionary attacks, or exploit 

vulnerabilities in the blockchain client software to gain control over participants' accounts and 

associated assets (Prewett et al., 2019). 

Smart contract vulnerabilities 

A smart contract is a computer program that automatically executes agreements between 

parties without further human involvement. After being deployed on the blockchain, a smart 

contract cannot be edited or updated for security patches. Program developers must deploy solid 

security measures to prevent potential exploitation. However, patch vulnerabilities have caused 

significant security concerns in recent years. The Decentralized Autonomous Organization (DAO) 

attack and the Parity Wallet attack have resulted in millions of dollars lost due to simple coding 

like “naïve bugs” in the smart contract code (Sayeed et al., 2020). Blockchain applications and 

peer-to-peer systems attacks are additional threats to blockchain security that could threaten the 

safety of digital assets. 

Blockchain application-oriented attacks 

A blockchain application-oriented attack is targeted at the application layer of the blockchain 

system to exploit vulnerabilities in the system’s code, design, or configuration. These attacks can 

manifest in various forms, including replay attacks, intelligent contract vulnerabilities, time 

jacking, or overflow attacks (König et al., 2020). 

• Replay attack: a replay attack is an attack where an unauthorized fraudulently repeat or 

delays transmission. In a blockchain context, the attacker will intercept and record a valid 

transaction and resubmit it to the network or a different one. The attacker aims to exploit 

the vulnerability, gaining access to sensitive information. 
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• Timejacking is an attack that carries considerable ramifications for blockchain networks. 

In this context, an attacker attempts to manipulate the time of one or more network nodes, 

introducing a lack of synchronicity vis-a-vis the broader blockchain network. A time-

jacking attack aims to change timestamps on blocks and transactions. Such activities may 

cause the node to unsynchronized with the rest of the blockchain. This could allow 

malicious individuals to execute double spending schemes (Saad et al., 2019). 

• Overflow attacks: An overflow attack happens when someone intentionally inputs a value 

that surpasses the system's capacity to handle, leading to the blockchain's malfunction and 

a possible compromise of its integrity. Such an attack can also occur during mining in 

proof-of-work blockchains when miners solve complex cryptographic puzzles to append 

new blocks (König et al., 2020). If a miner submits a solution that exceeds the maximum 

allowable value, it may trigger an overflow attack, which could lead to system exploitation 

or crashes. 

Peer-to-peer System Attacks 

• Selfish mining: Selfish mining is a potential attack on blockchain networks where miners 

collaborate to increase their chances of earning rewards by selfishly withholding valid 

blocks from the rest of the network. This tactic allows the selfish miners to gain an unfair 

advantage over other miners and potentially control the blockchain. 

• Sybil attacks: Sybil Attack on a peer-to-peer network operates by exploiting the identity of 

nodes. In a blockchain network, nodes receive information from other nearby nodes, and a 

malicious actor can generate numerous false identities. By doing so, the attacker can 

redirect all incoming connections from a targeted victim node to themselves. Once the 
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victim is surrounded and isolated from authentic nodes, the attacker can disseminate false 

and misleading information. 

2. Cost of Implementation and Complexity of the Technology 

Investing in new technology requires substantial initial investment and costs associated 

with learning how to use and implement new technology. Toufaily et al. (2021) reported in 

their survey that respondents mentioned the high cost of implementation as one of the most 

significant barriers to implementing blockchain. Also, researchers have suggested that more 

costs are associated with data storage as transaction increase. At the same time, members might 

be unwilling to invest the required resources if the financial rewards are insignificant. Also, 

According to a global survey on blockchain conducted by Deloitte, implementing blockchain 

can be challenging due to complexities related to moving from legacy IT systems to 

blockchain-based solutions (Pawczuk et al., 2018). Organizations opting for this move will 

incur significant expenses making its adoption a daunting task. The organization faces various 

costs, including development, infrastructure, and energy costs. Development cost is concerned 

with the cost associated with hiring skilled developers and additional expenses related to 

developing smart contracts and other essential elements. In the other hand, infrastructure cost 

is concerned with setting up and updating nodes. Then energy costs are related to the energy 

required to run the blockchain (Toufaily et al., 2021). 

 Swan (2017) suggested that due to the interdisciplinary nature of blockchain technology, 

which encompasses fields such as cryptography, computer science, economics, and game theory, 

even fundamental concepts are challenging to comprehend conceptually and technically. This 

complexity significantly hinders effective decision-making, adoption, and use of the technology. 

This assertion aligns with established theories on the subject. 
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3. Regulatory Uncertainty 

 As a technology with the potential to disrupt the technology field, there is often a gap in 

developing regulations. Indeed, according to Pawczuk et al. (2018) bout 39% of respondents to a 

survey mentioned “ regulatory issues” as the most significant factor preventing firms from 

investing in blockchain technology (Pawczuk et al., 2018). Further, blockchain ledgers reside on 

nodes across different locations and could be subjected to various state or regulatory frameworks 

and international jurisdictions. These concerns highlight the need for new regulations that can 

effectively deal with legal issues arising from this relatively new technology and its 

implementation across various legal and commercial environments. Moreover, the lack of precise 

regulation, especially cybersecurity, creates uncertainty that inhibits businesses' willingness to 

adopt blockchain for cybersecurity purposes. Also, the lack of regulation creates accountability 

and liability concerns, making it challenging to determine the responsibilities in the event of a loss. 

Laws and regulations could impact the pace of blockchain technology development. Generally, 

regulators have shown a favorable attitude toward the technology. However, as the technology 

operates across borders, establishing international regulatory principles and collaboration between 

regulators is crucial (Prewett et al., 2019). 
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Figure 9 

Barriers to Investment in Blockchain 

 

Note. Barriers to investment in blockchain (Pawczuk et al., 2018) 

Risks Associated with Blockchain Cybersecurity Applications 

Blockchain technology has many features that can improve many digital asset security aspects. 

However, some of these features present weaknesses that must be addressed and evaluated to 

determine the potential threats. These threats would represent additional barriers to blockchain 

applications for cybersecurity. This study will discuss features and components, including 

decentralization, confidentiality, availability, endpoints, and smart contract. 

• Decentralization: The primary risk associated with decentralized technology lies in its 

distributed nature. From the security governance perspective, managing incidents and crises is 

a complicated affair due to the relaxed controls over the infrastructure. Traditionally, security 

governance has been an individual responsibility and not a transparent and collective one, 

making it challenging to balance the novel business models that blockchain technology 

supports and their security governance. It is a trial-and-error process that does not have a set 
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formula or research to rely on currently. Furthermore, data security can be significantly 

impacted by decentralization. As all the participating nodes have access to the data stored on 

the blockchain, personally identifiable information (PII) and protected health information 

(PHI) should not be stored there. 

• Confidentiality: The enforcement of privacy poses a significant challenge in public 

blockchains, where the information is accessible to all. While some of the data stored on the 

chain can be encrypted, all of it can't be encrypted, and even though homomorphic encryption 

shows promise, it's still not commonly available. 

• Endpoints: Ensuring endpoint security, specifically regarding managing cryptographic keys, is 

closely linked to confidentiality concerns. Therefore, it's not unexpected that public chains are 

the most vulnerable regarding endpoint security. Specifically, permissionless public 

blockchains pose the highest risk to end users. All stakeholders must be aware of the risks 

associated with transacting on the blockchain in such constructs, and strong user awareness is 

essential in mitigating these risks. 

• Availability: Availability is critical when evaluating various blockchain technologies, each 

exhibiting unique strengths and risks. Private chains are notably more vulnerable, owing to 

their smaller number of validating nodes and the presence of an entity responsible for access 

control. This entity can become a single point of failure, which can impede on-chain operators 

even though nodes remain available. 

• Nodes: Nodes can pose a security threat, particularly in permissionless blockchains, where 

they are more vulnerable and not directly managed by any organization. As a result, securing 

these nodes can be challenging, such as patching or enforcing certain operating conditions. 



70 

 

 

• Smart Contrasts: Smart contracts pose a significant risk in terms of both availability and 

confidentiality. It is crucial to ensure secure coding practices and third-party auditing of smart 

contracts before their release on a blockchain. This risk is particularly pronounced in 

permissionless blockchains, as KYC procedures in permissioned chains decrease the 

likelihood of a validated user attempting to attack the smart contracts. 

Table 5 

Barriers to Blockchain Adoption 

No Barriers blockchain adoption References 

 1. Technological Immaturity 

• Blockchain is still at an early stage of its lifecycle( 

Stage 1 of CMM) 

• Adoption is limited to early adopters 

(Toufaily et al., 2021), (Higginson et 

al., 2019) 

(Wang et al., 2016) 

 2. Security Concerns 

• Privacy and confidentiality concerns 

• Attacks on consensus, Application-oriented 

attacks, peer-to-peer system attacks 

• Smart contract vulnerabilities 

• Private key management 

(König et al., 2020) (Fernández-

Caramès & Fraga-Lamas, 2020) 

(Davenport et al., 2018) (Lin & Liao, 

2017) (Santhana & Biswas, 2017) 

(Prewett et al., 2019) (Sayeed et al., 

2020) (Saad et al., 2019) 

 3. Cost of Implementation and Complexity 

• Development costs, energy costs, infrastructure 

costs 

• Complex interdisciplinary technology technology 

• Lack of skilled labor 

(Toufaily et al., 2021) (Pawczuk et al., 

2018) (Swan, 2017) 

 4. Regulatory uncertainty 

• Gaps between the development of the technology 

and regulations 

• Uncertainty about jurisdiction and regulatory 

framework  

(Pawczuk et al., 2018) (Prewett et al., 

2019) 

Note. Summary of the barriers to blockchain adoption with references. 
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How to manage blockchain cybersecurity risk? 

A risk can be defined as the probability that a threat would take advantage of the threat and 

that this will result in a breach (NIST, n.d). An organization that plans to deploy blockchain as 

a cybersecurity solution must perform a risk assessment to determine potential risks associated 

with deploying this technology (World Economic Forum, n.d). Blockchain projects are 

recommended to follow the same framework the National Institute of Standards and 

Technology (NIST) “Guide for Conducting Risk Assessments, 2012” (NIST 800-30) 

organizations use to deploy information technology systems, including blockchain—figure 10. 

Show an overview of the NIST Risk Assessment framework. 

Figure 10 

NIST Assessment Strategies 

 

Note.  NIST Risk Assessment Strategies (Joint Task Force Transformation Initiative, 2012) 
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Step 1: Define Security Objectives 

This step of the risk assessment sets the tone for the following steps. Organization leaders 

have to figure out the key security objectives to foster. They should also define the importance of 

confidentiality compared to availability and evaluate the importance of anonymity. Defining the 

goals also means that decision-makers must determine if other systems can offer similar or better 

benefits. 

Step 2: Perform Threat Assessment 

An evaluation of potential risks can assist the organization in understanding the protective 

measures required for the blockchain solution against various incidents, such as unintentional 

human errors, natural calamities, and deliberate cyber assaults. Classifying the threats based on 

their capabilities and motives can aid in assessing the likelihood of disruption. For instance, a 

government department may possess the necessary skills but not have any intention to target a 

specific blockchain. Conversely, hacktivists may aim to damage an organization's reputation but 

may not have the expertise to bypass particular security measures. 

Step 3: Perform Vulnerability Assessment 

Conducting a vulnerability assessment enables the project team to understand the potential 

weaknesses of the blockchain solution that could be exposed to attackers and lead to unfavorable 

consequences in the future. It is challenging to pinpoint vulnerabilities, and all organizations must 

conduct regular penetration tests on all elements of their implemented blockchain solutions. 

Particular emphasis should be placed on testing smart contracts. Establishing a secure coding 

process for smart contracts at an early stage is crucial to minimize the number of vulnerabilities. 
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Step 4: Define Risk probabilities 

Assigning probabilities to potential risks enables their prioritization. Risks arise when 

vulnerabilities and threats intersect, as previously defined. The prioritization of risks is determined 

by assessing the likelihood of specific vulnerabilities intersecting with particular threats and then 

evaluating the severity of the impact. Managing a highly impactful risk with a low probability of 

occurrence differs from managing a moderately impactful risk likely to happen frequently. Figure 

11. provides a matrix that can be utilized to establish the priority of risks associated with 

implementing blockchain solutions. 

After identifying potential risks in the project, the next step is to address each separately. There 

are four approaches to managing individual risks, as depicted in Figure 8 - Strategies to manage 

risk. 

Figure 11 

Risk Probability Matrix 

 

Note. Risk probability Matrix 

Step 5: Decide what to do with each Risk 
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Although this method provides the best risk control, it is generally expensive and is 

recommended for high and critical risks. 

Figure 12 

Strategies to Manage Risk 

 

Note. Strategy to manage risk 

• Mitigate or decrease the risk. This involves dealing with the threat and vulnerability directly 

to limit its impact. In the case of blockchain, containing the impact can be more challenging 

than with other technologies, and it may be more effective to focus on reducing vulnerabilities 

and deterring threats. 

• Accept the risk. Acknowledge its existence and budget for it should it materialize. This 

approach is best advised for low to medium risks. 

• Avoid the risk. Re-work the systems approach to eliminate the specific security challenge. 

Avoiding the risk generally involves trade-offs and accepting the removal of functionalities or 

solution users. 
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• Transfer the risk. To address the risk, involve a third party, such as an insurance company or 

an external service provider. 

Due to the complexity of blockchain, using external expertise to develop a solution and another 

entity to review and audit its results is highly recommended. 

Summary 

This chapter discussed the challenges that might prevent the widespread implementation 

of blockchain in cybersecurity. We divided this barrier into four categories: technological 

immaturity, privacy and security concerns, cost of implementation, and complexity and regulatory 

uncertainty. Additionally, we address the risk associated with integrating blockchain as a 

cybersecurity solution based on the NIST framework and how to mitigate these risks. 
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Chapter V: Results, Conclusion, and Recommendations 

Introduction 

This chapter addresses the main takeaway from this explorative research. We investigated the 

efficacy of using blockchain technology to enhance cybersecurity through a qualitative study 

aiming to explore the views held by industry specialists and academics. This section analyzes 

collected information to discover relevant patterns and recurring themes. This section presents a 

comprehensive overview of our research findings, highlighting potential opportunities for utilizing 

blockchain technologies to improve cyber defense systems. In this chapter, we suggest future 

research directions and provide recommendations and a conclusion to this study. 

Results and Discussion  

 The first objective was to explore the use of blockchain-based solutions in cybersecurity. We 

can detect some patterns in this research field of research. Figure 3 illustrates the most researched 

themes on this topic. 24% of the paper surveys had IoT as the central theme, followed by data 

storage with 9% and network. These results are consistent with a comprehensive report by Taylor 

et al.  (2020), where the most recurrent theme on this topic is the Internet of Things, data storage, 

and network security. As a result, this research was mainly focused on exploring how blockchain 

technology has impacted these areas of cybersecurity. The following points discuss some of our 

main findings: 

• Blockchain is used in various scenarios to provide improvement where traditional security 

systems fail to counter complex cyber threats. One of the strongest arguments for 

blockchain is its ability to eliminate the single point of failure issues that traditional 

centralized systems face, as mentioned by Kshetri (2017) and Coward (2017).  This 

argument is valid for IoT, data storage, or blockchain-based solutions as they all possess 
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weaknesses linked to their reliance on centralized systems. For example, IoTs allow a 

greater address space for devices. Indeed, according to Vailshery (2017), the number of 

IoT devices connected globally is expected to reach 30.9 billion units by 2022, increasing 

concerns about their security. Blockchain technology allows larger addresses than the Ipv6, 

eventually reducing the likelihood of address collision and eliminating the need for a 

centralized authority like the Internet Assigned Numbers Authority (IANA), which 

currently allocates global IPv4 and IPv6 addresses. Besides, blockchains have been used 

to provide lighter weight secure communication protocols. HTTP, XMPP, and MQTT 

protocols are not inherently secured (Khan and Salah, 2018). These protocols are 

complicated and require extensive computation and memory. 

Moreover, another area of cybersecurity that could be positively impacted by blockchain 

is malware detection. For example, a blockchain-based anti-malware developed by Noyes 

(2016) improves viral pattern detection and fault tolerance. Further, blockchain has been 

heavily implemented to secure supply chain transactions by allowing decentralized tamper-

proof record creation. Moreover, our secondary aim is to scrutinize the mechanisms 

deployed by blockchain to uphold the Confidentiality, Integrity, and Availability (CIA) 

triad. We have ascertained that blockchain technology offers a spectrum of measures to 

ensure confidentiality. 

• Since confidentiality pertains to safeguarding information from unauthorized disclosure, 

blockchain technology leverages techniques such as public key cryptography, anonymity, 

and access control. While cryptography can guarantee that data is indecipherable, 

anonymity can preserve the anonymity of transactional participants. Ultimately, access 
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control can proficiently allocate the requisite privileges to users in a permissioned 

blockchain network. 

• Integrity protects information from being altered or tampered with; thus, methods like the 

hashing algorithm consensus mechanism allow blockchain to resist unauthorized 

modification. One significant feature of blockchain technology is detecting unauthorized 

alterations of a block's data through hashing. Consequently, attempting illegitimate 

changes to information contained within this ledger will ultimately become futile because 

the entire network promptly becomes aware of such attempts. Likewise, timestamps in a 

blockchain network record when data was added to a block and link it to its parent block, 

creating an immutable and transparent record of the data's authenticity. Timestamping is 

crucial in cybersecurity blockchain, as it captures the precise date and time information 

about all network events. 

• As discussed earlier, the main advantage of using blockchain lies in its likelihood to attempt 

to bring it down with its decentralized architecture blockchain can maintain high 

availability. Each node maintains a replica of the distributed ledger in a blockchain 

network. Consequently, the decentralized nature and distribution of this technology 

guarantee that if some nodes collapse or become susceptible to attacks, the entire system 

will persist in operating without interruption until enough operational node exists. 

Despite its potential to enhance all aspects of the CIA triad, the widespread application of 

blockchain technology in the cybersecurity domain has been impeded by a range of obstacles. Our 

inquiry has revealed that significant issues include technological immaturity, privacy and security 

concerns, high cost and complexity, and regulatory hurdles. 
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• Recent studies have indicated that blockchain is still in the early stages of development, 

and its adoption is limited to early adopters. Moreover, many confidentiality issues arise 

from permissionless networks that allow information to be accessible to all participants. 

• The costs associated with implementing the technology can fall into several categories--

upfront investments in hardware and software and ongoing maintenance expenses--which 

can present significant hurdles for organizations looking to adopt blockchain systems. 

Given their resource constraints, small and medium-sized enterprises may face unique 

difficulties confronting these obstacles. Given the high demand for skilled labor in 

cybersecurity, incorporating blockchain technology faces a significant challenge due to 

limited supply. Furthermore, regulatory and legal barriers may slow its adoption in this 

domain. The evolving nature of regulation surrounding blockchain further complicates 

organizations' ability to interpret requirements, leading to delays or discontinuation of 

projects. For blockchain to see substantial integration within cybersecurity applications, 

measures must be taken to tackle the accompanying obstacles. 

Recommendations 

As of the end of 2017, the maturity level and enterprise applicability of blockchain technology 

were called into question by professionals. We believe that these are still valid today. Besides, the 

lack of tangible evidence demonstrating substantial benefits increases concerns regarding 

economic feasibility. Therefore cybersecurity professionals need fully grasp the concept of 

blockchain technology and find a clear purpose for their organization. The decentralized nature of 

blockchain governance presents challenges as decision-making is not straightforward, especially 

when accountability is distributed. We proposed the following principles for cybersecurity 

professionals to follow before considering blockchain implementation: 
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• Organizations should identify a problem and determine if their security issues require 

blockchain-based solutions. Blockchain technology is unlikely to be a practical solution if no 

legitimate need exists. Companies must truthfully assess their risk-reward appetite level of 

knowledge and potential benefits. They should also evaluate the potential impact of any project 

on their organizations. Table 6 below evaluates the costs and benefits of blockchain-based 

cybersecurity implementation according to this study. 

• To effectively adopt blockchain technology as a cybersecurity solution, companies must 

establish a clear mandate and commit to a path toward implementation. This involves carefully 

selecting a relevant use and evaluating its capacity to execute it. Having adequate economic 

and technological resources is crucial to ensure successful implementation. 

Table 6 evaluates the cost and applicability of blockchain in cybersecurity. The notion of 

applicability pertains to the prospective advantages linked to adopting blockchain-based 

cybersecurity mechanisms. In contrast, cost encompasses the resource-intensive nature of 

incorporating blockchain into organizational systems.  

Table 6 

Evaluation of cost and benefits of blockchain implementation 

 Confidentiality Integrity Availability 

Applicability Low to Medium   High Medium to High 

Cost      High Medium      Low 

Note. Evaluation of cost and benefits of blockchain implementation 
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Conclusion 

The present study explored the feasibility of applying blockchain technology in 

cybersecurity, specifically for IoT, data storage, and network security. Blockchain technology 

presents numerous advantages in these areas, including eliminating a single point of failure and 

offering secure communication protocols. Additionally, this research examined how cryptography 

methods such as hashing algorithms and distributed ledgers guarantee confidentiality, integrity, 

and availability as part of the CIA triad, despite numerous benefits relating to digital trust, adaptive 

hostility, and more. Widespread adoption is limited due to technological immaturity, high-cost 

complexity, and regulatory obstacles. Utilizing blockchain-based solutions within cybersecurity 

necessitates a detailed analysis of their applicability to an organization's needs, clearly defining 

their implementation's purpose and navigating any challenges. While acknowledging the vast 

potential advantages offered by blockchain technology in ensuring secure networks, companies 

must weigh whether its adoption aligns with their specific security requirements. 
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