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Abstract 

Internet of things has been a dream for many people in the beginning of the internet, today IOT 

devices are in every sector, healthcare being a major player because of the benefits as quality 

care for patients and easing the work for providers but on the other hand, it poses security threats 

to the patients and organizations, it is imperative to point out the best way to balance between the 

risks and opportunities that IOT creates for the sector; in this research, vulnerabilities and prior 

studies as well as ways to fix these weaknesses will be presented, it is also worth noting that due 

to the length of IOT vulnerabilities, the common ones will be discussed .     
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Chapter I 

Introduction 

Introduction 

 The term ‘Internet of Things’ was coined in 1999 by the computer scientist Kevin 

Ashton. While working at Procter & Gamble, Ashton proposed putting radio-frequency 

identification (RFID) chips on products to track them through a supply chain [1]. Internet of 

things have explored in the last years with the rise of internet usage in the world, one of the 

sectors that have seen a tangible increase is health care sector, it comprises from wearable 

devices that helps patient monitoring and disease tracking to imbedded systems. The Internet of 

Things (IoT) is a new technology that offers improvements and better solutions in the medical 

field, such as accurate medical record-keeping, sampling, device integration, and causes of 

illness [2]. However, with all benefits in place, there is an apparent risk comes with the devices 

connected to the internet, according to a 2020 special report by the ECRI Institute, when 

considering the top 10 health technology hazards, remote access was identified as the top 

technical risk in healthcare, which could interrupt the flow of data, alter or degrade the device’s 

performance, or expose protected health information. [3] Moreover, Researchers reported attacks 

such as eavesdropping on wireless communication or controlling other devices on insulin pumps 

and security breaches in implantable medical devices in order to alter the expected treatment [4]. 

to combat such tragedy from happening to patients, Health Insurance Portability and 

Accountability Act (HIPAA) have mandated technical safeguards to be in place for electronic 

protected health information (e-PHI), and many countries introduce similar acts and regulations. 

Compliance with such regulations, on the other hand, is now focused on audits and is rarely 

monitored on a continuous basis. One solution is to link data flowing through multi-layered, 

https://www.smithsonianmag.com/innovation/kevin-ashton-describes-the-internet-of-things-180953749/#:~:text=Kevin%20Ashton%20is%20an%20innovator,and%20Discovery%2C%20out%20January%2020.
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interconnected IoT healthcare systems to information about the safeguards in place. This could 

enhance audits by allowing for real-time compliance checks [5]. 

Historical background 

Fig. 1. [6] State of the Connected World 2020 Edition INSIGHT REPORT DECEMBER 2020 
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Problem Statement 

Internet of things brought many benefits to the health care but at the same its downside 

stands out in the secuirty of these devices which would create more problem to the individual 

and organization level. IOT devices pose a great risk to the individual life and healthcare 

organization as bad actor can take control of oxygen monitoring machine and lower the oxygen 

level. Hackers can manipulate Pacemakers; they can play with Insulin pumps and 

increase/decrease the level, this can be a real threat that can result loss of life; on top of that, 

hackers can have access to patients’ private information and their Location. 

Nature and Significance of the Problem 

IOT security becomes imperative as the adaptations increases, the study shows  

Objective of the survey that 80% of organizations experienced cyberattacks 

on their IOT devices in 2018, and in 2019 eight in ten organizations have experienced a 

cyberattack on their IOT devices, of those organizations, 90% experienced an impact as a result 
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of the cyberattack, including operational downtime and compromised customer data or end-user 

safety, However, the survey finds that 26% of the organizations did not use security protection 

technologies [7].  This is concerning data for healthcare providers and patients who are assessing 

the risk of exposing themselves to IoT devices. In 2018 At the RSA Conference USA, hackers 

“killed” (simulated) patients without the doctors even being aware that the operating room had 

been hacked [8]. The simulation was there to proof the seriousness of the matter that a patient 

who is undergoing surgery for life saving purpose or fixing of health related issue can die in the 

hands of caregivers due to IOT device vulnerabilities without the knowledge of healthcare 

providers in the room, the goal of the simulation was that healthcare providers should not only 

worry of the compliance of HIPPA but also the safety of their patients. What's more troubling is 

the medical devices such as pacemakers, implantable cardioverter defibrillators, insulin pumps, 

defibrillators, fetal monitors, and scanners are becoming more vulnerable and hospitals 

increasingly rely on these devices that communicate to one other, hospital medical record 

systems, and the Internet [9].  The impact of ambulance delays (due to rerouting around the 

marathon) on patient care, resulting in a statistically significant increase in 30-day mortality 

rates, was weighed in an article published in the New England Journal of Medicine of delays of 

emergency care and mortality during US Major Marathons [10]. The relevance of the data to this 

research is that, if people died due to an increase in the length of the ambulance ride, then it is 

highly possible and reasonable to die in the distributed denial of service attacks or any other 

attack that can disrupt a timely care delivery to those who need it; on top of that, the risks of OIT 

devices is accompanied by increased risk of patient privacy as these devices can enable 

unauthorized access and misuse of personal information. The fact is that privacy is challenging 

to understand and guarantee in a world where more and more smart devices collect data, share it, 
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and monetize it [11]. Because IoT devices are producing significantly vast quantities of highly 

sensitive data, it is imperative that before building a smart healthcare system to consider 

numerous security and privacy concerns: the availability of all essential information when 

needed; effective and reliable surgical and diagnostic processes that help achieve this goal with a 

low error rate, high precision, and low cost; and access to internal and external resources as 

needed [12]. 

Objective of the Study 

In the research, I would like to take the following approaches: 

● Research IOT vulnerabilities and Threats in the healthcare sector. 

● Study literature review and see what others have done to solve the issue. 

● Describe the shortcoming of the previous efforts  

● To see how existing regulations, certifications help to address those vulnerabilities  

● Provide recommendations and mitigation techniques.  

Study Questions/Hypotheses 

The research is about vulnerabilities of IOT devices in healthcare sector and would like to 

answer the following research questions   

⮚ What role do IOT devices play in healthcare sector? 

⮚ What are the vulnerabilities and threats of these devices and the effects on individuals 

and organizations if compromised?  

⮚ What are the mitigations techniques of the threats? 

⮚ How can healthcare organizations balance the benefits and risks associated with IOT 

devices 
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Limitations of the Study   

This research is intended to outline common vulnerabilities in Healthcare ITO devices 

and would not present all weakness in the devices or weakness of all devices that used in 

healthcare sector, the paper would brush off available research study in the field, and forward 

some of the mitigation techniques available. Since, the project is systematic literature review, no 

experiment was conducted to analyze the data collected. 

Definition of Terms 

IOT: internet of things 

Vulnerabilities: any weakness that can be exploited by bad actor. 

Threats: something that cause damage or harm. 

Mitigations: reducing the overall risk or impact. 

DOD: distributed denial of service attacks. 

Hacker: a person uses his/her technical skills to gain access to data. 

Pacemaker: a medical device implanted under a person’s skin, with wiring going down to their 

heart and helps regulate abnormal heart rhythms. 

ICD: (implantable cardioverter defibrillator) a battery-powered device placed under the skin that 

keeps track of your heart rate. 

Shodan stands for Sentient Hyper-Optimised Data Access Network, it is a search engine 

designed to map and gather information about internet-connected devices and systems.  

HIPAA: Health Insurance Portability and Accountability Act. 

Summary 

IOT devices are very common in the health care sector, it helps service delivery objective and 

improved patient results but on the other side brought extra burden on healthcare managers in 
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terms of security and privacy, the aim of this research is to highlight weakness in those devices 

and explore ways to mitigate those risks, the solutions would be to balance the risks and benefits 

at the same time to achieve the desired goal. 
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Chapter II 

Background and review of literature 

Introduction  

 The discussion in this chapter would be around the background of the research problem 

by addressing the tangible effects of the research problem to humans and assets to show the 

importance of addressing the issue and the need for the sustainable solution as well as the 

reviewing the previous writings related to the problem and methodology.  

Background Related to the Problem 

Nowadays Internet of Things (IoT) is widely adopted in many applications that its 

importance is extending in our daily life. The IoT technology is also developing in the healthcare 

monitoring system for providing effective emergency services to patients [13]. Internet of things 

devices help healthcare sector in many ways, like monitoring patients and even protecting other 

medical devices and figuring out their real time locations when needed, for example wheelchairs 

and oxygen pumps but with all the benefits comes at a cost of risking patient information and 

even their safety if not well safeguarded, there are potentially significant concerns associated 

with the Internet of Things. Boundaries erode or become harder to establish and protect when 

there are so many interconnected things. The weaknesses of systems become increasingly serious 

as they get more intertwined, interdependent, and sophisticated. Any interruption or corruption in 

critical systems could result in property damage or, in the worst-case scenario, death. However, 

concerns about security, privacy, and user interface standardization are increasingly important 

[14]. 

While IoTs has many advantages, it also brings with it an increased risk of security 

breaches and vulnerabilities in medical systems. It's for these reasons why this has happened: 
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Patients' vital information is the primary goal of clinical instruments, which are used to acquire 

and communicate data; the IoTs phenomena produces inconsistencies and complexities; and 

medical IoTs device producers disregard security considerations. The aforementioned 

considerations have led to an increase in the number of people worried about the Confidentiality, 

Integrity, and Accessibility (CIA) of information. Examples of IoTs applications in medical 

include programs and equipment that monitor and manage an individual's vital signs. Although 

these techniques may be exposed to security issues e.g., privacy, authorization and verification 

threats. Cybersecurity has become a big issue in the medical business. Device weaknesses might 

be used by hackers to compromise the IoTs framework. When it comes to resolving attacks, 

standard security standards are irrelevant because of the limitations of medical technology [15]. 

IoT medical sensors are meant to collect data on a patient's status in real time, and hospitals 

receive this information to help their patients as part of their healthcare monitoring and data 

analysis. However, because IoT-based healthcare infrastructure is integrated with traditional IT 

infrastructure and operations, new risks may arise. Along with its unclear set of functionalities, 

the Internet of Things as an Emerging Technology will face numerous security issues. [16]. The 

underlying problem here is that even though IOT devices’ known weakness, they are also 

connected or impeded into other IT systems and if the IOT device’s vulnerability is exploited, 

the impact will touch other systems and same time, the challenge expands to the little solutions 

available to solve the problem.  

The health-care dilemma is that, most IoT devices and other healthcare services rely on 

wireless networks such as WI-FI, which are considered to be potential targets for attackers due to 

their simplicity, high availability, and low cost. On the other hand, the majority of IoT 

Healthcare devices are internet connected. A smart wearable temperature sensor or heart monitor 
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which is connected to the internet, for example, can alert the caregiver based on the patient's 

status. When the user is at home, the wearables are connected to the home network, and when he 

or she is at work, they are connected to the office network. Certain sensor devices are, in general, 

very mobile. On of that, Various network configurations and security settings exist in the field. 

As a result, creating a secure algorithm that is also mobile is a significant challenge [17]. 

Literature Related to the Problem 

The problem presented here refers to what other researchers have discovered pertaining 

to IOT vulnerabilities whether it is a real incident that took place or weakness exposed by 

security analyst. In general, cyberattacks have seen an increase of 125% in the healthcare 

ecosystems within the last 5 years [18]. In late 2015, two security researchers discovered over 

68,000 medical systems that were exposed online, and 12,000 of them belonged to one 

healthcare organization [19]. The numbers, represent the threat level of IOT devices and risks 

associated with it if compromised by bad actors who can disrupt the system operation and take 

personal information as a hostage. 

A number of research contribution has been invested to expose healthcare IOT 

vulnerabilities so that venders and healthcare providers can mitigate these risks promptly, and the 

fact that these devices are connected to the Internet via computers running relatively old versions 

of Windows XP, a version of the OS known to have numerous exploitable flaws, is one of the 

key concerns surrounding their discovery. Shodan, a search engine that can find IoT devices 

online that are connected to the internet, was used to find these devices. Using brute-force 

attacks and hard-coded logins, these are simple to break into. Using simple Shodan queries, two 

experts were able to find anesthetic equipment, cardiology devices, nuclear medical systems, 

infusion systems, pacemakers, MRI scanners, and other devices [20]. The threat is so scary as 
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these critical systems are accessible through an online publically available search engine that 

even low skilled hackers like script kiddies can take advantage and cause damage to the sector 

and users as well. In comparison to other industries, the healthcare sector has particular 

vulnerabilities. This is related to the connectivity of various medical devices with other 

components of the network, as well as the lack of security mechanisms on these medical devices 

in general. The healthcare information infrastructure has a huge number of old systems that are 

difficult to update, and threat actors are constantly probing this system for vulnerabilities. 

Potential breaches of critical patient data, such as personal and financial information, could 

provide further benefits to cybercriminals or internal attackers [21], and in this digital era, the 

healthcare sector has shown to be particularly vulnerable, and it is one of the most common 

targets for hackers. This is because attacking healthcare is a low-risk, high-reward crime, and the 

Covid-19 outbreak has exposed just how vulnerable and unprepared healthcare systems are, 

posing a serious threat to global health [22]. 

on the other hand, other researchers have taken deeply into what if these devices are 

compromised and presented the level of impact for healthcare community, the impact is 

measured with CIA triad and was drawn from two sides, patient information and network or 

communication side, the level of impact to the patients and healthcare providers could range 

from low to high impact. This is a step forward for healthcare providers to prepare for the 

tragedy and put remedial mechanism in place; the table below summarizes the level impact based 

on loss of confidentiality, integrity and availability model.  
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Table 1.  

[23] Internet of Things Security: A Review of Risks and Threats to Healthcare Sector (2017) 

 

 

 The examples given above, show the level of vulnerability for Internet of things in healthcare 

and how it is easily accessible for bad actors, also the level of impact supersedes everything to 

the extent of loss of human life. The challenge is not only coming from hackers but the nature of 

the IOT devices is complex and designing a standard framework to secure it would be difficult. 
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Literature Related to the Methodology  

Internet of things in healthcare sector received the attention of researchers and a lot has 

been written about it due to its rapid changes and adaptations ; Safazi, Sayidmustafa and other 

researchers [24] investigated Cyber Vulnerabilities in Smart Healthcare, The authors’ 

contribution to the subject is the review the weakness of IOT devices and presented some 

solutions and mitigation techniques, they presented how smart homes and healthcare have 

become increasingly popular In recent years and because of the volume of data transmitted , it 

requires the use of a more secure way to assure security and privacy; but to my view point, their 

work serves as a general approach of all IOT devices in the field and it lacks the focus of IOT 

vulnerabilities in healthcare, their topic seems to be dealing with smart healthcare but rather 

switched to smart homes, another shortcoming in this research, they have not presented real 

example of incidents that effected healthcare sector.   

The second literature reviewed in this methodology is presented by group of authors, 

Zubair et al, [25] their research is titled “Exploiting Bluetooth Vulnerabilities In e-health IOT 

Devices” the researchers presented the role that Bluetooth technology plays in communication in 

today's interconnected world because of its low resource consumption, which is ideal for IoT 

architecture and design and since Bluetooth technology, on the other hand, is not without 

security issues they have done thorough investigation on attacks on IOT devices that connect in 

short range wireless through radio frequency, they presented various attack scenarios for these 

devices  and the need to implement measures for protecting healthcare data while implementing 

Bluetooth enabled devices ; even though the research fits its topic but it is only focusing on one 

part of the problem, and that is to say that not all IOT devices in healthcare connect through 
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Bluetooth and sometimes the need for far range wireless monitoring devices may be more than 

the need for short range ones. 

The 3rd literature reviewed in this paper is contributed by Zakaria, H and others,[26] their 

research is about IoT Security Risk Management Model for Secured Practice in the Healthcare 

Environment, they explained that  the emergence of Internet of Things (IoT) technology for 

unified and networked medical devices and sensors has altered the healthcare industry's 

landscape with the 'openness' of the distributed environment and medical devices, they further 

predicted that IoT is the point of a breach and allows attackers to pinpoint vulnerabilities and 

start attacks. This poses a considerable risk to the hospital environment, potentially jeopardizing 

its security measures. From the reading of their research, it is well written in the subject matter 

and addresses ways to overcome security flaws of IOT healthcare devices but their study is based 

on a Malaysian hospital and not for general healthcare environment.   

The 4th literature reviewed in this research is written by Zhou, W and others [27], who looked at 

IoT security, privacy and features. They highlighted the security risks, known solutions, and 

unsolved research issues connected with certain IoT capabilities. They also pointed out which 

innovative security technologies need more research. They showed some of the development 

patterns of recent IoT security research and how IoT features reflect on existing research based 

on assessing a large amount of valuable research.  The authors’ contribution seems to be so 

important but their topics is for IOT devices in general and not specific to the healthcare sector, 

also their research seems to be audited and a lot changed since then. 

Summary  

 In this chapter, we discussed the background of the IOT devices in healthcare, the real 

problem was presented that was drawn from the previous writings and the short falls in their 
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research area which takes the vital point of more research in devices of healthcare providers to 

protect and serve patients in the best manner. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



22 
 

 

Chapter III 

Methodology 

Introduction  

 In this chapter, the methodology of the research will be presented composing design, data 

collected, tools, and progress and time line of the research    

Design of the Study 

The framework of this study would focus on IT devices in the health care sector, 

vulnerabilities, threats and mitigation techniques, we will also illustrate how the existing tools 

would help the sector to protect their systems and thwart possible attacks, both qualitative and 

quantitative would be used as the research and to study the research problem approach.     

Data Collection 

In this part of the research, we will put compromised data, listing the attacks that 

happened on IOT devices and the kind weakness that caused the threat. This would not be all 

data on every IOT device but a sample table acting as a summary, because of the large amount of 

data collected, stored, and processed by Healthcare IOT-based devices, data security is becoming 

increasingly important. This information can be customized, location-specific, or patient-centric, 

depending on the nature of the device [28]. 

In MITRE common weakness enumeration shows some vulnerabilities for Healthcare IOT 

devices that cause significant damage to the organization [29]. 
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Table 2 

(21) CWE-1357: Reliance on Uncontrolled Component. 

 

CWE 

1329 

Issue Description Scope Impact 

 

Example  

 

 Reliance on 

Component That is 

Not Updateable 

The product 

contains a 

component 

that cannot be 

updated or 

patched in 

order to 

remove 

vulnerabilities 

or significant 

bugs 

 

Confidentiality 

Integrity 

Access Control 

Authentication 

Authorization 

Other 

Technical 

Impact: Gain 

Privileges or Assume 

Identity; Bypass 

Protection 

Mechanism; Execute 

Unauthorized Code 

or Commands; DoS: 

Crash, Exit, or 

Restart; Quality 

Degradation; Reduce 

Maintainability 

If an attacker can 

identify an 

exploitable 

vulnerability in one 

product that has no 

means of patching, 

the attack may be 

used against all 

affected versions of 

that product. 

A refrigerator 

has an 

Internet 

interface for 

the official 

purpose of 

alerting the 

manufacturer 

when that 

refrigerator 

detects a 

fault. 

Because the 

device is 

attached to 

the Internet, 

the 

refrigerator is 

a target for 

hackers who 

may wish to 

use the 

device other 

potentially 

more 

nefarious 

purposes 

 

 

Tools and Techniques  

The techniques used in this research paper is mainly identifying vulnerabilities for IOT devices, 

threats that can exploit those vulnerabilities and ways to protect it  

 



24 
 

 

Hardware and Software Environment 

Hardware and service components make up healthcare IoT devices. The hardware component 

allows the entity to connect with objects and processes in the digital domain, while the service 

provides a well-defined and standardized interface with all necessary features. By accessing a 

device's hosted resource, the services reveal its functionality [30]. The hardware is the device 

itself that the entity like humans or software agents use it to communicate. In other words, IOT 

hardware is the device and the software is what making them connect or be impeded into other 

devices. 

The IoT devices range from extremely small sensors driven by 8-bit microcontrollers (MCUs) to 

more powerful but energy-efficient 32-bit processors. Different architectures are used in these 

devices, including x86, MSP430, ARM7, Atmel AVR, Cortex-M0, Cortex-M3, and Cortex-M4. 

An IoT OS should be able to run on a variety of platforms, including embedded devices and 

standard PCs, and support multiple drivers and interfaces [31]. These devices have no space and 

power constraints and are comparable to regular PCs. Similarly, to software, malicious hardware 

circuits can be placed on the medical device itself, but also on other devices it communicates 

with, i.e., the programming device and the home device in our pacemaker scenario. Malicious 

hardware on the web server, where pacemaker data are stored, also poses a threat by either 

revealing sensitive medical data or by even modifying these data and, thus, misleading the 

treating physician [32]. 

Work in progress 

This project is for starred paper to fulfill the requirement of acquiring Master’s degree in 

information assurance, it started with the project proposal, where the work progress have been 

slowly moving, in the beginning, three parts are completed, chapter one is for the introduction, 
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chapter two for the background and literature review and chapter three for the research 

methodology. In the second term, another two chapters are completed, chapter four for Data 

Presentation and Analysis and chapter five for Results, Conclusion, and Recommendations. 

Timeline 

This timeline is for the completion of the project proposal, project final draft series 1,2 

for chapters one to five. We have used   Microsoft Study software to develop a Gantt chart. 
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Fig. 2. (23) Project Time Line  
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Summary  

 

Reviewing collected data and looking MITRE’s common vulnerabilities would support 

healthcare leaders and venders to take necessary precautions before introducing software designs 

or deploying in the systems. 
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Chapter IV: 

Data Presentation and Analysis 

Introduction  

 

In this part of the research, the focus would be to outline the collected data by simplifying 

and explaining the best way to use in the field   

Data Presentation  

 

According to Cynerio's 2022 State of Healthcare IoT Device Security research, more than 

half of Internet of Things (IoT) devices used in hospitals have serious cybersecurity flaws. 

Hospital data, patients, and individuals who depend on IoT devices can all be at risk due to 

security flaws in healthcare settings. According to a framework based on the NIST Cybersecurity 

Framework, the research lists the top cyber risks that hospital IoT devices are most vulnerable to, 

along with the devices that are most at risk. These are the top five devices with high risk levels 

[33]: 

❖ IV pump. 

❖ Voice over Internet Protocol (VoIP) phone. 

❖ Ultrasound. 

❖ Medicine dispenser. 

❖ IP camera 

Data Analysis  

To address the growing concern of cybersecurity in medical devices, the Food and Drug 

Administration (FDA) has created cybersecurity guidelines for three medical device classes 

(table 1) before devices are introduced to the market [34].  
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Table 3 

[26]. Medical device classes 

Medical Device Class Attributes  Example Devices 

Class I Common, low risk, low 

complexity  

Lancet, Dental Floss 

Class II More complex, greater risk to 

patient, partially implanted  

Syringe, Insulin Pump, 

BGM 

Class III Fully implanted, greater risk, 

regulate body functions 

Replacement Heart Valves 

Artificial Pancreas, CGM, 

 

The main concern as mentioned above, comes from medical devices that are in the second and 

third class, it poses health risks and even death if used in the wrong way. 

Summary   

In this chapter, we discussed the available data to show the severity of the problem, the 

data explained the kind of threat that devices have irrespectively, in the analysis of data, what 

stood out was the need for security experts and healthcare leaders to prioritize their focus in 

securing devices in the 3r and 2nd classes. 
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Chapter V:  

 

Results, Conclusion, and Recommendations  

 

Introduction  

 

In the last chapter of the paper, the results the of the research is presented, answering 

study questions, concluding the research paper content and putting down future work 

recommendations. 

Results  

 

The research is about vulnerabilities of IOT devices in healthcare sector and answered the 

following research questions   

What role do IOT devices play in healthcare sector? 

Based on the research it is clear that IOT devices play remarkable role in the healthcare 

sector. The impact of the Internet of Things (IoT) on the advancement of the healthcare industry 

is immense. The ushering of the Medicine 4.0(predictive, preventative, personalized, and 

participatory) has resulted in an increased effort to develop platforms, both at the hardware level 

as well as the underlying software level. This vision has led to the development of Healthcare 

IoT (H-IoT) systems [35].  IoT has had a positive impact on e-health, assisted living, human-

centric sensing and wellness. Recently this interconnection has been referred to as Healthcare 

IoT (H-IoT). Real-time monitoring based on the information gathered from the connected 

‘things’ provides large scale connectivity and a greater insight into patient care, individual habits 

and routines [36]. Therefore, it is clear that IOT devices help both providers and patients to 

promote a sustainable healthy atmosphere. 
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What are the vulnerabilities and threats of these devices and the effects on individuals and 

organizations if compromised?  

As discussed in previous chapters, while IOT devices bring uncountable benefits to the 

health care industry, it has devastating vulnerabilities that should be addressed appropriately. As 

more devices enter the realm of the IoT, data attacks aimed at the diversity of new Internet-

connected endpoints will inevitably become more common. Whereas developers see in Internet-

connected devices a wealth of new capability, attackers see a vast new attack surface [37].  

While healthcare IOT devices face similar secuirty challenges as any other devices but there are 

challenges unique to them. The security problems in IoT are different from the security problems 

on the internet (World Wide Web). IoT security issues are privacy, authorization, verification, 

access control, system configuration, information storage, and management. The recent tends 

about a secure architecture for smart cities, security protocol, lightweight cryptography, 

lightweight authentication, the blockchain, and data privacy preserving [38]. 

What are the mitigations techniques of the threats? 

Practically speaking, there are no bullet proof techniques for threat modeling of H-IOT 

devices but the general security concept of CIA secuirty triad must be applied as well as other 

device specific defense mechanisms; including hanging default passwords, device/system 

authentication, strict firewall rules, static code analysis (SCA) executed within the IoT system or 

applications and network intrusion detection mechanisms. Authentication of all connected IoT 

devices is a mitigation method used to reduce the likelihood of malicious devices infiltrating the 

network [39]. 

 



32 
 

 

How can healthcare organizations balance the benefits and risks associated with IOT 

devices? 

Answering this study questions is the most important part of the research paper, it seems 

to be a multi-million question, simply because, the goal of the study was not scary users and 

sway them away from using the devices rather to balance the benefits and risks associated with 

it. The balance would start H-IOT as an interconnected systems of architecture that need 

frameworks and metrics to safeguard rather a single device.  An integration of IoT risk vertices 

into reliable cyber security frameworks would help with preventing abuse originating from 

malicious interventions, including those perpetrated by organized crime, terror organizations or 

state-sponsored aggressors [40]. 

Conclusion  

 

Healthcare IOT devices contributed improving patients’ wellbeings and eased the work 

for healthcare providers. Remote monitoring and producing valuable data for patients help 

clinical doctors to make effective decisions for their patients, but at the same, the devices are 

bringing unprecedented risks to the patients and healthcare systems. For patients, the risk can be 

PPI exposure or even death, and for healthcare systems, loss of data, services interruption, and 

damage to the infrastructure reputation as well fines; therefore, securing medical devices means 

protecting human life, human health, and human well-being. It is imperative that health care 

leaders must focus address those vulnerabilities and put appropriate controls in place. 
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Future Work  

Future research in health care IOT devices should solve underlying security flaws to 

protect patients’ personal protected information from falling in the wrong hands, an important 

solution would be to use cryptographic algorithms to provide confidentiality and integrity of the 

transmitted data between the sender and receiver [41]. 

Similarly, the security of healthcare IoT will be bolstered by advances in cryptographic 

technologies, e.g. blockchain [42]. Future work should also concentrate on creating more durable 

and dependable technologies that can scale well, use less energy, and are simple to integrate into 

healthcare systems. They should address scalability, privacy, and security. 
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Appendix A: Top 25 Common Weakness Enumeration 2022 List 

Table .4[43]  the CWE Top 25 
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Appendix B: Visual representation of the difference in 2021 and 2022 Top 25 lists 

Table. 5[43] Difference for CWE Top 25 in 2021 and 2022. 

 

 

 

 

The screenshot from MITRE explains recent breaches that happened due to H-IOT device 

Vulnerabilities [44] 
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Fig. 3. (44) Breaches that happened due to H-IOT device Vulnerabilities.  
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