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A B S T R A C T   

Identity theft poses a significant threat to mobile users, yet mobile identity protection is often overlooked in 
cybersecurity literature. Despite various technical solutions proposed, little attention has been given to the 
motivational aspects of protection. Moreover, the disparity between individuals’ expectations and their ability to 
safeguard their mobile identities exacerbates the problem. This study adopts a mixed-methods approach and 
draws on expectancy-value theory to address these gaps and explore the impact of expectations, capabilities, 
motivational values, technical measures, and awareness on individuals’ intentions to achieve mobile identity 
protection. Our research reveals that protection awareness acts as a crucial mediator between individuals’ ex-
pectations and capabilities. Additionally, motivational values not only enhance technical protection measures 
but also significantly influence identity protection intentions. Furthermore, we identify the moderating effect of 
protection experience on individuals’ expectations and perceived value of identity protection. This study con-
tributes to mobile security literature by highlighting the pivotal role of protection awareness in bridging the 
divide between individual expectations and actual capabilities in mobile identity protection.   

1. Introduction 

The proliferation of smartphones and their increasing role in our 
lives necessitates a comprehensive approach to address the problem of 
mobile theft and emphasizes the significance of mobile identity pro-
tection. According to the Ericsson Mobility Report, smartphone users 
worldwide are projected to reach 6.84 billion by 2023, with an expected 
annual growth rate of 4.2% (Ericson, 2023). This widespread adoption 
of smartphones has led governments to rely more on mobile identity in 
their services. According to Gartner, at least a third of national gov-
ernments and half of U.S. states will offer citizens mobile-based identity 
wallets by 2024 (Gartner, 2022). 

The growing dependence on smartphones makes them a prime target 
for hackers and cybercriminals. Malicious apps, phishing attempts, and 
social engineered identity theft attacks are just some of the methods 
used to target mobile devices and compromise personal information. 
Therefore, securing mobile phones and, more specifically, protecting 
mobile identity has become paramount. However, the lack of awareness 

among smartphone users regarding their data being collected puts them 
at a higher risk of falling victim to identity theft. The issue of mobile 
identity theft is widespread, with a Kaspersky Mobile Threats Report in 
2020 revealing a significant increase in malicious installers, including 
mobile banking trojans (Kaspersky, 2020). Therefore, organizations 
need to invest in robust mobile identity protection measures to prevent 
data breaches and safeguard their customers’ sensitive information. 

Despite the increasing incidents of mobile identity theft, the extant 
literature has only recently started addressing this topic. Kraus et al. 
(2017) suggest that protective behavior depends on context and usage 
motives, and not only on secure devices and implemented security 
procedures. Similarly, Braver et al. (2014) suggest a cross-disciplinary 
approach using motivation-based theoretical concepts to study iden-
tity protection. This study suggests that there are two gaps in mobile 
identity protection. The first gap is the protection expectancy-capability 
gap. In this case, individuals believe they can protect themselves but 
may lack the necessary capabilities to do so. The second gap is the 
technical-motivation means protection. This gap refers to the imbalance 
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between the predominant reliance on technical solutions for addressing 
identity theft while neglecting the crucial role of motivation in effec-
tively mitigating the problem. 

Therefore, this paper aims to address these gaps by examining the 
role of motivation and awareness in resolving mobile identity theft. 
Drawing on the expectancy-value theory of motivation (Vroom, 1964), 
this research advances the concept of mobile security and, more spe-
cifically, mobile identity protection by developing and examining the 
proposed gaps model using a mixed-methods approach. Ultimately, this 
research aims to provide insights into effective mobile identity protec-
tion strategies for organizations emphasizing the significant role of 
awareness in bridging the gaps between individuals’ expectations and 
their protection capabilities. It also considers using both the technical 
and motivational aspects of mobile identity protection to mitigate theft 
attacks and cybersecurity risks. 

The contribution of the work can be summarized as follows:  

• Individual protection awareness bridges the gap between individual 
expectations and actual capabilities for protecting their mobile 
identity by mediating the relationship between expectancy- 
capability and technical-motivation protections on one side and in-
dividual intentions for mobile identity protection on the other. 

• The motivational aspects of identity protection values greatly influ-
ence a person’s intentions toward mobile identity protection. 
Furthermore, accomplishment and intrinsic and extrinsic motiva-
tions are the determinants of the motivational aspects of mobile 
identity protection values.  

• Individual experiences with mobile identity protection have a 
negative moderating effect on the relationship between expectancy 
and motivational intentions for identity protection. However, the 
relationship between perceived value and identity protection moti-
vation intentions has a positive moderation effect. 

2. Background and Theoretical Framing 

Two bodies of literature inform our work. The first is the burgeoning 
literature on online identity and its extensions. The second is the role of 
Expectancy-Value Theory (EVT) literature and its role in mobile identity 
protection posture. In the paragraphs below, we discuss each of the two 
bodies of literature focusing on (1) mobile identity context and related 
threats, (2) mobile identity protection literature gaps, and 3) mobile 
identity protection behavior. Finally, we position our argument given 
the debates in the extant literature. Fig. 1 shows the framing of the 
study, starting with a review of existing literature to identify mobile 
identity protection gaps and associated sources. In-depth interviews are 
then conducted to explore relevant concepts and develop hypotheses. 
Finally, a survey is utilized to examine the developed model and validate 
the findings, completing the research framework. 

2.1. The importance of mobile identity context 

With more than 7.26 billion unique mobile subscribers worldwide in 
20221, mobile devices are becoming the future of digital identity. Mo-
bile identity is an extension of the concept of digital identity that illu-
minates the importance of mobility (Roussos et al., 2003). Mobile 
identity is defined as the application of a user’s identity attributes bound 
to a mobile device for identity verification, authentication, and/or 
authorization that enables an end-user to access information and re-
sources while using different mobile devices. Feher (2019) discusses 
mobile identity as a reference for digital identity. He argues that mobile 
identity has two important aspects, smart identity technologies (e.g., 
smartphones) and data-driven services. Also, Carter and Grover (2015) 

refer to digital identity as mobile phone identity, which is identified as a 
product of how mobile users interact with their phones, and a force 
affecting the way individuals interact with the world around them. 

Mobile identity enables access to more online services, ensures 
financial inclusion, and allows individuals to transact at any time and 
from any location. A mobile identity consists of two primary compo-
nents: (1) User information as biometric characteristics, digitized gov-
ernment identity credentials, or financial account data, and (2) Mobile 
device information as geolocation, mobile or device ID number. 

The importance of mobile identity protection against theft attacks 
has increased in the last few years due to the vast increase in data 
breaches. In a recent study, Bubukayr and Almaiah (2021) suggest that 
protection on smartphones is important due to the amount of significant 
data they hold. They suggest that the number of people using smart-
phones and apps is gradually increasing and that this is due to the ease 
with which they may be used. They noted that users are increasingly 
performing sensitive and critical financial operations, making them a 
tempting target for hackers. 

2.2. Mobile Identity Threats & Consequences 

The widespread use of mobile devices in our daily lives has now 
extended to work settings, where concerns about security risks have 
become a growing issue. One such risk is identity theft, which is a 
concern for both individuals and organizations. According to re-
searchers such as Bélanger and Crossler (2019), the increasing use of 
personal mobile devices in work settings has resulted in a rise in 
cyberattacks and data breaches that exploit mobile devices to gain un-
authorized access to organizational networks. The mobile context pre-
sents unique challenges, with security risks posing significant threats 
that are greater than those in other contexts (Zhang et al., 2013). Se-
curity mechanisms available on mobile devices are also not yet fully 
mature (Virvilis et al., 2014), exposing mobile users to increased risks in 
their online activities. Recent studies by Ogbanufe and Pavur (2022) 
emphasize the criticality of mobile identity theft, as it can have 
far-reaching consequences on individuals’ financial status. These con-
sequences include the potential for attackers to use stolen mobile 
identities and sensitive data to commit cybercrimes and infect mobile 
devices with malicious tools to gain remote control (Leavitt, 2011). 
Given the difficulty in linking data breaches and identity theft attacks, 
identity theft is considered one of the most challenging threat to mobile 
users. 

To perpetrate mobile identity theft, hackers may use a range of tools 
and techniques such as malware, phishing, SMS, emails, and spyware 
(Leavitt, 2011), as well as the more recent SIM swapping attack used to 
target the mobile identity of cryptocurrency holders (ENISA, 2020). In 
response to these threats, researchers have analyzed the features of 
identity theft and developed several innovative technical protective 
measures (Bose and Leung, 2019). For instance, the European Data 
Protection Board (EDPB) has recently launched a data protection guide 
for small businesses2 that highlights the importance of implementing 
technical measures to protect the confidentiality of individuals’ 
personally identifiable information against unauthorized access and use 
of data and breaches of confidentiality such as identity theft. In their 
guidelines, the EDPB suggested several technical protection measures, 
such as data anonymization, in which personal data can be rendered 
anonymous in such a manner that the individual is not or no longer 
identifiable. Data anonymization is a process that consists of using a set 
of techniques to make personal data anonymous in such a way that it 
becomes almost impossible to identify the person by any means that are 
reasonably likely to be used. In the same vein, Caruccio, et al. (2022) 
suggest that data anonymization could achieve the balance between 
data utilization and protection requirements. By applying 

1 https://www.statista.com/statistics/218984/number-of-global-mobile-us 
ers-since-2010/ 2 Secure personal data | European Data Protection Board (europa.eu) 
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anonymization techniques such as generalization, which involves 
aggregating or categorizing data, the specificity of personally identifi-
able information can be reduced, making it more challenging for at-
tackers to associate sensitive data with individual identities when 
deploying identity theft attacks. Although many technical solutions have 
been proposed on the organizational level, few existing studies have 
examined the role of behavioral and motivational aspects in mobile 
identity protection on the individual level. 

2.3. Mobile Identity Protection 

Despite the growing attention given to protective behavior in the 
mobile context, there remains a significant gap between the conceptual 
and practical perspectives of mobile identity protection. Appendix 1 il-
lustrates this gap by identifying two critical areas of concern: the con-
ceptual gap, which relates to the expectancy-capability of individuals, 
and the practical gap, which pertains to the technical-motivation of 
individuals. To better understand these gaps, we will first discuss the 
Expectancy-Value Theory of motivation in the Information Systems 
literature before addressing the mobile identity protection gaps. 

Information protection is the ability of an individual to safeguard 
their information assets from various threats. This study focuses on 
mobile identity as the most critical asset for mobile information security 
and examines how individuals’ motivation to protect their mobile 
identities is influenced by their perceived expectations and values. Ac-
cording to Vroom’s (1964) Expectancy-Value Theory, the strength of an 
individual’s tendency to act in a particular way is determined by two 
factors: the expectancy of achieving a desired outcome through the 
behavior and the attractiveness or value of the outcome to the individual 
(Fox, 2007). 

2.3.1. The expectancy-value theory of motivation 
Several empirical studies have applied expectancy theory to study 

computer usage and decision support systems (e.g., Burton et al., 1992; 
Howard and Mendelow, 1991; Snead and Harrell, 1994). Melone’s 
(1990) work suggests that EVT has the advantage of presenting a 
theoretical framework for examining user evaluative attitudes and their 
behavioral intention responses. This does not suggest that expectancy 
theory is the only applicable motivation theory. However, EVT theo-
retically resonates with our mobile identity protection context by 
conceptualizing the mobile users’ intention toward identity protection. 
Appendix 2 summarizes the conceptualization of EVT in the Information 
Systems literature. In the next section, we use the motivational 

components of EVT as our theoretical framework to better understand 
an individual’s protective behavior in the mobile context focusing on the 
protection gaps and related sources. 

2.3.2. The expectancy-capability gap 
Some scholars have noted a gap between an individual’s expecta-

tions and reality (Nolan and Wetherbe, 1980; Trauth et al., 1993). They 
defined this gap as the “expectancy gap.” Jiang et al. (2002) suggest that 
the expectancy gaps are expected to impact capabilities perceptions. 
Some seminal works in Information Systems have noted that there is an 
“expectation gap” between what individuals are expecting to accom-
plish and what they are capable of doing. For instance, Nolan and 
Wetherbe (1980) use the term expectation gap to highlight the consid-
erable disadvantage in terms of managing expectations and technolog-
ical reality in managing information systems. Trauth et al. (1993) also 
use the same term to confirm the existing gap between the skills required 
of future IS professionals and the actual graduates’ abilities. The re-
searchers attributed this expectation gap to problems with the relevance 
of Information Systems. 

Serrano and Karahanna (2016) suggest that various terms appear in 
the literature to portray attributes of users and technology, such as 
characteristics, efficacy, abilities, and capabilities. In this research, the 
authors propose the term "protection capability" to capture the efficacy 
of mobile users in protecting their mobile identities. Jiang et al. (2002) 
suggest that expectation gaps are expected to impact capabilities per-
ceptions. Hence, examining the expectancy capability gap is important 
to understand individuals’ intentions toward mobile identity protection. 

In psychology, individuals’ expectancy to protect their mobile 
identity reflects their prejudgment that performing certain identity 
protection actions (e.g., enabling fingerprint lock on the smartphone) 
will protect a person’s mobile identity (Bandura, 1997). While in-
dividuals’ capabilities reflect their convictions about their ability to 
execute the identity protection measurement to secure their mobiles 
against different identity threats (Bandura, 1986), Bandura (1997) 
suggests that individual behaviors can be better predicted by the beliefs 
that they hold about their capabilities than by what they are capable of 
accomplishing. In his work, Bandura distinguishes between (1) the in-
dividual motivation to perform a target behavior based on expected 
outcomes of the behavior and (2) their perceived capability to perform 
the behavior. 

Based on the above discussion, it is suggested that there is a gap 
between what individuals expect and the reality of what they can do. 
This gap is referred to as the Expectancy-Capability Gap. This gap can be a 

Fig. 1. The conceptual flow of the research.  

Y. Alhelaly et al.                                                                                                                                                                                                                                



Computers & Security 134 (2023) 103470

4

significant source of frustration when it concerns individual identity 
protection in the mobile context. While many individuals may recognize 
the expectancy-capability gap, the existing literature overlooks this 
problem. 

2.3.2.1. The expectancy-capability sources. As suggested previously, the 
discrepancy between individuals’ expectations and actual capabilities 
creates the expectancy-capability gap. To examine this gap, the extant 
literature has been reviewed to identify the potential sources that pre-
dict individuals’ capabilities to protect their mobile identity and the 
determinant factors that affect individual expectations toward identity 
protection in the mobile environment. 

Landry (2003) suggests that individual expectations for a specific 
behavior reflect their belief about the consequences of that behavior. 
Feather (1982) theorized his motivational behavior model that 
emphasized an individual’s expectancies. In his work, he suggests that 
the expectations of individuals for the outcomes may result from suc-
cessfully performing the target behavior. Feather indicates that several 
factors influence the user’s expectations to succeed in achieving mobile 
identity protection, such as 1) individuals’ previous experiences, 2) the 
importance of the task, and 3) their self-confidence, predict their ex-
pectancy to succeed in the task. 

2.3.3. The technical-motivation gap 
In the mobile identity context, many technical-related protection 

solutions are proposed to counter the risks and vulnerabilities associated 
with mobile identity threats. These solutions are categorized on different 
levels ranging from technical-related solutions (e.g., operating systems 
security, identity management software, and advanced authentication) 
to motivational protective behavior of the mobile users (i.e., use of 
motivation concepts to influence protection behavior). In this study, the 
two categories of mobile identity protection refer to the technical means 
of protection and the motivational aspects of protection to identify the 
gaps between these two means. 

2.3.3.1. The technical means of protection. The potent role of IT and, 
more specifically, smartphones and mobile devices in different aspects 
of our daily lives and social interactions has drawn researchers’ atten-
tion to individual identity protection (Carter et al., 2020). In the mobile 
identity context, Mylonas et al. (2013) suggest that individuals may take 
several technical measures to protect their mobile identities according to 
their experience in mobile protection practices and security awareness. 
For instance, they present two levels of protection 1) the mobile 
pre-installed security controls (i.e., encryption, device password lock, 
remote data wipe, remote device locator) and 2) third-party security 
software (e.g., anti-virus, anti-theft software, etc.) for an additional line 
of defense against mobile identity threats. Most of the discussed 
technical-related solutions neglect the impact of the motivational as-
pects on an individual’s protection behavior, especially in the mobile 
identity context. 

2.3.3.2. The motivational aspects of protection. In the extant literature, 
research on motivational behavior examined the effect of motivation on 
individual protection behavior. For instance, Kominis and Emmanuel 
(2007) used EVT to develop an extended model of managerial motiva-
tion to measure the level of performance expected of managers and re-
wards associated with performance attainment. Recently, Sheffler et al. 
(2020) also used EVT to understand the relationship between badge 
reward design elements and ridership. In his research, he explored the 
efficacies of different badge designs of gamified applications in moti-
vating ridership. 

As suggested previously, the existing mobile security literature fo-
cuses mainly on the technical means of protection and neglects the 
impact of the motivational aspect of individuals’ protection behavior, 
especially in the mobile identity context. For instance, Kraus, Wechsung, 

and Möller (2017) argue that protective behavior in the mobile context 
is not only dependent on a secure device and the implementation of 
security procedures but also on the users’ motivations for applying se-
curity actions on their devices. Bélanger and Crossler (2019) suggest 
that it is important to not only measure protection intentions but also 
individuals’ protective practices in the mobile security context. Hence, 
this study suggests that motivational aspects should not be treated 
separately from the technical means of protection. 

2.3.3.3. The technical-motivation sources. Feather (1982) theorizes his 
motivational behavior model that emphasize an individual’s perceived 
values. He suggests two main factors that motivate individuals to ach-
ieve a task - it must be important and have some value to them. The 
theory suggests that several factors influence the user’s perceived value 
of mobile identity protection, such as achievement motivation which 
concerns self-enhancement; social motivation, which is concerned with 
peoples’ influence and extrinsic and intrinsic motivations (Goodyear 
et al., 2004; Sclater and Bolander, 2004). 

2.3.4. Protection awareness and experience 
Vedadi and Warkentin (2020) suggest that when users are aware of 

the widespread use of a particular security technology, they develop a 
significantly higher intention to engage in protection-motivated be-
haviors. This description is consistent with Bulgurcu et al.’s (2010) 
definition of information security awareness, which refers to an "em-
ployee’s general knowledge about information security and his cogni-
zance of the ISP [information security policy] of his organization" (p. 
532). Bulgurcu et al. differentiate between general information security 
awareness and security policy-specific awareness and the potential in-
formation security issues and their implications. In the mobile security 
context, identity protection awareness is defined as the protection ex-
periences, capabilities, and motivation values expected by mobile users 
to understand mobile identity threats and the technical protection ac-
tions required to deal with them. It must, however, be noted that the 
context of mobile identity protection is different from the traditional 
well-researched organizational context unless mandated by a “bring 
your own device” policy. 

Much information security research employed security awareness as 
an antecedent that explains motivation toward security behavior in the 
context of desktop computer security. For instance, Bulgurcu et al. 
(2010) suggest that information security awareness is an important 
driver that can restructure security education, training, and awareness 
programs and motivates employees to apply information security pol-
icies. Similarly, Kirova and Baumöl (2018) emphasize the significant 
role of information security awareness in enhancing security education 
training and awareness programs that guarantee end users are aware of 
security threats and motivate them to adhere to security policies. 
Donalds and Osei-Bryson (2020) recently showed that intrinsic and 
extrinsic motivation influence information security policy compliance. 
Their study used security awareness to predict individuals’ security 
motivations and compliance behavior. In the mobile security context, 
researchers also use awareness as a predictor of mobile security moti-
vational behavior (e.g., Allam et al., 2014; Mylonas et al., 2013). 
However, hardly any studies emphasize the mediating role of awareness 
in the mobile security context. In this regard, Wu et al. (2020) argue that 
a key issue in mobile security is that users have a serious lack of security 
awareness. As a result, they believe it is critical to identify mechanisms 
that can increase user mobile security awareness. 

This study suggests that motivation can enhance individual infor-
mation security awareness and consequently increase mobile identity 
protection intentions. Therefore, we examine the mediating impact on 
the relationship between individual protection motivation and intention 
toward mobile identity protection even though the extant literature does 
not explicitly state such to be the case. To ensure empirical grounding, 
our qualitative phase of the research explored the relationship in detail, 
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which eventually helped us develop our theoretical model (see Section 
3). 

Experience is the second construct that needs elaboration. Experi-
ence is related to individual abilities, knowledge, and skills, which are 
developed through formal or informal education (van Maele and van 
Houtte, 2012). Shen et al. (2011) referred to experience as the knowl-
edge or skills people obtain through involvement in or exposure to a 
particular event. In the information security context, Safa et al. (2016) 
defined experience as individuals’ familiarity with security incidents, 
skills, and the ability to prevent, manage, and mitigate the risk of se-
curity vulnerabilities. The lack of information security experience is one 
of the main factors that impact the role of individuals toward informa-
tion security behavior (Albrechtsen, 2007). 

While the moderating effect of user experience on behavioral 
intention and technology acceptance has been widely recognized as 
positive (e.g., Crespo et al., 2013; Lin, 2011; Shen et al., 2011, among 
others), this has not usually been the case for information security. 
However, while studying information security policy compliance, Bul-
gurcu et al. (2009) found work experience to have a significant 
moderating impact in strengthening the relationship between individual 
and organizational beliefs and information security policy compliance. 
This study explores the moderating role of protection experience on the 
intention to protect mobile identity. 

In summary, although mobile security has been studied extensively 
over the years, most studies have focused on the role of individual 
protective capabilities ignoring their expectations in protecting their 
mobile identities. Past research has also either adopted a technical 
orientation towards protection or has exclusively relied on the motiva-
tional aspects. Finally, the majority of the studies have neglected the role 
of protection awareness and experience and the relationship between 
motivated users and their behavioral intentions toward mobile identity 
protection. Thus far, in the literature review section, we have explained 
these gaps and the related sources. As noted, there is some disagreement 
in the literature about the role of awareness and experience, as is the 
conceptualization of technical and motivational aspects. It is, therefore, 
essential to explore some of the relationships more substantively 
through qualitative in-depth case analysis. 

3. Research design 

3.1. The mixed-methods design 

This study follows the guidelines of mixed methods research sug-
gested by Venkatesh et al. (2013, 2016) to develop a conceptual model 
to understand the protection gaps in the mobile context. The purpose of 
conducting a mixed-methods design is to help develop the hypotheses 
and the conceptual model using the qualitative study results, given the 
lack of understanding of the role of motivation in mobile identity pro-
tection, and to examine the identity protection gaps resulting from the 
literature. Venkatesh et al. (2016) suggest that the objectives of con-
ducting mixed methods research with a developmental purpose are 
multifold. Mixed methods allow for the use of results from one study to 
help develop or inform a subsequent study and increase the validity of 
constructs. This study follows Wunderlich et al.’s (2019) sequential 
mixed-methods design for developmental purposes. Table 1 summarizes 
the mixed-methods research approach in this study. 

3.1.1. The qualitative study (Phase 1) 
The qualitative in-depth phase is based on a Southern European 

bank. The case study aims to understand the mobile identity protection 
gaps. A bank has been chosen as a case study since financial institutions 
take identity management seriously, and much of banking now uses 
online mobile platforms. The purpose of the qualitative case study was 
threefold. First, to examine the relevance of the expectancy-value 
concept and interpretation of the protection gaps. Second, to ensure 
that the identified constructs and the related hypotheses were grounded 

in reality. The third is to develop the hypotheses and the research model. 
To do so, twenty-one individuals working in a regional bank in Southern 
Europe were interviewed. As shown in Appendix 3, we cluster the in-
terviewees into three stakeholder groups (i.e., tellers, managers, and IT) 
to better understand the impact of experience and awareness based on 
the interview role, which reflects their technical capability. To avoid 
bias, we divided the interviewees’ collected data equally between the 
two authors who were in charge of analyses, coding, and categorization. 
For example, each researcher was in charge of analyzing two customer- 
facing bankers, four IT professionals, and four managers. Access was 
granted to over 80 individuals across several branches and the regional 
headquarters. Nevertheless, the interviews were halted after 21 partic-
ipants were interviewed, as theoretical saturation was achieved. As 
shown in Appendix 4, our open-ended questions were based on the 
interview protocol refinement suggested by Castillo-Montoya (2016). 
The case study was conducted in the spirit of Walsham’s (1993) inter-
pretative approach. 

The data was gathered through two rounds of interviews conducted 
between November 2019 and April 2020. Many of the interviews were 
in person. However, because of the coronavirus pandemic, interviews 
after March 2020 were conducted through Zoom platform. The inter-
view procedure was divided into four stages: (1) aligning interview 
questions with research topics, (2) developing an inquiry-based discus-
sion, (3) receiving input on interview protocols, and (4) conducting the 
interview protocol. The unit of interview analysis is divided into two 
sections, the expectancy-capability gap and the technical-motivational 
gap in protecting individual mobile identity and their interrelationships. 

Our qualitative data analysis followed the codification and presen-
tation schematic suggested by Wunderlich et al. (2019) and Miles and 
Huberman (1994). To this effect, we structured our interview analysis 
into a higher-level category of variables and emergent themes. In the 
process, we were guided by our reference theories. We also analyzed the 
data by interpreting what the respondents said and then reviewing the 
interpretations from our theoretical stance. We then translated our 
analysis into codes and categories, which helped in identifying emergent 
and related concepts. We were then able to link the themes to higher 
levels categories. We systematically created abstract categories and 
sub-categories (Appendix 5) while assigning labels and codes to similar 
multiple observations. Fig. 2 depicts a network model of our qualitative 
analysis and interpretation using a streamlined codes-to-theory model 
that codified our in-depth interview using a streamlined codes-to-theory 
scheme as suggested by Saldaña (2021). This model is used to create a 
network model. The modeling begins by transcending the “reality” of 
our collected data and progressing toward abstract concepts. The circles 

Table 1 
The mixed-methods research approach conducted in this study.  

Research 
Phase 

Method Objective Procedure 

Literature 
Review 

Literature 
search 

Identify 
literature gaps 

An exhaustive review of the 
existing literature on mobile 
security behavior following  
Wunderlich et al. (2019) 

Qualitative In-Depth 
Interview 

Model 
Development 

Interpreting and codifying the 
sensitized data in the tradition 
of interpretive research and as 
operationalized in Califf et al. 
(2020). The results from the 
qualitative study were used to 
develop the hypothesis as 
advocated by Venkatesh et al. 
(2013) 

Quantitative Survey Model Testing Testing the research model 
developed in the qualitative 
study as operationalized by  
Wunderlich et al. (2019) and 
advocated by Venkatesh 
(2013).  
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represent the identified themes in reality. The rectangles represent the 
major categories and sub-categories that emerged from the interviews. 
Finally, the bold circles represent the interpreted concepts and theories. 
The network visualization for our codified qualitative data helped us to 
conclude and provided a basis for the subsequent phases of the study. 

After reviewing the resulting translated transcripts and further 
analyzing the network representation for the identity protection context 
in the mobile environment, we identified three themes, two main cate-
gories, three sub-categories, and two theoretical concepts. We labeled 
the identified themes as identity threats, mobile identity, and identity 
protection. The identified two categories are technical means and 
motivational aspects of protection. We labeled the motivational aspects’ 
subcategories as protection capability, protection expectation, and 
protection value. For the theories, we identified the expectancy-value 
theory (Eccles, 1983) and motivated protection behavior (Posey et al., 
2013). Following other scholars (e.g., Sarker et al., 2002; Wunderlich 
et al., 2019), we used open coding in the coding and labeling process. 

Several constructs can be gleaned from the initial coding, which can 
be linked to the identified categories, sub-categories, and concepts 
(Appendix 6). These include expectancy, capability, and related sources 
such as experience, vicarious experience, confidence, and protection 
importance. The extrinsic, intrinsic, social, and achievement motivation 
sources were viewed as strong predictors of the perceived value of 
mobile identity protection. Further, the technical and motivational 

protective actions were recurrently viewed. These themes are consistent 
with what was suggested in the literature. Based on the developed hy-
potheses shown in Appendix 6, we propose the conceptual model for 
mobile identity protection (Fig. 3). The model in Fig. 3 depicts the 
sources that explain the identified gaps. The dashed frames represent the 
expectancy-capability and technical-motivation gaps. The model also 
shows the moderation impacts of experience on protection gaps and 
intention toward mobile identity protection. Furthermore, the structural 
model highlights protection awareness as a mediator between identity 
protection gaps and mobile identity protection intention. 

Given the aforementioned, we first explore the gaps and then test the 
mediation effect of protection awareness on the relationship between 
the examined gaps and the motivational protective intention. In the next 
section, we describe the quantitative study (Phase 2) that empirically 
tests our developed model to attain further depth and insight into the 
manifested gaps as well as the breadth of coverage of the motivated 
protection behavior in the mobile environment (Wunderlich et al., 
2019). 

3.1.2. The quantitative part of the study (Phase 2) 
In this phase of our study, we empirically test the developed model 

resulting from the first phase of our mixed-methods research study. In 
this phase, we sought to examine the identity protection gap and explore 
the impact of motivation on the individual intention toward mobile 

Fig. 2. A Network Model of the qualitative analysis.  

Fig. 3. The conceptual Model for mobile identity protection using EVT.  
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identity protection. 

3.2.2.1. Participants. The respondents were 48% females, 52% males, 
and between 18 and 68 years. Most of them were highly educated (34% 
with a high school degree, 42% with a bachelor’s degree, and 21% with 
post-graduate degrees), while only 3% had no school degree. 80% of the 
participants were from Europe, 13 % from the USA & Canada, and 7% 
from the rest of the world (Table 2). 

3.1.2.2. Instrument development. To develop the measurement instru-
ment of this study, we adopt an existing validated seven-point numerical 
scale. We adopted the new items and scales to fit our study context 
following the recommendations of MacKenzie et al. (2011) regarding 
the constructs measurements and valid procedures in IS behavioral 
research. We adapted the self-efficacy construct from Kim and Kan-
kanhalli (2009) to measure the protection capabilities. Whereas pro-
tection expectancy items were adapted from the seminal work of 
Wigfield (1994) and Wigfield and Eccles (2000). The sources of the 
capability-expectancy gap include experience, which was adapted from 
Karahanna et al. (2006); confidence which was adapted from Wigfield 
and Eccles (2000), as well as confidence and importance, which was 
adapted from Wigfield and Eccles (2000), Wigfield (1994), and Eccles 
and Wigfield (1995) respectively. 

To measure the motivational aspects, we adapted protection value 
from Trautwein et al. (2012); achievement motivation from Wigfield 
(1994); intrinsic motivation from Eccles and Wigfield (1995); extrinsic 
motivation from Eccles and Wigfield (1995), social motivation from 
Venkatesh et al. (2012) The technical protection actions were adapted 
from Chen and Zahedi (2016) and the mobile identity protection 
intention was adapted from the behavioral intention construct (Taylor 
and Todd 1995). 

Later and based on the recommendations collected in the first 
qualitative phase of the study, we examined the mediation effect of 
protection awareness, which was adapted from Bulgurcu et al.’s (2010) 
study about information security awareness. The measurement instru-
ment (Appendix 7) was validated using a panel of experts. We also 
conducted a pilot study before launching the actual data collection. 

3.1.2.3. Data collection. In data collection, we used Prolific online data 
collection services. Prolific produces high data quality in terms of par-
ticipants’ attention, reliability, and reproducibility (Peer et al., 2017). 
Our data collection process started by conducting a pilot exploratory 
data collection for only 83 participants. The pilot reveals that the scales 
are reliable and valid. Thereafter, we surveyed 300 more respondents 
with a total of 383 responses. The published online survey took around 
9–11 min, with an average of 10 min for each participant to finish the 
questionnaire. 

We examined the common method bias (CMB) using two techniques. 
First, we used Harman’s one-factor test to identify common method 
variance (Podsakoff et al., 2003). Second, we applied the PLS Marker 
variable approach to analyze data contaminated with method variance 
(Lindell and Whitney, 2001). The first method confirmed that none of 
the variables alone account for explaining most of the variance. While 
the latter had a maximum shared variance with other variables of 0.012 

(1.2%), a number that could be considered (theoretically) as low and an 
irrelevant marker variable within the research model (Johnson et al., 
2011). As a result, no substantial CMB was discovered. 

3.1.2.4. Data analysis: measurement models. In this study, we use partial 
least squares (PLS) regression to conduct our analysis. Measurement 
models were used to test the construct reliability, convergent validity, 
indicator reliability, and discriminatory validity of scales for constructs 
in the two models. The constructs’ reliability (CR) was tested using 
composite reliability. The results of CR were higher than 0.7 for all 
constructs (Table 3), which indicates the internal consistency and 
appropriateness of the constructs (Henseler et al., 2009; Straub, 1989). 

The average variance extracted (AVE) was used to demonstrate 
convergent validity. The AVE quantifies the amount of variance 
captured by the constructs relative to measurement error, demon-
strating that the observed indicators are indeed measuring the intended 
latent constructs accurately and reliably. As shown in Table 3, the AVE is 
larger than 0.50 for all constructs. As a result, the measurement model’s 
convergent validity is established (Fornell and Larcker, 1981; Hair et al., 
2012). 

The analysis of loadings and cross-loadings is of paramount impor-
tance in assessing the reliability and discriminant validity of indicators. 
The loading should be greater than 0.7 to ensure indicator reliability 
(Churchill Jr, 1979; Henseler et al., 2009). By examining the magnitude 
of loadings, researchers can evaluate the strength of the relationships 
between the indicators and their respective latent constructs. Addi-
tionally, scrutinizing cross-loadings helps ensure that the indicators 
primarily reflect their intended constructs and not unrelated factors, 
thus establishing the discriminant validity of the measurement model. In 
this study, Table 4 demonstrates that all loadings surpass the 0.7 
thresholds, indicating indicator reliability, while the bolded loadings 
outnumber the cross-loadings, further confirming the robustness of the 
measurement model. 

The Heterotrait-Monotrait (HTMT) ratio of correlations is a widely 
used method for assessing discriminant validity among constructs. By 
comparing the correlations between different constructs to the correla-
tions within the same construct, researchers can determine whether the 
constructs are distinct from one another (Henseler et al., 2009). Table 5 
reveals that all HTMT values are below the recommended threshold of 
0.9, indicating strong discriminant validity among the constructs. This 
implies that the constructs are sufficiently different from each other, 
ensuring that the measurement model accurately captures the unique 
variance associated with each construct which supports the validity of 
the study’s measurement model and reinforces confidence in the in-
terpretations of construct relationships and effects in subsequent 
analyses. 

3.1.2.5. The structural model. Using the variance inflation factor (VIF), 
we investigated the multicollinearity of all constructs. The VIF is 1.67, 
which is less than the threshold of 3.3, indicating that the variables are 
not multicollinear (Lee and Xia, 2010). Fig. 4 presents the structural 
model that explains the variation and path coefficients. Both significant 
and insignificant paths are shown through solid and dashed lines, 
respectively. 

Table 2 
Profile of the respondents.  

Characteristics (%) n = 383 Avg STD Characteristics  (%) n = 383 

Age 18–24 43% 163 21.3 1.842 Educational Degree No school 3% 11  
25–34 31% 120 28.7 2.730  High School 34% 130  
35–44 15% 59 38.8 3.276  Bachelor 42% 160  
45–54 7% 25 48.4 2.972  Master 19% 73  
55–64 3% 12 58.4 3.476  Ph.D. 2% 9  
65–74 1% 4 67.7 2.500 Gender Female 48% 185        

Male 52% 198  
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Bootstrapping with 5000 resamples was used to determine the sta-
tistically significant levels of the hypothesized constructs. 

Individual capability to protect their mobile identity is explained by 
56 %, and 65 % of users’ expectancy to succeed in mobile identity 
protection is explained in the research model. The individual’s experience 
was statistically significant for explaining protection capability (β̂=
-0.128; p < 0.01), Its effect on protection expectancy is not statistically 
significant. (β̂= 0.055; p  > 0.01). Hence, H1a is supported, and H1b is 
not supported. 

The moderating effect of users’ experience on the relationship between 
1) expectancy and identity protection motivation intention is confirmed 
(β̂=- 0.106; p < 0.01); 2) protection values and identity protection 
motivation intention is confirmed (β̂= 0.136; p < 0.01); 3) protection 
awareness and mobile identity protection are also confirmed (β̂=
-0.098; p < 0.01). Hence H2b, H2d, and H2e are supported. However, 
users’ experience moderation effect is not statistically significant in 
explaining the relationship between 1) the protection capability and 
mobile identity protection intention (β̂= -0.039; p > 0.1), and 2) the 
technical protection and mobile identity protection intention (β̂=
-0.024; p > 0.1). Hence, H2a and H2c are not supported. 

Vicarious experience is statistically significant for predicting protec-
tion capability (β̂= 0.060; p < 0.1) and not statistically significant to 
explain protection expectancy (β̂= 0.008; p > 0.017). Thus, H3a is 
supported, and H3b is not supported. 

The individual’s confidence is statistically significant for explaining 
both the protection capability (β̂= 0.666; p > 0.01) and statistically 
significant in explaining protection expectancy (β̂= 0.691; p > 0.01). 
Thus, hypotheses H4a and H4b are supported. 

The protection importance is not statistically significant in explaining 
protection capability (β̂= -0.015; p > 0.01) and is statistically significant 
for explaining protection expectancy (β̂= 0.243; p < 0.01). Thus, hy-
potheses H5a and H5b are supported. 

The research model explains 16 % of technical protective actions and 
63 % of mobile identity protection value. Achievement motivation (β̂=
0.123; p < 0.01), extrinsic motivation (β̂= 0.260; p < 0.01) and intrinsic 
motivation (β̂= 0.541; p < 0.01) are statistically significant for 
explaining mobile identity protection value. However, the hypothesis of 
social motivation is not statistically significant (β̂= -0.018; p > 0.1) in 
explaining mobile identity protection value. Also, protection values (β̂=
0.337; p < 0.01) is statistically significant in explaining technical pro-
tection. Hence, H6, H7, H8, and H13a are supported while H9 is not 
supported. 

The model also explains 43 % of users’ mobile identity protection 
intention. While the hypothesis about protection expectancy (β̂= 0.102; 
p < 0.01) was found to be statistically significant in explaining the 
mobile identity protection intentions, the protection capability of mo-
bile users was not statistically significant (β̂= 0.024; p > 0.1), i.e., the 
expectancy-capability gap exists. On the other hand, both the technical 
protection (β̂= 0.170; p < 0.01), and protection values (β̂= 0.337; p <
0.01) are statistically significant to explain mobile identity protection 
intention, i.e., the technical motivation gap does not exist. Thus, H10a is 
not supported, and H11a, H12, and H13b are supported. 

As predicted, our measurements show that the expectancy-capability 
gap exists (i.e., the individuals’ capabilities do not match their expec-
tations). Our qualitative analysis suggests that the main cause of this gap 
is a lack of awareness about the new identity theft techniques and the 
appropriate protective behavior. To resolve this incongruence, we 
examine the impact of awareness as a mediator variable on the rela-
tionship between the expectancy-capability gap and mobile identity 
protection intentions. The structural model explains 37 % of the pro-
tection awareness. The research model shows that both the hypotheses 
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about protection capability (β̂= 0.178; p < 0.01) and protection ex-
pectancy (β̂= 0.469; p < 0.01) were found to be statistically significant 
in explaining protection awareness. Hence, H10b and H11b are sup-
ported. Protection awareness was also found to be statistically signifi-
cant in explaining mobile identity protection intentions (β̂= 0.223; p <
0.01). Hence, H14 is also supported. 

3.1.2.6. Mediation results in awareness. As predicted, our measurements 
show that the expectancy-capability gap exists (i.e., the individuals’ 
capabilities do not match their expectations). We suggest that the 
leading cause of this gap is a lack of awareness about the new identity 

theft techniques and the appropriate protective behavior. Therefore, we 
analyzed the mediation impact of awareness to understand more about 
the protection motivation gaps. To assess the mediating variables and 
estimate the indirect effect of our model, we used MacKinnon (2008) 
product of a coefficient approach. As shown in Table 6, the structural 
model shows that while awareness has a complementary mediation 
impact on the relationship between expectations and individuals’ pro-
tection intention, it has a full mediation impact on the relationship be-
tween protection capability and protection intention toward mobile 
identity protection. The mediation results indicate that protection 
awareness plays a significant role in bridging the gap between in-
dividuals’ misperceptions about their expectations to protect their 

Table 4 
Loadings and cross-loadings.  

Construct Items Expr VExp Conf Imp PC PE AM EM IM SM MV TP PA MIPI 

Experience (Expr) Expr1 0.875 -0.181 -0.462 -0.320 -0.439 -0.363 -0.136 -0.146 -0.267 -0.173 -0.050 -0.216 -0.318 -0.211  
Expr2 0.907 -0.097 -0.410 -0.288 -0.381 -0.322 -0.162 -0.160 -0.228 -0.110 -0.105 -0.234 -0.295 -0.234  
Expr3 0.893 -0.080 -0.408 -0.274 -0.375 -0.285 -0.139 -0.153 -0.232 -0.128 -0.105 -0.219 -0.259 -0.205  
Expr4 0.823 -0.093 -0.368 -0.151 -0.361 -0.227 -0.064 -0.055 -0.148 -0.087 -0.071 -0.086 -0.203 -0.174 

Vicarious experience 
(VExp) 

VExp1 -0.176 0.839 0.294 0.196 0.256 0.266 0.261 0.181 0.196 0.220 0.130 0.168 0.166 0.128  

VExp2 -0.120 0.838 0.213 0.163 0.236 0.199 0.242 0.155 0.207 0.199 0.064 0.167 0.124 0.126  
VExp3 -0.047 0.731 0.191 0.178 0.172 0.152 0.143 0.136 0.210 0.295 0.064 0.074 0.150 0.044  
VExp4 -0.133 0.771 0.244 0.263 0.247 0.255 0.219 0.190 0.280 0.336 0.146 0.126 0.225 0.152  
VExp5 -0.086 0.877 0.196 0.185 0.161 0.190 0.208 0.161 0.225 0.260 0.094 0.172 0.111 0.155  
VExp6 -0.072 0.865 0.202 0.180 0.172 0.195 0.241 0.197 0.230 0.259 0.105 0.176 0.148 0.182 

Confidence (Conf) Conf1 -0.460 0.266 0.920 0.439 0.706 0.718 0.232 0.356 0.450 0.261 0.369 0.386 0.516 0.316  
Conf2 -0.368 0.303 0.880 0.418 0.647 0.630 0.227 0.351 0.429 0.263 0.271 0.348 0.481 0.232  
Conf3 -0.430 0.169 0.863 0.316 0.607 0.717 0.196 0.219 0.429 0.166 0.257 0.351 0.450 0.275 

Importance (Imp) Imp1 -0.291 0.214 0.408 0.909 0.313 0.503 0.574 0.639 0.613 0.476 0.419 0.665 0.441 0.564  
Imp2 -0.264 0.236 0.388 0.915 0.296 0.475 0.547 0.639 0.602 0.487 0.397 0.660 0.396 0.570  
Imp3 -0.278 0.236 0.411 0.929 0.323 0.508 0.558 0.634 0.579 0.459 0.405 0.638 0.408 0.601  
Imp4 -0.268 0.194 0.405 0.907 0.276 0.471 0.537 0.602 0.588 0.433 0.396 0.665 0.395 0.565 

Protection Capability 
(PC) 

PC1 -0.351 0.200 0.652 0.273 0.890 0.640 0.153 0.214 0.330 0.188 0.252 0.248 0.513 0.270  

PC2 -0.431 0.243 0.672 0.299 0.924 0.598 0.132 0.240 0.304 0.152 0.258 0.229 0.425 0.273  
PC3 -0.447 0.262 0.699 0.337 0.934 0.660 0.154 0.237 0.357 0.155 0.264 0.255 0.437 0.265 

Protection 
Expectancy (PE) 

PE1 -0.363 0.223 0.785 0.460 0.678 0.922 0.348 0.398 0.504 0.311 0.420 0.439 0.556 0.379  

PE2 -0.284 0.243 0.670 0.478 0.599 0.918 0.382 0.412 0.492 0.271 0.420 0.426 0.572 0.413  
PE3 -0.311 0.250 0.687 0.539 0.630 0.922 0.370 0.407 0.500 0.323 0.401 0.453 0.540 0.450 

Achievement 
motivation (AM) 

AM1 -0.101 0.248 0.177 0.441 0.140 0.313 0.777 0.485 0.402 0.375 0.338 0.379 0.274 0.350  

AM2 -0.140 0.235 0.230 0.564 0.132 0.354 0.896 0.530 0.478 0.377 0.362 0.538 0.293 0.414 
Extrinsic motivation 

(EM) 
EM1 -0.181 0.150 0.361 0.657 0.306 0.450 0.536 0.892 0.530 0.385 0.470 0.634 0.421 0.512  

EM2 -0.127 0.182 0.312 0.588 0.205 0.376 0.521 0.879 0.479 0.373 0.405 0.529 0.373 0.440  
EM3 -0.053 0.234 0.187 0.491 0.092 0.272 0.489 0.784 0.412 0.374 0.374 0.417 0.282 0.323 

Intrinsic motivation 
(IM) 

IM1 -0.231 0.278 0.434 0.524 0.310 0.467 0.441 0.446 0.837 0.336 0.323 0.639 0.338 0.408  

IM2 -0.230 0.235 0.400 0.580 0.299 0.458 0.480 0.496 0.900 0.429 0.422 0.652 0.399 0.513  
IM3 -0.200 0.229 0.443 0.585 0.328 0.482 0.448 0.515 0.859 0.358 0.348 0.641 0.365 0.464 

Social motivation 
(SM) 

SM1 -0.132 0.302 0.243 0.459 0.193 0.327 0.413 0.401 0.369 0.914 0.350 0.355 0.376 0.382  

SM2 -0.104 0.255 0.210 0.457 0.118 0.263 0.409 0.404 0.392 0.905 0.352 0.360 0.332 0.348  
SM3 -0.164 0.294 0.258 0.473 0.184 0.311 0.395 0.402 0.426 0.922 0.329 0.341 0.342 0.359 

Motivation Values 
(MV) 

MV1 -0.085 0.098 0.294 0.413 0.239 0.430 0.430 0.455 0.355 0.356 0.833 0.377 0.425 0.393  

MV2 -0.121 0.109 0.267 0.353 0.249 0.347 0.304 0.376 0.315 0.297 0.829 0.270 0.331 0.349  
MV3 -0.006 0.101 0.177 0.296 0.140 0.238 0.289 0.348 0.330 0.268 0.777 0.287 0.237 0.337 

Technical Protective 
(TP) 

TP1 -0.085 0.133 0.351 0.371 0.280 0.423 0.318 0.418 0.377 0.302 0.836 0.346 0.380 0.379  

TP2 -0.140 0.194 0.344 0.581 0.175 0.406 0.492 0.550 0.665 0.303 0.355 0.886 0.322 0.482  
TP3 -0.211 0.147 0.348 0.699 0.251 0.443 0.518 0.579 0.658 0.349 0.372 0.909 0.391 0.572  
TP4 -0.248 0.190 0.420 0.673 0.297 0.453 0.512 0.590 0.709 0.397 0.353 0.934 0.384 0.528 

Protection awareness 
(PA) 

PA1 -0.266 0.157 0.468 0.417 0.418 0.548 0.329 0.390 0.390 0.389 0.361 0.378 0.900 0.461  

PA2 -0.351 0.179 0.531 0.338 0.481 0.542 0.260 0.341 0.362 0.327 0.359 0.300 0.887 0.378  
PA3 -0.232 0.168 0.474 0.451 0.455 0.542 0.316 0.422 0.393 0.320 0.434 0.405 0.913 0.483 

Mobile identity 
protection 
intention (MIPI) 

MIPI -0.236 0.179 0.356 0.641 0.278 0.465 0.498 0.545 0.576 0.416 0.456 0.614 0.471 0.901  

MIPI2 -0.148 0.074 0.153 0.390 0.254 0.308 0.254 0.269 0.251 0.227 0.302 0.307 0.363 0.783  
MIPI3 -0.220 0.155 0.264 0.570 0.243 0.379 0.398 0.466 0.502 0.361 0.388 0.537 0.441 0.931  
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mobile identity and their capabilities. The results also show the com-
plementary mediation impact of awareness on technical action and 
mobile identity protection intentions from one side and motivational 
values and intentions toward mobile identity protection from the other 
side. These results show the importance of protection awareness in 
enhancing both technical and motivational means of protection against 
mobile identity protection. 

4. Discussion of the Results 

Belanger et al. (2019) identified the growing concern over uninten-
tional information leakage due to the increasing use of mobile devices in 
organizations. In the same context, Hedström et al. (2011) emphasized 
the strategic importance of information values as essential assets for 
organizations. However, Feather (1982) noted that motivational 

theories that used perceived values to explain individual behavior fail to 
connect cognition and action, highlighting a critical issue in under-
standing human behavior. According to Feather, the lack of a clear link 
between cognition and action leaves individuals "buried in thoughts," 
unable to translate their values and intentions into effective action. To 
address this problem, Feather suggested using the "expectancy-value 
approach." 

This study use EVT as a conceptual framework. We employ a mixed- 
methods approach to investigate the gap between individuals’ expec-
tations and capabilities in mobile identity protection and the role that 
motivation plays in predicting individual behavior. This study is the first 
to investigate the expectancy-capability gap in the context of mobile 
identity protection. 

The theoretical contributions of this study can be classified into four 
main areas. Firstly, our results suggest that an individual’s protection 

Table 5 
Heterotrait-monotrait ratio (HTMT).  

Construct Expr VExp Conf Imp PC PE AM EM IM SM MV TP PA MIPI 

Experience (Expr)               
Vicarious experience (VExp) 0.135              
Confidence (Conf) 0.532 0.303             
Importance (Imp) 0.322 0.255 0.489            
Protection Capability (PC) 0.493 0.272 0.831 0.359           
Protection Expectancy (PE) 0.377 0.275 0.873 0.580 0.761          
Achievement motivation (AM) 0.192 0.384 0.339 0.804 0.221 0.542         
Extrinsic motivation (EM) 0.162 0.253 0.400 0.776 0.274 0.498 0.869        
Intrinsic motivation (IM) 0.289 0.326 0.579 0.738 0.416 0.623 0.746 0.674       
Social Motivation (SM) 0.159 0.341 0.294 0.552 0.200 0.362 0.613 0.515 0.499      
Motivation Values (MV) 0.113 0.150 0.387 0.493 0.318 0.502 0.581 0.584 0.502 0.429     
Technical Protective (TP) 0.239 0.213 0.462 0.782 0.294 0.528 0.750 0.721 0.862 0.427 0.450    
Protection Awareness (PA) 0.348 0.201 0.623 0.490 0.561 0.674 0.465 0.493 0.494 0.430 0.485 0.449   
Mobile identity protection intention (MIPI) 0.262 0.178 0.342 0.684 0.337 0.500 0.614 0.572 0.602 0.437 0.514 0.636 0.558   

Fig. 4. The structural model 
Notes: *** p < 0.01; ** p < 0.05; * p < 0.10. 

Table 6 
The mediation analysis.  

Independent Variable (IV) Mediator (M) Dependent Variable (DV) Direct Effect Indirect Effect (Product of Coefficients) Mediating Effect    

IV → DV (C) IV → M (A) M → DV (B) IV → M→ DV (A x B)  

Expectancy Awareness Protection Intention 0.102* 0.340*** 0.240*** 0.081** Complementary Mediation 
Capability   -0.011 0.189***  0.045** Full Mediation 
Technical Actions   0.170*** 0.175***  0.042** Complementary Mediation 
Motivation Values   0.337*** 0.122**  0.029**   
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awareness mediates the relationship between expectancy-capability and 
individuals’ protection intentions. This finding highlights the existence 
of a gap between individual expectations and their actual capabilities to 
protect their mobile identity. Secondly, the motivational aspects of 
identity protection values significantly influence an individual’s inten-
tion toward mobile identity protection. Specifically, achievement and 
intrinsic and extrinsic motivations are the determinant factors that 
explain the motivational aspect of mobile identity protection values. 
Finally, the study shows the significant moderation role of experience in 
moderating the individuals’ expectations and protection values from 
one side and their protection intentions from the other side. 

4.1. Why do expectations fail? 

The results of our study indicate that individual protection capability 
does not affect the intention to protect mobile identity. On the other 
hand, individual expectations about identity protection have a signifi-
cant impact on identity protection intention. Therefore, predicting mo-
bile users’ intentions to protect their identity fails because individuals 
cannot identify or perceive their protection capabilities relative to their 
false expectations. When comparing our findings to the extant literature 
on mobile identity protection in the context of mobile security, impor-
tant questions arise. Firstly, to what extent does prior research overlook 
user expectations as a key element in predicting individual protection 
behavior by focusing only on protection capabilities in the mobile 
environment?. Secondly, how much does the lack of protection aware-
ness impact the expectancy-capability gap? 

The literature review section and Appendix 1 highlight the gap 
where the extant literature does not specifically study user expectations 
regarding their protection behavior. Researchers have focused more on 
the role of individual capability in explaining protective behaviors. 
Studying the impact of both individual protective expectations and 
perceived capabilities contributes to providing clearer insight into in-
dividual protection behavior and, more specifically, into the discrepancy 
emerging from the expectancy-capability gap. 

Individual beliefs about protection capabilities could be confused 
with their judgments of the protection outcomes that they expect. This 
argument was originally made by Bandura (1986). He argued that in-
dividual outcome expectations are unlikely to lead to behavioral fore-
casts since the results they expect are the product of individual 
expectations of what they can achieve. In psychology, the same concept 
was explained by Higgins (1987) when proposing the self-discrepancy 
theory. He argued that individuals compare their actual self to the 
ideal or ought self. The expectancy-capability gap is the gap between the 
actual self (i.e., the ideal version of yourself created from experience) 
and the ideal or ought self (i.e., the expectations of persons who feel they 
should become or should achieve). 

Regarding the sources that explain the expectancy-capability gap, 
the results show that while user experiences and vicarious experiences 
significantly impact protection capabilities, they do not impact expec-
tations. Confidence significantly impacts both individual capabilities 
and expectations to protect their mobile identity. Mobile identity pro-
tection’s perceived importance is found to significantly impact indi-
vidual expectations but not their protection capabilities. 

Bandura et al. (1999) suggest that individual expectations are un-
likely to make much of an independent contribution to predicting 
behavior when perceptions about individual capabilities are controlled. 
This rational explanation of the expectancy-capability gap led us to 
address the role of awareness in explaining the protection behavior of 
individuals in a mobile environment. Our results show that individual 
awareness affects their intention to achieve mobile identity protection. 
Prior research has shown that individuals who lack awareness of 
smartphone security issues exercise ineffective or a lack of protective 
behaviors. In the same vein, user awareness of the threats posed by 
negative technologies like spyware strongly predicts user behavioral 
intention to use protective technologies. 

The present study offers a significant contribution to the existing 
literature by shedding new light on the perception of mobile user pro-
tective behaviors. Specifically, the findings highlight the critical role of 
discrepancy perception in this regard, which captures the divergence 
between individuals’ expectations and their actual abilities to safeguard 
their mobile identities. This notion not only advances our theoretical 
understanding of the protective behavior literature but also has practical 
implications for the development of effective interventions. 

Moreover, the study results underscore the importance of protection 
awareness as a potential solution for addressing this discrepancy effec-
tively. By enhancing individuals’ knowledge and understanding of the 
threats to their mobile identities, such interventions can help bridge the 
gap between expectations and capabilities, thereby promoting more 
effective protective behaviors. In doing so, protection awareness can 
serve as a powerful tool for safeguarding individual mobile identities in 
an increasingly interconnected and vulnerable digital landscape. In 
conclusion, this study underscores the importance of understanding the 
role of the expectancy-capability gap in predicting individual protective 
behavior, particularly in the mobile environment. The study findings 
suggest that increasing individuals’ protection awareness and under-
standing the motivational aspects of identity protection values can 
enhance their intention to protect their mobile identity. This study 
provides valuable insights for organizations seeking to improve their 
mobile security policies and practices, as well as for individuals seeking 
to protect their mobile identities. 

4.2. Technical or motivational protection? 

This study explores the complex relationship between technical and 
motivational means of protecting mobile identities. While our initial 
hypothesis suggested a technical-motivation gap, our findings reveal 
that the perceived value of mobile identity protection significantly in-
fluences individual protective behaviors. In particular, motivation pro-
tection emerges as the stronger determinant in explaining such 
behaviors in the mobile context. Our study results further suggest that 
the perceived value of mobile identity protection is significantly affected 
by a user’s achievement motivation and intrinsic, and extrinsic 
motivation. 

The extant literature provides insight into the intricate nature of 
motivation and its impact on perceived value. Specifically, individual 
achievement motivation and extrinsic motivation or utility value 
significantly influence the perceived value of required tasks, such as 
protecting mobile identity using dual-factor authentication. Notably, 
social motivation appears to have no significant effect on the perceived 
value of mobile identity protection, despite its critical role in shaping 
individual behaviors in a wide variety of domains. From a social moti-
vation perspective, social influence may impact the perception of value. 
Overall, our study findings contribute a novel understanding of the 
complex factors that shape mobile identity protection behaviors and 
suggest potential avenues for bridging the gap between protective be-
haviors and actual capabilities. 

4.3. The moderation effect of the user’s experience 

The importance of prior experience on current behavior toward a 
task has been extensively discussed in the literature (Ajzen and Fish-
bein, 1975). As such, individuals who have successfully engaged in a 
particular task in the past are more likely to possess the knowledge and 
skills required to accomplish the same task in the future. Conversely, 
individuals attempting a new task for the first time may experience 
heightened anxiety levels, as their expectations for success are uncertain 
(Sclater and Bolander, 2004). 

In examining the role of user experience in mobile identity protec-
tion, our study reveals that low-experienced users’ expectations play a 
significant role in explaining their motivational intentions toward 
achieving mobile identity protection. Specifically, low-experienced 
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users with high expectations to succeed in mobile identity protection are 
more motivated to achieve protection than low-experienced users with 
low expectations (Fig. 5). Moreover, low-experienced users who value 
mobile identity protection have a higher motivational intention to 
protect their mobile identity. Conversely, low-experienced users who 
perceive low value in mobile identity protection exhibit lower motiva-
tional intentions toward protecting their mobile identity (Fig. 6). 

Our findings also indicate that protection awareness is an essential 
predictor of identity protection motivational intention for low- 
experienced users. Low-experienced users with low levels of protec-
tion awareness exhibit lower motivational intentions to achieve mobile 
identity protection than those with high levels of protection awareness 
(Fig. 7). Taken together, our results suggest that the role of user expe-
rience, protection awareness, and value are important factors that 
determine motivational intentions toward mobile identity protection. 

The findings of this study have important implications for developing 
effective training programs aimed at improving mobile identity pro-
tection among low-experienced users. The moderation effect of experi-
ence suggests that training programs need to be tailored to the specific 
needs of low-experienced users, focusing on improving their expecta-
tions and perceived values regarding mobile identity protection. To 
achieve this, companies could implement gamified training programs 
that provide incentives and rewards for achieving protection goals, 
thereby increasing trainees’ extrinsic motivation and protection 
awareness. By doing so, these programs could successfully bridge the 
technical-motivation gap that often exists in mobile identity protection, 
leading to improved protective behavior among low-experienced users. 
This approach has potential applications in a range of domains, as 
gamified training programs could be adapted to target low-experience 
employees across a variety of industries. Overall, this study offers a 
novel approach to improving mobile identity protection and highlights 
the importance of tailored training programs in promoting protective 
behavior among low-experienced users. 

Companies that rely on mobile applications should prioritize their 
efforts toward users who are inexperienced in protecting their mobile 
identities. To do this, they should emphasize the importance and value 
of mobile identity protection and focus on increasing user self- 
confidence and awareness. By improving individual expectancy, users 
will be more motivated to protect their mobile identities. Additionally, 
companies should encourage their customers to use multi-factor 
authentication, specifically biometric authentication using their mo-
bile devices. For instance, banks could reward their customers for 
installing mobile banking applications on their smartphones or tablets 
and take advantage of embedded authentication technologies such as 
fingerprints and facial recognition. This extrinsic motivation technique 
would heighten identity protection and deter fraudsters. 

In conclusion, user experience is one of the most significant factors in 
mobile identity protection. It motivates mobile users’ attitudes towards 

identity protection, increases their expectations of success in protecting 
their identities, improves their perception of the value of mobile identity 
protection, and strengthens the relationship between protection 
awareness and users’ intention towards mobile identity protection. 
Companies that prioritize these factors will have a better chance of 
promoting mobile identity protection among their customers and 
employees. 

5. Limitations and future work 

During the study, the limitations found were mainly concerned with 
the validation of our findings, specifically with the moderation effect of 
experience, which may lead to future lines of research. Accordingly, a 
panel of mobile security experts and mobile users may be considered in 
the future to validate the findings of this study. The outcome of this 
study can be applied to further specific research, which focuses on 
different domains such as digital marketing and e-learning using the 
ubiquitousness of mobile devices as a new digital identity for consumers 
and students. Furthermore, control variables could also be applied to 
studies such as geography, gender, and education, among others, to 
examine their impact on mobile users’ intentions toward identity pro-
tection. Furthermore, the mobile identity threats construct (Craig et al., 
2019) could be added to our model to examine the effect of identity 
threats as a stimulus on mobile users and how it could motivate their 
responses toward mobile identity protection. Finally, in light of the 
escalating threats of identity theft and related attacks in the mobile 
environment, it is highly suggested to prioritize the adoption of ano-
nymization methods. Conducting future research to explore the inte-
gration of anonymization techniques in mobile identity protection 
becomes a crucial agenda. By implementing data anonymization Fig. 5. The moderation effect of user’s experience on the relation between 

protection expectancy and mobile identity protection intention. 

Fig. 6. The moderation effect of user’s experience on the relation between 
protection value and mobile identity protection intention. 

Fig. 7. The moderation effect of user’s experience on the relation between 
protection awareness and mobile identity protection intention. 

Y. Alhelaly et al.                                                                                                                                                                                                                                



Computers & Security 134 (2023) 103470

13

techniques, such as the combined utilization of semantic properties and 
generalization, as Caruccio et al. (2022) suggested, the privacy and 
confidentiality of mobile users’ personally identifiable information (PII) 
can be effectively safeguarded. This approach may not only mitigate the 
risk of unauthorized access but may also reduce the possibility of 
re-identification, ensuring the utmost security of mobile identity data. 

6. Conclusion 

The findings of our study underscore the importance of individual 
awareness and motivation in protecting mobile identity against poten-
tial threats such as identity theft and cyberattacks. We have identified 
that a gap often exists between individuals’ expectations and their actual 
capabilities in safeguarding their mobile identity, resulting in an 
expectancy-capability gap. To address this gap, increasing employee 
awareness about mobile identity protection in the workplace is essential. 
Our research suggests that technical measures alone are insufficient to 
address the challenges of identity theft and associated threats. Moti-
vating employees to prioritize mobile identity protection can enhance 
their technical protective actions. Furthermore, our study demonstrates 
the significant impact of experience on an individual’s expectations, 

capabilities, and values toward mobile identity protection. Therefore, 
organizations should prioritize increasing employee awareness about 
the importance of mobile identity protection and provide regular 
training and resources to help employees safeguard their mobile iden-
tities in the workplace. By taking these steps, organizations can effec-
tively prevent potential cyberattacks and identity theft that may 
compromise sensitive data and harm business operations. Our study 
highlights the crucial role of employee awareness and motivation in 
ensuring the security of mobile identities and emphasizes the need for 
organizations to prioritize this aspect of cybersecurity to achieve effec-
tive protection against potential threats. 
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Appendix 

Appendix 1. The protection gaps in the mobile security literature  

Protection Literature Protection Concepts Current Research Emphasis Protection Gaps         

Gap1 Gap2 

Authors Context findings Theories Constructs Info/ 
Privacy 
Protection 

Software 
Protection 

Identity 
protection 

Expectancy Capability Technical Motivation 

Rodriguez-Priego 
et al. (2022) 

Mobile 
privacy 
protection 

Privacy 
protection 
measures have 
no significant 
impact on 
privacy 
protection 
intention 

PMT Threat 
susceptibility; 
Threats 
vulnerability; 
Self-efficacy; 
Response, 
behavioral 
intention; 

√    √  √ 

Ameen et al. 
(2021) 

Smartphone 
security 

Cybersecurity 
policies, 
technological 
factors, and 
cultural 
differences 
predict intention 
toward 
smartphone 
security. 

PMT; 
GDT; 
TRA 

Smartphone- 
specific 
technology, 
Threat 
susceptibility; 
Threats 
vulnerability; 
Self-efficacy; 
Behavioral 
intention; 

√    √ √  

Bélanger and 
Crossler (2019) 

Mobile 
protective 
behavior 

Mobile privacy 
protection self- 
efficacy predicts 
mobile 
information 
protection 
intentions 

TPB, Mobile trust, 
mobile privacy 
concerns, 
attitude toward 
information 
sharing, 
behavioral 
intentions 

√    √  √ 

Crossler and 
Bélanger (2019) 

Smartphone 
security 

Individual 
privacy skills 
influence their 
motivational 
behavior toward 
mobile privacy- 
protective 
behavior 

SET; 
IMBS 

Privacy risk 
awareness; 
privacy 
knowledge; 
Privacy self- 
efficacy; 
technology self- 
efficacy, 
privacy 
behavior 

√    √  √ 

Verkijika (2018) Smartphone 
security 

Anticipated 
regret and 
smartphone 

PMT Anticipated 
regret, 
perceived 

√    √ √  

(continued on next page) 
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(continued ) 

Protection Literature Protection Concepts Current Research Emphasis Protection Gaps         

Gap1 Gap2 

security 
intentions 
positively 
influenced 
smartphone 
security 
behaviors 

vulnerability, 
severity, self- 
efficacy, 
response 
efficacy, 
security 
intention, 
security 
behavior 

Crossler and 
Bélanger (2017) 

Mobile 
privacy and 
security 

Identifying the 
Mobile privacy- 
security 
knowledge gap 

IMBS Information 
awareness; 
Motivation, 
Security 
knowledge; 
Privacy 
knowledge; 
Self-efficacy; 
Security 
behavior 

√    √  √ 

Thompson et al. 
(2017) 

Mobile 
security 
behavior 

Some of the 
determinants of 
security 
behavior differ 
between home 
computer and 
mobile device 
use 

PMT Perceived 
vulnerability, 
self-efficacy, 
response cost, 
descriptive 
norm, security 
intention, 
security 
behavior  

√   √  √ 

Chen and Li 
(2017) 

Mobile 
defensive 
behavior 

Privacy concerns 
and coping 
appraisal have a 
significant 
impact on the 
intention to 
adopt the 
security 
defensive 
software 

TTAT Perceived 
concerns, Self- 
efficacy; 
Perceived cost; 
Privacy security 
awareness; 
Privacy security 
assurance 
behavior 

√ √   √  √ 

Wang et al. 
(2016) 

Mobile 
Privacy and 
information 
disclosure 

Perceived 
mobile benefits 
and privacy risks 
explain the 
intention to 
disclose 
information via 
a mobile 
application 

PCT Perceived 
severity; 
Perceived risks; 
Perceived 
control; 
intention to 
disclose 

√    √  √ 

Tu et al. (2015) Mobile theft 
and 
information 
security risk 

Coping appraisal 
and threat 
appraisal 
explain coping 
intention toward 
mobile threats 

PMT; 
SLT 

Self-efficacy; 
Response 
efficacy; 
perceived 
threat; 
experience; 
Knowledge; 
Social influence 

√    √ √  

Mylonas et al. 
(2013) 

Understand 
the impact of 
trusting 
mobile third- 
party apps on 
mobile users’ 
security 

Smartphone 
users do not 
have the proper 
security 
awareness to 
make 
appropriate 
security 
decisions 
regarding 
authorizing 3rd 
party 
applications to 
access their 
mobile devices. 

ISA Users 
Awareness; 
Users’ trust, IT 
Expertise; 
Privacy 
concerns; 

√ √   √ √   

Note: PMT: Protection motivation theory; GDT: General deterrence theory; TRA: Theory of reasoned actions; TPB: Theory of planned behavior; 
EDT: Expectation-disconfirmation theory; SET: Self-efficacy theory; IMBS: Information–motivation–behavioral skills model; TTAT: Technology threat 
avoidance theory; PCT: Privacy calculus theory. SLT: Social learning theory; ISA: Information Security Awareness. 
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Appendix 2. The conceptualization of EVT in information security literature  

Author Research Expectancy and Motivational Values  

Context Objective Environment Conceptualization Protection Gaps    

PC Mob  Expt Cap Tech Mot 

Hann et al. (2007) Online Privacy Examine how to overcome online 
information privacy concerns. 

✓ x Use protection values as positive valences 
that motivate users and expect their 
decision to mitigate privacy concerns 

✓ x x ✓ 

Wang et al. (2008) ISec Investment Understand the impact of security risk 
value on loss expectancy and ISec 
investment 

✓ x Introduce the value-risk concept to 
measure expected losses due to security 
exploits in organizations 

✓ x x ✓ 

Myyry et al (2009) ISec Policies 
Adherence 

Understand the impact of ISP values on 
ISec rules adherence 

✓ x Hypothesize values as motivations that 
predict ISP compliance 

x ✓ x ✓ 

Bulgurcu et al. 
(2010) 

ISec Policies 
Compliance 

Understand the role of ISP awareness 
and benefits on ISP intentions 

✓ x Measure how employees value the benefits 
of ISP 

x ✓ x ✓ 

Liu and Goodhue 
(2012) 

E-commerce The impact of trust on user’s new 
visitor’s intention to revisit a website 

✓ x Conceptualize EVT and cognitive misers’ 
concepts on trust as a value that explains 
the intention to revisit 

x x x ✓ 

Sun et al. (2012) Knowledge 
sharing 

Understand the sustained participation 
in knowledge sharing in transactional 
virtual communities. 

✓ x conceptualize extrinsic and intrinsic 
motivation constructs to predict 
continuance intentions. 

x ✓ x ✓ 

Chen (2013) self-disclosure Examines voluntary self-disclosure 
phenomenon among social networking 
sites. 

✓ x Develop privacy value as a moderator on 
the relationship between attitude and 
privacy self-disclosure behavior. 

x x x ✓ 

Tamjidyamcholo 
et al. (2014) 

Knowledge 
sharing 

Understand the impact of knowledge- 
sharing behavior on users’ expectations 
to reduce ISec risk 

✓ x Conceptualize values as expected 
consequences of behavior and expectations 
to measure ISec risk reduction 

✓ x x ✓ 

D’Arcy and Lowry 
(2019) 

ISec 
compliance 

Examine the Cognitive-Affective 
Drivers of Employees’ behavior toward 
ISec compliance behavior 

✓ x Conceptualize moral considerations as 
motivational values that explain 
compliance behavior 

x ✓ x ✓ 

Turel et al. (2021) ISec Policy 
Violation 

Understand the persistence of ISP 
violations from the perspective of 
value/gain 

✓ x ISP violations are likely motivated by the 
expected value, benefits, or gains that an 
individual produces 

✓ x x ✓ 

Pereira and Mohiya 
(2021) 

Knowledge 
Sharing 

Investigate positive and negative 
employee’s intentions of knowledge- 
sharing and hiding 

✓ x Use EVT to utilize the Expectancy and 
valence to theorize motivation for 
knowledge-sharing behavior 

✓ x x ✓ 

Wall et al. (2021) ISec control 
portfolios 

Understand how these security controls 
influence employees’ behaviors 

✓ x Conceptualize the values as intrinsic and 
extrinsic motivations 

x ✓ ✓ ✓ 

This Study Mobile 
Identity 
Protection 

Examine the role of protection 
awareness and experience in 
bridging the gaps in mobile identity 
protection 

x ✓ Use EVT to conceptualize and examine 
protection gaps in the mobile identity 
protection context 

✓ ✓ ✓ ✓  

Appendix 3. The interviewees’ profiles  

NO. Stakeholders 
Group 

Respondent Role Years of 
experience 

Role description 

R1 Customer-facing 
bankers 

Retail banker 11 Counseling customers on banking products and services 

R2  Personal banker 13 Managing client bank accounts, including opening, and closing accounts, and supervising 
transactions. 

R3  customer service adviser 10 Provide face-to-face bank services with the customers 
R4  Senior Teller 18 Responsible for all aspects of front-end customer services 
R5 IT Business intelligent analyst 10 Analyze the bank’s data and information to provide insights for decision-makers to improve 

performance and profitability 
R6  IT service desk agent 12 Receive customer’s technical requests and direct them to the correspondence IT department to 

resolve the related problems and IT incidents and may escalate the complaint based on the bank’s 
escalation matrix. 

R7  IT Security Specialist 11 Designing and implementing safety measures, policies, and security controls. 
R8  IT service management 

(ITSM) analyst 
10 Monitor, analyze, and assess the service desk tickets to understand the customers’ requirements and 

improve the business process. 
R9  Information security 

professional 
16 Monitor the bank’s networks for any security breaches or policy violations and install security 

software, such as firewalls, intrusion prevention, and data encryption programs, to protect the 
bank’s sensitive information. 

R10  Mobile application security 
analyst 

10 Provide security assessment of the bank mobile application and help in designing the security 
strategy for the bank mobile infrastructure. 

R11  Technical support agent 12 Answer customers’ phone calls provide them the technical support and solve the reported problems. 
R12  Help Desk Agent 10 Bridging between the customer’s technical support requests and the IT department. 
R13  e-Banking mobile 

application developer 
10 Analyze, design, and develop an application for the bank mobile app such as electronic wallet and 

OTP apps. 
R14 Manager Chief Information Security 

Officer (CISO) 
20 Develop the bank’s information security strategy and implement the security programs, procedures, 

and policies to protect the bank’s infrastructure and services against internal and external threats 
and related attacks. 

(continued on next page) 
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NO. Stakeholders 
Group 

Respondent Role Years of 
experience 

Role description 

R15  IT Operation Manager 17 Monitoring and managing the network infrastructure and resolving system issues in the operating 
environment. 

R16  Quality Manager 16 Ensure that all bank’s products and services meet quality standards before they go live. 
R17  Branch Manager 12 Manage bank’s services including budget allocation, and sales plans, and coordinate with other 

branches as well as the main branch. 
R18  RISK Manager 15 Manage and communicate the risk policies in the bank. 
R19  Asset Manager 11 Manage the bank’s software and hardware assets and coordinate with bank managers to assess the 

bank’s actual needs and optimize the current bank’s resources 
R20  Audit Manager 14 Manage and Assess the deployed bank security policies and risk management activities. 
R21  IT service manager 19 Manage the tasks and services of the information technology department and coordinate between 

business and IT.  

Appendix 4. Interview guidelines  

Category/Subcategory Open-ended questions 

Protection Experience 1. What experience have you had regarding mobile identity protection with yourself or with the bank’s customers? 
2. How did you solve the problem? 

Technical Means of Protection 3. What is your opinion on using multi-factor authentication to secure the individual’s identity while using a mobile banking application? 
4. What is your opinion of using third-party security software for protecting mobile identity? 
5. What are your suggestions regarding effective ways to protect mobile users’ identities? 
6. How would you improve mobile identity protection? 

Protection Capabilities 7. Do you think that bank customers could protect their mobile identity while using Internet banking or mobile banking applications? 
Protection Awareness 8. What would happen if your bank customers lost their mobile or their identity got stolen? 

9. What is the role of protection awareness in mobile identity protection? 
Motivation-technical gap 10. What are the technical measures taken by the bank to protect customers’ mobile identity?  

11. How does motivation influence the bank’s customers to enable security measurement to protect their identities?  
12. Do you think that technical protection is enough to protect mobile users’ identities and why? 
13. What are the reasons behind identity theft?  
14. Based on your experience, is the customer capable of protecting his/her identity without the bank’s support? 

Protection Motivation 15. What motivates customers to protect their mobile identities? 
Protection Expectations 16. What makes customers expect they would secure their mobile identity? 
Confidence 17. In your opinion, what are the factors that affect the customers’ confidence regarding securing their mobile identity? 
Importance 18. Why do you believe that mobile identity protection is important on the Internet and mobile banking environments? 
Protection value 19. To what extent do customers value bank security measures to protect their identities against different fraud attacks? 
Expectancy-Capability gap 20. Is there a difference between individuals’ expectations and their capabilities in protecting their mobile identity?  

21. What is your perception of individuals’ expectations to succeed in protecting the customer’s mobile identity?  
22. What is your perception of the customers’ actual capabilities in protecting their mobile identity? 
23. How do you think customers’ expectations influence their mobile identity protective behavior compared to their actual protection capabilities?  

Appendix 5. The emergent themes and quotes by the interview respondents  

Higher-level category 
\subcategory 

Emergent concepts/ 
themes/variables 

Respondents   

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 

Protection Expectancy Experience x x x x x x x x x x x x x x x x x x x x x  
Vicarious Experience  x  x  x  x  x x   x x   x     
Confidence x x  x x   x  x x x  x  x x x     
Importance x x x x x x x x x x x x x x x  x x x  x 

Expectancy-Capability 
gap 

Protection expectancy x x x  x x x  x  x x  x x x x  x x   

Protection Capability x x x x x x x x x x x x x x x x x x x x  
Protection value 

motivation 
Extrinsic motivation x   x x  x x  x   x x x x x x     

Intrinsic motivation     x   x  x   x x x   x     
Achievement motivation    x x  x x  x x  x x x  x x   x  
Social motivation  x    x x   x   x     x  x  

motivation-technical 
gap 

Protection value x x x x x x x x x x x x x x x x x x  x x  

Technical Protection x x x x x x x  x  x x x x x x x x x  x 
Protection behavior Protection Awareness x x x x x x x x x  x  x x x x x x x x x  

Mobile identity 
protection intention 

x x x x x x x x  x x x x x x x x x x  x  
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Appendix 6. Hypotheses developed from the literature and in-depth interviews  

Categories Emergent 
concepts 

Interviewee Sample interview quotes Supporting literature Hypothesis 

Protection 
Expectancy 
(PE) 
Protection 
Capability 
(PC) 

Experience (Exp) Mobile 
application 
security analyst 

“... our analysis indicates that seniors and 
customers with only a high school diploma are 
more vulnerable to mobile identity theft, 
account takeover, and stealing credit card 
numbers” 

The most effective way to build individual 
capability is through the mastery of 
experiences (Bandura, 2008). 

H1a: Exp (-) → PC 
H1b: Exp (+) → PC  
H2a: Exp (-) mod 
(PM → MIPI) 
H2b: Exp (-) mod (PE 
→ MIPI) 
H2c: Exp (-) mod 
(TPA → MIPI) 
H2d: Exp (+) mod 
(PV → MIPI)  
H2e: Exp (+) mod 
(PA → MIPI) 

Experience 
(Moderator) 

Personal banker “….. what I have seen is that people who have 
been using our mobile applications for a while 
seem to have a better attitude and posture 
towards identity protection…. ” 

Experience may moderate relationships 
among users’ attitudes, intentions, and 
behavior (e.g., Churchill, 1979; Cron et al., 
1988) 

Vicarious 
Experience 
(VExp) 

IT Service desk 
agent 

“.… when I inquire about the reason for using 
the same old password again, they usually reply 
that they asked others to help them to 
understand how OTP works, and they follow 
their suggestions instinctively.” 

The actual behavior of others concerning 
the technology is a further source of an 
individual’s self-efficacy and outcome 
expectations (Compeau and Higgins, 1995).  

H3a. VExp (+) → PC  

H3b: VExp (+) → PE 

Confidence 
(Conf) 

Retail bankers “… I see first-hand how over time, customers 
have become confident in the use of mobile 
applications. Ever since COVID-19, we saw a 
dramatic increase ….” 

There are many activities that, if done well, 
guarantee valuable outcomes, but persons 
who doubt their ability to succeed (i.e., lack 
of confidence) will not likely pursue these 
behaviors (Betz and Hackett, 1981) 

H4a. Conf (+) → PC  

H4b. Conf (+) → PE 

Importance 
(Imp) 

IT service 
management 
(ITSM) analyst 

“… I found that most of these tickets involved a 
situation where a fraudster had used a 
customer’s identity to make purchases. ….. 
However, stolen identity is a completely 
different issue. Dealing with such complaints is 
complex”. 

Both the perceived task’s importance and 
users’ confidence influence their behavior 
toward achieving the required task 
(Feather 1982). 

H5a. Imp (+) → PC  

H5b: Imp (+) → PE 

Expectancy- 
Capability 
gap 

Protection 
expectancy 

QA Manager “…. I found that many OTP passwords were 
formerly resolved and had been reopened. At 
our bank, we regularly conduct a root cause 
analysis. We found that user expectation for 
using electronic wallets is far beyond their 
actual capability. I attribute this to a lack of 
training.” 

The individuals’ actions are related to their 
subjective value of behavioral outcomes 
and the expectancy or probability of 
conducting the behavior successfully and 
achieving outcomes (Rasch and Tosi, 1992). 

H11A: PE (+) → MIPI  

H11B: PE (+) → PA  

Protection 
Capability 

IT Operation 
Manager 

“… Recently we found that our electronic wallet 
is the most frequently used application in online 
transactions. Interestingly, we also found that 
most support tickets involve difficulty in using 
multi-factor authentication and configuring 
Biometric authentication for mobile banking 
apps”. 

The individual’s beliefs about their 
capabilities are critical elements of the 
relationship between human behavior and 
motivation (Bandura, 1986) 

H10A: PC (+) → MIPI  

H10B: PC (+) → PA 

Protection 
value 

Extrinsic 
motivation (EM) 

Chief information 
security officer 
(CISO) 

“…., it is really hard to prevent savvy criminals 
from stealing our customers’ bank accounts 
using different identity fraud techniques. As a 
result, we decided to create a customer-centric 
security strategy that focuses on how to 
motivate our customers to apply identity 
protection measures. We are thinking of 
developing an award point system where 
enabling biometric multifactor authentication 
on our electronic wallet earns certain cashback 
points.” 

Menard et al. (2017) argue that 
motivational aspects direct users’ activity 
and influence them to comply with security 
measures and take action to protect 
information assets. Feather (1982) posits 
that achievement motivation, which allows 
ego enhancement, and social motivation, 
which is considered what people value, can 
be added to the categories of extrinsic and 
intrinsic motivation. 

H6. EM (+) → PV  

H7: IM (+) → PV  

H8. AM (+) → PV  

H9: SM (+) → PV 

Intrinsic 
motivation 
(IM) 
Achievement 
motivation 
(AM) 
Social 
motivation 
(SM) 

Motivation- 
technical 
gap 

Protection 
value 

Information 
security 
professional 

“… Regardless of the different identity theft 
techniques used, the common factor between all 
these incidents is that our customers do not 
realize how valuable their digital identities are 
until they get scammed.” 

Shah and Higgins (1997) suggested that as 
value increases, the effect of value on 
behavioral intentions increases as well. 
Whereas Menard et al. (2017) argue that 
motivation directs users’ activity and 
influences them to comply with security 
policies and take action to protect 
information assets. 

H13A: PV (+) → TPA  

H13B: PV (+) → MIPI 

Technical 
protective 
actions 

Branch Manager “…… Many individuals trust Android and iOS 
platforms to protect their mobile identity. 
However, this trust will not make them 
bulletproof against identity theft attacks”. 

Alnajim and Munro (2009) suggested that 
user-related technical abilities and phishing 
awareness are two critical factors that 
influence the protective actions of users 
against the usage of phishing websites. 

H12: TPA (+) → MIPI 

Protection 
Behavior 

Protection 
Awareness (PA) 

Technical support 
agent 

“… Usually, this type of support takes more 
than 5–7 minutes. However, during the 
conversation with the client, I discovered that 
she worked in IT and had a conceptual 
understanding of biometric authentication.” 

Allam et al. (2014) argued that mobile users 
are not aware of the security risks 
associated with the use of smartphone 
applications due to their ineffective 
protective behavior. 

H14: TPA (+) → MIPI 

(continued on next page) 
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(continued ) 

Categories Emergent 
concepts 

Interviewee Sample interview quotes Supporting literature Hypothesis 

Protection 
Awareness 
(Mediator) 

Help Desk Agent One user justified his account loss: “I just don’t 
think I have any important information that 
hackers would be interested to take from me. 
So, I thought that protecting my online identity 
was not that important." 

Haeussinger and Kranz (2013) suggested 
that information security awareness (ISA) is 
one of the most important antecedents of 
security behavior. He argued that by 
investigating the important, yet 
understudied, mediating role of ISA on the 
relation between awareness antecedents 
and the intention to achieve security 
actions. 

Mediation effect of 
Awareness on the 
relations: PC&MIPI 
and PE&MIPI  

Appendix 7. The measurement items  

Construct Items Instrument Refs. 

Experience (Exp) Expr1 Protecting my mobile identity is a new experience for me (Strongly Disagree – Strongly Agree) Karahanna et al. 
(2006)  

Expr2 Protecting my mobile identity is not similar to anything that I’ve done before (Strongly Disagree – Strongly 
Agree)   

Expr3 Protecting my mobile identity is different from other experiences I have had (Strongly Disagree – Strongly 
Agree)   

Expr4 Protecting my mobile identity is a new business experience for me (Strongly Disagree – Strongly Agree)  
Vicarious Experience (VExp) VExp1 Respondents were asked to indicate the extent to which mobiles with protected identity were actually used by:   

VExp2 their peers in their work organization   
VExp3 their peers in other organization   
VExp4 their family   
VExp5 their friends   
VExp6 their managers   
VExp7 other management  

Confidence (Conf) Conf1 How good at mobile identity protection are you? (not at all good - very good) Wigfield and Eccles 
(2000)  

Conf2 If you were to list all the mobile users in your friends from the worst to the best in mobile identity protection, 
where would you put yourself? (one of the worst - one of the best)   

Conf3 Some mobile users are better at mobile tasks than others. For example, you might be better at gaming than in 
Identity Protection. Compared to most of your other mobile tasks, how good are you in Identity Protection? (a 
lot worse in Identity Protection than in other tasks - a lot better in Identity Protection than in other tasks)  

Importance (Imp) Imp1 For me, being good in mobile identity protection is (not at all important - very important) Wigfield (1994)  
Imp2 Compared to most of your other mobile activities, how important is it for you to be good at mobile identity 

protection? (not at all important - very important)   
Imp3 Is the amount of effort it will take to protect your mobile identity worthwhile to you? (not very worthwhile, very 

worthwhile) 
Eccles and Wigfield 
(1995)  

Imp4 I feel that, to me, being good in protecting my mobile identity which involves protective actions is (not at all 
important, very important)  

Protection Capability (PC) PC1 Based on my own knowledge, skills, and capabilities, protecting my mobile identity would be easy for me Kim and Kankanhalli 
(2009)  

SC2 I am capable to protect my mobile identity without the help of others (Strongly Disagree – Strongly Agree)   
SC3 I am capable to protect my mobile identity reasonably well on my own (Strongly Disagree – Strongly Agree)  

Protection Expectancy (PE) PE1 Compared to other mobile users, how well do you expect to do in protecting your mobile identity? (not at all 
well - very well) 

Wigfield (1994)  

PE2 How well do you think you will do in using mobile identity protection features? (not at all well - very well)   
PE3 How well do you expect to do in protecting your mobile identity? (not at all well - very well) Wigfield and Eccles 

(2000)  
PE4 How good would you be at learning something new in mobile identity protection? (not at all good - very good)  

Achievement Motivation (AM) AM1 How important is it for you to act like most of the mobile users regard protecting your mobile identity? (not at 
all important, very important) 

Wigfield (1994)  

AM2 Do you think being good at mobile identity protection is more important for males than for females? (Strongly 
Disagree – Strongly Agree)  

Intrinsic Motivation (IM) IM1 In General, I find protecting my mobile identity is (extremely boring – Extremely interesting) Eccles and Wigfield 
(1995)  

IM2 How much do you like protecting your mobile identity? (Too little – Too much)   
IM3 How much do you feel internally driven to protect your mobile identity? (Too little – Too much) Designed for the 

study 
Extrinsic Motivation  (EM) EM1 How useful is learning mobile identity protection for what you usually do with your other mobile activities? 

(not at all useful, very useful) 
Eccles and Wigfield 
(1995)  

EM2 How useful is what you learn in mobile identity protection for your other daily life activities? (not at all useful, 
very useful)   

EM3 How useful is external motivation in achieving mobile identity protection? (not at all useful, very useful) Designed for the 
study 

Social Motivation (SM) SM1 People who are important to me think that I should protect my mobile identity (Strongly Disagree – Strongly 
Agree) 

Venkatesh et al. 
(2012)  

SM2 People who influence my behavior think that I should protect my mobile identity (Strongly Disagree – Strongly 
Agree)   

SM3 People whose opinions that I value prefer that I protect my mobile identity (Strongly Disagree – Strongly Agree)  

(continued on next page) 
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Construct Items Instrument Refs. 

Motivation Value (MV) MV1 I am keen to learn a lot about mobile identity protection (Strongly Disagree – Strongly Agree) Trautwein et al. 
(2012)  

MV2 Mobile identity protection is important to me personally (Strongly Disagree – Strongly Agree)   
MV3 It is important to me personally to be good at mobile identity protection (Strongly Disagree – Strongly Agree)  

Technical protective (TP) When it comes to the effectiveness of technical protective actions against mobile identity threats, I believe that Chen and Zahedi 
(2016) TP1 the success rate of mobile identity technical protective actions is (very low/very high) 

TP2 the chance of stopping identity theft attacks by taking technical protective actions is (very low/very high) 
TP3 the likelihood to neutralize mobile identity threats is (very low/very high) 
TP4 my confidence in the effectiveness of mobile technical identity protective actions is (very low/very high) 

Protection awareness (PA) PA1 Overall, I am aware of the mobile identity threats and their negative consequences (Strongly Disagree – Strongly 
Agree) 

Bulgurcu et al. (2010)  

PA2 I have sufficient knowledge about the cost of potential identity theft problems (Strongly Disagree – Strongly 
Agree)   

PA3 I understand the concerns regarding mobile identity protection and the risks they pose in general (Strongly 
Disagree – Strongly Agree)  

Mobile identity protection 
intention (MIPI) 

MIPI1 I intend to protect my mobile identity (Strongly Disagree – Strongly Agree) Taylor and Todd 
(1995)  

MIPI2 I intend to use my mobile using (Face, fingerprint, passwords, or PIN) identity protection features (Strongly 
Disagree – Strongly Agree)   

MIPI3 I intend to protect my mobile identity frequently (Strongly Disagree – Strongly Agree)   
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