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Abstrak

Melindungi maklumat sulit pesakit adalah kebimbangan yang kritikal dalam steganografi
imej perubatan. Teknik Least Significant Bits (LSB) telah digunakan secara meluas untuk
komunikasi selamat. Walau bagaimanapun, ia mudah terdedah kepada ketidakjelasan dan
risiko keselamatan disebabkan oleh manipulasi langsung piksel dan pengehadan corak
ASCII. Akibatnya, maklumat perubatan yang sensitif terdedah kepada kehilangan atau
perubahan. Walaupun terdapat percubaan untuk mengoptimumkan LSB, isu-isu ini terus
berlaku disebabkan oleh (1) perumusan pengoptimuman mengalami kekangan tersirat
yang tidak sah yang menyebabkan ketidakfleksibelan dalam mencapai pembenaman
optimum, (2) kekurangan penumpuan dalam proses carian di mana panjang mesej
memberi kesan ketara kepada saiz ruang penyelesaian, dan (3) isu kebolehsesuaian
aplikasi di mana data berbeza memerlukan lebih fleksibiliti dalam mengawal proses
pembenaman.

Untuk mengatasi kekangan-kekangan ini, kajian ini mencadangkan kaedah yang dikenali
sebagai algoritma genetik penguraian-n. Algoritma ini menggunakan carian panjang
boleh ubah untuk mengenal pasti lokasi terbaik untuk membenamkan mesej rahsia
dengan memasukkan batasan bagi mengelakkan perangkap minimum tempatan.
Metodologi kajian terdiri daripada lima fasa utama: (1) penyiasatan awal, (2)
merumuskan skema pembenaman, (3) membina skema penguraian, (4) menyepadukan
reka bentuk skema ke dalam teknik yang dicadangkan, dan (5) menilai prestasi teknik
yang dicadangkan berdasarkan parameter menggunakan set data perubatan daripada
kaggle.com. Teknik yang dicadangkan menunjukkan rintangan terhadap analisis statistik
yang dinilai menggunakan analisis Statistik Boleh Balik (RS) dan histogram. la turut
menunjukkan kelebihan kepada ketidakjelasan dan keselamatan yang diukur oleh MSE
dan PSNR kepada set data Chest (0.0557, 0.0550) dan Retina (60.6696, 60.728). Namun,
jika dibandingkan dengan keputusan yang diperoleh dari teknik yang dicadangkan,
penanda aras mengatasi set data Brain oleh kerana sifat imej yang homogen dan latar
belakang hitam yang luas.

Penyelidikan ini telah menyumbang kepada penguraian berasaskan genetik dalam
steganografi imej perubatan dan menyediakan teknik yang menawarkan keselamatan
yang lebih baik tanpa menjejaskan kecekapan dan penumpuan. Walau bagaimanapun,
pengesahan lanjut diperlukan untuk menentukan keberkesanannya dalam aplikasi dunia
sebenar.

Kata kunci: Teknik steganografi LSB, Algoritma genetik, Panjang berubah-ubah,
Ketidakjelasan, Keselamatan.



Abstract

Protecting patients' confidential information is a critical concern in medical image
steganography. The Least Significant Bits (LSB) technique has been widely used for
secure communication. However, it is susceptible to imperceptibility and security risks
due to the direct manipulation of pixels, and ASCII patterns present limitations.
Consequently, sensitive medical information is subject to loss or alteration. Despite
attempts to optimize LSB, these issues persist due to (1) the formulation of the
optimization suffering from non-valid implicit constraints, causing inflexibility in
reaching optimal embedding, (2) lacking convergence in the searching process, where the
message length significantly affects the size of the solution space, and (3) issues of
application customizability where different data require more flexibility in controlling the
embedding process.

To overcome these limitations, this study proposes a technique known as an n-
decomposition genetic algorithm. This algorithm uses a variable-length search to identify
the best location to embed the secret message by incorporating constraints to avoid local
minimum traps. The methodology consists of five main phases: (1) initial investigation,
(2) formulating an embedding scheme, (3) constructing a decomposition scheme, (4)
integrating the schemes' design into the proposed technique, and (5) evaluating the
proposed technique's performance based on parameters using medical datasets from
kaggle.com. The proposed technique showed resistance to statistical analysis evaluated
using Reversible Statistical (RS) analysis and histogram. It also demonstrated its
superiority in imperceptibility and security measured by MSE and PSNR to Chest and
Retina datasets (0.0557, 0.0550) and (60.6696, 60.7287), respectively. Still, compared to
the results obtained by the proposed technique, the benchmark outperforms the Brain
dataset due to the homogeneous nature of the images and the extensive black background.
This research has contributed to genetic-based decomposition in medical image
steganography and provides a technique that offers improved security without
compromising efficiency and convergence. However, further validation is required to
determine its effectiveness in real-world applications.

Keywords: LSB steganography technique, Genetic algorithm, Variable-length,
Imperceptibility, Security.
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CHAPTER ONE
INTRODUCTION

1.1 Introduction

This chapter presents a background of information hiding as a means of information
security, primarily technical steganography as a covert communication method. This
chapter starts with the research knowledge in section 1.2 and the research motivation in
section 1.3. The following section 1.4 includes the definition of the operation. Next, the
problem statement, research questions, and objectives are introduced in sections 1.5, 1.6,
and 1.7, respectively, followed by the research's scope and the significance behind the
research in sections 1.8 and 1.9. This chapter ends with the thesis organization and

summary to conclude the chapter presented in sections 1.10 and 1.11, respectively.

1.2 Background of Research

Since the beginning of time, there has been a distinct difference in how humans
communicate; they desire communication secrecy. The digital age has ushered in a
dramatic shift in how to communicate where interaction and the speedy sharing of
information and messages between persons who are sometimes in separate time zones are
made more accessible by communication technologies, opening up new options for
protecting communication (Onyeator & Okpara, 2019; Kumar et al., 2011). Information
security is protecting information from tampering, manipulating, or reducing the
probability of risks. For example, money transfers to users' bank accounts and exchanging
medical images have become the most security-demanding sectors over the Internet as

they require protection services from attackers (Kadhim et al., 2019; Cheddad et al., 2010).
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