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Tém tit

Internet dd va dang phdt trién vo cing manh mé, két noi hon 30% dén sé thé gidi, voi hon
2.2 ty nguoi dung. Loi ich ma Internet dem lai ciing di kém vaoi C&c rui ro: Nam 2015 toan
thé gidi thiét hai hon 445 1ty USD, Viét nam thiét hai khoang 8700 ty VNP do cdc s ¢o vé
tan cdng mang; 5226 trang web ciia cdc co quan doanh nghiép tai Viét Nam bj tan cong
Nguyén nhén chinh d6 la suw tién bé cua ké tan cong, su ra doi cia nhirng cong nghe mdi, va
ciing vi sur thiét Idp cua nhing hé théng ngay nay ciing ngdy cang phirc tap va kho qUan li
hét rui ro. Vi vy, viéc nghién curu ddnh gia nhing nguy co cé tinh rii ro cao doi véi cac ing
dung dua trén nén web 12 nhu cau cap thiét doi véi cdc co quan, t6 chire dang trién khai g
dung web trén Internet. Trong bai bao nay, chiing tdi sé phan tich nhitng 16 hong phé bién
nhdt cuia cac ing dung trén nén web va khuyén nghi cde phwong phdp dé kiém tra phat hién.

Tir khoa: An toan tmg dung web; Bao mat; Ung dung web.

1. GIOI THIEU

Internet da va dang phat trién vd cing manh mé, két ni hon 30% dan s thé gidi,
v6i hon 2.2 ty nguoi dung. Viéc kinh doanh truyén thong dan dugc thay thé bang cac giao
dich dién tir hay thuong mai dién tr (TMBT) ma phan I6n dua vao céc tng dung trén nén
web. Theo bao cao nam 2015 cua Bo Cong thwong, TMDT cua Viét Nam trong nam 2015
da ting 37% so v&i nam 2014, dat khoang 4.07 ty USD, chiém khoang 2.8% tong muic
ban I¢ hang hoa va doanh thu dich vu tiéu dung ca nudc. Theo bao cao cua eMarketer,
doanh thu TMDT bén 1¢ cia My nam 2015 u6c dat khoang 355 ty USD, chiém khoang
7.4% tong doanh thu bén 1é ciia nudc nay. Doanh thu ban 1¢ truc tuyén TMPT cua Trung
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Qudc tinh dén thang 9/2015 udc dat 672 ty USD, tang 42.1% so vai cing ky nam 2014
va chiém khoang 15.9% tong doanh thu ban Ié. Con tai Han Quéc, doanh thu ban Ié
TMBDT cua thi trudng ndy trong nam 2015 13 38.86 ty USD, chiém 11.2% tong doanh thu
ban I¢. Lién quan dén du bdo vé quy mé cua thi trusng TMDT thoi gian téi, hoi cudi
thang 1/2016, dai dién lanh dao Hiép hoi TMDT Viét Nam (VECOM) di cho biét, cudi
nam 2015, hang nghién cuu thi truong Ken Research da dua ra dy doan quy mo thi truong

ban Ié Viét Nam nam 2019 s€ dat 7.5 ty USD.

Song song véi cac lgi ich ma Internet mang lai, cting ¢6 nhirng rai ro nhu: Nam
2015 toan thé gii thiét hai hon 445 ty USD, Viét nam thié¢t hai khoang 8700 ty VND do
cac su ¢b vé tin cdng mang; 5226 trang web cua cac co quan doanh nghiép tai Viét Nam
bi tan cong. Nguyén nhan chinh d6 1a sy tién bo cia ké tan cong, su ra doi cta nhimg
cong nghé mai, va ciing vi s thiét 1ap ctia nhirg hé théng ngay nay ciing ngay cang phtrc
tap va kho quan 1i hét rui ro. Vi vdy, viéc nghién ciru danh gia nhitng nguy co ¢6 tinh rui
ro cao d6i voi cac ing dung dua trén nén web 13 nhu ciu cép thiét di véi cac co quan, to
chiec dang trién khai ing dung web trén Internet. Trong bai bao nay, ching ti s& phan
tich nhitng 16 hong phd bién nhit cua cac tng dung trén nén web va khuyén nghi céc

phuong phap dé kiém tra phat hién.
2. NHUNG LOI THUONG GAP TRONG CAC UNG DUNG WEB

Khi mot img dung web (c6 thé 1a Website hoic WebApp) dugc trién khai trén
Internet, nd tro thanh muc tiéu phéa hoai caa nhitng ké tin cdng mudn tim va khai thac
nhitng 16 hdng bao mat xuét hién trong tng dung. Duéi day 1a nhiing 15 hong bao mat ma

ngudi phét trién cac tmg dung web can tranh khi phat trién ¢ng dung.
2.1.  Tén cong 13i truy van SQL

Theo Data (2016), tin cong 13i truy van SQL sir dung chudi 1énh ngdn ngir truy
van ¢6 ciu trac (SQL) dé truy van tryc tiép co so dit liéu. Ung dung thuong st dung lénh
SQL dé xéc thyc nguoi dung véi tng dung xac nhan vai tro va muac do truy cap, luu gii
va lay théng tin cho tng dung va ngudi dung, va cac duong dan toi nguon dir lidu. St

dung 16i truy van SQL, nhitng ké tin cdng c6 thé sir dung mot tng dung web dé bi ton
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thuong dé tranh cac bién phéap bao mat thong thudng va truy cap truc tiép dén dir liéu co

gia tri.

Ly do tin cong 15i truy van SQL Iam viéc 1a do ang dung khdng xac nhan dau vao
mét cach phu hop trudce khi qua n6 dén 1énh SQL. Tan cong 13i truy van SQL c6 thé vao
qua thanh dia chi, trong trudng tng dung va qua cau truy van va tim kiém. Tan cong SQL
c6 thé cho phép ké tin cong: Pang nhap vao ung dung ma khéng can cung cap ching
nhan hop 1&; Thuc hién nhitng cau truy van di liéu trong co s dit liéu ma tng dung
thuong khong truy cap dén nhing dix liéu d6; Thay d6i noi dung co sé dit liéu hoic tha
Va0 cac co s& dir liéu; Sir dung mdi quan hé tin cay duoc thiét lap giita cac thanh phan
ng dung web dé truy cap cac co s dit liéu khac. Vi du: Trén cac tmg dung Web, cac
trang web thuong ¢ cac 6 nhap vin ban dé ngudi dung nhap thong tin vao cho céc cau
1énh SQL thyc hién trén Server dé truy van dit liéu. Thong tin vao quyét dinh cach tmg
dung xu 1y. Tuy nhién, khong phéi trinh tmg dung nao ciing c6 ddy da co ché, chinh
sach dam bao an toan. Loi dung 16i vé an toan cta céac ung dung chua dugc kiém soat
hét, ké tin cong co thé chén vao cc 6 nhap vin ban cac doan ma doc thay vi cac théng
tin chuan muc dé ung dung xtr ly. Chéng han, mdt cau 1énh SQL v&i thong tin dau vao

tir 6 nhap van ban nhu sau:

String query = "SELECT * FROM accounts WHERE custID="" +

request.getParameter("id") +""';

Exec(query);

Cau lénh trén don thuan chi 1a dua ra cac thong tin vé tai khoan caa mot ngudi
ding véi ma 12 id. Tuy nhién ké tan cong c6 thé thay thé tham s6 “id’ can nhap vao bang

chudi sau: “or ‘7’="1.
Cau lénh truy van trén Server trd thanh:

String query = "SELECT * FROM accounts WHEREcustID="" +
request.getParameter ("“or ‘1°’="1") +""";

Exec(query);
Viéc nay thay d6i ¥ nghia ctia cau truy van 12 tra lai gia tri cua tat ca cac tai khoan

trong co s& dir liéu thay vi chi cia mot ngudi ding. Trong trudng hop xau nhét, ké tin
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cong ¢ thé sir dung cac thong tin danh cip duoc dé thuc thi nhiing thu tuc luu trir trong

co s dir liéu va gitp chiém quyén diéu khién co so dir ligu.
2.2. Thuec thi mi script xiu

Theo Data (2016) thi thuc thi ma scrip xdu duoc biét vai tén 1a Cross-Site
Scripting (XSS) dua trén viéc ma héa thiéu nhiing ki tu dic biét (vi du nhu >, <) trén céc
trang Web. Loi dung diéu nay, ké tin c6 thé chén mot doan script trong dau vao chang
han “<script src="http://evil.com’; ></script>". Vi cach l1am nay, khi truy cap dén trang
web nao, trang web d6 sé tai mot tap tin dang script tir mot trang web bén ngoai ma sé

guri cookies hoac dir liéu cuc bo cua ngudi sir dung dén ké tin cong.

Pé ngan chan XSS, ngudi phat trién tng dung web can phai ma hoa tat ca noi
dung xuét hién trén mot trang web. Cu thé, ngudi phét trién can ma héa khéng chi noi
dung, ma can ma hoa ca URL va céc thudc tinh. Nhiéu nén tang (framework) phat trién
web hd trg sin mot phan tinh ning ma héa nay. Trong ASP.NET MVC, Razor View
Engine s& tw dong ma hda tat ca van ban va gia tri thdng qua viéc sir dung Model va cac
ham HTML Helpers. O nhiing chd khdng hd tro kha nang ma hoa, ngudi phat trién c6 thé
st dung ham html.Encode. Déi véi gia tri url va cac thudc tinh, nguoi phat trién can phai
tu goi cac ham url.Encode va html.AttributeEncode dé ma héa. Mic du vay, ma héa
HTML 1a khong du dé bao dam trang web an toan trudc tin cong XSS. Ké tin cong co
thé cheén cac script vao noi dung cua Javascript cé trén trang web. Vi vay, chiing ta cling

phai m& hoa noi dung co trong script (Hinh 1).

@section scripts {
@if (ViewBag.UserName !=null) {

<scripttype="text/javascript">

$(function () {
var msg = 'Welcome, @Ajax.JavaScriptStringEncode(ViewBag.UserName)!";
$("#welcome-message™).html(msg).hide().show('slow");

bR

</script> }}

Hinh 1. St dung ham A¢ml.Encode
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Trong ASP.Net MVC, ching ta c6 thé sir dung ham Ajax.JavaScriptString Encode
dé ma hoa nhiing chudi duoc sir dung trong Javascript tuong tu nhu st dung html.Encode,

vi du duogc thé hién nhu trong Hinh 1.

Mot giai phap khac dé mad héa HTML va Javascript 1a st dung thu vién
AntiXSS.AntiXSS gilip thay thé ma hda ngam dinh (default encoder) dugc sir dung trong
ASP.Net va do do6 chiu trach nhiém ma hda noi dung khi st dung cac ham Encode Helper
dugc néi ¢ trén. Riéng dbdi véi ma hoa Javascript, thay vi st dung ham
Ajax.JavaScriptStringEncode, ngudi phat trién can sir dung ham Encoder.JavaScript

Encode nhu trong Hinh 2.

@using Microsoft.Security.Application
@section scripts {
@if (ViewBag.UserName != null)
{
<scripttype="text/javascript">
$(function () {
var msg = 'Welcome, @Encoder.JavaScriptEncode(ViewBag.UserName, false)!";
$("#welcome-message™).html(msg).hide().show('slow");
b
</script>}}

Hinh 2. Swr dung ham Encoder.JavaScriptEncode
2.3. Tan cong gia mao yéu ciu
Tan cdng gia mao yéu cau Cross-Site Request Forgery (CSRF, XSRF) (Veracode,
2017) hay néi cach khac 1a 1am sai léch ban chit cia mot yéu cau (request) ma ngudi

dung (hay chinh x4c hon 1a céc trinh duyét) khong thé nhan biét duoc. Vi du, gia st trén

mét trang web co sir dung thé img dé tai hinh anh nhu sau:

I[77/]("/picture.jpg” alt=""/)

Vi mét 1y do ndo d6 (do bi hack hay do sy nham 13n ctia ngudi phat trién) thé img

c6 thé bi bién dbi thanh:
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I[77/](/account/logout” alt=""/)

Khi d6, néu trang nay duoc tai, trinh duyét s& giri mot yéu cau téi Server voi muc
dich 1a tai hinh anh nhung thyc chat lai khién cho Server thyc thi lénh thoat nguoi ding.
Pay chinh la mét dang cia CSRF.

Trong thyc té, tin cong CSRF thuong ¢ dang nhitng duong lién két dwoc gui tir
Spammer téi Email hoic cac Website x& hoi ma néu nguoi st dung bat cin click vao s&
bi chuyén huéng téi mot trang web khac ma trang nay cé thé gui cac thdng tin cua ngudi
str dung toi nhitg noi ma ké tin cong mudn. Khi do, vé mat Iy thuyét, chinh nguoi sir

dung d6 da guri thong tin nhung trén thyc té thi ngudi st dung khéng hé hay biét.

Dé ngin chian CSRF, ching ta can mot co ché xac dinh ¢ phai chinh nguoi st
dung mudn thuc hién yéu cau d6 khong. ASP.NET MVC cung cip mét giai phap khé tot
cho van dé nay goi la kiém tra Token (Token verification). Pau tién, nguoi phat trién ang
dung s& sir dung ham Html.AntiForgeryToken dé sinh ra mot trudng an nam trong biéu
mau ma chira mot gia tri bat ky duy nhat. Gid tri nay ciing s& duoc luu trong mot Session
Cookie & phia trinh duyét caa may khéc. Khi biéu mau duogc giri, hai gia tri ndy sé duoc
so sanh nho vao Action Filter Validate Antiforgery Token.

public class IsPostedFromThisSiteAttribute: AuthorizeAttribute
public override void OnAuthorize(AuthorizationContext filterContext)
if (filterContext.HttpContext !'= null)

if (filterContext.HttpContext.Request.UrlReferrer == null)
thrownew System.Web.HttpException("Invalid submission™);
if (filterContext.HttpContext.Request.UrlReferrer.Host != "trandev90.com.com")
thrownew System.Web.HttpException("This form wasn't submitted from this site!");
}
}
}

Hinh 3. Thue thi Code action method

Giai phap Token verification s& xtr Iy duoc hau hét cac tan cong CSRF thdng
thudng, nhung khong phai tat ca. Mot giai phap khac tuong tu Token verification nhung
thay vi kiém tra Token tu sinh ra thi s& kiém tra thuoc tinh HttpReferrer cua yéu cau dé

dam bao yéu cau dén tir trang web duogc sinh ra bai chinh Website dang nhan yéu cau chir
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khong phai dén tir mot trang web dugc sinh ra boi Website. Giai phap nay goi la
HttpReferrer Validation. Nguoi phat trién co thé cai dat kiém tra trong mot bo loc ma s&
duoc thye thi trudc khi thuc thi Code action method nhu trong Hinh 3. Mot quy tic gidp
giam nhe kha ning tan céng CSRF 1a ludn Xt ly nhimg thay di di liéu trong co so dit

liéu hay trong Website dudi dang yéu cau POST.
2.4.  Bio vé 16p truyén din khong hi¢u qua

Theo Veracode (2017) thi bao vé 16p truyén dan khong hiéu qua cé thé cho phép
cac bén thir ba khong dang tin cay duoc truy cap trai phép thdng tin nhay cam. Théng tin
lién lac giira cac trang web va khach hang nén duoc ma héa hoic dir liéu co thé bi chan,
trich, hodc chuyén hudng. Cac méi de doa khac nhau nhu trom cép tai khoan, tin cong
ltra da0, va tai khoan quan tri cd thé xay ra sau khi hé théng dang dugc cho phép truy cap.
SSL/ TLS nén duoc str dung dé xac thuc trén cac trang web.

2.5. Luu trit mat ma thiéu an toan

Céc ting dung web str dung thuat toan ma hoa dé ma hoa dir liéu va thong tin nhay
cam khac duoc chuyén tir may chu cho khéch hang hoic nguoc lai. Luu trit mat ma thiéu
an toan (The OWASP Foundation, 2017a) dé cap dén trang thai caa mét ang dung véi
ma hoa yéu dugc sir dung dé luu trir an toan dit liéu trong co so dir liéu. Vi vay, cac di
lieu khdng an toan cé thé dé dang bi tan cong va stra ddi boi cac ddi twong tin cong dé co
duoc théng tin bi mat va nhay cam nhu thong tin thé tin dung, mat khau, sé SSN, va thong
tin xac thuc khac véi ma hoa dé khoi dong trom cip danh tinh, gian lan the tin dung, va
cac toi khac. Cac nha phat trién c6 thé tranh duoc cac cudc tan cong bang céch sir dung

cac thuat toan thich hop dé ma héa cac dit liéu nhay cam.
2.6. Viéc quan ly xac thyc va phién lam viéc bi dit quang

Quan ly xac thyc va phién lam viéc (The OWASP Foundation, 2017b) bao gém
tat ca cac khia canh cua viéc xac thuc ngudi sir dung va quan Iy cac phién l1am viéc dang
hoat dong. Tuy nhién viéc xac thuc khong thanh cong la do cac chiic nang biéu thi kém

nhu thay doi mat khau, quén mat khau, ghi nhé mat khau, cap nhat tai khoan... Phai dic
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biét chu y dén viéc xac thuc nguoi sir dung. Sé tét hon khi st dung cac phuong phap xac
thuc cao thong qua nhitng Token hodc sinh tric hoc vé mat ma dua trén phan cing va
phan mém dic biét. Ké tan cong dya vao nhimg diém yéu trong cac chic nang quan Iy
xé&c thuc hodc phién 1am viéc nhu cac tai khoan hién thi, 1D phién 1am viéc, thoat ra, quan
ly mat khau, thoi gian tam ngung, ghi nhé, cau hoi bi mat, cap nhat tai khoan va cac chirc

ning khac dé dong gia nguoi st dung. Céc kiéu tan cong thuong gap la:

e Trém ID phién lam viéc trong URL: K¢é tan cong xen vao dudng lién lac cua
mang lugi hoic lira ngudi s dung dé 1ay 1D phién lam viéc va st dung ID

phién lam viéc véi muc dich pha hoai;

e Khai thac thoi gian tam ngung: Néu thoi gian tam ngung ctia chuong trinh
g dung khong duogc thiét 1ap phl hop va dong trinh duyét mot cach don
gian ma khong can thoat ra khoi cac trang da truy cap trén mot may tinh cong
cong thi khi d6 ké tin cdng c6 thé st dung trinh duyét d6 va khai thac cac

quyén caa ngudi sir dung;

e Khai thac mdt khdu: Ké tin cong truy cap vao co so dit liéu mat khau cua
g dung web. Néu mat khau cta nguoi st dung khong dugc mé hoa, ké tan

cong cd thé khai thac tat ca mat khau caa ngudi sir dung.
2.7. Piéu hwéng khong mong doi

Bat ky wng dung web ndo ma diéu huéng (redirect) t6i mot URL dwoc md ta qua
cau truy van hay biéu miu déu c6 thé bi ké tan céng khai thac dé diéu huéng nguoi sir
dung t6i mot Website bén ngoai ma nguoi sir dung lam tuong 1a cua Website hién tai.
Céch thic tan cong nay goi la chuyén hudng khong mong doi hay chuyén huéng mo
(open redirection) (CodeProject, 2017). R® rang, ching ta d& nhan biét 1a tham sé
ReturnUrl dugc bao gém trong cau truy van khi nguoi sir dung dugc chuyén téi trang
dang nhap trong ASP.NET MVC. Néu tham s6 nay bj thay d6i bai ké tin cong (co thé
dudi dang nhitng lién két ma ke tin céng guri dén nguoi sir dung) va phia may chu khong

kiém tra tham sé nay thi khi nguoi str dung diing nhap thanh cong s& duoc chuyén t6i toi
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Website ciia ké tin cong gia mao Website hién tai dé yéu cau ngudi sir dung nhap lai tén

va tai khoan cling nhu nhap thém thdng tin khac.

ASP.NET MVC cung cap mot ham dé kiém tra URL tén la Url.IsLocalUrl
va ciing sinh ra mot doan ma dé kiém tra returnURL sau khi nguoi sir dung dang nhap

thanh cong nhu trong Hinh 4.

private ActionResult RedirectToLocal(string returnUrl)
{
if (Url.IsLocalUrl(returnUrl))
{
return Redirect(returnUrl);
}
else
{
return RedirectToAction(“Index”, “Home”);
}
}

Hinh 4. St dung ham UrlIsLocalUrl

2.8.  Sai sot cAu hinh an ninh

Céc lap trinh vién va quan tri mang nén kiém tra dé dam bao toan bo ngan xép
duoc thiét 1ap mot cach hop Iy néu khong dian dén viéc sai sét cau hinh an ninh
(Hackingstuffs, 2017) c6 thé xay ra & bat cir cdp d6 nao cua mot ngan xép tng dung, bao
gom nén hé thdng, méy chii web, may chi ung dung, chwong trinh khung va ma tiy chon.
Vi du, néu may cha khéng duoc thiét 1ap mot cach hop Iy s& dan dén két qua 1a co rat
nhiéu rac rdi c6 thé anh hudng dén an ninh cua mot trang web. Céc rac réi nay dan dén
nhitng hau qua nhu gay nén 15 hdng phan mém may chu, 15 hdng bao mat chua duoc V4,
cho phép cac dich vu khdng can thiét va tinh xac thuc khdng hop ly. Mot vai van dé co
thé duoc phat hién dé dang voi su gitp d& cia may quét tw dong. Nhirng ké tan céng cd
thé truy cap vao cac tai khoan mic dinh, cac trang web khong duogc sir dung, nhitng 15
hdng khong duoc va, nhitng tap tin va thu muc khong dugc bao vé... dé chiém dugc
quyén truy cap hop phap. T4t ca nhimng tinh ning khong can thiét va khong an toan phai
duoc bao vé va s& rat ¢ lgi néu ching bj vo hiéu hda hoan toan, do vay nhiing ké bén
ngoai khdng thé loi dung chung dé tién hanh nhitng cudc tan cong doc hai. Moi tap tin

dwa trén cac ung dung phai dugc quan tdm vé tinh xéc thuc phi hop va cac phuong phap
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bao mat manh mé néu khdng nhirng théng tin quan trong c6 thé bi ro ri téi nhiing ké tan

cong.
Nhitng tinh ning khong can thiét nén duoc vo hiéu hoa hoic thay doi gom:

e Giao dién diéu khién quan tri cua may chu duoc ty dong cai dat va khéng

duoc do bo;
e Tai khoan mic dinh khéng dugc thay doi;

e Nhiing ké tan cong phat hién ra trang quan tri chuan trén Server, dang nhap

bang mat khau mic dinh va tiép quan.
2.9. Dang tin rac

Ding tin rac (Over-posting) (Codedx, 2017) xay ra trong nhirng nén tang web st
dung tinh nang lién két cac thudc tinh (model binding), chiang han nhu trong ASP.NET
MVC. Khi mot nguoi ding sir dung ché do dé tra lai HTML nhung khong tra lai hét cac
thudc tinh s& tao co hoi cho ké tan cong sir dung cac cdng cu phat trién web dé chén thém

c4c gid tri khdng mong mudn vao cac thugc tinh chua ding cua ché do do.

Céch don gian dé ngan tinh trang nay xay ra la sir dung thudc tinh Bind dé xac
dinh tuong minh thudc tinh ndo trong ché do s& duoc lién két. Thuoc tinh Bind c6 thé
duoc dat trén mé hinh 16p (class) hoic trong céc tham sé cua phuong thirc hoat dong nhu
trong Hinh 5.

[Bind(Include="Name, Comment”)]
public class Review
{
publicint ReviewID { get; set; }
publicstring Name { get; set; }
publicstring Comment { get; set; }
publicbool Approved { get; set; }
}

Hinh 5. M6 hinh 16p Review
Mot cach khac la sir dung ham UpdateModel hoac TryUpdateModel nhu sau:

UpdateModel(review, “Review”, newstring[] { “Name”, “Comment” });
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2.10. Trém cap Cookie

Céc Website str dung Cookies dé luu thong tin ngudi sir dung giita cac yéu cau.
Cookies c6 thé chtra nhitng théng tin khdng quan trong nhu sy ua thich hay lich st hozc
¢6 thé luu nhitng thdng tin rat quan trong vi du nhu xac thuc. C6 hai loai Cookies:

e Session Cookie: Nhitng Cookies chura trong bo nhé cua trinh duyét va s€ bi

mét di khi tat tat trinh duyét hodc hét phién lam viéc;

e  Persistent Cookies: Nhirng Cookies dugc luu trir trong cac tép van ban trén
6 cung ctia may ngudi sir dung va s& khdng bi mat di trir khi nguoi sir dung

x0a Cache cua trinh duyét.

Cung véi su tién loi thi Cookies ciing 1a co hoi dé ké tan cong sir dung XSS dé an
cap Cookies (Hackingstuffs, 2017) cua nguoi str dung va sau d6 st dung n6 dé gia danh
ngudi d6 thuc hién céc thao tac khéc. Bai vi XSS c6 thé dung script dé 6 thé an cap
Cookies nén mot cach hiéu qua dé chong mat cap Cookies 1a khong cho phép script truy

xuat Cookies bang cach sir dung HttpOnly.

Dé ngan chian ma truy xuat 18n tat ca Cookies cua Website, nén dat cau hinh trong

web.config nhu sau:

<system.web>

<httpCookiesdomain=""requireSSL="false "httpOnlyCookies="true />
</system.web>
Dé thiét 1ap HttpOnly Ién tiing Cookie cd thé sir dung ma khi ghi Cookies nhu

Sau:
Response.Cookies[ “MyCookie”’]. Value= “Remembering you...”;

Response.Cookies[ “MyCookie”]. HttpOnly = true;
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3. CAC CONG CU BAO MAT UNG DUNG WEB

Phan nay sé& giGi thiéu cac cong cu quyét 15 hong trén web phé bién nhat hién nay

(Web Vulnerability Scanner).
3.1. Nikto

La mot phan mém ma ngudn mé véi tinh ning Web Server Scanner, tinh ning
kiém tra cac may chu web. Bao gém hon 3200 phuong thirc nhan dién céc tap tin, 15i
nguy hiém, hd trg hon 625 phién ban WebServer, bao gom nhiing 15i trén 230 WebServer
khac nhau. Tinh ning Scan két hop véi cac Plugins ludn duoc cap nhat ty dong dam bao
dua ra két qua day du va chinh xac nhat. La mot cong cu rat hiru hiéu nhung khéng duoc
cap nhat thuong xuyén. Céc 16i mai nhat thuong dugc cap nhap cham va khong thé tim

thay.
3.2.  Paros Proxy

Mot tng dung kiém tra cac 16 hdng bao mat trén céc tng dung WebProxy. Mot
trang web trén nén Java thuong két hop dang ty quyén (proxy) diéu dé dan téi co nhiéu
16 hong bao mat. Phan mém nay hd trg cho phép thay déi/xem céc goi tin HTTP/HTTPS
va thay d6i ching & Cookies. Bao gom mét tinh ning Web Recorder, Web Spider, va
cong cu Scanner cho phép kiém tra cac tng dung c6 kha ning bi tan cong nhu 16i SQL

Injection va Cross-site Scripting.
3.3. WebScarab

San pham nay cho phép phan tich cac tng dung giao tiép sir dung giao thac HTTP
va HTTPS. Mét dang rat don gian, WebScarab luu cac yéu cau va tra 1oi cho phép tai st
dung trong cac phién lam viéc khac. WebScarab duoc thiét ké cho moi ngudi mudn xem
hoat dong cua cac ung dung su dung giao thiec HTTP(S), tuy nhién cdng cu nay ciing cho
phép phat trién va sira nhiing 15i kho, hodc cho phép nhan biét nhiting 16 hong bao mat

trén cac ang dung duogc thiét ké va trién khai.
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3.4. Weblnspect

Mot cong cu tim kiém 16 hdng trén tng dung web rét hiéu qua. SPI Dynamics’
Weblnspect véi nhiing cong cu trg gitip nguoi ding nhan dang ra nhiing 16 hong bao mat
trén ang dung Web. Weblnspect c6 thé gitp kiém tra cac web Server cdu hinh d chuan
chua, va cb gang tha mot vai dang tn cong nhu Prameter Injection, Cross-site Scripting,

Directory Traversal.
3.5. Whisker/Libwhisker

Mot cdng cu Véi thu vién ma rat phong phd gidp tim kiém cac 16 hong bao mat
trén tng dung web. Libwhisker mét tinh ning ctia ngén ngir Perl — Module cho phép kiém
tra (g dung HTTP. Cung cip nhing tinh ning gitp kiém tra may chit HTTP bang cach
ldy nhiing su hiéu biét vé& bao mat, nhitng nguy co tan cong dé kiém tra cac 16 hong bao
mat. Whisker 1a mot céng cu tim kiém 15 hong bao mat sir dung Libwhisker nhung gid

c6 cbng cu khac hiéu qua hon do6 1a Nikto cling str dung Libwhisker.
3.6. Burpsuite

Két hop véi tng dung dé tan cong tng dung web. Burp cho phép mot ké tan cong
tich hop nhiéu thao tac bang tay hay nhitng phuong phap tu dong dé tin cong, phan tich

va khai thac céc 15 hong bao mat trén ung dung web.
3.7. Wikto

Mot cong cu dung dé danh gia mirc d6 bao mat cia may chu web. La mot cong cu
duing dé kiém tra c4c thiéu sot khi cau hinh méay cha WebServer. Cho phép cung cap nhiéu
mo dun khéc nhau (néu tich hop thém sé& phai ton phi), vi du nhu Back-End Function hay
Google Integration. Wikto duoc viét bang cong nghé .NET cua Microsoft, dé tai vé ma

ngudn ciia phan mém nay ban phai dang ky trén Website.
3.8.  Acunetix Web Vulnerability Scanner

Mot phién ban thwong mai ctiia chuong trinh tim kiém cac 156 hong bao mat trén

cac trng dung Web. Acunetix WVS tu dong kiém tra cac (ng dung web dé tim kiém céc
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156 héng bao mat nhu SQL Injection, hay Cross-Site Scripting, tim kiém nhitng chinh séch
d6i véi mat khau dang nhap ciing nhu cac phwong thirc xac thyc vao Website. Véi giao
dién d6 hoa than thién, nhirng béo céo day du cho phép kiém tra nhirng van dé trén may

chu va tng dung web.
3.9. Watchfire AppScan

Mot phién ban thuong mai ciia chuong trinh tim kiém cac 16 héng bao mat trén
cac ung dung Web. AppScan cho phép kiém tra nhitng ng dung dugc phat trién trén nén
web, d& dang kiém tra va phat hién 15 hong. AppScan kiém tra nhiéu 156 hong bao mat,
nhu Cross-Site Scripting, HTTP Response Spliting, va mét vai dang tan cong phé bién

khéc, phat hién cac Trojan va Backdoor dang ton tai trén may chii web va nhiéu hon nira.
3.10. N-Stealth

La mot phién ban thuong mai, g dung cho viéc tim kiém céc 16 hong bao mat
trén may cha Web. Phan mém tu dong cap nhat thudng xuyén hon cac phan mém mién
phi nhu Whisker/Libwhisker hay Nikto, nhung nhiéu 16i mai trén web ciing khong phat
hién kip thoi va nhanh chéng. Phan mém bao gém hon 30.000 16 hong c6 thé quét va khai
thac truc tiép, ciing véi rat nhiéu nhitng cap nhat hang ngay. Dé dang trién khai két hop
vé6i nhitng phuong phap bao vé 16 héng bao mat khac nhu: Nessus, ISS Internet Scanner,
Retina, SAINT va Sara, bao gém cac tinh ning khac. N-Sealth 1a phién ban chi danh riéng
cho Windows va khong thé tai vé ma nguon. Gan day nhém CDC (Hacker Cult of the
Dead Cow) di tao mot cong cu rat hay cho viéc kiém va lay thdng tin nhay cam. Céng cu
d6 c6 tén goi 1a Goolad Scan, 1a phan mém dé dung dén ndi nguoi khong hiéu biét gi vé
mé lap trinh ciing ¢6 thé do tim nhiing dit lidu nay dé khai thac. Goolad Scan s& dan ngudi
quan tri hé thong Website cai dit no dé sau do ké tan cong truy nhap hé théng mot cach
dé dang. CDC cho biét ho da thtr nghiém va thiy duoc nhitng 16 hong ¢ cac may chu tai

Bic My, chau Au va Trung Pong.
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4. KET LUAN

Trong bai bao ndy ching t6i da hé thdng hda céc 156i thudng gap trong cac wng
dung web va chi ra cac cach khac phuc. Tuy nhién, ngoai nhiing 151 thuong gap nay, mot
ing dung web ciing c6 thé ton tai rat nhiéu céc I18i khéac. Vi vy, chung toi ciing di trinh
bay cac cong cu dé co thé quét cac 15i cua wng dung web. Mic du vay, khdng mot cong
cu nao c6 thé phat hién dugc tat ca cac 16i, mdi mot cong cu co diém manh va yéu khéc
nhau. Do d6, ngudi ding nén sir dung dong thai nhiéu cdng cu dé thyc hién kiém tra tinh

an toan cho mot trang web cua minh.
LOI CAM ON

Bai bao nay duoc hoan thanh bai su hd trg kinh phi tir dé tai TN.16.04, Truong
Pai hoc Khoa hoc Ty nhién, Pai hoc Qudc gia Ha Noi.
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Abstract

The Internet has been developing extremely rapidly, connecting more than 30% of the world
population, with more than 2.2 billion users. It has brought benefits as well as risks. In 2005,
the world lost over $445 billion while, Vietnam lost approximately 8,700 billion VND due to
the incidents of cyberattacks, in which 5,226 Websites of agencies and businesses in Vietnam
were attacked. This is mainly due to the hackers’ progress, the advent of new technologies,
and the fact that today’s systems are increasingly complex and it is difficult to manage all
risks. Therefore, studying the risks for Web-based applications is the urgent need for
organizations deploying web applications on the Internet. In this article, we will analyze the
most common vulnerabilities of Web-based applications and recommend methods for
detection.

Keywords: Security; Web-based applications; Web security.




