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Abstract 

Numerous frauds, market manipulations and other violations have recently shaken 
investor confidence in digital asset markets and digital assets themselves. Yet, investor 
confidence and market integrity are key requirements for the continued success of crypto 
and other digital assets. In order to facilitate the integrity of digital asset markets and 
avoid integrity incidents in the future, a systematic overview of violations and their main 
characteristics is needed to develop appropriate countermeasures. Therefore, we develop 
a taxonomy of violations in digital asset markets and evaluate the taxonomy based on 
real-world cases. Our results show that many types of market manipulation in 
traditional financial markets can also be observed in digital asset markets. However, 
there are new and additional violations in digital asset markets. We also find that many 
violations depend on specific capabilities of the violator, certain trading conditions, and 
asset-specific characteristics. 

Keywords: Digital asset markets, cryptocurrencies, blockchain, market manipulation, fraud 
 

Introduction 

The global financial crisis and the resulting loss of investor confidence in traditional financial markets and 
intermediaries gave rise to blockchain technologies, which provide a trustless environment in which all 
transactions are stored in distributed ledgers that are immutable, transparent, secure, and integer. This 
technology, known as distributed ledger technology (DLT), has since become one of the most important 
innovations, reshaping industries like healthcare, law, security and finance (Guo and Yu 2022; Lin and Liao 
2017). In finance, DLT has enabled the emergence of digital assets such as cryptocurrencies, security tokens, 
utility tokens and non-fungible tokens (NFTs). These assets are traded on digital asset markets (DAMs), 
which function as counterparts to traditional stock exchanges. Initially, digital assets primarily attracted 
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retail investors, but institutional investors have begun to offer digital asset products to their clients and 
include these assets into their portfolios for diversification (Huang et al. 2022).  

However, the promise of blockchain and DLT to increase transparency and security in financial markets 
has also raised security concerns. These concerns include wallet hacks, denial-of-service attacks, exploited 
smart contracts resulting from code vulnerabilities, among others, which negatively impact the digital world 
(Guo and Yu 2022). Consequently, trading activities on DAMs are negatively affected, making them prone 
to violations such as market manipulation, scams, and other fraudulent activities to the detriment of 
investors’ assets and the integrity of these platforms. Notably, these violations affect not only the vast 
number of small platforms, where up to 70% of the transaction volume has been found to be artificial trades 
without actual change in ownership (Cong et al. 2022), but also large, established markets such as Binance, 
the world’s largest DAM. In June 2023, the U.S. Securities and Exchange Commission charged Binance and 
its founder with 13 different securities law violations (Mondo Visione 2023). Similarly, hacks and thefts 
represent a major threat for DAMs with investors suffering losses of 513 million U.S. dollars in 2020, an 
increase of 38.4% from the previous year (TradingPlatforms 2022). A prominent example is the FTX 
Trading Ltd. scandal, which caused a billion-dollar damage to cryptocurrency investors, generated 
widespread public attention and caused confidence losses for both institutional and retail investors in 
DAMs (Reuters 2022). However, investor confidence and market integrity are key requirements for the 
continued success and development of DAMs and the digital assets they trade. 

Against this background, a systematic overview of violations in DAMs is needed, benefiting investors, 
intermediaries, market operators, as well as regulators. It serves as a basis for developing appropriate 
countermeasures to prevent future violations and to restore trust in DAMs. As DAMs are relatively new, a 
classification approach would also help regulators to (re)evaluate initiatives such as the European Union’s 
Markets in Crypto-Assets (MiCA) regulation (European Commission 2020), set to take effect in 2024. This 
regulation transfers issues from traditional financial markets but does not consider DAM-specific 
challenges, such as the low liquidity environment in which many digital assets are traded (La Morgia et al. 
2023). Therefore, a systematic overview is essential to identify the unique vulnerabilities of DAMs. While a 
comprehensive taxonomy of potential market manipulations already exists for traditional financial markets 
(Siering et al. 2017), none exists for DAMs. We are the first to develop a taxonomy to classify DAM violations 
following Nickerson et al. (2013) and Kundisch et al. (2022). This taxonomy organizes and structures 
incidents based on their specific dimensions and characteristics, providing new insights into the nature of 
violations in DAMs. Stakeholders can use it as a toolbox to identify, differentiate and respond to violations 
in these markets based on their specific characteristics.  

Our taxonomy serves to deepen the understanding of violations in DAMs, adds to a scarce research stream 
and serves as a foundation for further empirical research in this area. Additionally, it helps investors to 
assess risks when trading in DAMs and support market operators in designing DAMs. It also assists 
regulatory authorities in protecting investors more effectively against violations and researchers in 
developing systems to detect DAM incidents. Thereby, it finally helps to hold violators accountable. 

The remainder of the paper is organized as follows. The second section describes the research context of 
our study and presents related literature. The third section describes our methodology for developing a 
taxonomy of violations in DAMs. Section four elaborates on our data set and discusses the identified 
violations. We develop the taxonomy of violations in DAMs in section five and evaluate it in section six. The 
final section discusses the implications and limitations of the paper and provides an overall conclusion. 

Research Background 

Digital Asset Markets and Violations in These Markets  

Digital assets, also known as crypto assets, have emerged as a new form of digital representation of value 
that can be stored and transferred electronically (European Commission 2020). These assets include both 
fungible tokens, such as cryptocurrencies, which are interchangeable with one another, and non-fungible 
tokens (NFTs), which represent unique digital assets, such as digital art, and are not interchangeable 
(Chohan 2021).  

DAMs are platforms where buyers and sellers of digital assets can be brought together, resulting in a 
contract between the two parties (European Commission 2020). These markets are either trading platforms 
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provided by a market operator such as Binance, i.e., centralized exchanges (CEXs), or decentralized 
exchanges (DEXs) such as Uniswap. They offer important liquidity and price discovery functions for digital 
assets. However, DAMs are also associated with several unique risks and challenges, such as security 
vulnerabilities, market manipulation or regulatory uncertainty, which can lead to violations such as fraud, 
hacking, scams, and manipulation of asset prices and trading volumes. These violations harm the integrity 
of DAMs and, thus, investors’ trust in these markets. Market integrity exists when the asset pricing process 
is fair and transparent (G7 Working Group on Stablecoins 2019). Maintaining integrity is crucial for a 
market to realize its potential, to support the development and growth of the assets traded in that market, 
and to enable investment decisions to be made in a safe environment. In our research context, violations in 
DAMs refer to any actions or events that potentially violate the integrity of these markets, i.e., the principles 
of reliability and trust. These principles include the existence of reliable and informative prices, the 
protection of investor funds from unauthorized third-party access, and the functioning of the underlying 
infrastructure. Further, prices must represent a realistic picture of the actual existing supply and demand 
(Austin 2017). Consequently, violations damage investors’ trust and confidence in DAMs. 

Related Literature 

Research on market manipulation and fraud in traditional financial markets dates back more than 20 years 
and is quite extensive (Allen and Gale 1992; Hart 1977; Putniņš 2012). With the emergence of digital assets 
and DAMs, traditional market manipulation strategies have evolved and been transferred to these new 
markets (Dupuis et al. 2023). 

While the literature on market manipulation and other violations in DAMs is still less extensive than the 
literature covering traditional financial markets, it is steadily growing. There are several studies on violation 
methods in DAMs, which can be summarized in different categories (Eigelshoven et al. 2021; Scharfman 
2023). First, the category of market manipulation includes fraudulent activities aiming at manipulating 
asset prices or trading activity. One very prevalent market manipulation scheme in DAMs is pump-and-
dump where the price of an asset is artificially inflated and then sold to generate a profit (La Morgia et al. 
2023). Cryptocurrency manipulators openly announce their intention to pump-and-dump certain coins on 
social media or messaging apps thereby attracting investors despite expected negative returns (La Morgia 
et al. 2023; Li et al. 2018). Another common market manipulation scheme is wash trading, where the 
volume of a coin is artificially inflated by transactions without any actual change of ownership. Cong et al. 
(2022) even find that wash trades account for more than 70% of reported volume on some exchanges. Due 
to their specific nature, new manipulation strategies have evolved that are unique to DAMs. For example, 
Daian et al. (2020) study miner extractable value, a market-exploiting behavior common on DEXs. Second, 
there are also a variety of insider trading schemes which aim at exploiting information asymmetries in 
digital assets. Insider trading is a threat to the integrity of DAMs yet Félez-Viñas et al. (2022) find evidence 
of insider trading in up to a quarter of cryptocurrency exchange listings. This also happens in NFT markets 
where insider buying activity has been found to be a predictor of NFT returns (Oh 2023). Third, 
investment fraud occurs in DAMs, e.g., in the form of a Ponzi scheme, a “classic” fraud that has migrated 
from traditional financial markets (Dupuis et al. 2023). Vasek and Moore (2019), for instance, study the 
success factors of Bitcoin-based Ponzi schemes in a Bitcoin forum and find that the scammer’s reputation 
and the amount of interaction with victims affect the success rate of a scam. Fraudulent activity can also 
occur through the manipulation of financial statements or whitepapers, which we refer to as accounting 
fraud. As Dupuis et al. (2023) point out, the digital age has brought new challenges with respect to the 
falsification of financial statements and the ability of regulators to deal with such misleading disclosures.   

Furthermore, a significant number of DAMs or brokers lack regulatory approval. Evidence from a recent 
study by Cong et al. (2022) indicates that wash trading occurs on approximately 50% to 80% of unregulated 
exchanges, while it is notably absent from regulated exchanges. Additionally, the study highlights that the 
reported trading volumes on unregulated exchanges are subject to substantial inflation. These findings 
demonstrate the efficacy of regulatory measures in curbing wash trading and improving the accuracy of 
trading volume reporting. Scams are prevalent in the digital asset space and include rug pulls or the 
misappropriation of clients’ assets. A recent case involves the misappropriation of clients’ funds carried out 
by FTX Trading Ltd., resulting in the collapse of this DAM. Notably, this event marks the largest collapse of 
a DAM to date (Bouri et al. 2023; Vidal-Tomás et al. 2023). Vidal-Tomás et al. (2023) show that this collapse 
can be attributed to a decline in the value of FTX’s native token, which triggered a shortage of available 
credit. In an attempt to hide their deteriorating financial situation, FTX engaged in various forms of fraud, 
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including a large-scale misuse of user funds. Finally, due to their digital nature, cyber attacks are a 
common threat in DAMs, such as flash loan attacks. A flash loan is a smart contract-based loan that is 
borrowed and repaid within a single transaction block. Qin et al. (2021) explain how flash loans can be 
exploited for attacks and describe two major existing attacks.  

Understanding violations in DAMs is important for information systems research, as evidenced by several 
studies (Daian et al. 2020; La Morgia et al. 2023; Xia et al. 2021). However, the effective identification and 
mitigation of such violations require the establishment of a systematic classification, which can be achieved 
through the development of a taxonomy. Several taxonomies have been developed in related domains, 
including a taxonomy of FinTech types (Imerman and Fabozzi 2020), FinTech business models (Beinke et 
al. 2018; Eickhoff et al. 2017) and digital markets in general (Blaschke et al. 2019). Researchers have also 
worked on taxonomies in the field of digital assets. Lausen (2019) develops a taxonomy of digital assets, 
while Fridgen et al. (2018) construct a taxonomy of initial coin offerings (ICOs). Similarly, Ziegler and 
Welpe (2022) contribute a taxonomy of decentralized autonomous organizations. Furthermore, a taxonomy 
of market manipulations exists for traditional financial markets, which segments market manipulation 
techniques into eight dimensions and classifies traditional market manipulation techniques (Siering et al. 
2017). However, despite these existing efforts, there remains a gap in the literature regarding a 
comprehensive categorization of violations within DAMs. To bridge this gap, our study aims to introduce 
and evaluate a taxonomy of violations within these markets. 

Methodology 

To develop a comprehensive taxonomy of violations in DAMs, we adopt the well-established methodology 
proposed by Nickerson et al. (2013) and Kundisch et al. (2022). The first step of this methodology is to 
specify the observed phenomenon, the target user group, and the intended purpose of the taxonomy 
(Kundisch et al. 2022; Nickerson et al. 2013). In this regard, our taxonomy is intended to be used by market 
participants (investors and intermediaries), DAM operators, researchers, and regulators to provide them 
with a toolbox to differentiate violations based on their specific characteristics. Our goal is to help 
stakeholders to identify vulnerabilities in terms of incidents that may be exploited in DAMs. The next step 
in developing the taxonomy is to determine the meta-characteristic, the ending conditions, and the 
evaluation goals. The meta-characteristic serves as the starting point for defining all other dimensions that 
describe violations in DAMs (Nickerson et al. 2013). In our case, the meta-characteristic is to identify the 
characteristics that differentiate violations in DAMs. We assess the taxonomy based on our evaluation goal 
of better identifying, classifying, analyzing, and clustering violations compared to other classification 
schemes or without any taxonomy. 
 
Creating a taxonomy requires an iterative approach. The process is complete when the ending conditions 
are met. We adopt the subjective and objective ending conditions proposed by Nickerson et al. (2013) for 
the taxonomy-building phase. Subjective conditions determine whether a taxonomy is applicable, and these 
conditions are satisfied when the taxonomy is (1) concise, (2) robust, (3) comprehensive, (4) extensible, and 
(5) explanatory. Objective ending conditions are satisfied when the taxonomy meets all necessary criteria, 
including (1) examining a representative sample of objects, (2) avoiding merging or splitting an object in 
the last iteration, (3) having at least one object that can be classified under every dimension, (4) avoiding 
adding new characteristics or dimensions in the last iteration, (5) avoiding merging or splitting a dimension 
or characteristic in the last iteration, (6) having no duplicate dimensions, (7) having no duplicated 
characteristics within a dimension, and (8) avoiding the duplication of cells (Nickerson et al. 2013).  
 
Using a structured approach to develop a taxonomy not only increases the reproducibility of the results and 
the consistency of the classification of concepts but also reduces ambiguity and the potential for confusion. 
To build the taxonomy, we follow a multi-step process involving several iterations, which can be either 
conceptual-to-empirical or empirical-to-conceptual approaches. After each iteration, the characteristics 
and dimensions are reviewed and revised, and the process continues until the ending conditions are met 
(Kundisch et al. 2022). In the empirical-to-conceptual approach, the first step involves identifying a set of 
objects to be classified, followed by the identification of common characteristics. The conceptual-to-
empirical approach is a deductive process that begins by conceptualizing dimensions without first 
examining objects (Nickerson et al. 2013). 



  Taxonomy of Violations in Digital Asset Markets 
  

 Forty-Fourth International Conference on Information Systems, Hyderabad, India 2023
 5 

Data Set and Violations in Digital Asset Markets 

In order to build a comprehensive sample of objects, which serves as a basis for the subsequent taxonomy 
development process, we create a data set of real-world violations that occurred in DAMs using news articles 
from the digital asset news portal Coindesk. We identify the representative sample of violations in DAMs 
using a keyword-based search that uses search terms related to events that negatively affect market 
integrity. The relevant integrity incidents were found by searching for the keywords “fraud”, “hack”, “scam”, 
“market manipulation”, “violation” and “incident” and by applying the “markets” filter on coindesk.com 
(Coindesk 2023). The keywords reflect standard types of integrity incidents known from traditional 
financial markets (e.g., Putniņš 2012) as well as cyber-attacks and scams that hit DAMs in the past (e.g., 
Scharfman 2023). The “markets” filter ensures that we only obtain news about integrity incidents that are 
related to DAMs. We collected the data in March 2023 and included articles from January 2020 until 
December 2022, resulting in a data set of 1,645 news articles. Thereby, the time span includes important 
developments such as the COVID-19 pandemic, which boosted crypto trading volumes, as well as the all-
time highs in cryptocurrency prices with the subsequent “crypto winter” to capture today’s relevant 
violations on DAMs (Corbet et al. 2020; Gorton and Zhang 2023). 

From this data set, two researchers identified 75 relevant integrity incidents in DAMs by reviewing the 
identified news articles independently. Furthermore, they aggregated the real-world cases according to the 
type of violation (e.g., specific Ponzi schemes are aggregated to the violation “Ponzi scheme”). For the 
identification of relevant incidents, the researchers used the definition of integrity relevant violations 
introduced in the background section and discussed cases where they deviated together with a third 
researcher until they came to a consensus. Some cases in our data set involve multiple types of violations 
simultaneously. To ensure proper categorization, we assigned these cases to the primary or more severe 
violation. For example, the case of John McAfee and his business partner involved both an unlawful 
celebrity ICO promotion and a pump-and-dump scheme. However, we categorized this case as an unlawful 
celebrity ICO promotion because the monetary damage from this violation was approximately five times 
higher than that of the pump-and-dump scheme (De 2023). As a final robustness check, we validated all 
identified incidents by cross-checking them with Cointelegraph as additional source and used a web search 
for 9 cases that were not reported on Cointelegraph. 

 

Figure 1. Identified Real-World Violations in DAMs  

 

Figure 1 shows the frequency of the different violations in DAMs that we identified in our data set. Analyzing 
our cases, about one third are crypto-wallet fraud and smart contract exploitation, both of which are types 
of cyber attacks. The categories of fake DAM and misappropriation of clients’ assets each account for more 
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than 10% of the cases in our data set, while the remaining cases are less common in our sample. A brief 
definition of all identified DAM violations is provided in Panel A of Table 1. To improve readability and 
provide a clearer overview, we have grouped all identified violations into the categories identified in the 
literature review, i.e., accounting fraud, investment fraud, insider trading, cyber attacks, lack of regulatory 
approval, scams, and market manipulation. 

Panel A 

Violation 
Cate-
gory 

Definition 

Accounting Fraud 
(Operator) 

AF 
The operator of a DAM manipulating, e.g., the balance sheet by improper 
accounting thereby misrepresenting the financial health of the company. 

Benchmark Manipulation 
in Stablecoins 

IF 
Manipulation of the price of a stablecoin's underlying in order to profit from 
related changes in the stablecoin’s price. 

Ponzi Scheme IF 
An asset manager consecutively raising external funds and paying returns to 
investors from new capital raised from new investors, thereby faking returns. 

Denial-of-Service Attack CA 
Cyber attack jamming a DAM's business and services (e.g., to profit from 
information arbitrage opportunities based on knowledge of the timing of the 
attack or for political motives). 

Crypto Wallet Fraud CA 
Cyber attack targeting a DAM’s IT infrastructure to steal money or assets from the 
investors' wallets, possibly by exploiting bugs in the code.  

Smart Contract 
Exploitation 

CA 
Cyber attack exploiting smart contracts in the digital asset environment, e.g., a 
flash loan attack. 

Unregistered Broker RA 

Broker failing to register with relevant regulatory authorities and depriving its 
customers of the protections associated with registration, including SEC 
inspections and examinations and the requirement to establish policies and 
procedures to safeguard customer information. 

Unregistered DAM RA 

DAM failing to register with relevant regulatory authorities and depriving its 
customers of the protections associated with registration, including SEC 
inspections and examinations and the requirement to establish policies and 
procedures to safeguard customer information. 

Fake DAM S 
Scammers establishing a website similar to an established DAM to attract 
investors, charging high fees, and then disappearing with investors' money. 

Fake NFTs S 
Scammers forging NFTs by creating copycat collections, sometimes stealing the 
original art and cloning entire projects to mimic the real, valuable ones. 

Rug Pull S 
Scammers establishing a fake project on their own, issuing a fake-coin, without 
the intention to invest investors' money in the project. 

Misappropriation of 
Investors' Assets 

S 
Scammers operating a DAM, attracting investors, and misusing (and potentially 
disappearing with) the money and assets of investors that are hold by the DAM. 

ICO Scam Promoted by 
Celebrities 

S 
Celebrities recommending to invest in a fraudulent ICO without disclosing the 
payment they received for promoting this investment. 

Pump-and-Dump/Short-
and-Distort 

MM 

Scammers entering a long/short position in a digital asset, disseminating wrong 
positive/negative information about the asset or the company behind the token 
and selling/buying (back) the asset after its inflation/decline, thereby making 
substantial profits. 

Miner Extractable Value  MM 
Miners placing their transactions right before those of other network participants 
to profit from arbitrage opportunities before others or to profit from price changes 
by front-running transactions of other participants. 

Scalping ("Finfluencer") MM 
Non-professional investment advisors (active in social media) purchasing a digital 
asset before recommending it to third parties without disclosing their position 
and profiting from the rise in the price following the recommendation. 

Unlawful ICO/NFT 
Promotion by Celebrities 

MM 
Celebrities recommending investing in an ICO to artificially inflate the price 
without disclosing the payment they received for promoting this investment. 

NFT Scalping (Bots) MM 
Violators using bots to buy all available tokens from a specific NFT collection at 
the moment they go on sale in order to sell them for inflated prices. 

Table 1. Definitions of Violations in DAMs 
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Panel B 

Violation 
Cate-
gory 

Definition 

Accounting Fraud (Issuer) AF 
Issuer of a digital asset deliberately manipulating, e.g., the whitepaper or 
company financials, by making false statements thereby misrepresenting the 
prospects of the asset and/or crypto project. 

Non-disclosure of Insider 
Information 

IT 
Willful misrepresentation of a digital asset (market) by non-disclosure of relevant 
information. 

Insider Trading IT 
Investment decisions based on relevant non-public information (e.g., token 
issuers using their private information to profit from digital assets' price changes). 

Spoofing/Layering/ 
Advancing the Bid/ 
Reducing the Ask 

MM 

Placing order(s) on one side of the order book and/or submitting 
increasing/decreasing bids/asks for the same asset on the other side of the market 
without the intention of the additional order(s) being executed to move the 
market price in the direction of the first order(s) thereby creating a false 
impression of supply and demand. Once the initial order(s) is/are executed, the 
investor cancels all other orders and profits from the price reversal. 

Quote Stuffing MM 

High-frequency traders placing and immediately cancelling a large number of 
orders to flood the trading system with excessive messages. Quote stuffing can 
create information arbitrage opportunities due to increased data latencies for 
other market participants. 

Front-Running MM 
Brokers or market makers using their private information about incoming order 
flow by buying or selling a digital asset in advance of other parties’ large trades, 
thereby profiting from the price movement that follows the large trades. 

Cornering/Squeezing MM 
Cornering the market of a digital asset by obtaining large quantities of the asset, 
thereby gaining a price-controlling market position due to the shortage of supply. 
Third parties are then forced to buy the digital asset at inflated prices (squeezing). 

Wash Trading MM 

Entering into arrangements for the sale or purchase of a digital asset where there 
is no change in beneficial interests or market risk or where the transfer of 
beneficial interest or market risk is only between parties who are acting in concert 
or collusion. 

Improper Matched Orders MM 
Transactions in which colluding investors enter matching buy and sell orders 
simultaneously with the same price and quantity to feign an active market to lure 
other investors into buying the digital asset, thereby causing a price increase. 

Painting the Tape MM 

Engaging in a series of publicly reported transactions to give the impression of 
trading activity and price movements. As for matched orders, the objective is to 
attract other investors buying the digital asset leading to a higher price. However, 
collusion of several investors is not a necessary characteristic of painting the tape. 

Capping/Pegging MM 

Manipulating the price of a digital asset underlying a digital option shortly before 
the option’s expiration date to prevent a rise/decline in the price of the digital 
asset so that the previously written call/put option will expire worthless, thereby 
protecting the option premium initially received. 

Churning MM 
Brokers engaging in excessive buying and selling of digital assets in clients' 
accounts to create higher commissions against the clients' interests. 

Scalping (Investment 
Adviser) 

MM 
Professional investment advisors purchasing a digital asset before recommending 
it to their clients without disclosing their position and profiting from the rise in 
the price following the recommendation. 

Pinging MM 
Submission of small marketable orders without an intention to trade to detect 
large hidden orders (abusive liquidity detection) to benefit from that information. 

Ramping MM 
Entering buy orders at successively increasing prices to mislead other investors to 
perceive an active interest in a digital asset. 

AF = Accounting Fraud, IF = Investment Fraud, IT = Insider Trading, CA = Cyber Attack, RA = Lack of Regulatory 
Approval, S = Scam, MM = Market Manipulation 

Table 1. Continued 
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Developing a Taxonomy of Violations in Digital Asset Markets 

To develop our taxonomy of violations in DAMs, we follow the iterative procedure proposed by Nickerson 
et al. (2013), which includes conceptual-to-empirical and empirical-to-conceptual iterations.  

Iteration 1:  

In the first iteration, we choose the conceptual-to-empirical approach because the taxonomy of market 
manipulations in traditional financial markets by Siering et al. (2017) provides in-depth knowledge about 
violations, much of which can be transferred to DAMs. Thereby, two important steps are necessary: (1) For 
each manipulation technique identified by Siering et al. (2017), we need to check whether such an integrity 
incident is also possible in DAMs. (2) We need to evaluate which dimensions and characteristics of their 
taxonomy can be used for the taxonomy of violations in DAMs. 

With respect to (1), the manipulation technique “Marking the Close”, which describes the manipulation of 
the closing price of a security, is not relevant in DAMs because these markets typically operate 24/7. 
Moreover, benchmark manipulations with and without official fixing in traditional financial markets (e.g., 
interest rate fixing) are not directly applicable to DAMs. However, stablecoins, i.e., tokens whose value is 
tied to an underlying asset or currency, are vulnerable to manipulations that aim at artificially changing the 
value of the stablecoin’s underlying asset. Therefore, we transform the manipulation techniques related to 
benchmark manipulation into “benchmark manipulation in stablecoins”, which we also identified in our 
sample of real-world cases (see Panel A of Table 1). Since digital assets on CEXs such as Binance, Coinbase, 
or Kraken are traded in standard limit order books (LOBs), basically all violations from traditional financial 
markets are also possible in DAMs. Therefore, we also include all other incidents from Siering et al. (2017) 
in the taxonomy for violations in DAMs. Panel B of Table 1 provides the list of violations known from 
traditional financial markets that can be transferred to DAMs, which we have not yet identified in our 
sample of real violations in DAMs. 

Concerning the transferable dimensions (2), we can transfer four relevant dimensions (i)-(iv). First of all, 
an important property describing violations is who commits them. Therefore, the dimension (i) of the 
taxonomy is the “violator” with the characteristics “issuer”, “investor”, and “intermediary”. Depending on 
the violation, different market participants are involved in each case of the violations that occurs in both 
traditional financial markets and in DAMs. Moreover, we adopt the dimension (ii) “means” of the violation 
that describes how the violator conducts an integrity incident. Thereby, we also refer to the seminal work 
by Allen and Gale (1992) who introduced this important distinction. As proposed by Siering et al. (2017), 
the characteristics “action-based”, “information-based”, “trade-based”, and “order-based” are also 
suitable in the context of violations in DAMs. Thereby, action-based violations describe incidents where the 
manipulator actively does something, such as setting up a Ponzi scheme. Information-based violations are 
those where the violator provides false or misleading information to other market participants. Trade-based 
violations are those where prices or volumes are manipulated based on executed trades while order-based 
incidents are those where order submissions and cancellations are used to artificially increase demand or 
supply of an asset. Furthermore, we transfer the dimension (iii) violation “target” along with its 
characteristics “fundamentals”, “price”, “volume”, “bid/ask”, “latency”, and “commissions” to the domain 
of violations in DAMs. Since many DAMs operate standard open LOBs just as stock exchanges do, these 
characteristics are directly transferable. The three characteristics bid/ask, price, and volume relate to 
standard data describing the market situation in digital and traditional asset markets. Fundamentals in this 
context refer to the manipulation of a token issuer’s financial statements, while the generation of 
unsubstantiated commissions may be a goal of intermediaries. Latency is the target of violations such as 
“quote stuffing”, which aims at slowing down exchange systems by flooding the servers with a large number 
of order submissions and cancellations. Finally, we adopt the dimension (iv) “direct economic advantage” 
with its characteristics “yes” and “no”. This dimension helps to identify and distinguish many violations 
because some of them represent, at first sight, economically irrational behavior. The violator does not profit 
from her initial action but only from later changes in, for example, asset prices. 

 

𝑇1 =  {𝑉𝑖𝑜𝑙𝑎𝑡𝑜𝑟 [𝐼𝑠𝑠𝑢𝑒𝑟, 𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟, 𝐼𝑛𝑡𝑒𝑟𝑚𝑒𝑑𝑖𝑎𝑟𝑦]; 
𝑀𝑒𝑎𝑛𝑠 [𝐴𝑐𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝑇𝑟𝑎𝑑𝑒 𝐵𝑎𝑠𝑒𝑑, 𝑂𝑟𝑑𝑒𝑟 𝐵𝑎𝑠𝑒𝑑]; 
𝑇𝑎𝑟𝑔𝑒𝑡 [ 𝐹𝑢𝑛𝑑𝑎𝑚𝑒𝑛𝑡𝑎𝑙𝑠, 𝑃𝑟𝑖𝑐𝑒, 𝑉𝑜𝑙𝑢𝑚𝑒, 𝐵𝑖𝑑/𝐴𝑠𝑘, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝐶𝑜𝑚𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠];  
𝐷𝑖𝑟𝑒𝑐𝑡 𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝐴𝑑𝑣𝑎𝑛𝑡𝑎𝑔𝑒 [𝑌𝑒𝑠, 𝑁𝑜]} 

(1) 
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After the first iteration, we arrive at the taxonomy T1 provided in Equation (1). At this point, neither the 
objective nor the subjective ending conditions are met since we have added new objects, dimensions, and 
characteristics. The taxonomy is not yet comprehensive and explanatory for violations in DAMs because it 
is solely based on violations known from traditional financial markets that can be transferred to DAMs. 

Iteration 2:  

For the second iteration, we rely on the empirical-to-conceptual approach. Based on the comprehensive 
search for violations in DAMs, we can enrich our list of objects. Specifically, we add violations that are 
completely new in DAMs and revise existing ones based on the real-world data. For example, the violations 
of “scalping” and “accounting fraud” need to be further defined in DAMs and split up according to who 
causes these incidents. For example, the FTX scandal has shown that not only issuers but also market 
operators can commit accounting fraud in DAMs to attract business (in traditional financial markets, 
issuers and exchange operators are separate institutions and market operators do not profit from changes 
in asset prices). Also, scalping in DAMs is more often committed by non-professional investment advisers 
being active on social media (so-called “Finfluencers”) and not primarily by professional investment 
advisers as in traditional financial markets. Besides splitting objects of the taxonomy, some of the violations 
also need to be merged due to their similarity (Nickerson et al. 2013). “Pump-and-dump” and its 
counterpart “short-and-distort” essentially describe the same manipulation technique. The only difference 
is that the violator takes either a long or a short position in the manipulated asset in advance and 
consequently manipulates the price either up or down. Also, the two objects cannot be differentiated with 
the taxonomy developed in Iteration 1. Therefore, we merge them into a single object following Nickerson 
et al. (2013). For the same reason, we merge the manipulations aimed at artificially inflating or altering the 
supply and demand in LOBs (i.e., “advancing the bid”, “reducing the ask”, “spoofing”, “layering”) into a 
single object.  

Besides changes to the list of objects, we also use this iteration to check whether the taxonomy after 
Iteration 1 (T1) is appropriate for the entire set of objects (i.e., violations in DAMs) or whether certain 
dimensions or characteristics need to be revised or added in order to correctly reflect the DAM-specific 
violations. Based on our sample of real-world violations in DAMs, it becomes clear that many violations 
caused by scams are directly aimed at misusing or stealing investors’ assets. Therefore, we add the 
corresponding characteristic “investors’ assets” to the dimension “manipulation target”. Moreover, we 
need to add the characteristics “market operator” and “third party” to the dimension “violator” since many 
violations related to the misuse of clients’ assets are committed by the market operator. Similarly, third-
party hackers attack a DAM’s IT infrastructure to steal investors’ assets. Moreover, we also need to add the 
characteristic “multiple” to the “violator” dimension because wash trading, a very common violation in 
DAMs (e.g., Cong et al. 2022), can be committed by multiple parties. Wash trades can be used by market 
operators to boost volumes on their trading platform to make it more visible compared to other markets, 
by token issuers to amplify investor interest in their asset, or by investors to attract further purchases of a 
token in which they have invested. The other two dimensions “means” and “direct economic advantage” 
remain unchanged, as we can assign all violations in our sample to the characteristics in a comprehensible 
and mutually exclusive way, which leads to the following taxonomy T2 after the second iteration: 

 

𝑇2 =  {𝑉𝑖𝑜𝑙𝑎𝑡𝑜𝑟 [𝑀𝑎𝑟𝑘𝑒𝑡 𝑂𝑝𝑒𝑟𝑎𝑡𝑜𝑟, 𝐼𝑠𝑠𝑢𝑒𝑟, 𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟, 𝑇ℎ𝑖𝑟𝑑 𝑃𝑎𝑟𝑡𝑦, 𝐼𝑛𝑡𝑒𝑟𝑚𝑒𝑑𝑖𝑎𝑟𝑦, 𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑒]; 
𝑀𝑒𝑎𝑛𝑠 [𝐴𝑐𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝑇𝑟𝑎𝑑𝑒 𝐵𝑎𝑠𝑒𝑑, 𝑂𝑟𝑑𝑒𝑟 𝐵𝑎𝑠𝑒𝑑]; 
𝑇𝑎𝑟𝑔𝑒𝑡 [𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟𝑠′𝐴𝑠𝑠𝑒𝑡𝑠, 𝐹𝑢𝑛𝑑𝑎𝑚𝑒𝑛𝑡𝑎𝑙𝑠, 𝑃𝑟𝑖𝑐𝑒, 𝑉𝑜𝑙𝑢𝑚𝑒, 𝐵𝑖𝑑/𝐴𝑠𝑘, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝐶𝑜𝑚𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠]; 
𝐷𝑖𝑟𝑒𝑐𝑡 𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝐴𝑑𝑣𝑎𝑛𝑡𝑎𝑔𝑒 [𝑌𝑒𝑠, 𝑁𝑜]} 

(2) 

 
Because we have added further objects in this iteration and revised the characteristics of two dimensions, 
we need to perform another iteration in the taxonomy development process. 

Iteration 3: 

As we can extract more DAM-specific information from our collection of violations, we again choose the 
empirical-to-conceptual approach for the third iteration. Because we have already used all the identified 
real-world cases in the last iteration, no new objects can be added in this iteration. Instead, we take all 
objects from our data set and search for new dimensions that help to characterize and distinguish violations 
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in DAMs. The collected cases clearly show that several violations depend critically on specific capabilities 
or preconditions, either of the violator herself or of the trading environment of the asset or the market on 
which the asset is traded. Therefore, the following dimensions are added to the taxonomy. First, we add the 
dimension (v) “specific capabilities of the violator”, which describes whether a violation can only be 
committed if the violator possesses specific capabilities. We identify the following characteristics that 
describe these specific capabilities: “dominance (asset/market)”, “IT infrastructure”, “dominance (IT)”, 
“collusion with other parties”, and “no” specific capabilities. Our collection of violations shows that cyber 
attack-related violations, such as denial-of-service attacks or market manipulations such as quote stuffing 
(reducing the speed of a trading system by flooding it with order messages), can only be carried out if the 
violator has the necessary computing power and IT infrastructure. Furthermore, certain violations demand 
economic dominance of the violator within the digital asset or its corresponding market. For example, 
cornering a digital asset is only feasible if the violator holds a majority of the asset to push prices up by 
artificially creating a shortage of supply. Similarly, manipulating the price of a stablecoin’s benchmark is 
only possible if the violator has enough economic power relative to the liquidity of the benchmark to be able 
to manipulate its price. However, the violator’s dominance may also be related to the IT infrastructure in 
the digital asset space. For example, the common violation “miner extractable value” is only possible if the 
violator, in her role as a miner, has enough computing power relative to other network participants to be 
able to mine blocks with a high degree of certainty to profit from this technique. In addition, the violation 
“improper matched orders” requires that violators collude with other market participants in advance to 
facilitate this violation. Finally, most violations do not require any specific capabilities of the violator and 
can potentially be committed by any market participant.  

Second, we include the dimension (vi) whether other market- or event-related “specific preconditions” are 
necessary for certain violations. We identify the following characteristics that describe these necessary 
preconditions: “specific event”, “LOB environment”, “custody of client keys”, “only DEX”, and “no” specific 
preconditions. A closer analysis of our sample of violations reveals that many of them can only be executed 
at specific times or upon specific events. For example, accounting fraud by issuers or market operators can 
only appear when quarterly or annual financial statements are released. Similarly, violations related to ICOs 
crucially depend on the event of the initial offering and are not feasible for tokens that already trade in the 
secondary market. In addition, front-running can only occur when an intermediary receives a customer 
order that needs to be executed. Furthermore, many violations aim at manipulating supply and demand or 
quoted prices in the LOB of the assets traded. Consequently, violations such as “layering” or “spoofing” can 
only occur in DAMs that operate open LOBs but not in other trading systems where investors can only buy 
and sell at pre-defined quotes. Moreover, violations that aim at misusing or stealing investors’ assets from 
DAMs can only occur if the custody of client keys is in the hand of the market operator. If all assets are 
stored in private wallets, a fake market operator could not misuse or steal them. Similarly, a cyber attack 
on assets requires that the DAMs store the private keys of the assets. In contrast, other violations can only 
be performed in the case of DEXs. The technique miner extractable value is only possible if a digital asset 
is traded on a DEX, as no blocks are mined to the underlying blockchain in case of trades on CEXs where 
assets are only transferred within the exchange system. Again, most violations do not require any specific 
preconditions and are feasible in all circumstances. Equation (3) shows the taxonomy T3 resulting from the 
third iteration. 

 

𝑇3 = {𝑉𝑖𝑜𝑙𝑎𝑡𝑜𝑟 [𝑀𝑎𝑟𝑘𝑒𝑡 𝑂𝑝𝑒𝑟𝑎𝑡𝑜𝑟, 𝐼𝑠𝑠𝑢𝑒𝑟, 𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟, 𝐼𝑛𝑡𝑒𝑟𝑚𝑒𝑑𝑖𝑎𝑟𝑦, 𝑇ℎ𝑖𝑟𝑑 𝑃𝑎𝑟𝑡𝑦, 𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑒]; 
𝑀𝑒𝑎𝑛𝑠 [𝐴𝑐𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝑇𝑟𝑎𝑑𝑒 𝐵𝑎𝑠𝑒𝑑, 𝑂𝑟𝑑𝑒𝑟 𝐵𝑎𝑠𝑒𝑑]; 
𝑇𝑎𝑟𝑔𝑒𝑡 [𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟𝑠′𝐴𝑠𝑠𝑒𝑡𝑠, 𝐹𝑢𝑛𝑑𝑎𝑚𝑒𝑛𝑡𝑎𝑙𝑠, 𝑃𝑟𝑖𝑐𝑒, 𝑉𝑜𝑙𝑢𝑚𝑒, 𝐵𝑖𝑑/𝐴𝑠𝑘, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝐶𝑜𝑚𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠]; 
𝐷𝑖𝑟𝑒𝑐𝑡 𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝐴𝑑𝑣𝑎𝑛𝑡𝑎𝑔𝑒 [𝑌𝑒𝑠, 𝑁𝑜]; 
𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝐶𝑎𝑝𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠 𝑜𝑓 𝑡ℎ𝑒 𝑉𝑖𝑜𝑙𝑎𝑡𝑜𝑟 [ D𝑜𝑚𝑖𝑛𝑎𝑛𝑐𝑒 (𝐴𝑠𝑠𝑒𝑡 𝑀𝑎𝑟𝑘𝑒𝑡⁄ ), 𝐼𝑇 𝐼𝑛𝑓𝑟𝑎𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒, 
D𝑜𝑚𝑖𝑛𝑎𝑛𝑐𝑒 (𝐼𝑇), C𝑜𝑙𝑙𝑢𝑠𝑖𝑜𝑛 𝑊𝑖𝑡ℎ 𝑂𝑡ℎ𝑒𝑟 𝑃𝑎𝑟𝑡𝑖𝑒𝑠, 𝑁𝑜]; 
𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑃𝑟𝑒𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠 [S𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝐸𝑣𝑒𝑛𝑡, 𝐿𝑂𝐵 𝐸𝑛𝑣𝑖𝑟𝑜𝑛𝑚𝑒𝑛𝑡, C𝑢𝑠𝑡𝑜𝑑𝑦 𝑜𝑓 𝐶𝑙𝑖𝑒𝑛𝑡 𝐾𝑒𝑦𝑠, 
O𝑛𝑙𝑦 𝐷𝐸𝑋, 𝑁𝑜]} 

(3) 

 
Although we did not add any new objects in this iteration, we need to perform another iteration in the 
taxonomy development process because we added two new dimensions, and the taxonomy still needs to be 
improved to make it robust and explanatory. 



  Taxonomy of Violations in Digital Asset Markets 
  

 Forty-Fourth International Conference on Information Systems, Hyderabad, India 2023
 11 

Iteration 4: 

For this iteration, we rely on the empirical-to-conceptual approach because we can extract further relevant 
properties of violations based on our representative sample. No new objects are added, and we take all 
objects from our data set again and look for new dimensions that help to further characterize and 
distinguish violations in DAMs. Based on the collection of incidents, we find that many violations are more 
likely to occur when the asset is less liquid or when an asset is traded in an illiquid market. This is 
particularly true for wash sales, which aim at creating the impression of an active market or an actively 
traded asset in order to attract more investors. It is also true for the benchmark manipulation of stablecoins, 
which is easier to conduct with less capital if the benchmark is a rather illiquid asset. In contrast, a highly 
liquid benchmark, such as the U.S. dollar, can hardly be manipulated by a single investor. Consequently, 
we add the dimension (vii) “low liquidity advantageous” with its characteristics “yes” and “no”. While this 
dimension does not represent a necessary condition such as those that we developed in iteration 3, the level 
of liquidity significantly influences the likelihood of specific violations in an asset or market. Therefore, this 
dimension is highly relevant for investors, market operators, and regulators who want to assess and 
distinguish the risk of violations in a particular digital asset or DAM. Furthermore, our collection of 
violations shows that the fungibility of a digital asset has a significant impact on the types of potential 
violations. Non-fungible tokens stand out as being significantly different from fungible tokens, such as 
utility tokens, payment tokens and asset tokens, which are highly similar in their susceptibility to various 
violations. Therefore, we add the dimension (viii) “asset fungibility” with its characteristics “fungible 
tokens (FT)”, “non-fungible tokens (NFT)”, and “all tokens (All)”. While some violations are possible in all 
types of digital assets, e.g., violations that aim at stealing or misusing investors’ assets, others are only 
possible in fungible tokens or non-fungible tokens. For example, the violation “NFT scalping”, where 
manipulators may intentionally raise NFT prices by using bots to buy all the NFTs in a particular collection 
that are being sold on the market, is therefore not possible for fungible tokens. In contrast, accounting fraud 
by either coin issuers or market operators only applies to fungible tokens. Finally, violations such as “crypto 
wallet fraud” where cyber attackers steal investors’ assets can occur in all coins and tokens. Equation (4) 
shows the taxonomy T4 at the end of this iteration. 

 

𝑇4 = {𝑉𝑖𝑜𝑙𝑎𝑡𝑜𝑟 [𝑀𝑎𝑟𝑘𝑒𝑡 𝑂𝑝𝑒𝑟𝑎𝑡𝑜𝑟, 𝐼𝑠𝑠𝑢𝑒𝑟, 𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟, 𝑇ℎ𝑖𝑟𝑑 𝑃𝑎𝑟𝑡𝑦, 𝐼𝑛𝑡𝑒𝑟𝑚𝑒𝑑𝑖𝑎𝑟𝑦, 𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑒]; 
𝑀𝑒𝑎𝑛𝑠 [𝐴𝑐𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝐵𝑎𝑠𝑒𝑑, 𝑇𝑟𝑎𝑑𝑒 𝐵𝑎𝑠𝑒𝑑, 𝑂𝑟𝑑𝑒𝑟 𝐵𝑎𝑠𝑒𝑑]; 
𝑇𝑎𝑟𝑔𝑒𝑡 [𝐼𝑛𝑣𝑒𝑠𝑡𝑜𝑟𝑠′𝐴𝑠𝑠𝑒𝑡𝑠, 𝐹𝑢𝑛𝑑𝑎𝑚𝑒𝑛𝑡𝑎𝑙𝑠, 𝑃𝑟𝑖𝑐𝑒, 𝑉𝑜𝑙𝑢𝑚𝑒, 𝐵𝑖𝑑/𝐴𝑠𝑘, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝐶𝑜𝑚𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠]; 
𝐷𝑖𝑟𝑒𝑐𝑡 𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝐴𝑑𝑣𝑎𝑛𝑡𝑎𝑔𝑒 [𝑌𝑒𝑠, 𝑁𝑜]; 
𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝐶𝑎𝑝𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠 𝑜𝑓 𝑡ℎ𝑒 𝑉𝑖𝑜𝑙𝑎𝑡𝑜𝑟 [D𝑜𝑚𝑖𝑛𝑎𝑛𝑐𝑒 (𝐴𝑠𝑠𝑒𝑡 𝑀𝑎𝑟𝑘𝑒𝑡⁄ ), 𝐼𝑇 𝐼𝑛𝑓𝑟𝑎𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒, 
D𝑜𝑚𝑖𝑛𝑎𝑛𝑐𝑒 (𝐼𝑇), C𝑜𝑙𝑙𝑢𝑠𝑖𝑜𝑛 𝑊𝑖𝑡ℎ 𝑂𝑡ℎ𝑒𝑟 𝑃𝑎𝑟𝑡𝑖𝑒𝑠, 𝑁𝑜]; 
𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑃𝑟𝑒𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠 [S𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝐸𝑣𝑒𝑛𝑡, 𝐿𝑂𝐵 𝐸𝑛𝑣𝑖𝑟𝑜𝑛𝑚𝑒𝑛𝑡, C𝑢𝑠𝑡𝑜𝑑𝑦 𝑜𝑓 𝐶𝑙𝑖𝑒𝑛𝑡 𝐾𝑒𝑦𝑠, 
O𝑛𝑙𝑦 𝐷𝐸𝑋, 𝑁𝑜]; 
𝐿𝑜𝑤 𝐿𝑖𝑞𝑢𝑖𝑑𝑖𝑡𝑦 𝐴𝑑𝑣𝑎𝑛𝑡𝑎𝑔𝑒𝑜𝑢𝑠 [𝑌𝑒𝑠, 𝑁𝑜]; 
𝐴𝑠𝑠𝑒𝑡 𝐹𝑢𝑛𝑔𝑖𝑏𝑖𝑙𝑖𝑡𝑦 [𝐹𝑇, 𝑁𝐹𝑇, 𝐴𝑙𝑙]}  

(4) 

 
While the taxonomy after this iteration is explanatory and comprehensive, we need to perform another 
iteration because the objective ending conditions are not yet met since we added two new dimensions in 
this iteration. 

Iteration 5: 

At this point, no further information can be extracted from the sample to help to characterizing and 
distinguishing between different violations. Therefore, the eight dimensions developed so far, and the 
corresponding characteristics do not need to be modified further. Moreover, there are no objects left in the 
representative sample of violations that could be added in this iteration. Therefore, T4 represents the final 
taxonomy and is shown together with all violations being classified according to the dimensions and 
characteristics in Table 2. We find that at least one object is classified under every characteristic of each 
dimension and that each cell, i.e., the combination of characteristics, is unique and not repeated. 
Consequently, the taxonomy now satisfies all objective ending conditions (Nickerson et al. 2013). Our 
developed taxonomy also satisfies all subjective ending conditions according to Nickerson et al. (2013). The 
first subjective ending criterion is the conciseness, which is met when the taxonomy contains a reasonable 
number of dimensions. A concise taxonomy should contain seven dimensions plus or minus two to be 



  Taxonomy of Violations in Digital Asset Markets 
  

 Forty-Fourth International Conference on Information Systems, Hyderabad, India 2023
 12 

meaningful, but be brief enough for people to remember it in short-term memory (Miller 1956). Our 
taxonomy meets this criterion as it contains eight dimensions and a maximum of seven characteristics per 
dimension. The taxonomy is robust in that it allows differentiation among violations with the developed 
dimensions and characteristics, and it is comprehensive since all violations derived from our representative 
sample of incidents could be assigned. With the identified dimensions and characteristics, the taxonomy is 
explanatory because it provides the key properties of violations that help relevant stakeholders to identify 
and distinguish them. Finally, the taxonomy is extensible because new dimensions and characteristics can 
be easily added if new violations emerge, e.g., due to technological advances or innovations in digital assets 
and DAMs. 

Evaluation of the Taxonomy 

 

Figure 1. Final Taxonomy with Application Examples of Violations in DAMs 
 

To evaluate the effectiveness of our taxonomy, we employ an ex-post evaluation approach as suggested by 
Kundisch et al. (2022) and Nickerson et al. (2013). In this process, we apply the taxonomy to recent real-
world DAM incidents to demonstrate practicality and usefulness. We identify the incidents from Coinbase 
using the same methodology as described for the taxonomy building process, but with a timeframe from 
January 2023 to March 2023. Our analysis reveals five real-world DAM incidents involving Terraform Labs, 
Euler EUL, Platypus, Tender.fi, and Tron, which include cases of issuer accounting fraud, crypto wallet 
fraud, smart contract exploitation and wash trading (Coindesk 2023). Our results show that the real-world 
cases match the theoretical incidents in their dimensions and characteristics. With respect to the real-world 
wash trading incident (Tron), it is noteworthy that the violator here is the token issuer, deviating from the 
proposed taxonomy's "violator" classification. However, wash trading can also be carried out by investors 
or market operators, which justifies the use of the “multiple” characteristic in the taxonomy. Expanding on 
the Tron case, we aim to provide a more detailed application of the taxonomy. In March 2023, the SEC 
announced charges against the founder of the digital asset TRX for wash-trading TRX among other charges 
(SEC 2022). This violation falls under the "trade-based" category as it aimed to artificially boost TRX's value 
through over half a million wash trades between two DAMs owned by the same entity (SEC 2022). The goal 
presumably was to manipulate trading volumes and thus the perception of the asset's popularity and 
demand. This manipulation provides no direct economic gains for the violator, and it does not require any 
specific capabilities or conditions. However, a low liquidity environment is advantageous, as inflating the 
volume of a more actively traded asset is more challenging. Importantly, this type of violation occurs across 
both fungible and non-fungible tokens, demonstrating the versatility of our taxonomy in classifying real-
world cases. 
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Discussion and Conclusion 

Since the existence of financial markets, dishonest and fraudulent market players have exploited others 
through manipulative and deceptive practices. The emergence of DAMs has led to additional violations of 
market integrity that have become common in recent years, such as those committed by coin issuers, 
hackers, and even market operators. However, there is currently no comprehensive and consistent 
taxonomy of these violations. This prevents effective fraud detection and limits the awareness of potential 
threats among DAM stakeholders. To address this gap, we employ an iterative taxonomy-building 
approach. We thereby analyze real-world DAM violations from 2020-2022, along with cases previously 
discussed in the literature (Siering et al. 2017). Through this process, we develop eight dimensions that 
facilitate the differentiation of fraudulent activities and highlight the essential information stakeholders 
should consider when identifying potential threats in DAMs. 

By analyzing the distribution of the classification of violations in our taxonomy, we find that investors are 
the primary perpetrators of most violations in DAMs. However, most violations that are unique to DAMs 
are committed by issuers. Therefore, participants trading in these markets must pay particular attention to 
the issuers of the coins they trade. While operators are responsible for only a few types of violations, they 
have played a significant role in cases such as the FTX scandal, where their actions have had serious 
consequences. The means used to commit the violations are mainly action- or trade-based. Therefore, 
market operators as well as supervisory authorities should closely monitor the activities of market 
participants in terms of trading patterns. The taxonomy shows that the most common target of violations 
is the asset price, especially for violations that have already occurred in traditional financial markets. 
Furthermore, most violations directly benefit the violator in terms of economic advantage. Therefore, being 
able to identify the violators and their accounts is critical to potentially access, freeze, and reclaim their 
funds to prevent these cases from occurring in the first place. The taxonomy shows that most cases do not 
require specific capabilities of the violator. For DAM-specific cases like crypto wallet fraud or traditional 
cases like quote stuffing, however, an IT infrastructure is needed. Moreover, the lack of specific 
preconditions in most cases makes it difficult to develop countermeasures and take preventive steps in 
advance. The taxonomy indicates that less-liquid DAMs and digital assets are more vulnerable to violations, 
including pump-and-dump schemes. Investors should be cautious in these cases, as the consequences can 
be more severe than in traditional, more liquid assets such as stocks. 

Based on a set of recently reported incidents in an out-of-sample period, we successfully evaluate the 
taxonomy and show how to classify new cases of violations. However, our taxonomy-building process also 
comes with limitations. The explanatory nature of the taxonomy could be increased by performing a cluster 
analysis on selected DAMs. While it is possible that some violations are not covered, the taxonomy aligns 
with the literature requirements and its robustness and extensibility serve to cover additional violations in 
the future. When comparing our taxonomy with existing classification schemes of financial market 
violations, we find that our taxonomy of violations in DAMs shares some aspects with Siering et al.’s (2017) 
taxonomy. However, it also includes new dimensions (e.g., network and IT-related capabilities of the 
violator) and characteristics (e.g., new violators such as the market operator), which are only applicable to 
violations in DAMs. Thereby, our taxonomy covers the DAM-related violations identified by Eigelshoven et 
al. (2021) and Scharfman (2023). 

Our taxonomy contributes to the regulatory discussion and research on digital assets in multiple ways: First, 
the evidence of several studies shows the importance of understanding DAM violations for information 
systems research (Daian et al. 2020; La Morgia et al. 2023; Xia et al. 2021). An effective identification and 
mitigation of such violations is possible through the development of a taxonomy. By proposing a taxonomy 
of DAM violations, we are the first to develop such a systematic classification system, thereby contributing 
to a scarce research stream. The taxonomy serves to deepen the understanding of violations in DAMs by 
clearly separating different types of violations by eight dimensions. It can serve as a basis for researchers to 
develop information systems to detect DAM violations. Furthermore, the taxonomy also helps investors in 
assessing trading risks. Additionally, market operators can use the taxonomy as a decision support tool to 
assess which combination of characteristics is more prone to violations. Regulators benefit by gaining 
insights into DAM-specific challenges, which can enhance investor protection and improve the 
accountability of violators. In doing so, the proposed taxonomy assists in evaluating regulatory initiatives, 
such as MiCA, which does not address DAM-specific issues and instead largely replicates violations 
observed in traditional financial markets. This taxonomy can thus form the basis for future research in this 
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area. One potential research direction is the development of integrity measures that can quantify violations. 
A second area of future research is the design and implementation of decision support systems that can 
assist in the early detection of harmful trends in DAMs. Researchers could conduct a qualitative analysis of 
the violations identified in our study to assess their severity and assign weights to each case. Additionally, 
mapping the characteristics of violations to the characteristics of DAMs provides insights into which 
markets, such as CEXs or DEXs, are more vulnerable to certain types of violations. In this regard, future 
research may develop a taxonomy of DAMs that systematically identifies their key characteristics. 
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