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Abstract

Research on blockchain has found that the technology is no silver bullet compared to
traditional data structures due to limitations regarding decentralization, security, and
scalability. These limitations are summarized in the blockchain trilemma, which today
represents the greatest barrier to blockchain adoption and applicability. To address these
limitations, recent advancements by blockchain businesses have focused on a new
cryptographic technique called "Zero-knowledge proofs". While these primitives have
been around for some time and despite their potential significance on blockchains, not
much is known in information systems research about them and their potential effects.
Therefore, we employ a multivocal literature review to explore this new tool and find that
although it has the potential to resolve the trilemma, it currently only solves it in certain
dimensions, which necessitates further attention and research.

Keywords: Zero-knowledge Proof, Blockchain, Trilemma

Introduction

Since their emergence, blockchains have disrupted many industries by providing a new way of trustless data
storage and data sharing (Lu 2019). Subsequently, many works have explored this new technology, its
applications, benefits, and limitations. However, its main use case remains as a public infrastructure for
various crypto assets, such as native cryptocurrencies like Bitcoin and Ether or various forms of tokens (e.g.,
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ERC-20 and ERC-721) (Crosby et al. 2016). Today, blockchain is fundamentally researched, and it is well
known that blockchains still provide no silver bullet for many applications (Iansiti et al. 2017).

One of the main theoretical constructs that emerged as a tool to illustrate this circumstance is the blockchain
trilemma. The trilemma refers to the fact that the implementation of blockchains has to make a trade-off
between decentralization, security, and scalability (Hafid et al. 2020). For example, public permissionless
blockchains like Bitcoin allow anyone to actively participate and maintain the network. Thus, they are
reasonably decentralized due to a large number of different participants and, thanks to the use of the Proof
of Work consensus mechanism, are also secure against malicious attacks such as the Byzantine Fault
(Nakamoto 2008). However, they suffer scalability limitations, resulting in longer transaction times and
higher fees during periods of high demand (Zhou et al. 2020). Contrastingly, private permissioned
blockchains, such as Hyperledger Fabric, allow only selected participants to join and further restrict the
ability to maintain the network. This reduces the decentralization of the network while also reducing
security through the use of less robust consensus mechanisms such as Proof of Authority, which are
vulnerable to malicious attacks and, in some cases, are not even resilient to the unavailability of individual
network participants, also known as Crash Fault Tolerant (Ekparinya et al. 2019). This reduces the
complexity of adding new transactions to the ledger, resulting in higher transaction throughput and lower
network latency for improved scalability (Guggenberger et al. 2022). These examples illustrate the tension
that current blockchain solutions face and that two of the three dimensions are reachable, but not all three
at the same time.

The focus on mainly two of the three dimensions of the trilemma ultimately limits the applicability of
blockchain technology (Buterin 2021b). We find this, for example, with Ethereum, which experienced
increased usability problems due to scalability limitations associated with the Ethereum virtual machine
(EVM) (Chauhan et al. 2018). The EVM allows deploying decentralized applications on top of the
blockchain, where increased demand for computational resources by its prominent application,
CryptoKitties, started to paralyze the entire network (Smith 2022). The EOS blockchain aimed to overcome
the scalability issues of Ethereum without compromising on the other features, yet leading to decreased
decentralization, security issues, and ultimately the project's failure (Binance 2020; CoinMarketCap 2021).
Therefore, to realize blockchain's transformative potential across industries and applications, it is
imperative to explore innovative solutions that holistically address the trilemma, facilitating a more
seamless integration of blockchain technology and, ultimately, mass adoption in many different
applications.

Recent developments in the blockchain industry started to explore a cryptographic tool called "zero-
knowledge proof" (ZKP) indicating that ZKPs might allow for blockchains to defy the limitations of the
trilemma (Buterin 2021b, 2023; Titus 2022). Consequently, many projects are emerging, making use of
ZKPs to address blockchain limitations (Chainlink 2022). For example, the “Aztec” protocol, developed by
Aztec Network, claims to provide both scalability and security without compromising on decentralization
by using an architecture based on two ZKPs (Aztec 2023). Further, Ethereum’s roadmap envisions the use
of ZKPs to address its pressing scalability limitations without negatively affecting security and
decentralization (Buterin 2020; Ethereum 2023a).

The foundational concept of zero-knowledge (ZK) and associated proofs have been around since 1985 in
computer science (CS) (Goldwasser et al. 1985). While both blockchains and ZKPs originate from the field
of CS and could have a significant impact on information systems (IS), there is currently a wider range of
research on blockchains in IS research but hardly any on ZKPs. As a result, the application of blockchains
is very well understood, but the phenomenon of the increasing use of ZKPs in this field remains unexplored.
To the best of our knowledge, Sun et al. (2021) are the first and only ones that cover the topic with a concrete
focus on applications. Although their work serves as a good summary, they remain rather broad and employ
no scientific review method and thus do not provide an appropriate overview of the current state of
knowledge. Consequently, there is a research gap with significant importance for IS research as ZKPs may
enable blockchains to defy their applicational limitations, which are still constrained by the tension between
decentralization, scalability, and security.

The goal of this study is to explore how ZKPs are used in blockchains by examining their impact on the
trilemma dimensions and the reason for their current attention. This will be achieved by answering the
following research question:
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RQ — How and why are ZKPs applied to blockchains?

We employ a literature review for synthesizing and structuring the relevant knowledge about ZKPs from
the field of CS and apply it to IS by using it to answer our research question and to assess how ZKPs impact
the dimensions of the trilemma. Thereby, our aim is to introduce the technical topic of ZKPs from CS to IS
for more application orientation in further ZKP research and to provide a foundational understating of their
potential impact on blockchains. As such, this paper makes an important contribution to the field of IS
research, highlighting the potential impact of ZKPs on blockchain technology. By exploring the origins and
benefits of ZKPs in blockchain applications, we shed light on the common roots and interrelated
development of both technologies. Our study indicates that the ability of ZKPs may assist in addressing
limitations of blockchains by resolving trade-offs within the trilemma. Therefore, potentially allowing for
achieving an ideal balance between the three dimensions. This calls for a comprehensive re-evaluation of
the previous claims made in blockchain research. Ultimately, we argue that recent advances in ZKP
technology have the potential to revolutionize the blockchain landscape, reshaping our understanding of
what can be achieved in decentralized systems. Yet, further research is needed, especially concerning the
application of ZKPs on the decentralization dimension of blockchains.

Background

Blockchain technology

The emergence of blockchains can be dated back to the publication of the Bitcoin whitepaper by the
pseudonymous author Satoshi Nakamoto (Nakamoto 2008). The technology incorporates previously
existing cryptographical concepts to form a distributed, synchronized, append-only ledger.

Each node in the blockchain network has an identical copy of the blockchain (i.e., ledger) in the initial
position. If new transactions are made, they are signed by asymmetric encryption and sent to all nodes in
the P2P network. A subset of nodes, called validators or miners, batches the raw transactions and their hash
(i.e., the output of a cryptographic hash function) in a block (Nakamoto 2008). The transaction hashes get
combined and hashed in a Merkle tree, which results in a "hash of hashes" that is a concatenation of all the
individual transaction hashes and is called Merkle root (Merkle 1988; Nakamoto 2008). The Merkle root,
the block's metadata, and the previous block hash will then be used as inputs to a hash function, which will
output the header of the current block. This process concatenates the current block with the previous block
(Nakamoto 2008). A consensus mechanism now decides who is authorized to create the new block and
what requirements the block must fulfill (Butijn et al. 2020). The miner sends the new block to all nodes
via the P2P network, where it is locally checked by each node against the requirements. If these are met,
and the block is validated by the nodes, there is consensus, and the block is added to every individual ledger
and, thus, the blockchain.

This mode of concept enables the blockchain to serve as a protocol for creating trust in a peer-to-peer
network, on top of which many decentralized applications have emerged. One step further, Ethereum, with
its distributed state machine, the EVM, enables arbitrary programs to run in a decentralized environment
on top of the blockchain infrastructure. These programs are typically called "smart contracts” and are
snippets of code that can receive function calls via transactions. A new contract state is calculated in a
similar decentralized fashion by nodes locally verifying transactions and verifying the contracts' function
execution.

Previous works have shown that the blockchain is no silver bullet and that its potential is limited by the
inherent properties of the technology itself. The blockchain trilemma is a widely used concept in IS research
that aims to describe this circumstance (Del Monte et al. 2020) and to provide a comprehensive
understanding of the limitations, potentials, and trade-offs involved in practical blockchain applications
(Guggenberger et al. 2022; KannengieBer et al. 2021). It highlights the challenges that arise from balancing
the conflicting properties of a blockchain system for practical implementations.

The three competing goals that blockchain systems strive to achieve are security, scalability, and
decentralization. The term "security” in the context of blockchain pertains to its capacity to thwart deceitful
transactions and maintain the integrity and tamper-resistance of the data stored on the blockchain,
according to Zhang et al. (2020). Meanwhile, "scalability" refers to the blockchain's capability to manage a
significant volume of transactions while reducing the potential impact of storage and throughput
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limitations that may cause bottlenecks (Chauhan et al. 2018). Lastly, "decentralization" pertains to the
blockchain's ability to be dispersed among numerous nodes, which prohibits any single entity from
exercising excessive control or influence over the system (Beck et al. 2017). The rule of the trilemma is that
only two of these goals can be achieved simultaneously (Buterin 2021b). Therefore, the trilemma represents
the current unsolved challenges of blockchain technology with regard to its usability and broad adoption.
Limited scalability reduces user-friendliness and the potential of a blockchain platform to support a
growing user base (Buterin 2021b).

In addition, there is a growing demand for privacy solutions for blockchains, with no solution in sight that
is closely related to the blockchain trilemma's dimensions (Bernal Bernabe et al. 2019). Encrypting sensitive
data seems like an obvious answer to this problem. However, if relevant data is encrypted, nodes cannot
deterministically reach an agreement on the state of the blockchain, which leads to decreased security
(Cachin and Vukoli¢ 2017). Privacy can be achieved to some degree by restricting access to the ledger, as it
is common in private blockchains (Ncube et al. 2020). However, achieving privacy without compromising
on the trilemma's goals has been an ongoing research effort.

Zero-knowledge proofs

ZKPs are a cryptographic technique that allows a party (the prover) to prove to another party (the verifier)
that a statement is true without revealing any additional information beyond the validity of the statement
itself. ZKPs originated from the field of theoretical CS within the seminal paper of Goldwasser et al. (1985),
who first introduced the concept of "zero-knowledge" and interactive proof systems. As such, a ZKP is
defined as a proof system that conforms to the following three properties:

=  Completeness
If the statement to be proven is true, an honest verifier will always be convinced by a prover of its truth.

»  Soundness
No prover may (most probably) ever convince an honest verifier to try to prove a false statement.

»  Zero-knowledge
The proof does not reveal any additional information about the statement beyond its validity.

As outlined in the initial paper, the main reasons for research on ZKPs were use cases in other cryptographic
primitives (Goldwasser et al. 1985). These proofs were initially envisioned as a solution to the problem of
secure communication and authentication over unsecured networks and were used in identification
protocols to interactively prove knowledge of a private key corresponding to a certain public key (Feige et
al. 1988; Fiat and Shamir 1987; Schnorr 1990). Furthermore, Fiat and Shamir (1987) introduced a heuristic
with the use of random oracles (in practice: hash functions) for transforming these ZKPs into signatures.
While initially limited to interactive proof systems due to the need to repeatedly generate challenges by the
verifier and according to responses by the prover, Blum et al. (1988) introduced the variant of non-
interactive zero-knowledge proofs by using a common reference string. The reference string is a "source of
randomness" shared between the prover and the verifier that contains random bits from which the
challenges are predetermined, eliminating the need for interactivity (Blum et al. 1988). This mode of
transforming interactive ZKPs into non-interactive ZKPs is commonly known today as the common
reference string (CRS) model, which generalizes the generation of such a random string either with public
parameters (Uniform Random String) or using secret parameters (Structured Reference String) (ZKProof
2022). Similarly, the Fiat-Shamir Transform can be used, but only on commit-challenge-prove ZKPs (i.e.,
>-Protocols), to replace the challenge with a random oracle (Random Oracle Model) (Bellare and Rogaway
1993). The generation of these initial parameters to construct a non-interactive ZKP is called setup. The
parameters are used to calculate the non-interactive proof; If the parameters are secrets, homomorphic
encryption is employed for the calculation to avoid revealing them.

Commitments are common building blocks of ZKPs, ensuring the integrity and confidentiality of the objects
about which statements are to be proven (Biinz et al. 2018). These commitments provide a way to perform
the ZKP-proving procedures on top of them, thereby proving knowledge of the value without revealing the
value itself (ZKProof 2022). Most importantly, they offer two properties vital for the proving system
(Alupotha et al. 2022; Poelstra 2016):

»  Perfectly hiding: an adversary cannot learn anything about the committed value based on the
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commitment alone, even if they have unlimited computational power. This ensures that the prover
can commit to a value without revealing any information about it.

» Computationally binding: it is computationally infeasible to calculate a different value resulting in
the same commitment, and therefore the prover cannot change their commitment retroactively.

By making ZKPs non-interactive, they have become more applicable to a wide range of use cases (Wu and
Wang 2014). Most of the recent research on ZKPs, therefore, focuses on improving non-interactive ZKP
schemes, leading to the development of the currently most popular protocols: succinct non-interactive
arguments of knowledge (SNARKSs) (Bitansky et al. 2012), Bulletproofs (Biinz et al. 2018), and scalable
transparent arguments of knowledge (STARKSs) (Eli Ben-Sasson et al. 2018). Bulletproofs and STARKS use
building blocks, like Merkle commitments making use of hash functions (Eagen 2022) that enable them to
generate the proofs without secrets and, therefore, do not need a trusted setup (Li et al. 2022).

Methodology
Research method selection

Given that there is an active and relevant CS and math-oriented research stream on ZKPs in blockchains,
we conduct a literature review to identify, summarize, and synthesize this existing knowledge from an IS
perspective. We thereby aim to transfer the knowledge to the field of IS, fill the research gap, and reveal the
effect of ZKPs on blockchains to answer our research question. To achieve this, we make use of a systematic
literature review (SLR), which is especially useful when aiming to synthesize and structure an existing body
of knowledge in a field of inquiry (Webster and Watson 2002). However, SLRs typically only focus on
academic literature (AL), such as peer-reviewed conferences and journals, and might exclude relevant
literature from practitioners and other non-scholarly sources, commonly referred to as grey literature (GL)
(Farace and Schopfel 2010). This arguably reduces the quality of literature reviews, especially in CS-related
areas of inquiry (Garousi et al. 2016, 2019; Kamei et al. 2021). Against this background, we chose to conduct
a multivocal literature review (MLR), following the process of Garousi et al. (2019), because we see
additional benefits in including grey literature, such as preventing publication bias (Kitchenham and
Charters 2007). GL items come in handy when covering novel research fields and research fields in which
developments are also driven by practitioners (Kamei et al. 2021). Since blockchains are decentralized and
developments are often community-driven, we further argue that an MLR is an optimal method for our
research endeavor that aims to cover exactly this interaction between practice-driven and scholarly
advancements regarding the concept of ZKPs (Gramlich et al. 2023). The MLR process by Garousi et al.
(2019) extends the well-established SLR process of Kitchenham and Charters (2007) for GL and thus
provides a pre-defined approach for identifying relevant AL and GL to answer our research question.

Multivocal literature review

Following the approach of Kitchenham and Charters (2007), we started by developing a search string that
enabled us to query items regarding our topic in scholarly databases. We initiated the development by
collecting relevant and related terms via searches in GoogleScholar and Elicit.org for the terms
"Cryptocurrency” and "Zero-knowledge" respectively. By constructing different search strings, we could
obtain and test different base samples that also allowed us to obtain new terms for further developed strings.
New variations of search strings resulting from new terms were hereby iteratively sample-tested regarding
the quality of hits in databases and the inclusion rate of items. The resulting search string is:

(("Blockchain" OR "Cryptocurrency" OR "Token" OR "Decentralized Finance")
AND ("Zero-knowledge" OR "Zero knowledge")).

At the start of January 2023, we applied this string to query the following four well-established and
reputable databases for AL: ACM Digital Library, AIS e-Library, IEEE Xplore, and Web of Science (Chen et
al. 2010). Thereby, we obtained an initial set of 1106 items.

To refine the sample, we defined inclusion and exclusion criteria applied in the title, abstract, and full -text
filters (Garousi et al. 2019; Kitchenham and Charters 2007). Items that (I1) explore the concept of ZK in
blockchains, (I2) are published in peer-reviewed journals or conferences, (I3) and have accessible full-texts
were included. We excluded items that (E1) do not contribute to the state of knowledge (i.e., only mention
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the topic briefly) or (E2) are not written in English. Finally, we performed backward and forward searches
to broaden our item set with relevant literature that is then evaluated in the same filter processes (Webster

and Watson 2002). Our final set contains 30 AL items.
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Figure 1: MLR item sampling and refining process

We also applied this search string to three established databases focusing on GL in this thematic area: arXiv,
Cryptology ePrint Archive, and GoogleScholar. We, thus, obtained an initial GL set of 14,275 items. To
manage such an extensive item set, we adopt the exhaustive stopping criteria proposed by Butijn et al.
(2020): we include the first five pages of each database and incrementally preliminarily evaluate items on
the following sites based on our inclusion and exclusion criteria until we reach a page n that contains more
non-relevant items than relevant ones (i.e., >50% of the page). We included the hits in the 5+n pages and
excluded items past 5+n pages. After the elimination of duplicates, the initial set comprises 158 GL items.
There are three different tiers of grey literature based on the dimensions of "outlet control” and "credibility"
(Garousi et al. 2019). To uphold high-quality standards while still enjoying the benefits of an MLR (Ogawa
and Malen 1991), we chose to limit our identification to GL of the first tier. Items that (I1) can be assigned
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to the first tier of GL (e.g., whitepapers, theses, working papers), (I2) explore the concept of ZK in
blockchains, and (I3) have accessible full texts were included. Items were excluded if (E1) they do not
contribute to the state of the knowledge or (E2) are not in English. After filtering as well as forward and
backward searches, we obtained a set of 24 GL items. Since GL are usually not peer-reviewed and differ in
quality, these items must undergo an assessment procedure (Garousi et al. 2019; Ogawa and Malen 1991).
We assessed the items against the pre-defined quality criteria of Garousi et al. (2019). Items were excluded
if they did not fulfill at least eight criteria. We thus obtain 21 final GL items and 51 items overall (30AL +
21GL). We have carefully analyzed these items in depth to identify cryptographic mechanisms, their
respective evolution in recent years, and, finally, potential applications for blockchain technology.

Findings

While initial works started in 2013, ZKPs in blockchains have only recently gained traction from both
practitioners and researchers. Our results indicate that the topic has become more significant for both
academia and practice from 2018 on. It is particularly noticeable that journal articles about this topic were
first published in 2019, while conference articles and grey literature started much earlier. Overall, it seems
that conferences are the preferred venue for publishing academic research in this area. Contrary to AL,
there is no clear preference for the item types of GL. Considering the publication dates of the items, the
concept of ZKPs is currently gaining much attention and becoming a hot topic for practitioners and
researchers alike.

Figure 2 provides a systematization of the research areas and artifacts in the field of cryptography and
blockchain. Overall, we can differentiate research artifacts into a ZK-space and blockchain space based on
whether they solely research ZKPs or if their focus lies on making them applicable to and integrating them
in blockchains. On this basis, we analyze the influence of ZKPs on blockchain applications. Following the
development of advanced algorithms and protocols over the past 40 years, we additionally have identified
three epochs in this research area and organized the presentation of our findings accordingly. We begin
with a brief introduction to the origins of ZKPs, tracing their development within the field of cryptographic
research. We then examine research addressing privacy concerns associated with blockchain technology
and explore the potential of ZKPs as a viable solution. Finally, we provide a comprehensive review of the
literature, focusing on the application of ZKPs to improve scalability. This foundational knowledge then
guides the subsequent discussion of this paper, where we evaluate our findings in the context of the
blockchain trilemma and ultimately underpin the value of blockchain for future IS research on blockchains.

Blockchain (CoinJoin, CoinShuffle)

Zerocoin ———————»

Ethereum

J Rollups {

Blockchain

> Layer 2

PLONKish ZKPs ZK-Space
5 ZKP Universal Updatable
”' (e.g., Schnorr) 1 SNARK Sonic
Concept of Interactive  _,  fipt.Shamir —» NI-ZKP -+ SNARKs —» Pinocchio —» Grothl6
zero-knowledge ZKP

Zk-STARKs
Transparent :
SNARKs SuperSonic,

Aurora, etc.

Bulletproofs

f
CryptoNot RingCT v
. . ryptoNote IngC 2
’—> Digital Signatures —»  Ring Signatures —» (Monero V1) (Monero V2) ——» Monero Blockchain
) ) Space
Public key C
cryptography Schemes Mimblewimble ,
BEAM, Grin
Hash functions Conﬁdcn_niul Quisquis
transactions
Bitcoin Mixing services J\: 4 4
Zerocash —» Zcash Mina, Manta, etc.

zkrollup —» zZkEVM

Optimistic

Focus on privacy

Focus on scalability

t
1988

Time

Today

Figure 2: Development of ZKPs in blockchains
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The genesis of ZKPs

The concept of ZK resulted from the work of Goldwasser et al. (1985), building on previous investigations
into interactive proof systems. Although the first ZKP protocol, which was described in their paper, was of
little practical significance, it made a groundbreaking theoretical contribution to the field of CS (Goldreich
2002). Building on these advancements, subsequent works sought to improve proving systems for more
practical use by making them non-interactive, resulting in non-interactive ZKPs (Fiat and Shamir 1987).
The Fiat-Shamir Transform emerged as a technique that converts interactive proof protocols into non-
interactive zero-knowledge proofs. Thereby converting a multi-round proving process into a single
computation for the user to output a proof. By making the proof non-interactive, the first practical ZKPs
were then constructed using commitment schemes on private keys for authentication (Feige et al. 1988;
Schnorr 1990). In follow-up works, research on foundational ZK demonstrated that ZKPs could be
instantiated for sets of specific mathematical problems by using any commitment scheme (Ben-Or et al.
1988; Ben-Or et al. 1990; Goldreich et al. 1991). Until 2008 works on ZKPs have further continued to focus
on improving the efficiency of schemes and constructing theoretical sound proofs for different scenarios
and arbitrary computations (Gennaro et al. 2009; Goldreich 2002; Kilian and Petrank 1998).

The early focus of research on improving privacy in blockchains

We found that most of the (early) work on ZKP for blockchain systems was primarily aimed at addressing
privacy concerns. In 2008 the concept of a blockchain emerged, together with its first implementation
Bitcoin. After Bitcoin gained some public attention, initial security analyses of Bitcoin concluded that it
sacrifices the privacy of its users by publishing transaction contents and addresses to the entire network,
which allows for deanonymization attacks (Meiklejohn et al. 2013; Ron and Shamir 2013). Privacy in
blockchain systems arises from the inherent transparency of public ledgers and has two key dimensions
that can be addressed: Confidentiality, which refers to keeping the transaction contents private, and
anonymity, which refers to keeping the identities of users hidden (Biinz et al. 2020). With Bitcoin
supporting neither of these dimensions, research, especially in the early days of ZKP adoption in
blockchains, entirely focused on enhancing privacy.

The influential reports of lacking privacy led to an immediate reaction from the Bitcoin development team,
which introduced the first crypto mixer via a technique called "coin join" (Maxwell 2013a, 2013b). A mixer
is a tool that shuffles transactions to protect the privacy of users by mixing funds from multiple sources,
making it difficult to trace the original source. However, early mixers worked via a centralized party that
may compromise the procedure or makes it very user-unfriendly, which leads to inappropriate use and
subsequent danger of again falling victim to deanonymization attacks (Miers et al. 2013). The Zerocoin
protocol was designed as a privacy extension for Bitcoin to circumvent this problem by implementing a
decentralized mixing technique at the core blockchain protocol. This mixing technique works by
introducing another currency (Zerocoin) on top of Bitcoin, which can be mined for burning a Bitcoin. A
Zerocoin corresponds to a commitment to a serial number with a secret random value. The Zerocoin can
then be traded in for a Bitcoin after a ZKP for an unspent serial number, and knowledge of the random
value is generated. This burning/minting mixes transactions and breaks the link between the original
Bitcoin and the newly minted one and thus also between sender and receiver, thereby enhancing anonymity
(Miers et al. 2013). As such, the Zerocoin protocol presents the very first blockchain application in which
ZXPs have been implemented.

In 2013, Parno et al. (2013) published "Pinocchio" and van Saberhagen (2013) published "CryptoNote".
Pinocchio refers to a breakthrough of foundational ZKP research on SNARKs. However, it was designated
as "nearly practical" due to significant inefficiency, which prevented its practical implementation (Parno et
al. 2013). CryptoNote, on the other hand, refers to further developments in the blockchain space that aims
to provide a solution to the drawback of Zerocoin, which uses ZKPs whose proof size makes practical use
limited. CryptoNote also implements a mixing technique on the infrastructure level by making use of ring
signatures for improved mixing and one-time addresses for increased anonymity. A ring signature is a type
of digital signature that allows a user of a group to sign on behalf of the group without revealing which group
member actually produced the signature (van Saberhagen 2013). The protocols' ZKPs are generated from
the ring signature to prove the knowledge of a private key that can produce the respective ring signature
and are more efficient than the ones from Zerocoin (van Saberhagen 2013). CryptoNote provided the
foundation for the first version of Monero.
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Both applications made use of application specific ZKPs. These proofs are designed to be optimized for
specific use and can only be instantiated using specific cryptographic protocols, limiting them to certain
types of applications (Chen et al. 2019). The most commonly used building block is the 2-Protocol, a three-
step protocol consisting of commitment, challenge, and response (Ganesh et al. 2019). The ZeroCoin
protocol uses a specific variant of a Z-Protocol, called the Schnorr protocol, allowing users to prove that
they have a valid transaction without revealing the inputs and outputs of the transaction (Miers et al. 2013).
This works by creating a commitment to the transaction and proving via a ZKP that the value in it
corresponds to a valid input commitment registered on the chain (Jivanyan 2019; Miers et al. 2013).
Commitment schemes find application in blockchain use cases to demonstrate knowledge of a committed
value, which is essential in proving the validity of a transaction while keeping amounts confidential (Lu et
al. 2019; Wang et al. 2019). In confidential cryptocurrencies, a commitment is used to prove the validity of
the transaction (Jeong et al. 2022). The commitments, along with other relevant data, are included in a
transaction to allow other nodes in the network to verify the transaction without disclosing any additional
information beyond the transaction's validity (Bontekoe et al. 2022).

However, commitments can also be used to prove a wide variety of attributes if the necessary infrastructure
to support claims is given and can be used for identity and access management via credentials and
presentations (Heiss et al. 2022; Pauwels et al. 2022; Rathee et al. 2022). Further, cryptographic
accumulators are such an infrastructure that supports making claims via commitments. They are a class of
cryptographic primitives that allow for accumulating multiple inputs into a single output value while
retaining the ability to prove that a particular input is a member of the set of accumulated values without
revealing any of the other inputs (Biinz et al. 2018). In privacy-preserving blockchains, cryptographic
accumulators are commonly used to store and prove the membership of encrypted values, such as
confidential transaction amounts (Monero/Mimblewimble) (Poelstra 2016; van Saberhagen 2013) or
commitment values (Zcash/Zcoin) (Ben Sasson et al. 2014a; Miers et al. 2013), while hiding the actual
values from public view. The current state of the cryptographic accumulator can hereby be used as a
commitment over which a proof of membership for a certain value can be performed (Chu et al. 2021).
Accumulators, therefore, provide a way to keep track of the sent and received coins (i.e., the blockchain
state) in a privacy-preserving manner, thereby preventing double spending in a blockchain (Campanelli et
al. 2022).

In 2014 Ben-Sasson et al. (2014b) made a final breakthrough in practical SNARKs by improving the
Pinocchio protocol for practical usage. They subsequently implemented it in Zerocash, an improvement of
the Zerocoin protocol. Therefore, Zerocash is the very first application of SNARKs. It offers more
functionality than Zerocoin and is orders of magnitudes faster and, thus, more suitable for a decentralized
network (Ben Sasson et al. 2014a). The efficiency combined with the small proof size is the main factor for
the usage of SNARKS, although a trusted setup is needed. The Zerocash protocol was then implemented
into a cryptocurrency called "Zcash" (Hopwood et al. 2016). Like the development of Zerocash into Zcash,
Monero developed from its origins in CryptoNote. Although mixing techniques provide a way to obfuscate
the transaction graph, they are still susceptible to tracing analyses via heuristics based on transaction
amounts. Therefore, the necessity of making the amounts private arises, which was first achieved in 2015
by the Bitcoin development team via "Confidential Transactions" (CT) on the Elements side-chain (Maxwell
2015; Poelstra et al. 2019). Building on these advancements, Noether et al. (2016) combined CT
(confidentiality) with CryptoNote mixing (anonymity) in the RingCT scheme, which provided the
foundation for achieving full privacy by combining confidentiality and anonymity and was implemented in
the second version of Monero.

Propelled by the recent uses of ZKPs in blockchain applications, there have been various improvements in
ZKP schemes such as more efficient SNARKSs (Groth 2016), STARKs (Eli Ben-Sasson et al. 2018), and
Bulletproofs (Biinz et al. 2018). Bulletproofs were specially tailored to blockchain applications by aiming to
achieve a solution to the problem that ZKPs are either efficient but compromise decentralization due to
trusted setups or decentralized but less efficient (Biinz et al. 2020). These new improvements have then
been used in various blockchain solutions to improve the previous ZKPs. For example, Monero
implemented Bulletproofs to replace their previous range-proof scheme, which was based on Borromean
ring signatures and thus resulted in the Monero version that is still present today. Furthermore, improved
mixers that make use of ZKPs, such as Tornado Cash, have emerged (Pertsev et al. 2019). SNARKSs enable
the generation of short, compressed proofs that can be efficiently verified, leading to a high-speed proving
system. The compactness of the proofs is achieved through compression techniques, resulting in efficient
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verification and making SNARKs well-suited for use cases where efficiency and scalability are critical
(Bonneau et al. 2020). Therefore, SNARKSs have been widely used as a fast verification tool for confidential
and anonymous transactions in privacy-focused cryptocurrencies (Ben Sasson et al. 2014a). For example,
Zcash uses the "Pinocchio” SNARK to allow for private transactions (Biryukov et al. 2019). Furthermore,
SNARKSs can be of use in smart contracts to provide off-chain verification of contract execution to reduce
the computational burden on the blockchain as well as downscaling its storage space requirements
(Eberhardt and Tai 2018; Kosba et al. 2016). However, the literature highlights that the main drawback of
using standard SNARKSs for applications in the blockchain realm is the re-introduction of trust in a central
entity to perform the trusted setup, which produces the CRS and allows for this quick and efficient type of
proofing scheme (Jivanyan 2019; Lai et al. 2019). Although this central entity can be decentralized from a
single authority to multiple individuals by using a multi-party computation, trust in these participants is
still required (Biinz et al. 2018). STARKSs are ZKP schemes with a specific design that aims to address the
issue of trusted setups and prove inefficiencies for large and complex computations. None of the methods
we have examined employ SNARKs mainly due to their large proof size, which makes them less suitable for
use in cryptocurrencies and blockchain applications (Guan et al. 2022; Li et al. 2022). Bulletproofs are the
most novel of the commonly used schemes. They were created to offer a trade-off between the ZKP dilemma
of a trusted setup, computational demands, and flexibility of use and are especially suited for secure and
efficient range proofs with a focus on applications in blockchain settings (Biinz et al. 2018). Bulletproofs
have been mainly used in more recent proposals and improvements for privacy-preserving blockchains as
a replacement for SNARKSs (Eagen 2022; Lai et al. 2019).

The recent focus of research on improving scalability of blockchain

Against the backdrop of the trilemma's constraints, developments in the blockchain industry have since
focused on addressing the next challenge posed by the trilemma: Scalability. Most notably, the crypto
industry is currently heavily increasing efforts to implement ZKPs, the most recent example being
Ethereum with its move towards "Danksharding”, a method that envisions the use of ZKPs as a tool to
achieve scalability without compromising other goals of the trilemma (Buterin 2023). This movement is not
arising in isolation but rather represents the most recent advancement in a broader industry shift. Other
blockchain industry pioneers, including Polygon (2022), Starkware (2023), Loopring (2023), and many
more, have also started exploring ZKPs to overcome scalability limitations (Chainlink 2022).

From 2016 on, foundational ZKP research has focused on improving schemes regarding their efficiency,
resulting in very efficient proofs that are available for usage in blockchain applications. These proofs are in
turn used in approaches of the blockchain space to address limitations of scalability. Yu et al. (2022)
advance the payment channel system, which is also included in Bitcoin, with ZK in order to keep the
members of the channel while ensuring a high transaction success rate. Bonneau et al. (2020) focus on
improving scalability with the goal of implementing a succinct blockchain (called "Coda" and today known
as "Mina") that can be verified even on mobile devices. Mina's use of recursive SNARKs allows for a
constant-size proof that summarizes the entire blockchain's transaction history without needing to include
all the transaction data in each new block. This proof is validated by network nodes, which can verify that
the blockchain's history is valid without needing to store all the data. By compressing the blockchain in this
way, Mina is able to maintain a constant blockchain size, which enables faster syncing times, lower storage
requirements, and greater accessibility for network participants with limited resources (Bonneau et al.
2020). Eberhardt and Tai (2018) propose to move the verification of transactions off-chain and to only post
proof of it to the blockchain, which keeps data private and enables higher throughput as it moves
computational effort from the chain. This has been especially relevant for the second largest cryptocurrency,
Ethereum, with its EVM. Per protocol rules, transactions and computations of the EVM are re-executed by
all nodes to verify them. This severely limits Ethereum's scalability, allowing it to process only about 15 to
20 transactions per second (Ethereum 2023d).

The approach of replacing transactions with ZKPs gave rise to a promising scalability solution: Rollups — a
concept that has originated from the Ethereum Community and Ethereum Foundation (Buterin 2021a).
Rollups come in two flavors: Optimistic rollups, which employ game theory (fraud proofs) (Ethereum
2023b), and ZK-rollups, which employ computational integrity proofs on Merkle Trees via ZKPs (validity
proofs) (Ozdemir et al. 2020). The origin of ZK-rollups can be traced back to a proposal by barryWhiteHat
(2018), who first introduced the concept and its concrete mechanisms. A rollup works by aggregating
transactions off-chain and only posting a hash with the respective ZKP of the new state after the transaction,
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allowing for the verification of multiple transactions in only one. These validity proofs are usually generated
off-chain to move intensive computation from the chain. In the Ethereum community, rollups are referred
to as Layer 2 (L.2) scaling solutions as they build on top of the pre-existing Layer 1 blockchain while adhering
to the Layer 1 protocol. Depending on which type of rollup and where computations are outsourced to, there
is an emerging ecosystem of different rollups, such as plain ZK-rollups, Optimistic rollups, Validium,
Volition, and Plasma (Ethereum 2023d; Starkware 2020). Aside from rollups, there are further L2 scaling
solutions, such as state channels and side-chains (Ethereum 2023d). However, these scaling solutions are
limited and do not extend to general-purpose EVM code due to the challenges involved in efficiently
verifying the correctness of more complex and universal computations on-chain (Buterin 2021a). The latest
development in the crypto asset space now aims to tackle this challenge by designing "ZK-EVMs". Together
with other scaling techniques, this is envisioned to bring high scalability for any computation on the
Ethereum blockchain (Buterin 2020, 2021b). A ZK-EVM is the union of ZK-rollups and the EVM: it can be
thought of like a general-purpose rollup for the entire EVM, where everything from transactions to smart
contract function executions can be performed (Chainlink 2023). In other words: An EVM that supports
executing arbitrary programs and only posting a ZKP of its execution to maintain blockchain security.

Discussion

The analysis of the literature allows us to uncover most of the significant milestones that have impacted the
development of ZKPs for blockchains until today. There is a pattern emerging where ZKPs and blockchains
developed independently from each other before 2013 but then converged to solve the blockchain privacy
problem and, in 2020, the blockchain scalability problem. If we compare these developments with the body
of literature that we analyzed in the literature review, we can see a significant gap in knowledge regarding
the recent developments from 2020 onwards. While the works capture the first wave of privacy
developments, they do not capture the scalability pattern. The body of literature has mentioned the topic of
scalability through ZKPs only briefly, which does not stand in relation to the actual developments that have
been made in this area. Almost all of these developments were driven by practice, for example, through the
Ethereum Applied ZKP Team (Ethereum 2023c), STARKWARE (Starkware 2023), Polygon (Polygon
2022), Matterlabs (MatterLabs 2023), and other crypto industry players.

Articles about blockchain limitations commonly describe ZKPs as a solution to the privacy problem by
ensuring anonymity (Capraz and Ozsoy 2021; Feng et al. 2019). However, as the analyzed literature
demonstrates: One-time addresses and stealth addresses ensure anonymity, commitments ensure
confidentiality, and ZKPs ensure integrity. It is important to recognize that the former primitives hide
information, while the latter allows them to prove statements about the information without having to
reveal the information in the first place. In essence, ZKPs do not ensure privacy by themselves. However,
they ensure that the integrity of the ledger can be maintained while privacy is ensured via privacy-
preserving primitives. ZKPs, therefore, offer a tool for resolving the conflict between the security and the
decentralization dimensions of the trilemma and are used in conjunction with privacy-enhancing
techniques.

Furthermore, most modern ZK proving schemes are highly optimized and compress computations into a
concise representation that allows performing a ZKP verification much faster than the computation can be
performed itself (Ben-Sasson et al. 2014b; Biinz et al. 2018). In blockchain systems, nodes verify the
blockchain state by performing the computation in transactions locally and checking if the output matches
the associated state, which means that traditional verification is linear in time-complexity. In a ZK-rollup,
transactions are batched, simulated off-chain, and a ZKP is generated and posted on the blockchain to prove
the integrity of the resulting state. Therefore, it reduces computational overhead on all nodes in the
blockchain system (Jeong and Ahn 2021). Further, ZK-rollup proofs are smaller than the data, which would
normally be posted to the blockchain, therefore, also occupying less storage space on nodes in the network
(Bonneau et al. 2020). Overall, ZKPs thus can improve the scalability of blockchains in two essential points:
computational complexity and storage space. Nevertheless, since this data aggregation and likewise the
proof of its integrity take place off-chain, these processes do not benefit from the decentralization of the
blockchain itself. In most cases, a single party or a small network of parties build the rollups (Ethereum
2023e), leading to another governance layer with a higher degree of centralization which is completely
decoupled from the blockchain layer to which the proof is later posted. However, the verification could still
be considered decentralized as proofs are verified by all nodes of the network.
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Figure 3: Blockchain-ZKP trilemma

Despite this remarkable progress, there still appears to be ample opportunity for future research on
simultaneously satisfying all three dimensions of the blockchain trilemma: While our findings illustrate
that ZKPs are addressing the scalability and security constraints of blockchains (see Figure 3), it is unclear
how they impact the blockchains decentralization. Instead of impacting this aspect directly, ZKPs rather
create another governance layer with a degree of decentralization that is decoupled from the blockchain
itself, thus allowing the decentralization challenge to shift from the blockchain layer towards the ZKP layer.
The major limitation in this layer is that there are currently not enough providers offering services (e.g.,
ZK-rollups), resulting in a lower degree of decentralization. To answer our research question: ZKPs are
applied to blockchains using aforementioned primitives to increase scalability while upholding security;
However, it is currently unclear how they directly impact blockchain decentralization. Therefore, we
propose two ways for future research towards addressing this issue and finally resolving the blockchain
trilemma: Increasing the number of ZK-service providers or coupling the ZK governance layer to the
blockchain infrastructure. The former could be achieved via game-theoretic incentives, as it is common in
decentralized finance, and the latter could be achieved by approaches where block producers of blockchains
become ZK-service providers.

Conclusion

Inspired by a recent spike in Zero-Knowledge Proof (ZKP) projects initiated by the blockchain industry, we
explore the use of ZKPs in blockchain applications and answer the question of their origins and benefits.
Regarding the research question, we find that ZKPs and blockchains share a common origin, and their
development is closely intertwined. The origin of ZKP research is mainly of practical nature, CS-oriented,
and driven by blockchain-based businesses and communities that simultaneously explore and apply these
new cryptographic tools in their projects and products.

Based on our research results, we propose that previous claims in blockchain research be re-evaluated
comprehensively, considering the significant impact of ZKPs on the blockchain trilemma. We've noticed
that ZKPs are presently being employed to enhance scalability while ensuring security and bringing a new
level of privacy within blockchain systems. Looking ahead, there may be opportunities to decentralize the
integration of ZKP-based applications in blockchains as well. A first step in this direction can be found in
Ethereum's roadmap, which foresees the use of L2 blob transactions for data availability, as proposed in
EIP-4844. Anticipating this evolution of ZKPs, as they might gain the ability to enable these attributes to
coexist, they hold the potential to revolutionize the blockchain landscape and reshape our understanding
of what is possible within decentralized systems.
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Consequently, we urge the establishment of a dedicated IS research stream focused on ZKPs, as their
substantial influence on blockchain applications has become increasingly apparent. With ZKPs playing a
pivotal role in overcoming traditional blockchain limitations, they have also contributed to the emergence
of new business models and opportunities within the crypto asset ecosystem. By fostering an IS research
stream centered around ZKPs, we can support the development of a more robust body of knowledge in this
area and accelerate innovation in the field. Especially the influence on the aspect of decentralization is
currently highly relevant and insufficiently studied, providing an excellent opportunity for further research.

We hope that this initial exploration of ZKPs in blockchains will act as a catalyst for future research
endeavors. By highlighting the need for further investigation into the potential of ZKPs, we aim to inspire
the IS community and researchers to delve deeper into this emerging building block for decentralized
systems. The rapid advancements in ZKP technology, combined with their substantial impact on blockchain
applications, suggest that now is the time for the academic community to engage in rigorous research on
this transformative cryptographic tool.
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