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Abstract – Wireless Sensor Network (WSN) is a network area that includes a large number of nodes and the ability of wireless 
transmission. WSNs are frequently employed for vital applications in which security and dependability are of utmost concern. The main 
objective of the proposed method is to design a WSN to maximize network longevity while minimizing power usage. In a WSN, trust 
management is employed to encourage node collaboration, which is crucial for achieving dependable transmission. In this research, a 
novel Trust and Energy Aware Routing Protocol (TEARP) in wireless sensors networks is proposed, which use blockchain technology to 
maintain the identity of the Sensor Nodes (SNs) and Aggregator Nodes (ANs). The proposed TEARP technique provides a thorough trust 
value for nodes based on their direct trust values and the filtering mechanisms generate the indirect trust values. Further, an enhanced 
threshold technique is employed to identify the most appropriate clustering heads based on dynamic changes in the extensive trust values 
and residual energy of the networks. Lastly, cluster heads should be routed in a secure manner using a Sand Cat Swarm Optimization 
Algorithm (SCSOA). The proposed method has been evaluated using specific parameters such as Network Lifetime, Residual Energy, 
Throughpu,t Packet Delivery Ratio, and Detection Accuracy respectively. The proposed TEARP method improves the network lifetime 
by 39.64%, 33.05%, and 27.16%, compared with Energy-efficient and Secure Routing (ESR), Multi-Objective nature-inspired algorithm 
based on Shuffled frog-leaping algorithm and Firefly Algorithm (MOSFA) , and Optimal Support Vector Machine (OSVM).
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1.  INTRODUCTION

Wireless Sensor Network (WSN) consists of a few co-
operative sensor nodes that are spread out geographi-
cally. As a result of technological advances in wireless 
networking techniques and the availability of inexpen-
sive, intelligent, and small-sized sensors, ubiquitous 
computing has been made possible [1].  The goal of a 
WSN implementation is to gather data about objects 
found in the monitoring area, transform that data into 

electrical signals, and transmit those signals to the base 
station through wireless multi-channel communication 
[2]. The sensor nodes join together to create a network 
in order to gather information from their immediate sur-
roundings and then communicate with one another to 
carry out specific tasks [3]. During Mobility Wireless Sen-
sor Networks (MWSN), sensors are mobile and can link to 
a variety of providers, such as robotic systems and intelli-
gent modes of transportation, to detect and collect data 
that can then be transmitted to the BS via direct or multi-
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hop communication models [4]. Unstructured WSNs 
consist of ad-hoc deployments of dense sensor nodes. 
The network is called a structured WSN, depending on 
the other extreme, when all nodes are placed simulta-
neously [5]. In Sensor nodes' the computing capacity, 
power, and the battery life are all constrained in WSN. 
The topology of the network changes when certain net-
work nodes lose power. The network may even become 
paralyzed and cease to operate correctly if there are too 
many dead nodes. Due to the inability to detect mali-
cious sites, attacks and energy usage are two issues wire-
less sensor networks face. They use a particular routing 
method, they use effort effectively, they choose cluster 
heads, and the technology they use to create a wireless 
sensor network are all important considerations.  

WSN is one of the most contemporary communica-
tion-related technologies. Due to its open architecture 
and limited resource availability, WSN is challenging to 
secure and utilize energy effectively. Routing and clus-
tering are just two of the many technologies that have 
been introduced to secure WSNs. Many reasons, includ-
ing shortened sensor node usage time, increased pow-
er consumption due to larger number of hops, distribu-
tion fewer packet distribution, and decreased through-
put, may result in improper data transmission from one 
node to another. This research proposes a novel Trust 
and Energy Aware Routing Protocol (TEARP) technique, 
which enhances the security of routes using wireless 
sensor networks. The major contributions of the pro-
posed TEARP techniques are given as follows.

•	 Initialization, registration, and authentication are ac-
complished during the authentication of ANs and 
SNs on public and private blockchains, respectively. 

•	 The proposed technique provides a thorough trust 
value for nodes based on their direct trust values 
while taking volatility and adaptable penalty ele-
ments into concern. Filtering mechanisms also 
generate indirect trust values. 

•	 Further, an enhanced threshold technique is em-
ployed to identify the most appropriate clustering 
heads based on dynamic changes in the extensive 
trust values and residual energy of the networks. 

•	 Lastly, cluster heads should be routed in a secure 
manner is determined using a sand cat swarm op-
timization algorithm. 

The remainder of the research is organized as follows. 
In Section II, a summary of the literature is provided. In 
Section III, the proposed TEARP methodology is thor-
oughly explained. The experimental findings are pre-
sented in Section IV, and conclusions and future scope 
is presented in Section V.

1.1.  BACKGROUND STUDy

An improved Artificial Bee Colony (iABC) metaheuristic 
is presented in [6] to maintain a solid balance between 
mining and exploration abilities while using the least 

amount of RAM possible. The suggested metadata's abili-
ties to produce ideal cluster heads and increase WSN en-
ergy efficiency are inherited by an energy-efficient bee 
clustering algorithm based on iABC information.

An improved version of the firefly algorithm is pre-
sented in [7] which is applied to improve the network 
lifetimeWhen LEACH, the basic Firefly set of rules, and 
particle swarm optimization are applied to the same 
community infrastructure model, the performance of 
the improved Firefly set of rules is compared to them. 
In terms of performance and stability, the enhanced 
Firefly approach is superior than existing algorithms.

A Whale Moth Flame Optimization (WMFO) and Im-
proved African Buffalo Optimization (IABO) is presented 
in [8] which is applied for effective clustering and rout-
ing. The WMFO method can be utilized for effective 
clustering by employing a fitness function connected 
to the distance within the cluster, the distance between 
clusters, the energy, and the equilibrium coefficient. The 
WMFO algorithm creates a tuning function that contains 
certain factors like residual energy and distance coeffi-
cient in order to choose the best routes in the WSN.

A Particle Distance Updated Sea Lion Optimization 
(PDU-SLnO) is presented in [9] which is developed to 
consume less energy consumption and increases the 
network lifetime. For the WSN, a new hierarchical rout-
ing energy-sensitive CH selection architecture is pro-
vided using the hybrid optimization technique. When 
selecting a CH, capacity, distance, latency, and quality 
of service (QoS) are taken into account. To choose the 
optimal CH, the Sea Lion Optimization (SLnO) and Par-
ticle Swarm Optimization (PSO) algorithm principles 
are integrated in the new matching method known as 
the PDU-SLnO algorithm.

2. LITERATURE SURVEy:

The WSN performance, including energy use, net-
work lifetime, etc., has been the subject of many re-
searches. One of the most important characteristics 
of WSNs is secure routing. Among those, some of the 
techniques have been reviewed in this section.

In 2019, Haseeb K., et al [10] presenting an energy-effi-
cient and secure routing (ESR) protocol for intrusion de-
fence in IoT based on wireless sensor networks. The pro-
posed solution utilized greedy algorithms to construct 
routing paths and overlooked intrusions in an infrastruc-
ture-less and unattended environment. As a result, there 
are a great No. of route discovery and re-transmissions, 
especially when there are attacker networks present and 
there is a great deal of internet traffic.

In 2020, Barzin et al. [11] Presented a Multi-objective 
nature-inspired algorithm (MOSFA) is developed from 
fireflies and shuffling frog-leaping algorithms and is 
a successful protocol for WSNs. Using this technique, 
both fireflies and shuffled frog-leaping algorithms are 
utilized simultaneously. SIF, ERA, FSFLA, and LEACH 
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have common lifespan development of 68%, 82%, 30%, 
and 28%, respectively, according to simulation data.

In 2021, Amaran S., et al [12] presented a novel op-
timal Support Vector Machine (OSVM) based IDS in 
WSN. The suggested technique's OSVM model has an 
accuracy of more than 94.09% and a detection rate 
of 95.02%.In 2021, Reddy D.L. et al [13] Presented a 
hybrid Ant Colony Optimization (ACO) approach that 
integrates Glow Worm Swarm Optimization. According 
to experimental results, the suggested solution keeps 
more nodes alive and uses less network energy than 
standard techniques.

From the aforementioned analyses, it's clear that those 
solutions have several hazards, including the nodes' con-

sumption of electricity and steady routing when trans-
ferring data packets to their destinations.To overcome 
these drawbacks, novel Trust and Energy Aware Routing 
Protocol (TEARP) techniques are recommended.

3. PROPOSED METHOD

In this paper, a Trust and Energy Aware Routing Pro-
tocol (TEARP) in WSN is proposed, which use block-
chain technology to maintain the identity of the Sensor 
Nodes (SNs)and Aggregator Nodes (ANs). Initialization, 
registration, and authentication are accomplished dur-
ing the authentication of ANs and SNs on public and 
private blockchains, respectively. Fig. 1 illustrates the 
overall structure of the proposed method.

Fig. 1. Overall block diagram for the proposed TEA method 

3.1. BLOCKCHAIN TECHNOLOGy

In the proposed blockchain-based routing and reli-
ability evaluation method, BSs transmit encrypted data 
about routing and trust values to other network nodes. 
All node-to-node transactions are also verified by the 
blockchain's. The AN authenticates and authorizes the 
SN each time they communicate, allowing the SN to 
send packets to the AN. Additionally, these BSs authen-
ticate the ANs before allowing them to communicate 
with other ANs or BSs. The blockchain is updated with 
transactions when the node's identification has been 
verified. The blockchain cannot be used to delete the 
transaction data. The transparency and traceability of 
the blockchain enable the proposed methodology to 
identify rogue nodes. In this approach, the blockchain 
offers secure routing and a productive technique for 
evaluating trust to find malicious nodes. 

For SN and AN authentication, blockchains can be 
either private or public. In this architecture, two differ-
ent kinds of blockchains are utilized to lessen the stress 
placed on the NAs. ANs died in the initial rounds of the 
prior authentication process because they had to reg-
ister and validate other ANs. However, in our suggest-
ed model, the BS, which has powerful computational 
capabilities, registers and authenticates the AN. The 
NAs' workload is lightened in this way. Therefore, the 

coexistence of the two blockchains helps to lower the 
computational expense of the proposed paradigm. Be-
cause the AN is directly connected to the public block-
chain, and the identification of every node is uploaded 
to the blockchain.

3.2. TRUST CALCULATION

Trust value has been calculated for two parameters, 
such as Direct Trust and Indirect Trust, which are de-
scribed as follows. The TEARP version contains three 
inputs, namely security, portability, and dependability, 
to determine the cost of trust.

3.2.1. Indirect Direct Trust (IDT)  

DT displays a node that contains the opinion vari-
able. To use the IDT, which is defined below, a node 
must have a witness variable, which is not possible 
without one.

(1)

For the purpose of preventing attacks and enhancing 
the security of the trust mechanism, formula 5 is used 
to calculate fraud ratings.

(2)
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3.2.2. Direct Trust (DT)  

A link between the mth source node and the fth end-
point node takes an estimated time to form, which is 
called the direct trust (DT). Therefore, Direct trust in-
volving the use of the mth source node and fth endpoint 
has been described as,

(3)

Where τappx defines the anticipated duration, and τest 
specifies the estimated duration. This indicates that it 
takes time to τappx acquire and τest transfer the public 
key between the destination and the node. ω denotes 
the nodes' opinion variable.

(4)

(5)

where ref  and sef represent number of packets f has 
transmitted and received, respectively. The amount of 
information that f has discarded to be received and de-
livered, respectively, is represented by rff and usf. The 
total number of packets that node f has received and 
transmitted is shown in the message. The adaptive 
penalty coefficient is written as γ. 

3.3. CLUSTERING AND OPTIMAL CLUSTER 
 HEAD SELECTION

The SCSO approach maximizes the network's lifes-
pan. If damaged nodes are unable to send data due 
to damage, collaborate with nearby nodes to replace 
them. By swapping out the node, the SCSO version of 
the Cluster Head presented in this study performs bet-
ter than the prior SCSO. The challenge of keeping them 
in a small space led to the development of the Sand 
Cat Swarm Optimization (SCSO) approach. Equation 10 
offers an algebraic representation of SCSO.

(6)

Where, Tm
n is the First cluster head position in mth di-

mension, ETm is Food Source's position in mth dimension, 
VCmis upper bound in mth dimension NCm is lower bound 
in mth dimension and p1, p2 is random numbers based on 
the interval [0,1]. The significant coefficient r1, which is 
employed in Equation 11 to balance the processes of food 
acquisition and consumption, is the most crucial factor.

(7)

The number L denotes the recent round, and M is the 
extreme number of rounds, where p1 is a significant co-
efficient of SCSO.

3.4. ROUTING USING SAND CAT SWARM 
OPTIMIzATION

The performance of sand cats in nature served as the 
basis for a metaheuristic algorithm known as sand cat 
swarm optimization (SCSO). Sand cats, as opposed to 

domestic cats, survive in stony and sandy deserts. Sand 
cats have a 2 KHz hearing threshold. They resemble do-
mestic cats and other cat species in regards to appear-
ance. Sand cats only have fur on their hands and soles 
because of the intense conditions they endure. This 
protects them from heat and cold at home. This trait 
makes it challenging to follow a cat's trace. A sand cat's 
unique physical characteristic is their ability to hear 
low-frequency disturbancesThe Sand cat swarm opti-
misation algorithm (SCSO) replicates this characteristic 
to provide a close to optimal result, enabling them to 
immediately and accurately determine their targets.

3.4.1. Objective function for Routing

The cluster-based WSN will be able to maximize 
network lifetime by selecting the optimum path. To 
achieve this, a four-factor adaptive function is created, 
accounting for the nodes' remaining energy, their size, 
their location within the cluster, and their coverage 
rate. These parameters' definitions and derivatives are 
as follows:

Node Degree (ND): It is the quantity of non-CH mem-
bers that belong to each CH. Thus, it is recommended 
for CH to have the lowest node degree.

(8)

Here, | Cmx | is the xth cluster head's number of cluster 
members.

Residual Energy(RE): It represents the node's pres-
ent energy level. It is calculated as the difference be-
tween the total amount of energy utilised over a period 
of time and the initial energy level. 

(9)

where CHx is the xth cluster head's remaining energy.

Distance to neighbour (DN): It specifies the distance 
between its own CH and its neighbour. The distance be-
tween a normal sensor and CH is given by equation (14).

(10)

Node Centrality (NC): It is described as the distance 
between a node's centre location and its neighbours, 
and it is written in equation (11).

(11)

where n(x) is the number of nodes that are neighbours 
to CHy.

The weighted values are ϑ1, ϑ2, ϑ3,and ϑ4. The equa-
tion (12) displays the single objective function.

(12)

A metaheuristic algorithm leads the method to satis-
fy the problem objective, such as minimization or maxi-
mization. Every strategy's fitness (cost) for the search 
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agent determines the subsequent repetition, and so 
on until optimal outcomes are obtainedThe most ef-
fective outcome is typically determined by the hunting 
mechanism. SCSO search agents look for targets after 
initiation to identify the most efficient approach. The 
Sand Cat's capacity to make low-frequency sounds is 
used to achieve this goal. Every search agent has a pre-
defined sensitive range starting at 2 kHz. In SCSOA, the 
population size is 500, number of iteration is 1000 and 
the number of independent runs is 10.

Equation 13 shows the SCSO algorithm PN variable 
drops gradually from 2 to 0. In this case, the TD param-
eter was supposed to be 2. Iteration count is iterc, while 
iteration maximum is itermax. The sand cat's behaviour 
becomes sophisticated after half of the repetitions and is 
swift in the first iteration. Similar to this, the SCSO balances 
exploration and exploitation processes using TD variables.

⃗

(13)

(14)

According to Equation 14, phase transformations are 
balanced. Equation 15 also prevents trapping in the lo-
cal optimum. A p parameter controls evolutionary algo-
rithms' efficiency. SCSO updates each agent's location.

⃗

(15)

Equation 16 guarantees that the most suitable loca-
tion of applicants for a search agent (Posim ) is updated 
after each algorithm iteration. Along with the agent's 
current location (Posim ) and sensitivity area (p), this in-
formation is obtained. The SCSO continues with the sub-
sequent step of its procedure, which is the exploiting of 
the target discovered after looking for it (exploration).

⃗

(16)

(17)

(18)

The direction between the optimum ideal position 
and the present position of each search agent is deter-
mined by Equation 19. The most optimal (balanced) re-
sults locations in Equation 22, the (Posi ) and (Posrnd ) are 
as well as the randomly selected locations, appropriately.

(19)

Pseudocode of SCSOA

Initializing Population

Compute the fitness function dependent upon the 
main function

Initializing the r, rG, R

While( t≤tMax )

 For all the SCs

Obtain an arbitrary angleθ (0 ≤ θ ≤ 360° )

  If(|R|≤1)

Upgrade the searching agent dependent upon the 
exploitation phase of equation (23); Posi - p.Pospuv .cos(θ)

  Else 

Upgrade the searching agent dependent upon 
the exploration phase of equation (23); p.(Posim(s)-
rand(0,1).(Posm)(s))

  End

 End

t = t+1

End

⃗

⃗

4. RESULT 

This segment presents the experimental analysis of 
the suggested approach to Trust and Energy Aware 
Routing Protocol (TEARP) techniques. 

Table 1. Stimulation parameters

Parameters Units
Frequency 30khz

Queue size 50 packets

Simulation time 50 s

Number of nodes 500 nodes

Packets size 500 bytes

Data rate 2 Mbps

Length of data packet 500 bytes

4.1. COMPARISON ANALySIS

A comparison is conducted between the proposed 
Trust and Energy Aware Routing Protocol (TEARP) tech-
nique and existing methods ESR [13], MOSFA [16], and 
OSVM [18] in terms of the No. of nodes, the Packet De-
livery Ratio, the Residual Energy, and the Throughput 
the Network Lifetime. 

In Fig. 2, the proposed method strategy shows the 
Network lifetime. TEARP outperforms other techniques 
with a lower fraction of nodes, almost doubling the 
network lifetime in the process.The proposed method 
achieves a better network lifetime of 61.40 %, 39.64 %, 
and 52.24 %, than ESR, MOSFA, and OSVM.

Fig. 2. Comparison of Network Lifetime
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Fig. 3. Comparison of Packet Delivery Network

Fig. 3 presents the equivalence of the packet delivery 
ratio of the suggested technique in comparison with 
existing techniques. TEARP performs better than other 
existing techniques and the ratio appears to be large. 
The proposed method achieves a better Packet Deliv-
ery Ratio of 45.54 %, 27.16 %, and 38.48 % than ESR, 
MOSFA, and OSVM.

(a)

(b)

Fig. 4. Performance comparison of different 
algorithms

Fig. 4(a) and (b) examine the four algorithms' rates of 
coverage, and rates of convergence. The link between 
coverage and population size when using the SCOA, 
HMSFO, CSSBO, and CapSA algorithms is depicted in 
Figure 4(a). Four algorithms will enhance network cover-
age as the population grows. The HMSFO, CSSBO, and 
CapSA algorithms cannot compete with the proposed 
SCSO algorithm. The relationship between convergence 
rate and iterations for the SCSOA, HMSFO, CSSBO, and 
CapSA algorithms is depicted in Figure 4(b).

The SCSO algorithm peaks and converges quickly 
in terms of growth scope at the number of iterations, 
whereas the other three algorithms continue to in-
crease quickly after that point. As a result, the SCSO 
algorithm's convergence speed and time to optimal 
value are both faster. The SCSO algorithm exhibits a 
better simulation effect in the algorithm's convergence 

area. In conclusion, the SCSO method outperforms the 
other three algorithms in terms of convergence speed 
and coverage ratio.

Fig. 5 displays a comparison of latency with various 
options. Due to how long it takes to choose the start-
ing path, current solutions cannot reduce latency. Ad-
ditionally, a safe and effective path is selected for data 
transfer. As a result, the delay time will be reduced by 
the proposed TEA RP approach.

Fig. 5. Comparison of Residual Energy

The proposed technique's throughput equivalent in 
relation to existing techniques is depicted in Fig. 6. The 
proposed technique achieves higher throughput than 
other existing techniques. ESR, MOSFA, and OSVM, and 
the proposed Trust and Energy Aware Routing Protocol 
(TEARP) are achieving better than throughput is 50.15 
%, 32.45 %, and 29.64 %.

Fig. 6. Comparison of Throughput

4.3. DETECTION ACCURACy 

The detection accuracy indicator shows the propor-
tion of correct detections made by the suggested tech-
nique with the minimum possible false reports. TEARP 
detection accuracy is 28.35% and 67.43%, respectively. 
Detection Accuracy is shown in Fig. 7.

Fig. 7. Detection Accuracy
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5. CONCLUSIONS

In this paper, a Trust and Energy Aware Routing Proto-
col (TEARP) in WSNs is proposed, which use blockchain 
technology to maintain the identity of the SNs and ANs. 
The proposed TEARP has been simulated using MAT-
LAB. The simulation outcomes demonstrate that the 
proposed TEARP framework outperforms more estab-
lished methods like ESR, MOSFA, and OSVM.The pro-
posed TEARP method improves the network lifetime by 
39.64%, 33.05%, 29.64% and 27.16%, respectively, and 
has better detection accuracy of 28, 35% and 67.43%. 
compared with ESR, MOSFA and OSVM techniques. The 
TEARP method is not applicable in large-scale situations. 
The TEARP technique must be used in a large-scale con-
text in future to overcome such constraints.Additionally 
the proposed TEARP approach might include algorith-
mic tests with an extensive network that employs agent-
based communication for trust modeling.
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