eman ta zabal zazu

>

Universidad Euskal Herriko
del Pais Vasco Unibertsitatea

Medical Devices with Embedded
Electronics: Design and
Development Methodology for
Start-ups

Ph.D. Thesis

Nerea Arandia Gainza

2023

Supervisors.

Dr. José Ignacio Garate Aﬁibarro
Dr. Jon Mabe Alvarez

(c)2023 NEREA ARANDIA GAINZA






Bidea erraztu eta amore ematen utzi ez didazuen guztior

Familia eta lagunei, eskerrik asko






Abstract

Nowadays, to address the healthcare sector's challenges,
biotechnology is continuously demanding innovation. Recent events
such as the COVID-19 pandemic, the ageing of the population, the
increase in dependency rates and the need to promote personalised
healthcare in both hospital and home environments highlight the
need to develop more sophisticated, reliable, and connected medical
monitoring and diagnostic devices quickly and efficiently.

Embedded connected systems have become a key technology for
rapidly developing innovative low-cost diagnostic solutions.
Embedded systems can be found in both monitoring and diagnostic
systems. Some examples are glucose monitors, pacemakers,
wearable monitoring devices, etc.

Being aware of the current opportunity in the sector, an increasing
number of biotech start-ups are entering the medical device
business. Despite having excellent ideas and technical solutions,
many of these start-ups fail. This is due to a lack of knowledge of the
healthcare sector and the regulatory requirements that must be
met.

The design and development phases of embedded medical devices
are regulated by two regulations in Europe: 2017/745, Medical
Device Regulation (MDR) and 2017/746, In Vitro Medical Device
Regulation (IVDR). Other standards define additional aspects, such
as device functional safety (IEC 60601), software lifecycle (IEC
62304), quality management (ISO 13485), risk management (ISO
14971), device usability IEC 62366) and cybersecurity IEC 81001~
5-1), among others.

A large number of regulatory requirements demand a procedural
methodology for performing such developments. After analysing
existing product design methodologies, no methodologies have been
identified that fully address the needs of start-up companies that
wish to develop medical devices.

Therefore, as a main contribution, this thesis presents a
methodology that outlines the steps to design and develop embedded



medical devices. As a methodology for start-ups, it aims to minimise
the financial investment made during stages with high technological
risk. In addition, the evaluation of the device by the client or product
manager is encouraged in the early stages of development.

The proposed methodology, which intends to guide start-ups in the
medical sector, is validated through its application in the
development processes of several medical devices. Many have
already obtained the CE marking, demonstrating the methodology's
effectiveness. Likewise, the most critical procedures of the
methodology are validated by the certification body Société Générale
de Surveillance (SGS) within the ISO 13485 certification process
conducted in Tekniker, a Research and Development Centre.
Finally, studies supporting the proposed methodology's main
concepts are reviewed and presented.



Laburpena

Bioteknologiaren sektoreak etengabeko berrikuntza eskatzen du
osasun arloko erronkei aurre egiteko. Duela gutxiko COVID-19
pandemiak, Dbiztanleriaren zahartzeak, mendekotasun-tasen
gorakadak edota asistentzia sanitario pertsonalizatua sustatzeko
beharrak agerian uzten dute monitorizazio eta diagnosirako gailu
mediko gero eta sofistikatuagoak, fidagarriagoak eta konektatuak
garatzeko beharra. Beti ere modu azkar eta eraginkor batean.

Konektatutako sistema txertatuak funtsezko teknologia bihurtu
dira kostu baxuan eta modu azkarrean diagnosi gailu berritzaileak
garatzeko. Sistema txertatuak bai monitorizazio eta baita diagnosi
sistemetan aurkitu ditzakegu. Horren adibide dira glukosa-
monitoreak, taupada-markagailuak, monitorizazio
eramankorrerako gailuak, eta abar.

Sektorean dauden aukerez jabetuta, gero eta gehiago dira gailu
medikuen negozioan sartzen diren “biotech start-ups”’ izenez
ezagutzen diren enpresak. Ideia eta soluzio tekniko onak izan arren,
horietako askok porrot egiten dute, osasun-sektorea eta bete
beharreko baldintza erregulatzaileak ezagutzen ez dituztelako.

Gailu mediko txertatuen diseinu eta garapena bi erregelamenduren
bidez araututa dago Europan: 2017/745, Medical Device Regulation
(MDR) eta 2017/746, In Vitro Medical Device Regulation (IVDR).
Era berean, badira beste estandar batzuk, honako alderdi hauek
definitzen dituztenak: gailuaren segurtasun funtzionala (IEC
60601), softwarearen bizi-zikloa (IEC 62304), kalitatearen
kudeaketa (ISO 13485), arriskuen kudeaketa (ISO 14971), gailuen
erabilgarritasuna (IEC 62366) eta zibersegurtasuna (IEC 81001-5-
1), besteak beste.

Baldintza arautzaile asko daudenez, beharrezkoa da prozedura-
metodologia bat izatea garapen horiek gauzatzeko. Produktu
berriak diseinatzeko dauden metodologiak aztertu ondoren, ez da
bat bera ere identifikatzen gailu medikoak garatu nahi dituzten
start-up motako enpresen beharretara erabat egokitzen denik.



Horregatik, ekarpen nagusi gisa, tesi honek gailu mediko
txertatuak diseinatzeko eta garatzeko jarraitu beharreko urratsak
zehazten dituen metodologia aurkezten du. Start-up-etarako
metodologia denez, arrisku teknologiko handiko etapetan egin
beharreko inbertsio ekonomikoa minimizatzea bilatzen da. Gainera,
bezeroak edo produktu kudeatzaileak gailua garapenaren etapa
goiztiarretan ebaluatzea sustatzen da.

Proposatutako metodologia, medikuntza-sektoreko start-up-
etarako gida izan nahi duena, hainbat gailu mediko garatzeko
prozesuetan aplikatuz balidatu da. Horietako askok dagoeneko
lortu dute CE marka, eta horrek agerian uzten du metodologia
egokia dela. Halaber, metodologiaren prozedura kritikoenak Société
Générale de Surveillance (SGS) erakunde ziurtatzaileak balioztatu
ditu, Teknikerren, ikerketa eta garapeneko zentroan, egindako ISO
13485 =ziurtapen-prozesuaren barruan. Azkenik, proposatutako
metodologiaren oinarrizko printzipioak balidatzen dituzten hainbat
azterlan berrikusi eta aurkeztu dira.



Resumen

El sector de la biotecnologia demanda la innovacién constante para
hacer frente a los retos del sector sanitario. Hechos como la reciente
pandemia COVID-19, el envejecimiento de la poblacién, el aumento
de las tasas de dependencia o la necesidad de promover la asistencia
sanitaria personalizada tanto en entorno hospitalario como
domiciliario, ponen de manifiesto la necesidad de desarrollar
dispositivos médicos de monitorizacién y diagnostico cada vez mas
sofisticados, fiables y conectados de forma rapida y eficaz.

Los sistemas embebidos conectados se han convertido en tecnologia
clave para el disefio de soluciones de diagnéstico innovadoras de bajo
coste y de forma rapida. Estos se encuentran en sistemas embebidos
de monitorizacién y diagnédstico como monitores de glucosa,
marcapasos, wearables para monitorizacion, etc.

Conscientes de la oportunidad que existe en el sector, cada vez son
mas las denominadas “biotech start-ups” las que se embarcan en el
negocio de los dispositivos médicos. Pese a tener grandes ideas y
soluciones técnicas, muchas de estas start-ups terminan fracasando
por desconocimiento del sector sanitario y de los requisitos
regulatorios que se deben cumplir.

El disefio y desarrollo de dispositivos médicos embebidos esta
regulado en Europa por dos reglamentos: 2017/745, Medical Device
Regulation (MDR) y 2017/746, In Vitro Medical Device Regulation
(IVDR). Ademas, existen otros estdndares que definen aspectos
como la seguridad funcional (IEC 60601), ciclo de vida del software
(IEC 62304), gestién de la calidad (ISO 13485), gestién de riesgos
(ISO 14971), usabilidad (IEC 62366) y ciberseguridad (IEC 81001-5-
1) entre otros.

La gran cantidad de requisitos regulatorios hace que sea necesario
disponer de una metodologia procedimental para ejecutar dichos
desarrollos. Tras realizar un analisis de las metodologias de disefio
de producto existentes, no se identifica ninguna que se adapte por
completo a las necesidades de empresas tipo start-ups que deseen
desarrollar dispositivos médicos.



Por ello, como aportacién principal, esta tesis presenta una
metodologia para el disefio y desarrollo de dispositivos médicos
embebidos. Al tratarse de una metodologia para start-ups, se busca
minimizar la inversién econdmica a realizar en etapas con riesgo
tecnologico elevado. Ademas, se fomenta la evaluacion por parte del
cliente o gestor del producto en etapas tempranas del desarrollo.

La metodologia propuesta, que pretende ser una guia para las
empresas de nueva creacién del sector médico, se valida mediante
su aplicacion en los procesos de desarrollo de diferentes dispositivos
médicos. Muchos de ellos ya han obtenido el marcado CE,
demostrando asi la eficacia de la metodologia. Asimismo, los
procedimientos mas criticos de la metodologia son validados por la
entidad certificadora Société Générale de Surveillance (SGS) dentro
del proceso de certificaciéon ISO 13485 llevado a cabo en Tekniker,
centro de investigacién y desarrollo. Por ultimo, se revisan y
presentan diferentes estudios que avalan los principales conceptos
de la metodologia propuesta.
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Introduction

This chapter aims to set the basis and scope of this thesis. Its
objective is to contribute to the development of embedded medical
devices. To this end, firstly, the basic concepts related to the
development of medical devices are defined, specifically, what a
medical device is and the regulatory framework to which its
development is subjected before it can be launched to the market.
Next, it highlights the need to innovate in health technology,
showing how the socio-economic and technological environment of
the last few years has encouraged leading sector companies to
innovate more and more. It also explains how the number of start-
ups in the industry has been increasing yearly. Likewise, the
importance of embedded systems within this sector is evidenced,
presenting the advantages and disadvantages of these systems.
Furthermore, the phases of design and development of a medical
product are defined, pointing out the key aspects and the problems
faced by the different types of companies. Particular emphasis is
placed on the complexity of developing medical devices for start-up
companies and why many fail. Finally, both the objectives and the
structure of this thesis are detailed.
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1.1 Medical Devices and Regulatory Landscape

The World Health Organization (WHO) defines the Health
Technology concept as the application of organized knowledge and
skills in devices, medicines, vaccines, procedures and systems
developed to solve a health problem and improve quality of life [1].

However, more and more organisations and publications are
differentiating between the concepts HealthTech and MedTech
since there is no clear consensus on the definition of each term. As a
result, Jorge Juan Fernandez, Innovation Director at EIT Health,
published an article in May 2021, collecting different meanings for
HealthTech [2]. This article presents that HealthTech mainly refers
to telemedicine and remote patient monitoring services such as web
platforms or mobile applications used for patient care. Similarly,
biometrics and some wearable devices are also considered under this
category. In contrast, Medtech focuses more on technologies used to
treat a condition or diagnose a disease. This concept includes, for
example, medical devices and equipment for diagnosing diseases
and illnesses.

Due to the lack of agreement on the definition, this document will
assume the definition made by WHO as appropriate, understanding
HealthTech as everything related to the care and improvement of
patients' quality of life.

It can be considered undisputed that HealthTeach plays a relevant
role during all stages of our lives as it includes many much-needed
products and services. Latex gloves, thermometers, blood pressure
monitors or mobile applications to manage primary health care
appointments are considered part of HealthTech. Medical devices
have become a key element in any healthcare system. These devices
help healthcare professionals properly monitor, diagnose and treat
their patients.

The medical device industry is regulated by different national
notifications or regulatory bodies. The world's two main regulatory
bodies are the European Commission Directorate and US Food &
Drugs Administration (FDA). Figure 1.1-1 shows the most relevant
regulatory authorities around the world.
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Figure 1.1-1: Regulatory authorities around the world.

In the European Union, medical devices are regulated by
harmonised health regulations. Any manufacturer wanting to put a
device on the European market must pass through a notified body
to assess and approve its device. If it is considered approved, a
certificate of conformity with the CE mark is emitted, which allows
it to be sold in all the countries of the European Union.

According to the European Medical Device Regulation (MDR), the
following are considered medical devices “Any instrument,
apparatus, appliance, software, implant, reagent, material or other
article intended by the manufacturer to be used, alone or in
combination, for human beings for one or more of the following
specific medical purposes: Diagnosis, prevention, monitoring,
prediction, prognosis, treatment or alleviation of disease, diagnosis,
monitoring, treatment, alleviation of, or compensation for, an injury
or disability, investigation, replacement or modification of the
anatomy or of a physiological or pathological process or state,
providing information by means of in vitro examination of specimens
derived from the human body, including organ, blood and tissue
donations and which does not achieve its principal intended action
by pharmacological, immunological or metabolic means, in or on the
human body, but which may be assisted in its function by such
means [...]” [3].

In contrast, the U.S. Food and Drug Administration (FDA) considers
a medical device “An instrument, apparatus, implement, machine,
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contrivance, implant, in vitro reagent, or other similar or related
article, including a component part, or accessory which is:

(A) recognized in the official National Formulary, or the United
States Pharmacopoeia, or any supplement to them,

(B) intended for use in the diagnosis of disease or other conditions,
or in the cure, mitigation, treatment, or prevention of disease, in
man or other animals, or

(C) intended to affect the structure or any function of the body of
man or other animals, and which does not achieve its primary
intended purposes through chemical action within or on the body of
man or other animals and which does not achieve its primary
intended purposes through chemical action within or on the body of
man or other animals and which is not dependent upon being
metabolized for the achievement of its primary intended purposes”

[4].

In both cases, it is evident that in order to discern whether a product
is a medical device, it is necessary to define its intended use [5]. For
example, smartwatches, which have become so common recently,
depending on their intended use, can be considered medical devices.
A smartwatch that measures the pulse or performs an
electrocardiogram is considered a medical device only if the readings
are used to diagnose a disease or establish treatment [6]. On the
other hand, with the same technology, this smartwatch is not
considered a medical device if it is only used for informative
purposes; this is the case when a user is interested in measuring the
pulse rate after a workout. This non-medical device category is
appropriate for devices such as the Apple Watch [7].

Medical devices can be classified into different categories based on
their inherent risks. According to the MDR, the risk is categorised
from lower to higher in Europe as class I, Ila, IIb and III.
Furthermore, depending on the risk presented by each device,
different requirements must be met to obtain the CE marking.

The FDA defines three categories of medical devices: Class I, II and
III. Class I includes devices with a low-risk level, Class II with a
medium-risk level and Class III high-risk level. In addition, FDA
defines a new concept in device classification, "predicate device".
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This agency allows the assignment of the risk level by comparison.
In this way, device manufacturers can claim that the device
submitted is equivalent to a previously marketed one simplifying
the approval process. The predicate device concept benefits
manufacturers who develop new generations of their devices.

The design and development of these systems require considering
stringent regulations from the conception phase of the idea. In [8], a
study is presented detailing the challenges of developing medical
devices according to FDA regulations. Regardless of country or
region, the design and development of medical devices are regulated
by several standards that guarantee the quality of the devices and
minimise the exposition risk to healthcare professionals and
patients [9], [10].

The regu