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Abstract— Dielectric Breakdown (BD) of the gate oxide in a 

Metal-Insulator-Semiconductor (MIS) or Metal-Insulator-Metal 

(MIM) structure has been traditionally considered a major 

drawback since such event can seriously affect the electrical 

performance of the circuit containing the device. However, since 

BD is an inherently random process, when externally detectable 

by optical means, the phenomenon can be used to generate 

cryptographic keys for Physically Unclonable Functions (PUFs). 

This is the case discussed here. Images containing BD spot spatial 

distributions in MIM devices were binarized and their uniformity, 

uniqueness and reproducibility evaluated as fingerprints for 

security applications such as anti-counterfeiting purposes, secure 

identification and authentication of components. The obtained 

results are highly promising since it is demonstrated that the 

generated fingerprints meet all the mandatory requirements for 

PUFs, indicating that the proposed approach is potentially useful 

for this kind of applications.  

Index Terms— Dielectric Breakdown, PUF, cryptography, 

MIM devices.   

I. INTRODUCTION 

  Dielectric Breakdown (BD) of the gate oxide in MIS or MIM 

structures has been traditionally considered a major reliability 

issue in micro- and nanoelectronic technologies. BD occurs 

when the gate dielectric loses its insulating property because of 

the action of electrical stress. BD is often detected as a sudden 

increase of the current flowing through the device which is 

ascribed to the formation of a defect-based percolation path 

spanning across the oxide layer. Although BD occurs in very 

small areas (namely, BD spots), that is, in the nanoscale range 

[1-6], if the process is not controlled, BD laterally propagates 

[7-9] and the damage becomes irreversible. Moreover, due to 

Joule heating effects, the localized shortcircuits can generate 

microexplosions [10, 11], leading to the appearance of marks or 

craters on the top electrode. In many cases, these marks can be 

detected by the naked eye or in more detail with an optical 

microscope [10, 12, 13]. This phenomenon is random in time 

and space so that these features (occurrence and location) are 

unpredictable. It is worth mentioning that randomness 

associated with BD was used in the past as a source of entropy 

in cryptography and security. True Random Number 

Generators (TRNGs) obtained from the first time-to-BD [14] 

and from current fluctuations registered after a soft-BD event 

[15] were also investigated for that purpose. Additionally,  
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Physically Unclonable Functions (PUFs) [16-19] based on soft- 

BD currents [20] and on the breakdown spot location along the 

channel in MOS transistors [21] have been proposed.  

It is worth emphasizing that all the above referred works rely 

on the measurement of some aspect of the electrical 

characteristics of the devices, so that in these cases additional 

circuitry is imperatively required for detection. Moreover, this 

kind of PUFs can be affected by extreme environments, such as 

high temperature and/or harmful radiation conditions since their 

conduction characteristics ultimately depend on the nanoscale 

properties of the materials [22]. On the contrary, BD spot 

spatial patterns are fully immune to such aggressive agents. 

Notice that optical PUFs have drawn the attention of developers 

because they can be used to generate irreproducible and 

unclonable fingerprints based on visual inspection and image 

processing without the need of adding a measuring unit to the 

product, which is  highly beneficial for  security applications in 

fields such as identification, authentication and anti-

counterfeiting [23-27]. In this work, we demonstrate the 

feasibility of using BD spot spatial distributions generated in 

MIM devices by electrical stress and characterized by optical 

means as fingerprints for PUFs.  

 

II. DETAILS OF THE PROPOSED OPTICAL PUF 

   The spatial distribution of BD spots has been studied in MIM 

devices (Pt/HfO2/Pt) manufactured on a thick SiO2 layer grown 

onto a Si substrate. The HfO2 layer thickness is 30nm and was 

grown by Atomic Layer Deposition (ALD). Fig. 1a shows a 

typical cross section of the analyzed structures. The active area 

of the capacitors is 500 μm  500 μm. In this work, 9 capacitors 

were stressed until BD by applying a constant voltage stress of 

-9V to the gate for 60 seconds. After the stress, optical images 

were obtained with an optical Microscope Nikon ECLIPSE 

LV150N, Bright Field, with long working distance objectives 

10X, and were registered with a CMOS camera Moticam of 5 

Megapixels resolution.  Fig. 1b shows the image of one of the 

capacitors where the BD spots can be seen as black dots 

distributed across the top electrode of the capacitor. All images 

were obtained using identical illumination conditions and were 

used as the fingerprint of the corresponding PUF. 

   After image acquisition, the selection of the observation 

window within the capacitor area is critical in order to obtain 

reliable PUFs. For that purpose, an image like that shown in 

Fig. 1b was selected as reference. Then, in the active area of this 

image, a square area of 1320 pixels  1320 pixels is defined by 

setting the location of its vertices. When a new image is 

registered, it is moved and rotated to match the reference one 

using the so-called phase correlation algorithm [28, 29]. Once 

this is done, all the images are aligned, at the same location and 
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with the same orientation. Afterwards, using the previously 

defined vertices, the analysis region (i.e. the area inside the 

frame in Fig. 1b) is determined for all the images. As a typical 

example, Fig. 2a shows optical images corresponding to two of 

the analyzed capacitors. In all cases, the analyzed images have 

a size of 1320 pixels  1320 pixels, where each pixel has an 

area of ≈0.139 μm2.  

 

 
 

Fig. 1. (a) Schematics of the cross-section of the analyzed devices. (b) Top 

image of one of the investigated capacitors. The black dots are BD spots 

randomly generated during the electrical stress.   

 

 
Fig. 2. (a) Optical images of two different capacitors (500 μm  500 μm) and 

(b) their corresponding binarized maps. (c) Key maps obtained from the 

binarized optical images.  

  

In order to generate the cryptographic keys once the observation 

windows are selected, the images are binarized. Such 

binarization is intended to show where the BD spots are located. 

The procedure is as follows: first, the image is split into three 

2D matrices, one for each RGB primary color (red, green, and 

blue). Then, the values of these matrices are scaled in the range 

from 0 and 1, i.e., they are converted to a grayscale image for 

the specific color. Afterward, the matrices are binarized 

considering a selectable threshold value between 0 and 1. One 

threshold value for each color. Then, the three binary matrices 

are logically combined through an OR operator as some spots 

may only be detected in one of the separate images. 

Accordingly, Fig. 2b shows the binarized images corresponding 

to Fig. 2a. To improve the visualization aspect, the 

complementary image is considered here: “1” (white) 

represents the BD spots while “0” (black) represents regions 

where no spots are observed (see Fig. 2b). The methodology 

described above improves the detection of the spots found in 

the original optical image [10] as a lower sensitivity can be set 

for darker components (blue and green) and a higher one for the 

lighter component (red). For the investigated images, threshold 

values are 0.9, 0.9, and 0.2 for the red, green, and blue colors, 

respectively. The same values are used for all the PUFs 

investigated in this work. Note that the area corresponding to 

the BD spots (white regions) is smaller than the undamaged 

area (black regions). To eliminate the 0-bit bias and obtain 

uniform fingerprints, the classical von Newman (CVN) method 

was considered [30]. This method basically consists in, given a 

binary image, the bits are compared two by two. When both bits 

coincide, they are ruled out, otherwise only the first one is kept 

to generate the key. Using this debiasing method, a more 

balanced amount of 0’s and 1’s is reached [30]. After the 

debiasing process, the first 256 bits of each image were used to 

generate the cryptographic key for each PUF (map of 16 pixels 

x 16 pixels). Fig. 2c shows the key obtained for the images 

shown in Fig. 2b. In the authentication stage, the obtained 

fingerprint of a given capacitor is compared (from the intra-HD) 

and verified with the fingerprints of all generated PUFs, which 

should be pre-stored in a data center. For the sake of clarity, 

Fig. 3 summarizes de different stages necessary to generate the 

fingerprints from a stressed capacitor. 

 
Fig. 3 Flowchart showing the generation of fingerprints from a capacitor. 

   

III. ASSESSMENT OF THE PUFS QUALITY 

In order to verify the quality of the generated PUFs, uniformity, 

uniqueness and reproducibility were analyzed. The bit 

uniformity, which is a measure of the random distribution of 

“0s” and “1s” is assessed first. The uniformity of a given PUF 

is evaluated by dividing the number of 0-bits by the total 

number of bits of the corresponding key, that is:   
 

    𝑃𝑈𝐹 𝑈𝑛𝑖𝑓𝑜𝑟𝑚𝑖𝑡𝑦 =   
1

𝑠
 ∑ 𝐾𝑖

𝑠
𝑖=1  𝑥 100%                (1) 

 

where s is the key size and Ki the bit at location i in the PUF. In 

our case, the uniformity mean value and standard deviation 

(SD) for all the analyzed PUFs is 50.4% and 1.67%, 

respectively, with minimum and maximum values of 48.44% 

and 52.34%. Note that they are very close to 50%, the expected 

value for the ideal case.  

   To evaluate the degree of correlation between the binary keys 

of two different PUFs, the device uniqueness is assessed next. 

The device uniqueness is evaluated using the inter-device 

(a) 

(b) 

(c) 
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Hamming Distance (HD). HD measures the number of bits that 

are different with respect to the total number of bits of the key 

when two different keys are compared. The inter-device HD 

between any two PUFs is defined as: 

 

𝐷𝑒𝑣𝑖𝑐𝑒 𝑢𝑛𝑖𝑞𝑢𝑒𝑛𝑒𝑠𝑠 =  
2

𝑞(𝑞−1)
∑ ∑

𝐻𝐷 (𝐾𝑖,𝐾𝑗)

𝑠

𝑞
𝑗=𝑖+1  𝑥100%

𝑞−1
𝑖=1          (2)  

 

where Ki and Kj are s-bit keys of the ith PUF device and the jth 

PUF device among q different PUFs, respectively. In our case, 

the 9 different PUFs available generate a total of 9x8/2=36 

combinations. Fig. 4 illustrates the histogram corresponding to 

the normalized inter-device HD for all possible combinations. 

The average value is 49.72% with SD 3.37%. These values are 

in close agreement with the 50% value expected for the ideal 

inter-device HD value. 

 

The reproducibility of the same key when different images of 

the same capacitor are used was also evaluated. First, the 

stability of the BD spot distributions over time registered in the 

optical images was investigated. For this study, 2 images of the 

same capacitor (from the 9 studied PUFs) were taken with a 

time interval of 1.5 months. The images were obtained using 

the same microscope and camera, as well as identical 

illumination conditions. After binarization and debiasing, the 

obtained keys from both images (in each capacitor) were 

compared using the intra-HD distance, which provides the 

number of bits that underwent a change. The device 

reproducibility is then defined as:  
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Fig. 4. Uniqueness and reproducibility obtained from 9 different PUFs. The 

average value is 49.72% (very close to the 50% ideal value), with a SD of 3.37% 

for the uniqueness and mean value 98.82% (very close to the 100% ideal value) 

with a SD of 0.89% for the device reproducibility.  

 

 

𝐷𝑒𝑣𝑖𝑐𝑒 𝑟𝑒𝑝𝑟𝑜𝑑𝑢𝑐𝑖𝑏𝑖𝑙𝑖𝑡𝑦 = (1 − 
𝐻𝐷 (𝐾𝑖,𝐾𝑖,𝑡)

𝑠
) 𝑥 100%                  (3)  

 

where Ki is the original s-bit reference and Ki,t the s-bit key 

obtained from the same PUF after 1.5 months.   
 

 The result of this analysis is illustrated in Fig. 5. While Fig. 5a 

corresponds to an image of one of the analyzed capacitors, Fig. 

5b shows the key obtained after applying the proposed 

methodology for the two images obtained from the same 

capacitor. In this case, the device reproducibility is about 

98.44%, which is remarkably close to the ideal value of 100%. 

This analysis was conducted for the 9 capacitors investigated. 

The mean value and SD of the device reproducibility were 

found to be 98.82% and 0.89%, respectively, which indicates a 

high degree of coincidence. Fig. 4 shows the histogram 

corresponding to the reproducibility test. Importantly, notice 

that the uniqueness histogram does not overlap with the 

reproducibility one, which is an unambiguous evidence that the 

fingerprints obtained from the BD spot distributions are 

excellent candidates for the implementation of PUFs. Finally, 

the impact of other issues such as camera noise in the images or 

the gate area selection algorithm (due to unproper translation 

or rotation of the images) has also been evaluated. For this 

purpose, five images were taken of two of the analyzed 

capacitors and the intra-HD distance evaluated. The device 

reliability was then obtained using the same equation as for the 

device reproducibility (Eq. 3), obtaining a mean value and SD 

for the device reliability of 98.72% and 1.49%, indicating again 

a high degree of coincidence.  

 
 

Fig. 5. Reproducibility of one of the analyzed  PUFs (a) corresponds to the 

optical image while (b) shows the keys obtained from the images obtained with 

an interval of time of 1.5 months. In this case, the reproducibility is 98.82% 

 

       In summary, an innovative approach for the generation of 

PUFs based on BD spot spatial patterns generated in electrically 

stressed MIM structures was assessed. The stochastic nature of 

the oxide BD phenomenon together with the permanent and 

visible damage induced in the electrodes make the 

identification of fingerprints by optical means a feasible 

objective. Notice that the proposed methodology does not 

require extra circuitry as most of the previously proposed 

methods do. Only a test set-up is necessary to stress the devices 

until BD to generate the PUFs but this can be done beforehand. 

Although further work is necessary to evaluate the real 

implementation of PUFs based on this phenomenology, the 

obtained results indicate that the generated keys meet the 

essential requirements of uniformity, uniqueness, and 

reproducibility. Additionally, the proposed approach is fully 

compatible with conventional manufacturing technology of 

MIM devices.  

 

(a) 

(b) 
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