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Heterogeneous Signcryption Scheme with Group
Equality Test for Satellite-enabled IoV's

Yingzhe Hou, Yue Cao, Senior Member, IEEE, Hu Xiong, Senior Member, IEEE, Yulin Hu, Senior Member,
IEEE, Max Hashem Eiza

Abstract—With the growing popularization of the Internet of
Vehicles (IoVs), the combination of satellite navigation system and
IoVs is also in a state of continuous improvement. In this paper,
we present a heterogeneous signcryption scheme with group
equality test for IoVs (HSC-GET), which avoids the adversaries
existing in the insecure channels to intercept, alter or delete
messages from satellite to vehicles. The satellite is arranged in
an identity-based cryptographic (IBC) system to ensure safe and
fast transmission of instruction, while the vehicles are arranged in
certificateless cryptosystem (CLC) to concern the security of the
equipment. In addition, the group granularity authorization is
integrated to ensure the cloud server can only execute the equality
test on ciphertext generated by the same group of vehicles.
Through rigorous performance and security analyses, we observe
that our proposed construction reduces the equality test overhead
by about 63.96%, 81.23%, 80.84%, and 54.98% in comparison
to other competitive protocols. Furthermore, the confidentiality,
integrity and authenticity of messages are guaranteed.

Index Terms—Heterogeneous, Group Equality Test, Signcryp-
tion, Internet of Vehicles (IoVs).

I. INTRODUCTION

HE Internet of Vehicles (IoVs) is regarded as the superset
of Vehicular Ad-hoc Networks (VANETS) [1]. Numerous
of previous protocols focus on the interaction of ground traffic
information in the IoVs, to ensure the safe transmission of
information between vehicles and infrastructures equipped on
roadside [2], [3]. Due to the economic costs and technical
factors, many areas with complex terrain are unable to pro-
vide ground network coverage through cellular base stations.
Therefore, satellite communication is integrated into terrestrial
5G/6G mobile communication to complement coverage loss,
which has the advantages of wide coverage, large communi-
cation capacity, and high flexibility. The satellite and ground-
integrated IoVs concern the information transmission from a
more comprehensive perspective, rather than within the ground
view only, so as to broaden the applicability of IoVs [4].
Despite a lot of benefits are brought by IoVs, it is critical
to guarantee the confidentiality of message transmission due
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to the insecure nature of the transmission channel [5]]. Subse-
quently, the concept of encryption is introduced to preserve the
confidentiality of messages [6]. A satellite navigation system
with high-precision positioning and real-time communication
can help vehicles answer the questions of “where am I, where
am | going and how to reach there”. For security navigation
purpose, the satellite can encrypt the instruction messages and
deliver the ciphertexts to vehicles. Then, the vehicles can back
up these instruction ciphertexts to the cloud server for further
utilization. However, this approach leads to a new problem of
incompatibility between data utilization and security because
it is hard to search the ciphertext. To address this problem,
the concept of public key encryption supporting equality test
(PKEET) is presented. Through this scheme, the search func-
tion is conducted via the cloud server, to determine whether
two ciphertexts conclude the same message and improve the
ciphertext search efficiency. Following this, plenty of schemes
based on PKEET are presented [7[]—[9].

Nevertheless, the aforementioned PKEET schemes are not
suitable for scenarios with groups of users. As the Fig. [I]
shown, there exist four vehicles V4, Vg, Vi and Vp in IoVs,
V4 and Vp belonging to group G;. Similarly, Vo and Vp
belonging to group (5. Ordinarily, each vehicle uploads its
trapdoor to cloud server such as T D, TDp, T Do and T Dp.
If there exist n group users, that is to say, the tester requires
to store n trapdoors generated by group users. Thus, the cloud
server will inevitably execute the test operation on ciphertext
from different groups. However, the storage and management
of n trapdoors results in a lot of storage overhead. Therefore,
a group granularity authorization for PKEET scene is required
to provide. Inspired by this, Ling et al. [[10] proposed a group
public key encryption supporting equality test scheme (G-
PKEET), which integrates the group granularity authorization.
The trapdoor uploading method of group equality test in IoVs
is elaborated in Fig. [2| In this manner, the cloud server just
stores two group trapdoors from (1 and G2, and reduces the
communication cost greatly.

Inevitably, only utilizing the above schemes is vulnerable to
altering, intercepting or deleting the transmitted messages, due
to lack of the signature primitive. In order to address this chal-
lenge, a signcryption protocol supporting equality test (PKS-
DET) is formulated in [11]]. In their construction, the function
of signature and encryption can be implemented within one
algorithm, and thus the communication and computing costs
are reduced simultaneously. However, the scheme in [[11]] is
only targeted at the traditional public key infrastructure (PKI)
system. When the devices are equipped on heterogeneous
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cryptosystems, it still needs more research effort to solve.
Envisioning for satellite-enabled IoVs, the satellite is deployed
in the identity-based cryptography (IBC) to ensure the rapid
transmission of instruction messages. Besides, the ground
vehicles are allocated in the certificateless cryptography (CLC)
to guarantee a higher security of vehicle. Therefore, how to
construct an appropriate solution for information exchange,
and support the efficient group retrieval function is a crucial
issue.
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Fig. 1: The trapdoor uploaded way of equality test
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Fig. 2: The trapdoor uploaded way of group equality test

Considering the aforementioned challenges, a heteroge-
neous signcryption protocol supporting group equality test for
IoVs (HSC-GET) is proposed. The purpose is to achieve the
information interaction between heterogeneous devices under
the umbrella of satellite-generated IoVs. Moreover, it also
provides the ciphertext searchable with a group granularity
authorization. The HSC-GET scheme can reach the security of
indistinguishability against adaptive chosen-ciphertext attacks
(IND-CCA), one-way under chosen-ciphertext attacks (OW-
CCA), and existential unforgeability against adaptive chosen
messages attacks (EUF-CMA). Furthermore, the concrete con-
tributions are demonstrated as follows:

o Compared to literature of applying equality test only
for single group communication, the group granularity
authorization is integrated, it can guarantee the cloud
server to conduct the equality test on ciphertext gener-
ated from the same group, which reduces the storage
overhead of trapdoor and the computing cost greatly.
Besides, the proposed HSC-GET can resist the offline
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message recovery attack (OMRA), that is to say, during
the actual polynomial message space, the cloud server
cannot recover the plaintext message from a specified
ciphertext.

« In addition, compared to literature of applying equality
test only in heterogeneous networks, the complementary
feature between heterogeneous IoVs and signcryption is
considered in proposed scheme. According to the differ-
ent security requirements of different devices, the satellite
and vehicles are deployed on IBC and CLC system,
respectively. The proposed HSC-GET provides a solution
to communication from IBC to CLC system. The confi-
dentiality, unforgeability, and integrity of information are
all ensured in heterogeneous system simultaneously.

The related work is shown in section II. The relevant basic

preliminaries are given in section III. During section IV, we
elaborate the specific HSC-GET construction. During section
V, we prove the security of HSC-GET via five theorems.
During section VI, we analyze the performance comparison of
schemes. During section VII, we summarize the conclusion of
this paper.

II. RELATED WORKS
A. Signcryption

The first primitive of signcryption is introduced by Zheng
[12]. This manner can realize all the security targets of signa-
ture and encryption during a concrete operation. In literature
[12], the authors also constructed a concrete signcryption
protocol, and the security of this construction is proven by a
discrete logarithm problem. However, the signcryption security
notion is failed to formalize. An et al. [13] studied the related
properties of signcryption systematically. Then, a series of
schemes based on signcryption have been proposed [14]-
[16]. Nonetheless, the certificate management problem exists
in signcryption scheme under PKI mechanism. Therefore, the
scheme of identity-based signcryption (IBSC) is proposed in
[17], in which the identity information can be seen as the
public key. Then, there have more details of IBSC are defined
in [18]-[20]. The first certificateless signcryption (CLSC)
protocol is formulated [21]]. In this protocol, the certificateless
mechanism is introduced to avoid the inherent problem in
PKI and key escrow problem in IBC. Following this idea, the
research based on CLSC is increasing gradually [22], [23].
With the in-depth understanding of IoVs, different devices
may be deployed in different cryptographic systems, so how
to build a way of information transmission for heterogeneous
devices is very important. Li et al. [24] introduced two
heterogeneous signcryption methods, to provide a two-way
between PKI and IBC devices transmission.

B. Equality test

Yang et al. [25] constructed the first public key encryp-
tion protocol supporting equality test (PKEET), their scheme
allows examine the ciphertext from different public keys.
Nonetheless, the authorization mechanism is not discussed in
[25]. Then, the fine-grained authorization policy is proposed
based on PKEET (FG-PKEET) [26]. Following this, Tang
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[27] formulated a two-proxy mechanism collaborating with
each other to perform the equality test. Besides, the all-or-
nothing PKEET is also introduced to specify who has the
ability to conduct the equality test [28]. An identity-based
encryption protocol supporting the equality test operation
(IBEET) is introduced [29]. Through this manner, the cer-
tificate management problem is resolved. However, the key
escrow defect cannot be ignored in IBC system. To solve
this weakness, Qu et al. [|30]] presented a certificateless public
key encryption protocol with equality test (CL-PKEET), which
addresses the inherent defect during above schemes. Combined
with the signcryption primitive, Wang et al. [[11] suggested
the public key signcryption protocol with designated equality
test on ciphertexts. Xiong et al. [31] integrated the identity-
based signcryption scheme with equality test. In order to
adapt to heterogeneous environment, a series of heterogeneous
signcryption protocols supporting equality test are researched
recently [32]-[34].

C. Resistance Against OMRA

There exist two main reasons for OMRA during the schemes
based on equality test [35]]. The first reason is independent
testing, this condition allows the tester executes the equality
test independently. Targeted to this challenge, two servers are
employed to resist OMRA since that two testers require to
collaborate with each other to perform equality test, and this
cracking the function of independence [27], [36]]-[38[]. The
second reason is that the tester has the ability to produce ci-
phertext for any guessed message. For addressing this problem,
Wu et al. [39] defined a novel security model of IBEET, their
scheme enables the attacker to perform the equality test on
all ciphertexts. Nonetheless, the attacker does not have the
function to output ciphertexts. Then, Ling et al. [40] proposed
a group ID-based encryption with equality test (G-IBEET),
which resists the insider attack via the group mechanism.

III. PRELIMINARY

We describe the basic mathematical knowledge, the protocol
definition, the security and system model in this section. The
symbols involved in this scheme and their specific meanings
are elaborated in Table [l

A. Bilinear Map

Given two cyclic groups GG; and G5. Define ¢, P are the
prime order and the generator. The bilinear map e : G; xG1 —
G2 is set with the properties as below:

o Bilinearity: Vb,d € Z¥, VB,D € G, e(bB,dD) =

e(B, D)%,
« Non-degeneracy: 3B, D € G meets e¢(B, D) # 1.

B. Mathematical Problem
Bilinear Diffie-Hellman Problem (BDHP): Inputting an
item (g,9% g%, g°), the target of BDHP is to determine the

equation V' < e(g, g)?¢ holds or not, in which a,b, ¢ € zZy,
V e Gs.

TABLE I: Notions and symbols

Notations Explanation

G1,G2 Two multiplication group

g, U Two generator of G1
H;(0<:<4) Five hash functions

k The security parameter

s The system secret key

PP The system parameter

Ppub The system public key

ID; The identity of satellite

sks The private key of satellite

1D, The identity of vehicle

Dy The partial private key of vehicle
sk The private key of vehicle

PK, The public key of vehicle

gsk The group secret key

gpkr The group public key

C The signcryption ciphertext

gtd The group trapdoor

Typ The bilinear pairing operation

Thy The hash to GG1 operation

Te1 The exponentiation operation in G'1
Teo The exponentiation operation in G2
Ter The cost of certificate management

Bilinear Diffie-Hellman Assumption (BDHA): Suppose
this assumption establishes, it refers that there is no probability
polynomial time (PPT) adversary A can break the BDHP with
a non-negligible advantage.

Computational Diffie-Hellman Problem (CDHP): In-
putting an item (g, g% ¢%) € G, the target of CDHP is to
compute the value of ¢, where a,b € Z,y.

Computational Diffie-Hellman Assumption (BDHA):
Suppose this assumption establishes, there is no PPT adversary
A can break the CDHP with a non-negligible advantage.

C. Scheme Definition

« Setup: Upon obtaining k, this step is performed by KGC
to output s and P,,;. Then, it publics the public parameter
PP.

« IBC-KG: Upon obtaining the sender’s identity /Dy, KGC
outputs the private key sk, to the required sender.

o CLC-KG: The following steps are mainly included in the
CLC system.

— Partial private key: Upon obtaining the receiver’s iden-
tity I D,., KGC generates the partial private key D, to
the required receiver.

— Private Key: Upon receiving D,., the receiver chooses
a secret key x, then calculates its private key sk..

— Public Key: Upon receiving ID,, the receiver gener-
ates its own public key PK,.

o KG-Group: This operation is executed by TA to output
the group secret key gsk for group receiver.

« Join-Group: This operation is executed by TA to gener-
ate the group public key gpk, for group receiver.

« Signcryption: Upon receiving the plaintext M, the group
public key gpk,, the sender’s private key sk, and a group
receiver’s public key PK,., the sender performs this step
to output C.

« Unsigncryption: Upon obtaining C, a group public key
gpk,, the sender’s public key IDg, and the receiver’s
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private key sk,, this operation is run by a receiver to
output the plaintext M.

o Group-TD: Upon receiving the group secret key gsk, TA
generates the group trapdoor gtd.

« Test: Upon receiving two ciphertexts from two receivers
C4, Cp and the group trapdoor gtd, this operation is
executed by the cloud server and returned 1 or 0.

D. Security Model

During this section, the security model of HSC-GET is
elaborated via five games.

Game 1: A; and a challenger C perform the operations as
below.

Setup: C executes the Setup step and outputs the public
parameter PP to A;. In addition, C performs PKI-KG to
produce sender’s key pair (skX, ID¥) to A;.

Phase 1: The queries are issued by A; as below.

« Public key query: Upon obtaining an identity of receiver
ID,, the public key generation algorithm is conducted
by C and the outcome PK, is returned to A;.

« Partial private key query: Given I D, as input, C delivers
D, to A;.

« Private key query: Given ID, as input, C performs the

private key generation step and delivers sk, to Aj;.

« Replace public key query: Upon obtaining this query, C

replaces the current public key PK, with PK].

o Unsigncryption query: Upon obtaining the query, the

outcome of Unsigncryption (C, sk,., ID?) is returned to
Aj.

Challenge: A; picks two messages My and M, and the
challenge identity of receiver I D} to C, where two messages
have the same length. Then, C chooses p € {0,1} and sends
the outcome of C* = Signcryption(M,, sk}, PK) to A;.

Phase 2: The similar queries are executed by A; as Phase
1. Nonetheless, .A; has the following restrictions:

o A; cannot perform the Partial private key query, Private
key query on ID;.

« If the public key has been replaced, .A; cannot execute
the Private key query on corresponding I D,..

 The Unsigncryption query on (C*, sk}, I D*) also cannot

be issued by Aj;.

Guess: Ay generates p’ € {0,1}. Suppose p’ = p, this game
wins.

Definition 1: The HSC-GET scheme can achieve the IND-
CCA security, if there is no adversary .4; with a non-negligible
advantage during the above Game 1.

Game 2: A, and a challenger C perform the operations as
below.

Setup: C runs the Setup step and produces the public
parameter PP, the master secret key s to A,. In addition,
C performs PKI-KG to produce sender’s key pair (sk%, D7)
to As.

Phase 1: The following queries are issued by As.

« Public key query: Upon obtaining the identity of receiver

ID,, the public key generation step is conducted by C
and the outcome PK, is returned to As.
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« Private key query: Given ID, as input, C conducts the
private key generation step and regards sk, as a response.

« Unsigncryption query: Upon obtaining a ciphertext C, the
outcome of Unsigncryption (C, sk,., ID?) is returned to
As.

Challenge: As picks two messages My and M; and the
challenge identity of receiver I D} to C, where two messages
have the same length. Then, C chooses p € {0,1} and sends
the outcome of C* = Signcryption(M,, sk}, PK}) to As.

Phase 2: The similar queries are executed by Ay as Phase
1. Nonetheless, As cannot execute the Private key query on
ID}. Besides, the Unsigncryption query on (C*,sk’, ID?¥)
also cannot be issued by As.

Guess: As generates p’ € {0,1}. Suppose p’ = p, this game
wins.

Definition 2: The HSC-GET scheme can achieve the IND-
CCA security, if there is no adversary A, with a non-negligible
advantage during the above Game 2.

Game 3: C and the adversary A3 execute the following
operations.

Setup: C conducts the Setup step and outputs the public
parameter PP to As. In addition, C performs PKI-KG to
produce sender’s key pair (sk’, ID¥) to As.

Phase 1: The following queries are issued by As.

« Public key query: Upon obtaining an identity of receiver
1D, the public key algorithm is conducted by C to return
the outcome PK,.

« Partial private key query: Given I D, as input, C executes
the partial private key generation step and delivers D, as
a response.

« Private key query: Given ID, as input, C returns sk, as
a response.

« Replace public key query: Upon obtaining this query, C
replaces the current PK, with PK].

« Unsigncryption query: Upon obtaining the issue, the
outcome of Unsigncryption (C, sk, ID?) is returned to
As.

« Trapdoor query: Upon obtaining this query, C runs the
Group-TD step and returns gtd to As.

Challenge: As sends the message M™* and the challenge
identity of receiver 1D} to C. Then, C returns the outcome of
C* = Signeryption(M*, sk¥, PK) to As.

Phase 2: The similar queries are executed by A3 as Phase
1. Nonetheless, A3 has the following restrictions:

o Aj cannot perform the Partial private key query, Private
key query on ID;.

« If the public key has been replaced, A3 cannot execute
the Private key query on corresponding I D,..

« The Unsigncryption query on (C*, sk, ID¥) also cannot
be issued by As.

Guess: As generates M’. Suppose M’ = M*, Az wins this
game.

Definition 3: The HSC-GET scheme can achieve the OW-
CCA security, if there is no adversary .A3 with a non-negligible
advantage during the above Game 3.

Game 4: C and the adversary A, execute the operations as
below.
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Setup: C runs the Setup step and produces the public
parameter PP , the master secret key s to Ay4. In addition, C
performs PKI-KG to produce sender’s key pair (sk*, ID?) to
Ay.

Phase 1: The queries are issued by A4 as below.

« Public key query: Upon obtaining the identity of receiver
ID,, the public key generation algorithm is conducted
by C to return the outcome PK,.

o Private key query: Given ID, as input, C returns sk, to
Ay.

o Unsigncryption query: Upon obtaining this query, the
outcome of Unsigncryption (C, sk, ID?) is returned to
Ay.

o Trapdoor query: Upon obtaining this query, C runs the
Group-TD step and returns gtd to Ay.

Challenge: A, sends the message M™* and the challenge
receiver’s identity ID; to C. Then, the outcome of C* =
Signcryption(M*, sk¥, PK}) is delivered to A,.

Phase 2: A, conducts the similar queries as Phase 1.
Nonetheless, .4, cannot execute the Private key query on
ID¢. Besides, the Unsigncryption query on (C*,sk’, ID?)
also cannot be issued by Ajy.

Guess: A, generates M’. Suppose M’ = M*, A, wins this
game.

Definition 4: The HSC-GET scheme can achieve the OW-
CCA security, if there is no adversary .44 with a non-negligible
advantage during the above Game 4.

Game 5: C and the adversary A5 execute the operations as
follows.

Setup: C conducts the Setup step and delivers the system
parameters PP to As. Then, the IBC-KG algorithm is con-
ducted by C, the receiver’s key pair (sk}, PK) is delivered
to As.

Queries: The following queries are issued by As.

« Private key query: Given ID; as input, C conducts the
IBC-KG operation to output sk, to As.
« Signcryption query: Upon obtaining this query, C delivers
the outcome of Signcryption (M, sks, PK}) to As.
Forgery: As generates a valid challenge ciphertex-
t (M*,sk*, PK*,C*) to C. Nonetheless, A5 cannot perform
the Signcryption query on (M*, sk, PK}).
Definition 5: The EUF-CMA security is achieved in HSC-
GET, if there is no adversary A5 with a non-negligible
advantage during the above Game 5.

E. System Model

In the proposed scheme, as the Fig. 3| elaborated, there exist
four entities during this system model. The specific functions
are shown as follows:

o Satellite: It is allocated on the IBC system, then it
signcrypts the message to required vehicles.

o Vehicle: It is allocated on the CLC system, then it
recovers the cipheretxt to plaintext message.

o Trusted authorization (TA): It is in charge of generating
the group public key and group trapdoor for group
vehicles.

o Cloud server: It is responsible for executing the equality
test on different ciphertexts from group vehicles.

S/ N |
\'/‘
Signeryption J; \V/‘ ~ e J \\IZ
Ciphertext C / < :
r | - \ |
e

Cloud Server X

Fig. 3: The system model of HSC-GET

IV. CONSTRUCTION

The construction of proposed HSC-GET is illustrated as
below:

1) Setup: With the security parameter k as input, KGC
generates the multiplicative groups GG; and G2, in which
p is the prime order, g and U are two generators of G.
The bilinear map is defined G; x G; — G5. In addition,
it selects five hash functions: Hy : {0,1}* — Gy,
Hy : {0,1}* — Gl, Hy {071}71 — Gl, H3 :
Gy — {0, 1}t Hy - {0,1}" x G x {0,1}1+ x
Z, — Z,, in which [; and Iy represents the length
of message and Z;. Then, KGC selects s as the mas-
ter secret key and computes the system public key
P,y = g¢°. Finally, it publics the parameter PP =
{6,]?7 G17 GQ, g, U, Ppub7 .Z;I()7 Hl, H27 H3, H4}

2) IBC-KG: Upon receiving the identity of sender (satellite)
ID;,, this operation is generated by KGC, it computes
Qs = Ho(IDy), and calculates sks = Q2 as the private
key. The corresponding system model is displayed in Fig.
4

’& ," IDs —
N® N
- —
Satellite KGC

Fig. 4: The interaction model of IBC-KG

3) CLC-KG: Given the identity ID, of receiver (vehicle)
as input, the following operation is performed. The cor-
responding interaction model is shown in Fig. [

o Partial private key generation: KGC computes @), =
Hy(ID,), and calculates the partial private key D, =

Q.
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« Private key generation: A receiver chooses x € Z7,
then calculates sk, = D¥ as the private key.

« Public key generation: The receiver computes PK, =
P as the public key.

IDrx S ey
= -
=

Dr

Vehicle KGC

Fig. 5: The interaction model of CLC-KG

4) KG-Group: The step randomly selects s1,s2 € Z, and
sets gsk = (s1, $2) as the group secret key.

5) Join-Group: Given gsk and I D, as input, this operation
computes @), = Hy(ID,) and defines gpk, = (s1,Q22)
as the group public key for group user ID,. The corre-
sponding interaction model is elaborated in Fig. [f]

IDr
a
o0
- <

Vehicle gpkr TA

Fig. 6: The interaction model of Join-Group vehicles

6) Signcryption: Inputting M, the group public key gpk..,
the private key of sender sk,, and the public key of
a group receiver PK,. The corresponding interaction
model is elaborated in Fig. [} This algorithm executes
the following operations:

o Select 71,72 € Z, and calculate () = H; (ID,).

o Calculate Cy = g™.

o Calculate Cy = Q252 - Hy(M)®*.

o Calculate C5 = Q2.

e Calculate W = e(PK,,Q,)™.

o Calculate Cy = H3<W) D (MHT‘Q)

o Calculate h = H4(M|‘01”02”03”04”7“2)

« Calculate C5 = U™ - sk

« Output the ciphertext C' = (C1, Cs, Cs3, Cy, C5). Final-
ly, a sender delivers C' to the group receiver.

%
Q'f‘ Signeryption C . . S
WY — e o

Satellite i
|
|

Fig. 7: The interaction model of Signcryption

7) Unsigncryption: Inputting a group public key gpk.., C,
the group receiver’s private key sk, and the sender’s
public key ID,. The corresponding interaction model
is elaborated in Fig. [§] A received vehicle executes the
following operations:

e Calculate Qs = Hy(IDy).

8)

Fig.

9)
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o Calculate W = e(C1, sk;).

o Compute M'||ry, = Cy & H5(W).

o Compute i/ = H4(M’\|Cl|\02||q3||04[\r§). .

o If the following equations C3 = Q;2, e(Cs,9) =
e(Cy,U)e(Q, Pyup) both hold, the receiver returns

the message M’; Else, it returns L.

\ . .
Unsigneryption M

Vehicle

Fig. 8: The interaction model of Unsigncryption

Group-TD: Inputting the group secret key gsk, this
operation randomly picks y € Z,. Then it calculates
gtd = (tdy,tds) = (g¥, g*2Y) as the group trapdoor. The
corresponding interaction model is elaborated in Fig. [0

TA :

9: The interaction model of generating group trapdoor

Test: Given two ciphertexts from two receiver-
s Ca = (Ca1,C42,Ca3,Ca4,Cap5), Cp =
(C,1,CB2,CB,3,CB4,Cp,5) and the group trapdoor
gtd = (tdy,tds). The cloud server checks if the follow
equation holds or not. The corresponding interaction
model is shown in Fig. [I0]

Cao 7 Cags

6( CB,Q ) tdl) = 6( CB,B

tds).

If the above equation holds, return 1; Else, return 0.

Cloud Server

1

|

! gtd. C
_ >

| 6 5
-—

! result L)

|

1

|

I

Fig. 10: The interaction model of equality test
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Correctness: In the unsigncryption phase, the correctness is
demonstrated as below:
W = e(Ch, sky)
(g, D})
(9", Q")
(9°", Q)"
(PK., Q)"
e(Cs,9) = (U™ - sky. g)
(
(U
(U
(
(

=€

|
o

Il
o

=e(U™,g)e (skzh g)
Q. 9°)
(Q, Pyup)

9", U)e(QL, Ppus)

C1,U)e(Q Q Pyub)

Il
o

(&

’

9")
7"1)

I
o

e

=€

=€

In the test phase. If M4 = Mg, the following equation will
hold. If M4 # Mp, it will not hold.

C TA 252 . HQ(MA)Sl
Jtd 4 Jtd
(CB - 1) ( TBB,262 'HQ(MB)sl 1)
_ QU Hy (M)t
_6( TB,252 s g )
B - Hy(Mp)™
@it B0
TBB,2 . HQ(MB)Sl 79
_ o Gas Ha(Ma)™
- 9 2)
Cps - Ho(Mp)*
Cags
= = td
e(C'BS7 2)

V. SECURITY ANALYSIS

In the security analysis section, we elaborate the concrete
proof process, the proposed HSC-GET has the ability to
achieve IND-CCA in (Theorem 1, Theorem 2), OW-CCA
in (Theorem 3, Theorem 4) and EUF-CMA security in
Theorem 5.

Theorem 1: Assuming an adversary .4; can break the
security of IND-CCA, that is to say, it has a challenger C can
address the BDHP with a non-negligible advantage. .4; cannot
access the master secret key s. Nonetheless, it can replace the
public key of receiver.

Proof: Inputting an item (g, g%, g°, g¢), the target of C is
to generate e(g,g)?*. Then, A; and C jointly perform the
operations as below.

Setup: The Setup step is firstly conducted by C. Then, C
sets Ppup = ¢g“ and delivers the system parameters to A;.
Besides, the PKI-KG operation is performed to generate the
sender’s key pair (sk¥, ID¥) to A;.

Phase 1: A; makes the following queries, C preserves five
lists Lo, L1, Lo, L3, Ly.

e Hy query: When executing the query, C firstly judges

whether this query on I D was performed. If it has been
executed, the previous result is returned. Else, C picks

ho € Gy and inserts (I Ds, hg) into Ly. Finally, C delivers

ho to Aj.

H; query: When executing the query, C firstly judges

whether this query on ID, was performed. If it has

been executed, the previous result is returned. Else, the
following operations are performed.

- If ID, # 1Dy, C picks v € Z; and computes hy = g*,
then it inserts (I.D,., hy) into L. Finally, C delivers h;
to Aj.

- If ID, = ID}, C sets h} = ¢° and inserts (ID}, h})
into L;. Finally, C delivers hj to A;.

Hy query: When executing the query, C firstly judges

whether this query on M was performed. If it has been

executed, the previous result is returned. Else, C picks
he € Gy and inserts (M, hy) into Ls. Finally, C delivers
ho to Aj.

Hj3 query: When executing the query, C firstly judges

whether this query on W was performed. If it has been

executed, the previous result is returned. Else, C picks
hs € {0,1}1+% and inserts (W, h3) into L3. Then, hj

is returned to A;.

H, query: When executing the query, C firstly judges

whether this query on (M, Cy,Co, C3,Cy, o) Was per-

formed. If it has been executed, the previous result
is returned. Else, C picks hy € Z; and inserts

(M, C1,Cs,C3,Cy, 12, h4) into Ly. Finally, C delivers

hy to Aj.

Public key query: Upon executing the query on ID,, C

firstly judges whether this query on I D, was performed.

If it has been executed, the previous result is returned.

Else, the following operations are performed.

- If ID, # IDy, C picks z € Z7 and computes
PK, = PJ,. Then, it inserts (ID,,PK,) into L,
and delivers PK,. to A;.

- If ID, = ID}, C computes PK, = ¢g**. Finally, C
inserts (D}, PK}) into L,y. Finally, C delivers PK}
to A;.

Partial private key query: Upon executing the query on

ID,, C firstly judges whether this query was performed.

If it has been executed, the previous result is returned.

Else, the following operations are performed.

- If ID, # ID}, C computes D, = ¢g*” and sk, =
D = ¢g®¥*. Then, it inserts (ID,, hy, D,, z, sk,) into
L. Finally, C delivers D,. to A;.

- If ID, = ID;, C aborts.

Private key query: Upon executing the query on /D, the

following operations are performed.

- If ID, # ID}, C searches (ID,, h1, D,,x, sk,) from
L. Finally, C delivers sk, to A;.

- If ID, = 1D, C aborts.

Replace public key query: Given PK/, the public key
PK, is replaced with PK. Then C inserts (ID,, PK])
into L.

Unsigneryption query: When receiving the ciphertext
C = (C1,C5,C5,Cy,C5), C firstly executes Public key
query and Private key query on ID,. Besides, C continues
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as below.

- If ID, # ID}, C searches (ID,, h1, D,,x, sk,) from
L. Then, C delivers the outcome of Unsigncryption
(C, sk, ID*) to A;.

- If ID, = 1D}, C searches the tuples (ID;,ho),
(ID},h}) and (W, hs3) from Ly, Ly and L3 corre-
spondingly, C continues the following steps:

1) Calculate Cy & hg = M'||r5.

2) Compute h' = Hy(M'||C1]|Ca||Cs]|C4l|r5).

3) Det,ermine whether the following equations C3 =
hi"™ and e(Cs, g) < e(Cy,U)e(hl’, Ppup) hold or
not. If hold, C delivers M’ to A;.

If the tuples do not exist in Ly, Ly and L3, C will

deliver L to A;.

Challenge: A; delivers two same length messages M, M7
and the identity of challenger I D} to C. C firstly searches
(ID}, hi, Dx,x*, skX) from Ly, then it executes the follow-
ing steps:

o If ID, # ID}, C aborts.

o If ID, = IDy, C picks p € {0,1},77,r5 € Z,

C3,C% € Gy, h} € {0,1}11*2 and does the following
procedures:

C

— Compute Cf = ¢°.
Compute Cf = h3 © (M ||r3).

Calculate h* = Hy(M||CT||C5|C5|CF||73).
Calculate C = U1 - sk*",

Finally, C delivers C* = (C5,C5,C5,C5,C%) to A;.

Phase 2: The similar queries are executed by A; as Phase
1. Nonetheless, A; cannot perform the Partial private key
query, Private key query on ID; and the replaced identity
ID). Besides, the Unsigncryption query on (C*, sk}, ID¥)
cannot be issued by A;.

Guess: A guesses the bit p’ € {0,1}. Suppose p’ = p, this
game wins. Therefore, C picks an item (WW*, h}) from L3, then
BDHP can be solved as: W*(@) ™" = ¢(g, ). [ |

Theorem 2: Assuming an adversary As can break the
security of IND-CCA, there has a challenger C can address
the BDHP with a non-negligible advantage. .45 can access the
master secret key s. Nonetheless, it cannot replace the public
key of receiver.

Proof: Inputting an item (g, g%, g%, g°), the target of C is
to generate e(g,g)?°. Then, Ay and C jointly perform the
following steps.

Setup: The Setup step is firstly executed by C. Then, C sets
Ppup = ¢° and delivers the system parameters to A;. Besides,
the PKI-KG operation is performed to generate the sender’s
key pair (skX, ID¥) to As.

Phase 1: Az makes the following queries, C preserves five
lists Lo, L1, Lo, L3, Ly.

o Hj query: When executing the query, C firstly judges
whether this query on I D, was performed. If it has been
executed, the previous result is returned. Else, C picks
ho € Gy and inserts (I Ds, hg) into L. Finally, C delivers
ho to As.

e H; query: When executing the query, C firstly judges
whether this query on ID, was performed. If it has
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been executed, the previous result is returned. Else, the

following operations are performed.

- IfID, # 1D}, C picks v € Z; and computes h; = g,
then it inserts (I.D,., hy) into L;. Finally, C delivers hy
to As.

- If ID, = ID}, C sets h} = ¢° and inserts (1D}, h})
into L;. Finally, C delivers hj to As.

Hs query: When executing the query, C firstly judges

whether this query on M was performed. If it has been

executed, the previous result is returned. Else, C picks
he € Gy and inserts (M, ha) into Lo. Finally, C delivers
ha to As.

Hj query: When executing the query, C firstly judges

whether this query on W was performed. If it has been

executed, the previous result is returned. Else, C picks

hs € {0,1}1+!2 and inserts (W, h3) into L. Finally, C

delivers hs to As,.

H,4 query: When executing the query, C firstly judges

whether this query on (M, Cq,Co,Cs3,Cy,ro) Was per-

formed. If it has been executed, the previous result
is returned. Else, C picks hy € Z; and inserts

(M,C1,C5,C5,Cy,79,hy) into Ly. Finally, C delivers

hy to As.

Public key query: Upon executing the query on ID,, C

firstly judges whether this query on I D, was performed.

If it has been executed, the previous result is returned.

Else, the following operations are performed.

- If ID, # 1Dy, C picks * € Z; and computes
PK, = PFj,. Then, it inserts (ID,,PK,) into Ly
and delivers PK, to As.

- If ID, = ID}, C computes PK, = ¢g*°. Finally, C
inserts (D}, PK}) into L. Finally, C delivers PK
to As.

Private key query: Upon executing the query on 1D, the

following operations are performed.

- If ID, # 1D}, C computes D, = h{ = ¢*° and sk, =
D? = ¢s*. Then, it inserts (ID,, hy, D,,z, sk,) into
L. Finally, C delivers sk, to As.

- If ID, = ID}, C aborts.

Unsigncryption query: Upon receiving the ciphertext C' =

(C1,C4,C5,Cy4,C5), C firstly executes the Public key

query and Private key query on ID,. Besides, C continues

as below.

- If ID, # ID}, C searches (ID,, h1, D,,x, sk,) from
L. Then, C delivers the outcome of Unsigncryption
(C, sk, ID*) to As.

- If ID, = ID}, C searches the tuples (ID;,ho),
(ID:,h}) and (W, hg) from Lo, Ly and L3 corre-
spondingly, C continues the following steps:

1) Calculate Cy & hg = M'||r5.

2) Compute h' = Hy(M'||C1]|Ca||Cs]|C4l|r5).

3) Check whether the following equations C' < hy"
and e(Cs, g) < e(Cy, U)e(hl’, Ppup) hold or not.
If hold, C delivers M’ to As,.

If the tuples do not exist in Lgy, L; and L3, C will

deliver L to As.
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Challenge: A, delivers two same length messages M, M7
and the identity of challenger I D} to C. C firstly searches
(ID}, hi, Dx,x*, sk¥) from Ly, then it executes the follow-
ing steps:

o If ID, # ID}, C aborts.

o If ID, = IDy, C picks p € {0,1},77,75 € Z,

C;,C% € Gy, b} € {0,1}11%!2 and does the following
procedures:

Compute Cf = ¢°.

Compute C} = h3 @ (M ||r3).

Calculate h* = Hy (M ||CT||C3||C5(|Cx]|r5).
Calculate C¥ = U™ - skih".

Finally, C delivers C* = (C},C5,C5,C5,C%) to As.

Phase 2: The similar queries are executed by Ay as Phase
1. Nonetheless, A5 cannot execute the Private key query on
ID;. Besides, the Unsigncryption query on (C*,sk’, ID?¥)
cannot be issued by Ajs.

Guess: Ay guesses the bit p’ € {0,1}. Suppose p’ = p, this
game wins. Therefore, C picks an item (WW*, h%) from Lg, then
BDHP can be solved as: W*¢) ™" = ¢(g, g)2te. [ |

Theorem 3: Assuming an adversary Az can break the
security of OW-CCA, there has a challenger C can address
the BDHP with a non-negligible advantage.

Proof: Inputting the tuple (g, g%, g°, g¢), the target of C is
to generate e(g,g)**. Then, A3 and C jointly perform the
following steps.

Setup: The Setup step is firstly executed by C. Then, C sets
Ppu» = g and delivers the system parameters to Az. Besides,
the PKI-KG operation is performed to generate the sender’s
key pair (skX, ID¥) to As.

Phase 1: As makes the following queries, C preserves five
lists Lo, Ll, LQ, L3, L4.

e H; query (0 < i < 4): The hash queries are the same as

Theorem 1.

o The queries from public key, partial private key, private
key, replace public key and unsigncryption are the same
as Theorem 1.

o Trapdoor query: When executing this query, C picks
y,s2 € Z,. Then it returns gtd = (tdy,tda) = (g, g°Y)
to As.

Challenge: As delivers the message M ™ and the identity of

challenger I D> to C. C firstly searches (ID}, hy, D, x*, sk})
from Ly, then it continues with the steps as below:

o If ID, # 1D}, C aborts.
o If ID, = 1Dy, C picks r{,r5 € Z;, C5,C5 € Gi,
h% € {0,1}1+!2 and does the following procedures:
— Compute C} = ¢°.
Compute C} = hj @ (M*||r3).
Calculate h* = Hy(M*||CT||C5]|C5]|Cx]|7r3).
Calculate C¥ = U™ - skih".
Finally, C delivers C* = (C},C5,C5,C5,C%) to As.
Phase 2: The similar queries are executed by A3 as Phase
1. Nonetheless, A3 cannot perform the Partial private key
query, Private key query on ID; and the replaced identity
ID]. Besides, the Unsigncryption query on (C*,sk’, ID¥)
also cannot be issued by As.

Guess: A3 guesses M’. Suppose M’ = M*, this game wins.
Thus, C picks an item (W*, h%) from L3, and BDHP can be
solved as: W*@) ™" = ¢(g, g)abe. [ |

Theorem 4: Assuming an adversary 44 can break the
security of OW-CCA, there has a challenger C can address
the BDHP with a non-negligible advantage.

Proof: Inputting the tuple (g, g%, g°, %), the target of C is
to generate e(g,g)?°. Then, A, and C jointly perform the
following steps.

Setup: The Setup step is firstly performed by C. C sets
Ppup = ¢° and delivers the system parameters to A4. Besides,
the PKI-KG operation is performed to generate the sender’s
key pair (skX, ID¥) to Ay.

Phase 1. A4 makes the following queries, C preserves five
lists Lo, L1, Lo, L3, Ly.

e H; query (0 < i < 4): The hash queries are the same as
Theorem 2.

« The queries from public key, private key and unsigncryp-
tion are the same as Theorem 1.

o Trapdoor query: When executing this query, C picks
Yy, 52 € Z,. Then it returns gtd = (td1,tdz) = (g%, g**¥)
to Ay.

Challenge: A, delivers the message M* and the identity of
challenger I D} to C. C firstly searches (I D}, hi, D}, x*, sk})
from Ly, then it executes the following steps:

o If ID, # ID?, C aborts.

o If ID, = IDy, C picks p € {0,1},77,75 € Z,

C3,0% € Gy, b} € {0,1}11%!2 and does the following
procedures:

Compute C7 = g°.

Compute C} = hi & (M*||r3).

Calculate h* = Hy(M*||CT||C511C51|Cx||735)-
Calculate Cf = U1 - sk*".

Finally, C delivers C* = (C5,C5,C5,C5,C%) to Ay.

Phase 2: The similar queries are executed by A, as Phase
1. Nonetheless, A4 cannot perform the Private key query on
ID}. Besides, the Unsigncryption query on (C*,sk’, ID¥)
cannot be issued by Ay.

Guess: A4 guesses M'. Suppose M’ = M*, this game wins.
Thus, C picks an item (W*, h%) from L, and BDHP can be
solved as: W*(=) ™" = (g, g)abe. [ |

Theorem 5: Assuming an adversary As can break the
security of EUF-CMA, there has a challenger C can address
the CDHP with a non-negligible advantage.

Proof: Inputting the tuple (g, g%, g°), the target of C is to
generate g%°. Then, A and C jointly perform the following
steps.

Setup: The Setup step is firstly performed by C. C sets
Ppup = ¢* and delivers the system parameters to As. Besides,
the IBC-KG operation is performed to generate the receiver’s
key pair (sk}, PK}) to As.

Queries: As makes the following queries from C.

e Hy query: When executing this query, C firstly checks
whether this query on IDg; was performed. If it has
been executed, the previous result is returned. Else, the
following operations are performed.
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- If IDs # ID3, C picks § € Z; and computes hg = g°,
then it inserts (I Dy, ho) into Lg. Finally, C delivers hq
to As.

- If ID, = ID?, C sets h}; = ¢° and inserts (ID?, h)
into Ly. Finally, C delivers h{j to As.

o H; query: C firstly checks whether this query on I D,. was
performed. If it has been executed, the previous result is
returned. Else, C picks h; € Gy and inserts (ID,., hy)
into L;. Finally, C delivers h; to As.

o Hy query: When executing this query, C firstly checks
whether this query on M was performed. If it has been
executed, the previous result is returned. Else, C picks
hs € G1 and inserts (M, hs) into Lo. Finally, C delivers
ho to As.

o Hj query: When executing this query, C firstly checks
whether this query on W was performed. If it has been
executed, the previous result is returned. Else, C picks
hs € {0,1}1+!2 and inserts (W, h3) into L3. Finally, C
delivers hs to As.

e Hj; query: When executing this query, C firstly check-
s whether this query on (M,Cy,C5,Cs,Cy, 1) was
performed. If it has been executed, the previous re-
sult is returned. Else, C picks hy € Z; and inserts
(M, C4,Cs,Cs,Cy,r9,hy) into Ly. Finally, C delivers
hy to As.

« Private key query: When executing this query on ID,,
the following operations are performed.

- If ID, # ID?, C computes sks = hd = g°¢. Finally,
C delivers sk, to As.

- If ID; = ID?, C aborts.

« Signcryption query: When receiving the message M and
the sender’s identity I D, it will execute the operations
as below.

- If ID, # ID%, C searches (I Dg, ho) from Lg. Then, C
computes the private key sk = hi = g% and delivers
the outcome of Signcryption (M, sks, PK}) to As.

- If ID, = ID}, C picks 11,753,705 € Z;, C2,C3 € G,
Cy € {0,1}1+!2_ then C sets Q, = g” and continues
the following steps.

1) Calculate C; = g’”ll.

2) Compute h' = Hy(M||C1||Ce||Cs[|Cyllr3).

3) Compute C = u" P;u,fb )

4) Finally, C delivers the
(Cl, Csy,C3,Cy, C5> to As.

Correctness:

valid C =

Forgery: Assume that As; can successfully forge the
ciphertext. Then it returns the forged ciphertext C* =
(CY,C5,C3,C1,C5) and h* on ID} to C. C picks t € Z
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and sets U = g*. We have P,,;, = g%, Q* = ¢® and thus
C; _ Cft .gabh

*
05 )h**l
*
i
Cs

where the CDHP can be solved as: g*° = (&2 )h*_l.

Resistance to collusion attack: During the “Signcryption”
step, the sender randomly picks r1, ro € Z* , to generate the
ciphertext. It is precisely due to the existence of random
numbers that the generated ciphertext is constantly changing.
In addition, we can observe that C; = ¢™. If the collusion
attackers intend to recover the random number r; from Ci,
this is contrary to principle of the Discrete Logarithm Problem
(DLP), which is unbreakable in polynomial time. Therefore,
the proposed approach has the ability to resist the collusion
attacks.

Resistance to denial-of-service attack: In this paper, the
construction of the proposed scheme is based on signcryption
mechanism, which can realize the functions of signature and
encryption in the same step. The signature operation can iden-
tify and verify the ciphertext that exists in the system. For ex-
ample, in the section “Construction”, we can observe that dur-
ing the “Unsigncryption”/ step, the corresponding verification

formulas are: Cs — Q1. e(Cs,9) = e(Cr,U)e(Q"", Pyu)-
Only the valid ciphertext information can be received, while
the invalid ciphertext information will be discarded. Therefore,
when the system has a large amount of information at the same
time, our scheme will filter the information to some extent,

thus partly protecting against denial-of-service attacks.

ab:(

VI. PERFORMANCE ANALYZE

In this section, the security function and performance of
the proposed scheme with literatures [10], [11], [31], [32]
are elaborated. With regard to the comparison of computation
efficiency, t he e xperiment e nvironment i s € xecuted o n Win-
dows 10 PC configured with 17-11700F CPU @ 2.50GHz and
16 GB memory. As for pairing-based schemes, for achieving
the security level of 1024-bits RSA, a supersingular curve
E/Fp : y2 = 22 + x over a finite field F, is utilized, which
defines a Tate pairing e : G 1 X G1 — G5. Here, the embedding
degree is 2, the 160-bit Solinas prime is ¢ = 2159 4+217+1, the
512-bit prime is p. The cryptographic operations’ running time
are elaborated in Table [[I] It should be noted that the schemes
based on PKI have the certificate management problem. We set
T, to represent the cost of certificate management. Generally,
T, is about 1.2s. Besides, we have | Z*| = 20 bytes and
|G1| = |G2| = 128 bytes.

TABLE II: The cryptographic operation time

Operation Typ Thy Te1 Te2
0.6795 2.1870 1.2059 0.0751

Time(ms)

A. Comparison of Computational Overhead

The computation overhead of competitive schemes is e-
valuated as follows, the comparison result is listed in Table
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; TABLE III: Comparison the computation overhead of competitive schemes
4 Protocol Signcryption or Encryption ~ Unsigneryption or Decryption Equality Test
5 G-PKEET [10 5T,
- e1+2Tpg+Ter 2Te1+Ter 2Tpp+2Te1
6 PKS-DET |[j|| TpptdTe1+Tea+2Thy +Tcr 3Typ+2Te1+Teo+2Th g+ Ter ATy p+2Te2+2Thg
7 IBSC-ET [31] 2Ty p+6Te1+2Te2+4Thg STyp+3Te1+4Thg ATyp+2Thg
8 HSC-ET [32] 5Te1+2Te2 3Tpp+Tea +Ter ATpp+4Teo
9 Our scheme pr+6Te1+T62+2Thg 4pr+2Te1+Thg 2pr
10
11
12
13 16 & 10*  Time cost with the increase of messages 16 % 10*  Time cost with the increase of messages
i i ‘ I I ‘ 1 i I ‘ I I ‘ b
14 —A— G-PKEET [10] = —A— G-PKEET [10]
15 7 14 [ |~e—PKS-DET [11] g 14 |-e~PKS-DET[11]
16 E IBSC-ET [31] Py IBSC-ET [31]
£ 127 |-b=HSC-ET [32] T E 127 | >—HSCET[32] T
17 '; 10 ~&—Qur scheme g 10 ~&—Qur scheme
18 g 1 =z 7 1
=S &
19 g a8t § 8 8r T
20 0 2
21 Egg 61 1 é 6 )
22 2 3
5 af ] 5 4 -
23 5 =
24 @ af - § o) -
25 0f » W g - \ g 3 0 Py Py & pe
26 1 2 4 8 16 32 64 128 1 2 4 8 16 32 64 128
27 The number of messages The number of messages
28 (a) Comparison of signcryption computing overhead (b) Comparison of unsigncryption computing overhead
29
5 . .
30 1000 Time cost with the increase of messages 9 10 T‘he cost .Wlth theylncreasg numbgr of grogp
I I ‘ I I ‘ —A— G-
i e b eaSae >
32 ~6—PKS-DET [11] 3 iy (1]
| - | 27 IBSC-ET [31] il
33 800 IBSC-ET [31] 3
— & ' | | —HSC-ET[32]
34 @ ——HSC-ET [32] =
£ S g | |—6—Our scheme 1
35 Py 44— Qur scheme S
L 4 o
36 = o st ,
37 ¢ Sal |
. 3
> 400} o}
g 3, _
40 200 | @
41 Fal ?
42 I &
0% & ok
43 1 2 4 8 16 32 64 128 1 2 4 8 16 32 64 128
44 The number of messages The number of group
45 (c) Comparison of test computing overhead (d) The trapdoor cost of different schemes
46
47 Fig. 11: The computation and trapdoor cost of competitive protocols.
48
49
g? TABLE IV: Comparison the communication cost of competitive protocols
52 Protocol The length of public key = The length of ciphertext = The length of trapdoor
53 G-PKEET | |G| 5|G1]+|Z5 1Z|
54 PKS-DET (T 2|G1l 4|Grl+|Z;] 125
55 IBSC-ET [31] * 5|G1]+| 2] 1G]
5 HSC-ET [32] * 4|G1+2|Z;| 1G]
= Our scheme |G1| 51G1]+Z;) 2|G1|
58 * Legends: *: The length of identity, we set it as |G1].
59
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** Event wlr £=3.358384818979
generating packet pk-18-#0
* Event #2 t=3.35838673475 Aloha.server
started receiving
** Event #3 t=3.61469
** Event #4 t=3.61469
reception finished
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Aloha.host[15] (Host, id=18) on selfmsg send/endTx (omnetpp::cMessage, id=16)

18-#0 (omnetpp::cPacket, id=21)

id=16)
, id=0)

(a) The transmission simulation in the scheme [[I0].

** Event #1 t=3.358384818979 Aloha.host[15] (Host, id=18) on sel

generating packet pk-
** Event #2 t=3.35838 4

started rec
** Event #3 t=
** Event #4 t=3 98867

reception finished

-#0

Aloha.host[15]
Aloha.server (S

rer, id=

sg send/endTx (omnetpp::cMess

2) on pk-18-#0 (omnetpp::cPacket, id=21)
send/endTx (omnetpp id=16)
d-reception (omn ge, 1d=0)

(b) The transmission simulation in the scheme [[TT]|.

** Event #1 t=3.358384818979 Aloha.host[15] (Host, id=18)

generating packet pk-18-#0

on selfmsg send/endTx (omnetpp::cMessage, id=16)

* Event #2 t=3.35838673475 Aloha.server (Server, id=2) on pk-18-#0 (omnetpp::cPacket, id=21)

started receiving
** Event #3 t=3.614695498591 Aloha.host[15] (Host,
** Event #4 t=3.614697414362 Aloha.s >r (Server,
reception finished

(¢) The transmission simulation in the scheme [3T].

generating packet pk-18-#0
Event #2 t=3.35838673475 Aloha.se
started receiving
** Event #3 t=3.57275
** Event #4 t=3.57275
reception finished

Alo

Event #1 t=3.358384818979 Aloha.host[15] (Host, id=18) on selfmsg send/endTx (omnetpp::cMessage, id=16)

rer (Server, id=2) on pk-18-#0 (omnetpp::cPacket, id=21)

on selfmsg send/endTx (omnetpp:
on selfmsg end-reception (omnetpy

(d) The transmission simulation in the scheme [32].

** Event #1 t=3.358384818979 Aloha.host[15] (Host, id=18) on selfmsg

generating packet pk-18-#0
** Event #2 t=3.35838673475 Aloha.server
started receivin
** Event #3 t=3.614695498591 Aloha.h
** Event #4 t=3.614697414362 Aloha.s
reception finished

send/endTx (omnetpp: :cMes

on pk-18-#0 (omnetpp::cPacket, id=21)

send/endTx (omnet
>nd-reception (omn

(e) The transmission simulation in our scheme.

Fig. 12: Comparison of ciphertext communication overhead in OMNet++

TABLE V: Comparison the functionality of competitive schemes

Protocol Confidentiality =~ Unforgeability = Equality Test Group  Heterogeneous  Security assumptions
G-PKEET |10 v X v v X CDHA
PKS-DET [[11] v v v X X CDHA& BDHA
IBSC-ET [31] v v v X X CDHA& BDHA
HSC-ET |32] v v v X v BDHIA&CDHIA
Our scheme v v v v v CDHA& BDHA

* Legends: v': this scheme supports this function, x: this scheme cannot support this function, BDHIA: Bilinear Diffie-
Hellman Inversion Assumption, CDHIA: Computational Diffie-Hellman Inversion Assumption.

M For example, when signcrypting a message during the

protocol , six exponentiations in G1, two exponentiations
in G4, two pairing operations, and four hash to G; are needed
by the sender, thus the signcryption computation overhead
of [31] is 2Typ+6T.1+2T.0+4T},y=17.4926ms. In Fig.
the signcryption or encryption cost with regard to increase
number of messages is evaluated. It is important to find that the
schemes in , are constructed with PKI cryptography,
the scheme in is delivered the message from PKI to
IBC system, therefore, in the actual transmission process, the
aforementioned certificate management operation takes up a
lot of overhead, which is more expensive than our HSC-GET.

From Fig. [L1(a)| we can observe that our proposed scheme
has a lower overhead than literatures in , , , .

Similarly, when unsigncrypting a ciphertext during the

protocol , five p airing o perations, t hree exponentiations

in G1, and four hash to (G; are needed by the receiver,
and thus the unsigncryption computation overhead of
is 5Typ+3T.1+4T},,=15.7632ms. In Fig. the unsign-
cryption or decryption cost with regard to increase number
of messages is evaluated. Our scheme is more efficient than
that in , , , . When executing the equality test
during the protocol , four pairing operations, and two hash
to G are needed by the cloud server, and thus the test cost
of [31] is 4T}, +2T},,=7.092ms. In Fig. the cost with
regard to the number of test times is evaluated. Through the
analysis, our scheme reduces the test overhead about 63.96%,
81.23%, 80.84%, and 54.98% compared to , , and
, respectively. To sum up, the total computing overhead of
the proposed scheme is lower than competitive protocols not
only on the vehicle side (including Signcryption/Encryption
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Fig. 13: The communication overhead of different schemes.

and Unsigncryption/Decryption part), but also on the cloud
side (including the test part).

B. Comparison of Communication Overhead

The communication overhead of competitive protocols is
evaluated as follows, the comparison result is listed in Table
m For instance, in IBSC-ET scheme [31]], the public key
length is %, and we set the length of x is |G1| = 128
bytes. In addition, the resulting ciphertext length for IBSC-
ET is 5|G1|+|Z;| = 660 bytes, the trapdoor size is defined
|G1] = 128 bytes. Besides, we set one group of vehicles
including 50 vehicles, the trapdoor overhead with the increas-
ing number of groups is shown in Fig. Obviously, the
trapdoor storage cost of our construction is lower than that in
scheme [11], [31], [32]. When there is only one vehicle in the
system, the communication overhead of different schemes is
demonstrated in Fig. @ From Fig. @ our construction has
the same overhead as [10], [31], [32] and is lower than [11]
in terms of public key length. As for the ciphertext length,
our scheme has the same length as [10] and [31]. Towards
the trapdoor size, our HSC-GET is slightly more expensive
than other works, this is forgivable due to the computation
overhead during our test phase is more efficient t han other
competitive schemes. Thus, the overhead between computation
and communication achieves a compromise effect. In order
to verify the communication overhead, we simulate the ci-
phertext communication process between vehicles with limited
resources in the OMNet++ experiment. The specific results are
shown in the Fig. which demonstrates that the experimental
result is consistent with the theoretical analysis.

C. Comparison Analysis of Functionality

The functionality of competitive schemes is evaluated as
follows, the comparison result is listed in Table M As the
table shown, all of the works can guarantee the confidentiality
of messages. With regard to the authenticity, the schemes in
[11], [31] and [32] have the ability to preserve. All the schemes
involved can perform the equality test. Nonetheless, only our

scheme and G-PKEET [10] provide the group granularity
authorization. The cloud server utilizes the group trapdoor
instead of the inherent trapdoor from all receivers, which
reduces the storage overhead of trapdoors greatly. As for the
communication between devices deployed on heterogeneous
cryptographic mechanisms, the HSC-ET scheme in [32] and
our protocol provide the concrete solution for addressing this
problem. All in all, our protocol can meet all the functions
listed in the Table @ which is not the condition in the other
protocols.

VII. CONCLUSION

In this paper, we constructed a heterogeneous signcryption
scheme supporting group equality test for IoVs (HSC-GET),
to provide a way for information transmission from IBC to
CLC system. The rigorous security proof elaborates that the
proposed scheme can ensure the confidentiality, unforgeability
and integrity of messages simultaneously. Besides, the con-
struction of proposed approach is based on cyclic group, and
the adoption of big prime number enables the scheme more
secure. In addition, the function of group equality test allows
each group of vehicles to upload one group trapdoor to the
cloud server, instead of N trapdoors from N vehicles in the
traditional test scheme. According to the performance anal-
ysis, we can find that the computational and communication
overhead are greatly reduced. Therefore, our construction is
more suitable for IoVs.
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