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ABSTRACT Mask of an image is generated in this article usingQuantumDot Cellular Automata. An encoder
circuit is drafted to produce theMask Image. This encoder can function as a decoder as well. Amask image is
used to retrieve the original image,although the secret key remains unknown. Power dissipation calculations
are performed to comprehend the proposed circuit consumes lower power dissipation at nano-scale level
design.The security of the proposed circuit is guaranteed by validating with different security standards. The
design paradigm matches the theoretical values, which authorizes the accurateness of the proposed circuit.
The Structural Similarity (SSIM) index of the retrieved image is calculated to establish the degradation of
the image quality is minimal. The stuck-at-fault analysis is performed to prove the stability of the circuit.

INDEX TERMS QCA, mask image, cipher image, power dissipation, SSIM, security.

I. INTRODUCTION
Complementary metal-oxide-semiconductor (CMOS) tech-
nology possesses some inherent as well as physical limita-
tions [1]–[3], unfauvorable to produce electronic devices to
meet modern requirements. An alternative is keenly needed.
Quantum-Dot Cellular Automata (QCA) [4]–[7] functions as
a replacement for CMOS. It is a transistor-less architectonics
useful to design nano-communication circuits. Each of the
cells is constituted of two electrons embedded within two
of the four dots which are capable of moving along the
tunnels present within them. A cell is negative or positive
in charge, according to the polarization obtained by the cell
[8]–[11]. The cells are laid one after another to obtain a
circuit. Columbic force acts among the cells, for which dual
stability feature generated in QCA [12]–[16]. This conducts
computation as well as transfer of binary information.

Nano-communication is performed through the nano
devices using QCA cells. It is necessary to enhance the safety
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feature of QCA devices during nano-communication. Mask-
ing of image is a method where an image is first encrypted
with a random key to generate an encrypted image, called
cipher image. The cipher image is then encrypted with the
original image to obtain a mask image. Mask image is an
obscure set of data for a user. Later this set can be used
to retrieve an image from another cipher image, which is
obtained by the same set of random keys. The key remains
concealed.

A mask image is generated using the proposed QCA
encoder to ensure the security feature in this article. This
mask image is used to obtain the secret message even the
secret key remains confidential.

The benefits of the paper are
• QCA technology produces mask image at nano-scale
level. To serve the purpose a codec is designed. The data
can be retrieved, when the key stays confidential.

• To verify the security of the proposed design, different
security standard-based analysis is performed.

• The amount of power depletion of the proposed layout
is calculated.
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• Structural Similarity (SSIM) Index of the image is deter-
mined to verify the accuracy of the proposed method.

• The study of the stuck-at-fault effect on the proposed
design is performed.

• Comparison with other existing security models is per-
formed.

The paper comprises of six sections. Section II reveals
the related works. The proposed encoder for image masking,
its algorithm and procedure are explained in Section III.
In this section, the mask image creation technique and actual
image retrieval procedure are described. Section IV shows the
design of the proposed encoder/ decoder architecture. Result
analysis is done in Section V which comprise of complexity
calculation for the suggested circuit, power dissipation cal-
culation, and the security analysis part, respectively. The last
part, Section VI, portrays the conclusion.

II. RELATED WORK
The work performed in the arena of image processing,
in terms of QCA is reported in articles [17]–[21]. In [17],
the mathematical derivation of a multichannel filter is pro-
posed and implemented to perform image processing. Using
QCA technology, the threshold of an image is calculated
in [18]. Nano sized low power design obtained. Image neg-
ative operation is executed in [19] using QCA, nano-level
architecture is proposed. The dark portion of an image is
developed by enhancing the white and gray color pixels.
Single-bit full adder and memory cells have been used to
perform the task. In [20], implementation of a median filter
and mathematical morphological processes are observed over
binary images, comprehend using QCA based architectures.
One of the fundamental functions related to image process-
ing, convolution, and correlation is performed in [21].

Enhancement of nano-communication security is pre-
sented in the articles [22]–[31]. In [22], a ciphertext gener-
ation is implemented using QCA. In [23], A5/1 stream cipher
is designed with QCA, which is an essential requirement
for encryption algorithms in the global system for mobile
communication (GSM). Article [24] presents a serpent block
cipher utilizing QCA,which constitutes the fundamental seg-
ment for creating a block cipher. Another domain of security
is steganography, which is introduced in QCA technology.
Least significant bit (LSB) Steganography is implemented
using QCA in [25]. In order to increase information secu-
rity, information theory is used. A reversible architecture
of concern [25] is designed in [26], where the circuit cost
is calculated. Reversible logic is used for the implementa-
tion of secure authentication, merged with QCA technology.
The respective circuit is designed in [27]. The ciphertext is
generated using reversible design in combination with QCA
explored in [28]. A reversible crossbar switch is presented
in [29]. It introduces the switch operating technique used
during the nano-communication process.

In comparison with the existing conventional circuits,it is
more cost-efficient. The design of circuit switching is rep-
resented in [30], generated using QCA. It is comprised of

multiplexer, demultiplexer, and crossbar switch. The conse-
quence of the control signal is conferred as a mask image for-
mation and retrieval of the original image displayed in [31].

Article [32] introduces an unique optical multi-image
hiding approach. It is centered upon two cascaded free-
space transmissions. A photograph is encrypted to create
one statistically unbiased phase mask. Using the standardized
section mask inside the process recovery algorithm. In [33]
the efficiency and protection of current masking algorithms
developed in a parallel application on the 32-bit embedded
computing framework for the AESR ijndael norm and the
Fantomas bit-slice cipher. Article [34] suggests an image
encryption algorithm. It focuses on the hyper-chaotic method.
A 256-bit long secret key is utilized. It comprises of three
sections. The second section employs the image masking
method. Masking is employed to achieve greater suscepti-
bility, complicacy, and security. A new masking method is
proposed in [35]. A single Boolean matrix product combines
with conventional Boolean masking additives. This masking
adapts well for bitslice cipher applications.

An extensive security analysis is conducted. In [36], it is
reported that people now a day’s grab images from smart
devices and transfer the data to cloud storage. It is generally
utilized for storing client produced interactive media content.
There is a danger of potentially private information spillage
exists since cloud storage is an open space. A coordinated
plan is proposed to secure the protection of data on cloud [36].
It includes undetectable watermarking, sharing strategies,
and masking. The evaluation result proves that the proposed
system may prevent malicious users from accessing private
images. In [37], rear-mounted masked idea using Gyrator
Transform (GT) is proposed to improve the protection of
the second lens of the prevailing Double Random Phase
Encoding (DRPE) system. It works on a spiral level approach.

III. PROPOSEDWORK
An ‘‘m × n’’ gray scale image is considered as an input
image. The image is divided into slices of ‘‘8 × 8’’ pixels.
A random key of size ‘‘8 × 8’’ pixels is generated for the
image slice mentioned previously. American Standard Code
for Information Interchange (ASCII) value of the key and the
pixel values are bitwise XOR-ed. This procedure is contin-
ued for all slices of the image one after another. After the
completion of the procedure, a Cipher image is obtained. The
resultant image and the input image are XOR-ed to achieve
the Mask image [31]. Algorithm 1 presents the procedure
of the generation of Mask image. Algorithm 2 presents the
retrieval of the second original image.

A. MASK IMAGE CREATION
The conversion of the image to mask image [38]–[42]
depicted in Fig. 1(a). An image ‘‘Flower.jpg’’ shown
in Fig.1 (b) is used as the input image. It is 128 × 128 pixels
in dimension. It is a grayscale image. It contains 28 lev-
els, where ‘‘0’’ represents black, and ‘‘255’’ represents a
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Algorithm 1 Algorithm for Generation of Mask Image
Input: An Image (IM), p and q denotes the rows and
columns
Output: A Mask Image (MASK)
/∗ Pixel data of the image IM is represented in the form
of 2D array and stored in a 2D array A[][]∗/
1. For each pixel value in each row (p) and column (q) of
the image

A[p][q]← Pixelvalue of IM.
/∗ Randomly select an ASCII value within the range 0-
255 to store the secret key bits in T[][]∗/
2. For rows (p) and columns (q)

T[p][q]← Randomly selected values within 0-255
/∗XOR the values in A[][] with T[][] to create CI[][] which
contains the cipher image information ∗/
3. For each elements present in A[p][q] and T[p][q] of each
row(p) and column(q)

CI [p][q] = A[p][q] ⊕T[p][q]
/∗ XOR operation between Cipher Image, CI[][] and the
original image, A[][] performed to obtain the Mask Image
and stored in MI[][] ∗/
4. For each element present in CI[][] and A[][] of each
row(p) and column(q)

MI[p][q] = A[p][q] ⊕ CI [p][q]
/∗ Mask Image is created by combining all 8 X 8 image
slice∗/
5. For each values section of MI[][] each row(p) and col-
umn(q)
MASK←MI [p][q]

FIGURE 1. (a) Method of the generation of Mask Image, (b) Input image
‘‘Flower.jpg’’ and a slice of its pixel information in 8 × 8 pixels format.

white color. The image is then partitioned into 8 × 8 pixels.
Table 1 denotes the corresponding binary values of Fig. 1(b).

• An ASCII value is randomly selected within the range
0-255, XOR operation is applied with the pixel value
starting from the first pixel. It continues until all the

Algorithm 2 Algorithm for Retrieving the Original Image
Input: A new image (NIM) is taken. A new cipher
image (NCI) is generated from NIM. It is obtained by
the same set of key bits, T[][] used to produce the
Mask Image (MASK), as stated in Algorithm 1.The Mask
Image (MASK) and its 8 × 8 slices are represented by
MI[][]. Rows are denoted by using p, and columns are
denoted using q.
Output: The second image is the new image (NIM)
/∗ Cipher image’s information of pixels are extracted and
stored in a 2D array, NewCI[][]∗/
1. For each pixel values of the Cipher Image (NCI)

NewCI[p][q]← Pixelvalue of NCI
/∗ Mask image’s information of pixels are extracted and
stored in a 2D arrayNewMI[][]∗/
2. For each pixel values in each Row and Column of the
image

NewMI[p][q]← Pixelvalue of MI
/∗ XOR operation is performed bitwise between New
Cipher image’s pixel values and the earlier obtained Mask
Image to retrieve the second original image ∗/
3. For each element present in MI[][] and NewCI[][] each
row(p) and column(q)

NewIM[p][q] = NewCI [p][q]⊕MI [p][q]
/∗ New Image, NIM is created which is equivalent to sec-
ond original image, obtained by combining all 8 X 8 image
slices ∗/
4. For each values of NewIM[][] each row(p) and Col-
umn(q)

NIM← NewIM [p][q]

pixels within the slice are exhausted. The procedure
continues for other slices similarly.

• On completion of the whole procedure, a cipher image
is created ‘‘Flower_Cipher.jpg’’, as shown in Fig. 2(a).
This is an encrypted image. It is encrypted by randomly
generated key, as mentioned earlier.

• XOR operation is performed between ‘‘Flower_Cipher.
jpg’’ and the ‘‘Flower.jpg’’ to obtain the mask image,
which is portrayed in Fig. 2(b), and termed as
‘‘Flower_Mask.jpg’’. All the pixels of the mask image
are explored in Fig. 2(b).

The Decimal Values Of Each Pixel Of Fig. 2(B) Are Con-
verted Into Binary Values And Presented In Table 2

B. IMAGE RECOVERY USING MASK IMAGE
The procedure of retrieval of the second original image
using the mask of the first image (MASK) from a
new cipher image is shown in Fig. 3. A new cipher
image is obtained, ‘‘Cipher_Image2.jpg’’, using the pre-
defined procedure as stated in Algorithm 1. The same
key is used to generate the cipher and mask image of
the first image. XOR operation is applied between the
cipher image ‘‘Cipher_Image2.jpg’’ and the mask image,

VOLUME 8, 2020 117161



B. Debnath et al.: Security Analysis With Novel Image Masking Based Quantum-Dot Cellular Automata Information Security Model

FIGURE 2. (a) Cipher image ‘‘Flower_Cipher.jpg’’ of Fig. 1b and
corresponding pixel matrix, (b) Mask image ‘‘Flower_Mask.jpg’’ of Fig. 1b
and corresponding pixel matrix.

TABLE 1. Binary representation of Fig. 1(b).

TABLE 2. Binary representation of Fig. 2(b).

‘‘Flower_Mask.jpg’’ to retrieve the second original image.
Both the mask image ‘‘Flower_Mask.jpg’’ and the cipher
image of the second image ‘‘Cipher_Image2.jpg’’ are pro-
duced using the same secret key. To obtain the second
original image, the mask image, ‘‘Flower_Mask.jpg’’ and
‘‘Cipher_Image2.jpg’’ is required at the decoder section.

FIGURE 3. Retrieval procedure of the Original image.

Thus, the mask image, ‘‘Flower_Mask.jpg’’ is used as a
secret key in this case, and it proves the non-requirement of
the secret key at the decoder section. So, both the masked
image and the ciphered picture must be transmitted to the
receiver.

In the decoding phase, the mask image is used as a secret
key to obtain the original image from the cipher image.
The decoding is performed to show the decoding can be
performed without the secret key used in encryption. So, any
cipher image which was encrypted with the same secret key,
used in the proposed encryption phase, can convert back to the
original image using themask image. The key remains hidden
within the mask image, which is unknown to the attacker to
prevent unauthorized access.

IV. ARCHITECTURE FOR THE PROPOSED CIRCUIT
The procedure to obtain a mask image is depicted in Algo-
rithm1. The technique of formation of mask image and its
related data are shown in Table 1 and Table 2, respectively.
From these two tables, a figure is constructed and revealed
in Fig. 5(a). IMi[i = 1, 2... m] denotes the binary bit values
of the individual pixel of the actual image. KIi[i = 1, 2 . . . .n]
represents the secret key and CIi[i = 1, 2... m] denotes the
cipher image. The mask image MIi[i= 1, 2 . . . .n] is obtained
on the application of bitwise XOR between the cipher image,
CIi and the original image, IMi. The corresponding logic
expression can be drawn as

MI i = CI i ⊕ IM i (1)

Where,CI i = KI i ⊕ IM i (2)

The expression for majority gate (MV) obtained from (1)
and (2) are

MI i = M (M
(
IM ′i ,CI i, 0

)
,M

(
IM i,CI ′i , 0

)
, 1) (3)

where,CI i = M (M
(
IM ′i ,KI i, 0

)
,M

(
IM i,KI ′i , 0

)
, 1) (4)

where, M denotes Majority gate expression, in (3) and (4).
When 1-bit is considered, (1) expressed as

MI1 = ((IM1 ⊕ KI1)⊕ IM1) (5)

The majority voter(MV) based schematic diagram corre-
sponding expression (5) is outlined in Fig. 4 (a). It comprises
twoXOR circuits, sixMVs and four inverters (IV). Its equiva-
lent QCA implementation is displayed in Fig. 4 (b). The truth
table of this circuit is shown in Table 3. The QCADesigner
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FIGURE 4. Building block (a) Schematic, (b) Layout, (c) The simulation
result.

TABLE 3. Theoretical values for basic building block.

tool [43] based simulated waveform of Fig. 4(b) is shown
in Fig.4(c). The valid output appears after two clock pulses,
as shown with arrow. It is seen that for inputs IM1(0, 0, 1, 1),
KI1(0, 1, 0, 1), the output is MI1(0, 1, 0, 1) and thus satisfies
the theoretical values presented in Table 3. This evaluation
confirms the accuracy of the design.

The circuit shown in Fig. 4(b) is the building block of
the encoder architecture for generation of mask image has
been developed and shown in Fig. 5(c). This proposed archi-
tecture can process 8-bits of an image, 8-bits of the secret
key, and produces an output of 8-bits of the mask image.
The QCA schematic of the proposed encoder is explored
in Fig. 5(b). This encoder circuit can used as decoder circuit.
The QCADesigner tool [43] based simulated waveform of
Fig. 5(c) is shown through Fig. 6 and Fig. 7. Figure 6(a)
shows the input image bits. Figure 6(b) shows the input

key bits. Figure 7 shows the generated mask bits. The valid
outputs have appeared after two clock pulses, shown with the
rectangular box. It is seen from Fig. 6 and Fig. 7, the inputs
and the outputs of Fig. 5(a), confirms the accuracy of the
design. The Cipher bits are additionally shown in Fig. 5(a).

V. RESULT ANALYSIS
A. EXPERIMENTAL ANALYSIS OF THE PROPOSED
METHOD
Three images considered in Fig. 8 are bitwise XOR-ed with
three different sets of keys to form the cipher images. Each
of the cipher images is bitwise XOR-ed with their respective
original images to obtain themask images, which is displayed
in Fig. 8. The cipher image generation of the 2nd set of images
is depicted in Fig. 9(a), formed using bitwise XOR operation
with the same set of keys used during mask image formation
in Fig. 8. The retrieval of the 2nd set of images is represented
in Fig. 9(b). Bitwise XOR between the mask images formed
in Fig. 8 with cipher images is displayed in Fig. 9(a) to
retrieve the 2nd set of original images.

B. STRUCTURAL SIMILARITY INDEX (SSIM)AND
STRUCTURAL DISSIMILARITY (DSSIM) MEASUREMENT
Human visual system (HVS) model proposes image quality.
The three parameters on which HVS depends are luminance,
contrast, and structure, respectively. SSIM [44] is the mea-
surement of the degree of structural disparityoccurs within
an image when an image is modified. SSIM deals with the
degree of deviation occur between the input image and the
processed output image. The degree of deviation depends on
contrast, luminance, and structural difference. Two blocks for
each image of the same size a and b are considered to calcu-
late the SSIM within two images, then SSIM is calculated
using the formula as in (6).

SSIM (a, b) =
(2ρaρb + γ1) (2βab + γ2)

(ρ2a + ρ
2
b + γ1)(β

2
a + β

2
b + γ2)

(6)

The mean value of ‘‘a’’ is represented by ρa, the mean value
of ‘‘b’’ is represented by ρb, the variance about ‘‘a’’ is β2a ,
the variance about ‘‘b’’ is β2b , the variance about ‘‘a’’ and ‘‘b’’
is βab. γ1 = (k1L)2 and γ2 = (k2L)2 are the two variables,
which stabilize the division result having low denominator
with default k1 = 0.01, k2 = 0.03, and L = 2bits/pixel−1

represents the change in pixel value. The eqn. (6) has three
tuples. Those components are structure (s), contrast (c), and
luminance (l). They are defined elaborately in (7), (8), and (9),
respectively.

l (a, b) =
(2ρaρb + γ1)

(ρ2a + ρ
2
b + γ1)

(7)

c (a, b) =
(2βaβb + α2)

(β2a + β
2
b + α2)

(8)

s (a, b) =
(βab + γ3)

(βaβb + γ3)
(9)
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FIGURE 5. (a) Theoretical values for image masking, (b ) Proposed encoder/ decoder, (c) Layout.
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FIGURE 6. Proposed encoder/ decoder (a) Input image bits, (b) Input key
bits provided to the proposed encoder/ decoder.

Here, c3 = 0.5c2. When x = y = z = 1, (6) is written as

SSIM (a, b) = [l (a, b)x .c (a, b)y.s (a, b)z] (10)

FIGURE 7. Output bits of proposed encoder/decoder.

FIGURE 8. Mask image ‘‘child_mask.jpg’’, ‘‘cloud_mask.jpg’’,
‘‘clock_mask.jpg’’ corresponding to the 1st set of input image
‘‘child.jpg’’, ‘‘cloud.jpg’’ and ‘‘clock.jpg’’ respectively.

The dissimilarity is measured

DSSIM (a, b) =
1− SSIM (a, b)

2
(11)

SSIM and DSSIM values represented in Fig. 10 of three
different images ‘‘bird.jpg’’, ‘‘balloon.jpg’’ and ‘‘plant.jpg’’.
SSIM presented in Fig. 10 are close to 1. The DSSIM mea-
sured also lies within the scale of 0.04 to 0.05, it proves the
images are not degraded structurally, and the images obtained
are innocent about the key.

C. SECURITY ANALYSIS
Security analysis [39]–[47] explores the vulnerability of any
cryptographic or steganographic algorithm against different
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FIGURE 9. Cipher image ‘‘bird_cipher.jpg’’, ‘‘balloon_cipher.jpg’’ and
‘‘plant_cipher.jpg’’ corresponding to the 2nd set of input image ‘‘bird.jpg’’,
‘‘balloon.jpg’’ and ‘‘plant.jpg’’ respectively. (b)Retrieval of the 2nd set of
original image ‘‘bird.jpg’’, ‘‘balloon.jpg’’ and ‘‘plant.jpg’’ using mask image
‘‘child_mask.jpg’’, ‘‘cloud_mask.jpg’’, ‘‘clock_mask.jpg’’ and cipher image
‘‘bird_cipher.jpg’’, ‘‘balloon_cipher.jpg’’ and ‘‘plant_cipher.jpg’’
respectively.

FIGURE 10. SSIM and DSSIM of the Images (a) bird.jpg (b) balloon.jpg
(c) plant.jpg.

types of attacks. Security analysis is shown against five
major attacks (1) Brute force attack, (2) Dictionary attack,
and (3) Side-channel attack (4) Known plain text attack (5)
Differential attack. Any attack on the system occur at the
decryption end, where the attackers guess the exact key to
decode the cipher message. In this proposed algorithm, both
the ciphermessage and key are the image and themask image,
respectively.

1) BRUTE FORCE ATTACK
All the possible keys form the essential space supported
by the cryptographic system applied to get the actual mes-
sage in this attack [48]. It is a fundamental and primitive
approach. According to the proposed algorithm, the key at the
decryption end is an image having a similar size of the input
image and the cipher image. Thus the size is known to the
attacker. Let the size of the key m× n, where m and n are the
rows and columns, respectively. As a test case, a gray scale
image is considered. Every pixel in such an image is eight-
bit and ranges from 0 to 255. The number of possible mask
image supported by the system at decryption end is 256m×n

or 28×q where q=m×n. The proposed system is also capable
of encrypting RGB image, and the number of possible mask
images supported by the system at decryption end is 224×q.

2) DICTIONARY ATTACK
A brute force attack is useful when the number of keys
supported by the system is considerably low. On exploration
of more advanced technologies brute force attack became
ineffective. Dictionary attack [49] is an approach where the
selective key is enlisted to perform the attack at the decryption
end. Using combination of some common words in our daily
life a pattern is formed. The dictionary attack stores those
common words and tries to find that pattern to decrypt the
message in an unauthentic approach. The proposed method
uses randomly generated keys of key length higher than
ten. Thus the mask image at the decryption end is also
random, and the Dictionary attack is ineffective for this
algorithm.

3) SIDE CHANNEL ATTACK
This attack is different from traditional attacks. Brute force
attack and dictionary attack depend on the key, cipher image
as well as input message. A side-channel attack [50] pos-
sesses some features which have a physical influence on the
cryptographic circuit. This type of attack can be analyzed
based on following:

• The system’s electromagnetic emission
• The time required by the system
• The amount of power consumption

The system planned in this paper is based on QCA. It has
static power dissipation for different key lengths. Apart from
this, QCA circuits are resistant to power analysis attacks
[43]. Thus, the proposed method is secured from the power
analysis attack.

4) KNOWN PLAINTEXT ATTACK
The known-plaintext attack (KPA) is an assault model for
cryptanalysis where the adversary approaches both the plain-
text and its ciphertext. It is utilized to uncover further mystery
data, for example, secret keys and codebooks.

According to the proposed algorithm, the key at decryption
end is an image of similar size to the input image and the
cipher image. Thus the size is known to the attacker. The
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TABLE 4. UACI and NCPR test.

TABLE 5. Design complexity.

secret key is nothing but the mask image. The mask image
at the decryption end is random. The possible mask image
support by our algorithm is 28×m×n(Gray scale image) or
224×m×n(color image).
In this way, assailants cannot take essential data by encod-

ing some already designed exceptional pictures. So, the pro-
posed calculation heartily opposed this type of attack.

5) DIFFERENTIAL ATTACK
The cryptosystem should be very susceptible to small changes
introduced to the initial picture in order to withstand the dif-
ferential attack. From each 8× 8 block of the input image ran-
domly a pixel is chosenwithinwhich a bit is changed to obtain
a new image specified in Fig. 9 and Fig. 10. It is performed
to check the strength of the suggested algorithm against
differential attack. Then encryption is done using the same
key to obtain the corresponding new cipher image. In order
to prove that the changed image is different from its initial
image, two measures of quantities are introduced. The mea-
sure is performed between the cipher image obtained from
the original image and the new cipher image obtained from
the altered image. They are the number of changing pixel
rate (NPCR) and unified average change intensity (UACI).
NPCR shows the percentage of the difference between two
pictures, C1(p, q), the pixel values of 1st encrypted image and
the encrypted images at location (p, q). D(p, q) is either 1 and
0 depends on the condition. The measures mentioned above
are defined in (12) and (13) of distinct pixels. UACI measures
the average difference of pixel intensities between two cipher
images.

Let I be the original image and INew is the altered version
of the image, both images are of size X × Y and let C(p, q)

TABLE 6. Comparison of different encryption method with QCA based
encryption.

and

NPCR =

∑X
p=1

∑Y
q=1D (p, q)

XXY
× 100% (12)

where, D (p, q) =

{
1, if C (p, q) = C1(p, q)
0, otherwise

UACI=
∑X

p=1

∑Y

q=1

[
|C (p, q)− C1 (p, q) |

255

]
×
100%
X×Y

(13)
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TABLE 7. Comparison of the different QCA architecture with the
proposed architecture.

The maximum value of NPCR is 100% to create an almost
perfect picture encryption algorithm and UACI values must
be around 33% [44]. Table 4 shows the values of NPCR
and UACI of the images, as shown in Fig. 3. In most of the
cases, the NPCR value is above 99.5%, clearly showing that
the positions of the pixels have changed randomly—besides,
the UACI. Values acquired are within an acceptable range
[51]. Thus, it is concluded that the proposed scheme can
prevent the differential attack.

In our proposed work, we have tried to implement image
masking architecture on the QCA platform for the first time.
Thus we have considered regular XOR operation to perform
imagemasking. It is noted that the key is itself themask image
and open to the network. Thus, when an adversary steals both
the information from the public channels, the security issue
will be the matter. The secret key in the proposed algorithm
is the mask image. The mask image at the decryption end
is random. Both of the algorithms support the possible size
of mask image is 28×m×n for gray scale image or 224×m×n

for RGB color image. Thus, 28×m×n or 224×m×n number of

TABLE 8. Fault description.

TABLE 9. Fault coverage.

attempts is required to decrypt the key information. Besides,
the size of the mask image and cipher image is the same.
So, it adds confusion to the adversary about which image the
adversary will analyze first to achieve the key information,
as both are the same size and are in encrypted form.

D. COMPLEXITY OF THE DESIGN
The design complexity of the proposed circuitry represented
in Table 5. It is observed from the Table that proposed The
Encoder or Decoder is made up of 712 cells and space occu-
pied by it is 0.86µm2 area whereas the latency is 2.0

E. QCA BASED ENCRYPTION VERSUS
TRADITIONAL ENCRYPTION
Comparison of proposed QCA based encryption with other
well-known schemes like Rivest–Shamir–Adleman(RSA),
Advanced Encryption Standard (AES), Data Encryption
Standard (DES) has been performed in Table 6, which
describes that the QCA based encryption are faster, easier,
and more secure against many well-known attacks than the
traditional approaches.

F. PROPOSED QCA ARCHITECTURE AND EXISTING
The comparison of proposed security architecture with other
state-of-the-art designs performed in this section. The result is
explored in Table 7, which describes that the proposed QCA
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TABLE 10. PD (meV) OF XOR GATE AT γ = 0.25Ek .

TABLE 11. PD (meV) for proposed circuits.

FIGURE 11. PD of building block at different γ .

architecture requires lower cell count, area, and latency over
some existing security architectures.

G. STUCK AT FAULT
This section demonstrates the effect caused by the stuck-at-
fault on the building block of the designed encoder/decoder
circuit, as given in Fig. 4(b). The result explored in Table 8
represent that when the input IM1 fall in either ‘‘s-a-0’’,
stuck-at-zero or ‘‘s-a-1’’, stuck-at-one, the result is fault-
free. If input KI1 fall in ‘‘s-a-0’’, the result is ‘‘0’’ for input
‘‘01’’. It is a faulty output. The correct output is ‘‘1’’. So, for
input ‘‘01’’, the correct output and the faulty output can be
compared to identify the fault at KI1 for ‘‘s-a-0’’. In such a
case, <01> will be the test vector. However, when input KI1
falls in s-a-1, the result is ‘‘1’’ for input ‘‘00’’, it is the faulty
output. The correct output is ‘‘0’’. So, for input ‘‘00’’, the cor-
rect output and the faulty output can be compared to identify

FIGURE 12. PD of encoder/decoder layout at different γ .

the fault at KI1 for ‘‘s-a-1’’. In such a case, <00> will be the
test vector; the faults on the building block (Fig. 4(b)) of the
proposed encoder/decoder circuit are analyzed and excelled
in Table 9 ensuing similar approach. The same technique used
to perform the fault analysis for the encoder/decoder circuit.

Table 9 illustrates both <00> and <01> are able to
achieve 50% fault coverage during single input/output stuck-
at-fault. Thus, in combination <00, 01> are enough to carry
100% fault exposure for both types of faults.

H. POWER DISSIPATION
The estimation of the amount of power dissipation (PD) is
explored in this section. Hamming distance (HD) for each
MV, as well as IVs [52] is used to compute the amount of
power dissipation. The estimation is performed on different
tunneling energy levels. For example, each of the XOR
circuit (Fig. 4(b)) has 3 MVs and 2 IVs. Thus, based on

VOLUME 8, 2020 117169



B. Debnath et al.: Security Analysis With Novel Image Masking Based Quantum-Dot Cellular Automata Information Security Model

inputs, the HD for each MV and IV is calculated, as shown
in Table 10. The corresponding PD of each MV and IV at
γ = 0.25Ek [52] is shown in Table 10. Finally, using those
values, the total PD of the XOR gate at γ = 0.25Ek has
been estimated. The PD of the proposed encoder circuit and
its building block is calculated. The results are displayed
in Table 11. γ denotes the potential tunneling level, and Ek
represents Kink energy. The graphical representation of the
result is explored in Fig. 11, and Fig. 12.

VI. CONCLUSION
A detailed design approach on the encoder circuit is used
to obtain a mask image. The same circuit can function as
decoder. The mask image fetches the hidden knowledge of
another cipher image to reconstruct the original image back,
even in the absence of the secret key. QCA technology is
used to build the proposed circuit, which acknowledges the
circuit is nano-scale in size and employs meager power. The
dissipated power of the circuit is verified to be low. The
perfection of the circuit is verified as the experimental results
are in relevance with the theoretical values. The system is
secured, is justified by performing state-of-art security anal-
ysis. The SSIM based evaluation exhibits the precision of the
proposed method. The stuck-at-fault analysis is performed
to reveal the perfection of the circuit. In future, the pro-
posed method can be modified for color images. A color
image will be segregated into red, green and blue chan-
nels. So inorder to perform mask operation for color image,
the proposed encoder/decoder will be modified to process
each of those red, green and blue channels. Thus the cost
for color image masking will be increased by three times
compared to the present. To function it as a practical system,
in future, the architecture will be upgraded to work with QR
code.
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