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Abstract
Background: The increase of healthcare digitalization comes along with potential information security 
risks. Thus, the EU H2020 KONFIDO project aimed to provide a toolkit supporting secure cross-border 
health data exchange.
Methods: KONFIDO focused on the so-called “User Goals”, while also identifying barriers and facilitators 
regarding eHealth acceptance. Key user scenarios were elaborated both in terms of threat analysis and legal 
challenges. Moreover, KONFIDO developed a toolkit aiming to enhance the security of OpenNCP, the 
reference implementation framework.
Results: The main project outcomes are highlighted and the “Lessons Learned,” the technical challenges 
and the EU context are detailed.
Conclusions: The main “Lessons Learned” are summarized and a set of recommendations is provided, 
presenting the position of the KONFIDO consortium toward a robust EU-wide health data exchange 
infrastructure. To this end, the lack of infrastructure and technical capacity is highlighted, legal and policy 
challenges are identified and the need to focus on usability and semantic interoperability is emphasized. 
Regarding technical issues, an emphasis on transparent and standards-based development processes is 
recommended, especially for landmark software projects. Finally, promoting mentality change and knowledge 
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dissemination is also identified as key step toward the development of secure cross-border health data 
exchange services.

Keywords
cybersecurity, interoperability, health information technologies, cross-border health data exchange, 
barriers and facilitators for HIT acceptance

Background

Digital applications in healthcare, typically referred as Health Information Technologies (HIT) are 
transforming healthcare delivery. This increased use of electronic applications and distributed ser-
vices in the context of healthcare, almost inevitably includes the use of sensitive data and therefore 
increases the information security risks. A series of prominent information security incidents in the 
healthcare industry highlight the need to enhance the security measures both regarding technical 
and also policy aspects, as these failures clearly undermine the provided services’ quality and result 
in patients’ and healthcare providers’ (HCPs) unwillingness to adopt HIT.

In the European context and especially in European Union (EU) countries, the number of citi-
zens who travel for work, education, training, and tourism constantly increases, and creates the 
need for cross-border health data exchange. Citizens are also seeking scheduled care abroad for 
reasons related to price or availability of (more) specialized health services, as the reimbursement 
of healthcare costs for scheduled care abroad has become easier in Europe as a consequence of the 
European patient mobility directive of 2011. Typically, traveling citizens can be hospitalized or 
treated in the EU country visited. However, the lack of healthcare data access from their home 
country, that is, the medical history in the form of a Patient Summary (PS) document could signifi-
cantly hinder the quality of the healthcare services that are provided leading to potential health 
risks and/or cost increase.

Moreover, the recent COVID-19 pandemic has clearly shown that cross-border health data 
exchange should be revisited as it could be a significant technical tool in the context of the EU-wide 
COVID-19 response. A secure and robust cross-border health data exchange framework could be 
useful in the process of (at least partially) preventing horizontal lockdowns between countries, 
enabling people to travel based on their personal medical background (e.g. based on their personal 
lab test results etc.) and in a safer manner as they would have access to their personal medical 
records in case of hospitalization needed. Such an approach could be an asset in the effort to reduce 
COVID-19 prevalence and could have a significant impact on huge sectors of the economy (e.g. 
tourism industry, aviation industry) reducing the financial burden. Furthermore, the ability to 
access personal medical history in a EU level could enhance the healthcare quality in the case of a 
visiting person hospitalized due to COVID-19. To this end, cross-border health data exchange on a 
personal basis could be considered one of the ways to restore “normality” in terms of traveling 
across Europe, in the context of COVID-19 or other future epidemics.

KONFIDO is a recently completed project1 aiming to develop a technical toolkit supporting 
secure, cross-border health data exchange among European countries. Technologically, KONFIDO 
solution was based on modern technical paradigms, such as photonic Physical Unclonable 
Functions (p-PUF),2 blockchain-based auditing,3 homomorphic encryption,4 and the deployment 
of a Security Information and Event Management (SIEM) system.5

One of the main KONFIDO goals was to align with existing or under development European 
Union (EU) infrastructure (EHDSI) (Figure 1) and therefore it built its solution upon OpenNCP,6 
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that is, the reference open-source software implementation of OpenNCP standard developed to 
support the interoperable communication of the so-called National eHealth Contact Points 
(eHNCPs). OpenNCP was developed in the context of epSOS (European Partners – Smart Open 
Services)7 which has also developed the reference Patient Summary (PS) template used to exchange 
patient information among EU countries. More recently, in 2013, the eHealth Network adopted its 
guidelines on a minimum patient summary dataset (https://ec.europa.eu/health/sites/health/files/
ehealth/docs/guidelines_patient_summary_en.pdf). Furthermore, eIDAS (electronic IDentification, 
Authentication and trust Services)8 was used as the main user identification infrastructure, as 
eIDAS is part of the EU regulation on electronic identification and trust services for electronic 
transactions. An overview of the KONFIDO technical solution and its links with the abovemen-
tioned frameworks is presented in Staffa et al.9

In this paper, we provide a high-level overview of the KONFIDO project, and we also provide 
insights regarding the ongoing challenges, with an emphasis on technical and policy aspects, 
engaging a wide variety of stakeholders. Finally, we highlight some “Lessons Learned” and pro-
vide recommendations that elaborate on the authors’ position toward the development of EU-wide 
cross-border health data exchange framework.

Methods

Elaboration of end user, policy and strategical issues

Elaborating on the end user needs, the respective policies and the best practices along EU initia-
tives was one of the main objectives of KONFIDO. As part of the KONFIDO “User requirements 
analysis” phase,10,11 technical and legal frameworks as well as ethical and social norms at the 
European level were reviewed emphasizing on the project’s pilot-site countries (i.e. Denmark, Italy 
and Spain). This process included a gap analysis of the respective initiatives and the analysis of 

Figure 1. KONFIDO rationale.

https://ec.europa.eu/health/sites/health/files/ehealth/docs/guidelines_patient_summary_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/guidelines_patient_summary_en.pdf
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user scenarios focusing on both cross-border and inter-regional health data exchange. Based on this 
analysis, the underlying Business Processes (BPs) were elaborated in the context of a threat analy-
sis to identify respective assets, threats and, ultimately, define high-level user goals regarding 
cross-border health data exchange. On the other hand, the KONFIDO consortium actively pursued 
interaction with the wider healthcare community, aiming to identify the key facilitators and barriers 
for the acceptance of HIT solutions linked to cybersecurity. To this end, an online survey targeting 
all possible relevant stakeholders (i.e. Health Care Professionals – HCPs, hospital staff at IT depart-
ments, industrial HIT stakeholders, and patients/citizens) was conducted, as well as an end-user 
Workshop.

On another perspective related with the end-user needs, ethical and legal aspects regarding 
cross-border health data exchange were thoroughly investigated. For example, the aspects of the 
protection of personal/sensitive health data, the patient’s consent, trust, equity and accessibility 
were highlighted as key ethical issues. The complex landscape of ethics issues was outlined using 
a comprehensive framework as KONFIDO was committed on an “ethics by design” approach.12 
From a legal and policy point of view the KONFIDO consortium continuously kept an eye on the 
activities of the eHealth Network, the first implementations of the EHDSI in the Member States 
and the work performed in JASeHN (Joint Action Supporting the eHealth Network.) As far as pos-
sible the progress made in the framework of the eHMSEG (eHealth Member States Expert Group)13 
Legal Taskforce has been followed up, for example, with regard to the legal agreement between 
national authorities on the criteria required for the participation in cross-border eHealth informa-
tion services under the GDPR.

Furthermore, the KONFIDO consortium established communication channels with selected 
stakeholders across Europe (e.g. ENISA (http://enisa.europa.eu) and AgID (http://agid.gov.it)) to 
obtain useful insights on a wider technical or policy level and important feedback focusing on the 
practicability of the implemented approaches.

Technical approach

The KONFIDO technical solution focused on the improvement of the security of the OpenNCP 
framework via a set of advanced and non-invasive hardening solutions.

As OpenNCP is a framework under development and therefore not yet fully stable, the 
KONFIDO consortium decided to apply a “loose coupling” approach, to avoid binding with a 
specific version of OpenNCP which could be obsolete in the near future, resulting to a “moving-
target” problem. To this end, the KONFIDO technical solution was architecturally based on a 
“toolkit” approach, where each component would be developed independently of OpenNCP devel-
opments in order to be able to be used in a stand-alone fashion, also implementing specific inter-
faces to integrate with OpenNCP infrastructure.

Emphasizing the crucial role of end-user authentication, the KONFIDO technical solution has 
been based on the framework established by the eIDAS regulation.14 eIDAS enables a European 
citizen to use a digital identity issued in his/her home country, for accessing digital public services 
provided by other European Union Member States. From this perspective, eIDAS is also relevant 
for the services related with the so-called eHealth Digital Service Infrastructure (eHDSI), aiming 
to support citizens when they are abroad and need to access a healthcare service from their tempo-
rary country of stay and not from their country of origin.

The KONFIDO toolkit, was validated as a whole during a pilot test upon a simulated integration 
of national healthcare infrastructures with the eHNCPs of Italy, Spain and Denmark, enabling the 
systematic test against the “malicious use cases” defined during the conducted threat analysis.15

http://enisa.europa.eu
http://agid.gov.it
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Results

End user, policy and strategic issues

Based on the above, a set of barriers and facilitators regarding the adoption of HIT have been iden-
tified, also based on the various stakeholders’ input.16 To this end, the results of the respective 
online survey engaging responders from 14 European countries17 and the results of the gap analysis 
have been published.18 Finally, a number of challenges and a potential roadmap toward the adop-
tion of cloud as the main infrastructure technical paradigms were also elaborated in Koutkias 
et al.,11 based on the BPs, the threats identified as part of the respective threat analysis process and 
the finally defined User Goals. During this process usability was identified as a first-class priority 
based on end-user input and the need to focus also on semantic interoperability beyond the syntac-
tic compatibility of information exchange was highlighted. Furthermore, the need for a horizontal 
mentality improvement was identified, along all aspects of healthcare processes toward an overall 
information security culture.

Regarding the analysis conducted based on the respective ethical analysis framework defined in 
the context of KONFIDO, a key conclusion was that responsibility for confidentiality cannot be 
shifted completely to the technology as technical measures could not replace organizational and 
policy related measures.12,19 To this end, in order to reinforce the autonomy principle, an Informed 
Consent process has been elaborated emphasizing on information about the service and processing 
of patients’ personal data. Moreover, along the proportionality principle, it was clearly defined that 
the health data should be deleted after their use in the context of their original use purpose. Finally, 
it was concluded that the accountability principle could be relatively easily enforced via technical 
measures (e.g. the use of blockchain enhanced auditing mechanism developed as part of the 
KONFIDO toolkit).

From a legal perspective, the cross-border exchange of patient summaries must take into account 
the provisions of Regulation (EU) 2016/679 and of national data protection and health law. Sharing 
a patient summary between healthcare providers, whether or not established in different countries, 
can be legally mandatory in one country (like, e.g. in Denmark) but may be illegal without previous 
written consent of the patient in another country (e.g. in Italy). Moreover, the rules on who has 
access to a patient summary and under which conditions, are very divergent among Member States. 
National requirements regarding technical and organizational security measures to be implemented 
when exchanging health data are not harmonized. Finally, KONFIDO also looked at the specific 
legal issues related to the implementation of the European eHDSI initiative, such as the roles of 
data controllers and data processors, the duties of the actors involved and their liabilities.

Technical component developments

Trusted execution environment (TEE) component. The Trusted Execution Environment (TEE) com-
ponent was based on the new Intel’s CPU extension, namely Software Guard Extension (SGX), and 
it was adopted to handle sensitive information from clinical documents in terms of translating and 
transcoding HL7 Clinical Document Architecture (CDA)-based information in SGX aiming to 
protect them against privileged attackers (e.g. a malicious employee). Furthermore, SGX was used 
to validate the eHNCP software running in the TEE, ensuring that no malwares were added.

Security information and event management (SIEM) component. The KONFIDO Security Informa-
tion and Event Management (SIEM) extended already existing technical components in a federated 
monitoring system aiming to detect “suspicious” network traffic patterns in a timely fashion and 
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provide useful insights via advanced analytics. Furthermore, KONFIDO SIEM component used 
HE provided by HE component ensuring data privacy when identifying potential “risky” data com-
ponents exchanged.

Homomorphic encryption (HE) component. KONFIDO Homomorphic Encryption (HE) component 
was utilized as part of the SIEM functionality. More specifically, typical SIEM operators (e.g. join, 
count, sum) and analytics were adapted to be used in HE-protected realm. Via the use of these HE-
enhanced operators, KONFIDO SIEM enabled the protection against code injection attacks (i.e. 
from malicious code injected in sensitive CDA fields), while also leveraging HE to protect sensi-
tive content from unauthorized access, based on Cingulata20  crypto-compiler.

Photonic physical unclonable functions (p-PUF) component. Most encryption processes are heavily 
based on the use of “strong” keys, that is, long numbers, which are used to identify persons or 
various system actors. In the KONFIDO context, the photonic Physical Unclonable Functions 
(p-PUF) component was used in order to provide strong unbreakable keys used as input to the 
HE module.

eIDAS component. In the context of KONFIDO toolkit validation phase, the simulated eHDSI 
infrastructure has been extended to allow for the eIDAS Authentication of the citizens (note that 
healthcare practitioners are identified inside their home country, so although they are possibly 
using eIDAS compliant authentication means, the eIDAS Network per se is not involved in the 
authentication process).

Blockchain component. The KONFIDO project has designed and implemented a blockchain based 
permissioned logging system21 that is only accessible from the respective eHNCPs. Sensitive data 
in this system are encrypted in such a way that each country participating in an exchange of health 
data (either being the requester or the giver) could decrypt them autonomously from the other, 
while other countries cannot decrypt these data. Each exchange of eHealth data is logged at national 
level as a series of ATNA events,22 while those that correspond to critical actions (e.g. Patient 
Informed Consent, Retrieval of Patient Summary, Exchange of Patient Summary etc.) are stored 
inside the blockchain once encrypted.

Agent-based modeling. The developed agent-based “behavioral” simulation scheme focused on 
modeling software agents in the form of finite state machines (FSM), where FSM’s may be special-
ized in specific bilateral relations, for example, the FSM at the France Node that is specialized in 
data exchanges with the FSM at the Belgium Node. In addition, a token-based permit system has 
been introduced, aiming to support the control of flow of unilateral access requests, enabling both 
the “client” and the “server” nodes the possibility of running attack or anomaly detection methods, 
and control accesses accordingly. More specifically, both the client and the server nodes can con-
trol the flow and throttle or reduce requests classified as part of potential anomaly or attack patterns 
exploiting advanced queueing network techniques known as G-networks23 and deep learning.24 
The detailed results of our analysis have been published in recent papers.15,14

Lessons learned

Technical integration. One of the key technical activities of the KONFIDO project aimed to inte-
grate the developed technical solution with a federation of different “actors” at Regional, National 
and European level, with several threats to security and integrity of personal health data that might 
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arise. To this end, two key EU wide infrastructures were part of the KONFIDO integration process, 
that is, OpenNCP and eIDAS frameworks:

Integration with OpenNCP. As the KONFIDO pilot infrastructure was built on cloud, a key 
conclusion was that OpenNCP could be used as a valid eHNCP connector with national eHealth 
infrastructures to securely exchange patient data, that is, Patient Summaries, also via cloud infra-
structures. Apart from the fact that OpenNCP is currently actively developed and this inevitably 
leads to several technical challenges, another aspect which needs to be emphasized is that these 
technical challenges very often can be attributed to vague end-user and technical requirements 
(system specifications) provided by various actors.

Integration with eIDAS. Technically, the eHDSI main technical paradigm provisions a set of 
national nodes, managing all the inbound and outbound request of data, with a Circle of Trust 
based architecture where the list of all of these nodes is centrally managed and distributed to the 
different health authorities of the participating countries. In a typical data flow of operation, a 
patient in a visiting country contacts the eHDSI National node of country B (B Node) and, after a 
proper authentication phase, asks for health data of the patient. The B Node redirects these requests 
to the A Node, where A is the country of origin of the patient and where his eHealth data are stored.

This process masks all the complexities of retrieving the data from Country A national 
infrastructure, that are nonetheless present. The request could get lost, data could be provided 
in a non-timely manner, and as such Country B could not get them in an effective way to 
allow for proper treatment of patient. As such, Country B has a strong interest in being able 
to show that these data have been requested; in the same way, Country A wants to have a way 
to show that data have been effectively provided. In order to allow these two parties to reach 
an agreement, a shared data storage should be defined, with strong immutability features, and 
a permissioned blockchain for all of the European member states has been implemented. To 
this end, in the KONFIDO simulation testbed, the eHDSI system has been integrated into the 
eIDAS Network, with the role of Service Provider, allowing it to request qualified (i.e. legally 
binding) authentications for the patients. It should be noted that as the eIDAS Network pro-
vides its services only to public services, considering that the KONFIDO project is develop-
ing innovative services to be applied for the eHDSI system but it lacks a proper legal status, 
the actual integration happened over the so-called sample implementation of the eIDAS 
Node.25

Agent-based modeling. Summarizing the main lessons learned by the “Agent Based” modeling 
research line, it was clearly depicted that complex distributed systems have systemic interactions 
that are difficult to understand and predict in advance. In particular, it has also raised some interest-
ing questions about how security control is actually closely coupled with system performance. We 
have seen that security driven questions such as the accuracy of attack detectors, in terms of the 
probability of false alarm and the probability of correct detection, directly relate to the effective 
throughput that the system can achieve in terms of successfully processing requests for secure 
health data transfer. Another question that our work has raised is the need for attack traces of dif-
ferent types in order to test the robustness of the system, as well as to test our ability to detect and 
mitigate attacks and to evaluate the system’s robustness. Our work has also raised some new prob-
lems, such as the role of control schemes which are multi-lateral rather than just bilateral, since the 
effects of one node on another in such a system can affect third party nodes which are not directly 
involved in the bilateral exchange.
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Barriers. Moving beyond the technical part, throughout the whole KONFIDO project lifecycle, it 
became evident that the main barriers regarding the implementation of a secure and robust health 
data exchange framework are not technical, but organizational and can be summarized as 
following:

(a) the Member States are not all aligned with JASeHN agreement;26

(b) different consent mechanisms among Member States;

(c) lack of standard electronic health record-system among Member States;

(d) different implementation of EU regulations among Member States;

(e) different information workflows among National Infrastructure, Regional infrastructures 
and healthcare organizations;

(f) lack of harmonization of rules, processes and safeguards;

(g) eHNCP deployments in Member States are still in early stages;

(h) lack of the budget to address security aspects by healthcare organizations.

Discussion

In this paper we provided an overview of the KONFIDO project and its technical achievements, as 
it emphasized on the use of high-end technical paradigms and frameworks. Finally, we summarize 
and highlight the “lessons learned” during the project’s lifecycle, moving beyond technical issues. 
Hopefully, these lessons could be a beacon in terms of policy making or technical infrastructure 
development. Based on the interaction with the various stakeholders and the technical experience 
during the project’s pilot phase, KONFIDO team identified challenges across administrative, legal, 
technical and semantic interoperability issues, summarized as following:

Lesson 1: Infrastructure is not there yet

The development of eHNCPs in most of the EU countries is still in a rather immature stage. 
Technically, many of the infrastructure frameworks do not yet have robust implementations and 
they seem to constantly evolve. However, technical reasons would only partially explain the lack 
of the infrastructure, as based on the KONFIDO consortium interaction with various stakeholders, 
administrative and political reasons are also part of the explanation. Many of the stakeholders con-
cluded that “cross-border health data exchange is not yet a priority for national healthcare systems 
in every Member State”.

Lesson 2: Legislation and administrative issues could significantly impact technical 
developments

Legal and administrative issues were identified as a profound factor to affect technical develop-
ments. For example, it was highlighted that while building a centralized SIEM would be techni-
cally feasible and perhaps preferable, this technical decision would probably not be compliant with 
EU legislation. Furthermore, as the administrative handling of cross-border health data exchange 
is rather new for all EU member states, the assignment of responsibilities is not yet clear and this 
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might also lead to setbacks, for example, reallocating the responsibility of eHNCP deployment 
which could cause delays or even significant changes in technical developments.

Lesson 3: Central policy decisions make a difference and could intersect technical 
decisions

As an example, the eIDAS Regulation is the world’s largest and most complex federation of sov-
ereign digital identity systems, and it is still under deployment as different member states are pro-
gressively notifying their electronic identity means to the other, the first step for cross-border 
recognition. As a work in progress, this means that not all citizens in Europe are provided with an 
eIDAS Identity, nor that the access to the network for research purposes is simple to obtain.

Lesson 4: Usability should be a top priority

While KONFIDO components have no end-user interface as they mostly work on the “back-
ground” and therefore usability seems to be marginally in KONFIDO scope, it should be noted that 
usability was one of the key issues raised in each step, from user requirements engineering until the 
pilot validation workshops discussions. This repeated pattern of identifying usability as one of the 
top concerns, highlights its importance for relevant technical solutions.

Lesson 5: Semantic interoperability is an underestimated issue

Another issue highlighted was the difficulty regarding the semantic interoperability of the 
exchanged information. While epSOS framework provides a template to exchange patient sum-
mary information, the translation between various languages could be a significant issue as it could 
heavily impact clinical decisions and should not be considered a trivial process. Furthermore, 
interlinking with widely accepted knowledge structures (e.g. terminologies/thesauri/ontologies) 
could also significantly enhance the value of extended data. To this end, using Semantic Web tech-
nologies and the Linked Data paradigm could facilitate the data handling based on FAIR princi-
ples27 and provide a gateway to relevant data models, also enabling “intelligent” reasoning (adverse 
drug reactions could be a very important case as depicted in Natsiavas et al.28).

Lesson 6: Technical expertise lack

The lack of technical expertise regarding highly skilled IT security professionals was also identi-
fied as a barrier regarding the deployment and maintenance of technical solutions like KONFIDO.

Lesson 7: Integration of reference implementations frameworks or libraries is not 
always a straight forward task

The integration of OpenNCP reference implementation framework in the KONFIDO pilot setup 
was far from trivial. To this end, the OpenNCP framework architecture patterns could perhaps be 
revisited to facilitate its integration in other IT systems or its extension in order to fit in a wide 
range of setups.

Based on these “lessons learned”, the recommendations regarding the further adoption of 
KONFIDO technical solution or the development of other similar solutions can be summarized as 
following:
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Recommendation 1: Technical developments should adopt agile methodologies 
embracing potential changes

As legal, technical and administrative context regarding cross-border health data exchange is not 
yet stable, technical solutions developments should also adapt accordingly. As new technical para-
digms engaged in healthcare also produce data (e.g. IoT, machine-to-machine technologies etc.) 
they will probably alter the needs of the respective cross-border health data exchange processes. 
The use of agile methodologies during the development process might be a good way to embrace 
potential changes in the process of technical development and reduce risks.

Recommendation 2: Technical developments should be based on standards and 
widely accepted practices

Using technical standards (e.g. the ones produced by ISO) would typically facilitate compliance 
with legal artifacts too. Practically, in the KONFIDO project we focused on the use of standards 
during the requirements engineering phase, enabling us to identify gaps and define end user goals. 
Furthermore, adopting widely accepted best practices (e.g. using cloud infrastructure to host pilot 
eHNCPs and the micro-services architectural paradigm to implement the KONFIDO technical 
solution as a toolkit rather than as a monolithic software) enabled KONFIDO to overcome the 
issues of lacking infrastructures and also reducing dependencies on other software components.

Recommendation 3: Promoting mentality change and know-how is a crucial factor

As in the policy making process regarding cross-border health data exchange a number of diverse 
stakeholders is involved (e.g. IT technical staff, managers, healthcare professionals, legal experts 
etc.). the benefits of adopting sophisticated technical solutions might not be obvious to all. To this 
end, promoting mentality change and know-how toward a holistic information security approach 
would play a critical role in the design, development, deployment and practical adoption of 
KONFIDO-like solutions.

The fact that the main outcomes of this article, that is, the “lessons learned” and the respective 
“recommendations” are not based on quantified data, but they are based on qualitative hands-on 
experience gained as a whole during the project’s implementation, could be identified as a limita-
tion of the presented study, as they could be biased due to a number of factors.

However, we argue that the need for cross-border health data exchange and the potential impact 
of these “lessons learned” and the respective “recommendations” is further highlighted due to the 
recent COVID-19 pandemic. To this end, we consider that technical approaches like the one elabo-
rated on KONFIDO and the respective lessons learned should be seriously considered in the con-
text of the new healthcare service paradigms elaborated as part of the (inter)national response to 
COVID-19 pandemic and beyond.29
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