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Abstract—A robust cybersecurity workforce is critical for 

protection against a range of malicious attacks. However, it has 

been noted that there are many vacancies and a shortage of 

individuals entering the cybersecurity workforce. The 

workforce shortage has been partially attributed to the lack of 

diversity in the cybersecurity domain, with women, African 

Americans, and Hispanics remaining underrepresented in 

educational and professional settings. Using a qualitative 

approach, this work sought to investigate what led 

underrepresented minorities currently involved in 

cybersecurity to the industry, with the goal of determining 

methods to attract underrepresented minorities and diversify 

the workforce. A thematic analysis was conducted using data 

collected during interviews with 23 participants including 

underrepresented minority (URM) students, URM 

professionals, college instructors, and a high school 

administrator. The interview questions aimed to address (a) 

what attracted URMs to the field, (b) how they overcame 

educational and professional roadblocks, (c) How they built 

general knowledge skills and attitudes, and (d) how they 

maintained engagement. Findings revealed 17 themes that were 

related to the characteristics of the (a) learner, (b) the 

instruction, and (c) the environment. Based on these findings, 

recommendations are presented to illustrate how these themes 

can be implemented by instructors with the goal of increasing 

the participation and involvement of URMs and fostering 

diversity in the cybersecurity field.  

Keywords—training and education, underrepresented 

minority engagement in cybersecurity, diverse cybersecurity 

workforce, women and minorities in cybersecurity 

I. INTRODUCTION 

Within the last 15 years, worldwide internet usage has 

increased tenfold, leading to an increase in the risk of 

cybersecurity attacks, with cyber threats evolving and 

proliferating at unprecedented rates [1]. To protect 

information at all levels, a diverse workforce can be utilized 

to create robust, multi-faceted, and novel approaches. 

Diversity in the workforce has resulted in a stronger 

knowledge base, more profitable relations with foreign 

companies, and an easier transition to online marketplaces, 

and operations [2], and can be a key asset in achieving these 

goals. Specifically, the lack of diversity in cybersecurity 

undermines its utility and blindsides workplaces to divergent 

and creative strategies of cyber-attacks [3]. However, 

diversity is lacking within the cybersecurity industry with 

underrepresented minorities (URM) including females (14%; 

[4], African Americans (6%) and Hispanics (7%; 

International Consortium of Minority Cybersecurity 

Professionals)  [5]. 

One potential barrier contributing to gender and ethnic 

disparities in cybersecurity may be the recruitment and 

instructional approaches that are employed to attract 

individuals to the field.  For example, gamification is 

commonly used to create interest and engage learners in 

cybersecurity, yet both women and minorities have expressed 

discontent over leaderboards and virtual points within 

gamified competitions [6]. Although some types of 

gamification in cybersecurity, for instance, Capture the Flag 

(CTF) games that map to workforce competencies [7] have 

been shown to be an extremely effective learning tool across 

several domains, other aspects of gamification could dissuade 

URMs from these competitions.  In addition, research 

suggests that gamification may not be equally beneficial for 

each learner [8]. Education research posits that supportive 

and collaborative learning environments offer more benefits 

to minority students [9]. Also, engaging underrepresented 

populations during earlier learning stages is key to increasing 

diversity in the cybersecurity workforce [10]. Further 

research is needed to understand what hinders diversity in the 

cybersecurity workforce, and what led URMs who are in the 

field to get involved, persist, and succeed.  

A training needs analysis (TNA) was conducted to 

understand URMs' experiences related to Computer Science 

(CS) and cybersecurity, specifically to understand (a) what 

piqued their interest, and how they (b) overcame educational 

and professional roadblocks, (c) built general knowledge, The study was funded by the Office of Naval Research (ONR) under 

contract #N00014-21-1-2732.  Any opinions, findings, conclusions, or 

recommendations expressed in this manuscript are those of the author(s) 
and do not necessarily reflect the views of ONR.  
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skills, and attitudes (KSAs), and (d) maintained engagement. 

To achieve this, URM college students in the CS and 

cybersecurity track, URM professionals in the cybersecurity 

domain, and CS college instructors were interviewed or 

completed an online survey. A qualitative analysis of their 

responses was conducted that resulted in 17 themes identified 

to influence these four aspects of their cybersecurity 

experiences.  These themes were then mapped to instructional 

and engagement strategies that have been shown effective in 

the literature.  This mapping was used to derive 

recommendations for educational approaches to engage and 

educate URMs in cybersecurity more effectively.  The 

following manuscript describes the methods utilized, results 

of the analysis, explanations of and empirical support for the 

themes, and recommendations for implementing these 

approaches.   

II. METHODS 

A. Participants  

A total of 23 participants volunteered to participate in this 

study, including six URM professionals employed in the 

cybersecurity field, six URM college students majoring in CS 

or software engineering at a South-eastern Florida university, 

10 college instructors within the CS field (5 University, 5 

Naval academy), and one high school administrator.  All 

participants completed interviews, except for five college 

instructors who had limited availability and answered similar 

questions in an online survey format. 

B. Interview and Survey Questions 

The interview and survey questions gathered qualitative 
data regarding the cybersecurity experiences and opinions of 
each group, and were grounded in four aspects, including (a) 
piquing interest, (b) overcoming educational and professional 
roadblocks, (c) building general KSAs, and (d) maintaining 
learner engagement. The four aspects emerged as areas of 
interest during the early stages of the TNA from a systematic 
literature review and conversations with subject matter 
experts such as high school administrators and college 
instructors in cybersecurity education. Questions related to the 
first aspect of their experiences targeted what attracted URM 
students and professionals to the field of cybersecurity. 
Questions related to the second aspect of their experiences 
focused on challenges and barriers to success that URMs faced 
in cybersecurity education and professions. Questions related 
to the third aspect of their experiences aimed to identify KSAs 
needed to help build confidence and prepare students for the 
field. Questions related to the fourth aspect of their 
experiences focused on what supported students in continuing 
in the cybersecurity field or program and sustaining URM 
students. Table 1 and Table 2 present the questions that were 
asked of each participant group.  

C. Procedures 

Participants were recruited via email and word of mouth. 
Participants who expressed interest and wanted to participate 
were asked for their availability, scheduled for a video 
conference call via Zoom, and sent a digital calendar invite.  
Each interview lasted approximately one to two hours and 
followed a structured interview script. Interviews began with 
an introduction of the interviewer and the scribe, a review of 
the purpose of the interview, and the ground rules. The 
interviewees were then asked for consent to record the  

TABLE 1. QUESTIONS RE: OVERCOMING ROADBLOCKS AND 
BUILDING GENERAL SKILLS MAPPED TO PARTICIPANT GROUPS 

Questions 
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Overcoming Roadblocks 

Were there any classes that 

were especially challenging? 

     

What concepts did you find 
the most challenging?  

     

What advice would you give 

to incoming students from 
underrepresented 

communities?  

     

Were there any particular 

challenges faced as a URM in 
the program? 

     

Were there any challenges 

you faced entering the 
cybersecurity field as a URM 

or as a woman going into the 

industry?  

    

What advice would you give 
to upcoming professionals 

from marginalized 

communities? 

     

What would you suggest to 

support URM students facing 

challenges in the field?  

     

What are the most challenging 

CS course topics for students? 

     

Why do you think students 

find these topics more 
challenging than others? 

     

What challenges do you face 

while teaching your course? 

     

Are there any challenges that 

URM and/or women face in 

cybersecurity courses?  

      

What challenges, outside of 
experience and skill-related 

challenges have students 

faced in your course? 

      

What challenges have you 
faced keeping your students 

engaged? 

     

Build General KSAs     

What key skills helped you 
succeed in the industry?  

     

What skills do you believe 

upcoming students or 
professionals in the 

cybersecurity field need to be 

successful? 

      

What skills have helped you 
succeed in the program/field? 

      

Were there any classes that 

helped you the most in your 
college career? 

     

What skills are necessary for 

new students to have prior to 

starting your course? 

     

What level of 

experience/skills does your 

average student have with 

     

How can we help high school 
students be better prepared for 

college-level Computer 

Science courses? 

     
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interview. Interview recordings were checked after the 

interview to ensure that the scribe captured everything that 

was mentioned by the interviewees. Interviewees were made 

aware that they did not have to answer any questions they did 

not feel comfortable answering and that recordings would be 

deleted once all the information was extracted. Interviewees 

were then asked their respective interview questions by the 

interviewers while the scribes noted down participant 

responses. After all questions had been asked, participants 

were thanked for their time and welcomed to contact the 

research team with any further questions or comments. 

TABLE 2. QUESTIONS RE: MAINTAINING ENGAGEMENT AND 

PIQUING INTEREST MAPPED TO PARTICIPANT GROUPS 

Questions U
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Maintain Engagement     

What technology or activities is 

used to teach and engage 
students in the course? 

     

How engaged are students in 

your class and why? 

     

What classes, activities, or 
instructional activities were most 

effective at student engagement? 

       

What aspects of classes would 
you change to make them more 

engaging? 

     

What classes did you find the 
least engaging? 

     

What type of activities have 

students reported enjoying in 

your course? 

     

Which types of activities have 

students reported enjoying in 

your course? 

     

Pique Interest     

When were you introduced to 

the field of Computer 

Science/Cybersecurity? 

      

What led you to pursue a 

CS/Cybersecurity 

program/career? 

     

 

D. Survey Procedures 

Five college instructors were not able to participate in 

interviews and were instead administered an online survey 

with similar questions. The survey was created using 

Qualtrics, and a link was shared with the instructors, which 

redirected them to the survey. Participants were given two 

weeks to respond to the survey. All questions included in the 

survey were optional, and participants could skip any 

questions they did not wish to answer. The questions were 

similar to the interview questions asked of the university 

instructors but in a condensed format. Further, some 

questions were rated on Likert-type scales, whereas others 

were multiple-choice or free-response. For instance, one 

question to determine the type of engagement activities used 

by instructors to engage learners was a multiple-choice 

question that allowed the selection of multiple responses plus 

an open-response text field for additional information. The 

survey took approximately seven minutes to complete. Upon 

completing the survey, participants were thanked for their 

participation.  

This study met all the requirements for conducting 

research with human subjects and was approved by the 

Florida Institute of Technology Institution Review Board 

with approval number 21-043. 

E. Data Analysis 

Qualitative data from the interviews and surveys were 

analyzed using a thematic analysis approach [11]. First, 

responses were extracted into a spreadsheet that was divided 

into four tabs corresponding with questions regarding the four 

aspects of cybersecurity experiences: piquing interest, 

overcoming educational and professional roadblocks, 

building general KSAs, and maintaining engagement. Within 

each tab, questions were inserted into the first cell, and 

corresponding responses were inserted in the rows below. To 

prevent the omission of questions or comments, the questions 

and their corresponding responses were color-coded, 

matched, and reviewed by a senior researcher. 

Next, three researchers reviewed all questions and 

responses, and through an inductive approach, codes were 

identified as they emerged from the data. A data point was 

added to a cell below the identified code aligning it with the 

participant’s response. Codes were then re-examined to 

ensure applicability. To counteract duplication, redundancy, 

and overlap, the codes were re-examined by the three 

researchers, and those that were closely related were 

consolidated.  

Next, the total frequencies for each code were computed 

and analyzed to identify the most commonly occurring 

themes. Any codes that were associated with a single 

comment by one participant were not included as a theme. 

This led to 17 themes that were organized in descending order 

of their associated frequency counts.  

Next, three researchers reviewed the themes and 

associated responses during a meeting to ensure consensus 

about the presence and relevance of each theme for the 

aspects of cybersecurity experience. It should be noted that 

some responses were captured under more than one theme.  

The last step included a final review of themes and 

associated comments to develop accurate descriptions of the 

themes by ensuring that they aligned with the participant’s 

comments. For illustration purposes, exemplary comments 

for each theme were extracted from the interview transcripts. 

Empirical support for the themes from the literature then was 

identified.  Finally, recommendations for addressing these 

themes in future cybersecurity education and training were 

developed.   

III. RESULTS AND DISCUSSION 

A total of 17 themes emerged from the thematic analysis 

and are presented in Table 3 along with the number of 

participants whose responses were associated with that 

theme.  These themes fell into three higher-level categories 

as they were related to the characteristics of either (a) the 

learner, (b) the instruction, or (c) the environment. The reader 

should note that these results focused on the experiences of 

URMs who succeeded and excluded URMs who did not 

succeed and non-URMs such as white males. The following 

paragraphs describe each theme. 
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A. Characteristics of the Learner 

Six themes emerged as important characteristics of the 

learner that were related to the four aspects of cybersecurity 

experiences, including exposure to computer science (CS) 

and programming, perseverance, taking the initiative and 

seeking help, intrinsic motivation, communication, and self-

efficacy. These themes have also been found true for learners 

in other Science, Technology, Engineering, and Math 

(STEM) fields beyond cybersecurity and are expanded 

below. 

 
TABLE 3. THEMES AND FREQUENCIES OF ASSOCIATED 

RESPONSES 

Learner n Instruction n Environment n 

Exposure to 

CS and 
programming 

16 Challenge/Skill 

match 

11 Social Support 9 

Perseverance 13 Real-world 

Application 

8 Representation 9 

Taking 
Initiative and 

seeking help 

13 Project-based 
learning 

7 Stereotypes of 
Professionals 

7 

Intrinsic 
Motivation 

11 Experiential 
learning 

6 Mentorship 7 

Communicati

on 

8 Value-based 

implications 

5   

Self-efficacy 6 Problem-based 
Learning 

5   

  Gamification 5   

 

1. Exposure to CS and Programming 

Exposure to CS and programming, operationally defined 

as the introduction of CS concepts and programming 

languages in early education, such as middle and high school 

[12], was the most common theme as it was referenced in16 

responses (8 students, 5 instructors, 3 professionals) in 

relation to all four aspects of cybersecurity experiences. For 

example, one student commented, “I was exposed to coding 

my senior year of high school... I found my way to 

programming through Code Academy.” However, 

participants who were not exposed early on expressed how it 

was a challenge in their progress as one student explained, 

“With Computer Science, you don’t touch on that in high 

school. So, I was walking into the deep end when I first took 

CS courses.” This is in line with extant research, which has 

shown that females have less early involvement in 

computing, programming, and STEM materials compared to 

males [9], [13]–[15]. Yet, girls who are exposed to STEM in 

high school through summer camps, meetings, field trips, 

group projects, or their parents are more likely to pursue 

STEM fields in college and cybersecurity professions [15], 

[16].  
 

2. Perseverance 

Perseverance, operationally described as the willingness 

to persist when challenges arise and to recover from setbacks 

[17], was referenced in 13 responses (7 students, 5 

professionals, 1 instructor) related to overcoming roadblocks 

and building general KSAs. For instance, one student advised 

fellow cybersecurity trainees, “Don’t let failure discourage 

you. If you run into 100 failures, know that you didn’t fail, 

you just found 100 different ways of doing it wrong.” 

Additionally, one professional highlighted noteworthy skills 

needed for success in cybersecurity commenting, “Technical 

skills are important, but I think resilience was probably the 

biggest one.” Extant research has supported perseverance as 

a requirement to help URMs (African American, Hispanic, 

and Native Americans) persist in cybersecurity and STEM 

fields [18]. For instance, interventions to augment URM 

persistence in CS majors that tackle structural, cultural 

barriers [19], and other barriers have been proposed and 

implemented [18], [20].  

3. Taking Initiative and Seeking Help 

We operationally defined this theme as being proactive 

with the learning process, keeping up to date with the domain 

outside of learning requirements, and reaching out to others 

for help [21], [22].  Taking the initiative and seeking help was 

referenced in 13 responses (8 students, 5 professionals) 

related to overcoming roadblocks and building general 

KSAs.  One URM professional advised, “Take initiative, no 

one is going to hand it to you. You're going to go into many 

organizations, and they are going to expect you to know 

everything without any hand-holding.” This is consistent 

with education research that has supported learner 

proactiveness and shown that when students learn to take 

initiative, it increases their ability to overcome obstacles and 

yields persistence when goals become challenging [23], [24].  

4. Intrinsic Motivation 

Intrinsic motivation, described as the learner’s desire or 

enjoyment derived from their engagement in cybersecurity-

related tasks [25], was referenced in 11 responses (4 students, 

4 professionals, 3 instructors) related to overcoming 

roadblocks and building general KSAs. Having intrinsic 

motivation was cited as a valuable attribute for URMs to 

have, for instance, an instructor commented, “I think 

motivation is very important because if students pursue 

something that they are not interested in, they are not going 

to participate.” This is in line with education research that has 

supported the need for learners to have intrinsic motivation 

reporting that students who find satisfaction in a major are 

more likely to persist in the said major [21], and motivation 

can yield perseverance and performance in cybersecurity 

training [26].  

5. Communication 

Communication, defined as the ability to effectively 

convey information to different groups of people using verbal 

and non-verbal means [27], was referenced in eight responses 

(4 professionals, 4 students) related to overcoming 

roadblocks and building general skills.  A URM student 

expressed the value of communication skills commenting, 

“Be able to articulate what's happening, and when it needs to 

be done. Having the ability to articulate what the problem is 

and what you need specifically helps.” This is in line with 

extant research that has shown the need to develop 

communication skills because cyber professionals are 

required at times to present technical information to an 

audience that lacks a technical background [28], [29]. 

Moreover, effective communication skills were reported as 

one of the top skills that hiring executives do require from 

cybersecurity professionals [30], [31].  
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6. Self-efficacy 

Self-efficacy, defined as a student's perceived belief in 

their ability to perform specific tasks [32], was referenced in 

six responses (4 professionals, 1 student, 1 instructor) related 

to overcoming roadblocks and building general KSAs. For 

instance, a URM professional encouraged prospective 

cybersecurity students to develop self-efficacy commenting, 

“Do not be afraid to take a risk. When you tell yourself that 

you don’t know if you are good enough for this, you must put 

that aside; push that away and make the best out of whatever 

situation you are in.” Education research has supported the 

need for URMs in cybersecurity training to develop self-

efficacy, associating self-efficacy with persistence in the 

Science majors and better performance outcomes  for URMs 

[9], [33]. Moreover, other scholars have recommended 

collaborative learning, gamification, and guided practice as 

methods to build learner self-efficacy during cybersecurity 

instruction of diverse learners [34], [35].  

 

B. Characteristics of Instruction 

Seven themes emerged as characteristics of the 

instruction that influenced the four aspects of cybersecurity 

experiences including challenge/skill match, real-world 

application, project-based learning, experiential learning, 

value-based implications, problem-based learning, and 

gamification. The themes are described below. 

1. Challenge/Skill Match 

Challenge-skill match, described as optimizing the 

perceived difficulty of a challenge to the learner’s perceived 

skill and abilities [36], was referenced in 11 responses (7 

students, 3 professionals, 1 instructor) related to piquing 

interest, overcoming roadblocks, and maintaining learner 

engagement. The value of balancing challenges with learner’s 

skills was expressed by a URM student who commented, 

“The instructor starts you off with easy concepts. Once it gets 

harder, it gets more fun and challenging.” This is consistent 

with education research that supports optimizing the level of 

the challenge to the individual learner’s skills to improve 

learning outcomes including engagement and motivation 

[37], [38]. Other scholars echoed that the difficulty of the 

learning experience should provide an adequate challenge for 

the learners such that they are aroused for learning rather than 

causing frustration or boredom [39]. 

2. Real-world Application 

Real-world application, which is defined as an 

instructional technique in which cybersecurity materials are 

taught by illustrating to learners how learned information can 

be used in the domain and the real world [40], was referenced 

in eight responses (mentioned eight times: 6 students, 2 

instructors) related to overcoming roadblocks, building 

general KSAs, and maintaining learner engagement. For 

example, one student commented, “Abstract classes about 

virtual functions and interfaces just made things seem 

unnecessary. I was asking myself in what sense would I need 

to use these things for an application?” Similarly, one 

instructor explained why students found some concepts 

challenging by commenting, “Students have difficulty with 

encryption, but they benefit when the topic is related to daily 

lives.”  This is in agreement with extant research in learning 

that reported that students are more likely to build situational 

interest and become engaged when activities and assignments 

illustrate the applicability of their course materials to their 

real lives [40]–[43].  Further, learners tend to lose interest in 

STEM subjects when concepts are taught in an abstract 

manner without connections to real-world examples [44]. 

3. Project-based Learning 

Project-based learning, defined as an inquiry-based 

learning strategy that requires active learner engagement, 

collaborative interactions, knowledge sharing, and 

application of solutions to real-world problems [45], was 

referenced in seven responses (3 students, 4 instructors) 

related to maintaining learner engagement. For example, one 

student expressed the benefits of incorporating project-based 

coursework commenting, “Projects are important because, in 

software engineering or CS, no one builds a project by 

themselves, you are always working with different people.” 

This finding is supported by education research which echoes 

the benefits of project-based learning spanning from an 

enhanced interest in the course and better retention of learned 

material [46], perceived engagement [47], and knowledge 

and skill development in STEM education [48]. For URMs, 

project-based collaborative learning environments were 

preferred by females [15], [49] and increased motivation for 

African American learners in cybersecurity-related areas 

[50]. 

4. Experiential Learning 

Experiential learning, described as a pedagogical tool that 

uses activities that allow learner interactivity, active 

involvement, and critical thinking about the material being 

taught [51], was referenced in six responses (5 students, 1 

instructor) related to overcoming roadblocks, building 

general KSAs, and maintaining learner engagement. For 

instance, one student expanded on the benefits of experiential 

learning tools narrating, “In computer design for our lab, we 

had to build a device to program the game “Simon Says” onto 

the device. So, you could present this product to anybody, and 

they could start playing with it. This project was very 

engaging.” Extant research has supported experiential 

learning indicating that using hands-on instructional tools 

like robotics, labs, and simulations can lead to higher 

engagement levels, practical knowledge application, 

knowledge retention [52], and increased self-efficacy and 

cybersecurity knowledge among high school students [35]. 

STEM education research reported that using robotics can aid 

in students' learning of basic computational thinking and 

cybersecurity concepts, increasing engagement, enjoyment, 

and creating, and retaining learners’ interest in computing 

fields [53]–[57]. 

5. Value-based Implications 

Value-based implications, operationally defined as 

demonstrating how aspects of the learning content, 

cybersecurity domain, and the job can be applied to make 

positive impacts, for example, using cybersecurity to provide 

safety and help to others [58], [59], was referenced in five 

responses (5 professionals) related to piquing interest. The 

participants concurred that associating a social value with 

cybersecurity influenced their initial attraction and further 

pursuit of the domain. For instance, one URM professional 
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commented, “I got to learn the importance of cybersecurity 

and keeping people safe. I wanted to know that I was making 

a difference in the world rather than just getting a pay check.” 

In line with extant research, value-based implications, which 

were related to finding meaningfulness and purpose in a 

career, explained why women were more likely to be 

attracted to careers that involve helping people [59], [59]. 

Further, women were found to be more interested in careers 

whose social relevance was explicitly demonstrated [15], 

[52], [60], [61]. 

6. Problem-based Learning 

Problem-based learning, which is an instructional strategy 

that presents challenges to learners and requires them to 

think, create, and test possible solutions [62] was referenced 

in five responses (4 professionals, 1 student) related to 

piquing interest and building general skills. For instance, 

participants identified the significance of developing 

problem-solving skills to succeed in the cybersecurity 

industry, as quoted by one professional, “Learn how to solve 

problems: create your scientific method, some well-defined 

method that is good at solving problems.” In congruence with 

STEM education research, modelling problem solving can be 

effective at developing knowledge and skills for learners that 

are pursuing cybersecurity education [63]–[65]. Also, 

creative and collaborative problem-solving processes 

increased girls’ engagement in the cybersecurity instruction 

[66]. 

7. Gamification 

Gamification, defined as the use of game design and 

associated elements to transform non-game contexts [67], 

[68] was referenced in five responses, all of which were by 

instructors, related to maintaining learner engagement. For 

example, one college instructor highlighted the benefits of 

gamification in instruction by commenting, “Students like to 

make things realized in code, and things like games help. So, 

we try to do labs that have some component of games in 

them.” Learning research supports that gamification can lead 

to increased learner involvement in a task or learning material 

[69] and team performance [70]. Other benefits of 

gamification include higher participation and socialization of 

students in the course [37], [71], [72], and improved learners’ 

confidence and self-efficacy [34]. For URMs, aspects of 

gamification like personal leader boards and virtual points 

enhanced female perception of the field of computer science 

[6].  

C. Characteristics of the Environment 

Five themes emerged as characteristics that were external 

to the learners and the instruction and were related to the 

environment, including social support, representation, 

stereotypes of successful professionals, and mentorship. 

These themes are expanded in the following section. 

1. Social Support 

Social support, operationally described as the form of 

help learners can obtain from organizations, family members, 

peers, professionals, mentors, and instructors in the field of 

cybersecurity [73], was referenced in nine responses (5 

professionals, 3 students, 1 instructor) related to overcoming 

roadblocks and building general skills. Interviewees 

expressed that URMs are more likely to overcome challenges 

experienced during their training journey when they have a 

strong support structure. For instance, one student 

commented, “Once you find those people that support you 

and want to see you thrive, those are good people to have 

around. I wish that I knew of all these organizations that 

support people like me very early on.” This finding was 

consistent with extant research in STEM education that has 

reported that social support, like reassurance from peers, 

friends, mentors, and family was a noteworthy factor in 

URMs' initial pursuit of CS, persistence in related majors 

[12], [74], and developing the associated self-efficacy [75]. 

Further, women who received support from mentors coped 

better with the negative experiences and social pressures 

associated with STEM fields [76]. 

2. Representation 

Representation, operationally described as having URM 

individuals represented in the cybersecurity industry, faculty, 

and the student body [77], was referenced in four responses 

(5 students, 3 professionals, 1 instructor) related to 

overcoming roadblocks. For instance, one student 

commented, “...CS lost its only female professor. We were 

surrounded by men. There were 7 girls when I started, only 2 

graduated as the rest switched out. It gets hard when you don't 

have anyone to relate to.” In line with extant research, studies 

have reported that URMs find inspiration, motivation, and 

encouragement from success stories of role models who look 

like them [78], [79]. Also, the lack of representation was 

found to be a consistent factor that hinders women’s 

professional development in the sphere of CS [80], resulting 

in gender disparities.  

3. Stereotypes of Professionals 

Stereotypes of professionals, operationally defined as 

preconceptions regarding abilities and traits associated with 

individuals who pursue and are employed in cybersecurity 

domain [81], was referenced in seven responses (4 students, 

3 professionals) related to overcoming roadblocks. For 

instance, one professional expressed the negative impacts of 

such preconceptions on URMs pursuing cybersecurity 

commenting, “I ended up doubting myself more than my 

peers and had imposter syndrome. The worst was when I got 

hired at a big tech company, and I was told that I was a 

diversity hire.” This is consistent with research on challenges 

women experience during cybersecurity training which 

shows that there is still a misconception among females that 

cybersecurity is associated with the male gender [15], [60], 

[81] which deters women from attempting cybersecurity 

majors. 

4. Mentorship 

Mentorship, operationally described as the act of 

providing academic, industry, and professional guidance by 

an experienced professional or student [82], was referenced 

in seven responses (4 students, 3 professionals) as related to 

all four aspects of cybersecurity experiences. For example, 

one student highlighted the relevance of mentorship in 

creating their initial interest in cybersecurity commenting, 

“Two of my mentors had pursued CS for their undergrad, so 

it was kind of a path laid out for me: when I was choosing the 

place that I wanted to go into, they told me the pros and cons.” 

This is consistent with gender research examining ways to 
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retain more females in the cybersecurity field, which has 

shown that the presence of mentors provides wisdom and 

guidance, promotes belongingness, and helps women to 

persist and/or seek advancement in the cybersecurity field for 

the foreseeable future [15], [79], [83]. Further, students have 

been reported to value peer mentorship in cybersecurity 

education and career pursuit [81]. 
 

D. Recommendations for Practice 

This section provides 16 recommendations for practice to 

aid in promoting minority involvement in cybersecurity and 

CS, based on the findings from this study and the supporting 

literature. The reader should note that these were developed 

for and can be applied to URMs during high school and in 

early college years before URM students select a major. 

During these formative stages, once URMs are effectively 

introduced to the discipline, other strategies to prevent them 

from dropping out can be engaged. 

1) Expose URMs to CS and programming. Provide 

opportunities for early exposure of URMs to learn about 

cybersecurity and CS such that they are introduced to the 

functionality of computers, CS and cybersecurity concepts, 

and programming fundamentals in K-12 grades. Examples 

include cybersecurity camps, K-12 cyber-focused curriculum 

using Internet of Things (IoT) platforms like WIFI remote-

controlled cars, security cameras, doorbells, and digital 

assistant speakers.  

2) Promote persistence.  Develop persistence in 

learners by creating learning environments in which a 

dedicated mindset is nurtured, encouraging students to try, 

and try again when they fail. For example, utilize premortem 

exercises that require learners to articulate a plan to achieve 

their goals and examine potential failure points by imagining 

the plan has failed. Additionally, provide examples of 

relatable role models that failed and succeeded in the past to 

normalize failure.   

3) Provide social support. Create teacher-learner 

interaction opportunities to help learners gain confidence in 

seeking help.  For example, instructors could create 

designated times during the class for students to approach 

them and ask questions regarding academic challenges. 

Learners should also be encouraged to reach out to instructors 

when they encounter material that is too challenging.  

4) Optimize challenge/skill levels. Instructors should 

appropriately calibrate learning materials and assessments to 

the learners’ knowledge and skill level to ensure that the 

challenges are not perceived as frustrating or creating anxiety 

among students.  However, caution must be taken such that 

the challenges are stimulating enough to encourage learners 

to explore, and not too simple to create boredom. Scaffolding 

techniques can be utilized to initially provide high levels of 

support, then remove scaffolding gradually as the learner’s 

skill level increases. 

5) Stimulate intrinsic motivation.  Provide learner 

autonomy during activities by letting learners select the 

projects they are interested in and provide supportive 

feedback. Also, provide learners with an accurate depiction 

of the cybersecurity field and associated job functions to 

ensure realistic expectations are set.    

6) Deliver social support.  Normalize seeking help 

from peers, teachers, mentors, family, and significant others 

when training becomes challenging for learners.  Another 

practical way is to build "life-lines" in classroom activities 

like those used in some virtual reality television shows. This 

can help to build a pattern of behavior and practice in seeking 

help. Also, redirect learners to cybersecurity social groups 

and organizations in which they can find opportunities and 

learn and interact with like-minded individuals. 

7) Leverage URM representation. Utilize instructors, 

teaching assistants, and mentors from a variety of 

backgrounds, URM backgrounds. For example, create video 

stories in which successful URM professionals that do not fit 

the professional cybersecurity stereotype share their careers 

and experiences. 

8) Build communication skills. Train and develop 

communication skills by using activities that require students 

to collaborate with other students and provide them with 

opportunities to perform classroom presentations to articulate 

and convey their work to the rest of the class. Such activities 

also help provide opportunities for receiving feedback on 

areas of improvement. 

9) Train using real-world applications. Instructors 

should also create activities that illustrate and tie abstract 

concepts to real-world examples. For example, utilizing 

activities related to social media applications or current 

affairs can help illustrate how cybersecurity is relevant in 

everyday interactions. 

10) Incorporate projects in coursework.  Instructors can 

also assign class projects to learners that span multiple class 

periods or the entire semester so that learners receive 

progression feedback. Such projects should encourage 

learners to work in teams and encourage knowledge sharing, 

such as presenting to the class or brainstorming sessions. 

11) Structure formal mentorship sessions.  Older or 

more experienced students can mentor junior students in 

other class sections to encourage mentor-mentee 

relationships. Provide URM students with information about 

professionals in cybersecurity who look like them and 

organizations where such relationships can be built. 

12) Bolster self-efficacy.  Start students off with easy 

projects to debunk the misconceptions about cybersecurity 

being hard. For example, use training wheels and scaffolding, 

and as learners gradually get better, reduce the support to 

enhance independence. Also, provide constructive individual 

feedback that can help students manage any preconceptions 

about the field and change their mental model toward 

succeeding. 

13) Integrate experiential learning tools. Utilize tools 

such as simulations, robotics, and labs that promote students' 

interactivity in a practical format to refine learners’ 

understanding of concepts.  

14) Highlight the societal relevance of cybersecurity. 

Visualize the societal value of cybersecurity careers through 

instructional materials and activities to explicitly demonstrate 

how the learned information positively impacts the world. 

For example, by sharing stories regarding how cybersecurity 

skills have been integral in neutralizing attacks on sovereign 

states. Also, emphasize the ethical principles to illustrate to 

learners that cybersecurity skills must be used for social good.  

15) Integrate active problem-solving exercises.  

Instructors should design activities that foster learners’ 

autonomy in actively solving problems and exploring 

alternative solutions to cybersecurity challenges. For 
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example, provide learners with conditional scenarios or 

puzzles that require high-order thinking skills to solve.  

16) Leverage gaming elements in instructional tools.  

Incorporate gamification elements that are effective for 

URMs such as collaborative competitions and virtual points 

to increase URM learner engagement.  

E. Study Limitations 

The findings of the study and associated 

recommendations should be interpreted with caution as the 

study was bound by several limitations. First, we utilized a 

rather small sample, (N = 23) that was obtained through 

purposive sampling which can result in biased results. 

Second, the workforce representation cited in this study is 

limited to the United States of America and limits the 

population validity of the work, especially to other parts of 

the world. Third, note that the study focused on URMs who 

persevered and succeeded during a cybersecurity educational 

and career journey and thus excluded URMs who dropped out 

or failed, and non-URMs (such as white males). As such, the 

results may be skewed. 

 

IV. CONCLUSION AND FUTURE RESEARCH 

The purpose of this effort was to determine the 

requirements for cybersecurity instruction strategies that 

could aid in increasing diversity in a cybersecurity workforce 

and enhance the involvement of URMs in this field. Using 

structured interviews and surveys, this work collected 

responses from participants in the cybersecurity domain to 

determine aspects of cybersecurity experiences pertinent to 

URMs with regards to (a) what piqued their interest, (b) how 

they overcame educational and professional roadblocks, (c) 

what general KSAs were critical, and (d) what helped them 

maintain engagement. Through a thematic analysis, 17 

themes related to these aspects emerged that were related to 

the characteristics of the learner, the instruction, and the 

environment.  Recommendations for practice associated with 

these themes were then presented.  Future research should 

focus on implementing these recommendations in a 

structured format such that they can be empirically examined 

to determine their effectiveness in impacting URMs, with 

regards to igniting their interest in cybersecurity education or 

career, aiding them in overcoming educational and 

professional roadblocks, building their general skills, and 

maintaining their engagement.  
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