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ABSTRACT

e-Health solutions in low-income countries are fragmented, address institution-specific needs, and do
little to address the strategic need for inter-institutional exchange of health data. Although various e-
health interoperability frameworks exist, contextual factors often hinder their effective adoption in low-
income countries. This underlines the need to investigate such factors and to use findings to adapt
existing e-health interoperability models. Following a design science approach, this research involved
conducting an exploratory survey among 90 medical and Information Technology personnel from 67
health facilities in Uganda. Findings were used to derive requirements for e-health interoperability, and
to orchestrate elements of a service oriented framework for developing interoperable e-health systems in
a low-income country (SOFIEH). A service-oriented approach yields reusable, flexible, robust, and
interoperable services that support communication through well-defined interfaces. SOFIEH was
evaluated using structured walkthroughs, and findings indicate that it scored well regarding
applicability, usability, and understandability.

Keywords
E-health, E-health interoperability, service-oriented perspectives, low-income country.
INTRODUCTION

Digital technologies provide an unprecedented opportunity for implementing technological solutions
that can accelerate the achievement of development goals such as poverty alleviation, healthcare
improvement, and universal education. Digital technologies include block chain technologies, Internet of
Things, mobile technologies, cloud computing, web technologies, social media technologies, and
information and communication technologies (ICTs) (United Nations Conference on Trade and
Development, 2019). The adoption of such technologies to support healthcare service delivery is
commonly termed e-health (Eng, 2001; Mugo & Nzuki, 2014; Pagliari et al., 2005; Qureshi et al., 2013)
or digital health interventions (World Health Organization, 2018).
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E-Health solutions have strengthened health systems in various ways. Solutions exist that support patient
or clinical diagnosis, testing, monitoring and treatment; billing for healthcare services; management of
healthcare resources (Bock et al., 2005). Others facilitate pharmaceutical prescription record keeping
(Furusa & Coleman, 2018) and health information management in general (Adebesin et al., 2013;
Fichman et al., 2011). Also, e-health solutions can support storage, processing, and communication of
health information to decision makers enabling better coordination of healthcare at national, provincial,
and hospital levels (Kolodner et al., 2008). Furthermore, e-health solutions can help to improve care
delivery (Shekelle et al., 2006), medicine distribution thereby avoiding stock-outs (Car et al., 2017) and
patient monitoring (Car et al., 2017). They can also reduce medical errors (Kiberu et al., 2017) and
improve physician-patient relations (Lancaster et al., 2018).

The World Health Assembly recognizes e-health as a cost-effective and secure approach to healthcare
service delivery and has urged member states to devise sustainable e-health implementations
(International Telecommunication Union [ITU], 2008). In response, most high-income economies have
invested in acquiring robust and reliable e-health solutions. For example: Canada’s Health Infoway and
electronic health information systems (Protti, 2008); Denmark’s universal electronic health records
system (Cruickshank et al., 2012) and Germany’s electronic health card (Mugo & Nzuki, 2014). Low- or
middle-income countries (LMIC) have also embraced e-health in various ways. For example: the RAFT
telemedicine network for Francophone countries in Africa (Bediang et al., 2014); the Babyl Rwanda
solution (Babyl, 2019); and the District Health Information System (DHIS2) and mTrack (Uganda
Ministry of Health [MOH], 2011). However, despite these efforts the rate of e-health adoption in LMICs
is slow and they are under-utilized (Zayyad & Toycan, 2018). Challenges responsible for this have been
categorized into socio-cultural (Achampong, 2012; Kaplan, 2020; Omary et al., 2010), technical
(Parajuli et al., 2022; ITU, 2012), and governance issues (George et al., 2012) as shown in Table 1.

Table 1

Categories of Challenges Hindering Implementation of e-Health Solutions

Socio-cultural challenges Technical challenges (Parajuli et al., 2022; ITU,  Governance challenges (George et al.,
(Kaplan, 2020; Achampong, 2012) 2012)
2012; Omary et al., 2010)
Negative perceptions of e- Lack of privacy and security (Archer et al, Limited financial resources for e-
health lead to resistance (Cho 2021; Alunyu et al., 2021; Kiberu et al, 2019; health projects (Archer et al., 2021;
et al. 2021; Achampong, Mubhaise et al., 2019 and Okunade et al., 2019; Achampong, 2012).
2012) Mugo & Nzuki, 2014; Achampong, 2012;
Omary et al., 2009) Weak governance and leadership
Digital illiteracy (Ittefag and structures for e-health initiatives (Al-
Igbal, 2018; Achampong, Lack of, or minimal, interoperability between Shorbaji et al., 2018; King et al.,
2012) e-health systems (Al-Shorbaji et al., 2018; ITU, 2012)
2012).

Cultural values that hinder Difficulty in establishing clear
effective implementation and Poor internet connectivity (Archer et al., 2021; regulatory and legal policies to foster
adoption of e-health services Qureshi et al., 2013) coordination between government
(Alanezi, 2021; Omary et al., agencies and e-health initiatives

2010) Insufficient ICT equipment (Archer et al., (Mburu and Oboko, 2018; Mandirola
2021; Alunyu et al., 2021; Kiberu et al. 2019; et al., 2015; Achampong, 2012)

Qureshi et al., 2013; Achampong, 2012)

Note. Lack of interoperability is under technical issues, yet it is an effect/cause of challenges under the other two categories.
ICT = information and communication technologies.
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Although the challenge of deficient e-health interoperability is included in the technical category, it can
also be seen both as a symptom/effect and a cause of challenges under the socio-cultural and governance
categories. Interoperable e-health solutions support data sharing within and across agencies; this
eliminates unnecessary medical errors (Biltoft & Finneman, 2018; Kaushal et al., 2010) and reduces
healthcare costs through a shared infrastructure for service delivery (Iroju et al., 2013; Reed et al.,
2020). It provides patients with timely access to healthcare information and enables informed decisions
and personalized care (Adebesin et al., 2013; Li et al., 2022). Healthcare professionals also benefit as
these systems yield high-quality integrated information for evidence-based decision making (Malley et
al., 2010; Rinty et al., 2022). Interoperability can improve communication of healthcare information by
supporting continuity care (Halamka et al., 2005; Li et al., 2022). Consequently, interoperability leads to
easy access to patient data via a single point of care shared by several institutions and the realization of
better healthcare outcomes (Health Information Management System Society [HIMSS], 2023).

However, achieving interoperable e-health solutions poses a severe challenge in LMICs (Charalabidis et
al., 2009; Rinty et al., 2022) despite the urgent need for e-health information exchange between
institutions (Adebesin et al., 2013; ITU, 2012; Savage & Savage, 2020). e-Health solutions are usually
custom built to achieve specific outcomes identified by different implementing partners, use different
architectures and technologies, and give low priority to connecting, exchanging, and re-using health data
across institutions (ITU, 2012; Rockefeller Foundation, 2010). This makes it difficult to seamlessly
exchange and access patient healthcare data from different locations in the same city and even more
difficult across a country (Gambo et al., 2011). The challenges that hinder development of interoperable
and sustainable e-health solutions in LMICs can be categorized into technical, informational, and
organizational issues (HIMSS, 2023; Kyalo et al., 2018; Omary et al., 2010; Shrivastava et al., 2021;
Tambouris et al., 2007). This is explained in the next section.

The situation is worsened by the lack of appropriate frameworks for developing interoperable e-health
solutions especially in low-income economies (Adebesin et al., 2013). Existing frameworks developed
for the industrialized economies (Kuziemsky & Weber-Jahanke, 2009; National E-Health Transition
Authority [NEHTA], 2005; Sadeghi et al., 2011) cannot readily be adopted for use in low-income
countries because of the significant differences in design requirements related to infrastructure and
resource limitations. The ITPOSMO (Information, Technology, Processes, Objectives, Staffing,
Management, and Other factors) design-reality model explains that trying to introduce a system
designed in and for a developed economy to a developing/transitioning economy, leads to country-
context design-reality gaps which can lead to a total or partial failure of the system (Heeks, 2003).

High income economies have used various approaches to develop e-health interoperability frameworks.
For example, the mashup-based framework for multilevel healthcare interoperability (Sadeghi et al.,
2011) and the e-business-based framework for e-health interoperability (Kuziemsky & Jahnke, 2009).
Open distribution processing, used in Australia (NEHTA, 2005), supports the development of systems
which can be distributed across a computer network and can operate independent of the platform and
technology used (Raymond & Armstrong, 2013). This makes it a good choice given that these systems
often operate in complex, open, distributed, and heterogeneous computing environments (Fook et al.,
2006).

The open distribution processing in the e-health interoperability framework is realized using the Service
Oriented Architecture (SOA) model (NEHTA, 2005). SOA is a web-based approach which helps users
to exchange information and share knowledge during an internet-mediated transaction (Yu et al., 2011).
It uses a structural approach to create collaborative, agile, reusable, flexible, robust, and interoperable
services that support communication through well-defined interfaces (Zhang et al., 2007). Due to its
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adaptation to the World-Wide-Web, SOA has been used in complex and heterogeneous system
development projects ranging from e-government systems to environmental systems (Silveira & Guelfi,
2008; Serbanati et al., 2011). Considering that development of e-health systems also takes place in
complex and heteronomous settings, SOA can equally be used to achieve interoperability in those
systems (Fook et al., 2006). SOA also represents a valuable option for extending the life of mission-
critical legacy systems (Canfora et al., 2008). This makes it a good choice for low-income countries that
already have legacy e-health systems in place as these can easily be integrated through the use of SOA.

Thus, in order to achieve a SOA-oriented mechanism for delivering interoperable e-health solutions, this
research was motivated to first investigate issues that hinder e-health interoperability in a low-income
country, and then identify contextual issues that can be used to adapt existing e-health interoperability
frameworks with respect to the service-oriented paradigm. Accordingly, the design science approach
was adopted to provide explicit answers to three research questions: (A) What issues hinder development
of interoperable e-health solutions in Uganda (as an instance of low-income countries)? (B) What are
the possible solutions to hindrances of e-health interoperability? (C) To holistically realize the possible
solutions, what would constitute a Service Oriented Framework for guiding the development of
Interoperable E-Health systems in a low-income country (SOFIEH)? The next section discusses the
research method used, related work on e-health interoperability issues and e-health interoperability
frameworks, and the research gap. Thereafter, findings from an exploratory survey on the research gap
are presented. Furthermore, the design of SOFIEH as the desired solution is presented, its evaluation is
discussed, and a conclusion is provided.

RESEARCH METHOD, RELATED WORK AND GAP ANALYSIS

Design science is a problem-solving paradigm that supports the creation of relevant solutions in the form
of constructs, models, methods, and instantiations (Hevner et al., 2004). It involves designing innovative
artifacts and analyzing their use and performance to facilitate an understanding of, and improvement of
their behavioral aspects (Vaishnayi & Kuechler, 2010). Design science research yields knowledge in the
form of scientifically validated design principles, which can be perceived as explicit prescriptions for
how something can be done to achieve a given goal such as addressing a problem or realizing a desired
solution (Gregor et al., 2020). Thus, the design science research method guided the formulation of
SOFIEH, which is envisioned as an approach for supporting the development of interoperable e-health
systems in Uganda. Various ways of implementing design science research have been suggested (e.g.,
Peffers et al., 2007; Offermann et al., 2009) so as to advance the work of Hevner et al. (2004). The
suggestion made by Peffers et al. (2007) provides six steps: i) specify the research problem and provide
a motivation; ii) specify the purpose of the desired solution or artifact; iii) design and improve the
artifact; iv) demonstrate the use of the artifact; v) evaluate and monitor the artifact’s performance; and
vi) communicate the results obtained to a target audience. This six-step process was adopted in this
study, and the steps were executed in 3 phases as elaborated below.

Phase 1 involved specifying the problem and solution by executing steps (i) and (ii) above. This would
answer research questions A (What issues hinder development of interoperable e-health solutions in
Uganda?) and B (What are the possible solutions to hindrances of e-health interoperability?). This was
achieved using two techniques. First, literature was reviewed on e-health interoperability issues and
existing e-health interoperability frameworks or approaches, findings from which are presented in the
subsequent subsections. Second, an exploratory survey was conducted among health and computing
professionals to investigate hindrances impeding e-health interoperability in Uganda. Findings from the
literature and from the exploratory survey were synthesized and used to derive the requirements for e-
health interoperability in a low-income country, as presented in the next section.
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Phase 2 involved designing SOFIEH by executing steps (iii) and (iv) above. SOFIEH was designed by
adapting insights from the e-health interoperability framework for Australia (HIFA) and other service-
oriented approaches, so as to address the requirements for e-health interoperability that were obtained in
phase 1. Phase 2 addressed the design aspects of research question C (What should constitute
SOFIEH?). Details are presented in the results section of this paper.

Phase 3 involved evaluating SOFIEH by executing steps (v) and (vi) above. This was done by
conducting structured walkthroughs with a sample of potential end-users and experts — healthcare and
computing practitioners at health facility level and programme level. Feedback was processed to address
the validation aspects referred to in research question C. Evaluation findings are presented later in this

paper.
Existing Work on e-Health Interoperability Issues

Interoperability is a state when at least two heterogeneous entities can communicate to achieve a
common goal without the need for each entity to know detailed aspects of the other entities; each entity
maintains its autonomy and heterogeneity (Soares & Amaral, 2011). In healthcare the interoperability
ecosystem comprises entities such as individuals, processes and systems that need to create, share,
exchange, and access health information in discrete, narrative, and multimedia formats (HIMSS, 2023).
Thus, interoperability can be broadly perceived as the “ability of a system to exchange and make use of
information from another system ” (Granja et al., 2018, p. 6). This implies that e-health interoperability
is the ability of different digital solutions to access, exchange, integrate, and use data in a synchronized
way (within and across institutional boundaries) to provide timely and seamless information for
optimizing the health of individuals and populations globally (HIMSS, 2023). Challenges hindering the
achievement of interoperability across information systems or e-health solutions are reported by several
studies (e.g., Adebesin et al., 2013; Dawes, 1996; HIMSS, 2023; Irojue et al., 2013; ITU, 2012; Lau &
Shakib, 2005; Landsbergen & Wolken, 2001; Novakouski & Lewis, 2012; Ryan, 2006; Sanderson et al.,
2015; Sroetmann et al., 2012; Tambouris et al., 2007; Guo et al., 2011). Some of these studies (e.g.,
Dawes, 1996; Novakouski & Lewis, 2012; Sandersen et al., 2015) suggest a specific way of categorizing
interoperability challenges. The categorization by Tambouris et al. (2007) is adopted herein because it
helps one to create linkages between challenges hindering e-health implementation in general (see Table
1), and challenges hindering e-health interoperability in particular. Thus, Table 2 provides a synthesis of
views on issues hindering development of interoperable e-health solutions.
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Table 2

Developing Interoperable e-Health Systems in a Low-Income Country

Taxonomy of Challenges Hindering Development of Interoperable e-Health Systems

Specific category adopted from
Tambouris et al. (2007)

Specific instances of challenges under each category (as reported in literature)

Technical aspects include issues
associated with connecting
computer systems and services for
different organizations to support
cooperation and data sharing
(Kyalo et al., 2018; Laskaridis et
al., 2007).

Organizational aspects include
issues associated with budgeting,
financing, coordination of
institutional stakeholders to secure
their support and ensure full
compliance to laws, regulations,
and standards (Shrivastava et al.,
2021; Soares and Amaral, 2011);
and means for promoting
cooperation between institutions
to realize mutual goals (Whiteman
and Panetto, 2006).

Informational aspects include
issues associated with how
separate systems are able to
understand the format, the
meaning and the quality of the
information being exchanged
(HIMSS, 2023).

Use of restricted or closed technology standard interface; and incompatible hardware
and software technologies (Rinty et al., 2022; Pharr et al., 2022; Landsbergen and
Wolken, 2001).

Privacy and security challenges — lack of standards for: data integration, open
interfaces, data exchange, security, interconnection services (Pharr et al., 2022; Safi
et al., 2018; Granja et al., 2018; Omary et al., 2009).

Use of legacy healthcare systems (Pharr et al., 2022; Irojue et al., 2013).

Resistance to change from disparate e-health systems to interoperable e-health
systems (Kujala et al., 2020; Furusa and Coleman (2018); Safi et al., 2018; Global
Digital Health Partnership [GDHP], 2020; Rosati & Lamar, 2005).

Infrastructure challenges such as poor internet connectivity and insufficient ICT
equipment (Ndlovu et al., 2021; Safi et al., 2018; GDHP, 2020; Qureshi et al.,
2013).

Lack of trained staff to operate interoperable e-health systems (Pharr et al., 2022;
Ndlovu et al., 2021; WHO and 1TU, 2012).

Differences in organizational cultures, behaviors, and business processes (Reisman,
2017; Adebesin et al., 2013).

Lack of awareness of opportunities to share health information (Landsbergen &
Wolken, 2001).

Data exchange/sharing and re-use across actors and ICT solutions in healthcare has
not been prioritized, thereby fueling the proliferation of fragmented and
incompatible e-health systems (Adebesin et al., 2013).

Use of incompatible clinical ontologies/vocabularies (Heacock et al., 2022; Bock et
al., 2005).

Lack of unified healthcare standards (Safi et al., 2018; GDHP, 2020; Lau and
Shakib, 2005).

Inconsistent data structures and lack of standardized mechanisms that can facilitate
data sharing (Alunyu et al., 2021; Landsbergen & Wolken, 2001).

Note. Interoperability issues in the organizational or managerial category are more than issues in the other categories. This
implies the need to strengthen the development process of e-health systems.

Existing e-Health Interoperability Frameworks

Existing efforts towards implementing interoperable e-health solutions mainly include studies in four
categories: A) Best practices or success factors for e-health interoperability (e.g., Bauer et al., 2020;

Bestek & Stanimirovic, 2017; Hollin et al., 2010); B) Standards for e-health interoperability (e.g., Thun
& Dewenter, 2018; Atalag, 2013; Hammond, 2008); C) e-Health interoperability frameworks (e.g.
Sadeghi et al., 2011; Kuziemsky & Weber-Jahanke, 2009; NEHTA, 2005); and D) SOA-driven models
for achieving interoperability in healthcare (Gazzarata et al., 2017; Hosseini et al., 2014; Raghupathi &
Kesh, 2007; Fook et al., 2006). Since this study focuses on providing an approach or procedure for
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guiding implementation of interoperable e-health systems, the following discussion highlights strengths
and limitations of candidate frameworks in only categories C and D that could usefully inform the
design of SOFIEH.

e-Health interoperability framework for Australia (HIFA) provides a common reference point that
guides business and IT experts to deliver interoperable e-health systems (NEHTA, 2005). It promotes
shared understanding among stakeholders on interoperability and sustainability of e-health solutions
(Milosevic, 2006). It describes three levels of interoperability and components that constitute them —
organizational, informational, and technical levels; and a set of e-health interoperability principles
(NEHTA, 2005). However, for this framework to directly and contextually address interoperability
challenges in a low-income country like Uganda, there is need to adapt it to address contextual factors
such as different healthcare workflows, different levels of maturity and use of e-health systems, different
levels of technology infrastructure development, and different levels of skilled personnel.

Mashup-based framework for multi-level healthcare interoperability focuses on enhancing
interoperability and the integration of healthcare services and applications at the process level through
online applications and aided by mashups (Sadeghi et al., 2011). Mashups can reconcile multiple data
sources or applications (Daniel & Matera, 2014) and facilitate openness, data reuse, and interoperability
(Anderson, 2007). This mashup-based framework comprises four components: a) one that enables
healthcare actors to openly communicate, cooperate, and customize their information management
channels or solutions; b) another that disseminates information to enable collaboration among healthcare
actors in order to achieve interoperability; c) an integration component which is a graphical user
interface that enables users to meet their specific needs; and d) a component that considers all possible
data sources that could be used across healthcare processes (Sadeghi et al., 2011). However, the
interoperability requirements used to develop the mashup framework were based on a single case study
and it does not holistically address contextual factors that shape the e-health interoperability gap in low-
income countries.

e-Business-based framework for e-health interoperability by Kuziemsky & Weber-Jahnke (2009)
enables e-health integration and interoperability by specifying 3 components: a) the healthcare
integrated system, which focuses on achieving interoperability across the micro-, meso-, and macro-
levels of healthcare; b) an interoperability infrastructure component, which defines the infrastructure
needed to accomplish e-health interoperability; and c) the tools and applications component, which
aligns interoperability concerns with the tools and applications developed in e-business and e-health.
This framework is based on concepts found in e-business models (e.g., the Supply Chain Operations
Reference model) and their evident success stems from the way they facilitate a thorough understanding
of process levels prior to the development of ICT solutions for supporting the processes (Kuziemsky &
Weber-Jahnke, 2009). However, the complexity of a business enterprise can hardly be compared to that
of the national-level healthcare enterprise or setting (Avison & Young, 2007). Therefore, adopting an e-
business-based approach without customizing it to accommodate contextual issues in healthcare may not
yield the same results as achieved in e-business.

Existing SOA-based Solutions to e-Health Interoperability

e-Health systems vary across institutions and are typically accessed at various locations, each of which
has their own systems that need to link into a shared system (Costa et al., 2011). Hence, to effectively
connect the different localized systems, it is necessary to integrate data from more than one source and
to maintain the integrity of data used by each of those systems (Manpaa et al., 2009; Pirnejad et al.
2008). SOA is a good choice for interoperability in healthcare considering that e-health systems are
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implemented in a complex, distributed, and heterogeneous computing environment (Fook et al., 2006).
This is because SOA is based on network-accessible and platform-neutral software services (web
services), which can encapsulate the functionality and data of existing systems and make them
accessible through the internet/web (Sheng et al., 2014). Boyd et al. (2009) further argue that SOA-
based systems can easily be integrated and aligned with new and existing systems with minimal impact
on service consumers and at a highly reduced economic cost. This can ensure good system collaboration
and integration (Raghupathi & Kesh, 2007).

According to Bridges (2007), SOA is suitable for healthcare contexts because it provides a valuable
option for reuse of mission-critical legacy systems, which were financed by previous investments. The
design and implementation of interoperable health information systems based on SOA has been reported
in many studies. Examples all based on SOA include supporting clinical data sharing (Gazzarata et al.,
2017), achieving interoperability between immunization information systems in Iran (Hosseini et al.,
2014), a healthcare information system (Guo et al., 2011); the design and implementation of
interoperable medical information systems (Zhang et al., 2007); and the design of interoperable
electronic health records (Raghupathi & Kesh, 2007). However, the existing solutions do not address
contextual issues affecting e-health interoperability in low-income countries, thus making it difficult to
implement them without contextualization. Therefore, to contextualize existing SOA-based e-health
interoperability solutions there was need to gain a comprehensive understanding of e-health
interoperability issues in a low-income country setting.

Research Gap

Existing e-health interoperability frameworks do not holistically and contextually address e-health
interoperability issues in a low-income country and cannot readily be adopted for use without adapting
them to the local context. Also, existing SOA-based solutions cannot be simply implemented in a low-
income country without contextualization. To achieve this there was need to conduct an exploratory
survey to investigate the extent of e-health interoperability issues in a low-income country like Uganda.
Those findings were used to extend and blend existing approaches into the desired solution.

EXPLORATORY SURVEY ON E-HEALTH INTEROPERABILITY ISSUES IN UGANDA

An exploratory survey was conducted among medical/healthcare and computing practitioners involved
in managing e-health initiatives at the health facility level in Uganda to gain a deeper understanding of
issues that hinder e-health interoperability in Uganda. Table 3 highlights the design of the survey and
Table 4 summarizes the findings and the consequent requirements for e-health interoperability.

Table 3

Summary of the Design of the Exploratory Survey

No Parameter Details of How Each Parameter was Addressed in the Survey

1. Aim of the survey To investigate issues hindering the realization of e-health interoperability in Uganda (as an
instance of low-income countries) to derive contextual factors that can be used to adapt
existing service-oriented e-health interoperability frameworks.

2. Target population Personnel involved in the use of e-health initiatives at health facilities and personnel involved
in implementing e-health solutions in Uganda.
3. Sample size and e 67 health facilities that use e-health systems were selected from the central region of
response rate Uganda in the districts of Kampala and Wakiso.

¢ Two respondents were selected from each health facility, one medical or healthcare
practitioner and the other a computing practitioner. 134 respondents were approached.

o Of the 134 questionnaires distributed only 90 questionnaires were returned (47 were
medical practitioners and 43 were computing practitioners) — response rate of 67.1%.
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No Parameter Details of How Each Parameter was Addressed in the Survey

4. Sampling method Purposive sampling was used to select:
o Health facilities that had previously used or were using e-health solutions.
e Two medical and computing practitioners from each selected health facility.
5. Data collection A self-administered questionnaire was used, with the following topics of inquiry:
instrument e Topic 1: Ability of e-health systems to successfully exchange information within the
same institution or with external institutions.
e Topic 2: Issues hindering realization of interoperable e-health systems.
e Topic 3: Possible solutions to address issues hindering interoperability of e-health

systems.
6. Analysis of Analysis involved deriving:
collected data e Themes from views elicited from respondents about the survey topics, using content
analysis.

e Descriptive statistics (frequencies and percentages) on aspects collected about the topics

Note. Findings from topic 1 confirmed the relevance of this research, while findings from topics 2 and 3 informed the design
of the required solution.

Under topic 1, findings indicate that none of the 67 healthcare units that participated in the survey had
achieved full interoperability of e-health solutions. There are several e-health solutions operating in
those facilities, but they operate in silos and information sharing within and across facilities is not
possible. Under topic 2, questions were semi-structured to allow validation of views in the context of
Uganda relating to challenges reported in literature (see Table 2). Participant responses to prompts on
aspects associated with topic 2 were captured using a Likert scale of 1 to 5, where 1 indicated that an
issue is very unlikely to hinder e-health interoperability and 5 indicated that an issue is most likely to
hinder e-health interoperability.

The mean score of each aspect on topic 2 is indicated in column 2 of Table 4. Findings from the
exploratory survey on topics 2 and 3 are summarized in Table 4. To enable traceability and cross-
referencing during subsequent discussions, issues reported by computing practitioners are coded T1 to
T6, whereas issues from medical or healthcare practitioners are coded M1 to M6. Column 3 of Table 4
classifies each issue with respect to the taxonomy by Tambouris et al. (2007) that is adopted herein (see
preceding section) to provide a holistic understanding of e-health challenges and possible interventions.
Column 4 presents requirements for addressing specific issues which are coded as TR1 to TR6 and MR1
to MR6. Issues and requirements in Table 4 are discussed further in the subsequent subsections on
technical, informational, and organizational issues.

Table 4

Findings on Issues Hindering Interoperability of e-Health Systems, and Requirements to Address Them

Code  Issues from computing practitioners Classification Derived requirements to address issues and their
(T1-T6) and medical practitioners (M1-  based on corresponding codes (TR1 to TR5 and MR1 to
M6) who participated in the survey. Tambourisetal. MR5).

(2007)

T1 Health facilities have old/legacy e-health Informational TR1. Provide guidelines for selecting and adopting
systems with different data types and appropriate middleware platforms that can translate
structures (mean score = 4.72). and interpret inputs and outputs from different

systems that need to interact with each other.

T2 e-Health systems used by health Technical TR2. Provide guidelines for strengthening security
facilities lack adequate measures to capabilities of e-health systems to address privacy
safeguard security, privacy, and and confidentiality concerns of patients’ electronic
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Code  Issues from computing practitioners Classification Derived requirements to address issues and their
(T1-T6) and medical practitioners (M1-  based on corresponding codes (TR1 to TR5 and MR1 to
M#6) who participated in the survey. Tambourisetal. MR5).

(2007)
confidentiality of patients’ medical medical records.
records (mean score = 4.83).

T3 There are incompatible clinical Informational TR3. Provide guidelines for unifying and
terminologies/ vocabularies used by standardizing interoperable interfaces that can help in
different health facilities (mean score = unifying the different data types and formats used by
4.76). the different health facilities.

T4 Lack of unified healthcare standards for  informational TRA4. Provide guidelines for developing universal and
the different health facilities (mean open e-health standards across e-health systems.
score = 4.71).

T5 Some existing e-health systems are Technical TR5. Provide guidelines for developing simple,
complex to use (mean score = 3.95). robust, and scalable e-health systems to minimize

complexity.

T6 Some existing e-health systems use Technical TR4 addresses this.

restricted or closed technology standard
interfaces (mean score = 3.62).

M1 Lack of top management support and Organizational MRL1. Provide guidelines for creating awareness
willingness to share information (mean among top management to secure their commitment
score = 4.67) to information sharing.

M2 Lack of a coherent e-health strategy at Organizational MR2. Provide guidelines for developing a coherent
both national and institutional level to e-health strategy to guide coordination of e-health
guide the coordination of e-health efforts at national and institutional levels.
initiatives (mean score = 4.27).

M3 Lack of adequate funds to acquire Organizational MR3. Provide guidelines for developing a value
physical infrastructure that enables proposition for establishing shared physical
secure exchange of healthcare infrastructure to facilitate information sharing.

information (mean score = 4.73).

M4 There are no policies and guidelines for ~ Organizational MR4. Provide guidelines for developing policies and

sharing information among different principles on information sharing across health
health facilities (mean score = 3.98). facilities.

M5 There is resistance to change from Organizational MR5. Provide guidelines for the contextualized
existing, traditional, disparate systems to adoption of change management approaches in the
interoperable e-health systems (mean development of interoperable e-health systems.
score = 3.72).

M6 Lack of trained staff to operate Organizational MR6. Provide guidelines for training technical staff
interoperable e-health systems (mean on how to implement, operate, and maintain and
score = 4.76). interoperable e-health systems.

Note. The challenges and requirements are coded to allow traceability regarding which of the elements of the solution address
which of the requirements and solve which challenges/issues.

Technical Level Issues and Requirements — Issues T2, TS5 and T6

e-Health systems at facilities lack adequate measures for safeguarding the security, privacy, and
confidentiality of patient’s medical data (T2): This poses a big threat to the goal of attaining e-health
interoperability because it undermines public trust relating to electronic storage and exchange of health
information (Bincoletto, 2020; Lenz et al., 2005; Pharr et al., 2022; Rosati & Lamar, 2013). Security and
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privacy concerns should be considered during the design stage to ensure that interoperability is achieved
in a secure way to avoid data breaches or violation of privacy policies (Aderonke et al., 2013;
Bincoletto, 2020). This builds trust and confidence in e-health systems among stakeholders. Thus, TR2
highlights the need for research on mechanisms for strengthening security capabilities of e-health
systems (at their design and implementation stages) to adequately address privacy, confidentiality, and
other security for patients’ electronic medical records.

Complexity of healthcare systems (T5): Respondents reported that e-health systems are often complex
because healthcare services are offered by many actors, ranging from general to specialized doctors and
allied health practitioners. Hence, several large data sets are generated for patient administration,
organizational information, clinical data, and laboratory services data (Ryan, 2006). These data sets
often have different formats, which leads to conflict, ambiguity, and confusion when information is
exchanged among healthcare professionals or institutions (Lenz et al., 2005; Wager et al., 2009). Thus,
TRS5 indicates the need for research on how to develop simple, robust, and scalable e-health systems.
Simplicity improves comprehension and the usability of the system and helps to reduce conflict,
ambiguity, and confusion when information is exchanged between healthcare units (Aderonke et al.,
2013). Scalability enables easier accommodation of changing needs and corresponding system
adjustments (Aderonke et al., 2013). Addressing these aspects, therefore, promotes e-health
interoperability, and prioritizing scalability and simplicity of e-health solutions will help to overcome
the complexity issue (Iroju et al., 2013).

Use of restricted or closed technology standard interfaces (T6): Respondents revealed that some
existing e-health systems use closed (proprietary) technology interfaces. This implies the need for
research on how to foster the implementation or adoption of e-health solutions that use open standards.
Without open interfaces it is difficult to specify and implement clear rules for communication between
health information systems (Skrocki, 2013). Requirement TR4 in the next subsection addresses this
issue.

Informational Level Issues and Requirements — Issues T1, T3 and T4

Health facilities still use legacy/old e-health systems (T1): Legacy systems are those that were
implemented before the introduction of common national standards (Iroju et al., 2013). They were
developed for a particular task without considering the need to exchange information with other
systems, which implies that they have varying data formats and incompatible platforms that cannot
communicate easily with new e-health systems (Adebesin et al., 2013). However, middleware translates
and interprets the inputs and outputs of different systems so that they can interact with each other (ljoru
et al., 2013; Raghupathi & Kesh, 2007). The translation and interpretation roles performed by
middleware support the complex operations required to meet the high-level requirements of different
applications (Bhuyan et al., 2014). Thus, TR1 indicates the need for research on mechanisms that can
support the evaluation and selection of middleware platforms so that they can be adopted to facilitate the
interaction of disparate/distributed applications in a secure and reliable manner.

Health facilities use incompatible clinical terminologies/vocabularies (T3): In this context,
vocabularies describe words and related concepts which are related to data capture and storage, and
information exchange and retrieval (Iroju et al., 2013). Hence, different systems vocabularies affect the
ability of e-health systems to work together since the interacting systems may incorporate several
disparate assumptions and uses, and possibly different terms that refer to the same concept (Bock et al.,
2005). This leads to conflict, ambiguity, and confusion whenever there is an attempt to share
information among healthcare professionals (Bock et al., 2005). In addition, different systems can only
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share patients’ information if there are standardized interfaces (Raghupathi & Kesh, 2007).
Standardizing interfaces helps to unify the different data types and formats that are used by various e-
health systems (Zakaria et al., 2013). This is necessary because separate databases differ in data type,
data terminologies and form design and run on different platforms and as such require some level of
interface unification in order to support interoperability (Aderonke et al., 2013). TR3 indicates the need
for research on mechanisms for standardizing and developing common interfaces that can help to unify
data types and formats used by various e-health systems.

Lack of a unified healthcare standard for different health facilities (T4): According to Iroju et al.
(2013), standards are agreed-upon specifications that enable independently manufactured products to
interoperate. However, various low-income countries lack unified and authoritative healthcare standards
(Gambo et al., 2011). Different facilities conform to different healthcare standards, a practice that can
breed confusion, misunderstanding and medical errors whenever different systems attempt to exchange
information with each other (Lau & Shakib, 2005). Chen (2012) suggests the use of open standards
when developing e-health systems so that it is easy for e-health systems to operate seamlessly with each
other. Open standards help to connect heterogeneous e-health systems regardless of the technologies and
programming language used (Papazoglou & Georgakopoulos, 2003). Thus, to address issues T4 and T6,
TRA4 highlights the need for research on mechanisms that promote the use of universal and open e-health
standards across e-health systems. Since specifications and documentation of open standards are
available for public use, interoperability among disparate e-health systems is promoted and challenges
like vendor lock-in are minimized (Adebesin et al., 2013; Wager et al., 2009).

Organizational Level Issues and Requirements — Issues M1 to M6

Lack of top management support and willingness to share information (M1): The absence of strong
leadership and governance structures that foster information sharing makes it difficult to coordinate e-
health initiatives and to ensure that they are aligned with national health priorities (WHO & ITU, 2012).
Pardo and Burke (2009) note that without good leadership and governance from top management it
becomes difficult to provide decision-making rules and procedures that direct and shape interoperability
initiatives. Thus, MR1 indicates the need for research into ways of creating awareness among top
management to secure their commitment to sharing healthcare information.

Lack of a coherent e-health strategy at both national and organizational level (M2): An e-health
strategy encourages stakeholders to invest in e-health initiatives that promote national coordination and
interoperability (WHO & ITU, 2012). An e-health strategy helps to identify interoperability goals and
provides a plan of action for achieving them so that well-connected and sustainable e-health systems are
developed (Adebesin et al., 2013). Thus, MR2 highlights the need for low-income countries to develop
coherent e-health strategies that prioritize and synchronize the national, sub-national and organizational
needs.

Lack of adequate funds to acquire physical infrastructure for secure exchange of healthcare
information (M3): Implementing interoperable e-health systems requires adequate funding from central
government (Mwakilama et al., 2014). Physical infrastructure forms the foundation for the exchange of
health information across geographical and health-sector boundaries (Adebesin et al., 2013; WHO &
ITU, 2012) and consequently the absence of reliable infrastructure limits the ability to initiate and
support e-health interoperability. Thus, MR3 indicates the need for research into ways of securing
funding to establish physical infrastructure to enable information sharing.

Lack of policies and guidelines for sharing information e-health solutions (M4): Policies and
guidelines for information sharing build trust and confidence among healthcare providers, which
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encourages them to obtain e-health systems that are compatible with those of other healthcare providers
(WHO & ITU, 2012). e-Health interoperability policies should address the need to build e-health
systems using open standards and prioritize privacy so as to ensure that system accessibility and
information transfer occur within a specific security framework (NEHTA, 2005). Interoperability
policies should also be regularly updated to ensure that they remain aligned with interoperability
objectives, and a mechanism should be put in place to ensure compliance by institutions (WHO & ITU,
2012). Accordingly, MR4 indicates the need for research on how to develop policies or guidelines that
support information sharing across public and private health institutions.

Resistance to change (M5): Respondents also reported that e-health interoperability in healthcare units
of Uganda is often negatively affected by stakeholders’ resistance to changing from using disparate e-
health systems to interoperable e-health systems. This is normally because some of these initiatives are
introduced too rapidly, without comprehensive involvement of key stakeholders such as the end users.
This affects acceptance of interoperable e-health systems because healthcare providers prefer to use
disparate and stand-alone e-health systems instead of interoperable e-health systems if they do not see
the relevance of the latter (Rosati & Lamar, 2005). Thus, MR5 highlights the need for research on
developing guidelines for adoption of change management approaches suited to the given environment
when introducing interoperable e-health systems in a low-income country.

Lack of trained staff to build and operate interoperable e-health systems (M6): The healthcare
domain suffers from a scarcity of people with the necessary skill sets to develop and implement
interoperable e-health systems (WHO & ITU, 2012). Appropriate training and education programs help
to build a workforce capable of designing, building, and operating interoperable e-health systems
(Payne, 2013). Thus, there is need for research on how to develop and deliver continuous training
programmes that build technical capacity in developing and operating interoperable e-health systems
(MR®6).

Limitations of the Exploratory Survey

During the exploratory survey it was found that the majority of the respondents at health facility level
had a limited understanding of the concept of e-health interoperability. While it was understood by IT
specialists and a few of the medical specialists, most nurses indicated that they had limited knowledge
about e-health interoperability, but they had used e-health solutions or technologies. Thus, there was a
need to first explain the concept of e-health interoperability to the respondents before they could
complete the questionnaires. Although this was done, some questionnaires were not fully completed due
to terminology-related issues. To minimize errors due to this issue, in some cases one of the researchers
was available to explain technical terms to particular respondents when they completed the
questionnaire. In addition, some healthcare facilities that had agreed to participate in the study did not do
so due to their tight work schedule.

STRUCTURAL COMPOSITION OF SOFIEH

As indicated in the methodology section, the design science approach was used to derive SOFIEH.
Inspired by the design procedure used in Nakakawa et al. (2013), the procedure used to design SOFIEH
involved identifying and specifying elements that addressed requirements TR1 to TR5 and MR1 to
MR6, synthesizing the elements, and describing them. These are elaborated on in the following
subsections.
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Specifying and Synthesizing Elements of SOFIEH

The elements specified in column 2 of Tables 5 and 6 are required in SOFIEH to address requirements
TR1 to TR5 and MR1 to MR6.

Table 5
Elements that Should Constitute SOFIEH

Requirement The elements required by SOFIEH to guide development (i.e., pre-design, design, and post-design

code stages) of interoperable e-health systems in a low-income country

TR1 TE1 prompts stakeholders to ‘select and adopt existing middleware solutions’.

TR2 TE2 prompts stakeholders to ‘identify and select appropriate security measures for electronic medical
records’.

TR3 TE3 prompts stakeholders to ‘develop unified and standardized interfaces, data types, and formats’.

TR4 TE4 prompts stakeholders to ‘adopt universal and open e-health standards’.

TR5 TES prompts stakeholders to ‘develop simple or modular but scalable e-health systems’.

MR1 ME1 prompts stakeholders to ‘secure top management commitment to e-health interoperability and
information sharing’.

MR2 MEZ2 prompts stakeholders to ‘develop national and sub-national e-health strategies’.

MR3 ME3 prompts stakeholders to ‘formulate a value proposition for shared physical infrastructure for
enabling information sharing’.

MR4 ME4 prompts stakeholders to ‘develop principles of information sharing’.

MR5 MES5 prompts stakeholders to ‘devise contextualized change management strategies that will promote

understanding and acceptance of e-health information sharing’.

MR6 MES6 prompts stakeholders to “specify procedures and mechanisms that will guide the training of staff
on how to implement, operate, and maintain and interoperable e-health systems’.

Note. Elements of SOFIEH that are derived from findings of the exploratory study. They are coded to enable traceability with
respect to specific requirements and challenges that each element addresses.

Table 6
Additional Elements that Should Constitute SOFIEH — Elements Derived from Existing Frameworks

Existing Framework in Literature Element adopted for SOFIEH

Mashup-based framework for multi-level TEG6 prompts stakeholders to ‘embrace and promote the practice of
healthcare interoperability (Sadeghi et al., 2011)  data reuse among health institutions or initiatives’.

Using SOA with Web Services for effective TE7 prompts stakeholders to ‘promote use of web services in
integration of Hospital Information Systems via developing e-health solutions’.
an Enterprise Service Bus (Kester, 2013)

Note. SOA = Service oriented architecture. The elements of SOFIEH that are derived from existing frameworks are also
coded to enable traceability with respect to the kind of requirements or challenges it addresses.

Each element in Tables 5 and 6 can be perceived as a sub-process in the development of interoperable e-
health systems and must be executed by target users of SOFIEH. However, in order to ensure that the
elements (TE1 to TE7 and ME1 to MEG) are harmoniously implemented or operationalized to guide the
development of the system, the following two steps were undertaken.

The first step involved grouping elements in a logical way. The life cycle of constructing a sustainable
solution, such as a building, (by Kim & Ridgon, 2005) was adapted to developing sustainable artifacts,
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which in this case are interoperable e-health systems. The life cycle of sustainable buildings or designs
comprises 3 phases, namely, the pre-build or pre-design stage, where preparatory activities are carried
out; the build or design stage, where the actual building of a solution is done; and the post-build or post-
design stage, where efforts focus on ensuring the solution works according to the specified requirements
(Kim & Ridgon, 2005). Thus, elements (in column 2 of Tables 5 and 6) were categorized into those that
guide target users of SOFIEH on what to do at each of these stages of developing an e-health system or
solution. The pre-design stage comprises elements ME1 to MES5, the design stage comprises elements
TE1 to TE7, and the post-design comprises element MEG.

The second step involved synthesizing elements into a coherent solution, which can be harmoniously
operationalized throughout all stages in developing interoperable e-health systems. This was done by
adapting HIFA (NEHTA, 2005) because it clearly defines the three levels of e-health interoperability
(organizational, information and technical levels). The original version of HIFA was adapted by
extending and blending its components with elements TE1 to TE5 and ME1 to ME6 and with other
service-oriented perspectives (TE6 and TE7), as indicated in Tables 5 and 6 (see the Appendix for this
adapted HIFA). These additional elements supplement HIFA as sub-processes that need to be executed
during the planning and implementation processes. Fig. 1 shows the derived or resultant design of
SOFIEH, as a synthesis of elements for guiding the development of interoperable e-health systems in a
low-income country such as Uganda.

Description of Elements in SOFIEH

The elements in Fig. 1 reflect guide the identified users of SOFIEH during the planning or pre-design
stage of developing interoperable e-health systems (elements ME1 to MEDS), in the building or design
stage (elements TE1 to TE7), and during implementation or post-design (element MEG). These are
elaborated below.

Elements for Pre-design Stage of Developing Interoperable e-Health Systems

MEL1 prompts developers of e-health solutions to secure top management commitment to e-health
interoperability and information sharing. To achieve MEL, the following insights are key: a) Creating a
clear strategy that provides estimates of the resources required; b) Conducting senior management
briefings that emphasize the expected payoffs; ¢) Engaging members of senior management as quality-
control officers in the implementation team, who are responsible for assessing the extent to which
operational efficiency the initiative is realized through prioritizing interoperability; and d) Keeping top
management informed of the status of the initiative.

ME2 prompts stakeholders to develop e-health strategies for national and sub-national level entities. To
realize MEZ2, there is need to ensure that the e-health strategy: a) Contains (or specifies the need for)
architectural blue-prints or plans that spell out the desired information flows, sources of the required
information, and the required consents; b) Identifies the types of information that are most important to
clinical outcomes and other healthcare goals, and highlights any known difficulties in exchanging this
information; c) Prioritizes clinical and healthcare outcomes and goals so as to guide the scheduling of
implementations and the establishment of inter-institutional partnerships that can deliver the envisioned
value of sharing healthcare information; and d) Highlights envisioned risks in data and information
sharing and specifies mitigation strategies.

MES3 prompts stakeholders to formulate a value proposition for establishing shared physical
infrastructure to enable information sharing. A reliable technology infrastructure supports sharing of
health records by healthcare providers within a patient’s healthcare network (WHO & I1TU, 2020).
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However, funding is critical in ensuring the acquisition of physical infrastructure that will deliver e-
health interoperability in a sustainable way (Scheibner et al., 2021). Thus, realizing ME3 requires
comprehensive engagement of top management, to collaboratively devise a sustainable model for
mobilizing funding towards realizing a shared infrastructure for e-health interoperability.

ME4 prompts stakeholders to develop principles and guidelines for sharing healthcare information.
According to Ndlovu et al. (2021), principles and guidelines are essential in achieving excellent
stakeholder coordination and collaboration, as well as compliance with the standards of e-health
interoperability. Therefore, it is necessary to develop a contextualized policy and implementation
guidelines that can serve as a local standard and guide the planning, design, implementation, and
evaluation of such systems. This encourages all healthcare providers to support initiatives for
implementing interoperability between the e-health systems of groups of healthcare providers.
Moreover, the comprehensive engagement of health managers at national, subnational, and health
facility levels is critical in ensuring proper governance and appropriate development of the policy and
implementation guidelines and securing the commitment of health managers to financially and
technically support the shared establishment of technology infrastructure. Thus, to realize ME4,
stakeholders need to be comprehensively engaged to: a) Formulate contextualized policies and
guidelines for governing information sharing in healthcare; b) Regularly review policies and
implementation guidelines on e-health interoperability, and ensure that they are aligned with
interoperability goals of healthcare development and implementation partners; c) Continuously monitor
the extent to which health facilities and e-health service providers comply to its elements; and d) Devise
means of ensuring institutional compliance to principles and guidelines for e-health interoperability and
sharing healthcare information.

MEDS5 prompts stakeholders to devise contextualized change management strategies that will promote an
understanding and acceptance of e-health information sharing. Change management approaches avoid
resistance by explaining reasons for a given change, the expected benefits, risks, and mitigations and
hence, prepare stakeholders for a change (Payne & Frow, 2006). Informing medical specialists of the
benefits of interoperable e-health solutions encourages them to support the planning, implementation,
and evaluation of such solutions. This helps to overcome the existing low awareness levels on e-health
interoperability at all levels in the ecosystem and thereby reduces stakeholder resistance to change.
Thus, to achieve MEDS, there is need to engage key stakeholders to: a) Identify all potential changes in
institutions that are associated with a given e-health interoperability initiative; and b) Devise context-
specific change management strategies for sensitizing key stakeholders about e-health interoperability,
its benefits, and corresponding challenges.
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Figure 1
Structural Composition of SOFIEH
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Note. HER = Electronic health record; SOIB = service oriented interoperability bus. The elements of SOFIEH are coded so that they can be
traced back to the requirements and challenges that they address.

Elements for Design Stage of Developing Interoperable e-Health Systems

TEL1 encourages developers of e-health solutions to select and adopt existing middleware solutions. Tran
(2016) identifies middleware as the heart of an e-health solution because it seamlessly connects multiple
health records including those in legacy systems, providing a convenient, consistent, and universal view
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of patient records via a single platform, regardless of where it is accessed. This suggests the use of SOA-
based Enterprise Service Bus (ESB) middleware to provide connectivity services between different e-
health systems within and across different healthcare units. This implies that to achieve TEL, there is
need for developers and IT specialists in the health sector to: a) Identify available middleware
technologies; b) Collaboratively assess the strengths and weaknesses of each middleware technology
with respect to the service-oriented paradigm and the contextual aspects in healthcare service delivery;
and c) Collaboratively determine the most appropriate middleware technologies.

TE2 prompts stakeholders to collaboratively identify and select appropriate security measures for
managing electronic medical records. Katehakis and Kouroubali (2019) emphasize the need for security
measures that guarantee privacy, confidentiality, authenticity, integrity, and non-repudiation of
information provided by patients and other users. However, according to Pathmaker Group (2011), the
level of integration that SOA provides is compromised by the use of standard security features that are
traditionally embedded into individual applications. This security deficiency can be addressed through
ensuring specialized SOA security, which can take the content validation, time stamps and JavaScript
protection (Pathmaker Group, 2011). Basing on these insights, achieving TE2 requires developers of e-
health systems to a) Identify and catalogue potential security threats and attacks to SOA technologies; b)
Identify and catalogue available security measures to address SOA threats and attacks; c) Assess the
strengths and weaknesses of each security measure; and d) Determine the most appropriate security
measures to use to secure SOA.

TE3 prompts developers of e-health solutions to develop unified and standardized interfaces, data types,
and formats; and promote their use or adoption. The standardized data formats make it easy to link new
software with existing software (Gessa et al., 2015). Standardized and interoperable interfaces can be
realized through the use of the Multi-Speak specification standard (a standard for realizing the potential
of enterprise application interoperability) (Gary et al., 2012). Gary et al. (2012) further indicate that the
Multi-Speak specification helps vendors to develop standardized interfaces that enable software
products from different systems to interoperate without requiring the development of extensive custom
interfaces and can be used to support SOA in overcoming the heterogeneity of systems. Therefore,
basing on MultiSpeak (2020), achieving TE3 would require: a) Defining common data semantics (an
agreement about a specific item used in a business process); b) Defining data syntax, so as to support the
required data interchanges; and c) Defining which messages are required to support specific steps in a
business process.

TE4 prompts developers of e-health systems to adopt and use universal and open e-health standards.
Open standards are encouraged because they make it easier for systems from different parties or those
using different technologies, to interoperate with one another regardless of the differences in their
hardware and software specifications (Almeida et al., 2011). Examples of architecture development
approaches that support open standards include SOA, enterprise architecture, open standard system
architecture among others (Papazoglou & Georgakopoulos, 2003). SOA-based ESB is seen as a way to
speed up the application development process; and to become more agile and flexible when responding
to ever-changing business needs (Fook et al., 2006). Thus, this study suggests the use of SOA-based
ESB. This implies that TE4 can be achieved by a) Identifying and cataloging existing e-health standards;
b) Collaboratively assessing strengths and weaknesses of each identified e-health standard with respect
to context and support for service-oriented perspectives; ¢) Selecting contextually appropriate e-health
standards from those evaluated; and d) Training staff in technical skills on how to use open standards
during application development.
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TES prompts developers of e-health solutions to develop simple but scalable systems. Scalability can be
attained through use of middleware platforms because they allow the addition of non-functional features
(Al-Jaroodi & Mohamed, 2011). SOA is one of the middleware platforms that embrace scalability by
providing options related to granularity, enabling scalability from small to more complex distributed
applications (Raghupathi & Kesh, 2007). SOA-based ESB supports scalability, because the enterprise
service bus allows the dynamic addition and removal of services (Zeppenfeld & Finger, 2009). SOA
allows services to run on different servers, thus increasing scalability further. Additionally, SOA
(through its standard communication protocol) allows organizations to reduce the level of interaction
between clients and services, which allows applications to be scaled without extra pressure (Red Hat,
2020). Thus, to achieve TE5, there is need to: a) Create an infrastructure plan that supports scalability;
b) Develop proper load-sharing or distribution policies among servers, so that systems can scale and
respond during heavy loads; c) Establish a scalability governance process (Shivakumar, 2015); and d)
Use software pipelines which increase scalability, by providing concurrent computing of business
services within and across services while preserving business rules (Linthicum, 2007).

TEG6 prompts stakeholders to promote data reuse within, and between health institutions. Reusability
requires the sharing of interoperability solutions, concepts, frameworks, specifications, tools and
components with others (Katehakis & Kouroubali, 2019). SOA-based ESB supports the reuse of system
functionalities/services, which means that valuable legacy system functionalities do not have to be
discarded (Erik & Gregor, 2012). Reusing components enables new business requirements to be realized
faster, which is very important for companies with legacy applications that want to improve their
business agility. Thus, basing on insights from Kalali (2009), realizing TE6 implies the need for
developers of e-health solutions and IT specialists in the health sector to: a) Provide standard interfaces
for data/service access, such that other developers can easily access the data or service for reuse; b)
Offer standardized publications of business processes of institutions, such that the respective schema
data types, object definitions and underlying service components can be reused by other developers; c)
Make the data or services interoperable to major technology platforms; d) Decouple services from
transport, distribution, access pattern and standard messaging interfaces so as to make it easy for
reusability.

TET7 prompts developers of e-health systems to promote the use of web services when developing e-
health solutions. Web services enable software components to be published, located, and invoked on the
web as a part of distributed applications and hence achieving interoperability between heterogeneous
and distributed software components in an ad-hoc manner (Sathya, 2014). According to Gonzélez et al.
(2010), web services are the most common way to provide technical interoperability and are the
preferred technology for implementing services in SOA. This makes SOA the most common way to
provide technical interoperability among heterogeneous software systems. Thus, according to Fisher et
al. (2006), achieving TEG6 requires developers of e-health solutions to: a) Establish profiles for web
services, which contain listings of named and versioned web services specifications, together with a set
of implementation and interoperability guidelines that recommend how specifications should be used to
develop an interoperable web service; b) Use interoperability guidelines in addition to references to
specification or services so as to resolve ambiguities or specify how to achieve consistent usage; and c)
Use testing tools to monitor and analyze interactions with a web service, to determine whether or not the
messages exchanged conform to web services interoperability guidelines.

Element for Post-design Stage of Developing Interoperable e-Health Systems

MES6 prompts stakeholders to specify procedures and mechanisms for training staff on how to design,
implement, operate, and maintain interoperable e-health systems. There is need for human resource
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capacity development to support the realization of such systems (Ndlovu et al., 2021). This calls for a
specialized approach that is geared towards building local IT specialists’ capacity in e-health
interoperability, which could also attract collaboration with international experts and foster peer-to-peer
knowledge transfer. Thus, achieving ME6, implies the need for stakeholders to a) Identify training needs
for different categories of staff concerning the implementation of e-health interoperability using SOA; b)
Provide specialized training, so as to equip staff with skills on how to design and operate interoperable
e-health systems using SOA; and ¢) Conduct continuous evaluation to ascertain the impact of training in
improving skill sets of staff.

EVALUATION OF SOFIEH

In design science, artifacts need to be rigorously evaluated to explore their quality in terms of usability,
simplicity, understandability, functionality, completeness, traceability, applicability, utility, and efficacy
(Gonzalez, 2009; Hevner et al., 2004; Offermann et al., 2009; Peffers et al., 2007). However, evaluating
an artifact against a range of parameters or quality attributes takes a lot of time and some parameters are
difficult to apply (Van Hee & Van Overveld, 2012) and some criteria are difficult to assess. Thus, based
on the intended purpose of SOFIEH, it was considered cost effective to first assess its applicability,
usability, and understandability. Assessing SOFIEH on only these three attributes did not require its
deployment in a real-life context, which would have significant financial implications. Thus, the
affordable evaluation that is described herein focused on investigating participants’ views on the extent
to which the design of SOFIEH accommodated features associated with its applicability, usability, and
understandability. These are described in Table 8.

Design science artifacts can be evaluated using analytical methods, observational methods, experimental
methods, and descriptive methods (Hevner et al., 2004). Given the three quality attributes that were
chosen to be assessed in the first evaluation of SOFIEH, analytical methods were considered to be the
most cost-effective way of guiding the evaluation. Analytical evaluation includes optimization, dynamic
analysis, static analysis — assessing static qualities of the design of an artifact, and architecture analysis —
assessing how an artifact fits within a given system architecture (Hevner et al., 2004). Static analysis and
architecture analysis seem to be the only methods that can support analytical evaluation of artifacts that
are not in execution mode. In this study, static analysis was considered most appropriate. Analytical
evaluation can be done using techniques such as usability inspections and structured walkthroughs with
subject matter experts (Jody, 2017; Sharp et al., 2007). In this study, SOFIEH was evaluated using
structured walkthroughs. This involved engaging medical and IT specialists as subject matter experts in
the context of this study. Twenty participants were purposively selected from ten healthcare units (as the
intended end users of SOFIEH) and six from e-health development projects (with IT specialists who
were willing to participate in the study). Table 7 specifies how the walkthroughs were conducted.

Evaluation Findings

A total of 26 participants were engaged to evaluate SOFIEH (see Table 7). For each of the three chosen
quality attributes in the evaluation, statements were composed to serve as evaluation criteria or key
features that the artifact should possess if it is to satisfy a given quality attribute (see column 2 of Table
8). Participant responses to prompts associated with the evaluation criteria were captured using a 5-point
Likert scale, where 1 is Strongly Disagree (SD), 2 is Disagree (D), 3 is Neutral (N), 4 is Agree (A), and
5 is Strongly Agree (SA). Accordingly, percentages of participants’ views or responses on SOFIEH’s
applicability, usability, and understandability are presented in columns 3 to 5 of Table 8.
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Table 7
Summary on the Setup of Walkthroughs Used in the Analytical Evaluation of SOFIEH
No Parameter How each parameter was addressed in the evaluation
1. Aimof the The aim of each walkthrough was to explain the layout and composition of SOFIEH to a selected
evaluation participant and elicit the participant’s views on the set of evaluation criteria, so as to identify and
eliminate faults in the design of SOFIEH.
2. Target e First, twenty medical practitioners and computing practitioners were purposively selected

participants in
the evaluation
exercise and
response rate

Inputs of the
evaluation
exercise

Agenda of the
evaluation
exercise

Evaluation
instrument/tool

Outputs of the
evaluation
exercise

from 10 health facilities (where at least 2 personnel were selected from each health facility).
However, only 16 participants responded in the evaluation exercise and provided their views
using an evaluation questionnaire (that contained prompts/questions indicated in Table 8).

Second, six software developers with experience in implementing e-health solutions in
Uganda were purposively selected and they all participated in the evaluation exercise.

Therefore, the evaluation involved a total of 22 participants and the response rate was 85%.

Before the walkthrough session, participants were provided with 4 items:

Communication about the role of the participant in the walkthrough and expectations from the
walkthrough

The structural composition of SOFIEH (i.e., the initial version of Fig.1),
The description of SOFIEH elements, and

A questionnaire for evaluating the design of SOFIEH, comprised of questions to elicit
participant views on the quality criteria (see Table 8).

The walkthrough sessions involved:

Explaining the purpose and design of SOFIEH and the purpose of the evaluation
Discussion of elements in SOFIEH and their underlying guidelines/principles

Discussion of feedback from a participant on characteristics of the SOFIEH’s design with
respect to the quality attributes and insights on how its design could be improved.

Key questions in the questionnaire (that were used to assess its applicability, usability, and
understandability) are shown in Table 8 column 2.

Feedback regarding the extent to which the design of SOFIEH fulfilled the quality attributes
or evaluation criteria specified above (see columns 3 to 5 in Table 8).

Note. SOFIEH = Service oriented framework for developing interoperable e-health systems in a low-income country.

Table 8

Evaluation Findings on SOFIEH from Participants in the Evaluation

# Findings on Applicability of SOFIEH D+SD N A +SA

(i)  SOFIEH accommodates elements that are likely to address key challenges hindering  15.7% 26% 81.7%
(or requirements for realizing) e-health interoperability in low-income countries.

(i)  SOFIEH’s elements provide insights into guidelines or principles that can be 12.0% 42% 83.8%
followed by target users during the planning, implementation, and maintenance of
interoperable e-health solutions.

(iii) SOFIEH’s individual elements can be applied in the real-life operational context of 14.3% 20% 83.7%
key stakeholders.
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# Findings on Usability of SOFIEH D+SD N A+ SA

(i)  The design or visual layout of SOFIEH does not have aspects/features that can cause  6.2% 0.6% 93.2%
confusion and ambiguity for a user, or that can negatively affect its successful use.

(i)  The design or visual layout of SOFIEH is presented using a format that can be 7.6% 1.4% 91.0%
(easily) followed by a user (with little or no training).

(iii)  SOFIEH can be comfortably used by target users to realize its intended purpose even  8.3% 05% 91.2%
in the absence of its developers.

# Findings on Understandability of SOFIEH D+SD N A+ SA

(i)  SOFIEH’s phases/steps, elements, and their guidelines are described in a language 6.0% 0.5% 93.5%
that is understandable by target users (with little or no training).

(i)  SOFIEH’s elements and their interactions or interdependencies are understandable 10.2% 1.2% 88.6%
by target users.

(iii) SOFIEH’s phases/steps, corresponding elements, and corresponding guidelines or 8.8% 3.3% 87.9%
principles are interdependent.

Note. SD = strongly disagree; D = disagree; N = neutral; A = agree; SA = strongly agree; SOFIEH = service oriented
framework for developing interoperable e-health systems in a low-income country.

Findings in Table 8 indicate that SOFIEH’s general score on the three quality attributes is good.

Considering the percentages of participants who gave positive responses (i.e., A + SA) in column 5 of
Table 8:

e For applicability of SOFIEH, average proportion of positive responses is 83%.
e For usability of SOFIEH, average proportion of positive responses is 91.8%
e For understandability of SOFIEH, average proportion of positive responses is 90%.

In addition, 84% of participants in the evaluation indicated that they would recommend the adoption of
SOFIEH as a mechanism for supporting planning and implementation of interoperable e-health systems.
This is because “there are hardly explicit guidelines for supporting development of interoperable e-
health systems” (as indicated by 79% of the participants). SOFIEH addresses this gap by providing key
phases/steps, elements, and underlying guidelines that can be followed to achieve e-health
interoperability (as indicated by 77% of the participants). Qualitative responses on how to improve the
applicability, usability, and understandability of SOFIEH were addressed in the version of SOFIEH that
is presented in Fig. 1. Additional views that could not be addressed in this paper are to be addressed in
future work (as elaborated in the next section).

CONCLUSION AND FUTURE WORK

Due to various contextual issues, existing e-health interoperability frameworks are difficult to adopt and
hence are not readily implemented in low-income countries. As a building block towards addressing this
gap, this paper provides answers to three research questions that are specified in the introduction.

The first question (A) raises issues hindering development of interoperable e-health solutions in Uganda
(as an instance of a low-income country). The second question (B) looks for ways of addressing
hindrances to e-health interoperability. Ninety healthcare and IT specialists from 67 health facilities in
Uganda participated in an exploratory survey probing contextual challenges hindering e-health
interoperability in order to explore these research questions. Key issues highlighted in the results were
the lack of unified healthcare standards across healthcare units, the use of legacy systems, incompatible
clinical terminologies across healthcare units, inadequate security measures in managing personal health
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data, the scarcity of trained staff to operate interoperable e-health systems, resistance to interoperability
efforts from owners of existing disparate systems, a lack of guidelines/policies for sharing information
across healthcare units, an ineffective or no e-health strategy at national and institutional levels, and
insufficient funds to acquire shared physical infrastructure.

e-Health systems requirements to address the challenges were derived from the survey findings and from
existing frameworks and best practices for e-health interoperability. Key requirements include the need
to: devise adequate security mechanisms in managing electronic patient medical information; adopt
standardized and interoperable interfaces; use middleware platforms; adopt universal and open e-health
standards; develop simple but scalable e-health systems; train staff on how to operate such systems;
implement change management strategies; enact policies and guidelines to support information sharing;
develop an e-health strategy that streamlines e-health implementation efforts at national and institutional
levels; secure top management commitment to sharing information; and acquired dedicating funds from
top management towards a shared physical infrastructure.

The third question (C) derives elements that should constitute SOFIEH as a mechanism for guiding the
development of interoperable e-health solutions in a low-income country. To address this, the elements
needed to address specific requirements for e-health interoperability were identified from existing
literature on service-oriented approaches. The elements were classified and a synthesis (coined as
SOFIEH) of elements was compiled by adapting concepts from two major existing approaches — the
Sustainable Design Model (Kim & Ridgon, 2005) and the HIFA (e-Health Interoperability Framework
for Australia) (NEHTA, 2005). The design or structural layout of SOFIEH depicts three phases (the pre-
design, design, and post-design phases of e-health systems); and two main components (the
interoperability layer and the SOIB layer). The interoperability layer was adapted from the HIFA. This
research presents the SOIB layer as an extension of HIFA as a way to address the particular
requirements for e-health interoperability in a low-income country. In addition, the SOIB layer shows
how technical interoperability can be realized.

The most cost-effective way to evaluate the design of SOFIEH was considered to be to conduct
structured walkthroughs in which medical and IT specialists at health facility level, and software
developers who are specialists in implementing e-health solutions were engaged. The evaluation focused
on assessing the applicability, usability, and understandability of SOFIEH. Findings from the evaluation
of SOFIEH by a sample of 22 medical and IT specialists indicate that it is likely to achieve its intended
purpose, because it scored well on the quality attributes of applicability, usability, and understandability.

Theoretical Contributions to the ICT4D Knowledge Base

Gregor (2006) specifies five categories of theory in information systems research: A) those focusing on
analysis of phenomena in a given context; B) those focusing on explaining the how, why, when, and
where details of phenomena in a given context; C) those focusing on predicting what is and what will be
aspects of phenomena in a given context; D) those focusing on explaining and predicting details of what
is, how, why, when, where, and what will be aspects of phenomena in a given context; and E) those
focusing on design and action — specific prescriptions on the composition of an artifact in form of
methods, techniques, principles of form and function. Based on this taxonomy, SOFIEH can be
perceived as a design and action type of theory because SOFIEH is a method that specifies tasks that key
stakeholders need to execute in order to develop interoperable e-health systems in a low-income
country. SOFIEH is represented in three forms: (i) Tables 5 and 6 show the catalogue of its elements;
(i) Fig. 1 is the structural setup and orchestration or synthesis of its elements; and (iii) the description of
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elements TE1 to TE7 and ME1 to MES is the articulation of tasks involved in each element and
expected outputs thereof.

In addition, under the design and action type of theory, Gregor and Jones (2007) classify artifacts into
two types: (A1) theories or abstract artifacts in the form of constructs, models, methods, and principles;
and (A2) a material artifact derived from instantiating a theory, which could be in the form of an
instantiated product or instantiated method. Based on this classification, SOFIEH is an artifact under
category Al since it is a method for building interoperable e-health systems in a low-income country.
This implies that if SOFIEH is instantiated (in future work) to guide the implementation of at least one
real life project involving the development of an interoperable e-health solution in Uganda, such an
effort will yield a contribution under category A2.

Contributions to the ICT4D Practice

Each element of SOFIEH comprises high level guidelines or prescriptions of what has to be done to
implement it. However, to accelerate the implementation of the prescribed elements of SOFIEH, there is
a need to clarify key operational aspects that can maximize its adoption within and across e-health
implementation projects. For example, to provide actionable guidance towards the realization of all
prescribed guidelines, it is vital to specify the intended users or stakeholders of specific elements in
SOFIEH and their corresponding responsibilities. To achieve this, guidelines by Van Biljon and Osei-
Bryson (2020) on creating knowledge visualizations that can effectively communicate context to
stakeholders are adopted and instantiated in Tables 9 and 10.

Table 9
Guidance on the Adoption and Operationalization of SOFIEH

Key parameters in knowledge visualization for effective communication (based on van Biljon and Osei-Bryson, 2020) and
their instantiations to guide adoption and operationalization of SOFIEH

1) Why visualize — reason or motivation for visualizing information/guidance on SOFIEH’s operationalization: The
purpose of this summary visualization is to guide stakeholders in e-health implementation efforts on how to adopt and
operationalize SOFIEH, so as to address the requirements for e-health interoperability.

2) Visualize for whom — target audience or intended recipients of the visualization of information/guidance on SOFIEH’s
operationalization: e-Health managers, funders/sponsors of e-health initiatives, development teams or innovators of e-
health solutions, end-users of e-health solutions.

3) What is relevant — type of knowledge visualized in the operationalization guidance on SOFIEH: Practical
insights/actions on how to operationalize SOFIEH in a given e-health project, which essentially specify which actors to
engage in operationalizing SOFIEH elements and their roles or responsibilities. These are explained in detail below.

4) How to visualize the adoption or operationalization guidance of SOFIEH — means of visualizing knowledge so as to
effectively communicate: Table 10 is used to present the summary of actors in operationalizing SOFIEH elements and
their responsibilities.

Note. SOFIEH = service oriented framework for developing interoperable e-health systems in a low-income country.
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Table 10
Required Teams for the Adoption and Operationalization of SOFIEH

Required teams that should be Specific responsibilities of teams and elements of SOFIEH that a given team should
constituted in an e-health project focus on.

1) Applications developmentteam e  Responsible for executing activities under elements TE1, TE2, TE5, TE7 so as
to obtain an intelligent and interactive knowledge base that can crowd-source,
process, and evaluate information on;

a) Middleware solutions for e-health initiatives
b) Security threats, measures, and best practices
c) Best practices for modularity and scalability of e-health solutions

2) Standards enforcement team ¢ Responsible for executing activities under element TE4, which serves a
governance-related or compliance adherence role for elements TEL to TE3, TES
to TE7, and ME1 to MES6.

3) Data quality managementteam e  Responsible for executing activities under elements TE3 and TE6 so as to
promote data standardization and reuse.

4) Strategy development team e Responsible for executing activities under elements ME1 to ME4 so as to
develop and enforce implementation of appropriate policies, sustainable funding
models, and e-health strategies.

5) Deployment, user support, and Responsible for executing activities under elements ME5 and MES, so as to
evaluation team ensure continuous monitoring and evaluation of the success of e-health
interoperability efforts; and proactively address change management aspects

Note. SOFIEH = service oriented framework for developing interoperable e-health systems in a low-income country. Codes
TE1to TE7 and ME1 to MEG6 are codes of elements that constitute SOFIEH, and they are defined in tables 5 and 6.

Future Work

SOFIEH concentrates on supporting the realization of the technical level of interoperability. Thus, there
is need to extend SOFIEH with elements that can further support the realization of the informational and
organizational levels of interoperability. Also, there is need to empirically evaluate SOFIEH using case
studies of specific e-health systems that need to acquire a certain level of e-health interoperability. Such
an evaluation will yield insights towards extending the design of SOFIEH, to ensure that it can fully
support service-oriented planning, implementation, and evaluation of interoperable e-health solutions in
a low-income country. Furthermore, there is need to extend SOFIEH with a mechanism that supports
comprehensive user involvement in the continuous evaluation of the interoperability of e-health
solutions, so as to proactively identify interoperability needs in existing and planned e-health solutions.
Such an approach is envisioned to elicit perspectives that will further guide contextualization during the
development of interoperable e-health solutions, create a sense of ownership, and partially address the
issue of resistance to change, because peer-to-peer interactions will lead to an increased understanding
of the need for e-health interoperability.
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APPENDIX

Developing Interoperable e-Health Systems in a Low-Income Country

E-HEALTH INTEROPERABILITY FRAMEWORK FOR AUSTRALIA [HIFA]
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Note. Adapted from NEHTA, 2005.
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