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ABSTRACT 

The emergence of the deadly global respiratory coronavirus disease (COVID-19) in 2019 claimed many 

lives and altered the way people live and behave as well as how companies operated. Considerable 

pressure was exerted on Institutions of Higher Learning (universities) to salvage the academic projects 

through the process of business model reconfiguration. Students were required to study remotely and 

were, therefore, exposed to phishing and scamming cyber-attacks. The effects of these attacks were 

examined in this study with the support of literature and empirical research leading to appropriate 

recommendations being proposed. Data were obtained through semi-structured interviews from students 

at a selected public-funded university. Atlas.Ti was used for data analysis to identify usable and sensible 

themes. The study established that students were aware of the factors that exposed them to phishing and 

scamming attacks but lacked the skills to identify such attacks before becoming victims.  

Keywords  

Anti-virus, coronavirus disease, cybercrime, identity theft, phishing, pop-up ads. 

INTRODUCTION 

The global emergence of the respiratory coronavirus disease (COVID-19) in 2019 claimed many lives 

and altered the way most people lived and behaved. This necessitated the reconfiguration of business 

models. Considerable pressure was exerted on institutions of higher learning, specifically universities, to 

salvage the academic project through business process reconfiguration. It was decided that an 

appropriate solution was to move to online learning management systems (LMS), ushering in an era of 

remote learning. Digital transformation entails leveraging emerging technologies such as LMS, Internet 

of Things and artificial intelligence thereby introducing new business processes (Warner & Wager, 

2019). Adopting online and remote LMS was intended to bring students closer to their lecturers and to 

manage data and processes whilst providing value-added services to the university community (Chigada 

& Madzinga, 2021). This had the goal of enabling university courses to remain relevant during and after 

the pandemic. Universities are viewed as knowledge repositories, innovation incubators and centers of 

excellence. Therefore, they should recognize the need to be agile, rethink new teaching and learning 
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models and tools, foster digital talent, and adopt a collaborative approach and culture (Warner & Wager, 

2019). Furthermore, universities have the resources and ability to harness digital technologies to 

improve processes, performance, research, teaching and learning (Warner & Wager, 2019). 

Education is a critical part of every economy and contributes to the sustainable development of that 

economy. Thus, the closure of institutions of higher learning due to COVID-19, although brief, was 

concerning for the ministries of higher and tertiary education of most nations. According to the United 

Nations Educational, Scientific and Cultural Organization (UNESCO, 2020), approximately 10 million 

African students’ studies were disrupted due to the closure of tertiary institutions. E-learning is defined 

as a learning process that happens over a digital platform where teachers and students can send and 

receive learning material via an established network (Tamrat & Teferra, 2020). Some institutions 

already had e-learning incorporated into the way they taught, but most had to acquire appropriate 

information systems and other tools to continue providing their services to their students. 

Institutional websites incorporating e-learning portals can be used to send course content and learning 

and research materials to students (Pham & Ho, 2020). For example, students and academics at a public-

funded university in South Africa access learning materials using the iKamva LMS. Personal 

communication between learners and lecturers is, however, via email services such as gmail.com. e-

Learning sites are generally secure, and students are required to use their credentials (username and 

password) to access the content of that e-learning space. Webinar usage has also aided the way in which 

teaching and learning are conducted; most lectures and seminars are facilitated through Zoom, Skype, 

Microsoft Teams or Google meetings. Webinars involve delivering presentations, seminars, and 

teaching workshops online with interaction between students and lecturer by means of Internet media 

(video and sound). Many people in different geographic locations can attend webinars (Hassan et al., 

2020).  

Over-reliance by universities on e-learning platforms to deliver learning resources to students has had 

repercussions because cybercriminals have had ample time to identify loopholes in these platforms 

(Raza et al., 2020). Chigada and Madzinga (2021) assert that cybercriminals do not attack a system 

immediately but take time studying the weaknesses of the system and determining how long it would 

take the organization to discover a data breach. Phishing no longer only happens via emails; hackers 

have found ways to intrude into Zoom webinars while students are active and may display X-rated 

content or steal students’ log-in credentials. This proves that the threats that these actors pose are 

evolving rapidly to ensure that they fool many victims. Cybercriminals use phishing  and scamming 

tactics to trick students into revealing their credentials unknowingly (Dreese, 2018). Tactics include 

offering false free promotional codes to access textbook sites, COVID-19 updates, and emails that 

appear as if they were sent by the university. Students become victims because they think they are 

interacting with a legitimate entity. These mischievous activities generally have one thing in common, 

students are requested to urgently insert their credentials. According to the Anti-Phishing Working 

Group Phishing Trends Report (2018), credentials stolen via phishing  and scamming platforms are used 

for nefarious acts such as fraud and identity theft. These acts could seriously affect an average student. 

Therefore, this study was conducted to raise awareness amongst the student community at large. An 

exponential growth rate of cybercrimes was reported during the peak of the COVID-19 pandemic 

because of the move to work from home (WFH). This primarily exposed people who were connecting to 

a corporate network using unsecured public Wi-Fi. In addition, the acceptance of bring your own device 

(BYOD) policies can result in less advantaged students sharing devices with their peers, thus further 

exposing a student’s credentials (Chigada & Daniels, 2021). Students have borne the brunt of cyber-

attacks during teaching and learning activities (Pranggono & Arabo, 2021). 



Nyasvisvo and Chigada  Phishing Attacks on University Students Studying Remotely 

 

The African Journal of Information Systems, Volume 15, Issue 2, Article 3 118 

 

A review of the literature showed a scarcity of studies that investigated phishing attacks and the 

challenges they posed to students studying remotely during the emergence of the global COVID-19 

pandemic. No study was found to have investigated this in South Africa. However, a preliminary 

investigation with distance online-learning students that was outside the scope of this current study 

indicated that they were not vulnerable to phishing attacks. Further investigations into these claims 

revealed that the students were not aware that many email messages were suspicious and potentially 

harmful to their devices. We discovered that students lacked awareness and understanding of how 

phishing attacks were designed to target potential victims. Students did not understand that phishing 

attacks are a form of cybercrime. It is against this background that the current study investigated factors 

that expose students to phishing attacks and suggested appropriate interventions to mitigate the effects of 

phishing attacks. This study investigated common phishing attacks, interventions, and effects of 

phishing attacks on students studying remotely. The following research questions guided us to address 

the study objectives: 

• What factors expose students to phishing attacks? 

• What the common phishing attacks are used by cybercriminals? 

• What are the effects of phishing  attacks on students? 

• What interventions can mitigate phishing attacks? 

LITERATURE REVIEW 

Cybercrime 

All computer-mediated activities perpetrated with the intention of stealing information or data assets, 

tampering with or deleting information, denying access to information technology infrastructure and 

extortion are cybercrime (Khan et al., 2020; World Health Organization [WHO], 2020. Chang and 

Coppel (2020) define cybercrime as the ability of threat actors to infiltrate a company’s IT infrastructure 

remotely with the intention of stealing from the company or individual. Anastasiou et al. (2020) state 

that cybercriminals use modern technologies to illegally access company networks or cell phones. 

Chigada (2023:5) defines cybercrime as “any unlawful activities perpetrated by criminals through 

Internet-based transactions with the intention of destroying, inflicting emotional and psychological 

harm, financial loss and reputational damage to a person or organisation”. Given the different 

perspectives of definitions of cybercrime, we concluded that there is no universally accepted definition. 

In light of the above, we adopt the definition of cybercrime given by Chigada (2023). This definition 

captures the major tenets of the key discussions of this study. 

The emergence of COVID-19 in December 2019 contributed significantly to the phishing scourge. 

Cybersecurity experts say that the WHO, Centre for Disease Control, the financial sector, universities, 

healthcare institutions and government departments have been major targets of cyber-attacks and threats 

(Chigada & Madzinga, 2021). Cybercriminals are aware that these institutions process and store large 

volumes of client or patient information, which in many instances includes identity documents (IDs), 

banking details, addresses and contact details. This information has a readily available grey market with 

buyers prepared to pay well for it knowing that they would profit from criminal acts enabled by the 

access to the acquired data (Bowen & Seth, 2020). Hamman et al. (2017) identify twelve different types 

of cybercrimes and include phishing attacks, the subject of discussion in this study. 
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Phishing Attacks 

Social engineering attacks such as phishing emails and scamming are among the most serious 

cybersecurity threats (McAlaney & Hills, 2020). Social engineering means persuading unsuspecting 

people to comply with the cybercriminal’s instructions for them to surrender their confidential 

information (Chen et al., 2020). Chigada and Madzinga (2021) state that cybercriminals use spoofed 

emails to scam and steal victims’ identities which are then used for malicious activities. Due to the 

COVID-19 regulations, many employees and students started to WFH using their own smart devices; 

this exacerbated the vulnerability of potential phishing victims (Iyengar et al.,2020). Persuasion and 

deceit play a major role in the success of digital scams and phishing emails (Ferreira & Teles, 2019). 

This literature review examines the effects of phishing and scamming via the Internet for students 

studying from home during the COVID-19 pandemic. Over the years, many types of cybersecurity 

threats having been shown to exist; phishing is the oldest of them and has a sixty percent chance of 

working (Prasad & Rohokale, 2020). 

Types of Phishing Attacks 

Various definitions for phishing have been proposed and discussed by researchers and cybersecurity 

experts. The term phishing is continuously evolving; hence, there is no one specific definition for the 

term; it can be defined in various ways based on context and its use. Alkhalil et al. (2021) define 

phishing as a socio-technical attack, which is designed by the threat actor to acquire certain information 

from the victim by exploiting an existing vulnerability through social engineering techniques to lure the 

victim into taking a specific action that will immediately cause damage. We will refer to the definition 

used by Alkhalil et al. (2021) throughout the paper when referring to phishing because of its depth in 

explaining the term. Different types of Phishing attacks include email, spear, smishing and clone. 

(i) Email Phishing: Phishing emails are fraudulent messages designed by cybercriminals to make them 

appear as if they were sent by a legitimate sender so that users are more likely to believe the message 

and act upon it (Guarda et al., 2019). Such emails seem to have been sent by a bank, university, or any 

other entity associated with the recipient’s daily activities. Phishing emails are usually convincing to the 

eyes of an ordinary user and usually contain a link which the recipient is pressured to click on. Burns et 

al. (2019) suggest that the use of well-known logos, brands and layout make these emails look real and 

this is what deceives victims.  

(ii) Spear Phishing: This is similar to ordinary phishing but is targeted at an individual as the 

cybercriminal has gathered information about the target before sending the phishing email (Aleroud et 

al., 2020). The information harvested is used to create a tailor-made email that looks genuine. The 

contextual information about the target is the main factor that makes spear phishing likely to succeed.  

(iii) Smishing: In this approach criminals attempt to persuade mobile phone users to install malicious 

software onto their devices, share sensitive information, or send money to cybercriminals. Smishing is 

derived from short message services (SMS) + Phishing = smishing (Baillon et al., 2019). These 

persuasive messages are also distributed on WhatsApp and usually contain a link that directs the victim 

to a site that mimics a well-established entity (Choudhary & Jain, 2018).  

(iv) Clone Phishing: This type of attack is where cybercriminals clone a website that the victim 

frequently visits (Binks, 2019). The cloned website looks like a genuine website and prompts the user to 

enter log-in credentials (Alkhalil et al., 2021). Criminals often use e-commerce websites as bait and 

display items at a discount so that the victim will make a purchase using their banking details.  

These types of phishing have a strong influence on students' exposure and susceptibility.  
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FACTORS EXPOSING STUDENTS TO PHISHING ATTACKS 

Social Media 

Research in the cybersecurity environment shows that social media contributes to the exposure of 

students to phishing attacks (Tonkolu, 2019). Social media can be defined as a collection of websites 

and applications that allow users to join social networks and share information online (Fuchs, 2021). 

According to Broadhurst et al. (2018), emails containing details that are of interest to the targeted 

student tend to make the attack succeed. Attackers spend time collecting private information related to 

the targeted student so that they can use it in a phishing email and to perpetuate their scams (De Kimpe 

et al., 2018). Social media sites have been the data mining field (source of such information) for 

cybercriminals in recent years (Parker & Flowerday, 2020). With over one billion active users monthly, 

Meta (formerly Facebook) remains the most popular social media site on the Internet. A range of 

personal and confidential data is exchanged on the web, making it a prime target for hackers (Seng et al., 

2019). According to Birlea (2020), information such as photos, travel plans, accomplishments, meetings, 

and any other personal data shared on social media sites can be manipulated to construct a very credible 

phishing email. Cybercriminals can devise complex and sophisticated means of attacking their victims 

because people spend a lot of time on social networking platforms.  

Working Remotely 

There are several reasons why WFH provides cybercriminals with new opportunities. Firstly, according 

to Eigbrecht and Ehlers (2020), a decrease in attention span is found amongst WFH students and staff 

because the home environment is not always conducive to working and studying. As a result, WFH 

creates a huge opportunity for cybercriminals to lure distracted victims into making rushed decisions 

that require sharing their credentials. Secondly, hackers find the change in the environment useful since 

more shopping and payment of bills is being done online (Khan et al., 2020).  Hence, there has been an 

increase in the registration of malicious websites, spam, and phishing emails. Thirdly, home-based work 

increases exposure to cyber-risks because individuals connect through less-reliable and unsecured public 

Wi-Fi connections (Simonovich, 2020; Chigada & Madzinga, 2021). Fourthly, the use of personal 

devices (e.g., BYOD) allows users to connect to the corporate network with several devices - there 

might not be any restriction on the number of devices an individual can connect to the company’s 

network (Chigada & Daniels, 2021). When students operate from home-settings there is a high 

likelihood that friends, siblings and family members would use the same Internet-enabled devices, 

which creates additional windows of opportunity for social engineering attacks (Simonovich, 2020; 

Chigada & Daniels, 2021). Humans are central in business processes and many people are regularly 

working remotely. As emphasis is placed on human intelligence, firms might overlook the fact that 

individual ethical behaviour is a key aspect of human intelligence (Chigada, 2020).  

Unsecured Public Wi-Fi Networks 

Students were stopped from attending activities on campus because of the social distancing regulations 

imposed by WHO (Sahu, 2020). This resulted in limited use of the university’s Wi-Fi and virtual private 

network (VPN) which are relatively secure and are monitored regularly (House & Radu, 2020). This 

contributed to the increased number of phishing cases since many students had to study and work using 

cheap and unsecured public Wi-Fi at home (Choi et al., 2021). Cybercriminals find it relatively easy to 

phish students using an unsecured network and it may be difficult to detect and prevent phishing attacks 

on a network with weak protection (House & Radu, 2020). These less well-protected networks 

contribute to students’ exposure to phishing. The authors assert that there are several features that make 
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free Wi-Fi hotspots appealing to both consumers and hackers. One is the lack of authentication required 

in these environments to establish a network connection, which provides hackers with an additional 

opportunity to gain unrestricted access to unsecured devices linked to the same network (Quade, 2020).  

Hackers positioning themselves between the legitimate user and the connect point pose the greatest 

security threat to the Wi-Fi connection. Hence, the user communicates with the hackers instead of with 

the hotspot. The hacker then passes this information to the chevalier (Quade, 2020). House and Radu 

(2020) posit that in such instances the hacker has access to every piece of information sent out on the 

Internet while working in this set-up, including important emails, credit card details, identity information 

and security credentials for the organization. Once armed with this information, the hackers can access 

the user’s systems as if they were the user, whenever and wherever they want to. Insecure Wi-Fi 

connections can be used by hackers to spread malware. Since students tend to share files across 

networks, malware can infect other computers. There are instances where hackers access the connection 

point itself, causing pop-up windows to appear during the connection process, possibly offering an 

upgrade to a popular piece of software. By clicking the pop-up window, malware is installed (Quade, 

2020). 

Curiosity to Know the Latest COVID-19 News  

During the global COVID-19 pandemic, people were eager to get hold of the latest information. 

Curiosity increased after the first lockdown started and people searched for information on various 

websites. According to Stein-Zamir et al. (2020), there was an exponential rise in the development of 

cloned websites. Users visiting these spoofed sites were particularly likely to be exposed to phishing. 

Students constantly searched for statistics regarding COVID-19 cases and information relating to when 

the university would announce a return to campus. Several popular platforms were targeted (Diaz et al., 

2020). Users were enticed to subscribe to spoofed websites to get the most recent news sent to them 

using their emails and as a result were exposed to phishing attacks (Parker & Flowerday, 2020). These 

factors made students susceptible to phishing scams, but such sites do not discriminate, anyone can fall 

victim to the attacks.  

Khan et al. (2020) state that, during the peak of the global COVID-19 pandemic, cybercriminals 

identified an opportunity to target research, teaching and learning institutions since they knew that 

students, academics and other staff were focusing on the pandemic. We agree that the focus for everyone 

during the peak period of the global pandemic was to obtain as much information as possible. Khan, et 

al. (2020) posit that in this period there were many unreported incidents of cyber-attacks with the 

victims provided with disinformation that led to the loss of sensitive private information and financial 

resources.  

EFFECTS OF PHISHING ATTACKS ON STUDENTS 

Once students fall victim to a phishing attack, there are negative effects that follow. Gomes, Reis and 

Alturas (2020) highlight how social engineering tricks can be harmful to the system, but to an even 

greater extent the victim suffers. Cyber-attacks and threats include identity theft and monetary loss, 

learning inconveniences and reputational damage. 

Identity Theft and Monetary Loss 

Identity theft is a criminal act that involves the use of someone’s details, such as names and identity 

document numbers, and pretending that they are your own (Floderus & Rosenholm, 2019). Chen, Gaia, 

and Rao (2020) say that college students and business employees are usually targets for spear-phishing 
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targets by cybercriminals. The stolen information may be used to open multiple credit cards, fake IDs, or 

even perpetuate hate crimes (Nmachi & Win, 2021). Identity theft contributes to phishing because 

identity is central in all aspects of our lives. A study carried out in South Korea showed that a 

significantly larger number of the respondents expressed fear of the consequences of identity theft than 

for any other crime on the Internet (Choi et al., 2021). The literature reveals that most cases of online 

identity theft result in monetary loss and other forms of fraud. Chigada (2020) established that cases of 

identity theft where merchants have lost large sums of money have been widely reported by financial 

institutions.  

Learning Inconveniences 

New methods of learning, such as Zoom meetings, have become common since the start of the COVID-

19 pandemic (Aiken, 2020). However, some the tools adopted in e-learning have huge security concerns 

associated with them as they are easily penetrated by hackers (Aiken, 2020). According to Wagenseil 

(2020), lectures taking place online have frequently had to be adjourned due to security breaches and 

pornographic content being displayed on the screen. These breaches start with a single phishing email 

with a link sent to one of the students; by clicking the link given, access is granted to attackers (Henry & 

Shellenbarger, 2020).  

Other inconveniences have been experienced when Zoom webinars have been disrupted through 

distributed denial of services (DDoS). In DDoS hackers overwhelm the bandwidth required, leading to 

bandwidth depletion; computer resources are flooded with spurious requests that use up all the 

bandwidth; the attacks are aimed at the network or server resulting in traffic congestion and hence slow 

the server or cause it to crash so that no legitimate user can access it. Hence, in DDoS normal operations 

are disrupted creating challenges for the organization or individual and halting business activities. Quade 

(2020) describes DDoS as a cyber-attack denying legitimate users from accessing computing services. 

With the aid of the Information and Communication Services, it should be easy to distinguish DDoS 

traffic from legitimate traffic.  

Reputational Damage 

Phishing often obtains user credentials, and the victims suffer consequences related to what their 

information has been used for (Breakstone et al., 2021). These victims often find that their names and 

details have been used to commit crimes or for socially unacceptable behavior (such as fraud, online 

bullying, or distributing X-rated content on social media or during video conferencing meetings) 

(Alkhalil et al., 2021). As a result, the victim’s reputation is often adversely affected. Phishing generally 

involves identity theft and monetary fraud and destroys reputations and causes psychological damage. 

Hence it should be understood and be taken seriously by Internet users. 

MITIGATING PHISHING ATTACKS 

As indicated in the introductory section of this study, there is no consensus regarding the factors that 

expose students to phishing attacks, let alone possible interventions to completely eradicate the wave of 

cyber-attacks that students are threatened by. There is no single, reliable, system-based solution that can 

completely prevent online phishing (Williams & Joinson, 2020). Sumner and Yuan (2019) argue that the 

best solution is to teach Internet users how to spot a phishing attack before harm is done. In this section 

the researchers analyze current measures users should be able to implement to combat phishing threats 

on the Internet. 
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Awareness Through Education 

Chigada (2023) states that the rapid increase of technology and Internet use for daily activities requires 

us to understand how phishing works and raise awareness in our communities. The more effective 

students are in identifying phishing emails, spoofed websites and links that require one to register, the 

less vulnerable the university community will be (Oest et al., 2020). Yanakiev et al. (2020) explain how 

social engineering attacks aim to manipulating people to share critical information willingly. Hence, this 

study advocates for frequent awareness campaigns to help people to identify these attacks easily and 

timeously.  

Browser-Based Detection 

Recent browser-based phishing detection functionality on web-browsers, such as Chrome and Mozilla 

Firefox, has become increasingly effective in identifying potential phishing attacks and warning the user 

about them (Oest et al., 2020). However, the lag period might hinder the effectiveness of this measure 

amongst different browsers (Arshad et al., 2021). This means the flagging of the attack and warning 

message to the user is delayed. Benavides et al. (2020) present a systematic literature review of machine 

and deep learning approaches that, combined with browser detection, can complement each other in 

assisting the user to identifying phishing attacks. 

Email Impersonation Protection 

Email messaging is the means most frequently used by cybercriminals to lure students into sharing their 

credentials and submitting to scammers (Broadhurst et al., 2020). Gmail checks the universal resource 

locators (URL) contained in an email against a blacklist. A warning is sent to the user of a suspect email 

if a URL matches a blacklisted address (Ali, 2019). The best action is to immediately report the email 

when a user identifies a phishing email in their inbox because this helps the machine learning tool to 

prevent future attacks (Atimorathanna et al., 2020). To avoid the menace of phishing attacks, students 

should treat every email and link they receive in their mailbox with caution (Lawal & Cavus, 2019).  

Malware Protection and Firewalls 

Most studies recommend malware protection and firewall installation on all the electronic devices that 

students use for online activities. Guo et al. (2020) concur and mention the importance of malware 

detection software that blocks malicious links. Zhu (2020) states that firewalls can block phishing 

attacks on spoofed websites, but they warn the user of suspicious activity only approximately 70% of the 

time. One can conclude that a variety of measures can be used by students to detect phishing attacks, but 

without sufficient human vigilance these measures might be in vain.  

The top entities targeted by phishers are Netflix, Facebook, WhatsApp, Microsoft, and PayPal, and this 

is an indication of how phishing impacts on people's lives and livelihoods (Alwanain, 2019). Phishing is 

a social engineering technique, which means it focuses on manipulating human behavior and emotions. 

Therefore, no software alone can address phishing attacks without human involvement in identifying the 

phishing attacks (Shaw, 2020). According to Miller et al. (2020) phishing awareness training should be a 

must for every Internet user. Their findings suggest that users who are educated and aware of what 

phishing attacks look like are less likely to be preyed on compared to those who do not know about 

phishing (Miller et al., 2020). End-user awareness training by big technology companies should be a 

priority; they should take responsibility for educating their subscribers regarding phishing attacks (Singh 

et al., 2019). 
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Fang et al. (2019) recommend that users change their passwords frequently and also discourage saving 

passwords on a web browser, since this can make it quite easy to become a victim of malware attacks. 

Dawood, Ibrahim and Abu-Ulbeh (2019) agree; users, especially students, should always be cautious 

when they enter their passwords online. Before entering your credentials, the webpage URL and domain 

names in email headers should be examined carefully; look out for spelling errors; and note the language 

tone being used (Dawood et al., 2019). Ference (2017) suggests that users should avoid clicking on pop-

up advertisements when they are surfing the Internet because that is where phishers set their bait. Data-

security platforms or anti-virus software that help you spot any signs of an attack should be enabled by 

every Internet user (Parsons et al., 2019). Be aware that if the offers seem too good to be true, it is 

probably a scam, and you are about to be a victim of phishing (Ference, 2019).  

QUALITATIVE RESEARCH METHODOLOGY 

The study investigated the effects of phishing attacks and explored factors that exposed students 

studying remotely. We carefully considered the philosophical assumptions that informed this research 

(Creswell & Creswell, 2017). When addressing questions relating to the forms of reality, we used the 

subjective ontological stance to decide what could or could not be observed. We focused on how reality 

could be observed (if it could be observed) and our relationship with this reality (epistemology). We 

chose a qualitative methodology to complement the subjective ontological stance and philosophical 

view. Qualitative research is when the researcher seeks to establish an understanding of the phenomena 

being studied from the views of participants (Creswell & Creswell, 2017). We adopted this methodology 

because our objective was to address the research problem through direct interaction and personal 

conversations with participants. Semi-structured interviews allowed us to ask probing questions where 

we felt more information was required (Creswell & Creswell, 2017).  

Sampling Process and Data Collection 

The research population for this study was 25,000 students; however, a sample of 8 students was 

selected because we reached a point of data saturation at that point. A saturation point in qualitative 

research refers to the point at which no new information is discovered in data analysis (Creswell & 

Creswell, 2017). This redundancy or saturation point is a signal to researchers that data collection may 

cease. Creswell and Creswell (2017) state that the saturation point is reached when enough data has been 

collected to a point that now new facts are provided by participants. The participants were selected using 

inclusion/exclusion criteria, a process where the authors identify the participants to be included in the 

sample in a consistent, reliable, uniform, and objective manner. Non-probability purposive and 

convenience sampling techniques were found suitable to apply the inclusion/exclusion criteria because 

these sampling techniques permit the researcher’s personal judgments on who to include or exclude 

from the study (Sharma, 2017). According to Etikan et al. (2016) purposive sampling is a non-random 

technique that does not rely on underlying theories or prescribe a set number of participants. Purposive 

sampling allows us to depend on our judgment when selecting participants to take part in the study. 

Participants were identified and selected for possessing characteristics that made them eligible for this 

study. This included gender, whether they were registered students, age and possessing relevant 

experience which enabled them to provide information for the study. We started with 8 participants, and 

after collecting data from them we realized that there were no new insights from the participants, thus, 

we then decided to stop at 8 participants. 

Semi-structured interviews are a verbal interaction between the interviewee and the interviewer, where 

the interviewer attempts to elicit information using a prepared list of questions as a guide (Bryman, 



Nyasvisvo and Chigada  Phishing Attacks on University Students Studying Remotely 

 

The African Journal of Information Systems, Volume 15, Issue 2, Article 3 125 

 

2017). Prior to each interview, we familiarized the participants about the phishing phenomenon to 

ensure their maximum contribution to the study. Each interview session started with a brief overview of 

the purpose of the study, the topic and how people become victims. We explained that phishing was a 

form of cybercrime and that potential victims were usually contacted through unsolicited emails 

containing messages prompting the intended victims to respond by clicking a URL which mimicked a 

legitimate site. The interviews were conducted using the Zoom video conferencing platform and were 

recorded on the researchers’ Google drive in line with social distance health protocols because data were 

collected at the peak of the global COVID-19 pandemic. The interviews were recorded since the 

interviewees had given their consented. Participants had the right to participate or withdraw from the 

interviews without any repercussions.  

Data Analysis 

Bryman (2017) defines data analysis as “the computation of raw facts to produce information” (p. 213). 

“Data analysis is a crucial part of any research because it summarizes collected data” (Kabir, 2016:211). 

In this study, since the authors gathered data through an online video conference platform, the authors 

were also research instruments. We understood, described, and interpreted participants’ experiences and 

perceptions of a phenomenon. We adopted thematic data analysis to identify patterns of factors that 

influenced students’ exposure to phishing attacks on the Internet while studying from home during the 

Covid-19 pandemic. Thematic analysis is defined as a process of identifying, analyzing, and interpreting 

themes within qualitative data (Maguire & Delahunt, 2017). We used Atlas.Ti to identify emerging 

themes from the interview transcriptions. Atlas.Ti is a strong qualitative data analysis tool that aids the 

authors in the data analysis process by analysing and interpreting texts utilizing coding (Smit, 2002). 

Whilst using Atlas.Ti, we adopted a six-step approach which included familiarity, generating initial 

codes, generating themes, reviewing themes, naming themes, and lastly the write-up of the report (Elo & 

Kyngäs, 2008). The interviews were transcribed using Dragon speech transcription software to ensure 

accuracy, and error-free, easy-to-read responses from the participants. All research findings were 

presented in text format.  

FINDINGS 

Eight participants were interviewed and their responses were recorded and transcribed. All participants 

were registered students at the Western Cape university. Six participants were studying for 

undergraduate degrees while two were completing postgraduate studies. Participants' identities were 

kept anonymous throughout the study and pseudonyms were used. There were four female participants 

and four male participants.  

Factors that Exposed Students to Phishing Attacks 

All the participants acknowledged that scamming incidences have been increasingly prevalent within the 

university community since the beginning of the COVID-19 pandemic. The most evident themes from 

the interviews have been summarized in Figure 1.  

When asked whether studying online had increased the levels of phishing attempts, all participants 

agreed that it had and provided examples of scamming and phishing attempts they had received in the 

past months. One interviewee stated that, “I have been receiving a lot of phishing emails and text 

messages informing me about competitions I have won iPhone 12 but to my surprise, I never entered 

such competitions.”  
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Another participant stated that, “I constantly use my laptop and phone to do my assignments daily and I 

always feel like I am exposed to some very persuasive pop-up adverts. Quite sometimes I have been 

tempted to click on them, especially when I saw sneakers that I wanted on sale.” 

It is evident from the above quotations that participants were feeling increasingly exposed to phishing 

and scamming attempts and that they were aware of factors that exposed them to such attacks. Constant 

use of emails while studying from home allows cybercriminals to manipulate these emails to encourage 

students to give their credentials willingly. Attackers are becoming skilled in luring students to click on 

pop-up ads that have been created to appeal to the target. Participants mentioned that the use of 

unsecured networks in their homes and restaurants hotspots are contributing to their exposure to being 

scammed. “I think our home Wi-Fi network is not as secure as the Wi-Fi network I used to use at the 

university library, and I worry this might leave me exposed to phishing and scamming attacks.”  

Participants mentioned that they have encountered several mimicked websites during their online 

studies. Responses highlighted that some of these malicious websites are difficult to detect since they 

look exactly the same as the actual website and hence it is easy for them to fall victim.  

Participant 5 described how he became a victim of a malicious website by stating that:  

I thought I was buying an Economics textbook on ‘TakeALot’ but to my surprise, it was not the 

actual website. I saw the advert on Twitter, and it directed me to the website where the book was 

on sale. I entered my details and debit card number to purchase and as soon as I finished the 

website disappeared and I never received any confirmation email of my order, and my money 

was already withdrawn. 

The extracts given above demonstrate that everyone using an Internet-enabled device and anyone using 

emails or social media frequently should be vigilant and carefully check the messages they receive. It is 

important to take note of how easily participants were lured by phishing messages. Therefore, the 

findings are important in emphasizing the need for awareness and education in order to avoid being a 

victim of phishing attacks.  

Figure 1 summarizes the key themes that emerged for this research question. 
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Figure 1 

Students’ Exposure to Phishing  

 

 

Phishing Attacks Used by Cybercriminals 

The participants provided mixed responses regarding what techniques cyber attackers use to spy on 

potential targets. The majority of the participants have not been victims of phishing and scamming but a 

few of them have personally encountered these cybercriminals. Nevertheless, most participants had 

information to share about techniques cyber attackers have been using recently to catch them or their 

relatives and friends.  

Participant 1 stated that: 

I saw a bursary opportunity on LinkedIn, and it appeared to be a legitimate opportunity. Hence, I 

proceeded to apply for it since I need financial aid with my tuition fee. I entered my banking 

details and ID number. I did not receive any response after I completed the application and the 

moment, I told my father about the opportunity he advised me to block my bank card because the 

opportunity might be a scam. 

The statement from Participant 1 shows how cybercriminals target their victims knowing their 

situations. This decreases the chance of one being able to identify attacks. Participants also stated that 

recently they have been receiving text messages on their smartphones that they have won huge data 

bundles from their service provider; for them to claim the bundles they are required to navigate to the 

service provider website via the provided link. 

As a student I require data bundles to survive, for example, to attend Zoom classes, browse the 

Internet, watch movies and series, and communicate. Hence why when I received a text message 

that said I won 700GB of data bundles I was so excited, but I knew it was just too good to be 

true. 

Participant 4,2021 stated that “I once received a text message about a job opportunity but to my surprise 

it wanted me to pay 100 rands to submit my application so that I could be considered.”  
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It is evident from this study that scamming and phishing attacks are always evolving and are diverse. 

This shows that students can suffer significant losses if they fall for traps set by criminals. Another 

participant opened up in the interview with the researcher regarding how she lost money. This showed 

how far cybercriminals are willing to go to get what they want.  

Participant 8 mentioned this: 

I saw a WhatsApp message which had a direct link to the online store in one other group I had 

joined that gave updates about the Covid-19 pandemic. The message was about helping people 

who were not able to buy food because they lost their jobs hence, they were selling foods items 

at a lower price, and they would deliver for free. I bought 500 rands worth of items but when I 

realized it was a scam, they had already withdrawn 1000 rands that were in my account when I 

purchased. 

It emerged from the study that cyber attackers are not only using phishing emails to deceive victims but 

are also coming up with additional ways to mask their attacks so that they look real to the victim. 

Effects of Phishing Attacks on Students 

Various phishing and scamming attack outcomes and side effects that affect students were identified in 

the study. Themes that emerged from the responses included a decrease in productivity, monetary loss, 

identity theft, cyber-bullying, and damage to hardware and software. A summary of the findings is 

depicted in Figure 2 below.  

Figure 2 

 Effects of Phishing on Students 

 

 

Participants said they are terrified of the thought of someone else using their identity and pretending to 

be them because one can never know what they will do. For this reason alone, all participants agreed 

that they ensure that they do not give out their identity numbers over the Internet unless they are sure of 

the source.  

One participant stated that: 
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As a student, I think losing your identity details can negatively affect you in the future if the 

cybercriminals use your information to commit fraud or theft. You might realize you have a 

criminal record on your identification number when you start applying for certain necessities 

which you never knew about. 

Identity theft can cause serious effects such as damaged credit because the cybercriminals can open 

accounts in your name and never return the due amount which will ruin any person. This was stated by 

Participant 7, 2021.  

The most frequently mentioned effect was losing money or savings. All the participants emphasized that 

monetary loss could affect their mental health and livelihoods during these difficult times where the 

majority of people are unemployed and those employed do not have sufficient job security because of 

the COVID-19 pandemic. Every participant agreed that stress levels increase due to being scammed.  

When they wiped my bank account after I purchased from their website. I felt so stupid, and I 

was always angry with everyone in my life. I constantly ask myself till today ‘how was I so 

dumb to fall for those tricks. 

Another participant mentioned how monetary loss can be evident a long time after you have already 

forgotten about any purchases that you might have made that might give you clues to identify the root of 

the problem. Participant 5, 2021 stated that “Sometimes they harvest your card details to commit credit 

card fraud and by the time you realize that your credit card has a lot of repayments due it will be too 

late.” 

It emerged from the study that participants fear losing productive time while trying to fix the after-effect 

caused by being a victim of phishing and scamming. They mentioned that on occasion they receive 

emails with attachments that they should install on their devices, and this ends up leading to their 

computer’s performance deteriorating.  

One participant mentioned: 

I once downloaded software using a link from my emails and the moment, I installed this 

program my laptop crashed. The effect was that I could not finish my assignments and I was not 

able to attend a class for a week until it was fixed. 

Mitigating Phishing Attacks 

It was revealed in this study that students can find ways to protect themselves and reduce the 

susceptibility rate of them being victims. Most of the participants were aware of preventative measures 

they could take, and they shared their responses. Figure 3 depicts the detailed summary of these 

measures. At this stage, it is evident that if certain measures are not adhered to, the number of student 

victims that will be affected by the effects discussed above will increase exponentially.  

Participants mentioned in their responses that “I installed spam filters on my laptop and smartphone, this 

helped me to not receive spam emails that usually contain most phishing emails”. While participant 6, 

2021 stated that  “I installed anti-phishing and ad-blocker software to identify phishing messages on 

pop-up ads. Now I rarely receive these adverts.” 
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Figure 3 summarizes themes that emerged for technical preventive measures. 

Figure 3 

Preventative Measures 

 

Other mitigation techniques mentioned were the use of the VPN provided by the university when doing 

any school-related activities since it is protected and there are sites that are restricted (access by the 

students is controlled) as they might lead to students being phished and scammed. In order to safeguard 

oneself against phishing attacks, participant 3, 2021 indicated that “I try by all means to avoid using 

unsecured networks hence why I use the VPN provided by the university to access all my course-related 

work.”  

The most common intervention mentioned by the participants was the use of anti-virus software. All the 

participants agreed that anti-virus software helps them to identify malicious websites and secures their 

devices. When they try to install malicious software programs the anti-virus software blocks downloads 

before any damage occurs.  

Participants 1, 2, 7, and 8 stated that: 

The use of anti-virus software such as AVAST and Norton can be helpful when you navigate the 

Internet. They are also cheap to buy and easy to update, I always get alerts when I navigate to an 

unsecured site or even if I try to install corrupted software programs.  

A few participants mentioned two-factor authentication as useful in assisting students to secure their 

credentials. It emerged that many applications (for example, Twitter and Gmail) have two-factor 

authentication. Even if cybercriminals get access to the students’ credentials, they will not be able to log 

into an account without explicit approval from the account owner. The victim can quickly change the 

credentials as soon as an alert is received that someone is trying to log into their account and the whole 

situation is defused.  

One participant mentioned that “I use two-factor authentication on all my accounts that allow me to 

activate it because it gives me the final say and I know if someone is trying to gain access of my Gmail 

account before they do.”  

Participants in this study were very aware of phishing and scamming attacks; however, in the responses 

they mentioned that it is of utmost importance to keep on learning about how to protect oneself from 

these attacks. Some participants advocated for students to attend cybersecurity modules at university to 
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train and educate themselves on the issues regarding cybersecurity threats. Figure 4 provides a summary 

of findings under this theme.  

At our university, we do have courses about cybersecurity, but most students do not attend them 

because this is not part of their degree curriculum. After I was scammed money, I decided to 

register for the cybersecurity course to learn more of how to protect myself even though I am 

studying Law. 

Participant 1, 2021 had this to say “I would advise other students to attend cybersecurity events and 

seminars to ensure that they are up-to-date with what tricks criminals are using and how to mitigate 

them.”   

Participants mentioned that they change their passwords regularly so that they avoid saving passwords 

on their browsers. This limits the risk of cybercriminals gaining access to accounts and limits guesswork 

which might lead to information about the credentials being breached. A vivid answer was proffered by 

participant 2, 2021 who indicated that, “I change my password every month, to make it harder for 

criminals. I don’t want my log-in credentials to be known.”  

It was revealed that only a few participants knew how to report a phishing attempt that they encounter. 

One of the participants mentioned that it is very important to report phishing attacks to the university IT 

department or to the browser and application you are using. This helps the browsers to flag a type of 

messages as harmful in the future. “I report every phishing email that I identify in my inbox to Gmail 

and the next time I receive such emails it will be flagged with a warning symbol.” (Participant 3, 2021) 

Most of the participants that were interviewed agreed that if they are instructed to navigate to a website 

that requires their credentials, such as bank details or Netflix login, they will first go to their browser and 

then navigate to the particular site without using the link provided. Two of the participants mentioned 

that they do not pay attention to those details.  

Participants 2,3,4,5 and 8 stated that: 

With all the knowledge we have gathered about phishing attacks, we are very vigilant of the 

links we click on while surfing online and we always opt to navigate to the actual website on our 

own without the guidance of a link.  

Figure 4 provides a summary of phishing awareness and training themes that emerged. 
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Figure 4 

Phishing Awareness and Training 

 

DISCUSSION 

The findings from the first research question show that students were exposed to phishing attacks by 

connecting to the university network through the use of unsecured Wi-Fi (Choi et al., 2021). Participants 

indicated that during the COVID-19 lockdown period there was an increase in the number of unsolicited 

email messages that were received prompting students to enter competitions and exposing them to 

persuasive pop-up adverts. One participant used a malicious website to buy an economics textbook only 

to discover that it was a deceptive site. The advert was flighted on Twitter, and it appeared to be a 

genuine website. After credit card, personal and other sensitive information were captured the 

participant lost money to cybercriminals. Participants’ responses revealed how easily one can become a 

target of phishing and how difficult it was to distinguish between a genuine website and a malicious one 

(House & Radu, 2020). Participants also indicated that they were exposed to phishing attacks through 

the e-learning management platform, incessant use of computers and personal mobile devices, clicking 

on social media messages, the use of public Wi-Fi hotspots and sharing friends or family members’ 

devices. These views are supported by Zamir et al. (2020) and Gupta and Singh (2021) who state that 

phishing emails are used with malicious websites through the use of links that direct victims to the 

mimicked sites and once on those sites confidential information is requested. 

In response to the second research question, participants indicated that phishing attackers were aware 

that accessing online learning materials was an easy and convenient point of entry for them. They knew 

that students and lecturers were using online learning management systems, therefore it was easy to send 

malicious messages to this target group (Eigbrecht & Ehlers, 2020). Findings from the study indicated 

that social networking platforms such as LinkedIn, Twitter, Meta and Instagram were increasingly 

turning into playgrounds for cybercriminals. Criminal elements target their victims using information 

that is readily available on LinkedIn and purport to be selling genuine learning materials. This was a 

huge red-flag and should be considered by students so that they do not fall prey to criminal syndicates. 

Other findings showed that participants were frequently targeted when looking for job opportunities; for 
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example, text messages are sent instructing the victim to pay an administration fee in order to secure 

employment. In all of these phishing attacks complex strategies were deployed by cybercriminals to 

avoid being detected. This finding is supported by Chung et al. (2020) who state that cybercriminals are 

avoiding the traditional phishing tricks, but are developing innovative techniques, such as social media 

phishing and pop-up adverts, to attract victims. Parker and Flowerday (2020) highlight the ways in 

which social engineering techniques have developed; cybercriminals can manipulate the human in order 

to get all the information they need without hacking any computers. The use of social engineering 

techniques in phishing is one of the findings of this study. Baillon et al. (2019) support the view raised 

during the interviews, namely that cybercriminals are coming up with new and creative ways to deceive 

people; for example, the scams no longer occur through emails alone. This is why Baillon et al. (2019) 

advise individuals to keep on educating themselves about phishing and scamming attacks. 

The next research question focused on the effects of phishing attacks on students. Participants referred to 

a loss of productivity, damage to computers through malware, data loss, financial losses, being a victim 

of credit card fraud, identity theft and cyberbullying. Once someone falls victim to a phishing attack, 

they are likely to suffer negative effects (Reis & Alturas, 2020). Nmachi and Win (2021) explained how 

identity theft is one of the most severe phishing effects since it is central to our existence. For example, 

people use IDs to open accounts and conduct many transactions that require IDs. The research results 

described how two of the participants became victims of identity theft and the effects (monetary loss) 

because their identity details were exposed. Alkhalil et al. (2021) explain how phishing can destroy 

reputation as victims' details are used to commit fraud, engage in online bullying, and to distribute 

pornographic content on work and learning platforms.  

In relation to the last research question, participants proposed a number of interventions in order to 

mitigate phishing attacks. For example, taking extra steps to understand how phishing works is an ideal 

way to identify a phishing attack (Breakstone et al., 2021). As cybersecurity attacks are constantly 

evolving, it is evident that continuous awareness becomes vital to help people understand cybersecurity 

threats and be more vigilant while surfing online (Yanakiev et al., 2020). Oest et al. (2020) argue that 

browser-based phishing detection on web browsers should be mandatory for everyone operating online. 

Phishing detection software can be efficient for students since it identifies and warns the user of 

potential phishing attacks (Arshad et al., 2021). The findings show that some participants are very aware 

of phishing detection software, but other participants have no idea what those are. People should take the 

initiative to understand how phishing works and raise awareness amongst the community members 

(Signh & Meenu, 2020). In a study by Ali (2019), it is stated that people should report any phishing 

emails or attacks they encounter to assist the algorithm to block such attacks immediately. Zhu (2020) 

agrees that the installation of firewalls and malware protection on students’ computers can block 

malicious links and spoofed websites and alert the user of any suspicious activities. 

Chigada and Madzinga (2021) explain how hackers have used spoofing to manipulate targeted victims 

to donate bitcoins because these victims thought that the emails were coming from the WHO. To avoid 

this type of scam, people are advised to always navigate to the original site on their browser rather than 

just clicking on a link in the email (Chigada & Madzinga, 2021). In the findings, participants say that 

educating oneself on how to identify phishing attacks is important in combating phishing and scamming 

threats. Yanakiev et al. (2020) agree and recommend that frequent awareness campaigns and 

cybersecurity courses should be provided for the student community and society at large to help them 

identify phishing attacks. Similarly, Abukari and Bankas (2020) say that security awareness programs 

are key to educating and training people to equip themselves in identifying potential threats that might 
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emanate from working from home. Threat actors have been highly motivated since the beginning of the 

COVID-19 pandemic, and they are constantly improving their scamming methods (Khan et al., 2020).  

Implications 

Despite the negative effects of phishing attacks, there have not been reports of wide-spread damage on 

the university community as a whole. However, the findings from this study are a clear sign that people 

should not be caught unaware. Everyone should be vigilant and should constantly check the 

communications they receive on their devices, specifically portable devices (Yanakiev et al., 2020).  

Implications for Research 

This study has affirmed that phishing and scamming attacks are prominent types of cybercrime. This 

study has created the foundation on which future research could be undertaken using a large sample size. 

The views obtained from one university are not necessarily a reflection of events occurring at other 

universities; future research could determine what is happening at other institutions and comparative 

studies could be carried out. Hence, future research could be undertaken involving large samples and 

multiple data sources to enhance the reliability and validity of the findings. The results of the study can 

be further validated with other universities by examining the factors that expose students and staff 

members to phishing attacks. In addition, targeted campaigns underpinned by robust theories could be 

carried out to raise awareness among students and staff about phishing attacks and other forms of 

cybercrime. Given the exponential growth of cybercrimes, universities should embark on continuous 

technical improvements to counter evolving and innovative phishing attacks. Lastly, this study 

advocates for reviews of policy for institutions of higher learning to enhance existing interventions. 

Implications for Practice 

This study has many implications for students, academics, and all other university staff. Firstly, it 

emerged from the findings that participants found it useful to be well-educated regarding the subject of 

phishing and scamming so as to be able to counter phishing attempts. Students should regularly attend 

seminars, events, and awareness campaigns held at their institutions to learn about the continuous 

evolvement of phishing. Students and staff should educate themselves about phishing attacks and also 

pressure their universities to include cybersecurity modules in a curriculum that would be accessible to 

all. Hence, this study advocates for ongoing education and awareness within the university community 

as this can make a huge impact towards reducing the total number of victims. 

Secondly, the findings show that technical and non-technical preventative measures, if used properly, 

can be effective to mitigate the numerous existing phishing and scamming attacks aimed at students. 

Most participants recommended the use of anti-virus software, spam filters, and two- or multifactor 

authentication to assist them in preventing some of the attempts that might lead to being victims. 

Therefore, this study recommends students install and activate these tools to reduce the level of 

susceptibility to phishing and scamming attacks while studying online. Students should ensure that their 

preventative software applications are regularly updated with the latest features as this will reduce the 

success rate of new and more sophisticated phishing attacks by cybercriminals.  

Thirdly, participants revealed that they were not able to identify or detect phishing and scamming 

attacks as quickly as possible which resulted in some of them being victims. This study recommends 

that students learn from existing literature on phishing attacks, types of phishing and how they are 

perpetrated in order to have some knowledge of phishing attacks. This might help an average student 

develop skills to identify phishing attacks. Students should look out for domain errors whenever they 
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receive emails and SMSs that redirect them to a website. These errors are very common in phishing 

attacks. For example, an email from your local bank account might be missing a letter in the domain 

name or URL, this should be where your doubts are raised; it is also advisable to navigate to the actual 

domain through your browser to confirm the error. Most companies use their company names as domain 

names therefore, if you receive an email with a Gmail domain name claiming to be from a well-known 

company that is probably a scamming attempt. Students should read through the whole email or message 

and decide if it makes sense. One should check for no grammatical errors because the occurrence of 

these errors should raise your suspicions regarding the legitimacy of the sender of this email and it 

should prompt you to investigate whether it might be a phishing attempt. Students should scrutinize the 

attachments and links that they receive in their inboxes; one should not install software attachments 

without one hundred percent assurance as to who has sent them. If there are links requiring students to 

click to navigate to a particular website where they need to input sensitive information, they should 

always visit the site using the search bar of a browser, never use the link provided. 

In most phishing attempts a sense of urgency is created to pressure the targeted individuals to act 

quickly and without checking. Hence, if you identify a coercive tone in the message or email you should 

be suspicious. The urgency is created in different ways, however; mostly one will be rushed to login in 

into the given account to pay a certain amount that is due or to get a bargain while it is available, or to 

provide sensitive information. Cybercriminals usually build their mimicked websites in a rush and, 

hence, the sites do not look as professional as those of the actual company. They may use poor 

resolution images and the functionality is limited. Thus, students should ensure they carefully assess the 

website design before they interact with it. Lastly, URLs are useful when identifying unsecured and 

potentially phishing websites. Instead of the typical “https://” prefix, which signifies a secure site, 

phishing websites frequently use the “http://” prefix. Furthermore, the spelling of a phishing website’s 

URL will typically differ in small ways from that of the company it purports to represent. 

Limitations of the Study and Future Scope 

Various limitations were encountered in this study due to the COVID-19 social distancing protocols as 

the movement of people was restricted. Data were collected from only eight participants who were 

reachable at the time of the study and those participants were from different universities within the 

Western Cape province. Therefore, the findings in this study do not reflect the views and experience of 

students outside the sample. For future research, the researcher recommends further investigations into 

phishing susceptibility amongst students and ways that would assist in designing stronger and self-

learning anti-phishing security systems.  

CONCLUSION 

This study focused on identifying factors that exposed students to phishing and scamming attacks on the 

Internet while studying from home during the Covid-19 pandemic. Phishing and scamming attacks 

remain a dominant cybersecurity threat against individuals and organizations. The most clearly 

identified themes in this study showed that human naivety and vulnerability are the main drivers for the 

increased susceptibility of phishing and scamming attacks. Students’ experiences and perspectives were 

that phishing attacks were difficult to identify and avoid because they were perpetrated using complex 

strategies. It has been identified that using unsecured Wi-Fi networks, constant use of computers, 

malicious websites, opening links or attachments from suspicious senders, and many other factors 

expose students to the dangers of being phished or scammed. In addition to previously known phishing 

mediums, such as emails and the web, it has emerged that cybercriminals are constantly inventing new 
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phishing approaches using SMS, voice messages and social media to scam students while the goal 

remains unchanged. Furthermore, studying from home has increased the chance of students becoming 

victims due to the amount of time they spend studying online and the large number of emails they 

receive. Consequently, the key contributions of this study were to provide insights on how phishing 

attacks have developed, ranging from obtaining sensitive information and user credentials to damaging 

reputation, cyber-bullying, identity theft, disrupting online lectures and perpetrating financial crimes 

targeting students. In addition, the study made recommendations for students to take proactive actions 

against malicious email messages. Students’ perspectives and experiences demonstrate the need for 

training and education programs for society regarding phishing attacks. Universities have a duty to 

ensure that corporate networks have security protocols and controls in place to guard against external 

intrusive emails that find their way to students’ computers that are connected on the university’ server. 
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