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Abstract. RC4 is a stream cipher designed by Ron Rivest in 1987, and
is widely used in various applications. WPA is one of these applications,
where TKIP is used for a key generation procedure to avoid weak IV
generated by WEP. In FSE 2014, two different attacks against WPA
were proposed by Sen Gupta et al. and Paterson et al. Both focused
correlations between the keystream bytes and the first 3 bytes of the
RC4 key in WPA. In this paper, we focus on linear correlations between
unknown internal state and the first 3 bytes of the RC4 key in both
generic RC4 and WPA | where the first 3 bytes of the RC4 key is known
in WPA. As a result, we could discover various new linear correlations,
and prove these correlations theoretically.

Keywords: RC4, WPA, linear correlations

1 Introduction

RC4 is a stream cipher designed by Ron Rivest in 1987, and is widely used
in various applications such as Secure Socket Layer/Transport Layer Security
(SSL/TLS), Wired Equivalent Privacy (WEP) and Wi-fi Protected Access (WPA),
etc. Due to its popularity and simplicity, RC4 has become a hot cryptanalysis
target since its specification was made public on the internet in 1994.

WEP is a security protocol for IEEE 802.11 wireless networks, standardized
in 1999. Various attacks against WEP, however, have been proposed in [7, 16, 17]
after Fluhrer et al. showed a class of weak IV in 2001 [3], and WEP is considered
to be broken completely today. In order to avoid the attack by Fluhrer et al. [3],
WEP had been superseded by WPA in 2003. WPA improves a key scheduling
procedure known as Temporary Key Integrity Protocol (TKIP) to avoid a class
of weak IV generated in WEP. One of characteristic features in TKIP is that
the first 3 bytes of the RC4 key K|[0], K[1], and K[2] are derived from IV, and
then, they are public. The range of K[1] is limited to either [32,63] or [96, 127]
in order to avoid the known WEP attacks by Fluhrer et al. [3].

In FSE 2014, Sen Gupta et al. showed a probability distribution of an addition
of the first two bytes of the RC4 key, K[0] + K[1], in detailed, and found that
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some characteristic features including K [0]+ K [1] must be always even [4]. They
also showed some linear correlations between the keystream bytes and the first
known 3 bytes of the RC4 key in WPA. They applied these linear correlations
to the existing plaintext recovery attack against SSL/TLS [6] with WPA, and
improve its computational complexity required for the attack. In [13], Paterson
et al. showed the specific correlations in WPA between the keystream bytes
and a combination of IV by a different idea from [4]. They also improved the
computational complexity required for the attack against WPA in comparison
with the existing attack against SSL/TLS [1].

In this paper, we investigated new linear correlations among four unknown
values Sy[iry1], Srlfr+1], Jr41 and ¢,y and the first known 3 bytes of the RC4 key
K[0], K[1], and K[2] in both generic RC4 and WPA. An important differences
between ours and previous works [4,13] is to whether analysis target is the
internal states or the keystream bytes. The previous works are effective for the
plaintext recovery attacks [1,6]. On the other hand, our investigation is effective
for the state recovery attacks [2, 8, 12]. In addition, we also focus on the difference
between generic RC4 and WPA, and then, discover that there exist some different
correlations between generic RC4 and WPA, which exactly reflect difference of
distributions of the first 3 bytes of the RC4 key. Our motivation is to prove these
linear correlations theoretically. Some of our proved significant biases are given
as follows:

Theorem 1: Pr(Sp[i1] = K[0])rca =~ %(1 - %)N—2;
Theorem 2: Pr(Sy[i1] = K[0])wpa = 0;
Theorem 3: Pr(Sp[i1] = K[0] — K[1] — 3)
N {]%,al ++(1-%)(1—ay) for RC4,
- %al + %(1 — %)(1 — ;) for WPA;
Theorem 4: Pr(Sp[i1] = K[0] — K[1] — 1)
N {;V@ +Z)ar++(1—2)(1—a;) for RC4,
Tt L(1-H1 ) for WPA;
Theorem 5: Pr(Sas5i2s6] = K0])
~ao(l— )™ + L1 —a)(1 - (1- 1))
Theorem 6: Pr(Sas5(ios6] = K[1])
~o(1-4) +F - 01— (1-4)™);
Theorem 7: Pr(S,[i,+1] = K[0] + K[1]+1) (0 <7 < N)
a1 if r =0,
a1 + (1= Br)e ifr=1,
~le(l-2) Y T Lta-e)(1- (11— ifr=N-1,
G-+ Fa-a- (-5 -
) 4

Gri(l-%)" + % ) (1-%)" *=1 otherwise,
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where a9 = Pr(Sp[0] = KJ[0]), oy = Pr(So[l] = K[0] + K[1] + 1), f1 =
Pr(So[So[1]] = K[0] + KT1] +1), v = Pr(K[0]+ K[1] = 1), § = Pr(S,[0] = K[1]),
@ = PeS0) = KO 4 KU D, ¢ = (S| = K0+ K+ 1) o

Ny = Pr(Sy[ir+1] = K[0] + K[1] + 1). Both ap and oy are Roos’ biases [15], a
B1 is one of Nested Roos’ biases [9].

These newly demonstrated correlations could be added to the known set of
biases for Sy [iy+1], Srljr+1], Jr+1 and t,41 for r > 0 on known key bytes in WPA,
and could improve some state recovery attacks against RC4.

This paper is organized as follows: Section 2 briefly summarizes notation,
RC4 algorithms and key scheduling procedure in WPA. Section 3 presents the
previous works on Roos’ biases [14, 15], Nested Roos’ biases [9] and the distribu-
tion of K[0] + K[1] in WPA [4]. Section 4 first discusses some linear correlations
observed by our experiments, and shows theoretical proofs. Section 5 demon-
strates experimental simulations. Section 6 concludes this paper.

2 Preliminary

2.1 Description of RC4

The following notation is used in this paper.

K, 1 : secret key, the length of secret key (bytes)

r : number of rounds

N : number of arrays in state (typically N = 256)
SK . state of KSA after the swap in the 7-th round
S, : state of PRGA after the swap in the r-th round

i,75 : indices of SX for the r-th round

ir, jr : indices of S, for the r-th round
Z,. : one output keystream for the r-th round
t, : index of Z,

RC4 consists of two algorithms: Key Scheduling Algorithm (KSA) and Pseudo
Random Generation Algorithm (PRGA). KSA generates the state S§ from a
secret key K of [ bytes as described in Algorithm 1. Then, the final state S§ in
KSA becomes the input of PRGA as Sy. Once the state Sy is computed, PRGA
generates a keystream byte Z, in each round as described in Algorithm 2. The
keystream byte Z,. will be XORed with a plaintext to generate a ciphertext.

Algorithm 1 KSA Algorithm 2 PRGA

1: fori=0to N —1do 1: 740,400, 5o < 0

2: SEi] i 2: loop

3: end for 3 rnr+1, i < t,—1+1
4: j& 0 4: Gr 4 gro1+ Sroafiv)

5: for i =0 to N —1do 5. Swap(Sr—1[ir], Sr—1[jr])
6:  GE4 ]Z + SK[Z] + K[i mod (] 6:  tr < Srlir] + Sr[ir]

7. Swap(SE[i], SE[iE1]) 7:  Output: Z, < S;[t,]

8: end for 8: end loop




4 R. Ito and A. Miyaji

2.2 Description of WPA

In order to generate a 16-byte RC4 secret key, WPA uses two key scheduling
procedures: a key management scheme and the TKIP, which includes a temporal
key hash function [5] to generate RC4 secret key and a message integrity code
function to ensure integrity of the message. The key management scheme after
the authentication based on IEEE 802.1X generates a 16-byte Temporal Key
(TK). Then, the TK, a 6-byte Transmitter Address and a 48-bit IV, which is
a sequence counter, are given as the inputs to the temporal key hash function.
The temporal key hash function generates the last 13 bytes of the RC4 key. The
remaining RC4 key, the first 3 bytes, is computed by the last 16 bits of IV (IV16)
as follows:

K[0] = (IV16 >> 8) & OxFF,
K[1] = ((IV16 >> 8) | 0x20) & Ox7F,
K[2] = IV16 & OxFF.

Note that the range of K[1] is limited to either [32,63] or [96,127] in order to
avoid the known WEP attack by Fluhrer et al. [3].

3 Previous works

In 1995, Roos’ biases [15], correlations between RC4 key bytes and the initial
state So of PRGA, are proved in [14] and given as follows:

Proposition 1 ([14, Corollary 2]). In the initial state of PRGA for 0 <y <
N — 1, we have

Y [y(y;1)+N]
=22 S - (1-3)-(-3)
=0

In FSE 2008, Maitra and Paul showed correlations similar to Roos’ biases [9],
so called Nested Roos’ biases in [10]. Nested Roos’ biases are given as follows:

Proposition 2 ([9, Theorem 2]). In the initial state of PRGA for 0 <y < 31,
Pr(So[Soly]] = fy) is approzimately

(y+1)
1 1\2 2 1 1 vIr) yaN—-4
R T T (DA I G ,
N N N N N N

where f, = w + 30 Klz].

In FSE 2014, Sen Gupta et al. showed that the distribution of K[0] + K[1] has
biases from a relation between K[0] and K|[1] generated by the temporal key
hash function in WPA [4]. This distribution is given as follows:
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Proposition 3 ([4, Theorem 1]). For 0 < v < N — 1, the distribution of the
sum v of K[0] and K[1] generated by the temporal key hash function in WPA is
given as follows:

Pr(K[0]+ K[1]=v)=0 if v is odd,
Pr(K[0]+ K[1] =v) =0 if v is even and v € [0, 31] U [128, 159],
Pr(K[0] + K[1] =v) =2/256 if v is even and

v € [32,63] U [96,127) U [160, 191] U [224, 255],
Pr(K[0] + K[1] = v) =4/256 if v is even and v € [64,95] U [192, 223].

They also showed that Proposition 3 combining Roos’ biases shown in Proposi-
tion 1 induced a characteristic bias on the distribution of the initial state Sp[1]
of PRGA, which deeply influences on the biases of the first keystream byte Z;,
etc.

4 New linear correlations

4.1 Experimental observation

Let us investigate new correlations of four unknown values Sy [iy+1], Srljrt+1];
Jr+1 and t,41 for r > 0. Other linear correlations of the keystream bytes Z, are
investigated in [4]. Let X, € {S/[ir41], Sr[jrs1]s Jrs1,tri1}, a,b,¢,d € {0,%1}
and e € {0,+1, +2, +3},

Xr=0Z41+b K0 +cK[1]+d-K[2] +e. (1)

These biases by Eq. (1) can be added to the known set of biases for Sy[ir11],
Sylirs1]s Jra1 and t.11 for 7 > 0 on known keys in WPA such as K[0], K[1]
and K[2], and may reduce the computational complexity of the existing state
recovery attacks against RC4 [2,8,12] especially in WPA.

We have examined all 4 - 3* - 7 equations defined by Eq. (1) in each round
with 232 randomly generated 16-byte keys in both generic RC4 and WPA. Some
notable experimental results are presented in Tables 1 and 3. Due to lack of
space, only the results of correlations with more than 0.0048 or less than 0.0020
in either generic RC4 or WPA are listed. We stress that the case of Sy[i;] = K[0]
in WPA becomes an impossible condition (probability 0), and thus, So[i1] is
varied from [0, N—1]\{K[0]}. Our motivation is to prove these linear correlations
theoretically shown in Table 1.

In order to prove the following theorems, we often use Roos’ biases (Proposi-
tion 1), Nested Roos’ biases (Proposition 2) and the probability of K[0]+ K[1] =

v (Proposition 3), which are denoted by «a,, = Pr(Sy[y] = w + 30 Klz]),

By = Pr(SolSoly]] = Y5 + YU K[2]) and 7, = Pr(K[0] + K[1] = v), re-
spectively. From uniform randomness of RC4 stream cipher, we assume that the

probability of certain events (e.g. the state information) that we have confirmed

experimentally that there are no significant biases is % due to random asso-

ciation for the proofs. Furthermore, we assume that the RC4 key is generated
uniformly at random in generic RCA4.
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Table 1. Notable linear correlations in Eq. (1) for both generic RC4 and WPA

\ X, \Linear correlations\ RC4 \ WPA | Remarks \
KI0] 0.001450 0 Theorems 1 and 2
Solir] |K[0] — K[1]—3 |0.005337| 0.007848 |  Theorem 3
K[0] — K[1] —1 |0.003922| 0.007877 |  Theorem 4
Sl K|[0] 0.137294| 0.138047 Theorem 5
255 1250] K[1] 0.003911 | 0.037189 Theorem 6
Sy lirsa] [K[0] + K[1] + 1 Fig. 1 Theorem 7

i I
(o 1 —

”|uu‘|mu|‘|‘ T -
0.002

- - —Random association (1/N)

K[0]+K[1]+1)

Experimental values for WPA

Experimental values for RC4

Pr(Sr[ir+1]

o 50 100 150 200 250

Index r+1 of the state array in the r-th round of RC4 PRGA

Fig. 1. Observation result of event (Sy[ir+1] = K[0] + K[1] + 1)

4.2 Bias in Sp[i1] for both generic RC4 and WPA

In this section, we prove Theorems 1-4. Theorems 1 and 2 shows that Sy[i1] =
K[0] holds with low probability and 0 in generic RC4 and WPA, respectively.
Theorems 3 and 4 show that both Sp[i;] = K[0] — K[1] — 3 and K[0] — K[1] —1
in WPA hold twice as frequently as probability % due to random association.
Theorem 3 also shows that event (Syp[i1] = K[0] — K[1] — 3) provides a case with
positive bias in generic RC4.

Theorem 1. In the initial state of PRGA, we have

1 1\ N2
PT(SO[il] = K[O])Rc4 ~ N (1 — N) .
Proof. Fig. 2 shows a state transition diagram in the first 2 rounds of KSA.
From step 6 in Algorithm 1, both j{* = j& 4+ S [0] + K[0] = 0+0+ K[0] = K[0]
and j& = j& 4+ SF[1] + K[1] = K[0] + K[1] + S{[1] hold. The probability of
event (Sp[i1] = K0]) can be decomposed in three paths: K[0] + K[1] = 0 (Path
1), K[0] + K[1] = 255 (Path 2) and K[0] + K[1] # 0,255 (Path 3). Both Paths 1
and 2 are further divided into two subpaths: K[0] = 1 (Paths 1-1 and 2-1) and
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K[0] # 1 (Paths 1-2 and 2-2), respectively. In the following proof, we use Sy[1]
instead of Sp[i1] (i1 = 1) and SE[1] for simplicity.

Path 1-1. Fig. 3 shows a state transition diagram in Path 1-1. After the second
round of KSA, SK[1] = K|0] always holds since j% = K[0] = 1 and ji =
K[0]+K[1]+SE[1] = 0+0 = 0. Furthermore, SX[1] = SK[1] for 3 <r < N if
75 # 1 during the subsequent N —2 rounds, whose probability is (1— ;) N=2

approximately. Thus, the probability in Path 1-1 is given as follows:

1\ N2
Pr(So[1] = K[0] | Path 1-1) ~ (1 — N) .

Path 1-2. Fig. 4 shows a state transition diagram in Path 1-2. S¥[0] = K[0]
always holds since j% = K[0] # 1 and j& = (K[0]+K[1])+SE[1] = 0+1 = 1.
Then, event (Sp[1] = K[0]) never occurs because SX[1] # K[0] always holds
for r > 2. Thus, the probability in Path 1-2 is 0.

Path 2-1. Fig. 5 shows a state transition diagram in Path 2-1. S¥[0] = K[0]
always holds in the same way as Path 1-2. Then, event (Sy[1] = K[0]) never
occurs. Thus, the probability in Path 2-1 is 0.

Path 2-2. Fig. 6 shows a state transition diagram in Path 2-2. S¥[1] = K[0]
always holds in the same way as Path 1-1. Then, event (Sp[1] = K[0]) occurs
if S,[1] = S[1] for 3 <7 < N. Thus, the probability in Path 2-2 is given as
follows:

Pr(So[1] = K[0] | Path 2-2) ~ (1 - ;V)]H.

Path 3. Fig. 2 shows a state transition diagram in Path 3. S£[0] = K|[0] always
holds in the same way as Paths 1-2 and 2-1. Then, event (Sy[1] = K[0]) never
occurs. Thus, the probability in Path 3 is 0.

In summary, event (Sp[i1] = K0]) occurs only in either Paths 1-1 or 2-2. There-
fore, we get

Pr(So[i1] = K[0]) = Pr(Sp[i1] = K[0] | Path 1-1) - Pr(Path 1-1)
+ Pr(Sp[i1] = K[0] | Path 2-2) - Pr(Path 2-2)

O RS S U I R I U NS I S R
- N N2 N N N) N N '

Theorem 2. In the initial state of PRGA in WPA, we have
Pr(Sp[i1] = K[0])wpa = 0.

Proof. Note that event (Sy[1] = K[0]) occurs if and only if either K[0]+K[1] =0
or 255, and that Proposition 3 shows that neither K[0] + K[1] = 0 nor 255 holds
in WPA. Thus, the probability of event (Sp[1] = K0]) in WPA is 0. O
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K K

0 1 Jy J; 255
s& 1 (o] i 255
i >< A=K[0]
SKIK[0]] 1 0 Js 255
1’/><\J'§:K[0]+K[1]+sf[1]
s¢[kio)] 5 3 1] [ 255 |

Fig. 2. A state transition diagram in the first 2 rounds of KSA

0 1 255 0 1 jt 255

Sg| 0 |K[0] 255 Sy| © 1 K[0] 255
X >4

sK1k[0]| o 255 s¥1k[0]] 1 0 255
J \ i i

sy| o [K[0] 255 sylK[o]| 1 0 255
Fig. 3. Path 1-1 in Theorem 1 Fig. 4. Path 1-2 in Theorem 1
0 1 255 0 1 it 255

ss| o |K[0] 255 ss| o 1 K[0] 255
X <

SYIK[0]| o 255 SSIK[O]| 1 0 255

— Pl

S5 | K[0] 255‘— *o syl 1 [K[O] 0 255

Fig. 5. Path 2-1 in Theorem 1 Fig. 6. Path 2-2 in Theorem 1

Theorem 3. In the initial state of PRGA, we have

3041 + 1 (1 — 2) (1—-a1) for RCY,

Pr(So[i] = K[0] — K[1] — 3) ~ ZZ ];’ JZ
Nal + N (1 — N) (1 — Oél> for WPA.

Proof. The probability of event (Sp[i1] = K[0] — K[1] — 3) can be decomposed

in two paths: K[1] = 126,254 (Path 1) and K[1] # 126,254 (Path 2). In the

following proof, we use Sy[1] instead of Sy[i1] (i1 = 1) for simplicity.

Path 1. In K[1] = 126,254, event (Sp[1] = K[0] — K[1] — 3) occurs if and only
if Sp[1] = K[0]+ K[1]+ 1. Thus, the probability in Path 1 is given as follows:

Pr(Sp[l] = K[0] — K[1] — 3| Path 1) = a;.

Path 2. In K|[1] # 126,254, event (Sg[l] = K[0] — K[1] — 3) never occurs if
So[l] = K[0] + K[1] + 1. If Sp[1] # K[0] + K[1] + 1 holds, then we assume
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that event (So[1] = K[0]— K[1]—3) occurs with probability + due to random
association. Thus, the probability in Path 2 is given as follows:

1

Pr(Sp[l] = K[0] — K[1] — 3 | Path 2) ~ v (1—ay).

In summary, we get

Pr(Solir] = K[0] — K[1] - 3)
— Pr(So[1] = K[0] — K[1] — 3| Path 1) - Pr(Path 1)
+ Pr(So[l] = K[0] — K[1] — 3 | Path 2) - Pr(Path 2)

2 1 2
oy + — (1 — ) (1—-ay) for RC4,

_ )N N N
T )4 1 4
N + N (1 - N) (1 —ay) for WPA,

N+2

where a; = Pr(So[1] = K[0] + K[1] + 1) = (¥) + % O

The probability of K[1] = 126 or 254 in generic RC4 is % in order to be generated
uniformly at random. On the other hand, that of K[1] = 126 or 254 in WPA is +
or 0, respectively. Thus, Theorem 3 reflects the difference of Pr(K[1] = 126,254)
in both generic RC4 and WPA.

Theorem 4. In the initial state of PRGA, we have
Pr(Sofi1] = K[0] — K[1] — 1)

1 2 1 2
4 1 4
Na1+N(1— N)(l—al) for WPA.

Proof. The probability of event (Sp[i1] = K[0] — K[1] — 1) can be decomposed
in three paths: K[1] = 127 (Path 1), K[1] = 255 (Path 2) and K[1] # 127,255
(Path 3). In the following proof, we use Sp[1] instead of Sy[i1] (i1 = 1) for
simplicity.

Path 1. In K[1] = 127, event (Sp[1] = K[0] — K[1] — 1) occurs if and only if
So[1] = K[0] + K[1] + 1. Thus, the probability in Path 1 is given as follows:

Pr(So[1] = K[0] — K[1] — 1 | Path 1) = ay.

Path 2. In K[1] = 255, event (Sp[1] = K[0] — K[1] — 1) occurs if and only if
So[l] = K[0]+ K[1]+1, and K[0]+ K[1]+1 = K[0]— K[1]—1 = K]0]. Then,
from the discussion in Theorem 1, event (So[1] = K[0]) occurs if and only
if either (K[0] + K[1] = 0 A K[0] = 1) or (K]0] + K[1] = 255 A K[0] # 1).
So, assuming that both K[1] = 255 and Sp[1] = K[0] + K[1] + 1 hold, event
(So[1] = K[0] — K[1] — 1) occurs if and only if either K[0] = 0 or 1. Thus,
the probability in Path 2 is given as follows:
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Pr(So[1] = K[0] — K[1] — 1 | Path 2) ~ Pr(K[0] = 0,1) - a

Path 3. In K[1] # 127,255, event (Sg[l] = K[0] — K[1] — 1) never occurs if
So[l] = K[0] + K[1] + 1. If Sp[1] # K[0] + K[1] + 1 holds, then we assume
that event (So[1] = K[0]— K[1]—1) occurs with probability + due to random
association. Thus, the probability in Path 3 is given as follows.

1
. 1—0[1).

Pr(So[l] = K[0] — K[1] - 1| Path 3) = < - (

In summary, we get

Pr(Solis] = K[0] - K[1] - 1)
= Pr(Soli1] = — K[1] =1 | Path 1) - Pr(Path 1)
+ Pr(Sp[i1] = K[0] — K[1] — 1 | Path 2) - Pr(Path 2)
]

+ Pr(So[i1] = K[0] — K[1] — 1 | Path 3) - Pr(Path 3)
1 1
(1—|— )a1—|— ) 1— ) for RC4,
_ )N
- 4 +—=1-=)(1—-0a) for WPA
vty ~ or ,
N-1\N+2 | 1
where oy = Pr(So[1] = K[0] + K[1] + 1) = (£52) + %- O

For WPA, Theorems 3 and 4 show that Pr(Sy[i1] = K[0]—K[1]—3) = Pr(Sp[i1] =
K[0] — K[1] — 1) holds. This is because the probability of K[1] = 127 or 255 in
WPA is % or 0, respectively.

4.3 Biases in Sas5[iz2se] for both generic RC4 and WPA

Theorem 5 shows that Sass[ioss] = K[0] holds with high probability in both
generic RC4 and WPA. On the other hand, Theorem 6 shows Sas5(ioss] = K[1]
holds with high probability only in WPA.

Theorem 5. After the 255-th round of PRGA, we have

Pr(Sasslinss] = K[0]) ~ ao (1 _ ]1V>255 1= ay) (1 - (1 - ;)255)

Proof. The probability of event (Sas5[i2s6] = K[0]) can be decomposed in two

paths: Sp[0] = K[0] (Path 1) and Sy[0] # K[0] (Path 2). In the following proof,

we use Sas5[0] instead of Sos5[izse] (i256 = 0) for simplicity.

Path 1. In Sy[0] = K][0], event (Se55[0] = K[0]) occurs if S,.[0] = Sp[0] for
1 < r < 255, whose probability is ( — %)255 approximately. Thus, the
probability in Path 1 is given as follows:

=

255
Pr(S255[0] = K[0] | Path 1) ~ <1 — ]1[) .
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Path 2. In Sy[0] # K|[0], event (S255[0] = K[0]) never occurs if S,.[0] = Sp[0] for
1 < r < 255. Except when S,.[0] = Sp[0] for 1 < r < 255, whose probability
is (1-(1- %)255) approximately, we assume that event (Sa55[0] = K[0])
occurs with probability % due to random association. Thus, the probability
in Path 2 is given as follows:

Pr(Sas5[0] = K[0] | Path 2) ~ ;(1 - (1 - ;)255)

In summary, we get

PI‘(SQ55 [i256] = K[O]) = PT(SQ55[i256] = K[O] ‘ Path 1) . Pr(Path 1)
+ PI‘(SQ55[’L'256] = K[O] | Path 2) . Pr(Path 2)

1\2 1 1\ 255
~aol— — —(Q-ag)(1-(1-=
(o) +xt-eo(-(-7) )
where oy = Pr(So[0] = K[0]) = (1—%)1\,—1—%. O
Before showing Theorem 6, we will show in Lemma 1 that So[0] = K[1] with
high probability only in WPA.
Lemma 1. In the initial state of PRGA, we have

% - % <1 — a0> for RCY4,

173 3

Z (N + (1 — N)Oéo) for WPA

Proof. The probability of event (Sp[0] = K[1]) can be decomposed in two paths:
K[1] = K[0] (Path 1) and K[1] # K|[0] (Path 2).

Path 1. In K[1] = K|0], event (Sp[0] = K[1]) occurs if and only if Sp[0] = K[0].
Thus, the probability in Path 1 is given as follows:
Pr(Sp[0] = K[1] | Path 1) = «p.

Path 2. In K[1] # K]J0], event (Sp[0] = K[1]) never occurs if Sy[0] = K]J0].
If So[0] # KJ[0], then we assume that event (Sp[0] = KJ[1]) occurs with
probability % due to random association. Thus, the probability in Path 2 is
given as follows:

Pr(So[0] = K[1)) ~

1

Pr(So[0] = K[1] | Path 2) ~ — - (1 - ao).

In summary, we get
Pr(Sp[0] = K[1]) = Pr(Sp[0] = K[1] | Path 1) - Pr(Path 1)
+ Pr(So[0] = K[1] | Path 2) - Pr(Path 2)

1 1 1 1 1
- 11 3 1/3 3
a0‘4+N(1—C¥0)'4—4<N+(1—N)a0> for WPA,
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where ag = Pr(5y[0] = K[0]) = (1_%)N+%. .

Lemma 1 reflects that the probability of event (K[1] = K[0]) in WPA, 1, is
higher than that in generic RC4, %

Theorem 6. After the 255-th round of PRGA, we have

Pr(Sassinss] = K[1]) ~ 5(1 - ]1[)255 + %(1 —4) (1 - (1 _ Jb)m),

where § is Pr(Syp[0] = K[1]) given as Lemma 1.

Proof. The proof itself is similar to Theorem 5, and used the probability of event
(So[0] = K|[1]) given as Lemma 1 instead of the probability of event (Sp[0] =
K|[0]). Therefore, we get

Pr(Sass[iase] = K[1]) = Pr(Sas5[0] = K[1] | So[0] = K[1]) - Pr(Sp[0] = K[1])
+ Pr(S255[0] = K[1] | So[0] # K[1]) - Pr(So[0] # K[1])

z5<1 - ;)255+ %(1 —5)(1 - (1 - ;{)255)7

where 0 is Pr(Sp[0] = K[1]) given as Lemma 1. O

4.4 Bias in S;[tr41] (0 < 7 < N) for both generic RC4 and WPA
Theorem 7 shows Pr(S,[i,+1] = K[0] + K[1] + 1) for 0 < r < N, whose experi-
mental result is listed Fig. 1 in Section 4.1. Before showing Theorem 7, Lemmas

2 and 3, distribution of the state in the first 2 rounds of PRGA, are proved.

Lemma 2. In the initial state of PRGA for 0 <z < N — 1, we have

Pr(Solz] = K[0] + K[1] + 1)

I\ V2 .
I=~5) % fo=1
1 1?2 :
~ joe] I_N if t =0 for WPA
1 1\/1 1 1\V o2
N(l — N) <N (1 — x]_\t ) + (1 - N) ) otherwise.

Proof. First, the probability of event (Sy[1] = K[0]+ K[1]+4 1) follows the result
in Proposition 1, that is, Pr(Sp[1] = K[0] + K[1] + 1) ~ (1 — %)NH + 4.

Next, the probability of event (Sp[z] = K[0] + K[1] + 1) for = € [0, N]\{1}
can be decomposed in two paths: SX[jX ;] = K[0] + K[1] + 1 (Path 1) and
SK[jE,] # K[0] + K[1] + 1 (Path 2)
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Path 1. In S¥[jX ] = K[0]+ K[1]+1, SE ,[2] = K[0] + K[1] + 1 always holds

due to swap operation. Furthermore, if SKX[z] = SX | [z] for z +2 <r < N,
whose probability is (1 — %)N7171 approximately, then Splz] = K[0] +

K|[1] 4+ 1 always holds. Thus, the probability in Path 1 is given as follows:

N

Path 2. Let y be satisfied with SX[y] = K[0] + K[1]+ 1. In SX[jX ] # K[0] +
K[1]+1, SE | [z] = K[0]+ K[1]+ 1 never holds due to swap operation. After
the x + 1-th round, if > y, then event (Sp[x] # K[0] + K[1] + 1) occurs
because SE[z] # K[0] + K[1] + 1 always holds for x + 1 < r < N. Else if
x < y, then we assume that event (So[z] = K[0] + K[1] + 1) occurs with
probability % due to random association, and the probability of x < y is
1— 2t Tn order to be satisfied « < y, we further consider K[0] = 1, whose
probability is &. If K[0] # 1, then S¥[1] = K[0] + K[1] + 1 always holds
from the discussion in Theorem 1, and thus, SX[z] # K[0] + K[1] + 1 holds

for 2 <r < N. In summary, the probability in Path 2 is given as follows:

N—z—1
Pr(So[z] = K[0] + K[1] + 1 | Path 1) ~ <1 - 1) .

Pq%uy:Km+Jqu+1Iama)zxg<y_z;1)

In summary, we get
Pr(Solz] = K[0] + K[1] + 1)
= Pr(So[z] = K[0] + K[1] + 1| Path 1) - Pr(Path 1)
+ Pr(So[z] = K[0] + K[1] 4+ 1 | Path 2) - Pr(Path 2)

ST !

In the case of © = 0 in WPA, event (Sp[0] = K[0] + K[1] 4+ 1) never occurs in
SE K] = K[0]+ K[1]+1 (Path 1) since SE[j{] = K[0] from step 6 in Algorithm
1. Then, K[1] = 255 never holds in WPA. Thus, Pr(S,[0] = K[0] + K[1] 4+ 1)
occurs if and only if Path 2, whose probability is given simply as ﬁ (1 — %) .a

Lemma 3. After the first round of PRGA for 0 <z < N — 1, we have

B1 ife=1
a1Yz—1 + (1 — P1)ex  otherwise,

Iw&msz+Km+n:{

where €, is Pr(So[z] = K[0] + K[1] + 1) given as Lemma 2.

Proof. First, the probability of event (S1[1] = K[0]+ K[1]+4 1) follows the result
in Proposition 2 because S1[1] = S1[i1] = So[j1] = So[So[1]] from steps 4 and 5
in Algorithm 2, that is, Pr(S1[1] = K[0] + K[1] + 1) = ;.

Next, the probability of event (S[z] = K[0]+ K[1]41) for x € [0, N —1]\{1}
can be decomposed in two paths: Sy[1] = K[0] + K[1] + 1 (Path 1) and Sy[z] =
K[0] + K[1] + 1 (Path 2).
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Path 1. In Sy[1] = K[0]+K[1]+1, if j; = z, then event (S [z] = K[0]+K[1]+1)
always occurs due to swap operation. Although both Sy[1] = K[0]+ K[1]+1
and j; = z are not independent, both Sy[1] = K[0] + K[1] + 1 and K[0] +
K[1] + 1 = = become independent by converting j; = x into j; = Sp[l] =
K[0] + K[1] + 1 = z. Thus, the probability in Path 1 is given as follows:

Pr(Si[z] = K[0] + K[1] + 1 | Path 1) = Pr(K[0] + K[1] = 2 — 1).

Path 2. In Sy[z] = K[0]+K[1]+1, if j1 = =, then event (S1[z] = K[0]+K[1]+1)
never occurs due to swap operation. If j; # z, then S;[z] = Splz] = K[0] +
K[1] + 1 always holds, and Si[1] # K]J0] + K[1] + 1 holds since Si[1] =
Solj1] # Solx] from swap operation in the first round. So, we assume that
both Splz] = K[0] + K[1] + 1 and S1[1] # K[0] + K[1] + 1 are mutually
independent. Thus, the probability in Path 2 is given as follows:

Pr(Si[z] = K[0] + K[1] + 1 | Path 2) = Pr(S1[1] # K[0] + K[1] + 1).
In summary, we get

Pr(S,[z] = K[0] + K[1] + 1)
= Pr(Si[z] = K[0] + K[1] + 1 | Path 1) - Pr(Path 1)
+ Pr(Si[z] = K[0] + K[1] + 1 | Path 2) - Pr(Path 2)
= 01Vz—1 + (]- - 51)617
where a; = Pr(Sp[1] = K[0] + K[1] + 1), 81 = Pr(So[So[1]] = K[0] + K[1] + 1),

Ye—1 = Pr(K[0] + K[1] = 2 — 1) and €, = Pr(Sp[z] = K[0] + K[1] + 1) is given
as Lemma 2. O

Theorem 7. After the r-th round of PRGA for 0 < x < N, we have

Pr(Sr[iT-‘rl} = K[O] + K[l] + 1)
a1 ifr=0,
aryr + (1= Bi)e ifr=1,

€0<1_J17)N_1+ 1(1—60)(1—(1—;,>N_1) ifr=N—1,
41(1—;,>N1 (1—<1)< <1—;I)N_l) ifr—N

r—1 r—1 r—x—1
1 1 1
Grt1 (1 - N> + N E Nz (1 - N> otherwise,
=1

Q

Z\H =|

where €, is Pr(Solr] = K[0] + K[1] + 1) given as Lemma 2, ¢, is Pr(Si[r] =
K[0] + K[1] + 1) given as Lemma 8 and n, is Pr(S.[i,+1] = K[0] + K[1] + 1)
given as this theorem.
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Proof. First, the probability of events (Sg[i1] = K[0] + K[1] + 1) and (S;[iz] =
K[0] + K[1] + 1) follow the result in Lemmas 2 and 3, respectively.

Next, both events (Sy_1[in] = K[0] + K[1] + 1) and (Sn[in+1] = K[0] +
K[1] + 1) can be proved in the same way as the proof of Theorem 5.

Finally, the probability of event (Sy[iy+1] = K[0]+K[1]+1) for2 <r < N—2
can be decomposed in two paths: Sifi,+1] = K[0] + K[1] + 1 (Path 1) and
Selizs1] = K[0]+ K[1]+1 (1 <z <r—1) (Path 2).

Path 1. In Si[i,41] = K[0] + K[1] 4+ 1, event (S;[ir+1] = K[0] + K[1] + 1)

oceurs if Sy[iy41] = Si[ir4+1] for 2 <y < r, whose probability is (1 — %
approximately. Thus, the probability in Path 1 is given as follows:

r—1
Pr(S,[irs1] = K[0] + K[1] + 1| Path 1) ~ (1 - ]1[) .

Path 2. In S;[i41] = K[0]+ K[1]+1 (1 <2z < r —1), if jy41 = @r41, then
Syt1lir+1] = K[0]+K[1]+1 always holds due to swap operation. After the z+
1-th round, event (S,[iy4+1] = K[0]+ K [1]4+1) occurs if Sy[iy+1] = Set1[ir+1]
for z + 2 <y < r, whose probability is (1 — %)PIA approximately. Thus,
the probability in Path 2 is given as follows:

r—xr—1
Pr(S,[ir1] = K[0] + K[1] + 1 | Path 2) ~ Jb<1 - Jb) .

Note that the range of x varies depending on the value of r in Path 2. In summary,
we get
Pr(Sr[ir+1] = K[O] + K[” + ]-)
= Pr(S [ir+1] = K[0] + K[1] + 1 | Path 1) - Pr(Path 1)

+ Z Pr(S,[ir+1] = K[0] + K[1] 4+ 1 | Path 2) - Pr(Path 2)

— r—1 r—xr—1
1 1 1
""Cr—i-l(]-N) +N;nr<]—N> )

where ¢, = Pr(S,[r] = K[0]+ K[1] +1) and n, = Pr(Sy[ir1] = K[0]+ K[1] +1),
which is recursive probability in this theorem.

5 Experimental results

In order to check the accuracy of notable linear correlations shown in Theorems
1 to 7, the experiments are conducted using 2%° randomly generated keys of 16
bytes in both generic RC4 and WPA, which mean 24°(= N?) trials. Note that
O(N?) trials are reported to be sufficient to identify the biases with constant
probability of success. This is why each correlation has a relative bias with the
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probability of at least about ﬁ with respect to a base event of probability

+ (refer to [11, Theorem 2] in detail). Our experimental environment is as
follows: Ubuntu 12.04 machine with 2.6 GHz CPU, 3.8 GiB memory, gcc 4.6.3
compiler and C language. We also evaluate the percentage of relative error e of

experimental values compared with theoretical values:

lexperimental value — theoretical value|
€ =

100(%).
experimental value . (%)

Table 2 shows experimental and theoretical values and the percentage of
relative errors €, which indicates € is small enough in each case such as € <
4.589 (%). Fig. 7 shows comparison between experimental and theoretical values
in Theorem 7, and these distributions match on the whole. Therefore, we have
convinced that theoretical values closely reflects the experimental values.

Table 2. Comparison between experimental and theoretical values

\ Results |[Experimental value|Theoretical value| e(%) |
Theorem 1 0.001449605 0.001445489 |0.284
Theorem 2 0 0 0
Theorem 3 { for RC4 0.005332558 0.005325263 |0.137
for WPA 0.007823541 0.008182569 |4.589
Theorem 4 { for RC4 0.003922530 0.003898206 |0.620
for WPA 0.007851853 0.008182569 |4.212
Theorem 5 0.138038917 0.138325988 10.208
Theorem 6 { for RC4 0.003909105 0.003893102 |0.409
for WPA 0.037186225 0.037105932  |0.216

K[0]+K[1]+1)

T i~ ﬂnmmuawm!‘nuum m

ST TR ‘

Experimental values for WPA
Theoretical values for WPA
Experimental values for RC4
Theoretical values for RC4

- - -Random association (1/N)

Pr(Sr[ir+1]
g

o 50 100 150 200 250

Index r+1 of the state array in the r-th round of RC4 PRGA

Fig. 7. Comparison between experimental and theoretical values shown in Theorem 7
for both generic RC4 and WPA
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6 Conclusion

In this paper, we have focused on the state information and investigated various
linear correlations among the unknown state information, the first 3 bytes of the
RC4 key, and a keystream byte in both generic RC4 and WPA. Particularly,
those linear correlations are effective for the state recovery attack since they
include the first known 3-byte keys (IV-related). As a result, we have discovered
more than 150 correlations with positive or negative biases. We have also proved
six notable linear correlations theoretically, these are biases in Sg[i1], Sa55[i256)
and Sy[ir41] for 0 < r < N. For example, we have proved that the probability
of (Sp[i1] = K0]) in WPA is 0 (shown in Theorem 2), and thus, Sp[é1] is varied
from [0, 255] \ K[0].

These new linear correlations could contribute to the improvement of the
state recovery attack against RC4 especially in WPA. Tt is still an open problem
to prove various linear correlations shown in Table 3 theoretically. It is also given
to an open problem to apply newly discovered linear correlations to the state
recovery attack.
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A Newly obtained linear correlations

In this part, Table 3 shows notable linear correlations newly discovered by our
experiment shown in Section 4.1.
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Table 3. Notable linear correlations in Eq. (1) for both generic RC4 and WPA
X, I Linear correlations [ RC4 | WPA | X, I Linear correlations [ RC4 | WPA |
Sola]  |-Zi+1 0.007584]0.007660| | Seslivs] |—Zos + K[0] — KL 0.003906]0.004878
(=41) |-K[0] - K[1] - K[2] 0.005361(0.005360 Seolior] |—Zer + K[0] — K[1] + 1 0.003906|0.004875
—K[0] - K[1] - 3 0.005336/0.008437| [ Sor[igs] |—Zes + K[0] — K[1] +2 0.003906|0.004875
—K[0] - K[1] +1 0.005350{0.002600 Soslive] |—Zos + K[0] — K[1] +3 0.003906|0.004876
—K[0] - K[1] +3 0.00533110.002605| [ Sya4finas] |—Z12s — K[0] + K[1] — 3 0.003908|0.004874
—K[0] -1 0.0038230.005254 —Zhas + K[0] + K[1] — 3 0.003906|0.004872
—K[0] +2 0.003902(0.005340|  ["5 55[i126] |—Z12o — K[0] + K[1] — 2 0.003907|0.004876
—K[0]+ K[1] - 3 0.005334/0.005240 —Zios + K[0) - K[1] -2 0.003907|0.004876
—K[0]+ K[1] -1 0.0053310.006229)  [7g,5Ti157] |~ Ziar — K[0] + K[1] — 1 0.003906/0.004874
K[1]+1 0.006765|0.004322 ~Zir + K[0] - K[1] - 1 0.003906|0.004876
K[0] - K[1) +1 0.00532410.0022211 [T, i o ][~ Z10s — K[0] + K1) 0.0039080.004875
K[0] - K[1] +3 0.005333/0.002640 ~Zy3s + K[0] - K[1] 0.003907/0.004876
K[O] + K[+ K[2] +3 0.001492)0.001491| [~ G 7 R0 + K[ + 1 0.003906|0.004875
_ = K[0] - K[1] = K[2] = 2/0.005326/0.004753 —Zazo + K[0] — K[1] + 1 0.003907/0.004875
S [i2] —Zz — K[0] + K[1] 0.00390510.004957 [ Sizolirao] |—Ziso — K[0] + K[1] +2 0.003906|0.004875
—Zx = K[0] + K[1] +2 (OHE905) (TODAR3Y —Ziso + K[0] — K[1]+2  |0.003906|0.004876
—Z - K[+ K[2] -3 0.00531410.005327) =g G T 70 — K(0] + K[1] + 3 0.003903/0.004876
:52 o g'ggzg? 3‘88% —Zis1 + K[0] - K[1] +3 0.0039060.004875
Ty K[1] + K[2] +3 0.005317/0.005328| | 2ezelnor] |~Zusr — K0l + K[ -3 0.00390110.001576
—Z5 + K[0] - K1) 0.00390710.004958 Sisrlitss] |—Ziss — K[0] + K[1] — 2 0.003906|0.004877
—Z> + K[0] — K[1] +2 0.003906/0.004839| | i‘“ 4159 *?59 — I[gg + I[i i -1 888;382 gggizzz
_ _ ; " 159 [i160] | —Z160 — IF .003906/0. ]
—ﬁg% - ﬂﬂ g% ii gggg;g gggg;gé [ Sisolizer] [~Zior — K[0] + K[1] + 1 0.003906]0.004876
—K[0] - K[1]+3 0.005329|0.004036 Sier[iee] |=Z1e2 = K[0] + K[1] +2 0.003907|0.004875
_K[0] - K[+ K2/ -3 [0.005307|0.002401| | Suzlires] |~Zuss — K[0] + K[1] +3 0.003907|0.004874
—K[0] - K[1]+ K[2] — 1 0.005305/0.008197 Saooliza1] |=Za21 + K[0] — K[1] =3 0.003907]0.004860
—K[0] - K[1]+ K[2] +1 0.005317(0.002491 \ Sazi[izga] |—Za22 + K[0] — K[1] =2 0.003907]0.004858
—K[0] - K[1] + K[2]+3  |0.005305(0.002474 Sazalizas] |~ Zazs + K[0] — K[1] — 1 0.003906]0.004861
_K[0] + K[2] - 2 0.003004(0.005311| | Sozalizas] |—Zaes + K|0] — K[ 0.003907]0.004859
—K[0]+ K[2] +1 0.003906/0.005326 Sa24[iz2s] | =Z205 + K[0] = K[1] + 1 0.003908|0.004861
—K[0] + K[1] — K[2] — 3 0.005203|0.004616| | Szzs[iz26] |~ Zozs + K[0] — K[1] + 2 0.003907|0.004861
—K[0] + K[1] - K[2] - 0.005296(0.005885 Sazelizar] |—Zaor + K[0] — K[1] +3 0.003907|0.004859
—K[0] + K[1] - K[2] + 1 0.005301(0.005279| [ Sasalizss] |—Zass — K[0] + K[1] — 3 0.003907|0.004876
—K[0]+ K[1] — K[2] +3  [0.005300(0.005289 7 —— 0.007813(0.007815
—K[0] + K[1] + K[2] =3 |0.005308/0.005322| | —Zas3 + K[0] — K[1] — 3 0.003906|0.004875
—K[0] + K[1]+ K[2] -1 0.005305/0.005333 Sosalizsa] |—Zzsa — K[0] + K[1] — 2 0.003906/0.004875
—K[0]+ K[1] + K[2] +1  0.005306|0.005326| | — 7354 — 2 0.007814/0.007812
—K[0]+ K[1] + K[2] +3  |0.0053100.004261 —Zosa+ K[0] — K[1] - 2 0.003906|0.004875
*1;{ E - 11’( [2]-3 8-382{3? ggggzgz [ Sasalizss] |—Zass — K[0] + K[1] —1 0.003905/0.004875
—K[2] - ! 0075 7 m—— 0.007816|0.007815
—K[2] +1 0.003915|0.005308 —Zoss + K[0] — K[1] - 1 0.003905/0.004876
—K[2]+3 0.0039040.005306 | Saaalizse] |—Zaso — K[0] + K[1) 0.003908|0.004875
K[2] -3 0.00391010.005309| | —Zase 0.007861|0.007810
K[2] -1 0.003910/0.005321 —Zase + K[0] — K[1] 0.003909/0.004875
e SumOpOGD) [~ el
-00621910.003886 K10] Fig. 9
K[1]+ K[2] + 3 0.008157(0.006755
KH i KH i K[2] -1 0.005300(0.005895| | Solin]  [=Z1 + K[0] + KT1] 0.005330/0.005280
K[0] - K[1] - K[2] +1 0.005302{0.005314 —K[0] - K[1] =3 0.004339 07005513
K0 — K1) — K[2)+ 3 0.00530810. 005318 | —K[0] - K[1] + 1 0.00579110.008417
K[0] - K[1] + K[2] - 0.005295(0.008163 IR 07061953 000105
K[0] - K[1]+ K[2] - LS osto.0ermt | K10 - K1 =3 0-004403/0.005342
K[0] - K[+ K[2]+1  [0.005309(0.008171 000 = i) = 1 OO 31| QTGOS
KO- K[1]+ K[2)+3  [0.005310(0.002838| | Z: — K[0] - K[1] — K[2] -2 10.005295/0.004726
K[o) e o e |z K0 - K} -1 0.005188|0.005115
KO]+ K[1] - K[2] -3 [0.005312(0.005340| | Sili2] [~Z2 + K[0] + KT1] +1 0.00531610.005335
K[0]+ K[ - K[2]+1  0.005291(0.005295 —K[0] -k +1 0.00531810.005408
KOJ+ K[1] - K[2]+3  |0.005304/0.005309 | Zy — K[0] — K[1] - K[2] =3 )0.0056860.005694
Zo— K[1] - K2 - 3 IS 0EE ) Zo + K[0] + K[1] + 1 0.005321|0.005344
Zo+ K[1]+ K[2] + 3 0.005322(0.005332| [ 72 —Z: + K[0] + K[1] + 1 0.005318]0.005336
Salis] | —Zs — K[0] + K[1] +3 0.003906(0.004878 —Z; + K[0] + K[1] + 3 0.005302(0.005310
—Z3+3 0.007825(0.007819| | —K[0] - K[1] — K[2] + 2 0.005333|0.005856
—Z; + K[0] — K[1] +3 0.003907(0.004877 —K[0] - K[1] + K[2] 0.003919(0.005573
—KI[0] - K[1] + 2 0.005335(0.005539| | —K[0] + K[1] + K[2] 0.003921(0.005501
—K[0] + K[1] +3 0.003901(0.004983 —K[1] + K[2] -2 0.003911{0.005479
K[0] 0.001463/0.001458| | —K[1]+ K[2] +3 0.003899(0.005476
Sl KO- K=K 0.005324|0.005325 K2 0.004428(0.005571
K[0] — K[1] +3 0.006721(0.005513 | K[0] - K[1] + K[2) 0.003918{0.005618
Szslizs] |—Z2s — K[0] + K[1]—3 __|0.003906|0.004861 K[0] + K[1] + 3 0.005309|0.003889
Saolizo] |~Zao — K[0] + K[]] =2 |0.003906]0.004863| [~ ¢, —Zi —K[0] - K] +1 0.005251]0.005333
Ssolis1] |—Zs1 — K[0] + K[1] —1 __[0.003907|0.004863 —K[0] - K[1] + 2 0.005310{0.003902
Sailisa] |~ Zs2 — K0] + K[L 0.003906[0.004862| | K0 0.005291|0.004806
Suzlias] |—Zss — K[0] + K[1] +1___[0.003907|0.004860 71 — K[0] — K[1] — K[2] — 1 |0.006639|0.006094
Ssalizi] |~ Zsa — K[0] + K[1]+2 _ [0.003006[0.004860] [ £, —Z: — K[0] — K[1] — K[2] + 1|0.005301|0.005306
Saalias] |—Zas — K[0] + K[1] +3 __ [0.003907|0.004863 —Z; + K[0] + K[1] + 1 0.005339(0.005341
Sealiss] |—Zes + K[0] — K[]] -3 |0.003904]0.004877| | K[0]+ K[1]+1 0.005317/0.005349
Sosliss] |—Zos + K[0] — K[1]—2 __|0.003906]0.004877 B K[0] + K[1] + k2] +3 0.005297|0.005310
Soaliss] |—Zes + K[0] —K[]] — 1 |0.003907/0.004875| [ & 7 Fig. 10
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Fig. 8. Experimental result of event (Sy[ir+1] = —K[1] — 1)
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Fig. 9. Experimental result of event (Sy[ir+1] = K[0])
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Fig. 10. Experimental result of event (¢, = Z,)



