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Abstract: The objective of this study is to improve the effectiveness of anti-piracy educational
strategies by identifying unique digital pirate segments and delivering personalized campaign
messages to the target audiences. In the first study, we introduced a segmentation study of digital
pirates based on different types of risks involved in pirating activities. We identify four digital
pirate segments (anti-pirates, hard-core pirates, performance-sensitive pirates, and finance-sensitive
pirates), each demonstrating distinctive characteristics. Further profiling of the segments revealed
different risk perceptions regarding gender and piracy experience. In the second study, we conduct
an experiment to test the effects of targeted campaign messages for the newly identified pirating
segments. Our results show that targeted piracy campaign messages have a significantly higher
message persuasiveness, while they damage the attitude towards piracy. However, we found that
the targeted piracy campaign messages have a marginal effect on changing the intention to pirate.
Findings from this study offer useful implications for the design and implementation of anti-piracy
educational campaigns.

Keywords: digital piracy; anti-piracy; communication; segmentation perceived risk

1. Introduction

The unauthorized use of copyrighted content is a continuing and serious problem in
digital goods industries such as software, music, and movies. Advances in file-sharing
and streaming technologies provide a greater opportunity for consumers to have access to
free content than ever before. Internet users visited piracy sites 182 billion times in 2021, a
15.2% increase when compared to 2020. Illegal downloading and streaming of TV shows
was the most popular pirated content, accounting over 50% of all piracy traffic. Publishing
piracy (e.g., books, magazines) was the second-most pirated content, followed film, music,
and software [1].

Governments and industries have employed a number of different anti-piracy strate-
gies including technological prevention, legal prosecution, and educational deterrence.
Through these approaches, they aim to prevent consumers from accessing illegal content,
protect intellectual property, and increase legitimate sales. However, evidence indicating
the success of these strategies in decreasing piracy is mixed [2–4]. For example, technologi-
cal preventive controls using digital rights management have been implemented; however,
they have limited success due to technical drawbacks. Furthermore, they often lead to
customer dissatisfaction as they impose unfair restrictions, such as limiting the number of
times content can be copied, installed, or printed. Legal prosecutions initiated by digital
goods industries have successfully shut down some well-known file sharing websites
(e.g., Megaupload and RapidShare). Industries have also taken actions against individual
pirates in which violators are subject to fines and potential jail time. The average settlement
accused of illegal downloads ranges from USD 2000 to 5000 [5]. However, one study
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showed that the traffic volume on Peer-to-Peer (P2P) sites did not decrease significantly
even after the legal threats, and the total number of files shared continued to increase [6].

Recently, educational deterrence efforts have gained increasing attention in efforts
to curtail digital piracy. Organizations such as Universal Music Group (UMG), Motion
Picture Association of America (MPAA), and Software Alliance (BSA) have designed and
executed public anti-piracy educational campaigns attempting to educate consumers about
the risks of copyright infringement and the benefits of legally purchased digital products
and services. Through this educational approach, organizations encourage consumers to
think critically about how they acquire software, music, and other forms of intellectual
property [7–9]. Prior studies suggest that anti-piracy educational campaigns are an effective
way to dissuade users from downloading illegal content [9–12]. However, even with the
clear articulation of digital copyright laws and educational campaigns, changing consumers’
attitude towards piracy has been challenging due to the difficulty and high costs associated
with increasing consumers’ awareness about the subject.

One way to improve the effectiveness of anti-piracy educational strategies is identi-
fying and marketing towards target audiences. Understanding the target audiences can
facilitate successful campaigns, as the message may appeal to the right people. Digital pi-
rates consist of a heterogeneous population, and each group (cluster) demonstrates unique
characteristics. Some anti-piracy approaches may not appeal to a specific group of pirates
with a certain type of piracy perception. Hence, a segmentation study of digital pirates
should be undertaken to better understand the pirating population and identify distinctive
subgroups. A few studies have examined how to classify digital pirates using ethical,
behavioral, and descriptive measures [11,13,14]. However, no attempts have been made to
identify pirating segments based on different types of piracy risk perceptions. Furthermore,
different segments identified in prior studies are mostly based on the magnitude of piracy
level (e.g., ethical/unethical or principled/suspicious/corrupt), which does not provide
behavioral insights. Identifying the source of ethical ambiguity is the first step towards
taking measures to curtail unethical behavior. Previous research has shown that risk per-
ceptions have significant effects on piracy intentions and behaviors [15–17]. However, our
understanding is limited on the details of perceived risks among pirates, especially from
segmentation perspective. We postulate pirating segments based on consumer piracy risk
perception. Various risk dimensions including psychological, social, prosecution, financial,
performance, time, and privacy risk have been measured to identify clusters of pirates
who share similar risk perception. This segmentation approach can offer more meaningful
information about the unique characteristics of each segment, which can be used to improve
educational deterrence efforts.

Additionally, we develop and test targeted campaign messages that may appeal to
specific pirating segments identified in the first study. In the second study, we use a mixed
experimental design to examine the effects of educational campaigns that highlight specific
types of piracy risk on the perceived message effectiveness, attitude towards piracy, and
piracy intention. Our findings can offer a better understanding of heterogeneity in the
pirating segments, and how they respond differently to targeted anti-piracy educational
campaigns. The rest of this paper is organized as follows. Section 2 provides the theoretical
foundation for our research. Section 3 presents the segmentation framework and the results
of cluster analysis. Section 4 provides the experiment design and the results of the second
study that examines the effectiveness of targeted anti-piracy message on different pirating
segments. Lastly, Sections 5 and 6 discuss the implications, conclusions, and directions for
future research.

2. Literature Review
2.1. Piracy Risk Perception

Several theoretical models have been proposed to understand consumer piracy be-
havior, including ethical decision-making theory [18,19], theory of planned behavior [20],
deterrence theory [21], and perceived risk theory [22]. Different from most theories that
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focus on explaining the motivation behind individuals’ decisions to engage in digital piracy,
perceived risk theory is more relevant to the cognitive appraisal of consumer piracy risk [23].
It captures different components of piracy risk holistically, and provides insights regarding
the relationships among risk components.

Perceived risk is commonly modeled as a two-dimensional construct (uncertainty
and consequences) or a multi-dimensional construct (e.g., social, psychological, perfor-
mance, financial, and physical risk). For example, Pham et al. proposed an integrated
model to explore the factors affecting digital piracy behavior: subjective norm, attitude,
perceived behavioral control, moral obligation, perceived risk (prosecution), and technol-
ogy development [17]. They found that the perceived prosecution risk has a significant
influence on perceived behavioral control and attitude towards piracy. Tan considered the
effects of performance, prosecution, financial, and social risk on the intention to purchase
pirated software [24]. The results indicate that those four components have a significant
relationship with purchase intention. In addition, several studies have shown that the per-
ceived prosecution risk has a significant influence on attitude towards e-book and software
piracy [16,25,26].

In this study, we adopted a piracy risk model developed by Jeong, Zhao, and Khouja [23].
As a higher-order construct, they proposed seven sub-constructs for perceived piracy risk:
performance risk, financial risk, time risk, social risk, psychological risk, privacy risk, and
prosecution risk. This multi-dimensional risk approach provides useful information about
different types of risks involved in pirating activities, and the relative importance of each
risk dimension. A summary of these seven risk components is shown in Table 1.

Table 1. Consumer piracy risk dimensions.

Dimensions Description

Performance risk The risk that pirating activities will cause a loss due to malfunctioning and
not performing as designed

Financial risk The risk that pirating activities will cause a monetary loss due to
re-installment of computer system and data recovery

Time risk The risk that pirating activities will cause potential time and effort loss

Social risk The risk that pirating activities will cause potential loss of status in one’s
social group such as family, peers, and colleagues

Psychological risk The risk that pirating activities will cause unwanted anxiety, tension,
discomfort, and loss of self-image

Privacy risk The risk that pirating activities will cause a loss of private and confidential
information

Prosecution risk The risk that pirating activities will cause a legal prosecution

2.2. Segmentation Study

Customer segmentation (also known as market segmentation) is a process of dividing
heterogeneous customers into homogenous subgroups based on behavioral, demographic,
geographic, or psychographic traits [27]. While smaller segments are distinguished by
different characteristics, customers in each subgroup share similar needs and behaviors.
Information from the segmentation can be used to develop a campaign suited to the unique
needs and characteristics of target segments. Customer segmentation can be conducted
either a priori or posteriori [28,29]. In a priori segmentation, the researcher defines a
basis for segmenting the market, and uses pre-defined cluster descriptors. It is not de-
rived from customer data but is based on popular variables or a classification scheme
(e.g., demographic data such as age, gender, education, or income). The posteriori segmen-
tation approach is empirically derived from data collected through a market survey. Once
the data are collected, the researcher uses multivariate analysis (i.e., cluster analysis) to
identify groups of respondents who provide similar answers, and profile the respondents
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into segments. The posteriori segmentation is especially useful when the number, size and
market structure are unknown [27,30].

Customer segmentation has been considered as one of the most effective tools to
identify target markets and to develop tailored marketing messages. The segmentation
approach has been used extensively in consumer behavior [31–34], tourism [35,36] and
promotions [37–39]. For instance, Tran [40] developed a comprehensive model that cap-
tures the effects of perceived personalized ads on Facebook on customer attitudinal and
behavioral reactions. The author found that the personalized ads have a significan impact
on ad credibility, ad avoidance, ad skepticism, ad atttitude, and purchase intention. In
addition, three different types of market segments were discovered, including ad lovers, ad
accommodators, and ad haters. Semerádová and Weinlich [41] examined the relationship
between ad personalization level and user reactance using the hyper-targeting (also called
microtargeting) tool called Facebook Lookalike Audiences. Facebook Lookalike Audiences
utilizes in-depth customer information and marketing automation to deliver tailored and
highly personalized messages. They found that ads with a medium level of personalization
actually performed better than ads with the highest hyper-targeting rates. That is, hyper-
targeting may not yield only positive outcomes, and it could be essential to identify the
optimal level of advertising details customized for particular customer segments.

However, there are a limited number of studies that have applied the segmentation
method to digital piracy and consumer ethics. Ho and Weinberg (2011) segmented digital
pirates into four groups (hardcopy only pirates, softcopy only pirates, dual channel pirates,
non-pirates) using the channels of acquisition. The study examined how different segments
react to pricing, product availability, and viewing channels. They found that “hardcopy
only pirates” are more sensitive to price than other segments, and “dual channel pirates”
are not as interested as non-pirates in immediate movie consumption and theatrical ex-
periences [14]. Based on age and the trait of opportunism, one study classified internet
users into four segments—pirates, mercenaries, scouts, and saints [13]. The results showed
that there is a significant gender difference between pirates and the remainder of internet
users. The “pirates” segment exhibited the lowest propensity to pay for digital content,
and the “saints” segment presented with the greatest propensity to pay. While the findings
from the two studies above are helpful for understanding the nature of pirate segments
and developing marketing strategies, both studies used the a priori segmentation method.
Since the segments are pre-defined, they do not explore other potential segments that could
be more meaningful.

A few empirical studies have segmented consumer ethics with the posteriori segmen-
tation approach. For example, Arli proposed three unique ethical consumer segments
(good Samaritans, mainstream ethical consumers, unethical consumers) using consumer
ethics scales developed by Vitell and Muncy [27]. A study by Al-Khatib et al. used Machi-
avellianism, ethical orientation, opportunism, and trust to segment consumers in the Gulf
market [42]. The analysis resulted in three distinct clusters (principled purchasers, suspi-
cious shoppers, and corrupt consumers), and each segment presented unique characteristics
and behaviors. However, consumer ethics scales measure more general consumer atti-
tudes towards unethical practices. Therefore, some dimensions and questionnaires are not
directly related or specific to digital piracy (e.g., recycling, environmental awareness, return-
ing damaged merchandise, using an expired coupon). Furthermore, Al-Khatib et al.’s study
limits the generalizability, as their findings only represent the Gulf market (Saudi Arabia,
Oman and Kuwait). Corte and Kenhove proposed a psychographic segmentation of digital
pirates [11]. Subjective norms, self-efficacy, habit, perceived harm, and deontological and
teleological orientation are used to segment digital pirates into four segments (anti-pirates,
conflicted pirates, cavalier pirates, die-hard pirates). The authors also investigated how the
segments respond differently to piracy-combating measures (legal vs. educational). They
found that the educational strategy is more effective than the legal strategy in lowering
piracy intention in conflicted and cavalier pirates. Our approach is different from that of
Corte and Kenhove because we use different components of consumer piracy risk (pros-
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ecution, financial, performance, time, privacy, social, and psychological risk) to classify
digital pirates, while their study focused on ethical, behavioral, and descriptive measures.
As suggested by Kumar and Nagpal, the choice of segmentation basis is the most crucial
factor in the segmentation study [43]. We present select literature on the segmentation of
digital piracy and consumer ethics in Table 2.

Table 2. Selected literature on the segmentation of digital pirates and consumer ethics.

Authors Segmentation
Approach Variables Used Segments

[42] posteriori
ethical beliefs,

Machiavellianism, ethical
orientation, opportunism, trust

principled purchasers,
suspicious shoppers, corrupt

consumers

[27] posteriori consumer ethics scale
good Samaritans, mainstream
ethical consumers, unethical

consumers

[28] posteriori consumer ethics scale,
Machiavellianism, religiosity

religious millennials,
lukewarm millennials,

least religious millennials

[11] posteriori

subjective norms, self-efficacy,
habit, perceived harm,

deontological and teleological
orientation

anti-pirates, conflicted pirates,
cavalier pirates, die-hard

pirates

[14] a priori prices, product availability,
viewing channels

hardcopy only pirates,
softcopy only pirates, dual

channel pirates, non-pirates.

[13] a priori opportunism, age pirates, mercenaries, scouts,
and saints

3. Study 1: The Segmentation Study of Digital Pirates
3.1. Data Collection and Sample

We used a self-administered survey to examine how consumers perceive piracy risk
associated with digital piracy. We compiled a group of questions to represent each risk
dimension presented in Appendix A. All survey instruments were adapted from the liter-
ature, and the wording was slightly modified to fit the context of digital piracy [24,44–46].
A five-point Likert scale (1 = strongly disagree to 5 = strongly agree) was used to measure
the items. The respondents were asked to indicate their assessment of the magnitude of
perceived risk. The validity of the questionnaire was tested before we administered the
actual survey. Three IS professionals went through an iterative review process to maximize
content validity and revise any poorly worded items. Twenty-five items were selected for
the components of piracy risk in the survey instrument. We included the items in a random
order, and some items were reversed to establish internal consistency. We also collected
other descriptive information, such as gender, age, digital piracy experience (Yes/No), and
digital piracy experience in years (less than 1 year, 1–4 years, more than 4 years).

The subjects for this study were undergraduate students in major universities. The
literature suggests that younger populations are more likely to be exposed and engaged
in pirating activities [47,48]. Furthermore, students as subjects have been widely used in
previous piracy studies [23,49,50]. Students enrolled in business courses were invited to fill
out a web-based survey at the end of the semester. Participation was entirely voluntary,
and there was no penalty for non-participation. The confidentiality of responses was
assured, and the subjects did not identify themselves on the questionnaires. We took these
extra measures to ensure truthful responses regarding this sensitive topic. Of 828 subjects,
476 subjects returned fully completed questionnaires, yielding a response rate of
57.5 percent. Table 3 presents descriptive statistics on the demographic profiles of subjects.
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Table 3. Demographic information.

Gender
Male 245

Female 224

Age

18–20 122
21–30 314
31–40 29

Above 40 9

Digital Piracy Experience (Y/N) Yes 404
No 66

Digital Piracy Experience in Years
less than 1 year 145

1–4 years 106
more than 4 years 152

Note: The numbers in Table 3 may be different in relation to the total number of subjects that participated in the
survey, since some participants did not provide their demographic information.

3.2. Instrument Measures

Principal component analysis with Varimax rotation was used to test the initial survey
items’ loading on the different factors (see Table 4). Most items were loaded on their
respective constructs. However, one item in psychological risk (PSY4) and one item in
financial risk (FIN2) were dropped because the factor loadings were less than 0.5, or they
were loaded on another construct.

Table 4. Results of principal component analysis.

Construct Item 1 2 3 4 5 6 7

Social Risk

SOC1 0.867
SOC2 0.850
SOC3 0.772
SOC4 0.843

Psychological Risk
PSY1 0.628
PSY2 0.769
PSY3 0.734

Time Risk

TIM1 0.734
TIM2 0.686
TIM3 0.835
TIM4 0.789

Performance Risk

PER1 0.760
PER2 0.864
PER3 0.839
PER4 0.795

Prosecution Risk
PRO1 0.713
PRO2 0.856
PRO3 0.664

Financial Risk
FIN1 0.835

FIN3 0.803

Privacy Risk
PRI1 0.819
PRI2 0.845
PRI3 0.725

We also conducted reliability, convergent, and discriminant validity tests. Reliability
was evaluated by computing Cronbach’s alpha. As shown in Table 5, all the measures were
well above the cut-off level of 0.7, indicating excellent internal consistency [51,52]. Conver-
gent validity can be assessed by examining average variance extracted (AVE) and composite
reliability (CR). The acceptable value for AVE and CR is 0.5 and 0.7, respectively [53]. All the
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items met this requirement, suggesting the adequate convergence validity of the measure-
ments. Lastly, the items also showed excellent discriminant validity [54]. Table 6 presents
that all the square roots of AVE values on the main diagonal were greater than the pair-wise
correlations between the constructs on the off diagonal. This indicates discriminant validity
among the variables.

Table 5. Assessment of reliability and convergent validity.

Construct Number of
Items AVE Composite

Reliability
Cronbach’s

Alpha

Social 4 0.695 0.901 0.899
Psychological 3 0.508 0.755 0.841

Time 4 0.582 0.847 0.864
Performance 4 0.665 0.888 0.896
Prosecution 3 0.561 0.791 0.803

Financial 2 0.671 0.803 0.790
Privacy 3 0.637 0.840 0.853

Table 6. Pair-wise correlations: assessment of discriminant validity.

PER PRO SOC PSY PRI TIM FIN

Performance 0.815
Prosecution 0.314 0.815

Social 0.282 0.357 0.834
Psychological 0.344 0.547 0.674 0.713

Privacy 0.442 0.391 0.287 0.414 0.798
Time 0.570 0.231 0.368 0.427 0.457 0.763

Financial 0.203 0.515 0.381 0.545 0.403 0.237 0.819

3.3. Analysis Results

We used SPSS Statistics 28 for the cluster analysis and further profiling of the segments.
The K-means clustering algorithm was chosen for the cluster analysis. The K-means
clustering algorithm classifies objects based on attributes/features into k (positive integer)
number of groups by minimizing the sum of squares of distances between data and the
corresponding cluster centroid [55]. Although the K-means algorithm is popular and is
relatively fast and efficient, it has a major weakness, which is that the number of clusters (k)
must be specified in advance. To determine the best number of clusters, we computed the
silhouette coefficient (SC), Bayesian information criterion (BIC), and Akaike information
criterion (AIC). The silhouette coefficient is a measure of how similar an object is to its own
cluster (cohesion) compared to other clusters (separation). In a good cluster solution, the
cohesion is small and the separation is large, resulting in a silhouette measure close to the
maximum value of one [56]. The silhouette index ranges from −1 to +1, and greater than
0.0 is recommended for the within-cluster distance and the between-cluster distance [27,28].
The Bayesian information criterion and Akaike information criterion are well-known
information criteria used in model selection. They are commonly used to determine the
best number of clusters with the lowest BIC and AIC [11].

Based on three index values as well as a visual assessment of cluster composition, a
four-cluster solution was accepted as the optimal segmentation (see Table 7). Compared
with two-, three-, five-, and six-cluster solutions, the four-cluster model showed the highest
SC (0.4) and the lowest BIC (1742.732) values. A five-cluster solution had slightly lower
AIC, but further examination suggested that one cluster was a variation of an existing
cluster. Furthermore, two clusters contained less than 10% of the sample, hence making it
difficult to interpret the composition of these clusters. We labeled the four digital pirate
segments as follows: hard-core pirates, finance-sensitive pirates, performance-sensitive
pirates, and anti-pirates. Table 8 presents an overview of cluster composition.
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Table 7. Overview of cluster models.

Silhouette
Coefficient (SC)

Bayesian Information
Criterion (BIC)

Akaike Information
Criterion (AIC)

2-cluster 0.4 1913.067 1796.435
3-cluster 0.4 1802.220 1627.272
4-cluster 0.4 1737.757 1504.494
5-cluster 0.3 1742.732 1451.153
6-cluster 0.3 1773.278 1423.383

Table 8. Cluster means of digital pirate segments.

Risk
Cluster

1
Hard-Core Pirates

2
Finance-Sensitive

Pirates

3
Performance-Sensitive

Pirates

4
Anti-Pirates

Post Hoc Test
(p < 0.05)

Prosecution 1.96 3.22 2.32 3.64 1 < 2, 1 < 3, 1 < 4, 3 < 2,
2 < 4, 3 < 4

Financial 1.61 2.80 1.82 3.30 1 < 2, 1 < 4, 2 < 3, 2 < 4,
3 < 4

Performance 1.92 2.44 3.78 3.52 1 < 2, 1 < 3, 1 < 4, 2 < 3,
2 < 4, 4 < 3

Time 1.64 2.11 3.25 3.16 1 < 2, 1 < 3, 1 < 4, 2 < 3,
2 < 4

Privacy 2.17 3.23 3.35 3.79 1 < 2, 1 < 3, 1 < 4, 2 < 4,
3 < 4

Social 1.41 1.73 1.67 2.62 1 < 2, 1 < 3, 1 < 4, 2 < 4,
3 < 4

Psychological 1.49 2.00 1.80 3.18 1 < 2, 1 < 3, 1 < 4, 2 < 4,
3 < 4

Hard-core pirates present the minimal amount of risk on all dimensions of risk percep-
tion scales. Consumers in this segment do not worry about the loss of respect, negative
image, or negative social status as a consequence of pirating behavior, and show the least
amount of psychological tension and guilt. They are likely to show little fear of legal
consequences even when digital goods industries file a large number of lawsuits against
individuals for copyright infringement. Hard-core pirates may become skilled and knowl-
edgeable, as they are constantly engaged in pirating activities. It requires little effort to
obtain pirated content because knowledge and frequent practice decrease the time needed
to locate illegal copies [23]. Therefore, performance risk and time risk are also low in this
segment. Hard-core pirates are more likely to be male (69.6%), and, as expected, have
extensive digital piracy experience (93.9%).

Performance-sensitive pirates present a high risk perception in relation to performance
and time risk, and are thus named performance-sensitive pirates. Consumers in this
segment are particularly concerned about the risk that pirated content may not function
as well as a legitimate product, or as it was designed. Studies show that more than
50 percent of popular songs available on a popular P2P network were polluted, and less
than 10 percent of music files were considered high or near-CD quality [6,57]. Digital
goods industries intentionally create and disseminate polluted versions of files on P2P
networks so that it becomes difficult for users to download an original copy and decreases
the popularity of files [58]. In this pirating segment, the fear of content pollution and the
inferior quality of pirated content have a significant impact on their intention to engage in
digital piracy. Performance-sensitive pirates are also concerned about the risk that pirating
activities will cause potential time and effort losses. Some people stop using or decrease
the use of P2P applications because they often cannot find files that they would like to
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download [59]. Users must navigate a complex P2P environment to locate the content (time
spent looking for illegal copies). Large volumes of polluted or corrupted content have
been published in file-sharing systems. Therefore, it takes a substantial amount of time
to distinguish such content from the original content they seek [60]. In this segment, the
numbers of females (51.8%) and males (48.2%) are similar, and digital piracy experience
in years (less than 1 year—35.8%, 1–4 years—30.3%, more than 4 years—33.9%) is also
closely distributed.

Finance-sensitive pirates present a high risk perception in relation to financial and pros-
ecution risk. They are mainly concerned that pirating activities will cause monetary losses,
such as related to the re-installment of software and data recovery due to viruses and
malwares. P2P networks have been known to be vulnerable to computer infections and
security attacks, as some P2P applications generate revenue from third parties by embed-
ding spyware and malware [60]. Studies show that 68% of all downloadable responses in
LimeWire contained malware, and 44% of the 4778 executable files downloaded through
a KaZaA client application included viruses and Trojan horses [61,62]. Many mp3 files
that are being shared contain a Trojan horse program that attacked over half a million
computers in a week [63]. In this segment, the fear of financial loss due to viruses and mal-
wares significantly influences their decision to engage in digital piracy. Finance-sensitive
pirates are also conscious about the risk of legal prosecution. A consumer survey by IFPI
reports that 50% of respondents stopped or reduced downloading music files from P2P
networks due to fear of legal consequences [59]. More than 30,000 people in the United
States have been sued for downloading music illegally, and the average settlement ranges
from USD 2000 to 5000 for accusations of illegal BitTorrent use [5,64]. Unlike performance-
sensitive pirates and hard-core pirates, the punishment (lawsuit or fine) for copyright
infringement is especially important in relation to their intention to engage in digital piracy.
Similar to finance-sensitive pirates, the numbers of females (53.2%) and males (46.8%)
and digital piracy experience in years are closely distributed (less than 1 year—37.0%,
1–4 years—27.2%, more than 4 years—35.8%).

Anti-pirates perceive high risk in all dimensions compared with the other segments.
They consider pirating behavior unethical; they are self-conscious about their image and
have a desire to be identified with a certain social group. A follow-up contrast analysis
showed that anti-pirates report the highest perceptions of privacy, financial, social, and
psychological risk. Compared with the rest, anti-pirates also perceive high risk in terms of
time and performance. In this segment, the numbers of females (54.6%) and males (46.4%)
are similar, and most people have no or little digital piracy experience (82%).

We performed a further profiling of the segments based on gender, piracy experience
(Y/N), and piracy experience in years. First, as shown in Table 9, females display a higher
risk perception on all dimensions, and the difference is statistically significant. This is
consistent with previous findings that females have higher risk perceptions and willingness-
to-pay for legal alternatives compared with males [65]. Studies suggest that males and
females have different perceptions of and attitudes towards piracy due to their differences
in socialization. Higher levels of self-control can reduce the gender gap, while it is not
possible to eliminate the gender difference in digital piracy [66,67].

We also found that people with no prior digital piracy experience perceive a signifi-
cantly higher risk on all dimensions except for performance risk (See Table 10). It is worth
noting that performance risk is actually higher for people with prior experience, although
this is not statistically significant. One possible explanation is that consumers with no
piracy experience would not be able to explain how much time and effort they have to
spend searching for files in P2P systems. Analysis of variance (ANOVA) was performed
for digital piracy experience in years. There was a significant difference regarding piracy
risk between less than 1-year and more than 4-years. However, no difference was found
between 1–4 years and more than 4 years. This suggests that the risk perception seems to
decrease as one continuously engages in digital piracy and gains more experience.
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Table 9. Gender difference in risk perception.

Gender Mean SD t Value Significance

Performance Male 2.821 1.052
3.664 *** 0.000Risk Female 3.162 0.957

Prosecution Male 2.683 0.990
3.638 *** 0.000Risk Female 3.010 0.955

Social Male 1.854 0.801
1.941 * 0.050Risk Female 2.003 0.864

Psychological Male 2.100 0.885
2.661 ** 0.008Risk Female 2.324 0.935

Privacy Male 3.057 0.986
3.053 ** 0.002Risk Female 3.321 0.877

Time Male 2.439 0.970
3.577 *** 0.000Risk Female 2.762 0.980

Financial Male 2.330 0.999
2.494 * 0.013Risk Female 2.564 1.032

*** Significant at 0.001 level, ** significant at 0.01 level, * significant at 0.05 level.

Table 10. Piracy experience difference in risk perception.

Experience Mean SD t Value Significance

Performance Yes 3.155 0.990 −1.445 0.149Risk No 2.959 1.027

Prosecution Yes 2.754 0.972 −4.781 *** 0.000Risk No 3.368 0.939

Social Yes 1.816 0.741 −7.072 *** 0.000Risk No 2.556 1.032

Psychological Yes 2.080 0.829 −7.955 *** 0.000Risk No 2.989 1.032

Privacy Yes 3.143 0.942 −2.723 * 0.007Risk No 3.484 0.952

Time Yes 2.498 0.963 −5.351 *** 0.000Risk No 3.181 0.954

Financial Yes 2.381 1.007 −3.391 ** 0.001Risk No 2.840 1.099
*** Significant at 0.001 level, ** significant at 0.01 level, * significant at 0.05 level.

4. Study 2: The Effectiveness of Targeted Anti-Piracy Campaigns on Pirate Segments

Previous literature shows that copyright enforcement regimes do not necessarily in-
crease compliance and lower digital piracy rates. Rigid copyright enforcement regimes
such as legal sanctions do not increase the profit of legal providers [68], nor prevent con-
sumers from continuing using pirated content [69], at least in a significant proportion [70].
Meocevic (2022) concluded that institutional designs trigger indignation and subsequently
a reactance response by some consumers. The results of his study indicate that emo-
tional appraisals drive engagement with digital piracy, not ethical, deterrence, or rational
choices [71]. A study by Miceli and Castelfranchi (2019) also showed that indignation
creates harm towards the wrongdoer through reactance in both tight and loose scenarios of
copyright enforcement [72]. Therefore, a copyright enforcement regime cannot be the most
effective way to battle the issues of illegal digital activities.

We believe the cognitive appraisal of risk perception and targeted educational pro-
grams could represent an alternative to the negative emotional responses of those who
engaged in digital piracy. Prior studies also suggest that educational deterrence efforts
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are an effective way to dissuade consumers from downloading and streaming illegal con-
tent [9,73]. In the second study, we developed targeted anti-piracy campaign messages
appealing to the specific pirating segments, and examined whether and how four pirating
segments respond to these educational campaigns. Two campaign messages that high-
light (1) time and performance risk (performance-focused message), and (2) financial and
legal risk (finance-focused message) were designed to examine the effects of educational
campaigns on the perceived effectiveness of the anti-piracy message, attitude towards
piracy, and piracy intention. A mixed experimental design of 2 (between subjects: finance-
focused message vs. performance-focused message) × 4 (between subjects: anti-pirates,
performance-sensitive pirates, finance-sensitive pirates, hard-core pirates) × 2 (within-
subjects: before vs. after the manipulation) was used. The data were analyzed using
repeated measures ANOVA.

4.1. Data Collection and Samples

Before we introduced anti-piracy campaign messages, participants self-reported their
attitude towards piracy and piracy intention (before the manipulation) using a five-point
Likert scale (1 = strongly disagree to 5 = strongly agree). Questionnaires for the attitude to-
wards piracy and piracy intention were adapted from prior literature and slightly modified
to fit the context of digital piracy [20,74–76]. We also measured the same segmentation items
(piracy risk perception) from study 1 to determine the clusters afterwards and collected
descriptive information. Then, participants were randomly assigned to either a finance-
focused message or a performance-focused message. For the finance-focused message,
we included statements such as “exposed to the danger of lawsuit,” and “lead to a significant
financial loss due to hardware or system re-installment, or data recovery,” to highlight the finan-
cial risks of engaging in digital piracy. For the performance-focused message, we used
statements such as “wasting your time because most pirated contents from the Internet are polluted
or corrupted,” and “lead to a significant time and effort loss,” to emphasize the performance-
and time-related risks of digital piracy (see Appendices A and B for a complete list of
campaign messages and survey questionnaires).

We developed anti-piracy messages based on Facebook’s “No Piracy” initiative and
the Microsoft piracy website (www.microsoft.com/piracy) to keep the manipulation and
educational campaigns as realistic as possible. The effectiveness of the message can be
enhanced by including statistical evidence [73,77,78]. Prior studies showed that statistical
evidence is effective since statistics provide a logical explanation and systematically rep-
resent a larger population. In the anti-piracy campaign messages, we included statistical
information such as “the average settlement for the accused of illegal downloads ranges from $2000
to $5000,” and “68% of all downloadable files in LimeWire are corrupted,” retrieved from other
studies [5,62]. After reading the message, participants were asked to evaluate the perceived
effectiveness of the educational campaign message. We also measured the attitude towards
piracy and piracy intention once again (after the manipulation). A total of 983 responses
were collected and used for the analysis.

4.2. Analysis Results

To check the priming manipulation, participants were asked to rate the extent to
which the message emphasizes financial-related risk or performance-related risk. T-test
analysis showed that participants exposed to the finance-focused message thought the
message conveyed information about the financial risks of digital piracy, Mfinance = 4.13
vs. Mperformance = 3.62, t(495) = 10.88, p < 0.001. On the other hand, participants exposed
to the performance-focused message believed that the message highlighted performance
and time-related risks of digital piracy, Mperformance = 4.07 vs. Mfinance = 3.48, t(486) = 10.85,
p < 0.001. We ran a K-means cluster analysis to determine cluster memberships and found
the same four cluster segments replicating the findings from study 1.

Tables 11 and 12 present changes in attitude towards piracy and piracy intention
among pirating segments for two different types of campaign messages. A finance-focused

www.microsoft.com/piracy
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educational campaign decreases attitude towards piracy in all segments, but a significant
drop was only observed in the finance-sensitive pirates (p < 0.05). Furthermore, we found
that the finance-focused educational campaign was marginally effective in changing piracy
intention for the finance-sensitive pirates, while it did not significantly lower pirating
intentions in any segment. Interestingly, it actually increased pirating intentions for the
performance-sensitive pirates and hard-core pirates. We suspect that although attitude
is an antecedent of behavioral intention [74,79], other factors such as subjective norms
and behavioral control that may influence the intention to pirate need to be examined. A
performance-focused educational campaign showed similar results (Table 12). We found a
significant decrease in attitude towards piracy and a marginal decrease in piracy intention
for the performance-sensitive pirates. However, other segments did not differ in terms of
attitude towards piracy and piracy intention.

Table 11. Changes in attitude towards piracy and piracy intention among pirating segments: finance-
focused message.

Cluster
Attitude Towards Piracy Piracy Intention

Pre-Test M Post-Test M Significance Pre-Test M Post-Test M Significance

Anti-Pirates 2.22 2.14 0.273 1.73 1.73 0.939

Finance-Sensitive Pirates 2.64 2.51 0.030 * 2.25 2.14 0.079

Performance-Sensitive
Pirates 2.67 2.59 0.186 2.14 2.16 0.839

Hard-Core Pirates 2.75 2.74 0.966 2.37 2.43 0.531

* Significant at 0.05 level.

Table 12. Changes in attitude towards piracy and piracy intention among pirating segments:
performance-focused message.

Cluster
Attitude Towards Piracy Piracy Intention

Pre-Test M Post-Test M Significance Pre-Test M Post-Test M Significance

Anti-Pirates 2.33 2.34 0.978 1.86 1.93 0.273

Finance-Sensitive Pirates 2.67 2.58 0.181 2.28 2.32 0.500

Performance-Sensitive
Pirates 2.66 2.44 0.034 * 2.38 2.19 0.061

Hard-Core Pirates 2.66 2.61 0.599 2.41 2.54 0.167

* Significant at 0.05 level.

We also asked participants directly to evaluate the message persuasiveness
(e.g., persuasive, convincing, and credible) after reading the educational campaign mes-
sage. An ANOVA test was conducted for statistical analysis, and we found significant
differences on both messages: a finance-focused message, F(3, 487) = 26.311, p < 0.001 and
a performance-focused message, F(3, 496) = 32.131, p < 0.001. As shown in Table 13, not
surprisingly, anti-pirates rated the campaign message persuasiveness significantly higher
than other segments. Follow-up contrast analysis also indicated that finance-sensitive pi-
rates found a finance-focused message more persuasive than performance-sensitive pirates
and hard-core pirates. For a performance-focused message, performance-sensitive pirates
rated a significantly higher message persuasiveness compared to the hard-core pirates, but
a marginal difference was found between finance-sensitive pirates.
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Table 13. Comparison of campaign message persuasiveness among pirating segments.

Finance-Focused Message Performance-Focused Message

M SD Post Hoc (p < 0.01) M SD Post Hoc (p < 0.01)

1. Anti-Pirates 4.19 0.70 2 < 1, 3 < 1, 4 < 1 4.12 0.84 2 < 1, 3 < 1, 4 < 1

2. Finance-Sensitive Pirates 3.74 0.65 2 < 1, 3 < 2, 4 < 2 3.45 0.59 2 < 1

3. Performance-Sensitive Pirates 3.36 0.59 3 < 1, 3 < 2 3.74 0.53 3 < 1, 4 < 3

4. Hard-Core Pirates 3.34 1.04 4 < 1, 4 < 2 3.35 1.04 4 < 1, 4 < 3

5. Discussion

According to Grolleau and Meunier (2022), anti-piracy messages can be counter-
productive, but “tailoring them to the targeted subgroups” can make the messaging more
effective than using the more-is-better approach [80]. However, it remains a challenge
to effectively identify digital pirate segments for the purpose and to create targeted mes-
saging. We build on previous works on anti-piracy campaigns’ effectiveness [73,81] by
profiling digital pirates based on their risk perception, and then testing targeted educational
campaigns among the segments to see the campaign message effectiveness. We provide
further evidence for the importance of identifying digital pirate segments and designing
targeted messaging for the increased effectiveness of the anti-piracy campaign. While the
segmentation of digital pirates has been proposed previously [11,14,27,28], using piracy
risk perception to classify digital pirates has not been considered.

Based on risk perceptions, we have identified four digital pirate segments, each pos-
sessing a unique profile. The largest segment was the anti-pirates presenting aversion to
risk on all seven risk characteristics considered. This finding indicates that the anti-pirates
segment possess certain risk perceptions, along with other characteristics identified by pre-
vious studies, which may help us understand this segment better. For example, Arli (2017)
identified good Samaritans using the consumer ethics scale. Corte and Kenhove (2015)
identified anti-pirates using various variables, including, but not limited to, subjective
norms, self-efficacy, habit, perceived harm, and deontological and teleological orientation.
Ho and Weinberg (2011) identified non-pirates using prices, product availability, and view-
ing channels. Massad and Risch (2013) called their segment saints, who were identified
using opportunism and age variables. Once observed from the risk perception lens, we
found that anti-pirates have a higher risk perception on risk dimensions including privacy,
financial, social, and psychological risk compared with the other segments. They consider
pirating behavior unethical, and they are self-conscious about their image and have a
desire to be identified with a certain social group. Compared with the rest of the segments,
anti-pirates also present a substantial risk on time and performance. This segment is also
gender-dominant for females, with little to no piracy experience.

Another segment we discovered based on the risk perception was hard-core pirates.
Like anti-pirates, this segment is also not new. Previously, this segment has been identified
as corrupt consumers [42], unethical consumers [27], least religious consumers [28], and
die-hard pirates [11] using varying characteristics. We found that hard-core pirates have
extensive digital experience, and their piracy skills increased as they engaged in piracy
activities on a regular basis, leading to lower performance and time risk. They are not
concerned about loss of respect, negative image, and negative social status because of
pirating behavior, and show the least amount of psychological tension and guilt. They
also show little fear of legal consequences even when digital goods industries file a large
number of lawsuits against individuals for copyright infringement. This segment is also
gender-dominant for males.

We found two new segments, i.e., performance-sensitive and finance-sensitive seg-
ments, demonstrating varying behaviors on the seven risk dimensions we have considered.
Performance-sensitive pirates are particularly concerned about the performance of the
pirated product, the wastage of time and effort associated with finding content of interest,



J. Theor. Appl. Electron. Commer. Res. 2023, 18 1573

and increased chances of finding an inferior-quality product, which affects their intention to
pirate. On the other hand, the finance-sensitive segment is more worried about the financial
loss and prosecution risk associated with piracy activities. They weigh the monetary loss
associated with the increased vulnerability of their computer systems. In addition, they are
concerned about the legal and prosecution risk, which is unique to this segment. We found
that, for both finance-sensitive and performance-sensitive segments, piracy experience and
gender do not discriminate among these segments significantly.

In the second study, we developed and tested two different anti-piracy campaign
messages among the identified four piracy segments. One message focused on the time and
performance risk (performance-focused message), and the other focused on the financial
and legal risk (finance-focused message). We measured the effects of these messages on
the message persuasiveness, attitude towards piracy, and piracy intention among all four
segments. The results indicate that not all messages resonate with all segments equally.
More specifically, the finance-focused message was most effective for finance-sensitive
pirates. They found the finance-focused message more persuasive, and it significantly
reduced their attitude towards piracy. However, the effect of this message on their intention
to pirate was marginal. As discussed before, there are several factors, such as subjective
norms and behavioral control, that may influence the piracy intention. Hence, it needs
to be examined further. Interestingly, the finance-focused campaign message increased
piracy intention in performance-sensitive pirates and hard-core pirates. It makes sense in
the case of hard-core pirates since they have the most experience in digital piracy, with
the least sensitivity towards the consequences of digital piracy, whereas the performance-
focused message was most effective among performance-sensitive pirates in decreasing
their attitude towards piracy, and they found this message more persuasive. Again, the
intention to pirate was not affected by the message within this segment.

Overall, anti-pirates perceived both finance- and performance-focused messages per-
suasive. Given the risk profile of anti-pirates in terms of the risk perception and experience,
this result makes sense. Anti-pirates have less experience in digital piracy relative to other
segments, and they have higher perceived risk in all risk categories except for performance
risk. Furthermore, gender has a role to play in determining the risk perception towards
piracy, where females have a higher risk perception towards piracy than males. This result
is consistent with previous findings that females are more likely to be risk-averse than
males [65]. Experience is also closely related to piracy risk perception. Less experienced
pirates report higher perceived risk in all categories except performance risk. Hence,
early intervention among pirate segments may increase the effectiveness of anti-piracy
campaigns, which is consistent with the finding of Jeong and Khouja (2013). This also
calls for testing innovative ways to address the issue of digital piracy in segments like
hard-core pirates.

Our findings provide several practical implications for strategizing and designing anti-
piracy educational campaign messages. Major piracy campaign themes mostly focus on the
financial risks of digital piracy. For instance, Creative Content Australia (CCA) launched a
new campaign called “Piracy. You’re Exposed” to educate consumers regarding how pirating
activities are linked to fraud, malware, and viruses that result in financial loss [82]. The
Premier League also launched the second season of the “Boot Out Piracy” campaign aiming
to raise awareness of the dangers of pirate content. The campaign specifically highlights
the risks of malicious malware or ransomware when using unauthorized websites or
streaming services [83]. While these campaigns are effective in changing attitudes towards
piracy among anti-pirates and finance-sensitive pirates, they may not be persuasive for
performance-sensitive pirates as they are not overly concerned about monetary loss, and
the risk of legal prosecution is less likely to change their behaviors. Currently, there are only
a few anti-piracy campaigns highlighting performance- and time-related risk. We suggest
that campaign-makers develop more targeted campaigns that appeal to the performance-
sensitive segment. For this segment, the campaign message would be more effective if it
emphasized a loss due to poor performance or the substantial waste of time. For example,
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a message like “90% of music files available on popular P2P networks are not the same as the
quality of audio CDs. A pirated copy does not function as well as a legitimate product or as it was
designed to function,” or “47% of active pirates reported that they have encountered blocked sites.
Site blocking makes it more difficult to find pirated content online. You can spend hours and hours
on social media and search engines, but you will not be able to find content you are looking for,” can
be a better way of persuading performance-sensitive pirates.

6. Conclusions

In this study, we presented a segmentation analysis focusing on digital pirates and their
involvement in various piracy-related risks. The analysis led us to identify four distinct
categories of digital pirates: anti-pirates, hard-core pirates, performance-sensitive pirates,
and finance-sensitive pirates. These segments exhibited unique traits that set them apart
from one another. The subsequent profiling of these segments also unveiled disparities
in how they perceive risks, particularly in relation to factors such as gender and their
experiences with piracy. We also conducted an experiment aimed at assessing the impact
of tailored campaign messages on the identified segments of digital pirates. Our findings
indicate that these targeted anti-piracy campaign messages exhibit significantly increased
persuasiveness, concurrently leading to a reduction in the overall favorable attitude towards
piracy. However, it is worth noting that the effects of these targeted campaign messages on
altering the intention to engage in piracy were only slightly discernible.

Several limitations apply to this study, and provide avenues for future research. Firstly,
we only consider the risk perception to segment digital pirates in this study. Human
beings are behaviorally complex, whereby other factors may influence their piracy behavior
besides risk perception. From the previous literature, we can infer that pirates can be
segmented using multiple variables. In addition, some pirate segments are found consis-
tently across the board, i.e., anti-pirates and hard-core pirates. We recommend studying
these known segmentation factors together, as this can help refine pirate segments’ profiles
and get a better understanding of not only the existing segments, but also ways in which
segmentation is possible among pirates. We also recommend exploring other factor that
may facilitate a deeper understanding of digital pirate segments, which have not been
considered previously. Secondly, our sample was restricted demographically. Expanding
the sample across different cultures will also allow us to enrich the digital pirates’ segments
since piracy behaviors vary across the globe. In addition, a future study needs to include
a more representative sample from the general population, since participants here were
mostly undergraduate students. Thirdly, we tested only two types of anti-piracy campaign
messages in this study. There is room to create and test different types of campaign mes-
sages that may have better appeal to digital pirates. For example, it might be interesting to
examine the effects of reward-based campaign messages (e.g., report piracy to be eligible
for a cash reward) among pirate segments. This step can be facilitated by looking at the
pirate segments holistically through known segmentation factors to date. Lastly, we did
not consider the timing of intervention among pirate segments, since the experience plays
a significant role in decreasing piracy risk perception over time. Also, human behavior
changes over time. Hence, testing the timing of anti-piracy campaign messaging can be
worth exploring.
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Appendix A. Survey Questionnaires

Definition
Digital Piracy is “The unlawful (unauthorized) reproduction, distribution, or use of

any copyrighted digital contents. This can be done with music files, videos and movies,
e-books, software, and other materials.”

Intellectual Property Rights are “Legally recognized exclusive rights. Under intellec-
tual property law, owners are granted certain exclusive rights to a variety of intangible
assets such as musical, literary, artistic works, inventions, and designs. Common types of
intellectual property rights include copyright, trademarks, and patents.”

Risk Perception
Downloading illegal content from the Internet:

1. makes me feel psychologically uncomfortable.
2. gives me a feeling of unwanted anxiety.
3. may cause me to experience unnecessary tension.
4. may negatively affect the way others think of me.
5. may lead to a social loss for me because my friends, family, and colleagues will think less

of me.
6. may cause me to be thought of as being foolish by some people whose opinion I value.
7. cause me a concern that I will lose control over the privacy of my information.
8. may lead to a loss of privacy for me because my personal information can be revealed

without my knowledge.
9. may lead to a loss of privacy for me because a hacker may access my personal information

without my knowledge.
10. may be a waste of time for me because it will take time to set up the required software

(e.g., BitTorrent).
11. worries me that I will have to spend too much time learning how to download files.
12. may lead to an inefficient use of my time for searching files, understanding various software

packages, and so forth.

As I download illegal content from the Internet:

13. I worry that the pirated content will fail to play like the original one.
14. I worry about whether the pirated content will play the way it is supposed to.
15. I worry that the pirated content will not provide the level of quality like a legitimate copy.
16. I worry that I will be caught for infringement of copyright law.
17. I worry that I will be punished for the infringement of copyright law.
18. I worry that I will have to pay a fine for the infringement of copyright law.
19. I worry that the pirated content will cause damage to my computer due to viruses and

malware resulting in a monetary loss.
20. I worry that it may lead to a financial loss for me (e.g., new hard drive, system

re-installment, data recovery).

Attitude towards Piracy (before and after the manipulation)

1. I have a positive perception towards digital piracy.
2. I consider that digital piracy is a good idea.
3. Overall, my attitude towards digital piracy is favorable.
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Piracy Intention (before and after the manipulation)

1. I intend to pirate digital products in the near future.
2. If I have a chance, I will pirate digital products.
3. I will make an effort to pirate digital products in the near future.

Message Persuasiveness

1. This campaign message is persuasive.
2. This campaign message is convincing.
3. This campaign message is credible.

Manipulation Check

1. This campaign message highlights the financial risks of digital piracy.
2. This campaign message is focused on the risk of lawsuits in digital piracy.
3. This campaign message highlights the risks of downloading corrupted or inferior

quality content through digital piracy.
4. This campaign message is focused on the loss of time and effort related to digital piracy.

Appendix B. Campaign Messages in the Experiment

Finance-focused Message

DID YOU KNOW?

• If you engage in digital piracy, you are exposed to the danger of lawsuits. According to the
statistics issued by Institute for Policy Innovation (IFPI), more than 30,000 people in the
United States have been sued for illegal music downloading since the year 2000. The average
settlement for the accused of illegal downloads ranges from $2000 to $5000.

• Downloading illegal content from the Internet can lead to a significant financial loss. A
recent survey by Microsoft shows that 73% of pirated software contains viruses and
malwares that make your computer defenseless against malicious threats. This may result in
a substantial monetary loss due to hardware or system re-installment, or data recovery.

• To find out more about the RISKS of violating intellectual property rights, visit
http://www.bsa.org/anti-piracy.

Performance-focused Message

DID YOU KNOW?

• If you engage in digital piracy, you are simply wasting your time. According to the Institute
for Policy Innovation (IFPI), more than 70% of the songs available on popular Peer-to-Peer
networks were polluted, while only less than 10% of the music files were considered as
decent or near the quality of original content. You will not find the content you seek while
spending a substantial amount of time.

• Downloading illegal content from the Internet can lead to a significant time and effort loss. A
recent survey by Microsoft shows that 68% of all downloadable files in Limewire are
corrupted. Music and Software industries intentionally create and disseminate polluted
versions to make it more difficult for users to download an original copy.

• To find out more about the RISKS of violating intellectual property rights, visit
http://www.bsa.org/anti-piracy.
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