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Abstract 

Nowadays, the use of renewable generations, energy storage systems (ESSs) and microgrids 

(MGs) has been developed due to better controllability of distributed energy resources (DERs) as 

well as their cost-effective and emission-aware operation. The development of MGs as well as the 

use of hierarchical control has led to data transmission in the communication platform. As a result, 

the expansion of communication infrastructure has made MGs as cyber-physical systems (CPSs) 

vulnerable to cyber-attacks (CAs). Accordingly, prevention, detection and isolation of CAs during 

proper control of MGs is essential. In this paper, a comprehensive review on the control strategies 

of microgrids against CAs and its defense mechanisms has been done. The general structure of the 

paper is as follows: firstly, MGs operational conditions, i.e., the secure or insecure mode of the 

physical and cyber layers are investigated and the appropriate control to return to a safer mode are 

presented. Then, the common MGs communication system is described which is generally used for 

multi-agent systems (MASs).  Also, classification of CAs in MGs has been reviewed. Afterwards, a 

comprehensive survey of available researches in the field of prevention, detection and isolation of 

CA and MG control against CA are summarized. Finally, future trends in this context are clarified. 

Keywords: Microgrid, Cyber-Attacks, Cyber-Physical Systems, Detection and Isolation of 

Attack, Resilient Control, Communication System 

Abbreviations 

MG Microgrid 

CPS Cyber-Physical System 

CA Cyber-Attack 

DER Distributed Energy Resource 

ESS Energy Storage System 

FDI Fault Data Injection 

DoS Denial of Service 

MAS Multi-Agent System 

SCADA Supervisory Control And Data Acquisition 

PLC Programmable Logic Controller 

LSS Large-Scale System 

RTU Remote Terminal Unit 



  

PMU Phasor Measurement Unit 

PCC Point of Common Coupling  
 

1. Introduction 

A small-scale power system that includes distributed energy resources (DERs) such as wind 

turbines, fuel cells and photovoltaic panels, energy storage systems (ESSs) and electrical power 

loads and heat loads, is called a microgrid (MG) that can be operated in grid-connected or islanded 

mode [1-2]. Communication infrastructures play an important role in monitoring and control of 

MGs. On the other hand, a cyber-physical system (CPS) is an intelligent system including physical 

and communication parts. Thus, the MG is a CPS with interconnected electrical and 

communication networks [3-6]. 

MG as a powerful platform makes power systems efficient, secure, stable, reliable and resilient. 

These small grids can play a role in reducing the effect of power system disruptions caused by 

unexpected but catastrophic incidents such as natural disasters and cyber-attacks (CAs). The 

catastrophic power outage after Sandy Hurricane, which left much of the eastern United States 

with a population of about 7.5 million in October 2012 without electricity for several days, was an 

obvious example about the lack of power system resilience. Today, reliability and resilience are 

two essential aspects of the operation of power systems, which has led the electrical power grid to 

deploy MGs. Because of the increasing number of severe weather events, which are often ascribed 

to global warming, resiliency in providing electricity services to customers has become more and 

more important [7-8]. The increased use of information and communication technologies can 

improve the performance of the power system, but if not properly managed, the power system may 

be inadvertently exposed to cyber threats. Generally, CA is any attempt to gain unauthorized 

access to a computer, computing system or communication network with the intent to cause 

damage. CAs aim to disable, disrupt, destroy or control communication systems or to alter, block, 

delete, manipulate or steal the data held within these systems. Cyber incidents can have disastrous 

effects on the performance of the power system. Table 1 shows a list of major power outages 

caused by cyber incidents. These cases indicate that CAs could potentially cause widespread 

blackouts in the power system. For example, on December 23, 2015, attackers with the help of 

malware called Black Energy Trojan cut the breakers in the Ukrainian power system remotely, 

which cut off more than 30 substations and approximately 225,000 consumers for about 6 hours 

without electricity. As the number of CAs aimed at disrupting the power system supply is 

increasing worldwide, power systems need to address this new issue to manage system resilience 

in their operation [9-13]. 
Table 1 Power Outages Related to Cyber Incidents [9-13] 

Consequence Cause Event 

More than 50 million consumers lost 

electricity 
Alarm system failure due to software bugs 

Northeastern United States 

blackout in 2003 

About 56 million people across Italy were 

affected 
Cascading failures between power and 

communication infrastructures 
Italy blackout in 2003 

About 100,000 customers lost 400 MW load 
Unexpected activation of the load shedding 

program 
Arizona blackout in 2007 

About 1 million customers lost 3,650 MW 

load 

Disbled relay protection during a diagnostic 

process 
Florida blackout in 2008 

About 53,982 industrial customers and 6.42 

million resident customers lost 14.82 GW 

load 

Cyber-physical coupling failures transmission 

towers collapsed due to severe ice storm and 

accretion 

Southern China blackout in 

2008 



  

More than 2.7 million consumers lost 

electricity 
Monitoring equipment failure at a substation 

Southwest United States 

blackout in 2011 

Around 2.7 million consumers lost electricity 
Remote cyber intrusions after the malware 

installation 
Ukraine blackout in 2015 

About 3 million people were affected 
Failures of optical fibers and transmission 

lines due to violent Typhoon Meranti 
Xiamen blackout in 2016 

About 20 million people were affected 
several cyber-attacks resulting in massive 

blackouts 
Venezuela blackout in 2019 

The necessity of attack detection and efficient control of the physical system in order to maintain 

the system resiliency against the CA is one of the current areas of research [14-17]. This paper 

offers a thorough examination of the methodologies presented in various papers, uniquely 

categorizing defense mechanisms against CAs. This distinction sets it apart from existing review 

papers, which lack such comparative analyses. Furthermore, this article breaks new ground by 

providing a comprehensive introduction to prerequisite topics, including the different types of 

CAs, the susceptibility of MG communication systems to these attacks, and the various types of 

control structures. This holistic approach ensures that readers gain a solid understanding of the 

topic, surpassing the level of comprehensiveness found in other review papers. Fig 1 shows the 

research trend of recent papers in the context of MG control against CAs and related keywords. As 

can be seen, the fundamental keywords in this topic mainly include attack, denial of service (DoS) 

attack, false data injection (FDI) attack, algorithm, control method, proposed controller, resiliency, 

communication link, agent, time delay, smart grid, DC microgrid, renewable energy and DGs. 

 
Fig. 1 Research Trends in The Context of MG Control Against CAs 

The introductory section of the paper establishes the importance of control over CAs and provides 

a historical overview of CAs in the power system. Subsequently, the following section classifies 

the operational conditions of MGs based on cyber and physical security considerations. 

Furthermore, the paper proceeds to delineate the categorization of different types of CAs. 

Considering that CAs primarily target the communication infrastructure, it becomes crucial to 

expound on the communication system and its modeling (Section 4) to effectively address MG 

control against CAs (Section 5). Consequently, the paper delves into the various types of 



  

communication systems and provides a comprehensive understanding of their characteristics. 

Moving forward, section 6 presents a classification of defense mechanisms against CAs based on 

current literature, accompanied by a review of pertinent papers in Table 2. The literature review 

offers concrete examples of these defense mechanisms, highlighting their dependence on the type 

of CAs and the nature of the communication system (centralized, decentralized, or distributed). In 

the final section, a summary of the paper is presented, encompassing both the conclusions drawn 

from the reviewed papers and an overview of future trends in the field. 
 

2. Classification of MG Operational Conditions 

In recent years, due to the rapid development of communication technologies and control theories, 

MG as a CPS has attracted much attention. MGs include the physical layer and the cyber layer 

which takes care of control, computing and communication functions [18-20]. The cyber system of 

MG gathers, transfers, processes, shows and saves the data of MG operation through data streams 

[21-23]. The data is displayed as monitoring and measuring data, control rules and MG settings. It 

is clear that effective and trustworthy data streams are necessary for the management of continuous 

physical processes [24-25]. 

The operational conditions of a MG with physical-cyber interactions can be categorized into 4 

modes (Fig 2) [9, 26-29]: 

• Secure mode: both cyber security and physical security are retained. In this mode, MG will 

operate normally. 

• Alert mode: physical security is retained but cyber security is destroyed. In this mode, the 

monitoring control rules are blocked and the equipment must be able to stabilize the 

physical process using its default settings. 

• Emergency mode: cyber security is retained but physical security is destroyed. In this 

mode, the events such as outage of a line, generator, over/under voltage, frequency drifts 

and increased line currents happen. 

• Extreme mode: both cyber security and physical security are destroyed at the same time. In 

this mode, a natural disaster destroys both physical equipment and communication 

network. 

Generally, there are four types of reactions for safer mode recovery [9, 30-31]: 

• Preventive control: by recovering cyber security and retaining physical security, it restores 

the secure mode from the alert mode. 

• Corrective control: by recovering physical security and retaining cyber security, it restores 

the secure mode from the emergency mode. 

• Remedial control: restores the emergency mode from extreme mode by removing any cyber 

insecurity and stopping further destruction of physical security. 

• Restorative control: restores the alert mode from extreme mode by removing any physical 

insecurity and stopping further destruction of cyber security. 



  

 
Fig. 2 Operational Conditions of MG [9, 26-29] 

 

3. Classification of Cyber-Attacks in MGs 

High reliance on communication networks makes the system vulnerable to CAs. In order to detect 

and control CAs, the modeling of MG communication network is essential, which will be 

explained in the next section.  CAs not only cause damage to the cyber layer, but may also damage 

the physical layer. In such cases, CAs causes destruction of the system and the destroyed system 

does not follow the commands sent to it. Thus, the attack leaves the cyber layer and the physical 

layer will deal with the effect of the attack [32-35]. 

There are different types of CAs. The most important categories of attacks include the following: 

• Deception attack 

This attack is also called FDI. In this attack, the data integrity of the sent packets changes between 

different cyber segments. Deception attacks involve one or more components (sensors, actuators, 

or controllers) that receive false data and believe it to be true. For example, Stuxnet is a well-

known malware worm which has the ability to reprogram code in programmable logic controllers 

(PLCs) in supervisory control and data acquisition (SCADA) systems [36-41]. In FDI attack, data 

packets are randomly generated or mathematically formulated. A simple modeling of these attacks 

is the addition of false data to the original sent data before it reaches the receiving module, as 

shown in (1): 

(1) r s fx x x= +  

where xf is false data, which can be a constant dc bias injection or a time varying function, xs is 

sent data, and xr is received data [42-43]. 

• Denial of service (DoS) 

A DoS attack is an attack in which an attacker sends too many requests to a part of the control 

system, causing it to overuse its resources. In this condition, due to the high volume of processing, 



  

the system suffers from interruptions or malfunctions, or even becomes completely inaccessible. 

DoS attacks may target cyber systems or physical systems. These attacks target communication 

links or attempt to disable programs that control the system, data and communications [44-47]. In 

DoS, the receptor cannot receive the data sent by the sender. The attacker sends the same data from 

different sources to the receptor until the communication links is lost. Let μ be a criterion variable 

for receptor availability that becomes zero during an attack [42–43]. Eq. (2) indicates a simple 

modeling of DoS attacks. 

(2) 
r sx x=  

• Replay attack 

Replay attacks are a special type of deception attack. In this attack, the attacker first records the 

measurements from the sensors. Then, the manipulated data is replaced with a log file, which 

worsens the performance of the control system and potentially allows other types of physical 

attacks without being detected. Such an attack cannot be easily detected due to the ability to check 

the cryptographic keys. In this attack, the attacker sends the previously tracked data to the receptor 

without any changes. For example, when a fault happens in the power system, the attacker can 

send data during normal condition, which causes the operation center to wrongly think that the 

system is still in normal condition. Consequently, the error processing time increases and the 

impact of the error extends due to the ignorance of the protection system. On the other hand, when 

the power system is in normal condition, sending data during an error condition, causes the control 

center to give a wrong control command [40, 48-49]. Let xh = (xy, xy+1, …, xy+n) be a set of old 

data packets saved by the attacker [42-43]. A simple modeling of DoS attacks had been 

represented by (3). 

(3) 
r s hx x x= +  

4. MG Communication System 

As mentioned in the literature, it is necessary to model MG communication system for 

investigating the effect of CAs. Consider an islanded MG with N controllable inverter-based 

DERs. Depending on their role in the various control states, the resources participate in regulating 

the voltage and frequency of MG or the power supply of the MG loads. In the communication 

system, the DERs as agents exchange data with neighbors through communication links. 

Generally, agents are independent units that are developed based on a bottom-up approach. They 

process the information and share it with other agents. Communication systems can be centralized, 

decentralized and distributed. Centralized systems are multi-agent systems (MASs) where all 

agents are directly connected to a central agent. Decentralized systems break the process done in 

centralized systems into smaller parts only. In this way, several agents are connected to a central 

node, and the central nodes are connected with the main node of the entire network. In distributed 

systems, all agents are locally connected with their neighboring agents, and no agent plays a 

central role.  Fig 3 displays the interaction of controllers or nodes for various control systems.  

Centralized systems need high bandwidth communication channels and are more vulnerable to 

attacks in the communication links. Generally, in the equivalent graph of the communication 

network of a MG, the nodes are DERs and the lines are their communication links [50-52]. Fig 4 

(a) and (b) shows a simple MG with 4 DERs and their communication links and its corresponding 

graph, respectively. 



  

 
Fig. 3 (a) Centralized System (b) Decentralized System (c) Distributed System [50-52] 

 
Fig. 4 (a) Simple MG with 4 DERs (b) Corresponding Graph 

The theory of MASs describes the relationship between nodes and lines in MG communication 

system [53-57]. Considering MASs, the communication topology is described by an indirect graph 

[58-65]. 

It is assumed that each DER is considered as an agent. Therefore, there are N agents that are 

governed by the relationships of the first-order dynamic systems. The set V = {1, 2, …, N} 

represents all the agents or in other words the nodes of the graph. The graph G = (V, E) also 

indicates how the agents interact. E is the set of all links among agents, which is a subset of 

Cartesian multiplication V. In other words, E is a subset of V× V. 

Also, each agent i has the information in the form of a variable such as xi, which is changed and 

updated in interaction with neighboring agents. All neighboring agents of agent i are represented 

by the symbol Ni where Ni = {j v (i, j)}. The x(t) vector also contains information about all the 

agents at moment t. In other words, this vector consists of a column and N rows, each row of which 

corresponds to one of the agents and is defined as follows: 

(4) 
1 2( ) [ ( ), ( ),..., ( )]T

Nx T x t x t x t=  

Thus, the information of each agent can be updated by the following relationship. The rate of 



  

update corresponding to the agent i is equal to the sum of the difference between this agent and its 

neighbors. 

(5) 
.

( ) ( ( ) ( )), (0)
i

i j i i

j N

x t x t x t x R


= −  

It should be noted that the above relationship is established in a situation where no weight is 

provided for the communication links among the agents. When the graph of communication links 

is considered weighted, this relationship will change as follows: 

(6) 
.

( ) ( ( ) ( )), (0)
i

i ij j i i

j N

x t a x t x t x R


= −  

where aij represents the weight of the communication link between agent i and agent j. The above 

relationships can be written in the form of a matrix: 

(7) 
.

( )x Lx t= − 

where L is called the Laplacian matrix of graph. The Laplacian matrix stores the basic properties of 

a graph, and by examining it, one can understand all the properties of a graph. This matrix is 

defined by the following formula: 

(8) L D A= − 

where A is the adjacency matrix of the graph and its elements are weighted equal to aij. Also, D is 

the matrix of the graph degree. This is a diagonal matrix which principal diameter elements are 

equal to the sum of the corresponding row elements in the adjacency matrix, in other words: 

(9) ii ij

j

D a= 

It is thus quite clear that each of the elements of the Laplacian matrix will be valued in the 

following order: 

(10) 
1 i

ij

i

j N
l

N j i

− 
= 

=
 

Likewise, by referring to the relationships, it can be easily shown that the sum of the rows of the 

Laplacian matrix will be equal to zero. So, if I is an N vector symbol that all elements are equal to 

1, we have: 

(11) 
ij i

ij
ij

j

a j N

l a j i

− 


=  =



 

This relationship implies that the Laplacian matrix of any graph (regardless of whether it is 

weighted or not or connected or not) will always have at least an eigenvalue of zero. This 

eigenvalue called the explicit eigenvalue of the Laplacian matrix, corresponding to eigenvector 1. 

 



  

5. MG Control Against CA  

As mentioned, CPSs such as smart energy systems have attracted a great deal of attention in recent 

decades. These systems are vulnerable to CAs due to the presence of cyber layers. Therefore, 

designing a controller that is resilient and robust against the attacks is one of the new research 

trends  in this field [66-68]. The resilience and robustness are two distinct and fundumental 

characteristics in the field of power systems, but sometimes they are mistakenly considered the 

same [24]. Resilience is a real-time active response to severe and unexpected incidents, whereas 

robustness is the passive maintenance of control function under a certain range of perturbations 

[69]. In other words, a robust and resilient MG must have CA prevention, CA detection and 

isolation and MG efficient control against CA [70]. To well manage MG’s operation against CAs, 

the concepts of large-scale systems (LSSs) control should be applied. 

5.1. Large-Scale Systems Control 

LSSs can be used for several MGs. LSSs control is generally divided into three categories: 

centralized, decentralized and distributed. In centralized manner, controlled systems consist of 

separate and independent subsystems, with separate controllers for each of their quantities. All 

calculations are performed in the central controller and the control command is sent to the 

actuators. Designing centralized controller for LSSs will be very complex due to computational 

complexity, reliability realization, and communication bandwidth constraints. In decentralized 

control, a set of controlled systems consists of subsystems that are considered as separate 

controllers for each. But unlike centralized control, there are interactions among subsystems, and 

the weaker the interactions, the closer they are to the optimal state. Distributed control of LSSs is 

actually a subset of a decentralized control strategy in which the controllers of the subsystems 

exchange information with each other. Hence, it has higher reliability than the centralized control 

and decentralized control systems [71-72]. Hierarchical control of LSSs is a compromise between 

fully centralized control and fully decentralized control, in which the upstream control layers 

command the downstream control layers [73-75]. In general, hierarchical control has three layers 

of primary control, secondary control and tertiary control The main difference between control 

layers is their response speed and the infrastructure they require. In hierarchical control, the closer 

to the physical layer (the lowest control layer), the faster the controllers operate. In the system with 

droop control, each of the primary, secondary, and tertiary structures can be implemented on the 

basis of centralized, decentralized, or distributed control. Primary control, known as local control, 

is dedicated to controlling local variables such as frequency and voltage as well as current 

injection. These local controllers include the implementation of droop control and virtual 

impedance control techniques in each of the distributed power electronic converters connected to 

the microgrids. The most important features of this layer are more speed than secondary and 

tertiary layers and no need for communication links. The secondary control acts as an automatic 

generation control (AGC) and eliminates the steady-state error of the voltage and frequency of the 

microgrids. Tertiary control optimizes the operation of the microgrid and regulating its interactions 

with the distribution network by setting the active and reactive power references for each DG unit. 

This optimization is usually based on an economic criterion that determines the balance between 

demand and energy supply [76-79]. 

5.2. MG Control Strategies in Presence of CA 

The structure of a MG including physical layer and cyber layer is shown in Fig 5. As can be seen, 

the physical layer includes different types of DERs such as photovoltaic panels, wind turbines, 



  

ESSs along with their power electronic converters. The cyber layer consists of control and 

communication parts. The control of inverters is based on the LSSs control methods. Secondary 

control is at risk of CAs due to the use of communication links. Therefore, a resilient control 

method against CAs is vital [80-84]. CAs are mainly carried out on sensors (e.g., Remote Terminal 

Units (RTUs) and Phasor Measurement Units (PMUs)), actuators (e.g., angle changer for solar 

panels, rotor speed changer of wind turbines and protective relays), control layers with 

communication links. The performance of cyber layer, including the manner of sending measured 

data by sensors and receiving control commands by actuators, is demonstrated in Fig 6.  As can be 

seen, sensors measure data in the physical system. Then, the measurement data is given to the 

controllers through the communication system. After controlling the parameters based on the 

desired goals, the controllers transmit the control commands created by the control system to the 

actuators through the communication system. Finally, actuators execute the desired command in 

the physical system [31, 41, 85-87]. 

 
Fig. 5 A MG with Cyber and Physical Layers 



  

 
Fig. 6 The Performance of MG Cyber Layer  

According to the duty of each DER in MG, inverters can have two roles: grid-following converters 

for control of the active and reactive power supplied to MG and grid-forming converters for 

control of the voltage and frequency of MG. Another common type of converters can play both 

roles to some extent through droop control [88-92]. 

In grid-following converters or PQ controllers, the active and reactive output powers of each 

converter are maintained at predetermined values. This type of controller always tries to maintain 

its output power, regardless of the operation mode of MG. [93-96]. The power converter acts as a 

current source. In the PQ controller with droop, the main purpose is not only to supply the load, 

but also to regulate the voltage and frequency of MG. The operation of this power converter is 

often regulated by an upstream controller such as the maximum power point tracking (MPPT) 

controller or the power plant controller operator that determines the P and Q references. Inner 

control loop in PQ controller regulates the injected current into the MG. Outer control loop 

determine the current reference of the inner loop to adjust the injected power to the MG [97-100]. 

In grid-forming converters or V/f controllers act similarly to the controllers of synchronous 

generators. That is, they use active power to control the frequency and reactive power to control 

the voltage. In fact, they play the role of the main grid in the islanded mode. V/f controllers 

regulate the frequency of MG and the voltage that will supply the loads. The power converter acts 

as an ac voltage source. In the V/f controller with droop, the main purpose is not only to regulate 

the voltage and frequency of MG but also control the active and reactive power delivered by the 

power converter [101-103]. The controller is implemented using two cascaded synchronous 

controllers in the d-q reference framework. The inputs of the control system are the reference 

values of the voltage magnitude and frequency at the point of common coupling (PCC) of MG. 

The outer control loop controls the voltage of MG. Besides, the inner loop regulates the fed current 

by the converter with the aim of tracking the generated current reference by the outer voltage 

control loop. It should be noted that there must be a grid-forming converter to control the voltage 

and frequency of MG in the islanded mode [104-105]. 

Fig 7 illustrated the structure of a (V/f)/(PQ) controller with droop along with the vulnerable points 

against CA. As explained earlier, the vulnerable points are sensors, communication links of 



  

secondary control with the neighbor agents and another control layers. After CAs, the control 

system changes according to the considered defense mechanism, which is reviewed in next section 

[106-108]. 

 
Fig. 7 The structure of a (V/f)/(PQ) controller with droop along with the vulnerable points against CA 

6. Defense Mechanisms Against CA 

To maintain the security of CPSs against various CAs, appropriate defense mechanisms should be 

designed. In the available researches, defense mechanisms can be divided into three categories 

[109-112]. 

• Prevention mechanism: this defense mechanism postpones the attack. Prevention 

algorithms are important in the face of CAs as the first defense mechanism of CPSs. 

• Resilience enhancement: this defense mechanism improves tolerating the maximum effect 

of attack and helps operating in the closest possible state to normal. 

• Detection and isolation: this defense mechanism detects the source of the attack, isolates 

the damaged subsystems and restores normal state as soon as possible. 

The effect of these defense mechanisms is shown in Fig 8. As can be seen, the prevention 

algorithms delay the attack initiation time. Resilience algorithms reduce the effect of attack or in 

other words increase tolerance against attack. Also, the detection and isolation algorithms mitigate 

the effect of attack after isolation time. In fact, after the attack is isolated, there is no more attack in 

a CPS [31, 113-115]. 

Some efforts on CPSs and cyber threats problems, namely, CA prevention algorithms, CA 

detection and isolation algorithms, fault-tolerant control, CA mitigation, and resilient control in the 

presence of attacks, have been investigated in [116-117]. Moreover, table 2 shows the review of 

available references on CPS control against cyber threats. 



  

 
Fig. 8 The Effect of Defense Mechanisms [31, 113-115]



 

Table 2 Review of Available References on CPS Control Against Cyber Threats  

Taxonomy Ref Year Types of Attack Description 
Prevention Algorithm [118] 2016 DoS attack An immune system for improving the accuracy rate of attack prevention and reducing the false alarm rate 

[119] 2020 HELLO flood attack (a type of DoS) Using optimized deep learning method in clustering and optimal shortest path selection 

[120] 2018 Man in the Middle attack Using lightweight encryption for Intrusion Prevention System (IPS) 

[121] 2019 DoS attack Design and implementation of an Intrusion Detection and Prevention System (IDPS) using Software-Defined Networking (SDN) 

[122] 2020 Aging attack Forecasting attacks by means of convex optimization and Lyapunov method 

[123] 2016 Cloud-based attack Classify cloud-based attacks and provide a taxonomy and intrusion detection and prevention as a service 

[124] 2018 Unknown Attack detection and prevention in Siemens S7 1200 PLC by means of mirroring technique 

[125] 2016 DoS attack Trust-based intrusion detection and prevention technology 

[126] 2018 Cybercrime such as ransomware Factor analysis of information risk model combined with Crime Prevention Through Environmental Design (CPTED) 

[127] 2022 Man in the Middle attack Proposal of a regression modelling technique 

Detection and 

Isolation Algorithm 
[16] 2020 Stealth attack  

An event-driven resilient strategy for dc microgrids, which immediately replaces the attacked signal with a trusted event-driven signal 

constructed using True transmitted measurements 

[40] 2020 FDI and Replay attack Using the Weighted Mean Subsequence Reduced (W-MSR) algorithm for attack detection 

[57] 2020 
Time-varying attacks on 

communication links and controllers 
Proposing a resilient distributed control for detection and isolation of corrupted communication links and controllers 

[86] 2019 Bias injection attack Applying a distributed detection and isolation scheme on the IEEE 8-bus and IEEE 118-bus smart energy grid system 

[128] 2020 FDI attack Proposing cyber-threat detection and mitigation technique that relies on a Kullback-Liebler divergence-based criterion in DC MG 

[129] 2022 FDI attack Designing robust H-infinity observers based on linear matrix inequalities (LMIs) for attack isolation (AI) and attack location (AL) 

[130] 2022 FDI attack 
Proposing a distributed CA detection method in communication channels for a class of discrete-time, nonlinear, heterogeneous, multi-

agent systems controlled by our formation-based controller 

[131] 2017 Replay attack 
Proposing a multiplicative watermarking scheme, where each sensor’s output is separately watermarked by being fed to a single input 

single output (SISO) watermark generator, for detection and isolation of replay attacks on sensor measurements 

[132] 2022 FDI attack Designing a robust attack detector based on the mixed H_/H∞ 

[133] 2019 FDI attack 
A nonlinear unknown input observer -based distributed detection method and a distributed isolation scheme with two steps (isolation of 

the possible actuator attack set and the possible subarea attack set) applied on IEEE 28-bus and IEEE 128-bus 

[134] 2019 Replay attack 
A frequency-based approach for the detection of attacks by employing a sinusoidal signal with a time-varying frequency (authentication 

signal) into the closed-loop system 

[135] 2020 Covert cyber attack 
Achieving detection and isolation by associating the controller with two observers for a class of interconnected system, estimating the 

states of the plant by means of the observers and comparing the estimated states to determine 

[136] 2018 FDI attack Proposing an observer-based algorithm for detection and isolation of CA by using real-time synchrophasor measurements. 

[137] 2018 
Malicious attack on the 

communication link 

Adopting a model-based approach in order to detect anomalies, formalizing the problem as a binary hypothesis test in a linear system 

equipped with a Model Predictive Controller (MPC) 

[138] 2007 Wormhole attack Presenting a lightweight countermeasure for the wormhole attack (called LiteWorp) relying on overhearing neighbor communication. 

[139] 2020 Unknown A new approach to model the closed-loop system subject to control delays and attacks in networked control system 

[140] 2018 Unknown A benchmark for the detection and isolation of CA in a non-linear controlled interconnected system based on a two tank system 

[141] 2022 Unknown attack vectors A new sliding mode observer (SMO)-based attack detector with parameter adjustment using an optimization algorithm 

[142] 2022 Malicious attack Introducing a stacked deep learning method to detect malicious attacks in SCADA systems 

[143] 2022 Kernel attack Reliable attack detection without loss of control performance. 

[144] 2022 Unknown Detection of cyber-attacks on communication links between smart devices based on Convolutional Neural Networks (CNN) 

[145] 2022 FDI attack Proposing extremely randomized trees algorithm in smart grids (on IEEE 14-bus, 30-bus, 57-bus and 118-bus systems) 

Resilient Algorithm 
[36] 2022 FDI attack 

Event-triggered adaptive sliding mode control (ASMC) for the CPSs, the adaptive technique for estimating the upper bound of the attack 

and Lyapunov’s stability theory for proving the admissibility of the formed event-triggered ASMC design scheme 



 

[39] 2019 Deception attack Resilient consensus control of discrete-time complex CPSs 

[44] 2021 DoS attack Resilient observer-based control for CPSs with multiple transmissions and applying linear matrix inequalities (LMIs) 

[46] 2019 DoS attack 
Designing a set of partial observers for estimating partial states corresponding to different channels and using the finite-time observer 

technique and a switching scheme for resilient observer-based controller 

[47] 2020 DoS attack 
Distributed resilient control problem of a class of CPSs for more general heterogeneous linear multiagent systems (MASs) with 

nonuniform communication delays 

[53] 2020 Malicious data injection attack 
The consensus problem of the multi-agent systems by means of a competitive strategy for establishing a hidden layer of virtual system 

interconnected with the original system 

[61] 2022 DoS attack Distributed resilient control based on the average consensus algorithm in DC microgrids with constant power load 

[109] 2020 FDI attack 
Distributed resilient control in islanded MGs for frequency/voltage restoration, fair real power sharing, and state-of-charge balancing in 

MGs with multiple ESSs in abnormal condition 

[146] 2018 DoS attack resilient strategy for a class of CPS in wireless network between sensor and remote estimation 

[147] 2018 DoS attack Proposing a novel event-triggered control strategy for CPSs with disturbance and measurement noise 

[148] 2019 DoS attack A resilient distributed event-triggered secure consensus scheme for multi-agent systems (MASs) 

[149] 2020 Stochastic attacks An observer-based event-triggered output feedback control for fractional-order CPSs with stochastic network attacks 

[150] 2020 DoS attack A resilient consensus-based distributed control strategy of a platoon of automated vehicles 

[151] 2019 Stochastic attacks An improved adaptive event-triggered control for a class of networked control systems to reduce the unnecessary data transmissions 

[152] 2020 DoS attack Design of the resilient decentralized sampled-data filter for linear interconnected systems by means of Lyapunov function-based method 

[153] 2020 
min-max, surge, geometric, 

and replay attacks 
resilient operation strategies for nonlinear processes by a modified Lyapunov-based Economic Model Predictive Controller (LEMPC) 

[154] 2020 malicious actuator attack A new secure control scheme (SCS) with a robust dynamic compensation for CPSs 

[155] 2020 jamming attacks Resilient tracking control (a novel model-free adaptive control (MFAC)) for nonlinear unknown CPS in the wireless transmission channel 

[156] 2021 FDI attack An adaptive integral sliding-mode control scheme for developing the attack tolerant controller by using the Lyapunov stability theory 

[157] 2021 Deception attack 
resilient adaptive dynamic surface control for a class of switched nonlinear CPSs by applying Lyapunov function and neural networks for 

approximating the nonlinear terms 

[158] 2022 Covert attack 
A resilience-based frequency regulation scheme in an isolated MG under different operational conditions, such as, step and random 

change in load and different wind speed patterns 

[159] 2021 DoS attack A novel gain-switched observer-based resilient control scheme with the utilization of an equivalent switching control method 

[160] 2021 DoS and random deception attack 
A new switched stochastic time-delay closed-loop system under sampled-data and full state feedback controller by utilizing piecewise 

Lyapunov-Krasovskii functional analysis theory 

[161] 2022 DoS attack An observer-based sliding mode control (SMC)) for estimating the relative acceleration between neighbor vehicles in connected vehicles 

[162] 2022 DoS attack Resilient current controller design for the networked DC microgrid system with multiple constant power loads 

[163] 2022 DoS and random deception attack 
A resilient optimized dynamic event-triggered mechanism (RODETM) for reducing the unnecessary costs of system operation and 

mitigating the impact caused by attacks 

[164] 2021 Periodic DoS attack A novel attack-resilient event-triggered mechanism (ARETM) for formation shape problems of the system 

[165] 2022 FDI attack An adaptive resilient control scheme by an improved sliding mode control strategy for Markovian jump CPS (MJCPS) 

[166] 2022 Asynchronous data injection attack Proposing a two sides asynchronous Adaptive Event-triggered Resilient Control Scheme (AERCS) for CPSs 

[167] 2022 DoS attack The resilient sliding mode control problem for cyber-physical systems (CPSs) with multiple transmission channels 

[168] 2022 Unknown actuator attack 
Proposing a resilient control strategy by adopting Barrier Lyapunov function, Hyperbolic tangent sigmoid function, and the Nussbaum 

function for CPSs under actuator saturation resulting from cyberattacks 

[169] 2022 DoS attack 
A resilient decentralized control for nonlinear interconnected systems with unknown control directions and a novel switched sampled-

data observer and an adaptive control architecture for each subsystem 



  

 

7. Conclusion and Future Trends 

With the development of MGs as CPSs and the vulnerability of these systems against CAs due to 

the presence of communication systems, the problem of resilient control as well as detection and 

isolation of attacks has become important. In this paper, firstly, the operational conditions of the 

physical and cyber parts of CPS and necessary control to return to a more stable state were 

examined. In the following, the types of CAs and their impact on system performance were 

explained. Graph theory and system modeling were introduced for better understand of the 

communication systems performance. The three strategies to deal with cyber threats namely, 

prevention, detection and isolation, and resilient control were discussed afterwards. The available 

researches in this category were summarized. Finally, various control methods of inverter-based 

microgrids were reviewed. 

The review of the paper found the following results: 

• CAs are carried out on MG communication infrastructure. Therefore, secondary control 

and communication links are vulnerable to CAs. 

• There are three types of defense mechanisms (prevention, detection & isolation and 

resilient algorithm) to protect the MG against CAs. 

• Based on the type of attack, papers have made contributions on control and protection of 

MG against CAs, which are reviewed in this paper. 

The future directions for research in the control of CPSs against CAs can be suggested as follows: 

• Development of new methods for CA prevention, detection and isolation. 

• Designing new resilient control methods to increase CPSs resilience. These methods can be 

based on conventional control methods or modern control methods and artificial 

intelligence. 

• Retrofitting existing equipment (Cyber-Retrofit Services), accommodating advanced 

technologies into networks and using of methods such as the configuration modification of 

the microgrid or the use of multi-microgrids and exchange the energy between MGs, the 

use of methods such as load shedding in order to compensate for the generation in the 

isolated part caused by CA. 
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