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Abstract. In this work we study the problem of minimizing the round complexity for securely evaluating
multiparty functionalities while making black-box use of polynomial time assumptions. In Eurocrypt
2016, Garg et al. showed that, assuming all parties have access to a broadcast channel, then at least four
rounds of communication are required to securely realize non-trivial functionalities in the plain model.
A sequence of works follow-up the result of Garg et al. matching this lower bound under a variety of
assumptions. Unfortunately, none of these works make black-box use of the underlying cryptographic
primitives. In Crypto 2021, Ishai, Khurana, Sahai, and Srinivasan came closer to matching the four-round
lower bound, obtaining a five-round protocol that makes black-box use of oblivious transfer and PKE
with pseudorandom public keys.

In this work, we show how to realize any input-less functionality (e.g., coin-tossing, generation of
key-pairs, and so on) in four rounds while making black-box use of two-round oblivious transfer. As an
additional result, we construct the first four-round MPC protocol for generic functionalities that makes
black-box use of the underlying primitives, achieving security against non-aborting adversaries.

Our protocols are based on a new primitive called list two-party computation. This primitive offers relaxed
security compared to the standard notion of secure two-party computation. Despite this relaxation, we
argue that this tool suffices for our applications. List two-party computation is of independent interest,
as we argue it can also be used for the generation of setups, like oblivious transfer correlated randomness,
in three rounds. Prior to our work, generating such a setup required at least four rounds of interactions
or a trusted third party.
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1 Introduction

Secure multiparty computation (MPC) [Ya086, GMWS8T7] allows a group of mutually distrustful parties to
jointly evaluate any function over their private inputs in such a way that no one learns anything beyond the
output of the function. Since its introduction, MPC has been extensively studied in terms of assumptions,
complexity, security definitions, and execution models [GMW87,Kil88,IPS08, BMR90, KOS03, KO04, Pas04,
PW10,Weel0, Goyll, GMPP16,ACJ17,BHP17, COWZ22, CRSW22|. In [GMPP16] Garg et al. established
that four rounds are necessary to securely realize non-trivial functionalities (e.g., coin tossing) in the plain
model with static corruption and black-box simulation® in the dishonest majority setting. A sequence of works
tried to match this lower bound for the multiparty setting [ACJ17,BHP17], and finally [BGJ*18, HHPV 18]
showed the first four-round protocols based on polynomial time number theoretic assumptions. This result
was later improved in [CCGT20] proposing a four-round scheme based on malicious secure oblivious transfer
(OT).

Unfortunately, all these round-optimal protocols make non-black-box use of the underlying primitives.
Recently, Ishai, Khurana, Sahai, and Srinivasan [IKSS21] came close to closing this gap, proposing a five-round
protocol that makes black-box use of oblivious transfer and public-key encryption (PKE) with pseudorandom
public keys. Prior to their work, MPC protocols that use the underlying primitives in a black-box way needed
more than 15 rounds [IPS08, Weel0, Goy11]. This leaves open the following questions:

What is the best-possible round complezity for securely evaluating any multiparty functionality in the
plain model when the majority of the parties are corrupted while using the underlying cryptographic
primitives in a black-box way?

1.1 Our Contribution

In this work, we partially answer the above question by constructing the first round-optimal MPC protocol
for computing any input-less functionality (e.g., coin tossing), while making black-box use of any perfect
correct two-round private OT protocol”. The notion of private OT, introduced in [NP01, ATR01], requires
that the receiver’s only message is computationally indistinguishable between the cases where its input bit b
is equal to 0 or 1. Moreover, regardless of the receiver’s first message, the sender’s message hides at least one
of its inputs (denoted by sg and s1). Private OT can be obtained from LWE [BD18], or number theoretic
assumptions such as DDH [NP01, AIR01] and DCR [Kal05]. As an additional contribution, we show how to
securely realize any efficiently computable functionality in four rounds, while relying on the same assumptions,
against a weaker form of adversaries that promises to not abort during the computation with some unknown
non-negligible probability. We will refer to this type of adversary as sometimes aborting. In summary, we
prove the following theorems.

Theorem 1 (informal). Assuming two-round private OTs, then there exists a 4-round MPC protocol that
realizes any multiparty input-less functionality with black-box use of the underlying primitives.

Theorem 2 (informal). Assuming two-round private OTS, then there exists a 4-round MPC protocol
that realizes any multiparty functionality with black-box use of the underlying primitives in the presence of
sometimes aborting adversaries.

Our protocols are based on a new primitive called list two-party computation. This notion is an extension
of the definition of list coin-tossing introduced in [BGJ™18]. List coin tossing relaxes the standard simulation-
based security definition, by allowing the adversary (hence, the simulator) to query the ideal functionality
multiple times, thus obtaining multiple outputs (uniform random strings in this case). The adversary can
then force the output of the honest parties to be one of the strings received from the ideal functionality.

6 All the results discussed and presented in this paper are with respect to black-box simulation. Hence, we will not
specify this in the remainder of the paper.

7 In a concurrent and independent work [IKSS23], the authors show a 4-round protocol for any functionality relying
on assumptions secure against sub-exponential time adversaries. In our work, we make only use of polynomial time
assumptions while focusing on the class of input-less functionalities.



List two-party computation (2PC) extends the notion of list coin-tossing to generic functionalities. In
particular, we start by considering the list OT functionality. In this setting, for a corrupted receiver, the ideal
world is formalized as follows: the adversary provides its input b and a parameter x to the ideal functionality.
The ideal functionality then samples s random pairs (s, s!);c,; uniformly at random, and provides (s});cx to
the adversary. The adversary now picks an index j € [«] and sends it to the ideal functionality, who delivers
(s, s7) to the sender in the ideal world. In summary, we allow the adversarial receiver to slightly bias the
output of the computation. In [BGJ*18] the authors observe that list coin-tossing suffices to generate a
common random setup (e.g., for non-interactive zero-knowledge arguments). Similarly, we can argue that
list-OT is sufficient for the generation of correlated OT randomness.

As previously mentioned, we propose a notion that is generic for any two-party functionality f. Suppose
that only one party receives the output, so we can distinguish between a sender S and a receiver R, and let us
assume that R is corrupted. The ideal functionality, upon receiving the input of the corrupted party =z and
K, samples for each ¢ € [k] an input (according to some distribution by which the ideal world is parametrized)
from the input domain of the sender, obtaining x%. Afterwards, it computes y’ < f(z%, z%) and delivers
{yi}ie[k] to the adversary. Upon receiving j from the adversary, the functionality returns (xf{) to the ideal
world sender.

We show how to instantiate a list two-party protocol in just three rounds, where, in each round, both of
the parties speak at the same time (this communication model is often referred to as the simultaneous message
model), while making black-box use of the underlying cryptographic primitives. This tool will form the basis
to instantiate our 3-round list-simulatable non-malleable OT protocol, which we will then plug into the MPC
protocol proposed in [IKSS21] to obtain the first 4-round MPC protocol for input-less functionalities. We give
more details on this in the next section. Additionally, we also show that a slight modification of this protocol
yields the first round-optimal MPC protocol that realizes any functionality against sometimes aborting
adversaries. We finally note that our list-OT protocol can be used to generate OT-correlated randomness
in just three rounds. Prior results, required the execution of a four-round protocol or needed to rely on a
trusted party for generating this type of setup. Closing the gap completely, and showing how to obtain a
round optimal MPC protocol for generic functionalities from polynomial time assumptions while making
black-box use of the underlying primitives, remains an important open question.

1.2 Technical overview

List oblivious transfer. The first tool we construct, which will form the base of our three-round 2PC
protocol, is a list OT protocol. Our protocol is based on a two-round private OT protocol which we denote
with OTP™. Our list OT protocol, which we denote with OT"™!, works as follows: the sender and receiver run
an OT combiner® on two instances of OTP™. In the second round, the sender tosses a random coin ¢ and asks
the receiver to send a valid defence® for the c-th execution of OTP™. The receiver sends the defence to the
sender, which accepts if the defence is valid. The security of the combiner guarantees that the input choice
of the receiver remains protected, even if the randomness of one of the OT instances is leaked. Hence, the
obtained protocol preserves the privacy of the receiver’s input. To prove that the protocol is list simulatable
against corrupted receivers, we construct a simulator that rewinds the second round by sending a new coin
¢ # c. Upon receiving the defence for the remaining OT protocol, the simulator is able to reconstruct the
input of the receiver.

There are many aspects that have not been taken into account in this high level description. For example,
the list simulator needs to receive a valid third round to complete the simulation. If the corrupted receiver
is rushing, then the simulator needs to complete an entire execution of the protocol before starting the
extraction procedure. To do this, the simulator uses random inputs, during the main thread and the rewinding

8 We recall that an OT combiner allows combining two (or more) OT instances to obtain a new OT instance, that is
guaranteed to be secure, as long as one of the input instances is not compromise. We refer to [HKN"05] for more
details on OT combiners. Moreover, for our formal constructions we will not rely on a combiner in a black-box way,
we will instead use techniques similar to those proposed in [HKN™05] to properly combine our OT protocols.

9 A defence of a protocol execution is represented by the randomness and input that explain the generated transcript.



threads, and behaves as an honest sender would. After the extraction is performed, the simulator can query
the ideal functionality with the choice bit of the receiver b and obtains as a reply s, which can then be used
in the simulation. In more detail, the simulator rewinds the adversary and uses the input (s, sp) to execute
the OT combiner as the honest sender would. This approach is still unsatisfactory since it encounters the
same issue as observed in [IKSS21]. Indeed, it may be that the receiver aborts when receiving the output s,
whereas it did not abort in the main thread (where the simulator may have used s} # s;). This is the reason
why Badrinarayanan et al. [BGJT18] considered a relaxed ideal functionality, that returns many possible
outputs to the adversary (and the simulator), which gives the simulator multiple opportunities to force the
output to the receiver.

There are two main aspects left to clarify. The protocol just described works under the assumption that
the input of the sender is sampled uniformly at random from a sampling space of exponential size (or at least
with high min-entropy). This condition is necessary to prove the security of all the list-protocols we propose
in this work. We also note that the protocol just described is still not secure. A receiver could decide to
complete the protocol when ¢ = 0 and abort when ¢ = 1. Against such an adversary the simulator clearly fails.
To solve this problem, the sender performs an n-out-of-n (where n is polynomial in the security parameter)
secret sharing of its two inputs, thus obtaining (s}, ..., sd), (si,...,s"). Then, the sender and the receiver
engage in n repetitions of the described protocol, where the sender uses as its input to the i-th combiner the
values (s, s}), and the receiver uses its bit b. We can now argue that the simulator will successfully extract
from at least one of the executions after an (expected) polynomially many rewinds. We highlight that if the
corrupted receiver uses different inputs in different executions of the combiner, the receiver will not obtain
enough shares to reconstruct neither sg nor s;.

Unfortunately, we are only able to prove the property of list simulation against an adversary that does
not abort in the third round. If a corrupted receiver does abort, then there is no hope of extracting its input.
We can still argue that, in this case, the privacy of the sender’s input remains, in the same way as for oTPwv,

Another crucial property we require from our OT protocol is B-rewind security (we elaborate more on
the reason why we require it later in this section). This property guarantees that all the parties’ inputs
remain protected even if the adversary is able to rewind the receiver B times, thus getting multiple valid
third rounds computed with respect to B + 1 different second rounds. Our protocol oT'st trivially does not
achieve this property in the case of a corrupted sender (i.e., a corrupted sender could act as the list-simulator
and extract the receiver’s input). To achieve 1-rewind security, we iterate the idea of the combiners, twice.
More precisely, in each of the n iterations, we consider four executions of OTP™ (let us denote each instance
as leaf), and apply a combiner on the first two leaves, therefore obtaining a new OT protocol (which we
call left node). We do the same for the second two leaves thus obtaining a new OT protocol (denoted by
right node). Afterwards, we apply a combiner on the two nodes (obtaining the root). The sender now sends a
challenge ¢ € {0,1}? that determines how to navigate the constructed tree. In more detail, the first bit of ¢
selects the node, and the last bit selects the leaf. For the selected leaf, the receiver will provide the defence.
Now, even if a corrupted sender rewinds the receiver, the best it can achieve is to extract 2 out of 4 defenses
among the four different executions of OTpriV, and the security achieved by the combiners protects the input
of the receiver. To increase the rewind security of the protocol, we can iterate the above approach recursively.

To construct a list protocol for generic functionalities, we use the 1-out-of-2 OT protocol just described,
and a (B-rewind secure) k-out-of-n list OT protocol. To obtain such a protocol, we devise a compiler inspired
by [SSRO8] that turns our 1-out-of-2 OT protocol into a k-out-of-n OT protocol while preserving the round
complexity and all the security properties of the underlying 1-out-of-2 protocol. In the remainder of this
section, we denote by OTESQtReW and OT,';ithLReW the 1-out-of-2 and the k-out-of-n list-oblivious transfer B-rewind
secure protocols, respectively.

List two-party computation. The main structure of our two-party protocol is the same as the one
proposed in [IKSS21]. The protocol of [IKSS21] can be seen as being composed of two main components: a
four-round oblivious transfer protocol, and an application of the IPS [IPS08] compiler that uses the OT to
perform a cut-and-choose (this is often referred as the watchlist mechanism). The main reason why the 2PC



protocol of [IKSS21] requires four-rounds is due to the use of a simulation based secure oblivious transfer
protocol. Indeed, to obtain such an OT protocol four rounds of communication are necessary.

At a very high level, to obtain our three-round protocol we replace the 4-round OT protocol with a
3-round OT protocol, that is simulation based secure against corrupted senders, and list simulatable against
corrupted receivers. Our main contribution is to construct such a 3-round OT protocol. We now give a sketch
of this protocol.'?

To achieve our goal, we need to enhance the security of OTL'StReW and make it simulation based secure
against corrupted senders, while preserving the list 51mu1atab1hty against corrupted receivers. To do that,
we need a way to force the sender to compute its messages honestly and employ a mechanism that allows
the extraction of the sender’s inputs. The general idea to achieve this is the following: we let the sender and
the receiver engage in multiple executions of OT"'StRew and run a cut-and-choose to check that the sender is
behaving correctly in a big portion of the OT executions (for this to work, the input of the sender needs to
be properly secret shared among the executions. For simplicity, we will ignore this aspect in this overview).
Unfortunately, this approach does not work in our case, because we only have a total of three rounds, and
the first message of the sender of OTL'StReW appears in the second round. Hence, there is no room for the
cut-and-choose (if the receiver sends the challenge in the first or the second round the sender can adaptively
decide which execution to perform correctly and which to perform incorrectly). To solve this problem we hide
the challenge of the cut-and-choose using our k-out-of-n OT protocol OTL'StReW The protocol to hide the

challenge is run in parallel with the executions of OT"'StREW In this protocol, the receiver inputs a random set
of indices denoted with K, where |K| = k (with &k bemg a parameter that depends on the cut-and-choose),
and the sender uses as its input the n defences for the executions of OT"'StReW At the end of the protocol,

the receiver accepts the output only if all the k defences obtained from OTL'StReW are valid. Intuitively, this
approach should guarantee that a big portion of the 1-out-of-2 OT executions are correct. Unfortunately, it is
not clear how this can be formally argued. Indeed, one would like to claim that if this does not hold (i.e., the
majority of the 1-out-of-2 OTs are not correct), then we can construct a reduction that breaks the receiver
privacy of OTL'StRe"".

The reason why this is non-trivial is that the reduction would need to check in which of the OT"'StReW
executions the sender is behaving correctly, and this would reveal information about what input is used by the
challenger (which is acting as the receiver) of OTL'StReW in the reduction. For example, if we could detect that

the sender’s messages in the i-th execution of OTL'StReW are not well-formed, then we know that ¢ ¢ K with
some non-negligible probability. The problem is that the reduction cannot efficiently check which executions
are correct and which executions are not. To enable an efficient check, we modify the protocol requiring the
sender to commit to the defence via a three-round extractable commitment scheme. We also require the sender,

to input to the OTL'StReW the randomness used to compute the extractable commitments. Hence, the honest

—I—LlstRew

receiver accepts the output if the randomness obtained via O is valid with respect to the extractable

commitments, and, moreover, the messages committed are vahd defences for k executions of OT"'StReW The
reduction to the receiver security of OT"'StReW can now extract from the extractable commitments, and check

which OT"'StReW executions are executed honestly by the sender. This information can then be used by the
reduction to infer what is the value K is used by the challenger, thus reaching a contradiction. We note that
this reduction crucially relies on the rewind security of OT"'StREW Indeed, we need to make sure that we can
extract from the extractable commitments while not perturbmg the reduction to the receiver security of
OT"'StReW The addition of the extractable commitments helps us also in designing the simulator, allowing the
simulator to extract the sender’s input using the extractable commitments.

Now, we have constructed a three-round protocol that is simulation based secure against corrupted senders.
We further need to make sure that this protocol is list-simulatable against corrupted receivers. At a high
level, the list simulator runs the list simulators for OTL'StREW and OTL'StReW, where the input extracted by

the simulator of OT"'StReW defines the choice bit of the receiver, and the values returned by the simulator of

10 Our formal construction directly uses OT"™* to obtain a 3-round list 2PC protocol, so we do not need an intermediate
step where we instantiate this special OT protocol, which is instead implicit in our 2PC protocol.



OT,';i’S,theW help to program which of the extractable commitments must contain a valid defence, and which
commitments instead should contain a dummy value (e.g., the all-zero string). There are two subtleties in
this simulation strategy. First, once K is extracted, the extractable commitments need to be programmed
accordingly. Unfortunately, this is not possible if the extractable commitments are binding in the first round.
This problem can be easily solved by using a delayed-input extractable commitment scheme. The other
problem is related to the fact that in the security proof we need to rely on the hiding of the extractable
commitments. In particular, we would need to rely on the hiding property while we are running the simulator of
OTES;REW, hence, we need an extractable commitment that is secure against rewinds. This creates a circularity,
ListRew
1,2

since we already require OT7’ to be 1-rewind secure, but 1-rewind security is already sufficient to extract

from the extractable commitment. Furthermore, we want to extract the input by rewinding OT'l‘ithReW while

maintaining the hiding of the extractable commitment. To break this circularity, we rely on an extractable
commitment that has a simulatable third round [HHPV21]. In a nutshell, this property allows to simulate
a third round of the extractable commitment without knowing the randomness used to compute the first
message. This property breaks the circularity, but it inherently makes the commitment extractable with
over-extraction, hence, some effort is needed to show that all the arguments we have summarized in this
section still hold.

Unfortunately, our 2PC has a limitation. The proof against corrupted receivers crucially relies on the fact

that the value K can be extracted. This indicates which defences of the executions of OTESQtReW the adversary
will not obtain, and allows us to rely on the sender security of OTES;RQW. If a corrupted sender aborts in the

third round, the extraction of K is not possible, which results in the simulator being stuck. For this reason,
we prove that our 2PC enjoys a relaxed form of security, which guarantees that the simulation succeeds only
when the corrupted sender provides an accepting transcript in the main-thread. Despite this limitation, we
show that our 2PC suffices for our main applications.

List non-malleable OT. The notion of non-malleable oblivious transfer has been introduced in [IKSS21].
In this notion, there is a man-in-the-middle adversary MiM that acts as a receiver in a subset of OT sessions
(referred to as the left sessions) and as a sender in a different subset of OT sessions (referred to as the right
sessions). A non-malleable OT requires the input used by the MiM acting as the sender being independent of
the input used by the honest senders in the left sessions. This is formalized by requiring the existence of a
simulator-extractor, that, given the inputs of all honest receivers participating in the right sessions, is able to
extract all the implicit inputs used by the MiM in its right sessions. Note that the simulator does not have
access to the inputs of the senders in the left session.

We recall how the Ishai et al. (four-round) construction, which we denote by OT" works and then explain
how we squeeze it into three rounds allowing us to obtain a list simulatable version of the protocol. The
1-out-of-2 NM-OT protocol of [IKSS21], uses a 4-round simulation secure two-party computation protocol IT
that enjoys some special properties (we will elaborate more on this later) and a two split-state non-malleable
code NM = (Code, Decode).!! The sender of OTNM uses inputs Lo, Ry and L, R; which are obtained by
running Code on sy and s1 respectively (where sg and s; represent the inputs of the OT sender). The receiver
of OTNM uses as its input the choice bit b. Then sender and receiver execute IT for the functionality f., where
c is a random bit chosen by the receiver in the third round. f. takes as input Lo, Ry, L1, R1, o, S1,¢, b and
returns my, Lo, L1 if ¢ = 0 and my, Ro, R1 otherwise.

The authors of [IKSS21] require that IT has the following properties: (1) the receiver input b is committed
in the first round and security holds even if the receiver can adaptively select the function to be computed
(i.e., the parameter ¢) in the third round; (2) the inputs of the sender are committed in the 2nd round; (3) IT
is 1-rewinding sender secure. To argue that non-malleability holds, Ishai et.al. rely on an extractor, that can

1A split state non-malleable code has an encoding algorithm Code that, on input a message m returns two codewords
L and R. The security of the non-malleable code guarantees that there are no tampering functions f and g, that
taking as an input L and R, respectively, return L and R, such that the decoding of these tampered codewords has
a relation with the message m.



compute all the codewords of the MiM acting as senders in the right sessions, by sending different values of ¢
through multiple rewinds.

In our approach, we follow a similar blueprint but use our three-round two-party computation protocol IT
that satisfies the notion of list simulatability. We can prove that our 2PC also satisfies properties (1) and (3)
mentioned above. However, the input of the sender in our I7 is fixed in the last round. Hence the inputs of the
sender can change during the rewinds executed to extract from MiM. Therefore, we modify the non-malleable
OT protocols as follows: We require the sender to commit via a three rounds non-malleable commitment
scheme to each codeword. We then modify the function computed by the 2PC protocol in such a way that
when ¢ = 0, the opening of the commitment for the left state codewords is sent as an additional output of
the 2PC, and, if ¢ = 1, the opening of the commitment for the right state codeword is sent. Unfortunately,
forcing the sender to commit to their inputs causes problems in the list simulation proof. In particular, we
have the same issue we had when designing the 2PC. That is, the list-simulator needs to use random inputs
during the extraction phase but if we commit to the codewords, we are implicitly committing to the sender’s
input in the first round. This prevents the simulator from changing those values after the extraction. To solve
this issue, we do not commit to the codeword, instead, we commit to a share of each codeword and output
the other share in the clear in the third round. Now, even if the input of the sender is specified in the third
round, we have the advantage that the extractor can collect the openings of all the commitments via rewinds.
The opened value can then be combined with the shares sent in the clear in the third round of the main
thread to finally reconstruct the codewords used by the MiM (in the main thread).

There still remains a single issue. We recall that the receiver specifies the ¢ value in the second round,
hence, the MiM could adaptively commit to an invalid codeword by sending a random share instead of the
correct codeword share in the third round. We prevent this by hiding the ¢ values as follows: the receiver
will send ¢ @ k, where k is an input given to the 2PC protocol. Hence, the 2PC protocol can compute ¢ and
return either the opening of the commitment for the left codeword or the opening of the commitment for the
right codeword, but the sender does not know what ¢ has been used by the receiver. We recall that our 2PC
protocol IT does not provide any protection of the sender’s input if the receiver is aborting. This limitation is
inherited by our non-malleable OT protocol. For more details on how our non-malleable OT protocol works,
we refer to the technical section of this work.

Four-round multiparty computation. Also in this last step we follow the approach proposed in [IKSS21],
which in turns is based on the IPS compiler [IPS08]. This compiler combines an information-theoretic MPC
protocol @ (called outer protocol), secure in the honest majority setting, and a semi-honest protocol secure
against a dishonest majority I} called inner protocol.

The inner protocol is used to emulate an execution of @, which guarantees that the messages of @ are
generated honestly, as long as the parties running II;, behave semi-honestly. To guarantee security in the
malicious setting, the IPS compiler requires to perform a cut-and-choose to check that the majority of the
parties are running I7;, honestly. This cut-and-choose is performed by relying on correlated OT randomness.
In [IKSS21] the authors manage to make this paradigm work in just 5 rounds, using a 4-round inner protocol,
and a 4-round non-malleable OT protocol for the generation of the correlated randomness.

In this work, we follow the same approach by relying on our three-round non-malleable OT protocol, and
on a three-round semi-honest MPC protocol to realize the inner protocol. The main difference is that we are
able to prove the security of the MPC protocol only against non-aborting adversaries. But, as mentioned
before, this still suffices to securely realize any input-less functionality with standard simulation based security.
Furthermore, our inner-protocol also needs to achieve our a special security notion in which the inputs of the
honest parties are sampled from a certain distribution by the ideal functionality in a similar fashion as in our
list-2PC definition. This modification, with respect to the inner-protocol of [IKSS21], is needed to allow for
later equivocality of the simulator to ensure that the overall protocol can be simulated in four-rounds.



2 Preliminaries

Notation. We let Viewg, 4\, z,y) be the random variable corresponding to the view of A in an execution of IT
with B where A uses x as its input and B uses y as its input. If an algorithm A outputs a transcript 7, then
we call Defense the input that explains the output, i.e. 7 = A(Defense). We denote the security parameter
with A € N. A randomized algorithm A is running in probabilistic polynomial time (PPT) if there exists a
polynomial p(-) such that for every input z the running time of A(x) is bounded by p(|x|). We use “=" to
check equality of two different elements (i.e. a = b then...) and “:=" as the assigning operator (e.g. to assign to
a the value of b we write a := b). A randomized assignment is denoted with a +— A, where A is a randomized
algorithm and the randomness used by A is not explicit. If the randomness is explicit we write a := A(z;r)
where x is the input and r is the randomness. When it is clear from the context, to not overburden the
notation, we do not specify the randomness used in the algorithms unless needed for other purposes.

2.1 t-out-of-n Secret Sharing

Now, we present the definition of a t-out-of-n secret sharing as it has been presented in [MOSV22].

A threshold secret sharing scheme allows to split a secret s € {0, 1}’\ into n shares sy, ..., s, € {0, 1})‘ in
such a way that it is possible to efficiently recover s from any subset of at least ¢ shares, while, at the same
time, not revealing anything about the secret as long as an attacker only corrupts up to (¢ — 1) of the share
holders. More formally:

Definition 2.1 (t-out-of-n Secret Sharing). A (n,t)-secret sharing scheme over {0,1}" is defined by
a pair of algorithms (Share,Rec), where Share is a randomized algorithm taking as input s € {0, 1}/\ and
outputs the shares (s, ..., sp) € ({0,1}M)", and Rec is a function mapping a subset I of [n], along with the
corresponding shares st = (8;)iez, to a value in {0, 1})‘, such that the following holds:

Reconstruction: For all s € {0,1}’\, and for all sets T C [n] with |Z| > t, the output of Rec(Z, sz) such

that (s1,...,Sn) < Share(s) is equal to s.
Security: For all s € {0,1}", and for all sets T C [n] with |Z| < t, the joint distribution sz = (s;)icz of
shares received by the subset of parties I, where (s1,...,8,) < Share(s), is independent of the secret s.

2.2 Extractable Commitments

In this section, we present the definition of an extractable commitment scheme as well as the notion of delayed
inputness.

Definition 2.2 ([BGJ*18]). Consider any statistically binding, computationally hiding commitment
scheme (C, R). Let Tr(C(m,r¢c), R(rg)) denote a commitment transcript with committer input m, committer
randomness r¢ and receiver randomness rr, and let Decom(r,m,r¢)) denote the algorithm that on input a
commitment transcript T, committer message m and randomness rc outputs 1 or 0 to denote whether or
not the decommitment was accepted (we explicitly require the decommitment phase to not require receiver
randomness rr). Then (C, R) is said to be extractable if there exists an expected PPT oracle algorithm Ext,
such that for any PPT cheating committer C* the following holds. Let Tr(C*, R(rr)) denote the transcript of
the interaction between C* and R. The extractor Ext on input Tr(C*, R(rg)) and with oracle access to C*
outputs m s.t. over the randomness of Ext and of sampling Tr(C*, R(rg)):

Pr[3(m # m,7¢c) s.t. Decom(r,m,7c) = 1] = negl(A)

We note that this definition does not say anything about the correctness of the extracted value for the
case where the commitment is ill-formed (i.e., it does not admit an opening)



Definition 2.3. A three-round extractable commitment satisfying Definition 2.2 is said to be k-extractable if
there exists a PPT extractor algorithm Ext such that, given a set of k well-formed execution transcripts of
the commitment scheme where each transcript consists of the same first round sender message, and different
second rounds from the receiver, the extractor successfully extracts the value committed in each transcript,
except with negligible probability.

Definition 2.4. We say that an extractable commitment is delayed input if the committer uses the input
message m only in the last round of the protocol.

Furthermore, we also define the notion of 1-rewind security for a commitment.

1-rewind security. Let (C, R) be a three-round commitment scheme. (C, R) is 1-rewind secure if the
following games are indistinguishable for b = 0 and b = 1, for any pair of messages mg and m;.

Game(b): Compute the first round of the protocol C for a message m; using randomness r thus obtaining
comy, and send it to the adversary. The adversary sends two challenge messages (com9,comd), and the
challenger computes a third round, as the honest sender would do with respect to the message m; (using
always randomness r) for the challenges com$ and com} thus obtaining com? and com} respectively. The
challenger sends (comJ, com?) to the adversary.

Rewind Secure Extractable Commitment Scheme. After presenting the different definitions for an
extractable commitment scheme, we propose, in Figure 2.1, a delayed-input, 1-rewind secure 3-extractable
commitment scheme ExtCom (we refer to Section 2.2 for the formal definitions). This commitment scheme is
inspired by [GRRV14,KOS18]. We prove the 3-extractability property as follows.

Figure 2.1: Rewind secure Extractable Commitment.

Public parameters: Prime ¢ > A.
Senders’ private input: message m € F, (available to the sender only in the third round).

1) Sender. Sample r, s, mg < F,, compute and send com < Com(myo]|r||s).
2) Receiver. Sample and send « + F,,.
3) Sender Compute m; < m +mg and a < m + ar + a?s, and send (a,my).

Let (com,al, (a',ml)), (com,a?, (a?,m?)), (com,a?, (a®,m3?)) be three accepting transcripts generated

by an honest sender of ExtCom. The 3-extractor interpolates (a!,al), (a?,a?), (a3, a?) thus obtaining a
quadratic polynomial. Let 7 be the constant term of this quadratic, then we can compute the committed
message in each of the input transcripts as m* = 1o + m{ for each i € [3]. The 1-rewind security comes from
hiding on the non-interactive commitment, and the observation that two accepting transcripts with the same
first round and different second round give 0 information to the adversary (other than what the adversary
can learn by attacking the hiding of the non-interactive commitment). ExtCom also enjoys the property of
simulatability [HHPV18]. The simulatable property requires that the following games are indistinguishable
for b =0 and b = 1. For any pair of messages mg and m;.

Game(b): Sample 7, s, < F, compute the first round of the protocol ExtCom using my||r||s thus obtaining
comy, and send it to the adversary. The adversary sends the second round com; and the challenger responds
according to mg,r, s. The simulatability property of ExtCom comes from the hiding property of the non-
interactive commitment scheme used to generate the first message. We note that this is similar to the property
described (and required) in [HHPV18, GKP17].

2.3 Non-Malleable Commitment Scheme

The following definition is taken verbatim from [GPR16]. Non-malleable commitment is defined using the
real/ideal paradigm. In the real interaction, there is a man-in-the-middle adversary MIM interacting with
a sender, S, in the left session a receiver R in the right. We denote the various quantities associated with
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the right interaction as “tilde’d” versions of their left counterparts. So for example, S commits to v in the
left interaction while MIM commits to © in the right. Let Viewy,y denote a random variable that describes
(VIEW, 0), consisting of MIM’s view in the experiment and the value MIM commits to in the right interaction,
given that S has committed to v in the left interaction. The ideal interaction is the same, except that S
commits to an arbitrary fixed value, say 0, on the left. Let Viewf\),”M be the random variable describing (VIEW,
) in this interaction. We will use id-based commitment schemes and we force MIM to use an identity id on
the right which is distinct from id used on the left. We enforce this by stipulating that Viewyy and Viewiym
output the special symbol Ly when MIM has used the same identity on the right which he has received on
the left. This is analogous to the uninteresting case when MIM is simply acting as a channel, forwarding
messages from S to R and back. We let Viewpyu(y) and Viewiym(y) be the distributions where M gets a
string y as an auxiliary input.

Definition 2.5. (Non-Malleable Commitments). A commitment scheme IIymc is non-malleable if for every
PPT adversary MIM and for all v we have {Viewyym(y) }yeo0,1> = {ViewRMM(y)}yeO’lA

A non-malleable commitment is said to enjoy the public-coin property if R at each round simply toss a
predetermined number of coins (random challenge) and sends them to S. A non-malleable commitment is
said to be synchronous if the MIM sends the i-th round message on the right immediately after getting the
i-th round message in the left interaction. We note that the synchronous non-malleable commitment scheme
construct in [GPR16] satisfies the public-coin property and the simulatability property and makes black-box
use of OWPs.

2.4 Private Two-Message Oblivious Transfer

A two-message oblivious transfer protocol consists of a tuple PPT algorithm OT = (OT,0T2,0T3) with the
following syntax.

— OT4(1*, B) takes the security parameter A and a selection bit 3 and outputs a message ot; and secret
state st.

— OTo(1*, (o, 1), 0t1) takes the security parameter A and two inputs (vg,v1) € {0, 1} (where len is a
parameter of the scheme) and a message ot;. It outputs a message ots.

— OT3(17%, st, otg, 3) takes the security parameter, the bit 3, secret state st and message oty and outputs
vg € {0, 1}en,

Correctness and security are defined as follows.

Definition 2.6 ([BD18]). A tuple PPT algorithm OT = (OT1,0T,,0Tj3) is a private-OT scheme id the
following hold.

Correctness Forall \, B, v, v1, letting (oty,st) = OT1(1*, B), otg = OTo(1*, (vo, v1),0t1), v = OT3(17, st, ota, B),
it holds that v' = vg with probability 1.

Receiver Privacy Consider the distribution Dg()\) defined by running (ot1,st) = OT1(1*, B) and outputting
ot;. Then Dy, Dy are computationally indistinguishable.

Sender Privacy There exists an (not necessarily efficient) extractor OTExt s.t. for any sequence of messages
ot; = oty () and inputs (vo,v1), the distribution ensembles OT2(17, (vo, 1), 0t1) and OT2(1*, (vg, vg:), 0t1),
where 3’ = OTExt(oty), are statistically indistinguishable.

2.5 Special Two-Round Oblivious Transfer

In this section, we introduce the security property and the syntax of the special two-round OT that we use in
this work. This definition is taken from [IKSS21].
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Syntax. Let (OT;,0T;,0Tj3) be a two-round OT with the following syntax. OT; takes the security parameter
1* and the receiver’s choice bit b and outputs the first round message ot; along with some secret state st.
OT, takes ot; and the two sender inputs sp and s; as an input and outputs ots. OT3 takes oty and (b, st) as
an input and outputs mp. We require the OT protocol to satisfy the following properties:

Correctness: For every input b of the receiver and sg, s; of the sender:
Pr[OTs(otg, (b,st)) = s =1

where (Otl, St) — OTl(l)‘, b) and oty <+ OTQ(Otl, (S()7 81)).
Equivocal Receiver Security: There exists a special algorithm Simg% that on input 1* outputs (oty, sto, st;)
such that for any b € {0,1}:

{(ot1,sty) : (oty,sto,st1) < SimGr (1)} a2 {(oty,st) : (oty,st) « OT;(1*,0)}

Security in the No Corruption Setting: For any two bits b, b’ and two sets of sender inputs (sg, s1) and
(84, 81), we have:

{(ot1,0tz) : (oty,st) <= OT(1*,b), oty <= OTz(oty, (s0,51))} ~e
{(Otl, Otg) : (Otl, St) — OTl(l)\, b/), oty < OT2(0t17 (56, S’l))}
Sender Privacy: For any input sg, s; of the sender and any bit b and a string r € {0,1}":

{ba T, oty = OTl(lAa ba ’I"), OT2(0t17 (SOa 51))}
%C{ba r, ot; = OTl(l)\a ba T)’ OT2(0t17 (Sba Sb))}

An OT that achieves the above notion is presented in [IKSS21, Appendix B], which can be instantiated,
for example, using the OT protocols presented in [AIR01, Kal05, HK12, BD18§].

2.6 Non-malleable Codes

Here, we recap the notion of non-malleable codes in the split-state model with one-many security and a
special augmented non-malleability [AAGT16] property as they have been defined in [TKSS21].

Definition 2.7 (One-many augmented split-state non-malleable codes). Fiz any polynomials

(), p(+). An £(-)-augmented non-malleable code with error e(-) for messages m € {O,l}p(/\) consists of
algorithms NM = (Code, Decode) where Code(m) — (L, R), where L € L and R € R (we will assume that

L =R) such that for every m € {0,1}*™V,
Decode(Code(m)) = m

and for every set of functions f = (f1, f2,..., fen)s 9 = (91,92, - -+, gen)) there exists a random variable Dy 4
on R x {{0, 1}p(>\) U same*}N) which is independent of the randomness in Code such that for all messages
m € {0,1}*™ it holds that

| (R, {Decode(f(L), g:(R))}ierenl (L, R) + Code(m))) , (replace(Dy.4,m))| < €(A) and
| (R, {Decode(g;(L), fi(R))}icjeny| (L, R) < Code(m))) , (replace(Dy,4,m))| < €()

where the function replace : {0,1}" x {0,1}" — {0, 1} replaces all occurrences of same* in its first input with
its second input, and outputs the result.
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As already mentioned in [IKSS21], it was shown in [GSZ20, ADNT19] that the CGL one-many non-
malleable codes constructed in [CGL16] are also one-many augmented. Furthermore, as observed in [GJK15],
to guarantee that a message obtained by decoding the tampered codewords with left and right shares
interchanged is unrelated with the original message, any non-malleable code with symmetric decoding, i.e.
where Decode(L, R) = Decode(R, L) can be achieved by modifying any split-state code to attach “£” to the
left part of the codeword and “r” to the right part of the codeword. This results in the following imported
lemma as stated in [IKSS21]:

Lemma 2.8 (Imported from [GJK15]). For every polynomial £(-), there exists a polynomial q(-) such that
for every XA € N, there exists an explicit (-augmented, split-state non-malleable code satisfying Definition 2.7
2(1)

with, efficient encoding and decoding algorithms with code length q(\), rate g(A\)~?M) and error 2=9)

2.7 Low-Depth Proofs

Now, we recap the notion of low-depth proof provided in [IKSS21]. Such a proof can be verified by a family of
circuits in NC1 and proves any computation performed by a polynomial sized circuits. Let R be an efficiently
computable binary relation. Let L be the language consisting of statements in R, i.e. for which R(z) = 1.

Definition 2.9 (Low-Depth Non-Interactive Proofs). A low-depth non-interactive proof with perfect
completeness and soundness for a relation R consists fo an (efficient) prover P and a verifier V that satisfy:

Perfect completeness: A proof system is perfectly complete if an honest provers can always convince an
honest verifier. For all x € L we have

Pr[V(r) = 1|7 < P(z)] = 1.

Perfect soundness: A proof system is perfectly sound if it is infeasible to convince an honest verifier when
the statement is false. For all x ¢ L and all (even unbounded) adversaries A we have

Pr[V(z,7) = 1|7 + A(x)] = 0.
Low depth. The verifier V' can be implemented in NC1.

A simple construction of a low-depth non-interactive proof has been introduced in [GGH"13] and recapped
in [IKSS21]. We refer to these works for further details.

2.8 MPC Definitions

Here, we provide a formal definition of secure multiparty computation verbatim taked from [IKSS21] which,
in turn has been taken from [Ode09].

A multiparty protocol is cast by specifying a random process that maps pairs of inputs to pairs of outputs
(one for each party). We refer to such a process as a functionality. The security of a protocol is defined
with respect to a functionality f. In particular, let n denote the number of parties. A non-reactive n-party
functionality f is a (possibly randomized) mapping of n inputs ro n outputs. A multiparty protocol with
security parameter A for computing a non-reactive functionality f is a protocol running in time poly(\) and
satisfying the following correctness requirement: if parties Py, ..., P, with inputs (z1,...,z,) respectively,
all run an honest execution of the protocol, then the joint distribution of the outputs y1,...,y, of the parties
is statistically close to f(z1,...,%y). A reactive functionality f is a sequence of non-reactive functionalities
f={(f1,-.., fe) computed in a stateful fashion in a series of phases. Let zJ denote the input of P; in phase j,
and let s/ denote the state of the computation after phase j. Computation of f proceeds by setting s° equal

to the empty string and then computing (y{, vyl sh)  fi(si7Y s, L ) for j € [€], where yf denotes

the output of P; at the end of phase j. A multiparty protocol computing f also runs in ¢ phases, at the
beginning of which each party holds an input and at the end of which each party obtains an output. (Note
that parties may wait to decide on their phase-j input until the beginning of that phase.) Parties maintain
state throughout the entire execution. The correctness requirement is that, in an honest execution of the
protocol, the joint distribution of all the outputs {y],..., y%}?zl of all the phases is statistically close to the
joint distribution of all the outputs of all the phases in a computation of f on the same inputs used by the
parties.
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Defining Security We assume that the reader is familiar with standard simulation-based definitions
of security multiparty computation in the standalone setting. We provide a self-contained definition for
completeness and refer to [Ode09] for a more complete description. The security of a protocol (w.r.t. a
functionality f) is defined by comparing the real-world execution of the protocol with an ideal-world evaluation
of f by a trusted party. More concretely, it is required that for every adversary A, which attacks the real
execution of the protocol, there exists an adversary Sim, also referred to as the simulator, which can achieve
the same effect in the ideal-world. We denote & = (x1,...,2,).

The real execution. In the real execution the n-party protocol & for computing f is executed in the presence
of an adversary A. The honest parties follow the instructions of 7. The adversary A takes as input the security
parameter \, the set I C [n] of corrupted parties, the inputs of the corrupted parties, and an auxiliary input
z. A sends all messages in place of corrupted parties and may follow an arbitrary polynomial-time strategy.

The interaction of A with a protocol 7 defines a random variable Real; 4(.),7(A,Z) whose value is
determined by the coin tosses of the adversary and the honest players. This random variable contains the
output of the adversary (which may be an arbitrary function of its view) as well as the outputs of the

uncorrupted parties. We let Real 4.),; denote the distribution ensemble {Real; A2y (A, ©)}renz,2€{0,1}* -

The ideal execution - security with abort. In this model, an ideal execution for a function f proceeds
as follows:

— Send inputs to the trusted party: As before, the parties send their inputs to the trusted party, and
we let 2/ denote the value sent by P;.

— Trusted party sends output to the adversary: The trusted party computes f(z,...,2}) =
(y1,.-.,yn) and sends {y; }icr to the adversary.

— Adversary instructs trusted party to abort or continue: This is formalized by having the adversary
send either a continue or abort message to the trusted party. (A semi-honest adversary never aborts.) In
the latter case, the trusted party sends to each uncorrupted party P; its output value y;. In the former
case, the trusted party sends the special symbol 1 to each uncorrupted party.

— Outputs: Sim outputs an arbitrary function of its view, and the honest parties output the values obtained
from the trusted party.

The interaction of Sim with the trusted party defines a random variable Ideals sim(»)(A, Z) as above, and
we let {Idealy sim(z),1(A, Z) }aen,z,2€{0,1}+- Having defined the real and the ideal worlds, we can now proceed
to define the security notion.

Definition 2.10. Let A be the security parameter, f an n-party randomized functionality, and Il an n-party
protocol for n € N. We say that II t-securely computes f in the presence of malicious adversaries if for every
PPT adversary A there exists a PPT adversary Sim such that for any I C [n] with |I| <t the following
quantity is negligible:

| Pr[Real, 4(.y,1(\, ) = 1] — Pr[Ideals 4(.), 1 (X, ) = 1]],

where & = {x;}1em) € {0,1} and z € {0,1}".

Remark 2.11 (Security with Selective Abort). We can consider a slightly weaker definition of security where
the ideal world adversary can instruct the trusted party to send aborts to a subset of the uncorrupted parties.
For the rest of the uncorrupted parties, it instructs the trusted functionality to deliver their output. This
weakened definition is called security with selective abort.

Remark 2.12 (Privacy with Knowledge of Outputs). Ishai et al. [IKP10] considered a further weakening of
the security definition where the trusted party first delivers the output to the ideal world adversary which
then provides an output to be delivered to all the honest parties. They called this security notion privacy
with knowledge of outputs and showed a transformation from this notion to security with selective abort
using unconditional MACs.
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Security against Semi-Malicious Adversaries We take this definition almost verbatim from [AJLT12].
We consider a notion of a semi-malicious adversary that is stronger than the standard notion of semi-honest
adversary and formalize security against semi-malicious adversaries. A semi-malicious adversary is modeled
as an interactive Turing machine (ITM) which, in addition to the standard tape, has a special witness tape.
In each round of the protocol, whenever the adversary produces a new protocol message msg on behalf of
some party Py, it must also write to its special witness tape some pair (z,r) of input  and randomness r
that explains its behavior. More specifically, all of the protocol messages sent by the adversary on behalf of
Py up to that point, including the new message m, must exactly match the honest protocol specification for
Py, when executed with input x and randomness r. Note that the witnesses given in different rounds need to
be consistent. Also, we assume that the attacker is rushing and hence may choose the message m and the
witness (z,r) in each round adaptively, after seeing the protocol messages of the honest parties in that round
(and all prior rounds). Lastly, the adversary may also choose to abort the execution on behalf of Py in any
step of the interaction.

Definition 2.13. We say that a protocol II securely realizes f for semi-malicious adversaries if it satis-
fies Definition 2.10 when we only quantify over all semi-malicious adversaries A.

2.9 Outer Protocol

The outer protocol that is used in this work needs to achieve the same properties as the outer protocol used
in [IKSS21] which we recap here verbatim.

Their outer protocol is a 2-round, n-client, m-server MPC protocol achieving privacy with knowledge of
outputs (Remark 2.12) against a malicious, adaptive adversary corrupting up to n—1 clients and t = (m—1)/3
servers. Such a protocol was constructed in [IKP10] making black-box use of a pseudorandom generator
(PRG). We set m = 8\n?. We now give details about the syntax of this protocol:

1. In the first round, the 7’th client runs ®; on input 1*, the index s and its private input z; to obtain

(¢i7t ..., i7™). Here, (bil_)j denotes the private message that this client needs to send to the j’th server
(for each j € [m]) in the first round. ‘ ‘ .
2. In the second round, the j’th server runs ®5(j, (6] 7,..., ¢ 7)) to obtain ¢} and this is sent to the

output client in the second round.
3. Finally, the output client runs outg (3, ..., #5) to compute the output fo the protocol.

Remark 2.14. We require the functions computed by the servers to be information-theoretic and not involve
any cryptographic operations. In the protocol of [IKP10], the server have to perform several PRG computations.
To deal with this challenge, we delegate the computation of the PRG to each of the clients. Specifically,
for every PRG computation to be done by each server, every client chooses a random seed and gives the
output of the PRG on this seed to the server. Let (seed;, PRG(seed;)) be the contribution from the i’th
client where PRG has a sufficiently long stretch. The server sets seed = (seedy, ..., seed,,) and defines a new
PRG’(seed) = ©;PRG(seed;). The seed and the PRG computation is sent as part of the first message from
the client to the servers. The watchlist protocol is then used to ensure that the PRG computations done the
honest servers are correct.

3 Bounded-Rewind Secure List 2-party Computation

In this section, we introduce the notion of bounded-rewind secure list 2-party computation. Let f be the
function that the two parties Py and P; want to compute. f : X° x X! — Y is a function that takes two
inputs and returns two outputs (one for each party). We denote with X? a PPT sampler for X9 for each
d e {0,1}.

The notion of list 2PC differs from the standard notion of 2PC as follows. Let us say that the party Py is
corrupted and P; is honest. In the ideal world experiment, the adversary sends its input z° € X° to the ideal
functionality, which we denote with F*% 1, together with an integer k. The ideal functionality does not wait to
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receive the input from the honest party, instead, it samples k inputs uniformly at random from the input
domain of the honest party xf,...,z; < X', and, for each j € [k] computes (out,out}) < f(2°,2}). Then
the values (out?, ..., out}) are given to the adversary. The adversary now sends an index i € [k] to the ideal
functionality, which then sends (z},out}) to the ideal-world honest party.

In our work, we focus on constructing and studying 3-round list 2PC protocols, where in each round both
parties speak at the same time. We study our notion in a stronger adversarial setting where the adversary can
ask the honest party to receive multiple third rounds for multiple second rounds. A protocol that is proven
secure in this setting is usually said to be B-rewind secure, which means that the adversary can send B + 1
second rounds and receive B + 1 third rounds (one for each second round). We propose the formal definition
of the real and the ideal world in Figure 3.2, where the party P? is assumed to be corrupted with d € {0, 1}.
To make a protocol that satisfies our definition usable as a sub-routine of other protocols, we need to make
sure that the distinguisher has somehow access to the inputs of the honest parties. In the ideal world, we do
that by explicitly giving this input to the adversary together with the second round of the protocol. In the
ideal world experiment, we do something similar, by allowing sending to the adversary the input of the honest
parties upon request of the simulator. More precisely, if the simulator sends a message to the adversary (m, j),
then the real-world experiment would forward to the adversary the message (m, lefd). This guarantees that
the distinguisher will get access to the honest party’s input, while the simulator does not (this is exactly
what makes our definition non-trivial to realize). We refer to Figure 3.2 for the formal specification of real
and ideal world and state the following:

Definition 3.1 (B-rewind secure list 2PC). We say that a protocol IT is a B-rewind secure List 2PC' if
for every malicious PPT Py_q, with d € {0,1}, there exists a (expected) PPT simulator Sim = {Simy, Sima}
such that

{ReaIAﬂ(l)‘, 13)})\73 e {ldea|5im7}.xd (1>\, 13)})\737

where A\, B € N.

Sometimes aborting adversaries. As previously mentioned, in this paper we consider the notion of sometimes
aborting adversaries. This notion is the same as the list simulation notion, but it requires the list simulator
to provide a simulated transcript with overwhelming probability, conditioned on the adversary providing an
accepting transcript in the main thread. We still provide no security requirements (unless otherwise specified),
in the case the adversary aborts with overwhelming probability, or it does not provide an accepting transcript
in the main thread.

Figure 3.1: Real and ideal world

Real 4 r7(1*,15): Idealg, . rva(1%,17):

1. Sample 4 < X%, and compute the first round wf of

IT as the honest P; would do on in&)ut x4 and the
randomness r < {0,1}* and send 7% to A.

. Upon receiving wifd from A, compute the second
round Tl'g of IT as the honest party Py on input (r, x4)
would do and send (7§, z4) to A.

. Upon receiving {'n';;d},iE[B] from A, for each i € [B],
compute Tl'éiyi as the honest party Py would do having
d

on input (7r17 ,w;;d,r, Tq).

4. Send {‘Il'g,i}ie[B] to A.

5. Upon receiving w;)*d, compute the output out as Py

would do, and return the view of A.

. (i, View) <« Sim;\(out1 e

(27 1R ) 2) « Sim (12, 18)

d
. Send 214 to the ideal functionality ¥  which com-

putes {out?,out}}je[k] as described using the sam-

pled inputs {17}] clk]-
1-d

. Whenever Simf\(out1 e ,outi_d, z) queries A

with a message (7, j), replace the query with (m, mjd)
and forward the pair to A.

t—d ,outllc_d’,z) with i €
(K] U{L}.

. Send i to the ideal functionality, or abort if ¢ = L to

instruct the honest party to abort, and return View.

List Oblivious Transfer. One of the main tools we construct is a protocol that realizes the OT functionality
For with list simulation against corrupted sometimes aborting receivers. Then we show how to use such an
OT to construct a 2PC protocol (where only one party gets the output) that is list simulatable against a
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corrupted sender, and list simulatable against sometimes aborting receivers. We then use the 2PC protocol to
obtain a non-malleable OT protocol, which retains the same security as the 2PC protocol.

3.1 List Multiparty Computation

Following what we have done in Section 3 we present the notion of List Multiparty Computation. Let f be
the function that n parties P, ..., P, want to compute: f: X% x--- x X™ = Y1 x ... x Y. We denote with
X" a PPT sampler for X' for each i € [n]. The notion of list MPC differs from the standard notion of MPC
as follows. Let M C [n] denote the indices of the corrupted parties and H := [n] \ M. In the ideal world
experiment, the adversary sends its inputs {z° € X*};cas to the ideal functionality, which we denote with
FiX'tien  together with an integer k. The ideal functionality does not wait to receive the input from the
honest parties, instead, it samples k£ inputs uniformly at random from the input domains of the honest parties
{a} < X'Yicn, ..., {x}, + X'}icn, and, for each j € [k] computes (out], ... out?) < f({z}icn, {2} icn).
Then the values {out},...,outi };cr are given to the adversary. The adversary now sends an index j € [k] to
the ideal functionality, which then sends (x;, outé) to the ideal-world honest party P; for each i € H.

We propose the formal definition of the real and the ideal world in Figure 3.2, and below we state the
formal security definition.

Definition 3.2 (List MPC). We say that a protocol II is a secure List MPC' protocol if for every malicious
PPT adversary A corrupting an arbitrary set of parties in indices M C [n] (the indices of the honest parties
are denoted with H := [n]\ M), there exists a (expected) PPT simulator Sim = {Simy, Sima} such that

{Realy, (1%, M, H)}x = {Ideal, 1Y, M, H)}»,

im, F ¥ i) (

where A € N.

Figure 3.2: Real and ideal world

Real 4 7 (1%, M, H): deal, (1M, M, H):

m7]—'{xi}i61\l

1. For each ¢ € H sample z; + Xi, and compute the 1 i, 1k  SimA(1>
first round w} of IT as the honest P; would do on - ({e'hiear, 17, 2) my"(17)

i, . . . (xiy,
input z; and the randomness r; < {0, 1})\ and send 2. Send {z'}iem to the ideal functionality F i€EM

i to A.

. Upon receiving {n};en from A, for each i € H
compute the second round 7r; of IT as the honest
party P; on input (r,z;) would do and send (7}, z;)
to A. )

. Upon receiving {m3}ien from A, for each i € H
compute 71'?3 as the honest party P; would do having
on input (ﬂ'i, my, i, ;) and send 7r§ to A.

. Upon receiving {Wé}ieM, compute the output out;

which computes {outﬁ.}iE M,je[k] as described using

the sampled inputs {ac; Yietw-

. Whenever Sim;({out;}ieM,je[k], z) queries A with

a message ({m;}icH,j), replace the query with
({mi, 2} }ien) and forward the pair to A.

. (i, View) « Simz' ({out’ };cas jen), 2) with i € [k] U

{L1}.

. Send 7 to the ideal functionality, or abort if i = L to

instruct the honest party to abort, and return View.

as P; would do, and return the view of A.

3.2 List 2PC with delayed-input function selection

Definition 3.3 (Adapted from [IKSS21]). Let II = ((II7, IIF), (I15, ITF), (115, [11), (117, ITF), out) be
a 3-round protocol (in the simultaneous message model) between a receiver R and a sender S with the receiver
computing the output at the end of the third round. We say that II is 1-rewinding secure list-simulatable with
delayed function selection for NC' circuits if it satisfies the following:

Delayed function Selection. The first message functions II{, ITf* and the second message function of the
sender IT5 take as input the size of the function f € NC! to be securely computed and are otherwise,
independent of the function description. The second round message from R contains the explicit description
of the function f to be computed.
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1-Rewind receiver security. For every malicious PPT adversary A that corrupts the sender, there exists
an expected polynomial (black-box) simulator Simg = (Simy, Sim%) such that for all choices of honest
receiver input g and the function f € NC! the joint distribution of the view of A and R’s output in the
real execution is computationally indistinguishable from the output of the ideal experiment described in

Figure 3.3.

Figure 3.3: 1-Rewind receiver security

Real 4,17 (zR): Idealgimg, 7(zR):
1. Initialize A with a uniform random tape s. 1. Initialize A with a uniform random tape s.
2. Compute nff « I (xRr) and send it to A. 2. (z%,2) + Simg(1).

55

Send (x°) to the ideal functionality F which re-
turns out « f(z°,z™).

(abort, View) «+ Sim% (out, z).

If abort = 1 then return abort to the ideal func-
tionality, else return continue.

6. Return View.

3. Upon receiving ﬂf, use it to run HQR thus obtain-
ing 78, and send it to A.

4. Upon receiving (w5 [0], 75 [1]) from A use I to
compute the third round T [b] for each b € {0,1}
and send (mwi[0], 7 [1]) to A.

5. Output whatever A outputs.

Cuds

1-Rewind sender security. As in the definition of list-simulation security, ideal and real world are parametrized
by a distribution Xs. The input of the sender is sampled from Xg in the real-world experiment and used
to execute II. The ideal-world experiment is exactly the same as the one of Definition 3.2, with the
difference that the ideal functionality F¥s, in addition to the input of the corrupted receiver xp and 1F,
receives two functions (fo, f1). The ideal functionality then, for each i € [k] sample xs + Xg and compute
out < fo(xs,xr), out! < fi(zs,zr). Then the ideal functionality returns {out?,out%}ie[k]. We provide
the formal description of the ideal and real-world in Figure 3.4, and we say that a protocol II is 1-rewind
sender secure if for every malicious adversary A corrupting the receiver which is non-aborting in the last
round, there exists an expected polynomial time simulator Simp = (Sim},—i, Sim%{) such that, given Xs we

have {Real 4,17 (1")} ~ {Idealg;, . rxs (1)}

Figure 3.4: 1-Rewind sender security.

AY. AN,
Real 4 7(1%): Idealg;, . Fxs (17):
1. Initialize A with a uniform random tape s, and

. Initialize A with a uniform random tape s.
sample rg + Xs.

. (xR, fo, f1,17,2) « Simg(1*,17)

N~

2. Compute 75 < II} (z5) and send it to A.

Upon receiving Trf, use it to run HZS thus obtain-
ing 5, and send (n5,xg) to A.

. Output whatever A outputs.

. Send (xR, fo, f1) to the ideal functionality FXs

which returns {out?,outjl- Yiew) computed as de-
scribed using the sampled inputs {xs j}jck-

4. Upon receiving (fo, f1,n5[0], 75'[1]) from A use 4. Whenever Sim% queries A with a message (7%, j),
(fb"“'?[b]) to compute the third round 7"{? [b] for replace the query with (ﬂR,ISJ‘).
each b € {0,1} and send 75[0], 75[1] to A. 5. (i, View) « Sim%((outy,outi), ..., (outh,out?), z)

with i € [k] U {L}.

6. Send i to the ideal functionality, or abort if 1 = L
to instruct the honest party to abort, and return
View.

Definition 3.4. Let II = ((II{, IIF), (115, IIR), (115, I1F), (117, I1F), out) be a 3-round protocol (in the
simultaneous message model) between a receiver R and a sender S with the receiver computing the output
at the end of the third round. We say that II is 1-rewinding secure -senders list-simulatable with delayed
function selection for NC' circuits if it satisfies the properties of delayed function selection and 1-rewind
recetver security as defined in Definition 3.3 and moreover it enjoys the following property:

1-Rewind ¢-senders security. In this definition we consider a real-world experiment where ¢ € poly(\)
senders Si,...,Sp interact with £ malicious receivers RY,..., R} in an execution of II; specifically the S
interacts with R for j € [¢]. The ideal and real world are parametrized by distributions {X%}jcp. The

input of the j-th sender S; is sampled from Xg in the real-world experiment and used to execute II. The
ideal-world experiment is exactly the same as the one of Definition 3.3, with the difference that the ideal
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functionality F1XsYietr computes the output for € executions of II. We provide the formal description of
the ideal and real-world in Figure 3.5, and we say that a protocol II is 1-rewind £-senders secure if for
every malicious non-uniform adversary A corrupting the { receivers which are non-aborting in the last
round, there exists an expected polynomial time simulator Simg = (Simg, Sim3) such that, given {8} el

M , A
we have {Real 4 7(1")} = {Idealsms,}‘{xé}jem (IM}.

Figure 3.5: 1-Rewind £-senders security.

Real 4 r7(1*):

. Initialize A with a uniform random tape s, and
sample zs; + XL, for j € [4].
s, S

. Compute 7,7 «+ II,’ (a:sj) and send it to A, for
J el s

. Upon receiving m, 7 use it to run U2J thus ob-

S, S
taining 7r27 , and send (7‘!‘2‘] s wsj) to A, for j € [£].
. . R R.
. Upon receiving (fg)7 fi,75 7 [0], 7y 7 [1]) from A use
R, S,
(ff, 7y 7 [b]) to compute the third round wg” [b] for

each b € {0,1} and send w_;gj [0], wfj [1] to A, for
j € 4]
. Output whatever A outputs.

Ideal (1*):

Simg, F{¥s}iel

. Initialize A with a uniform random tape s.
Alory, 31117 )Y e Sims(1,17)
. Send {(ij I )Yl to  the  ideal

iy,
functionality ]:{ ¥slieln which returns
{OUt?,kv°Ut;k}je[e],ke[n] computed as described
using the sampled inputs {xsj,k}je[z],ke[m]-

. Whenever Sim% queries A with a message

(7TRJ. k), replace the query with (mR;, mgj’k).

. (i, View) “—

Simé(({out?‘l, out}’l), RN (out?m, out?yﬁ}je[(]), z)
with i € [k] U {L}.

6. Send i to the ideal functionality, or abort if 1 = L
to instruct the honest party to abort, and return
View.

3.3 Bounded Rewind Receiver Private OT

Definition 3.5 (Bounded Rewind Receiver Private OT). Let OT = (OT;,0T;3,0T3,0T4) be an
OT protocol sender list simulatable, then we say that OT is special B-rewindable secure against malicious
senders with B rewinds if the output distributions of the adversary in the experiments E and E' (where E°
is defined in Figure 1) are computationally indistinguishable for any k € [B] and all {b°[j],b*[j]},e(5) with
b2 [j] € {0,1}* for all j € [B] and o € {0,1} and with b°[j — 1] = b°[j].

Adversary A Challenger CH

oty < OT1(1A7 o []D
oty

{ot2[51};e (B
For each j € [B]:
Otg[j} < OTg(Otl,OtQ []])

{ot3[il};e (B
<—

Fig. 1: The experiment E°.

We note that this definition is similar to the one proposed in [CCGT20] except for the fact that we require
the adversary to pick the same inputs in the B rewinds. We call a protocol receiver private if it is 1-rewind
secure. Finally we notice that this notion compose under parallel repetition.
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4 Sender List Simulatable OT

In this section, we construct a three-round OT protocol that is: sender side list simulatable against a sometimes
aborting adversaries, and sender private otherwise.

As an intermediate step, we propose a 3-round oblivious transfer in the alternating message model that is
not rewind-secure. This protocol consists of the following algorithms OT’ = (0T}, 0T5, 0T, (0T, 0T,F))
where OTQR is the procedure used to compute the output of the OT protocol by the receiver and OTQS
is the procedure run by the sender to decide whether to abort or not. We present the formal description
of the protocol in Figure 4.1, and refer the reader to the introductory part of the paper for an informal
description of the scheme. The only tool that we need for this construction is a maliciously private two-round
OT protocol denoted as OT = (OT1,0T3,0T3) (Definition 2.6), where OTj3 is the procedure used by the
receiver to compute the output of the OT protocol.

Figure 4.1: 3-round sender list simulatable and receiver private OT OT’

Initialization: The receiver uses as its input a bit b and the sender has input sg, s1. The parties also
receive a common parameter m = poly(\) as an input.

Round 1 (Receiver).
1. Sample b; < {0,1} and compute d; = b; ® b for all i € [m)].
2. Generate oty ; := OT1(1*,bs;7;) and ot} ; == OT1 (1%, dy; 7}) with r;, v} {0, 1} for all i € [m].
3. Send {oty ;, 0t} ; }ic[m) to S.
Round 2 (Sender).
1. Sample k%, s. ; + {0, 1}’\ foralli € [m],j € [m—1],c € {0,1}. Set Sc.m == 8PS 1B - DBSe,m—1
for both ¢ € {0,1}.
2. Compute ct®? := ki @ s.; and ct}? = ki, @ s, for all i € [m],c € {0,1}.
3. Generate oty ; < OTa(oty;, (kb ki)) and ot} ; < OTa(ot] ;, ((cty”, ct]™), (cty”, cty))) for all
i € [m].
4. Sample Z «+ {0,1}"™.
5. Send {otz i, 0t) ; }icim) and T to R.
Round 3 (Receiver).
1. Send {b,,r,}ze 1:Z;=1 and {dz, z}ze[ﬂ’L] :Z;=0 to S.
Offline computation.
Sender:
1. Check that oty ; :== OT1(1*,b;;7;) for all i € [m] where Z; = 1 and oty ; = OT1(1*,d;;7?)
for all ¢ € [m] where Z; = 0.
2. If the previous check does not succeed output L.
Receiver:
1. Obtain klin = OT3(oty ;,0tz;) and (ctg“l ct(li“l) = OT3(oty;,0ty;) for all i € [m].

2. Compute s; ; ==k @ ctgi’i for all i € [m] and output s} = ;¢ 5,

Before we argue the security of our OT protocol OT’, we prove its correctness. To argue the correctness,
we need to show that s, = s, if the sender and the receiver followed the protocol. If both parties are honest,

it follows that:
diyi i i

i€[m)] i€[m ] i€[m]
= D ki, ©Kiguer @ s00) = €D (K, Dk, D s0.0) = €D 50 = s
i€[m] i€[m] i€[m]

Theorem 4.1. Let X be a high min-entropy random variable defined by a probability distribution D and
let OT be a two round maliciously private OT protocol, then the OT protocol OT' described in Figure 4.1
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is a three-round sender list simulatable OT against sometimes aborting receivers for the functionality ng
(according to Definition 3.2) and sender private OT otherwise (according to Definition 2.6). Moreover, OT’
is receiver private (according to Definition 2.6). OT' makes black-box use of OT.

We split the theorem into three lemmas, the first two focusing on the simulatability (Lemma 4.2) and
privacy (Lemma 4.9) against a malicious receiver and the third focusing on the privacy of the receiver against
a malicious sender (Lemma 4.14). The first two lemmas are stated and proven in Sections 4.1 and 4.2, whereas
the third is proven in Section 4.3.

4.1 List Simulatability against a malicious Receiver
In this section, we prove the list-simulatability against a malicious receiver.

Lemma 4.2. Let X be a high min-entropy random variable defined by a probability distribution D and let
OT be a two-round maliciously private OT protocol, then the OT protocol OT' described in Figure 4.1 is a
three-round sender list simulatable OT against a non-aborting receiver for the functionality ng (accordingly
to Definition 3.2).

Proof. We prove that the OT OT’ described in Figure 4.1 is sender list simulatable by showing that a
malicious (non-aborting) receiver is not able to distinguish between a real execution of the protocol and an
ideal execution using the simulator Sim’ = (Sim'l, Sim/2) described in Figure 4.2. The proof that this simulator
runs in expected polynomial-time and succeeds with overwhelming probability can be found in Claim 4.3
& Claim 4.4.

We prove the indistinguishability between the real world and the ideal world using a sequence of hybrids
that we describe below:

Hybrid Hyp: This hybrid corresponds to the real world.

Hybrid H;: This hybrid is almost identical to the previous hybrid with the only difference that the input
bit b of the receiver is extracted. In order to do so the hybrid follows the steps (1), (2) and (3) of Sim’
described in Figure 4.2, the hybrid outputs the view of R* in the first thread. The indistinguishability of
this and the previous hybrid follows with similar arguments to the one described in Claim 4.3 & (first
part of claim) Claim 4.4.

Hybrid H}: In this hybrid, we proceed as in the previous hybrid except that, after the extraction of the
input, the hybrid proceeds as explained in steps (4) and (6) of Sim’ described in Figure 4.2, with the
difference that the second round is computed honestly (as in steps (2) and (3)). The hybrid outputs
the same output as Sim’. The indistinguishability of this and the previous hybrid follows with similar
arguments to the one described in Claim 4.3 & (first two parts of) Claim 4.4.

Hybrid H3: In this hybrid, we proceed as in the previous hybrid but in step (z).g the message oty ;- is
generated as described in step (x).g of Figure 4.2 (where z is used to denote the 4th or the 6th stage of

the simulator, namely x = 4 or = 6). In more detail the hybrid only samples one of the keys kg* and
k{* that are used for the generation of the OT messages ot; ;- randomly and sets the other to the all-zero
string. Formally, kg:* ~{0,1}" and k{:Bbj* := 0*. For the remaining indices i € [m] \ {j*} both of the
keys remain randomly sampled k§, k¢ < {0, 1})‘. The indistinguishability of this and the previous hybrid
follows from the sender privacy of the underlying OT protocol OT, which we formally prove in Claim 4.5.
Hybrid H%: In this hybrid, we proceed as in the previous hybrid except that in step (x).2.e the ciphertexts

dpeg* djej* . . die®1,5% _ dj=®1,5"
cty?™ ctP" are generated correctly'? while the ciphertexts for the other slot cty’” “™ ety ® are
. . djx 17.'* djx 1,“* .. . . . .
set to the all-zero string, i.e. cty’ G o, cty’ @17 .— 0*. For the remaining indices i € [m]\ {j*} all

of the ciphertexts remain correctly generated, i.e. ct? := ki @ s.; and ct}" := kig, @ s¢; for ¢ € {0,1}.
The indistinguishability this and the previous hybrid follows, similar to the previous two hybrids, i.e.
from the sender privacy of the underlying OT protocol OT, which we formally prove in Claim 4.6.

. . dix 5" . e ]
12 Here, for the generation of the ciphertext ctléabj , we still use a random key klljeebj* for the encryption and not the

all-zero key k{;abj* .
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Hybrid Hf: In this hybrid, we proceed as in the previous hybrid except that in step (z).2.e the ciphertext
ct(fgb’J = kllgbj* ® S1gp,;~ is changed to a randomly sampled ciphertext ct(fgb’] + {0, 1}/\. For the
remaining indices i € [m] \ {j*} all the ciphertexts remain generated as described in the protocol. Since,
due to the previous hybrid, the key k{;abj* / klljegbj* is not part of the execution anymore, we can rely
on the perfect security of the one-time pad to show that this and the previous hybrid are perfectly
indistinguishable, which we formally prove in Claim 4.7.

Hybrid HZ: In this hybrid, we proceed as in the previous hybrid except that in step (z).2.d the n-out-of-n
secret sharing of the input s1_j is changed to an n-out-of-n secret sharing of a random value r (where
x is used to denote the 4th or the 6th stage of the simulator, namely x = 4 or x = 6). The shares
S1—b,1y--+3S1—bj*—1s S1—b,j*+1,- - -1 S1—b,m are then used as in the previous hybrid for the generation of
the ciphertexts ct®?, ctl? for all i € [m] \ {j*},c € {0,1}. The perfect indistinguishability between this
and the previous hybrid follows from the security of the n-out-of-n secret sharing scheme, this is formally
proven in Claim 4.8

Hybrid Hg: This hybrid corresponds to the simulator described in Figure 5.2.

From the above arguments, we can conclude that Hg ~ H; ~ H} ~. H} ~. H3} ~ H} ~ H} ~. H§ ~. H§ ~
HS ~ HS ~ Hg.

Figure 4.2: Simulator Sim” = (Sim"*, Sim?) of OT’

Input. The simulator Sim’! takes as input the distribution D of s and 1*.

1) First thread: Sim’! computes the following steps:

1. Upon receiving {ot1,i,0t] ;}ig(m] from R* compute {otz i, 0t) ;}ic[m] and Z as the honest sender would do and send
them to R*.
If R* does not send a third round, abort and output the view of R*.
Upon receiving {b;, Ti}iE[wz]:Ii:1 and {d;, T;}je[m]:zi —o from R*, add them to the initially empty set Defense, if their
are valid w.r.t. the previously received messages {ot1,i,0t] ;}icim]-

2.
3.

2) Estimate the abort probability: Sim’! initializes ctr := 0, T := 0 and computes the following steps:
1. Increment T, ie. T :=T + 1.
2. Compute and send a new 2nd round with fresh randomness to R* as an honest sender would do. If a valid third round
is received from R* increment ctr, i.e. ctr :== ctr + 1.
3. If ctr = 12\ then output p = %, otherwise, perform a new rewind, i.e. return to step (2).1.
4. Set maxrew = [%]
3) Extracting the input of R*: Sim’! initializes ctr := 0 and computes the following steps:
1. Perform the rewinds as follows:

Rewinding Threads: Sim’! computes the following steps:

(a) Increment ctr, i.e. ctr := ctr + 1.

(b) Repeat the step (2).2 using fresh randomness, and therefore also a fresh Z’, and upon receiv-
ing {bi,Ti};cm)z/=1 and {diarg}ie[m];z(:o from R* check that these values are valid w.r.t.

T K3

{ot] ;,0t1,: }ic[m)- If this is the case, then add the values that are not already contained in Defense
to Defense.

(c) If ctr > maxrew output fail.

(d) Check that there exists at least a single slot j* such that {b;«,r;«} and {d;=, r;*} are contained in
Defense. If this is the case, proceed to next step; else continue rewinding, i.e. return to step (3).1.a.

2. Uses the values {b;«,7;=} and {d;«, 7‘;*} to extract the bit b used by R* to construct oty ;x, ot'ld*, i.e. compute
bi=bx @ d;x.
4) Estimate the abort probability: Sim initializes ctr := 0, T := 0 and computes the following steps:
1. Increment T, ie. T : =T + 1.
2. Repeat the steps of round 2 using fresh randomness and compute {ots ;, Otlzy,i}ig[m] as follows:

(a) Sample sp, 7 at random from the distribution D.

(b) Sample k{i +« {0,1}*, k{;b = 0* and sample ki, ki < {0,1}* for all 5 € [m] \ {j*}.
J* J*

(c) Sample sp,; + {0,1}* for all I € [m]\ {5*} and set Sp,j* = Sb D Sp,1 D D Sb,m-
(d) Sample s1_p,; < {0, 1} for all I € [m] \ {j*} and set S1_p i+ =T®1b1 D DS1_bm-
3" J* djx 5" A
=0

d.x 1®d % ,5* 1®d 5%
(e) Set ct,’ =k ® 8b g% Ct 7 + {0,1}* and ctoEB EA - O>‘,ct1® C .
(f) For all i € [m]\ {j*}, set ct®? := k. @ s.; and ctl'’ = kiléc @ sc,; foralli € [m]\ {j*},c € {0,1}.

djx @b jx 1®b
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(g) Generate otz ; < OT3(ot} ,, (kj, ki)) and ot} ; < OTa(ot1,i, (et ct2%), (cty?, ctp?))) for all i € [m].

If a valid third round is received from R* increment ctr, i.e. ctr := ctr + 1.
3. If ctr = 12\ then output ¢ = %, otherwise, perform a new rewind, i.e. return to step (4).1.

4. Set maxrew’ = [%'\
5) Query the ideal functionality: Sim’! sets d := X - maxrew’ and queries the ideal functionality using (b,1%) to obtain
(5502 55)-
6) Forcing the output Sim’? on input (si, RN sg) initializes ctr := 0 and computes the following steps:

Forcing the output:
1. Increment ctr, i.e. ctr :=ctr + 1
2. Compute {OtQ’i,Ot;)i}ie[m] as described in Step 4 “Estimate the abort probability” but using s§" as its
input.
3. If ctr > X - maxrew’ output fail.
4. If R* outputs an accepting third round, then output the view of R* in this thread; else continue the
rewinding, i.e. return to step (6).1.

Sim also keeps a count of its overall running time and if it reaches 22 steps it outputs fail.

Claim 4.3 Sim’ runs in expected polynomial time in \.

Proof. The analysis of the simulator follows similarly to the analysis in [GK96] as recapped in [Lin16]. We
analyze the running time in more detail. Let € be the probability that the adversary R* outputs a valid third
round. Now, we analyze the running time of the simulator step by step.

In the first step (“First thread”) the simulator clearly runs in polynomial time. The estimation of the
probability for the second step (“Estimate the abort probability™) is executed until Sim’ does not collect 12X
valid third rounds from R*. Since the probability that R* outputs a valid third round is e, Sim’ stops after
12X\ /e attempts.

From the analysis in [GK96] it follows that the estimation p is within a constant factor from e, unless of a
negligible probability 2=* (therefore the case of running 2* steps adds only a polynomial amount of overhead
to the simulator).

In the third step (“Extracting the input of R*”) the simulator Sim’ stops after maxrew, which is %@,
iterations. The fifth step (“Query the ideal functionality”) happens, as the first step, in polynomial time.
Relying on the same arguments as in Step 2 and 3, one can argue that also Step 4 (“Estimate the abort
probability”) and Step 6 (“Forcing the output”) have an expected running time of %(A).

From the above analysis, it follows that if the simulator Sim’ does not perform any rewinds it runs in
strict polynomial time. Taking into account the rewinds, it follows, as described above, that the Steps 2-6 are
executed with an expected running time of %(A). This results in an overall running time of the simulator
that is expected polynomial in . O

Claim 4.4 Sim outputs fail with negligible probability in .

Proof. There are three possibilites that the simulator Sim’ outputs fail:

1. The simulator executes more than 2* steps
2. The simulator executes more than maxrew rewinds in step 3 (“Extracting the input of R*”)
3. The simulator executes more than maxrew rewinds in step 6 (“Forcing the output”)

The first case is directly bounded by the previous proof, i.e. if the simulator runs in expected polynomial
time in A then it only executes more than 2* steps with negligible probability.

To show that the second case is negligible, we need to bound the extraction probability of the simulator
Sim’. The simulator is able to extract successfully if it is able to collect defenses for oty -, 0t} ;- for at least a
single index j* € [m]. Since the simulator executes each rewind with new fresh randomness, i.e. the set Z is
always randomly sampled, it follows that the simulator Sim overall (in the worst case) collects maxrew third
rounds from R*. Since Z sampled freshly with every rewind, it follows that the probability that the simulator
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is not able to extract for at least a single index is (55)™"

5w , which is the same probability as if the same
index 7 is always queried. Therefore, Sim successfully extracts except with negligible probability.
To bound the probability of the third case we first prove that the probability that R* replies with a valid
third round to a simulated 2nd round (as described in step (4)) is negligible close to the probability that R*
replies with a valid third round to an honestly computed 2nd round of the protocol.

In order to do so we consider the following hybrids:

Hybrid H;: We start by considering an hybrid were the messages of the sender are computed honestly but
the input bits b;~ and d;- of the receiver’s messages otLj*,ot’L ;+ are extracted in exponential time to
compute b = d;j« @ b;-. The rest of the protocol is executed as the honest sender.

Hybrid H;: In this hybrid, we proceed as in Hy but the message otg) j+ 1s generated as described in step (4).g

(i.e. using the simulator Simﬁ o W.r.t. input kii + {0,1}). For the remaining indices i € [m]\ {j*} both
’ J

of the keys remain randomly sampled ki, ki < {0,1}*. The indistinguishability of the hybrids follows
from the list simulatable sender security of the underlying OT protocol OT’, the proof follows similar to
the one described in Claim 5.5. L
Hybrid Hs: In this hybrid, we proceed as in the previous hybrid while only sampling one of the keys kf , k]
that are used for the generation of the OT messages ot j~ randomly and set the other to the all-zero
string. Formally, kg;* +{0,1}" and k{;abj* := 0*. For the remaining indices i € [m] \ {j*} both of the

keys remain randomly sampled ki, k¢ < {0, 1}>‘. The indistinguishability of this and the previous hybrid
follows from the sender privacy of the underlying OT protocol OT. The proof works analogously as the
proof of Claim 4.5.

- -
3* 5] 3*5J

Hybrid Hs: In this hybrid, we proceed as in the previous hybrid except that the ciphertexts ctg ,ct‘li

@1 dje®1,5"

are generated correctly'® while the ciphertexts for the other slot ctg ,cty are set to the

all-zero string, i.e. ctgj*@l’j = Ok,ctfj*@l’j := 0. For the remaining indices i € [m] \ {j*} all of the

ciphertexts remain correctly generated, i.e. ct®’ := ki @ s.; and ct}’ := kig, @ s, for ¢ € {0,1}. The
indistinguishability this and the previous hybrid follows, similar to the previous two hybrids, i.e. from the
sender privacy of the underlying OT protocol OT. The proof works analogously as the proof of Claim 4.6.

Hybrid Hy: In this hybrid, we proceed as in the previous hybrid except that the ciphertext ct(ligb’j =

k'ljéb_* @ S1gp,;+ is changed to a randomly sampled ciphertext ctfgb’j + {0, 1})‘. For the remaining indices
J

i € [m]\ {j*} all the ciphertexts remain generated as before. Since, due to the previous hybrid, the key
k{;bj* / k’lg by is not part of the execution anymore, we can rely on the perfect security of the one-time pad
to show that this and the previous hybrid are perfectly indistinguishable. The proof works analogously to
the proof of Claim 4.7.

Hybrid Hs: In this hybrid, we proceed as in the previous hybrid except that in step (z).2.d the n-out-of-n
secret sharing of the input s;_; is changed to an n-out-of-n secret sharing of a random value r. The shares
S1—b,1s-+-351—bj*—1s S1—b,j*+1s---,S1—b,m are then used as in the previous hybrid for the generation of
the ciphertexts ct%? ctl for all i € [m] \ {j*},c € {0,1}. The perfect indistinguishability between this
and the previous hybrid follows from the security of the n-out-of-n secret sharing scheme and the proof
works analogously to the proof of Claim 4.8

From the above hybrids, we can conclude that the probability that R* replies with a valid third round
to an honestly computed 2nd round, which we denote with ¢, is negligible close to the probability that R*
replies with a valid third round to simulated 2nd round (as described in step (4)). Therefore, the probability
that R* replies with a valid third round after receiving a simulated 2nd round is € — v()\), where () is a
negligible function. Since we are considering a non-aborting R* where ¢ is non-negligible, we can assume that
€ > 2v(A). Following the analysis of [Linl6, Claim 5.8 case 2|, we can conclude that the simulator executes
more than X - maxrew’ rewinds in step 6 only with negligible probability. g

. . dix 5" . . )
13 Here, for the generation of the ciphertext ctléabj , we still use a random key klljeebj* for the encryption and not the

all-zero key k{;abj* .
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Hybrid Transitions. Now, we prove the indistinguishability of the real and the ideal world by arguing the
different hybrid transitions.

Claim 4.5 Let OT be a private OT protocol, then the hybrids Hy and H3 are computationally indistinguishable,
with x =4 and © = 6 (to be more precise, x is used to denote the 4th or the 6th stage of the simulation).

Proof. We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids with non-negligible probability, then we can use A’ to construct an adversary A
that breaks the sender privacy of the OT protocol OT.

Let CH be the challenger of the sender’s privacy game of the underlying OT protocol OT.

The adversary A upon receiving {ot; i, ot} ; }ie[m) from A’ extracts the input of some index j* as follows:
A continues the execution and if it obtains a valid third round message she rewinds A’ at the beginning
of the 2nd rounds, generating honestly executed 2nd round messages with freshly sampled randomness (in
particular the string Z’ is taken at random). Therefore it holds that a second valid third round has been
generated with respect to a string Z’ that is different from Z (the string that has been used to obtain the first
accepting transcript) with probability 1 — & (the probability that both of the strings are the same is 2%,

therefore the probability that they both are 2different is1— 2%) In the case that the two strings are different,
they are at least different in a single position j*, i.e. Z;« = 1 and Ig* = 0. If a valid third round is obtained
for both of the strings Z and Z’, both of the values b;- and d;- are known and b = b;- @ d;» can be computed.
Since the adversary outputs an accepting transcript with non-negligible probability, after two rewinds with
some non-negligible probability, the reduction obtains two valid transcripts from the adversary and finish the
executions as follow. Therefore, the probability that a valid second transcript is received conditioned that a
valid first transcript has been received is p - (1 — 5% ).

If the extraction was not successful A flips a random coins and terminate otherwise A rewinds A’ at the

beginning of the 2nd rounds and compute the message ot ;- as follows:

1. The reduction A samples k., s, s..; <+ {0, 1}/\ for all i € [m],j € [m - 1]_,c € {0,1} and sets S, =
Sc®Se1 @D Se,m—1 for both ¢ € {0,1}. Afterwards, it computes ctd” := k. @ s.; and ctp’ := kg, ® s
for all i € [m],c¢ € {0,1} and generates oty ; + OTa(ot, (kj,ki)) for all i € [m]\ {j*} and ot ; «
OTa(ot] ;, ((cty”, ct?™), (ctg”, cty))) for all i € [m].

2. To obtain the OT message ot -, the adversary A submits ((ké*, k{*), (kgj*, kllj*), oty ;-) with kgjj = ki:*

and k'lgbj* = 0* to CH which then replies with oty j-. Finally, {ots;, 0t} ; }ic(m) and Z with Z < {0,1}™
is sent to A’.
3. A outputs the view of A’.

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability,
then our constructed adversary A breaks the privacy of the underlying OT protocol OT with non-negligible
probability. This results in a contradiction and concludes the proof. a

Claim 4.6 Let OT be a private OT protocol, then the hybrids H3 and H are computationally indistinguishable,
with x =4 and x = 6 (to be more precise, x is used to denote the Jth or the Gth stage of the simulation,).

Proof. We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids with non-negligible probability, then we can use A’ to construct an adversary A
that breaks the sender privacy of the OT protocol OT.

The adversary A upon receiving {oty ;, ot’u}ie[m] from A’ extracts the input of some index j* as follows:
A continues the execution and if it obtains a valid third round message she rewinds A’ at the beginning
of the 2nd rounds, generating honestly executed 2nd round messages with freshly sampled randomness (in
particular the string 7’ is taken at random). Therefore it holds that a second valid third round has been
generated with respect to a string Z’ that is different from Z (the string that has been used to obtain the first
accepting transcript) with probability 1 — 5 (the probability that both of the strings are the same is %,

om

therefore the probability that they both are different is 1 — 21” ). In the case that the two strings are different,
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they are at least different in a single position j*, i.e. Z;« = 1 and Ig»* = 0. If a valid third round is obtained
for both of the strings Z and Z’, both of the values b;- and d;- are known and b = b;- @ d;- can be computed.
Since the adversary outputs an accepting transcript with non-negligible probability, after two rewinds with
some non-negligible probability, the reduction obtains two valid transcripts from the adversary and finish the
executions as follow. Therefore, the probability that a valid second transcript is received conditioned that a
valid first transcript has been received is p - (1 — 5 ).

If the extraction was successful A rewinds A’ at the beginning of the 2nd rounds and compute the message
oty . as follows:

1. Upon receiving {ot1,;,0t] ;}ic[m) from A’, the reduction A samples kgfwkf:,smscyj +~ {0, 1})‘ for all
i€ m)\{j*}.j € [m—1],c € {0,1} and sets Scm = Sc ® Se1 B -+ D Se,m—1 for both ¢ € {0,1}

as well as k{;bj* = 0. It then generates ota; < OTa(oty, (ki, k%)) for all i € [m]. Afterwards, it

computes ctl’ = ki @ sc; and cty’ = kig, @ sc; for all i € [m]\ {j*},c € {0,1} and generates
oth ; « OTa(ot] ,, ((cty”, ct]”), (cty”, ct;™"))) for all i € [m]\ {;*}. Furthermore, the adversary A computes

e j* - djeg™ L1 1@d .5 1" 1@d;» 5" -
] 1 . ] ] X J 77 . ] 1 X
ct, =k, @spg- and ctyg,” = Kigy D s100,5+5 Ct = Kigp,. D507ty =k, @51

j* dje g dje g 1od;« 5"
where ki, =« {0, 1}*. Afterwards, A sets ct,? 7 =cte? and ctp °9"7 =0 for ¢ € {0, 1}.
J

2. To obtain the OT message ot ;., the adversary A submits (((ctg’j*7ct?’j*), (cté’j*,ct%’j*)), ((ctgo’j*,

ct'lo’j*), (ctgl’j* , ct'll’j*)), ot} ;«) to CH which then replies with ot; ;.. Finally, {ot i, 0t ; }icm) and Z with

T + {0,1}"™ are being sent to A’.
3. A outputs the view of A’.

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability, then
our constructed adversary A breaks the sender privacy of the underlying OT protocol OT with non-negligible
probability. This results in a contradiction and concludes the proof. O

Claim 4.7 The hybrids H and H are perfectly indistinguishable due to the security of one-time pad, for
x =4 and x = 6 (to be more precise, x is used to denote the 4th or the 6th stage of the simulation).

Proof. We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids with non-negligible probability, then we can use A’ to construct an adversary A
that breaks the one-time pad. Let CH be the challenger of the one-time pad.

1. Upon receiving {oty ;, 0t} ;}icim) from A’, A apply Ext (which exists due to the security of OT) and
extracts the input of the receiver some random position j*. Let b;- the input extracted from oty ;~ and
dj- the input extracted from otj ;..

Then the reduction A samples ki7 VKL, Se, 8c5 + {0, 1} for all i € [m]\ {j*},j € [m —1],¢ € {0,1}
and sets Sem = Sc D S¢1 D -+ D Sem—1 for both ¢ € {0,1} as well as k{;b‘* = 0*. Tt then generates
oty,; <= OTa(oty,;, (ki,k:)) for all i € [m]. Afterwards, it computes ctd := k% @ s.; and ct}" == kig, ® sci

for all i € [m]\ {j*},c € {0,1} and generates oty ; < OTg(ot’Li,((ctg’i,ct(l)’iL(ct(l)’i,ct}’i))) for all

, , dyw " * 1@d "
i € [m] \ {j*}. Furthermore, the adversary A computes ct;7 SRR kij* ® sp,;+ and sets cty 84T = o)

for ¢ € {0,1}.
t/dj*,j*

2. To obtain the ciphertext ct|J/,” , the adversary A submits (s1_p j,7) with r < {0, 1} to the underlying

challenger CH of the one-time pad. Afterwards, the adversary A computes oty ;. <= OTa(ot] ., ((cth? ° ctd ’ )s

(ctgl’j*,ct/ll’j*))) and sends {ota ;, 0t} ; }icm) and T with Z + {0,1}™ to A’

3. A outputs the view of A’

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability,
then our constructed adversary A breaks the privacy of the underlying one-time pad with non-negligible
probability. This results in a contradiction and concludes the proof. g
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Claim 4.8 The hybrids H} and HE are perfectly indistinguishable due to the security of n-out-of-n secret
sharing scheme, for x =4 and x = 6 (to be more precise, x is used to denote the 4th or the 6th stage of the
stmulation).

Proof. We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids Hy and Hs with non-negligible probability, then we can use A’ to construct an
adversary A that breaks the n-out-of-n secret sharing scheme. Let CH be the challenger of the n-out-of-n
secret sharing scheme.

The adversary A behaves as follows:

1. To obtain the shares {si_p,}icim)\{;+3 for the input s;_;, the adversary A submits (s;_4,7) with

r + {0, 1}A to the underlying challenger CH of the n-out-of-n secret sharing scheme.

2. Upon receiving {oty ;, 0t} ;}icim] from A’, A apply Ext (which exists due to the security of OT) and
extracts the input of the receiver in some random position j*. Let b;« the input extracted from ot; ;- and
dj+ the input extracted from ot} ;..

Then the reduction A samples kij (ki sy, 56,5 < {0,13 for all i € [m]\ {j*},j € [m —1],¢ € {0,1} and
Sets Spm = Sp B Sp1 B -+ D Spm—1 as well as k{;abj* = 0*. It then generates otg; < OTa(oty 4, (ki, kb))
for all i € [m]. Afterwards, the adversary A computes ct®’ := k! @ s.; and ct} := ki, @ s.; for all

i€ [m]\{j*},c€{0,1} as well as ct;dj*’j* = kgl @ sp ;- and ct/fié?)’j* +~ {0, 1})‘ and sets ct/cl@dj*’j* = 0*
J

for ¢ € {0,1}. I then generates ot; ; <= OTa(ot] ;, ((ctd?, et (cty’, ct™))) for all i € [m]. In the last
step, A sends {oty ;,0t5 ; }ic[m] and Z with 7 < {0,1}" to A".
3. A outputs the same values that have been output by A’.

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability, then
our constructed adversary A breaks the n-out-of-n secret sharing scheme with non-negligible probability.
This results in a contradiction and concludes the proof. a

4.2 Indistinguishability Security against Sometimes aborting R*.
In this section, we state and prove Lemma 4.9, the indistinguishability against an aborting R*.

Lemma 4.9. Let OT be a two-round maliciously private OT protocol, then the OT protocol OT' described in
Figure 4.1 is a three-round sender private OT protocol against an aborting R* (accordingly to Definition 2.6).

Proof. We prove the sender indistinguishability by relying on a sequence of hybrids:

Ho: This hybrid corresponds to the execution of OT’ using the strings (sg,s1) as the input of the sender.

H{: This hybrid corresponds to the previous one but for a random slot j* the input bits of the receiver for
that slot are extracted using Ext of OT. In particular upon receiving {ot; ;, Otll,i}ie[m] from R* the hybrid
executes Ext on oty ;« to extract b;~ and then executed on ot j~ to extract d;-. This hybrid is distributed
as the previous one due to the security of OT.

Hy: This hybrid corresponds to the previous one but in slot j* the input (kil , k{;) instead of (ké*, kg*) is
used by the sender for the generation of oty ;-. The indistinguishability between this and the previous
hybrid follows from the sender privacy of OT and is formally shown in Claim 4.10.

Ho: This hybrid behaves as the previous hybrid, with the difference that besides using (ki:,ki:) for the
generation of oty j«, also the input for the generation of oty ;. is changed from ((ctg’j* , ct?’j* ), (ct(l)’j* , ct}"j* )
to
((ctgj*’f,ctfj *’]*), (ctgj*’j*7ctfj*’J*)). The indistinguishability between this and the previous hybrid
follows from the sender privacy of OT and is formally shown in Claim 4.11.
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H3: This hybrld behaves as the previous hybrld with the difference that the ciphertext ctléab’J is generated
using sb . instead of s1gp,;+, where s} j+ is part of a secret sharing for s; instead of s1qp. The indistin-
gulshablhty between this hybrid and the previous hybrid follows from the security of the one-time pad
and is formally shown in Claim 4.12.

H4: This hybrid corresponds to the execution of OT’ using the strings (s, s5) as the input of the sender.
It behaves as the previous hybrids, with the difference that the n-out-of-n secret sharing of the input s;_p is
changed to an n-out-of-n secret sharing of the input s;. The shares s1_p,1,...,51—p,j*—1,51—b,j*+1,- - -» S1—bm
are then used as in the previous hybrid for the generation of the ciphertexts ct®? ctl' for all i €
[m]\ {7*},c € {0,1}. The perfect indistinguishability between this and the previous hybrid follows from
the security of the n-out-of-n secret sharing scheme and is formally proven in Claim 4.12.

The extractor of OT’ is defined as the extractor Ext of OT executed on ot; ;- to extract bj- and then
executed on oty ;- to extract d;-. The final output b is then computed by calculating b := b+ @ d;-.
From the above arguments we can conclude that Hy ~= H{j ~. H; =, Ha = Hs. a

Claim 4.10 Let OT be a sender indistinguishable OT protocol, then the hybrids Hy and Hy are indistinguish-
able.

Proof. This proof is very similar to the proof of Claim 4.6.

We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids with non-negligible probability. Let {ot1 ;,0t] ; }ic(m) the first round that maximizes
the probability of distinguish of A’. Due to the security of OT is possible to apply extractor Ext to extract
the input of the receiver from {oty ;,0t] ;}ic[m]- Let b;« the input extracted from oty j» and d;« the input
extracted from ot} ;..

We can use A’ to construct an adversary A that breaks the sender privacy of the OT protocol OT, the
polynomial time A runs using auxiliary input ({oty i, 0t} ;}ic[m), bj=, dj~)-

Let CH be the challenger of the sender’s privacy game of the underlying OT protocol OT.

For the generation of the message oty j«, the adversary A behaves as follows:

1. The reduction A activates A’ from round 2 and samples k', s, s.; < {O,l}’\ for all ¢ € [m],j €
[m —1],c € {0,1} and sets s¢ pm = Sc D Sc,1 B -+ - B Se,m—1 for both ¢ € {0,1}. Afterwards, it computes
ctd? ==kl @ s.; and ct}’ == kig, ® s, for all i € [m],c € {0,1} and generates oto ; < OTa(oty;, (ki) k}))
for all i € [m] \ {j*} and ot ; «~ OTz (ot} ;, ((ctd, ™), (ctl?, ct1™))) for all i € [m).

2. To obtain the OT message oty ;-, the adversary .A submits ((ké* , k{*), oty j+) to CH which then replies
with oty j«. Finally, {ota;, 0t} ; }icm) and T with Z < {0,1}™ is sent to A'.

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability,
then our constructed adversary A breaks the privacy of the underlying OT protocol OT with non-negligible
probability. This results in a contradiction and concludes the proof. a

Claim 4.11 Let OT be a sender indistinguishable OT protocol, then the hybrids Hy and Hs are indistinguish-
able.

Proof. This proof is very similar to the proof of Claim 4.6.

We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids Hy; and He with non-negligible probability. Let {ot; ;, Otll,i}ié[m] the first round that
maximizes the probability of distinguish of A’. Due to the security of OT is possible to apply extractor Ext to
extract the input of the receiver from {oty ;, 0t} ;}ic[m)- Let b+ the input extracted from oty ;- and d;- the
input extracted from ot} ;..

We can use A’ to construct an adversary A that breaks the sender privacy of the OT protocol OT, the
polynomial time A runs using auxiliary input ({oty i, ot} ; }ic[m], b+, d;+). Let CH be the challenger of the
sender’s privacy game of the underlying OT protocol OT.

For the generation of the message ot’27 ;+» the adversary A behaves as follows:
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1. The reduction A activates A’ from round 2 and samples k{): Ki, Se, 505 < {0,1} for alli € [m]\{j*},j €

s Res

[m—1],c € {0,1} and sets Scm = Sc®Sc, 1D - -DSc,m—1 for both ¢ € {0,1} as well as k{;bj* = ki;* . It then

generates ota; «— OTa(oty ;, (kb, ki)) for all i € [m]. Afterwards, it computes ct?? := kf: @ sc,; and ct};i_ =
Kige @ e for all i € [m] \ {j*},c¢ € {0,1} and generates ot;; <+ OTa(ot] ;, ((ctd?, ct?D), (cty?, cth ™)
50" djx,j”
’ 16b

for all ¢ € [m] \ {j*}. Furthermore, the adversary A computes ctz

1®d, x5 K" 1®d;x ,5*

= ki . @ spj+ and ct
J
K~ ®s o, Cct @ s+, ct =k @ s1. 5+, where K-
1b;» 1ob,5*:“to 1®b ;= (UARR = Cbja 1,5%s

A
1®b;« — {07 1} .
2. To obtain the OT message ot} ;., the adversary A submits (((ctd?,ctd? ), (cty? cth? ), ot} ;) to CH
which then replies with ot} ;... Finally, {ota i, 0t} ; }icm) and Z with Z < {0,1}™ are being sent to A’.

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability, then
our constructed adversary A breaks the sender privacy of the underlying OT protocol OT with non-negligible
probability. This results in a contradiction and concludes the proof. O

Claim 4.12 The hybrids Hy and Hg are indistinguishable due to the security of one-time pad.

Proof. This proof is very similar to the proof of Claim 4.7.

We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids Hy and Hjz with non-negligible probability, then we can use A’ to construct an
(unbounded) adversary A that breaks the one-time pad. Let CH be the challenger of the one-time pad.

The adversary A behaves as follows:

1. Upon receiving {oty ;, 0t ;}icm) from A’, extracts the input b;- of ot j- and the input dj- of otﬂ)j*
using Ext and sets b = bj+ @ d;-. Then the reduction A samples ki;,ki,sc,sc,j + {0, 1}/\ for all
ieml\{j*},jem—1],ce {0,1} and sets S = Sc B S¢,1 B - - - B Sc,m—1 for both ¢ € {0,1} as well as
k{@bj* = k{,j*. Furthermore, it samples s;, ;. such that s, ;. = s1gp @ie[m]_\{j*} S1@b,i- 1t ‘Fhen generates
oty,; <= OTa(oty,;, (ki,k)) for all ¢ € [m]. Afterwards, it computes ct®” := k% @ s.; and ct}" == kig. ® sci
for all i € [m]\ {j*},c € {0,1} and generates oty <+ OTa(ot],, ((cty",ct{"), (cty",ct;™"))) for all
. . T Y
i € [m]\ {j*}. Furthermore, the adversary A computes ct, ”" 7 = k{)j* D S -

2. To obtain the ciphertext ct(fgb’j , the adversary A submits (s1_p j+,7) to the underlying challenger CH

of the one-time pad. Afterwards, the adversary A computes otj ;. < OTa(ot] ., ((ctgj*’j ,ctcllj*’j ),
(ctgj*ﬂ ,ct‘fjw ))) and sends {otz,;,0th ; }icfm) and Z with Z < {0,1}"™ to A’

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability,
then our constructed adversary A breaks the privacy of the underlying one-time pad with non-negligible
probability. This results in a contradiction and concludes the proof. O

Claim 4.13 The hybrids Hs and Hy are indistinguishable due to the security of the n-out-of-n secret sharing
scheme.

Proof. This proof is very similar to the proof of Claim 4.8.

We prove this claim by contradiction. Assume that there exists an adversary A’, that can distinguish
between the two hybrids Hy and Hsz with non-negligible probability, then we can use A’ to construct an
(unbounded) adversary A that breaks the security of the n-out-of-n secret sharing scheme. Let CH be the
challenger of the one-time pad.

The adversary A behaves as follows:

1. Upon receiving {oty ;, 0t ;}icim] from A, extracts the input b;« of ot; j» and the input d;- of ot ,.

using Ext and sets b = b« & d;j«. Then the reduction A samples kI K Se,sp; — {0,1} for all

by "er
i€ [ml\{j*},j€lm—1],ce€ {0,1} and sets spm = 55 D Sp,1 D+ D Spm—1 as well as k{@bj* = k{)j* and

ctfi 7 {0,131,
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2. To obtain the shares s1_41,...,81—pj*—1,81—b,j*+1, - - -, Si—b,m, the adversary A submits (s1_p, ) to
the underlying challenger CH of the one-time pad.

3. Then the adversary A generates ota; < OTa(oty;, (ki) k%)) for all i € [m]. Afterwards, it computes
ctd’ = ki @ sc; and ct}’ = kig. ® s for all i € [m]\ {j*},¢c € {0,1} and generates ot ;

o
3*sJ

OTy (ot} ((ctd, ct?), (cty, cty™))) for all i € [m] \ {j*}. Finally, the adversary A computes ct;d =
ki, @ s} and oth ;. < OTa(ot] ., ((cty’™ ety "), (cty ,ctP" 7)) and sends {ota,;, 0th ; }iem)
and Z with Z « {0,1}" to A’.

If the adversary A’ is now able to distinguish between the two hybrids with non-negligible probability, then
our constructed adversary A breaks the security of the underlying n-out-of-n with non-negligible probability.
This results in a contradiction and concludes the proof. a

4.3 Receiver Privacy Against a Malicious Sender
In this section, we prove Lemma 4.14, i.e. the receiver privacy against a malicious sender.

Lemma 4.14. Let OT be a two-round maliciously private OT protocol, then the OT protocol OT' described
in Figure 4.1 is a three-round receiver private OT protocol (accordingly to Definition 2.6).

Proof. We prove the receiver indistinguishability by relying on a sequence of hybrids:

Ho: This hybrid corresponds to the execution of OT’ using the bit 0 as the input of the receiver.

Hy: This hybrid corresponds to the execution of OT’ where in the first k executions of OT the bits d; = 1 b;
instead of d; = b; are used.

H,.: This hybrid corresponds to the execution of OT’ using the bit 1 as the input of the receiver.

In Claim 5.9, we show that Hi_1 &~ Hj, for all k € [m], which concludes the proof of the lemma. a

Claim 4.15 Let OT be a receiver private OT protocol, then the hybrids Hi_1 and Hy are computationally
indistinguishable for any k € [m)].

Proof. For simplicity, we show that Hy and H; are computationally indistinguishable. Our argument carries
over straightforwardly to the general case.

We prove this claim by contradiction. We assume that there exists an adversary A’, that can distinguish
between the two hybrids Hy and H; with non-negligible probability, then we can use A’ to construct an
adversary A that breaks the receiver privacy of the OT protocol OT.

To construct A, we first guess the index Z; that A’ outputs in the second round of the protocol execution
by randomly flipping a coin. This guess will be correct with probability 1/2, since there exist 2™~ strings of
length m where the first bit is 0 and 2™~ strings of length m where the first bit is 0. In the case that A
does not guess 7; correct, it aborts sampling random coins. Otherwise it proceeds as follows. It samples a
random b; + {0, 1} and sets d; = by. In the case that Z; = 0, it sends (b1, 1 @ by1) to its challenger to obtain
oty 1. In the case that Z; = 1, it sends (di,1 @ dy) to its challenger to obtain ot’l’l. For the generation of the
remaining messages, A behaves as in the protocol description.

We conclude the reduction with the observation that if the challenger of the OT protocol OT generates
the OT message ot; ; using by, in the case that Z; = 0, or the OT message ot'L1 using di, in the case that
7, =1, then hybrid Hy is simulated and if the challenger generates ot; ; using 1 @ b, in the case that Z; = 0,
or the OT message ot ; using 1@ dy, in the case that Z; = 1, then hybrid H; is simulated. If the adversary .A’
is now able to distinguish between Hy and H; with non-negligible probability, then our constructed adversary
A breaks the receiver privacy of the underlying OT protocol OT with non-negligible probability.

This results in a contradiction and concludes the proof. a
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5 Sender List Simulatable and Rewind-Secure Receiver Private OT

In this section, we present a transformation that turns a three-round oblivious transfer (OT) protocol that
is receiver private and sender list simulatable (against sometimes aborting adversaries) in the alternating
message model into a three-round OT protocol that is still sender side list simulatable in the same model but
moreover is B-rewind receiver-private.

The transformation makes use of the oblivious transfer protocol OT' = (0T}, 0T,, OTj, (0T, OT/F))
described in Figure 4.1 (where we consider a single execution of the scheme without repetition).

Figure 5.1: 3-round sender list-simulatable OT and B-rewind receiver private QT ListRew

Initialization: The sender’s input is sg, s1. The receiver uses as its input a bit b. The parties also
receive a common parameter m := poly(A).

Round 1 (Receiver).
1. Sample b; < {0,1} and compute d; = b; ® b for all i € [m)].
2. For all i € [m] generate ot ; := OT}(1*,b;) and oty ;. :== OT} (1%, d;);
3. Send {ot{ ;, 0t ; }icm] to S.
Round 2 (Sender).
1. Sample K, s, s¢ ; + {0, 1}* for all i € [m],j € [m —1],c € {0,1}. Set Sem =8¢ D Se1 B D
Se.m—1 for both ¢ € {0,1}.
2. Compute ct®’ := K. & s.; and ct} == kig, @ sc; for all i € [m],c € {0,1}.
3. Generate ot} ; < OT5(ot] ;, (ki ki)) and ot} ; <= OT'3(oty, ((cty”, ct]”), (cty”, ct;™))) for all
i€ [m].
4. Sample Z + {0,1}™.
5. Send {ot9 ;, 0t} ; }icfm], Z to R.
Round 3 (Receiver).
1. For all i € [m] if Z; = 0 compute oty; «+ OTj(ot) ot ,); otherwise compute ot} ;
OTg(otii,oté,i).
2. Send {otgfi}ie[m] to S.
Offline computation.
Sender:
1. For all ¢ € [m] if Z; = O check that L # OTf(ot?)i,otg’i,otg’i) otherwise check that
1 7é OTiLS (Ot%,ia Ot%,iv Oté,i)'
2. If the previous checks do not succeed output L; otherwise output sg, s1.
Receiver: ' '
1. Obtain ki, = OT{ (ot} ;, 0t ;) and (ctg", ct{"") = OT} (ot} ;, ot ) for all i € [m].

2. Compute s; ;= kj @ ctd”* for all i € [m] and output s, = Dicim 5b.i-

The correctness of the described protocol follows directly from the correctness of the underlying building
blocks using the same arguments as given in OT’.

Now, we sate the security theorem for our OT protocol OTHStRew,

Theorem 5.1. Let X be a high min-entropy random variable defined by a probability distribution D and let
OT’ be the three-round OT protocol described in Figure 4.1 for the functionality F&+ (where U is the uniform
distribution), then the OT protocol OTHstReW described in Figure 5.1 is a three-round sender list simulatable
OT against a sometimes aborting receivers for the functionality }"ODT (according to Definition 3.2) otherwise,

OTY SR s sender private (according to Definition 2.6). Moreover OTUSRW s o B-rewind receiver private
OT (according to Definition 3.5), with B = 2. OTRW ynakes black-box use of OT'.

We split the theorem into three lemmas, the first two focusing on the simulatability (Lemma 5.2) and
privacy (Lemma 5.7) against a malicious receiver and the third focusing on the privacy of the receiver against
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a malicious sender (Lemma 5.8). The first two lemmas are stated and proven in Section 5.1, whereas the
third is proven in Section 5.2.

5.1 List Simulatability Against Malicious Receivers
We prove this theorem by splitting it into two lemmas:

Lemma 5.2. Let X be a high min-entropy random variable defined by a probability distribution D and let
OT’ be the three-round OT protocol described in Figure 4.1 for the functionality ]-'(L)’T (where U is the uniform
distribution), then the OT protocol OTLSRW goseribed in Figure 5.1 is a three-round sender list simulatable
OT against a non-aborting receiver for the functionality ng (accordingly to Definition 3.2).

We prove that the OT protocol OT’ described in Figure 5.1 is sender list simulatable by showing that
a malicious non-aborting receiver R* is not able to distinguish between a real execution of the protocol
and an ideal execution using the simulator Sim = (Sim17 Sim2) described in Figure 5.2. Sim parametrized
by the distribution D will make use of the simulator Sim’ of OT’ defined in Figure 4.2 parametrized by the
distribution D . We prove this indistinguishability using a sequence of hybrids that we describe below:

Hybrid Hy: This hybrid corresponds to the real world.

Hybrid H;: This hybrid is almost identical to the previous hybrid with the only difference that the input
bit b of the receiver is extracted. In order to do so the hybrid follows the steps (1), (2) and (3) of Sim
described in Figure 5.2, the hybrid outputs the view of R* in the first thread. The indistinguishability of
the hybrids follows with similar arguments to the one described in the Claims 5.3 & 5.4.

Hybrid H}: In this hybrid, we proceed as in the previous hybrid except that, after the extraction of the
input, the hybrid proceeds as explained in steps (4) and (6) of Sim described in Figure 5.2, with the
difference that the second round is computed honestly (as in steps (2) and (3)). The hybrid outputs the
same output as Sim. The indistinguishability of the hybrids follows with similar arguments to the one
described in the Claims 5.3 & 5.4.

Hybrid H3 ;: In this hybrid, we proceed as in the previous hybrid but in step (z) the message otg’j*
is generated as described in step (4).g of Figure 5.2 (i.e. using the simulator Sim?*70 w.r.t. input
ki; + {0,1}"). For the remaining indices i € [m] \ {j*} both of the keys remain randomly sampled

ki, ki « {0, 1})‘. The indistinguishability of the hybrids H; and Hs follows from the sender privacy of the
underlying OT protocol OT’, which we formally prove in Claim 5.5. .
Hybrid H3: In this hybrid, in step (x) we switch from an encryption ct‘fgb’j = k{eabj* @ S1@p,;+ to a randomly

sampled ciphertext ct(fgb’j* + {0, 1})‘ (to be more precise, z is used to denote the 4th or the 6th stage

of the simulation, namely z = 4 or = 6). For the remaining indices ¢ € [m] \ {j*} all the ciphertexts
remain generated as described in the protocol. Since, due to the previous hybrid, the key k{zebj* is not
part of the execution anymore, we can rely on the perfect security of the one-time pad to show that
hybrids are perfectly indistinguishable, the proof follows similarly to the one described in Claim 4.7.
Hybrid H3 ;: In this hybrid, in step (z) we proceed as in the previous hybrid but the message ot%yj* is
generated as described in step (4).h (to be more precise, x is used to denote the 4th or the 6th stage of

the simulation, namely z = 4 or = 6). In other words, ot%,j* is generated using the simulator Simﬁ*’1

dj= 5" j* dje.j*
w.r.t. messages ct,’ 7 =kl o @ sy e, oty
J J

of the ciphertexts remain correctly generated, i.e. ct2? := k% @ s; and ct} == kig. @ s¢; for ¢ € {0,1}.
The indistinguishability of the hybrids follows from the list simulatable sender security of the underlying
OT protocol OT’, which we formally prove in Claim 5.6.

Hybrid Hj: In this hybrid, in step (x) we switch from an n-out-of-n secret sharing of the input s;_; to an n-
out-of-n secret sharing of a random value 7 (to be more precise, z is used to denote the 4th or the 6th stage
of the simulation, namely = 4 or x = 6). The secret shares s1_p 1,...,S1—b,j*—1, S1—b,j*+1s - - - » S1—b,m A€
then used as in the previous hybrid for the generation of the ciphertexts ct%? ctl? for all i € [m]\ {j*},c €

{0,1}. The perfect indistinguishability between the hybrids follows from the security of the n-out-of-n
secret sharing scheme, the proof follows similar to the proof of Claim 4.8

+{0,1}". For the remaining indices i € [m] \ {;j*} all
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Hybrid Hs: This hybrid corresponds to the simulator described in Figure 5.2.

) From6the abGove arguments we can conclude that Hy = Hy ~ H} ~. H3 ; ~. H3 ~. H3 | ~ H] ~. HS ; ~,
H3 ~c Hy ; ~ Hy ~ Hs.

Figure 5.2: The simulator Sim = (Sim*, Sim?) for QT-stRew,

Let (Sim,’i}b, Sim;?b) be the simulator defined in Figure 4.2 parametrized by the uniform distribution U for one of the two OT’

executions in position i, specifically if b = 0 we indicate the left execution, i.e. the messages ot generated in OT’, and the right
execution, i.e. the messages ot’ generated in OT’, otherwise.
Input. The simulator Sim! takes as input the distribution D and 1>,

1) First thread: Sim! computes the following steps:
1. For all ¢ € [m] and b € {0, 1} upon receiving {ot(l’ﬂ.’, Ot%,q‘,}ie[m] from R™ generates otgﬂ.’ as the honest sender would do.
Moreover, sample Z € {0,1}" at random and send {otg’j7 Ot;,j}ie[m] to R*.
2. If R* does not send a 3rd round, abort and output the view of R*.
3. Upon receiving {Otgﬁi}ie[m] from R*, initialize Defense with the set of defenses of {Otfii}ie[m] obtained from {otgii}ie[m]
(the obtained defenses are defenses for the underlying oblivious transfer OT").
2) Estimate the abort probability: Sim?! initializes ctr := 0, T := 0 and computes the following steps:
1. Increment T, ie. T =T 4 1.
2. Compute and send a new 2nd round with fresh randomness to R* as described in step (1).1 (i.e. as an honest sender
would do). If a valid 3rd round is received from R* increment ctr, i.e. ctr := ctr + 1.
3. If ctr = 12X then output p = %, otherwise, perform a new rewind, i.e. go back to step (2).1.
4. Set maxrew = [%]
3) Extracting the input of R™: Sim?! initializes ctr := 0 and computes the following steps:
1. Perform the rewinds as follows:

Rewinding Threads: Sim computes the following steps:
(a) Increment ctr, i.e. ctr := ctr + 1.
(b) Compute and send a new 2nd round with fresh randomness to R* as described in step (1).1 (i.e. as

an honest sender would do) and upon receiving {gt;ii}ie[m] from R* check that the defenses Defense

contained in {agfi}ie[m] are valid w.r.t. {otfii}ie[m]. Finally, set Defense := Defense N Defense.

(c) If ctr > maxrew output fail.

(d) Check that for at least one slot j* all the defenses of ot(l),].* s ot}yj* are in Defense. If this is the case,
proceed to next step; else continue the rewinding, i.e. return to step (3).1.

2. Follow step (3).1 of (Sim;l* 0? Sim;l* ;) and use the defenses contained in Defense to extract the bits b;« and d;+ used
by R* in Ot?,j*7°t},j*’ let b=b;x ®dj=.
4) Estimate the abort probability: Sim! initializes ctr :== 0, T := 0 and computes the following steps:

1. Increment T, ie. T : =T + 1.
2. Compute a new 2nd round with fresh randomness and compute {otg’i,ot;,i}ie[m] as follows:

(a) Sample sp,r at random from the distribution D.

(b) Sample kg;* + {0,1}* and sample ki, ki < {0,1}* for all i € [m] \ {5*}.

(c) Sample sp; + {0,1} for all I € [m] \ {5*} and set Sp,jx =8p DSyl D D Sbm-

(d) Sample s1_p,; < {0, 1} for all I € [m] \ {j*} and set S1_pjx =T DSs1-b1D - DS1-b,m-

(e) Set ct:j*' = ki;* ®b - D sp, %5 ct?gbﬁj* «— {0,1}*.

(f) For all i € [m] \ {j*}, set ct®® := k. @ sc,; and ctl'’ == ki@c @ sc,i foralli € [m]\ {j"},c e {0,1}.

(g) For all i € [m] \ {j*} generate otgﬂ.’ — OT;(at’lw (ké, ki)) and Ot%,i « OT'2(ot1,4, ((ctg’i, ct?’i), (cté’i, ct}’i))).

x
(h) Generate Otg,j* as defined in steps (6.2) of Simﬁ«)(J w.r.t. input k{)j*.

J

-

dix,
(i) Generate oté’j* as defined in steps (6.2) of Sim;.i,1 w.r.t. input ctb]* ’

If a valid 3rd round is received from R* increment ctr, i.e. ctr := ctr + 1.
3. If ctr = 12\ then output q = %, otherwise, perform a new rewind, i.e. return to step (4).1.

4. Set maxrew’ = [%"\

5) Query the ideal functionality: Sim® sends to ideal functionality (b=, ld) receiving (s; s sg‘* ), with d := X -maxrew’.
j J
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6) Forcing the output Sim? on input (sé s sg_* ) initializes ctr = 0 and computes the following steps:
Fi J

Threads to force the output:
1. Increment ctr, i.e. ctr := ctr + 1
2. Compute {otgﬂ-7 ot;i}ig[m] as described in step 4 “Estimate the abort probability” but using s§"_ as
input. !
3. If ctr > X - maxrew’ output fail.
4. If R* outputs an accepting third round, then output the view of R* in this thread; else continue the
rewinding, i.e. return to step (6).1.

Sim also keeps a count of its overall running time and if it reaches 2* steps it outputs fail.

Claim 5.3 Sim runs in expected polynomial time in \.

Proof. The analysis of the simulator follows similarly to the analysis in [GK96] as recapped in [Lin16]. We
analyze the running time in more detail. Let € be the probability that the adversary R* outputs a valid third
round. The following analysis takes into account that each time Sim follows the steps of {Sim;‘,b}ie[m],be{o,l}
it runs in polynomial time.

In the first step (“First thread”) the simulator clearly runs in polynomial time. The estimation of the
probability for the second step (“Estimate the abort probability”) is executed until Sim does not collect 12X
valid third rounds from R*. Since the probability that R* outputs, a valid third round is e, Sim stops after
12\ /e attempts.

From the analysis in [GK96] it follows that the estimation p is within a constant factor from e, unless of a
negligible probability 2=* (therefore the case of running 2* steps adds only a polynomial amount of overhead
to the simulator).

In the third step (“Extracting the input of R*”) the simulator Sim stops after A - maxrew, which is %}A),
iterations. The fifth step (“Query the ideal functionality”) happens, as the first step, in polynomial time.
Relying on the same arguments as in the previous steps, one can also argue that the fourth and six steps are
expected polynomial time.

This results in an overall running time of the simulator that is expected polynomial in A. O

Claim 5.4 Sim outputs fail with negligible probability in .

Proof. There are three possibilities that the simulator Sim outputs fail:

1. The simulator executes more than 2* steps
2. The simulator executes more than maxrew rewinds in step 3 (“Extracting the input of R*”)
3. The simulator executes more than A - maxrew’ rewinds in step 6 (“Forcing the output”)

The first case is directly bounded by the previous proof, i.e. if the simulator runs in expected polynomial
time in A then it only executes more than 2* steps with negligible probability.

To show that the second case is negligible, we need to bound the probability with which Sim extracts the
input of R*.

From the (simulation) security of the underlying OT’ follows that Sim is able to extract if for the two
executions in a position j* of OT’ the simulator Sim collects all the defenses necessary for otll’,j* (which are

two) with b € {0,1}. Indeed, Sim once she collects all the defense for otlij* she can invoke the underlying

simulator Sim ;2 pof OT’, which on inputs defense for otl{d* extracts the input bit contained in otlij*, with
be{0,1}.

Due to the above arguments we can conclude that Sim is able to extract successfully if 4 different valid
defenses for ot?’j* , ot%’j* for a single index j* € [m] are obtained. The simulator executes each rewind with
new fresh randomness, i.e. the set Z is always randomly sampled, it follows that the simulator Sim overall (in
the worst case) collects maxrew third rounds from R*. Since Z is sampled freshly with every rewind, it follows

that the probability that the simulator is not able to extract for at least a single index is 1 — (ﬁ)maxrew

)
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which is the same probability that, for a single index, the simulator does not succeed if one of the four cases,
00,01, 10, 11, never occurs, i.e. Z never contains these indices taken this over all the m indexes. Therefore,
the success probability of the simulator is equal to 1 — (ﬁ)maxrew Therefore, Sim successfully extracts except
with negligible probability.

To bound the probability of the third case we first prove that the probability that R* replies with a valid
third round to a simulated 2nd round (as described in step (4)) is negligible close to the probability that R*
replies with a valid third round to an honestly computed 2nd round of the protocol.

In order to do so we consider the following hybrids:

Hybrid Hy: We start by considering an hybrid were the messages of the sender are computed honestly but
the input bits b;~ and d;- of the receiver’s messages ot(i j*,oti j+ are extracted in exponential time to
compute b = d;j- @ b;-. The rest of the protocol is executed as the honest sender.

Hybrid H;: In this hybrid, we proceed as in Hy but the message otg, ;+ 18 generated as described in step (4).g

(i.e. using the simulator Sim;-% o W.r.t. input k{:* + {0,1}). For the remaining indices i € [m]\ {j*} both
’ J

of the keys remain randomly sampled ki, ki < {0,1}*. The indistinguishability of the hybrids follows
from the list simulatable sender security of the underlying OT protocol OT’, the proof follows similar to
the one described in Claim 5.5. . N

Hybrid Hs: In this hybrid, we switch from an encryption ct;igb’J = ki@bﬁ @ S1gb,5+ to a randomly sampled

djx,j5"
16b

as described in the protocol. Since, due to the previous hybrid, the key k

+ {0,1}*. For the remaining indices i € [m]\ {j*} all the ciphertexts remain generated

16,
anymore, we can rely on the perfect security of the one-time pad to show that hybrids are perfectly
indistinguishable. The proof follows similar to the one described in Claim 4.7.

Hybrid Hs: In this hybrid, we proceed as in Hy but the message ot%’j* is generated as described in step

. . . . . dix,j" P* dix,j*
(4).h (i.e. using the simulator Slm;i?1 w.r.t. input ct,”" 7 = kfij*eabj* D sp,j+, CtléBbj + {0,1}). For the

ciphertext ct

is not part of the execution

remaining indices i € [m]\ {j*} all of the ciphertexts remain correctly generated, i.e. ct®! := k! @ s.,; and
ctl’ == kig, D s¢,; for ¢ € {0,1}. The indistinguishability of the hybrids follows from the list simulatable
sender security of the underlying OT protocol OT’. The proof follows similar to the one described
in Claim 5.6.

Hybrid Hy: In this hybrid, we switch from an n-out-of-n secret sharing of the input s;_; to an n-out-of-n
secret sharing sharing of a random value r. The secret shares s1_41,...,51—b,j*—1,51—bj*+1,- - - s S1—b,m
are then used as in the previous hybrid for the generation of the ciphertexts ct®? ctl'® for all i €
[m]\ {7*},c € {0,1}. The perfect indistinguishability between this and the previous hybrid follows from
the security of the n-out-of-n secret sharing scheme. The proof follows similar to the one described
in Claim 4.8.

From the above hybrids, we can conclude that the probability that R* replies with a valid third round
to an honestly computed 2nd round, which we denote with ¢, is negligible close to the probability that R*
replies with a valid third round to simulated 2nd round (as described in step (4)). Therefore, the probability
that R* replies with a valid third round after receiving a simulated 2nd round is € — v(\), where () is a
negligible function. Since we are considering a non-aborting R* where ¢ is non-negligible, we can assume that
e > 2v(A). Following the analysis of [Linl6, Claim 5.8 case 2], we can conclude that the simulator executes
more than X - maxrew’ rewinds in step 6 only with negligible probability. a

Claim 5.5 Let OT’ be the three-round sender list-simulatable OT protocol, then Hy and Hy are computationally
indistinguishable.

Proof. Suppose by contradiction that this is not the case, then there exists an index j* € [m] s.t. the
mentioned hybrids are distinguishable. Let CH be the challenger of the sender private OT".

We fix the first round message {ot] ;,ot] ;}ic[m that maximizes the distinguishing advantage of the
adversary R* in the two above experiments. Note that in OT’ the inputs of the receiver are fixed in the first
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round, therefore they are fixed once {ot(ii, Ot%,i}ie[m] have been generated. Let d;-,b;~ be the inputs of the
receiver used in ot(l)’ o ot%, j+» respectively. We define the adversary A of OT’ which internally runs R* and
acts as a proxy between R* and the challenger of OT'.

In more detail, A receives as an auxiliary input ({ot%i,ot})i}ie[m], d;-,bj+) and behaves as follows: it
sets b = d;~ @ bj~ and sends ot?,j* as well as kg;*, klljjbj* to the challenger (where ki;*, kllj:bj* are randomly

sampled). Upon receiving otgm from the challenger, 4 does the following:

1. Compute the second-round messages {ot% o oti jYielm).j»j+ as the honest sender would do.

2. Compute {ctgj I b }eefo,1} as the as the honest sender would do, but using the keys ki] and

15"
S
3. Compute ot;j* w.r.t. messages {ctgj*’] ,cti_dj*’] }eeqo,1y as the honest sender would do.
4. Send {ot9 ;, 0t ; }icpm) to R* and output the view of R*.

The reduction runs the distinguisher (which exists by contradiction) on the output of .A. The reduction
outputs whatever the distinguisher outputs. a

Claim 5.6 Let OT’ be the three-round list-simulatable OT protocol, then Hy and Hz are computationally
indistinguishable.

Proof. Suppose by contradiction that this is not the case, then there exists an index j* € [m] s.t. the above
described hybrids are distinguishable. Let CH be the challenger of the sender private OT'.

We fix the first round message {ot?yi,otii}ie[m} that maximizes the distinguishing advantage of the
adversary R* in the two above experiments. Note that in OT’ the inputs of the receiver are fixed in the first
round, therefore they are fixed once {ot(ii, Ot%,i}ie[m] are generated. Let d;«, b;+ be the inputs of the receiver
used in ot‘i o ot%) j+» respectively. We define the adversary A of OT’ which internally runs R* and acts as a
proxy between R* and the challenger of OT’.

In more detail, A receives as an auxiliary input ({ot?,i, otii}ie[m], d;-, bj+) and behaves as follows: it sets b =

dj+ ® bj» and sends ot ;. and {ctgj*’j*,cti_dj*’j* }eeqo,1} to the challenger (where {ctg'j*’j*,cti_d"'*’j*}ce{o_rl}
are randomly sampled). Upon receiving ot%’ j« from the challenger, A does the following.

1. Compute the second-round messages {ot% s oti jYielm),j+j+ as the honest sender would do.

2. Compute 3 ;- as described by the simulator (see Figure 5.2).

3. Compute otgvj* as described by the simulator (see Figure 5.2) w.r.t. the key k{; = ctzj* 7 @ Sp,j*-

4. Send {ot9 ;, 0t ; }icim) to R* and output the view of R*.

The reduction runs the distinguisher (which exists by contradiction) on the output of .A. The reduction
outputs whatever the distinguisher outputs. a

Lemma 5.7. Let OT' be the three-round OT protocol described in Figure 4.1, then the OT protocol QT StRew
described in Figure 5.1 is is sender private (accordingly to Definition 2.6).

The proof for sender privacy against an aborting R* for QTlistRew proceeds in the same way as the proof
for sender privacy against an aborting R* for OT’ (Lemma 4.9), with the difference that it is now necessary

to rely on OT’ instead of OT.

5.2 B-Rewind Security

In this section, we state and prove the second part of Theorem 5.1, Namely, the B-rewind security for the
receiver.
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Lemma 5.8. OT’ be the three-round OT protocol described in Figure 4.1 then OT SR s ¢ B-rewind
recetver private OT (accordingly to Definition 3.5), with B = 3.

Proof. We prove the receiver indistinguishability by relying on a sequence of hybrids:

Ho: This hybrid corresponds to the experiment E® (i.e. where the adversary may send B-second rounds and
expect B-third rounds from the receiver) where the bit 0 is used as the input of the receiver.

Hx: This hybrid corresponds to the previous hybrid where in the first k& executions of OT the bits d; = 1@ b,
instead of d; = b; are used.

H,.: This hybrid corresponds to the experiment E!, where 1 is used as the input of the receiver.

In Claim 5.9, we show that Hiy_1 &~ Hj, for all k& € [m], which concludes the proof of the lemma. O
Claim 5.9 The hybrids Hy—1 and Hy, are computationally indistinguishable for any k € [m].

Proof. For simplicity, we show that Hy is computationally indistinguishable from H;. The argument we use
carries over straightforwardly to the general case.

We prove this claim by contradiction. We assume that there exists an adversary A’, that can distinguish
between the two hybrids Hy and H; with non-negligible probability, then we can use A’ to construct an
adversary A that breaks the receiver privacy of the OT protocol OT (used to build OT’ which is used to
build OTLiStReW). Let CH be the challenger for the receiver private OT. A will be interacting as the malicious
sender w.r.t. CH in the execution of OT, and as a receiver with .A.

A first makes a random guess of which executions are not queried by A’ in the execution of O
We recall that OTHSReY is composed of 2m executions of OT’, therefore, for the first position, it holds that
there are two executions of OT’, which we denote as ot(f’1 or otil, of which one will be completed based
on the bit of the sender, which is represented by A’. Note that in the construction of OT’ in each position
two oblivious transfer protocols OT are executed of which the receiver will finish one of them. The finished
execution depends on the bit chosen by the sender the sender, i.e. A’. We denote the messages that are
part of otfl1 (i.e. the message of the underlying OT) as ﬁ{}l’o, ﬁ%}l’l. This results in the fact that there are
actually two indices that need to be guessed here. The first index, Z;, is the index of the outer protocol that
decides if ot(l),1 is being continued, which happens in case that Z; = 0, or if ot%’1 is being continued, which
happens in the case that Z; = 1. Furthermore, in the underlying protocol OT’, another index Z] is guessed
which decides if either the left execution of OT, in the case that Zj = 0, or the right execution of OT, in the
case that Z{ = 1, is continued. Therefore, the adversary A needs to samples two random bits where the first
is the guess of Z; and the second is the guess of Z7.

A then proceeds as follows:

TLIStReW.

1. A sets =Z; = 1®7Z; and samples two indices Z;, Z] and a random bit b; < {0, 1}. Compute otffl as the

honest receiver would do w.r.t. b; and compute otfl1 in the following way:

(a) Sample a random bit d;z1 + {0,1} and generate 1st round of OT (namely &f}l’ﬁzi) w.r.t. d;Ii. Set

d;™ = d* and send to the challenger (di',1@ di') in order to obtain &f}l’zl.

2. Compute the remaining first rounds {ot{ ;, ot} ; }icfmj/{1} as the sender would do and send {ot{ ;, 0t ; }ic[m)
to A'.

3. Upon receiving {If; }ierp) and {otng7oté:ﬁ}ie[m],jew], let I{flj’b denote the index contained in ot}7. If
there exists a j € [B] s.t. (If}; =7; and If‘ V= Z7) abort and output a random bit, otherwise continue
with the next step.

A
4. Compute {otgjzij )]}ie[m],je[B] as the honest sender would do and output the view of A’.

At this point, the reduction runs the distinguisher (which exists by contradiction) on the view of A" and
outputs the output of the distinguisher.

We observe that if the challenger of the OT protocol OT generates the OT message ot , using d{i, then
this corresponds to hybrid Hg, otherwise, the reduction simulates hybrid H;. Therefore if the reduction does

1,7,
1,1
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not abort in step 4, the reduction distinguishes with probability % + ¢ where ¢ is non-negligible. While if the
reduction aborts in step 4 it samples a random bit. Since indices 7, Z] are taken at random, the probability
that the reduction does not abort is +. Therefore the winning probability is (3 +¢)5+(1—1)3)-p = (% +1)-p,
where p is the probability that A’ sends a valid second round to A. O

5.3 Parallel Repetition of OT"sRew

Besides presenting the protocol on its own, we also need to show that a parallel repeated version of
the protocol allows for the same type of a simulation-based notion. We denote the previous protocol as
OTHstRew — (OT,, 0T, 0T3, 0T, = (OT3,0TE)), where OT} is the output computation computed by the
sender and outputs either (sg, s1) or L and OTf is the output computation computed by the receiver and
outputs either s, or L. The parallel repeated version of the protocol can be found in Figure 5.3.

Figure 5.3: The parallel repetitions of QT!stRew,

Initialization: S has in input the distribution (sé,sﬁ)ie[n]. The receiver uses as its input n bits
b1,...,b,. To not overburden the notation we set n = A.

Round 1 (Receiver).
1. Generate oty ; == OT1(1*,b;) for all i € [n].
2. Send {oty;}ig[n to S.
Round 2 (Sender).
1. Generate otg; «— OTa(oty ;, (s}, s%)) for all i € [n].
2. Send {oty;}icin to R.
Round 3 (Receiver).
1. Compute otg; := OT3(oty ;,0tz ;) for all i € [n].
2. Send {OtS,i}ie[n] to S.
Offline computation.
Sender:
1. If L = OTf(otl,i, ot ;,ots,;) for any i € [n] output L, else output (s}, Sli)ie[n]-
Receiver:
1. If L = OTf(otu,otg,i) for any ¢ € [n] output L, else output (Séf)ie[n] where s! =
OTH(ota).

Theorem 5.10. Let X be a high min-entropy random variable defined by a probability distribution D and
let OTHSTRY the 1-out-of-two OT described in Figure 5.1 for the functionality FYt (where U is the uniform
distribution) which is B-rewind receiver private, then the OT protocol OTI;;;tReW described in Figure 5.1 is a
three-round sender list simulatable OT against a non-aborting receiver for the functionality ‘F(Z))T (accordingly

ListRew

to Definition 3.2) otherwise, OTHstReW s sender private (accordingly to Definition 2.6). Moreover is OT g,

a B-rewind receiver private OT protocol (accordingly to Definition 3.5). OT';ei:tRew makes black-bozx use of

OTListRew

Proof (sketch). The proof of this construction works almost analogous to the proof of QTSR Tn the
reductions between the different hybrids, the challengers are simply replaced with the challengers corresponding
to the parallel repeated version of the primitive. Since all the primitives used in this construction are parallel
composable these challengers can easily be realized. We present the parallel adapted simulator in Figure 5.4.

The only parts in which the proof differs are the extraction probability in hybrid H; as well as the analysis
of the simulator regarding the probability that the simulator executes more than maxrew rewinds in step 3
(“Extracting the input of R*”).

Sim' adopts for extractions the procedure of the underlying simulator Simé1 for each i-th executions of
OTHstReW Therefore, we are guaranteed that Sim! extracts the input of the receiver for the i-th executions
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of OTHReY a5 soon as enough defenses are collected w.r.t. the first round ot;; (which are 4). We need
now to bound the probability that after maxrew rewinds Sim® obtained enough defenses to apply Simg1 for
each i-th executions of QTUstRew, Indeed, for these cases, we observe that instead of taking the probability
of the simulator not being able to extract over all the m indexes and obtaining 1 — (ﬁ)maxrew as the
resulting probability, we need to further take the probability over all n executions and therefore we obtain
1-— (ﬁ)maxrew'n as the final success probability which is still overwhelming and therefore concludes the proof
of the theorem. O

Figure 5.4: The simulator Sim = (Sim*, Sim?) for QTLSRew,

rep

Let (Sim}',Sim}?) be the simulator defined in Figure 5.2 for the k’th execution of OTHstRew " which is parametrized by the
distribution D.
Input. The simulator Sim! takes as input the distribution D and 1>,

1) First thread: Sim! computes the following steps:
1. For all i € [m], k € [n] and b € {0, 1} upon receiving {ot1,;};e[n] from R" generates otz ; as the honest sender would
do. Send {otz i }ic[n) to R".
2. If R* does not send a 3rd round, abort and output the view of R*.
3. Upon receiving {ot3,; };¢[n) from R*, initialize Defense; with the set fo defenses of {ot1,;};c[n] Obtained from {ot3 ; };en
(the obtained defenses are defenses for the underlying oblivious transfer QT ReV),
2) Estimate the abort probability: Sim! initializes ctr := 0, T := 0 and computes the following steps:
1. Increment T, ie. T =T 4 1.
2. Compute and send a new 2nd round with fresh randomness to R* as described in step (1).1 (i.e. as an honest sender
would do).
3. If a valid 3rd round is received from R* increment ctr, i.e. ctr := ctr + 1.
4. If ctr = 12X then output p = %, otherwise, perform a new rewind, i.e. go back to step (2).1.
5. Set maxrew = [2].
3) Extracting the input of R™: Sim?! initializes ctr := 0 and computes the following steps:
1. Perform the rewinds as follows:

Rewinding Threads: Sim computes the following steps:
(a) Increment ctr, i.e. ctr := ctr + 1.
(b) Compute and send a new 2nd round with fresh randomness to R* as described in step (1).1

(i.e. as an honest sender would do) and upon receiving {gtg,,,-}ig[n] from R* check that the
defenses D/e;c:a_n/sek contained in {C’;{31i}i€[n] are valid w.r.t. {ot1,;};c[n] for all i € [n]. Finally, set
Defense; := Defense; N Dgf—e\r;;ei.

(c) If ctr > maxrew output fail.

(d) Check that Sim,’L-1 is able to extract from ot; ; using Defense; for all ¢ € [n]. If this is the case,
proceed to next step; else continue the rewinding, i.e. return to step (3).1.

2. Follow step (3).2 of Sim/' and use the defenses contained in Defense; to extract b*.
4) Estimate the abort probability: Sim' initializes ctr := 0, T := 0 and computes the following steps:

1. Increment T, ie. T =T 4 1.
2. Compute a new 2nd round with fresh randomness for all ¢ € [n], i.e. compute otz ; by executing the following steps:

(a) Sample s,; at random from the distribution D.
b) Generate ots ; as defined in steps (6.2) of Sim’? w.r.t. input s, ;.
B P k3 p b

If a valid 3rd round is received from R* increment ctr, i.e. ctr := ctr + 1.
3. If ctr = 12\ then output g = %, otherwise, perform a new rewind, i.e. return to step (4).1.
4. Set maxrew’ = [%]

5) Query the ideal functionality: Sim! sends to ideal functionality ({bi’}ie[n],ld’) receiving (5%,...,5%), where & =
{sbl}ie[n] for j € [d], with d :== X - maxrew’.

6) Forcing the output Sim? on input (5’1, ey §'d) initializes ctr = 0 and computes the following steps:

Threads to force the output:
1. Increment ctr, i.e. ctr :=ctr 4+ 1
2. Compute {ot2 ;};c[n] as described in step 4 “Estimate the abort probability” but using 5
3. If ctr > X - maxrew’ output fail.
4. If R* outputs an accepting third round, then output the view of R* in this thread; else continue the
rewinding, i.e. return to step (6).1.

Y as input.

Sim also keeps a count of its overall running time and if it reaches 2 steps it outputs fail.
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5.4 Enhancing B-rewind Security of OTstRew

In Section 5 we described a 1-out-of-two OT OT *™ReW which is sender list simulatable and B-rewind receiver
private, where B = 2. The construction is described in Figure 5.1, and it uses as a building block a 1-out-of-2
OT OT' which is a sender list simulatable and only the receiver is private.

We note that it is possible to construct a 1-out-of-2 OT OT'jB',S/tReW which is sender list simulatable and
B’-rewind receiver private, for a constant B’ = 6 using the construction described in Figure 5.1, where the
underlying OT used as a building block is already B-rewind receiver private. In more detail, the sender and
receiver of OTHSIRW 5cts exactly as described in Figure 5.1 but using the algorithms of OT R ingtead of
oT'.

This observation leads to the following theorem.

Theorem 5.11. Let X be a high min-entropy random variable defined by a probability distribution D and let
OTLstRew ¢he 1-out-of-two OT described in Figure 5.1 for the functionality .FgT (which is 3-rewind receiver
private), then the OT protocol OleiftReW described above is a three-round sender list simulatable OT against a
sometimes aborting receivers for the functionality FEr (according to Definition 3.2) otherwise, OTListRew g
sender private (according to Definition 2.6). Moreover OTSS™RY js o B'-rewind receiver private OT protocol
(according to Definition 3.5), with B' = 6 and OTHR™ makes black-box use of QTSR

The proof follows similar to the one proven for Theorem 5.1.

5.5 Parallel Repetition

Besides being B-rewind secure, the presented OT protocol is also parallel composable. The parallel compos-
ability is important to construct the k-out-of-n OT protocol. The analysis of the parallel repetition is given
in detail in Section 5.3 and the k-out-of-n OT protocol is presented in Section 6.

6 List Sender Simulatable and B-rewind Receiver Private k-out-of-n OT

In this section, we present a black-box compiler that turns a 1-out-of-2 oblivious transfer QT ListRew

protocol into
a k-out-of-n oblivious transfer OT,';i;theW protocol using a symmetric encryption scheme SE, while preserving
the round complexity of the underlying OT protocol and maintaining the same security guarantees. Similar
techniques are used in [SSRO8], however, our setting is slightly different since we want a round-preserving
transformation and stronger security guarantees. Namely, having as input OT5**®" that is sender list
simulatable and receiver private we realize OT,Igi,S,:ReW that has the same security guarantees, moreover, it is
B-rewind secure against malicious senders. Our construction works in the simultaneous message model and
is delayed input. That is, the receiver needs the input only to compute the second round and the sender
requires the input to compute the last round. We also argue that if the delayed-input property is not needed,
then we can obtain a k-out-of-n OT with the same security guarantees in the alternate message model.

Formally, we require the following tools:

— The three round 1-out-of-2 OT protocol OT ™R — (OT;,0T,,0T3, 0T, = (OT5,0TH)) described in
Figure 6.1.

— A k-out-of-n secret sharing scheme TSS = (Share, Rec).

— A symmetric encryption scheme SE = (Enc, Dec).

ListRew

We describe the k-out-of-n oblivious transfer OT ;5™ protocol in Figure 6.1.

Figure 6.1: Three round sender list simulatable and B-rewind receiver private k-out-of-n OT.

Initialization: The sender has input (s1,...,s,) and the receiver has in input a set X of k indices in

[n].

40



Round 1 (Receiver).
1. Generate oty ; == OT(1*,b}) for all i € [n] with b} < {0, 1}.
2. Send {oty;}icn to S.
Round 2.
Sender:
1. Sample random keys k; o, k; ; < {0 1} for all i € [n].
2. Generate oty ; < OTa (ot ;, (ki g, ki )) for all i € [n].
3. Send {ota;}icin) to R.
Receiver:
1. Compute a n-bit string by,...,b, where b; =1ifi € K
2. Compute d; = b; ® b}.
3. Send {d;};cpn) to S.
Round 3.
Sender:
1. Sample a random key k < {0,1}*.
2. Encrypt all the inputs using the key k, i.e. ct; + Enc(k, s;) for all i € [n] and generate a
k-out-of-n secret sharing of the key, i.e. kq,...,k, < Share(k,n — k,n).
3. For all i € [n], compute ct] ; and ct; ;, where ct] 5 := ki @ k; and ct} ; =k ; ©ct; if d; =0
and ct] g = ki ; © k; and ct} ; = ki o Dct; if dj = 1.
4. Send {ct] 4, ct} | }ic[n) to R.
Receiver:
1. Compute otz ; := OT3(oty ;,0tz ;) for all i € [n].
2. Send {ots, Z}Ze to S.
Offline computation.
Sender:
1. If L = OTf(otly,;, oty ;,ots ;) for any i € [n] output L, else output (s1,...,sp).
Receiver:
1. If L = OT(oty4,0tz;) for any i € [n] output L.
2. Else generate k;’ := OT3(ot1 ,0t1) for all i € [n] and compute k] := ki’ @ ct; ; for all
i € [n] where b; © d; = 0 and ct] := ki’ © ct}, for all i € [n] where b; ® d; = 1.
3. Compute k' := Rec({k; }ie[n]:b,@d,—0) and s; := Dec(k’, ct;) for all i € [n] where b; & d; = 1.
4. Output ( )Le[n] by @di=1"

Correctness. The correctness of the special k-out-of-n OT follows from the correctness of the underlying OT
protocol, the correctness of the symmetric encryption scheme as well as the correctness of the k-out-of-n secret
sharing scheme. From the correctness of the OT protocol it follows that k; = kg’bi for all ¢ € [n]. From the three
round computation of the sender it follows that ct; ; = k; ;, @ k; and ct; ; = kiga, ©ct; for all i € [n]. For all
(n—k), i€ [n], where b; ®d; =0 < b; —dl,ltholdsthat k’EBct o—k b Ok g Oki=ki, Ok, Ok =k
and with the correctness of the k-out-of-n secret sharing scheme it holds that k= Rec({k }ibi@d;=0). For
the remaining k, i € [n], where b; © d; = 1 & b; = 1@ d;, it holds that ki @ ct; ; = kj @ kigq, © ct; =
k’l@di @ kiga; @ ct; = ct;. Taking into account the correctness of the symmetric encryption scheme it follows
that s; := Dec(k, ct;) for all ¢ € [n] such that b; & d; = 1, which concludes the analysis of the correctness.

Theorem 6.1. Let X be a high min-entropy random variable defined by a pmbability distribution D and
let OTHSRY the 1-out-of-two OT described in Figure 5.1 for the functionality F Yo (where U is the uniform
distribution) which is B-rewind receiver private, then the OT protocol OT"'StRew described in Figure 6.11s a
three-round sender list simulatable OT against a non-aborting receiver for the functionality FE; (accordingly
to Definition 3.2) otherwise, OT"SR" s sender private (accordingly to Definition 2.6). Moreover is OT"'StReW
a B-rewind receiver private OT protocol (accordingly to Definition 3.5). OT"'StRew

OTLIStRew.

makes black-box use of
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We split this theorem into three lemmas, the first two focusing on the simulatability and privacy against
a malicious receiver and the third focusing on the privacy of the receiver against a malicious sender. These
lemmas are proven in the corresponding sections Sections 6.1 to 6.3

6.1 List Simulatability Against Malicious Receivers

Lemma 6.2. Let X be a high min-entropy random variable defined by a probability distribution D and let
OTHSRW 4he 1-out-of-two OT described in Figure 5.1 for the functionality FY7 (where U is the uniform
distribution) which is B-rewind receiver private, then the OT protocol OT,IQ';EReW described in Figure 6.1 is a

three-round sender list simulatable OT against a non-aborting receiver for the functionality F&r (accordingly
to Definition 3.2).

Proof. We prove that the OT OT',;iSfLReW described in Figure 6.2 is sender list simulatable by showing that
a malicious (non-aborting) receiver is not able to distinguish between a real execution of the protocol and
an ideal execution. The proof that this simulator runs in expected polynomial time and succeeds with
overwhelming probability can be found in Claim 6.3 & Claim 6.4.

We prove the indistinguishability between the real world and the ideal world using a sequence of hybrids
that we describe below:

Hybrid Hyp: This hybrid corresponds to the real world.

Hybrid H;: This hybrid is almost identical to the previous hybrid with the only difference that the input
bit b of the receiver is extracted. In order to do so the hybrid follows the steps (1), (2) and (3) of Sim
described in Figure 6.2, the hybrid outputs the view of R* in the first thread. The indistinguishability of
the hybrids follows with similar arguments to the one described in the claims 6.4, 6.3.

Hybrid H}: This hybrid proceeds as in the previous hybrid except that after the extraction of the input the
hybrid proceeds as explained in steps (4), and (6) of Sim described in Figure 6.2, but also in steps (4) and
(6) the second round is computed honestly (as in steps (2) and (3)). The hybrid outputs the same output
of Sim. The indistinguishability of the hybrids follows with similar arguments to the one described in the
claims 6.4, 6.3.

Hybrid H3: this hybrid, is described as in the previous hybrid but in step (z) the messages {ota;}e is
generated as described in step (4).2 of Figure 6.2 (to be more precise, x is used to denote the 4th or
the 6th stage of the simulation, namely x = 4 or z = 6). In other word {ots;}ic is generated using

the simulator Siim2 w.r.t. input k! ,,). The indistinguishability of the hybrids follows from the sender’s

privacy the underlying OT protocol QTLstRew

in Claim 6.5.
Hybrid H5: this hybrid, is described as in the previous hybrid with the following differences.
The hybrid sets K as specified in step (3).2 of Figure 6.2, then for ¢ € [n], the hybrid generates in step ()
the ciphertexts ct; ,, ct}; as follows (to be more precise, z is used to denote the 4th or the 6th stage of
the simulation, namely x =4 or z = 6):
L. If i € K set ct} ; + {0, 1})‘, while ct; ; is generated as in the previous hybrid.

, which follows with similar arguments to the one proven

2. If i ¢ K set ct; ; « {0, 1}, while ct; o is generated as in the previous hybrid.
If |K] < k then hybrid already corresponds to the ideal world, since all the information about the inputs
s; where i € [n] such that ¢ ¢ K is removed from the protocol execution. Otherwise, we proceed with the
following hybrids.
The indistinguishability between this and the previous hybrid follows from the perfect security of (multiple
instances of) the one-time pad, a similar reduction is shown in Claim 6.6.

In both of the following hybrids, it is assumed that || > k.

Hyrid HJ: this hybrid, is described as in the previous hybrid but the hybrid in step (z) switches from the
generation of a (n — k)-out-of-n secret sharing of the symmetric encryption key k to the generation of
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a (n — k)-out-of-n secret sharing of a random value (to be more precise, x is used to denote the 4th or
the 6th stage of the simulation, namely # = 4 or = 6). The indistinguishability between this and the
previous hybrid follows from the security of the k-out-of-n secret sharing scheme. A similar reduction is

shown in Claim 6.7.
Hybrid HZ: this hybrid, is described as in the previous hybrid but the hybrid in step (z) switches from

symmetric encryptions of the actual inputs s;’s, i.e. ct; < Enc(k, s;) to encryptions of random values,
i.e. ct; «+ Enc(k,r;),7; + {0,1}* (to be more precise, z is used to denote the 4th or the 6th stage of the
simulation, namely = = 4 or = 6). The indistinguishability between this and the previous hybrid follows
from the IND-CPA security of the underlying symmetric encryption scheme. For this subcase, this hybrid
corresponds to the ideal world. A similar reduction is shown in Claim 6.8.

From the above arguments we can conclude that Hy ~ H; ~ H} ~, Hj ~ H} ~ H} ~, H} ~, H§ ~ HS ~
HS ~. HS.

Figure 6.2: Simulator Sim = (Sim*, Sim?) for OT"'StRew

Let Sim = (Siml, Sim2) be the simulator defined in Figure 5.4 parametrized by the uniform distribution.
Input. The simulator Sim® takes as input the distribution D and 17,

1) First thread Sim! computes the following steps:
1. Upon receiving {ot1 ;};e[n] from R™ compute {otz2 ;}ic[n]) as the honest sender would do and send them to R™.
2. Upon receiving {d;};en) from R* compute {ctéyo,ctéyl}ie[”] as the honest sender would do and send them to R*.
3. If R* does not send any 3rd round then abort giving in output the view of R*.
4. Upon receiving {ot3,; };c[n] from R™ initialize Defense with the set of defenses of {ot1,;};c[n] obtained from {ot3 ;};en]-
2) Estimate abort probability Sim initializes ctr = 0,7 = 0 and computes the following steps:
1. Increment T'=T + 1.
2. Compute and send to R* a new 2nd round with fresh randomness as an honest sender would do. Upon receiving a 2nd
round from R*, compute and send to R* a new 2nd round with fresh randomness as an honest sender would do. If a
valid 3rd round is received from R* increment ctr = ctr + 1.
3. If ctr = 12\ then output p = %, otherwise, perform a new rewind, i.e. go back to step (3).1.
4. Set maxrew = [%]
3) Extracting input of R* Sim initializes ctr = 0 and computes the following steps:
1. Perform the rewinds as follows:

Rewinding Threads Sim computes the following steps:
(a) Increment ctr = ctr + 1

(b) Repeat steps of Rounds 2 and Round 3 with fresh randomness and upon receiving {a;}ie[m]
from R* check that the defenses contained in {gtxg,;}ie[m] are valid w.r.t. {ot1 ;};c[n)- Let Defense

be the set of valid defenses in {C/)\tg;}ie[,,”y Finally, set Defense := Defense N Defense.
(c) If ctr > maxrew output fail.
(d) Check if it is possible to extract b}, ...,b!, played by R* in {ot1,i}ic[n) following the same steps of

the simulator Sim1 described in Figure 5.4.; else continue the rewinding, i.e. go to step (2).1.

2. Follow the same steps of the simulator Sim1 described in Figure 5.4.on input the defenses Defense to extract the bit
string b], ..., b, played by R* in {ot1,:};c[n]. Then use d1,...,d, (sent by R* in the 2nd round of “First Thread”)
to compute the input b1, ..., b, of R*. Finally, compute the set K as the indices i where b, & d; = 1, for i € [n].
4) Estimate abort probability Sim initializes ctr = 0, 7 = 0 and computes the following steps:

1. Increment T'=T + 1.

2. For i € [n] generate oty ; as defined in step 4 of Slm w.r.t. input k’ where k; b is taken at random from the
Vi

b’ 9
uniform distribution. Send {otz2 ;}ien) to R™.
3. Upon receiving the 2nd round from R* compute (Ct£,07thi,1)i€[n] as follows:

(a) If K| >k
i. Sample a random symmetric encryption key k and compute ct; < Enc(k, r;) for all ¢ € [n] with r; + {0, 1}’\.
ii. Generate ki, ..., k, as an n-out-of-n secret sharing of a random r < {0, l}k‘

(b) K| <k

i. Sample {s;}iex at random from distribution D.
ii. Sample a random symmetric encryption key k and compute ct; « Enc(k, s;) for all i € K.
iii. Generate ki, ...,ky, as an n-out-of-n secret sharing of a k.
(¢) For all i € K sample ct] 4 + {0, 1}* and generate ct} ; as described in the protocol using ct;.

(d) For all ¢ ¢ K sample ct;,1 + {0,1}* and generate ct;0 as described in the protocol using k;.
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Send (Ct;.07Ct2,1)i€[n] to R* and if a valid 3rd round is received from R* increment ctr = ctr + 1.
4. If ctr = 12\ then output q = %, otherwise, perform a new rewind, i.e. go back to step (4).1.
5. Set maxrew’ = [2].

5) Query the ideal functionality If || < k Sim sets d = X - maxrew’ and sends to the ideal functionality (K, 1¢) obtaining
(3*,...,5%), where & = {s; }icx for j € [d].
6) Forcing the output Sim? on input (3%, ..., S‘d) computes the following steps:

Threads for forcing the output Sim? initializes ctr = 0 and computes the following steps
1. Increment ctr = ctr + 1
2. Compute (Ctr,i,07ct/i,1)i€[n] as describe in Step 4 “Estimate abort probability” but using 5" as input for
the case where |K| < k.
3. If ctr > X - maxrew’ output fail.
4. If R* gives an accepting Round 3 output the view of R* in this thread; else go to step (6).1.

Sim also keeps a count of its overall running time and if it reaches 2 steps it output fail.

Claim 6.3 Sim runs in expected polynomial time in \.

The analysis of the simulator follows similarly to the analysis in [GK96] as recapped in [Lin16]. We analyze
the running time in more detail. Let £ be the probability that the adversary R* outputs a valid third round.
The following analysis takes into account that each time Sim follows the steps of Sim it runs in polynomial
time.

In the first step (“First thread”) the simulator clearly runs in polynomial time. The estimation of the
probability for the second step (“Estimate the abort probability”) is executed until Sim does not collect 12X
valid third rounds from R*. Since the probability that R* outputs, a valid third round is e, Sim stops after
12X\ /e attempts.

From the analysis in [GK96] it follows that the estimation p is within a constant factor from &, unless of a
negligible probability 2=* (therefore the case of running 2* steps adds only a polynomial amount of overhead
to the simulator).

This results in an overall running time of the simulator that is expected polynomial in A.

Claim 6.4 Sim outputs fail with negligible probability in .

There are three possibilities that the simulator Sim outputs fail:

1. The simulator executes more than 2* steps
2. The simulator executes more than maxrew rewinds in step 3 (“Extracting the input of R*”)
3. The simulator executes more than A - maxrew’ rewinds in step 6 (“Forcing the output”)

The first case is directly bounded by the previous proof, i.e. if the simulator runs in expected polynomial
time in A then it only executes more than 2* steps with negligible probability.

To show that the second case is negligible, we need to bound the probability with which Sim extracts the
input of R*. The extraction of the input from R* is performed by Sim' following the extraction procedure of
Sim'. Therefore if Sim® fails the extraction with non-negligible probability, it is possible to show a reduction
against the parallel (simulation) security of the underlying QTStRew,

To bound the probability of the third case we first prove that the probability with which R* is answering
after receiving a simulated 2nd and 3rd rounds (as described in step (4)) is negligible close to the probability
that R* is answering after receiving a 2nd and 3rd round of the protocol computed honestly.

In order to do so we consider the following hybrids:

Hybrid Hy: This hybrid corresponds to the real world execution.

Hybrid Hj: The hybrids act exactly as the previous hybrid but upon receiving receiver’s messages oty 1, . . . , 0ty p,
the input bit b, of the receiver is extracted in exponential time. Then the hybrid sends the 2nd round of
the sender (computed in an honest way) to R* and upon receiving ds, ..., d, round from R* the set K is
computed as the indices ¢ where b, @ d; = 1, for i € [n]. The rest of the protocol is executed as the honest
sender would do.
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Hybrid Hy: this hybrid is described as in the previous hybrid but the messages {ot2;};c is generated as
described in step (4).2 of Figure 6.2 (i.e. using the simulator Sim” w.r.t. input k; , ). The indistinguishability

of the hybrids follows from the sender’s privacy the underlying OT protocol OTH*R which we formally
prove in Claim 6.5.

Hybrid Hs: this hybrid, is described as in the previous hybrid with the following differences.
The hybrid sets K as specified in step (3).2 of Figure 6.2, then for i € [n], the hybrid generates the

ciphertexts ct; (, ct; ; as follows:

L. Ifi € K set ct] ; + {0, 1}, while ct; ; is generated as in the previous hybrid.
2. If i ¢ K set ct; ; « {0, 1}*, while ct; o is generated as in the previous hybrid.

If |K] < k then hybrid already corresponds to the ideal world, since all the information about the inputs

s; where i € [n] such that ¢ ¢ K is removed from the protocol execution. Otherwise, we proceed with the

following hybrids.

The indistinguishability between this and the previous hybrid follows from the perfect security of (multiple

instances of) the one-time pad. The reduction is shown in Claim 6.6.

In both of the following hybrids, it is assumed that || > k.

Hyrid Hj: this hybrid, is described as in the previous hybrid but the hybrid switches from the generation
of a (n — k)-out-of-n secret sharing of the symmetric encryption key k to the generation of a (n — k)-
out-of-n secret sharing of a random value. The indistinguishability between this and the previous
hybrid follows from the security of the k-out-of-n secret sharing scheme. The reduction is shown in
Claim 6.7.

Hybrid Hy: this hybrid, is described as in the previous hybrid but the hybrid switches from symmetric
encryptions of the actual inputs s;’s, i.e. ct; + Enc(k,s;) to encryptions of random values, i.e.
ct; «+ Enc(k,r;),7; «+ {0, 1})‘. The indistinguishability between this and the previous hybrid follows
from the IND-CPA security of the underlying symmetric encryption scheme. For this subcase, this
hybrid corresponds to the ideal world. The reduction is shown in Claim 6.8.

Claim 6.5 Let the parallel version of OT SR be g three-round seder private OT protocol (against aborting
malicious receiver), then the hybrids H, and Hy are computationally indistinguishable.

Proof. To prove that the hybrids are computationally indistinguishable, we rely on the simulator of the
underlying OT protocol OTUstRew We prove this claim by contradiction. Let CH be the challenger of the
sender private OTHSR®Y We define the adversary A for OT 'R which internally runs R* and acts as a
proxy between R* and the challenger with respect to the messages of one execution of OTHstRe™ In more
detail, A upon receiving {ot1 ;}ic[n) from R* sends them to the challenger along with {ki o, k; ; }ic[n], Where
are chosen at random. A upon receiving {ot;}ic[,) from the challenger sends them to R* and continues
the rest of the protocol as an honest sender would do, using as keys {k; o, ki ; }ic[») in the third round. The
reduction runs the distinguisher (which exists by contradiction) on the output of A. The reduction gives as
output the output of the distinguisher.

O

Claim 6.6 The hybrids Hy and Hy are perfectly indistinguishable.

Proof. In this proof, we denote the number of times for which b, @ d; = 1 as ¢, i.e. || = £. We prove this
claim by contradiction. We assume that there exists an adversary R*, that can distinguish between the two
hybrids H; and H), with non-negligible probability, then we can use R* to construct an adversary A that
breaks the underlying (n — ¢) or ¢ instances of the one-time pads.

Upon receiving {oty ;}ie[) from R* the adversary A runs in exponential time and extracts bits b for all
i € [n]. For the generation of the second round, namely of {ots;};c[n], the reduction behaves as specified in
the previous hybrid. Observe that after this step, there exists no information about the keys k’l@b; for all

i € [n] in the OT execution. In the next step, for the generation of the third round of the sender, A behaves
as described in the protocol until the generation of the ciphertexts.
Now, we distinguish between two cases:
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; = 1 for less than or equal to k i’s, i.e. |K| < k.
; = 1 for more than k i’s, i.e. || >k .

&

1. b =
2.0 =

<

In the first case, the generation of the ciphertexts ct; ; for al 7 € [n] happens as described in the protocol
execution. For the generation of the ciphertexts ct; ; the adversary A interacts with a challenger that executes

¢ instances of a one-time pad.'® In more detail, it generates ct; < Enc(k, s;) and samples r; <+ {0, 1})‘ for
all i € [n] such that b, @ d; = 0. It then sends (ct;, Ti)ie[n]:b;@dizo as its (n — £) challenges to the underlying
challenger of the one-time pad and receives as a reply cta 1, which A uses as a reply of the third round for A’.
The remaining ciphertexts ct} ; are generated as described in the previous hybrid.

In this case, the reduction concludes with the observation that if the challenger of the (n — ¢) one-time pad
instances generates the ciphertexts ct;’1 using ct; for all ¢ € [n] such that b; @ d; = 0, then this corresponds
to hybrid H; and if the challenger generates ct}; using r; for all i € [n] such that b; @ d; = 0, then this
corresponds to hybrid Hs. If the adversary A’ is now able to distinguish between H; and Ho with non-negligible
probability, then our constructed adversary A breaks the underlying (n — £) one-time pad instances with
non-negligible probability. This results in a contradiction and concludes the proof for this case. In this case,
Lemma 6.2 already follows since all the information about the inputs s; where ¢ € [n] such that b} ® d; =0 is
removed from the protocol execution.

In the second case, the generation of the ciphertexts ct;1 for al ¢ € [n] happens as described in the
protocol execution. For the generation of the ciphertexts ct; ; the adversary A interacts with a challenger

that executes ¢ instances of a one-time pad. In more detail, it samples r; < {0,1}* for all i € [n] such that
b @ d; = 1. It then sends (k;, ri)ie[n]:b;@dizl as its £ challenges to the underlying challenger of the one-time
pad and receives as a reply ct;70, which A uses as a reply of the third round for A’. The remaining ciphertexts
ct;O are generated as described in the previous hybrid.

In this case, the reduction concludes with the observation that if the challenger of the ¢ one-time pad
instances generates the ciphertexts ct; ; using k; for all i € [n] such that b; ® d; = 1, then this corresponds
to hybrid H; and if the challenger generates ct; ; using r; for all 7 € [n] such that b; © d; = 1, then this
corresponds to hybrid Hs. If the adversary A’ is now able to distinguish between H; and Hz with non-
negligible probability, then our constructed adversary A breaks the underlying ¢ one-time pad instances with
non-negligible probability. This results in a contradiction and concludes the proof for this case. In this case,
to conclude the proof of the lemma, we need to proceed using the following hybrids. a

Claim 6.7 If b, @ d; = 1 for more than k i’s (i.e. |K| > k), then the hybrids Hy and Hs are perfectly
indistinguishable.

Proof. In this proof, we assume that there exist exactly (n — k — 1) indices for which b, & d; = 0. We prove
this claim by contradiction. We assume that there exists an adversary A’, that can distinguish between the
two hybrids Hy and Hg, in the case that b; ® d; = 1 for more than & ¢’s, with non-negligible probability, then
we can use A’ to construct an adversary A that breaks the underlying k-out-of-n secret sharing scheme.

Upon receiving {oty ;}ie[n) from R* the adversary A runs in exponential time and extracts bits b; for
all ¢ € [n]. For the generation of the second and third round the reduction behaves as specified in the
previous hybrid until the generation of the shares for the symmetric encryption k. Instead of generating the
shares by itself, A samples a random value r + {0, 1}/\ and sends (k,r) to the underlying challenger of a
(n — k)-out-of-n secret sharing scheme that replies with {k;}ic[n):p/@d;,=0- Due to the previous hybrid, all the
remaining ciphertexts, i.e. {ki}ie[n}:bg @d;=1 , already correspond to random values. For the generation of the
remaining ciphertexts and for the remaining steps, A proceeds as described in the previous hybrid.

We conclude the reduction with the observation that if the challenger of the (n — k)-out-of-n secret sharing
scheme generates the shares w.r.t k, then A simulates hybrid Hy and if the challenger of the (n — k)-out-of-n
secret sharing scheme generates the shares w.r.t the random value r, then this corresponds to hybrid Hs. If

1 (n — £) instances here means that the challenger flips a single bit b and then encrypts, in all (n — ¢) executions of
the one-time pad, the challenge message corresponding to the bit b. This directly reduces to the single instance case
using a simple hybrid argument.
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the adversary A’ is now able to distinguish between Hs and Hz with non-negligible probability, then our
constructed adversary A breaks the underlying (n — k)-out-of-n secret sharing scheme with non-negligible
probability. This results in a contradiction and concludes the proof. O

Claim 6.8 If b, @ d; = 1 for more than k i’s (i.e. |K| > k), and SE is an IND-CPA secure symmetric
encryption scheme, then the hybrids Hs and Hy are computationally indistinguishable.

Proof. We prove this claim by contradiction. We assume that there exists an adversary R*, that can distinguish
between the two hybrids Hz and Hy, in the case that b; ® d; = 1 for more than k i’s, with non-negligible
probability, then we can use R* to construct an adversary A that breaks the underlying IND-CPA secure
symmetric encryption scheme.

Let us fix the first round message {ot1,; };c[,) that maximizes the distinguishing advantage of the adversary

R* in the above two experiments. Note that in OT ™R the input of the receiver is fixed in the first round,

therefore it is fixed once {oty ;};c[n) are generated. Let b be the inputs of the receiver, respectively, used in
{ot1,i }iepn)- We define the adversary A for OT’ which internally runs R* and acts as a proxy between R* and
the challenger of the IND-CPA security.

In more details, A takes as auxiliary input ({ot1,;}ic[n], 10; }16[71]) and compute the following steps. A
generate the 2nd round as described in the previous hybrld then in the third round A samples a (n — k)-
out-of-n secret sharing of a random value and uses those values in the generation of the ciphertexts ct; ,. To
obtain the ciphertexts ct; the adversary submits as challenge queries to its underlying challengers the pairs
(si,r;) for all i € [n], with 7; < {0,1}" to obtain as a reply ct; for all i € [n]. It then uses these ciphertexts
as in the protocol description for the generation of the ciphertexts ct; ;. Finally, A outputs (ct; o, ct} ;) to A"

We conclude the reduction with the observation that if the challenger of the IND-CPA secure encryption
generates all the ciphertexts ct; w.r.t the sender inputs {s;}ic[,), then A simulates hybrid Hz and if the
challenger of the symmetric encryption scheme generates the ciphertexts w.r.t. the random values r;, then this
corresponds to hybrid Hy. If the adversary R* is now able to distinguish between Hs and Hy with non-negligible
probability, then our constructed adversary A breaks the IND-CPA security of the underlying symmetric
encryption scheme with non-negligible probability. This results in a contradiction and concludes the proof of
the claim. Since this hybrid corresponds to the ideal world, this concludes also the proof of Lemma 6.2. O

6.2 Proof of the Sender Privacy

Theorem 6.9. Let X be a high min-entropy random variable defined by a probability distribution D and let
OTHSRW yhe 1-out-of-two OT described in Figure 5.1 then the OT protocol OT"'StRew described in Figure 6.1
is sender private (accordingly to Definition 2.6) against aborting adversary.

Proof (Sketch). This lemma can be proven in the same way as Lemma 5.8. Therefore, we refer to Lemma 5.8
for further details. 0

6.3 Proof of B-rewind Receiver Security

Lemma 6.10. OTstReW ¢ 1-out-of-two OT described in Figure 5.1 which is B-rewind receiver private,
then OT"'StReW is B-rewind recetver private OT protocol (accordingly to Definition 3.5).

Proof (Sketch). This lemma can be proven similarly to the bullet (3) of Claim 6.4. O

Remark 6.11. We finally observe that if the delayed-input property is not needed, then the k-out-of-n OT
described in Figure 6.1 can be easily modified to work in the alternated model. Indeed, if the receiver knows
the input in the first round already, then it knows the shares {d;};c[n], and these can be sent in the clear
already in the first round (instead of waiting until the second round). Accordingly, the sender that receives
these shares can compute all its messages already in the second round. Hence, the only party speaking in the
third round will be the receiver.
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7 Two-Party Computation

In this section, we construct a three-round (in the simultaneous message model) 2-party computation protocol
I1%PC that is 1-rewinding secure list-simulatable with delayed function selection for NC; circuits (we refer to
Definition 3.3 for a formal definition).

To construct our protocol, we make use of the following tools.

— A two-round information-theoretic two client, m server MPC protocol ® = (®1,{®2;}icim))"” for
computing NC! circuits, that satisfies security with selective abort against a malicious, adaptive adversary
corrupting a single client and at most ¢ = (m —1)/3. Here, we fix m = 8\. We need the protocol to satisfy
two additional properties:

e We require the first round message of the protocol to be independent of the function description and
only depend on its size.

e Given a first round message from the clients, the servers in the second round, are given descriptions
of two functions fy, f1 and should be able to generate the second-round message corresponding to
these two functions on the same first-round message from the client. In other words, we require the
protocol’s first round message to be reusable once.

In [IKSS21] the authors argue how to obtain such a scheme.

— A PRF PRF: {0,1}* x {0,1}" — {0,1}".

— A symmetric encryption scheme SE = (Enc, Dec).

— A delayed-input, 1-rewinding secure extractable commitment scheme ExtCom = (ExtComj, ExtComgy, ExtComs)
which has been presented in Section 2.2.

— A three-round list simulatable against sometimes aborting adversaries A-out-of-m OT protocol OTM™:=
(OT+™,0Ty™, OTé\’m, OTX™). We require the protocol to be B° = 6 rewind secure against corrupted
receivers for the uniform distribution U, i.e. for the functionality ]-"gT. In more detail, the uniform
distribution ¢ here samples m random strings of length A each acting as the randomness s; for all i € [m]
used for the commitment generated in the first round of the protocol.

— A three-round list simulatable against sometimes aborting corrupted receivers, and private against
corrupted sender 1-out-of-2 OT protocol OT ? := (OT}?,0Ty? OTS? OTL2) that is B = 6 rewind
secure against corrupted receiver for the uniform distribution U’ i.e. for the functionality ]—'8’%. In more
detail, the uniform distribution /' here samples two random strings of length X acting as the secret keys
(ski3?* ski7*) used for the ciphertexts generated in the third round of the protocol.

— A garbling scheme GC = (Garble, Eval).

We propose the formal construction of our protocol in Figure 7.1, and refer to the introduction for an
informal description of the protocol.

Figure 7.1: The three rounds of the 2PC protocol T12P¢

Initialization: The sender S has input y and the receiver R has input =x.

Round 1.
Sender:
1. Compute com} := ExtCom; (1*;s;) with s; < {0,1}" for all i € [m)].
2. Send ({com}};cim)) to R.
Receiver:
1. Compute (21, ...,Zm) < ®;(z). We assume that x; € {0,1}* and we denote by x;,; the
j-th bit of x; for all j € [4].
2. Sample z;j1,..., 2 jx-1 + {0, 1} and set ;5 x—1 = 2i j Dren—1] Tijk for all i € [m], j €
[4].

! Here, ®,; is the function that takes {yi;} e and {@ij.x}je(q,re[n as inputs and first reconstructs {zi;} ;e[ and
then applies the function computed by the i-th server in the outer protocol ® on f, {zi ;, i }jeq
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3. Choose a random subset K C [m].

4. For all i € [m],j € [f,k € [\ sample r;;r + {0,1}* and compute ot?’* «
OT1? (1%, i j1) Sample 7+ {0,1}* and compute ot; « OT}"™(1*, K;r).

5. Send O'CZ and {Ot gk }1€[m l.icle.ke[n to S.

Round 2.
Sender:

1. Sample sk’ ski7F « {0,1}* for all i € [m],j € [(] and k € m

2. Sample p"I* and compute oty?* « OTL?(ot?*, (ski7* skiF*); pidk) for all i € [m], j €
[{] and k € [A].

3. Compute oty + OTA " (oty, {s; Yietm))-

4. Send oty and {Ot2 }ze[m 1,7€[0),kE[N] to R.

Receiver:
1. Compute com} <+ ExtComz(com?) for all i € [m].
2. Send ({comb}icimi, f) to S.
Round 3.
Sender:

1. Sample k; + {0,1}* for all i € [m].

2. Compute (y1,...,ym) < P1(y). We assume that y; € {0, 1}€ and we denote by y; ; the
j-th bit of y; for all j € [£].

3. Compute com} := ExtComgs (1%, y;, ki, {ské’j’k,ski’j’k,Pi’j’k}je[é’],kem; s;) for all i € [m].

4. Compute &, {laby”,1ab\" Vicpm) jere), {1abG"", 1aby "  Yicpm jernein  Garble(1%, @5 557,
for all ¢ € [m] where r; := PRF(kl, f). Here {%g],@;’]}le (m].jelq) are the input labels for
the sender and {Iabi S ,lab}’ }ze[m],je[é] ke[ are the input labels for the receiver.

5. Sample ki7F kiPF {o 1}* and generate ct;”"* := Enc(sk;”"*, labj""*; PRF(kj"*| f)) for
allbe{() 1},16[ l,j € [¢] and k € [A].

6. Send {comé, i)i}ie[ and {Cto’]’ Ctl’J’]C Iaby’fj }1€[m] JE[0],kE[N] to R.

Receiver:

1. Compute oty”* « OTy?(ots”*; r49k) for all i € [m],j € [(] and k € [A].

2. Compute otz + OT5"™ (otg; 7).

3. Send otz and {Otg’j’k}ie[m]7]46[@]7;66[)\] to S.

Figure 7.2: The output computation of the 2PC protocol IT12P¢.

Output Computation.

Sender:
1. Verify that all the OTs are accepting, and reject if this is not the case.
Receiver:
1. ComPUte {Sz}zEK = OT?)\uT(Ot% )
2. Compute sk”k = OTL2(oth?*; ridk) and Iab;JJkk = Dec(skgjf’;’fk,ctgifk) for all i €

. € [0,k € [A.
3. Forall i € K: .
(a) Compute (y;,ky, {skp 7" sk'f’]’k}je[g]) from com?, com? and randomness s;.

(b) Compute r; = PRF(kZ,f)

(¢) Compute tIDZ,{IabO 7 ab,” Vi {laby 7" 1ab} 7k} iy = Garble(1, @4 ;7).

(d) Check if ®; that is recelved in the third round is the same as the one computed above.
(e) Check that Iaby’zj = lab , forall j € [4].
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(f) Check that ski/* = ski"% for all j € [(],k € [A
(8) Compute laby”y = Dec(sk{"}  cty?F ) forall j € 0],k € [N.
(h) Check that labj7* = lab,"""* for all j € [¢],k € [\] and b € {0,1}.
(i) Check that oty”* = OTy?(oti?", (ski”* skik); pidk) for all j €[],k € [
4. If any of the above checks fails, output L.
5. For all ¢ € [m], compute z; := Eval(®;, {Iab;’zj Yies {Iab;fjkk Vel ken)-
6. Compute the output by running oute on {z;}ie[m], the input = and the random tape used
for generating (z1,...,Zm)-

Theorem 7.1. Let Xg be a high min-entropy random variable defined by a probability distribution Xg, the
protocol TI?PC (Figure 7.1) is 1-rewinding secure list-simulatable against sometimes aborting adversaries with
delayed function selection for NCy circuits for the ideal functionality F*S (according to Definition 3.3), that
makes block box use of OT 2, OT** ExtCom, PRF,SE, and GC.

In the next two sections, we prove the security against malicious senders (Section 7.1) and security against
(sometimes aborting) malicious receivers (Section 7.2).

7.1 Simulation based security against adversarial senders

We provide the formal description of our simulator Simg in Figure 7.3. We start the proof assuming that the
adversarial sender provides an accepting third round with non-negligible probability, and then we elaborate
on the case where the adversary aborts with overwhelming probability.

Hybrid Hgy: This corresponds to the output of the real experiment, where the adversarial sender can send
two-second rounds, and expect two to receive two valid third rounds (recall that we want to prove that
our protocol is 1-rewind secure).

Hybrid Hy: In this hybrid, for each i € [m] we extract the value {y;, k;, {skg’j’k, sk/f’j’k7 p’:’j7k}j€m’kem using
extractable commitment scheme, and, as explained in the simulation (Figure 7.3), construct the set C
and abort when |C| > A. In Lemma 7.2 we prove that Hy and H; are computationally indistinguishable
and that Hj runs in expected polynomial time. We refer to Figure 7.4 for the formal description of Hj.

Hybrid Hs: this hybrid is exactly like H; with the difference that the values {z;};cx and the output of the
receiver is computed running the simulator for ®. More formally, if all the checks succeed, then Hy does
the following:

— Instruct Simg to adaptively corrupt the set of servers indexed by K and obtain {x;};cx. Perform
all the checks that an honest receiver does and if any of these fails then return abort to the ideal
functionality.

. — ”
— For each i € C'U K, compute z; = Eval(®;, {labyi,j Yiews {|3bgf,fk}je[e],ke[>\])~
— Send {z }iccuk as the second round message from the corrupted servers to Simg. If Simg instructs

the honest client to abort, then the hybrid aborts.

The indistinguishability between the two hybrids comes immediately from the same arguments used
in [IKSS21, Claim C.11].

Hybrid Hs: This hybrid behaves exactly like the previous one, with the difference that receiver messages for
all the instances of OT™? are now computed using random inputs. The indistinguishability between the
two hybrids comes from the B°t-rewind security of OT'?. In Lemma 7.5 we prove that H, and Hs are
computationally indistinguishable.

Hybrid Hy: In this hybrid, we use the simulator Simg and the values {z;};ccurx. Note that Hy is identical
to the output of the simulated experiment. In Lemma 7.6 we prove that Hz and H, are statistically
indistinguishable.
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Figure 7.3: Simulator Simg against malicious senders.

Simulator Sim against S*
Step 1 Perform the extraction procedure from the extractable commitments as described in Figure
7.4, and during the rewinds act as follows.
1. Use random inputs to compute all the messages of oTH2,
2. Compute the messages of OTM™ as the honest receiver does using a random input K C [m]

with | K| = A.
Step 2. N .
1. When the extractor returns (with over extraction) {y;, ki, {skg’j’k7 Sk/f’j’k, pl"%k}ie[m]}jem,kem
run Simg on input yi, ..., Yn and function f. When Simg queries the ideal functionality on

xg record this query, and for each i € [m] do the following. N N
(a) For each j € [f],k € [m],b € {0,1} compute lab;”* := Dec(skj”"*, ct;/*)
(b) Compute r; :== PRF(k, f).
(c) Computefi)i, {I?t%“, I,avbll’]}je[g], {Iabg’j’k7 Iab’f’j’k}jem = Garble(l’\,ég)i;ri).
(d) Check if ®; that is received in the third round is the same as the one computed above.
(e) Check that E;j] = EIT);]J for all j € [(].
f) Check that ski?* = ski™"* and labj?* = labj"""* for all j € [¢],k € [],b € {0,1}
(g) Check that oty”* = OTy?(oti 7", (skis?* ski?k); piik) for all j € [€],k € []
(h) If any of the checks fail, then add ¢ to a set C' (which is initially empty).
2. If |C| > A then send an abort to the ideal functionality.
3. If |C| < X then continues the execution and instruct Simg to adaptively corrupt the servers
indexed by the set C' and obtain {z;}icc.
4. Instruct Simg to adaptively corrupt the set of servers indexed by K and obtain {x;};ck.
Perform all the checks that an honest receiver does and if any of these fails then return abort
to the ideal functionality.

) = —ij ik
5. For each i € C'U K, compute 2; := Eval(®;, {lab,; };cp, {laby"" }icp kepn)-
6. Send {z;}iccur as the second round message from the corrupted servers to Simg. If Simg
instructs the honest client to abort, then the simulator sends abort to the ideal functionality.

Otherwise, it asks the ideal functionality to deliver outputs to the honest receiver.

@

Figure 7.4: H;

M
Round 1. Compute the first round of II?P¢ as the honest receiver, and send it to the adversary. Upon
receiving the message ({com} };c(m)) from S* forward it to the left interface.
Round 2. Upon receiving ({comj}ic(m), f) on the left interface forward it to S*.
Round 3. Compute the third round as the honest receiver would do. Upon receiving the third round
from S* do the following.
— If the third round received from S* is accepting (i.e., the honest receiver would not abort)
then forward {com}};c() to the left interface.
— Else, send an abort message on the left interface.

Hi

1. Act as the honest receiver of ExtCom would, agains the sender M. If MPt send a valid third
round then continue as follows, abort otherwise and return what MM returns.

2. Rewind MM until three accepting transcripts for ExtCom have been collected such that 1) the
transcripts all share the same first round and 2) each transcript is computed with respect to a
different second round.
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3. Run the 3-extractor of ExtCom on input these three transcripts, and when the extractor returns
7o i ki {5k 7 K, 01K Y ey g kepq do the following.
(a) For each j € [f],k € [m],b € {0,1} compute lab,”* = Dec(ski”*, cti/*)
) Compute r; := PRF(k;, f).
) Computefi)i, {I/avbz)’]7 g);’]}je[[], {lab7k Iab/f’j’k}jem = Garble(1*, @3 ;7).
) Check if ®; that is received in the third round of the thread that contains 7.
(e) Check that Tab,” =lab,’ for all j € [{].
) Check that ski”"* = sk;""* and labj7* = lab,”* for all j € [¢],k € [A],b € {0,1}
) Check that oty?* = OT2 (oti 7" (ski*, skiF); pid k) for all j € [0], k € [A]
) If any of the checks fail, then add i to a set C' (which is initially empty).
. If |C| > A then abort.
. If |C] < X the continue as follows. N
. For all i € [m], compute z; := Eval(®;, {m;j] Yiem {Iabyfk Yiela ken)-
. Compute the output by running outs on {z;}icm, the input = and the random tape used for
generating (z1,...,%m).

N O Ot

Lemma 7.2. Assuming that OTM™ is B -rewind secure, private against corrupted sender k-out-of-n oblivious
transfer protocol, then Hy and Hy are computationally indistinguishable.

Proof. Let {ya, Kas {skga’j’k, sk Ik, P} etml e kefg e the value extracted from the a-th extractable
commitment in H,. For each j € [€], k € [m],b € {0,1} let lab{"""* be the value obtained from Dec(sk{"*, ct{"*).

Let 7o = PRF(kq, f) and &4, {laby "~ ,laby ~ }eq, {labi#* 1ab/® 7%} 1y == Garble(1*, ®5 4: 74))-
We denote with Ext, the event where the following occurs:

. ég’a is received in the third round of the thread that contains 7.

. Taby” =1lab,” for all j € [(].
- sk Pt = sk for all j € [(],k € [A],b e {0,1}
. lab 7 = labj*7* for all j € [€],k € [\] and b € {0,1}.

oty = 0Ty (ot ] 7F, (ski?™, sk F); pd) for all j € [€], k € [A]

Tk~ W N

We prove the following intermediate claim.

Claim 7.3 Let ¢ be the aborting probability of the adversary, then Vo € [K],Pr[Ext,|a € K] =1 — negl(}),
where K denotes the input used to generate the messages of OTM™ in Hy.

Proof. The proof follows from the observation that during the rewinds H; keeps fixed the input K used
OTM™. Hence, in any triple of accepting transcripts, the extractable commitments indexed by a (Va € K),
are honestly generated (this can be checked upon receiving the output of OT)"m). Hence, we can invoke the
3-extractability property and be sure that we have extracted corresponds to the correct message.

O

Claim 7.4 Va € [m], |[Pr[Exty|a € K] — Pr[Exty|a ¢ K || < negl()\), where K denotes the input used to
generate the messages of OTM™ in Hy.

Proof. In Claim 7.3 we have argued that the extraction from the extractable commitments indexed by « is
successful for every a € K. We now argue that we can extract successfully from the a-th commitment even
when a ¢ K. Suppose by contradiction that the claim does not hold. This means that the probability of
success of the extractor on the a-th commitment depends on the input K used by the receiver to compute
the messages of OTM™. This intuitively means that we can construct a reduction to the B°-rewind receiver
security of OT*™. The adversary AT on input Ky, K7 C [m], which denote the challenge messages, such
that a € Ky and « ¢ K, interacts with a challenger. The challenger that acts as the honest receiver for
OTM™ using as input Ky, with b « {0,1}. ACTY™ works as follows.
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1. Upon receiving oty from the external challenger, compute the first round as the honest receiver would in
the real-world experiment, but use oty, in the place of the message that would have been generated by
running OT"*. Send the first round of I12P€ to S*.

2. Upon receiving the first round from S*, reply with a second round computed as the honest receiver would
do.

3. Upon receiving two second rounds from S*, forward (ot},ot2) to the external challenger (where otd
represents the sender message for OT™™ send in the d-th second round message received from S*).

4. Upon receiving (ot},ot3) from the challenger use these to compute two accepting third rounds for I12PC.

5. Upon receiving the third round of II?P¢ from S*, rewind S* collect the transcript for the a-th extractable
commitment and repeat the steps 2,3 and 4 twice.

6. If three transcripts for the a extractable commitments have not been obtained, then return a random guess,

else rely on the 3-extractability property of ExtCom to obtain {ya, ka, {skg)"j’k, sk/lo"j’k, PIFY feia keN-

7. For each j € [{],k € [m],t € {0,1} let lab;7* be the value obtained from Dec(skiy”*, ct??*). Let

ro = PRF(ka, f) and &4, {laby ", 1ab; "}, {labg ", labi®7*} 1y == Garble(1*, ®5 45 74)). Return 1
if all the following conditions are satisfied with respect to the transcript generated in the main thread,
return 0 otherwise

(a) @y, is received in the third round of the main thread.

) Tab,” = 1lab,” forall j € [(].
¢) sky"t = sky P for all j € [(], k € [A], b € {0,1}
) lab 7 = labj®7* for all j €[],k € [\] and ¥’ € {0,1}.
)

oty ?* = OTy?(ot? 7", (ski7*, sk{"); p*3k) for all j € €],k € [A]

We note that the rewinds performed during the extraction do not perturb the reduction due to the B
rewind security of OT*™ (we recall that B° = 6).
Let € be the probability that S* provides an accepting transcript in H;. Then we have that Pr [Ext,|a € K| =

Pr {AOT“" =1lb= 0} .e3 and Pr[Exto|a ¢ K| = Pr [AOT“"' =1)b= 1} -3, By contradiction, it must be
that |Pr [.AOTM" =1b= O} —Pr {AOTA’M =1b= 1] | is non-negligible, but this contradicts the receiver
privacy of OT™. O

We are now ready to prove that Hy and H; are computationally indistinguishable. We first argue that for
each i € C'N K one of the checks done by the honest receiver in H; independently fails with probability at
least 1/2. To see why this is the case, consider some i € K NC. If i was added to C as a result of the check in
Step 2.(c) failing, then the honest receiver also catches this with probability 1. If ¢ was added to C as a result
of a check in Step 2.(e) fails, then it means that there exists j,k and b € {0,1} such that sk;f’j’k * skZ"j’k.
In this case, the honest receiver catches this with probability at least 1/2 since x; j; = b with probability
1/2. If ¢ was added to C as a result of the check in Step 2.(d) failing, then honest receiver in Hy catches this
with probability 1. This shows that for each ¢ € C' N K, one of the checks done by the honest receiver in Hy
independently fails with probability at least 1/2.

We have proven in Theorem 7.4 that the probability of extracting successfully from the a-th commitment
is independent of whether o belongs to K or not. Hence, we can now prove that if K is chosen uniformly at
random, then the probability that |K N C| < A/100 is 2-9(). This last part of the proof follows from exactly
the same arguments of [TKSS21, Claim C.10.]

Finally, we need to prove that H; terminates in expected polynomial time. We note that the rewinding
threads are identically distributed to the main thread in H;. Let € denote the probability that A does not
abort. Then, we have that the expected running time of Hy is 1 — e + e% times a fixed polynomial required to
compute the commitments and the OT messages. Thus, the overall expected cost is poly(A)(2 — ¢€).

O

Lemma 7.5. Assuming that OT"? is B -rewind secure, private against corrupted sender 1-out-of-2 oblivious
transfer protocol, then Ho and Hs are computationally indistinguishable.
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Proof. Assume by contradiction that there exists a distinguisher that can distinguish between the two hybrids
. .. oTh:2 . .

with non-negligible advantage. We show how to construct an adversary A that breaks the receiver privacy

of OTY2. The OT challenger receives challenge messages {Z; j x }icm],je[g],ke[r] and 0. That is, the challenger,

in the (¢, 7, k)-th OT execution will either use the input z; ;x or 0. ACT™? works as follows.

— Upon receiving the OT messages from the challenger, use them to compute a complete interaction with
S*.

— Upon receiving the third round, rewind S* two times and use the 3-extractability property of ExtCom
thus obtaining {y;, ki, {skg’]’k7sk/lm’k,pZ*J’k}ie[m]vjem’ke[g], and construct the set C' as described in Hs
(and H3). If C' > A then return a random guess, return whether S* returns.

Note that when the OT messages are computed using the values {xiyj’k},;e[m] jelo,keln]> then the view of 5*
corresponds to Ha, else it corresponds to Hs. Moreover, the extraction of {y;, ki, {Skg’j’k, sk/f’j’k, Pi’j’k}ie[m],je[e},ke[é]
(hence the reduction) is successful with probability €3, where € is the non-negligible probability that S*
provides an accepting transcript. The proof ends with the observation that the rewinds performed to extract
from ExtCom do not perturb the reduction due to the B°' rewind security (we recall that B°* = 6, and that
in each thread S* can ask to different second rounds).

O

Lemma 7.6. Assuming the security of the outer MPC protocol, we have Hg is statistically indistinguishable
from Hy.

Proof. Assume by contradiction that there exists a distinguisher that can distinguish between the two hybrids
with non-negligible advantage. We show how to construct an adversary A® that breaks the security of the
protocol ®. A® works as follows.

— Rewind the adversarial sender two times and use the 3-extractability property of ExtCom thus obtaining
{yi, ki, {skgw’k,skiw’k,pi’j’k}ie[m]’jem,kem, and construct the set C' as described in Hz (and Hy). If C > A
then return a random guess, otherwise continue as follows.

Send {y; }ic[m) to the external challenger.

— Corrupt the sender client and sends z i as the input of the receiver client to the external challenger.

— Before receiving the second round message from the challenger, ask the challenger to adaptively corrupt
the servers indexed by the set C' and the set K.

Upon receiving {x; };ccuk, use it to to perform all the checks as in Hz (and Hy) and evaluates the garbled
circuits ®; for each i € C'U K thus obtaining {zi}iecuk-

— Send {2 }iccuk to the challenger and obtain the output of the honest receiver.

— Return whatever the adversarial sender returns.

Note that if the outer protocol messages given by the challenger are generated using the real algorithms
then the view of S* is identical to the view it has in Hz. Otherwise, it is identical to the view S* has in Hy.
The proof ends with the observation that the extraction of {y;, k;, {sklow’k7 sk’lw’k, P9} ictm, e ke (hence
the reduction) is successful with probability €3, if € is the non-negligible probability that S* provides an
accepting transcript.

]

7.2 Proof against corrupted receivers
We recall that we prove the security of the protocol only against non-aborting receivers. We denote the
simulator of OT*™ with (Sim}"™, Sim3"™) and the simulator of OT*™ with (Sim1*2, Sim2?).

We consider the following sequence of hybrid experiments.

Hybrid Hy: this is identical to the real game experiment.
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Hybrid H;: The difference between this and the previous hybrid experiment is that Sim}’2 and Simi"m are
run. Upon receiving the output from these simulators, the experiment rewinds up to the second round,
and completes an execution against the corrupted receiver as the honest sender would do.

Ho and H; are statistical indistinguishable due to the security of Sim}'* and Simi"m. We recall that this
holds due to the fact that these simulators simply perform a sequence of rewinds, where each rewinding
thread is identical to the main thread in the real-world experiment.

Hybrid Hs: The difference with the previous hybrid is that upon receiving the outputs from Sim%’2 and
Simi’m, these are used to set the inputs (and run) Simy? and Simg’m respectively. We refer to Figure
7.5 for the formal description of Hy. The indistinguishability between the two hybrids comes from the
security offered by Simy® and Sim)"™.

Hybrid H], with v € {1,...,A}: Let K be the valued returned by Simi\’m. This hybrid works exactly like
the previous one, with the difference that, when the extraction performed by Sim%’2 and Simi"m is
successful, then the j-th execution of ExtCom; commits to 0* if i € I where I is a (uniform-)random
subset of [m] \ K with |I| =~. We refer to Figure 7.6 for the formal description of the hybrid. We note
that H) and Hy are identical. In Lemma 7.7 we prove that Hg_l ~ HJ for each v € {2,...,\}.

Hybrid Hy: The difference between this and the hybrid H3 is that any PRF evaluation is replaced by the
evaluation of a random function (we refer to Figure 7.7 for the formal description of the hybrid). The
indistinguishability between this hybrid and H3 comes from the security of the PRF.

Hybrid Hs: The difference between this and the hybrid H} is that during the phase denoted as forcing the
output, all the ciphertexts that are not opened to the adversarial receiver (this is non-ambiguously defined
by the values extracted using the OT simulators) are set to be encryption of a constant value (0 in our
case). We refer to Figure 7.8 for the formal description of the hybrid. The indistinguishability between
this hybrid and Hy comes from the semantic security of the encryption scheme.

Hybrid Hg: The difference between this and the hybrid Hs is that during the phase denoted as forcing the
output, all the garbled circuits not open to the adversarial receiver (this is non-ambiguously defined by
the values extracted using the OT simulators of OT’\’m) are simulated. We refer to Figure 7.9 for the
formal description of the hybrid. The indistinguishability between this hybrid and Hs comes from the
security of the garbled circuit.

Hybrid H7: The difference between this and the hybrid H} is that during the phase denoted as forcing the
output, we use the simulator Simg generates the first round messages {y; }icx from honest sender as well
as the second round messages {2;};¢x from the honest servers. We refer to Figure 7.10 for the formal
description of the hybrid. The indistinguishability between this hybrid and Hg comes from the security of
the outer protocol .

This part of the proof ends with the observation that the H; corresponds to the simulated experiment (see
Figure 7.11). In the case where the sender aborts with overwhelming probability, the proof follows exactly
the same steps, with the exception that there is no need to extract and to argue that the extraction is
correct. Indeed in this case the honest receiver would simply abort.

We finally argue that the running time of the simulator is expected polynomial time. This holds since
the work performed in each rewinding thread is polynomial, and moreover, the rewinding threads are
identically distributed to the simulated thread. Given that the simulator just needs to collect three
accepting transcripts, we have that in expectation the simulator will run in polynomial time.

Figure 7.5: H,

Input extraction. Run Sim}? and Sim}"™. For each rewind performed by the simulators prior to
the extraction do the following
1. Let ské’]’k,ski’j’k be the input sampled by Sim}'* from D2, for each i € [m)],j € [{],k € [)],
and let s, ..., s, the values that Sim;"™ samples when querying D™,
2. Compute com} := ExtComy(1%;s;) for all i € [m] and send ({com}}ic(m)) to R*.
3. Upon receiving ot} and {Oti’j’k}ie[m],je[e],ke[,\] from R* forward these to Sim}"™ and Sim}?
respectively.
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4. When Sim%’2 or Sim ™ send {ot2’J’ Yiciml,jele, ke and oty respectively, forward these messages
to R*.

5. Upon receiving two second-round {c,c'} from R*, sample zs <+ Dg and for each
({comb }iepmy, f) € {c,c’} do the following

- Foreachze[ ]
i. Sample k; < {0,1}* for all i € [m)].

ii. Compute (y1,-..,ym) < P(zg).

iii. Compute com} := ExtComs(1*,y;, k;, {ské’j’k, ski’j’k7Pi’j’k}je[t’],ke[x]; s;) for all i € [m]
(where pJ* is the randomness used by Sim}*? to compute the message oty?*).

iv. Compute &)i, {@3”,@1’] }iG[m] €0 {labf)’j’k, |ablfj7k}i€[m},je[f],kdﬂ o =
Garble(1*, @, ;,7;) for all i € [m] where r; := PRF(k;, f). Here {EE’J,E;’]}Z-GW]JG[Z]
are the input labels for the sender and {Iabé’j’k, Iab’i’j’k}ie[m]’je[g],kep\] are the input
labels for the receiver.

v. Generate cté’j’l€ = Enc(s.kf)’j’k7 Iabé’j’k; PRF(kz’j’k,f)) for all b € {0,1},7 € [m],j € [{]
and k € [A].

- Send é {cté,ctﬁ,comé, i) }Ze[m and {Cté’j’k Cti’j’lC Eh‘j }Ze[m] JE[0],kE[N] to R*.
6. Upon receiving otz and {ot” }Ze[ 1jele. ke forward these to Sim}"™ and Slm1 respectively.
Forcing the output. Upon receiving (1", {z; j x }ic[m],jcle,ke[r]}> 21) from Slm1 and (12, K, z9)
from Sim}"™ do the following.

1. Let s < min{r1, Ko}, for each ¢ € [k], i € [m], 7 € [€],k € [\, sample sk™** < {0,1}*, and set
(sk,...,8™) = (st,...,s™).

2. For each ¢ € [x] (i.e., for cach rewind performed by the OT simulators Sim}? and Sim)™ on
mput respectlvely (1"‘ {sk7 }LE Licml,jele.kex]> #1) and ({s'}.en.ick), 22), Teceive oty and
{ot2 }ie[m ljele ke from Slmg‘ and Slmé ? respectively, and do the following.

(a) For each i € [m] pick ski”*, k7" « {0, 1} for each j € [(], k € [)]
(b) For each i € K compute ots”* « OTL?(ot??*, (ski?* ski7k); pidk) for all j € [] and

ke [A. A

(c) Send ote and {Ot;’j’k}ie[m]7]46[@]7;66[)\] to R*.

3. Upon receiving two second-round {c,c’} from R*, sample zg <+ Dg and for each

({comb }icmys f) € {c,c’} do the following
- For each b € {0, 1}, for each ¢ € [m] do the following
i. Compute (y1,...,ym) < P1(zs).

ii. r; := PRF(ky, f).

iii. i)i, {EE’J,E;)J}Z-G[WL]JG[Q, {Iabé’j7k, |abi’j’k}j€{g]vk€[)\] — Garble(l/\ Dy 05 7“1‘).

iv. Compute com} := ExtComs(1 ,y,kz,{ski’j‘k ski’jk irdok Yiem | ke[N]; Si i),

v. Sample ki7" kw k « {0,1}* and generate cti?* := Enc(sk?*, lab57*; PRF(KI* ),

cthih = Enc( Ki9F labbPk: PRE(KSPF ) for all k € [A].

- Send {comé, i)i}ie[m] and {cté’j’k,cti’j’k,@;’; }ie[m],je[Z],ke[A]

Figure 7.6: Hybrid HJ with v € [)].

Input extraction. Run Sim}? and Sim}"™. For each rewind performed by the simulators prior to
the extraction do the following
1. Let ski”" ski* be the input sampled by Simp? from D2, for each i € [m],j € [(],k € [\,
and let s1, ..., s, the values that Sim}"™ samples when querying D™,
2. Sample xg + Dg.
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3. Compute com} = ExtCom1(1>‘ ;) for all i € [m] and send ({comi};cpm)) to R*.

4. Upon receiving ot} and {ot1 }ze[m] jele) ke[ from R* forward these to Slm " and Sim}’2
respectively.

5. When Sim}’2 or Sim1 send {ot2’J’ Yiepml,jele, ke and oty respectively, forward these messages
to R*.

6. Upon receiving two second-round {c,c’} from R*, sample xg <+ Dg and for each
({comb }tieim), f) € {c,c’} do the following
- For each i € [m] do the following
i. Sample k; < {0, 1}/\ for all i € [m)].

ii. Compute (y1,...,Ym) (131(xg).

iii. Compute com} := ExtComs(1*, y;, k;, {ski’j 4§ ski’j o~ pid k}je[[ 1.ke[n); i) for all i € [m]
(where p»7F is the randomness used by Slml’ to compute the message ot, L k)

iv. Compute &, {Taby” , Taby” }icpmy.ic e, {1abi?* 1ab7* } i LicldkeN -
Garble(1*, @5 ;, 1) for all i € [m] where r; == PRF(k;, f). Here {Taby” , Taby” Yicmy jei
are the input labels for the sender and {lab’?*, lab’? k}lE[m]JE[é],ke[}\] are the input
labels for the receiver.

v. Generate ctz’j’k = Enc(ské’j’k7 Iabg’j’k; PRF(ké’j’k7f)) for all b € {0,1},i € [m],j € [{]
and k € [A]. N

( ) Send é {cté,ctﬁ,comé, (i’ }Ze[m and {Cti’j’k Cti’j’k E%] }ze[m],JE[ ,ken] to R*.
7. Upon receiving otz and {ot3 }1e m).jele,ke[r forward these to Slm1 and Sim}’2 respectively.
Forcing the output. Upon receiving (1", {2 jx }icm],jeleke[r] }> 21) from Sim}’2 and (172, K, z9)

from Sim}"™ do the following. N
1. Let k < min{x1, Ko}, for each ¢ € [x], i € [m],j € [¢],k € [\], sample sk’¥* « {0,1}*. Let I
be a random subset of [m] \ K with |I| = a, for each i € I, set s := 0*, else set s' := s'.

2. For each ¢ € [k] (i.e., for each rewind performed by the OT simulators Simy? and Sim)™"™
on input respectively ({sk” 4k}LE[ Liciml.jelakens 21) and ({s},exick, 22), receive oty and
{ot2 }1€[m 1.ile ke from Slmg‘ and Sim%’2 respectively, and do the following.

(a) For each i € [m] pick ski7* ski* < {0,1}* for each j € [(], k € [)]

(b) For each i € K compute oty”* « OTL?(ot??*, (ski?* ski7F); pid k) for all j € [¢] and
ke [N N

(C) Send oty and {Ot;%k}ie[m],je[l],ke[A] to R*.

3. Upon receiving two second-round {c,c’} from R*, sample zg <+ Dg and for each

({comb }icmys f) € {c,c’} do the following
- For each i € [m] do the following
i. Pick k; « {0,1}".
ii. Compute (y1,...,Ym) + P1(xg).
Hi, 7y = PRF(kl,f)
iv. ®;,{lab,’,Tab; }16[7,4]6[6 {lab5”* 1ab? }je,] kel 4 Garble(1%, @5 5: 7).
v. Sample kiR I {0, 1}* and generate cti?" := Enc(sk”* laby7"; PRF(K57F ),
cthih = Enc( k3% labhPk: PRE(KE))) for all k € [/\].
vi. If iel then compute com?, := ExtCom3(0*) else compute
comi, := ExtComs(1*, y, ky, {ski?* skiI™" pidk ) in peing; si).

(a) Send {comg, (i)i}ie[ and {Ct gk Cti’j’k,ﬁ‘zi{j }iG[m],je[f],kE[A] to R.

Lemma 7.7. Let ExtCom be the delayed-input commitment scheme 1-rewind secure protocol of Section 2.2.
Let OTM™ be a A-out-of-m sender private OT (accordingly to Definition 2.6) protocol, then the hybrids H:i‘fl
and H§ are computationally indistinguishable.
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Proof. Suppose by contradiction that there exists an adversary that distinguishes the two hybrids with
non-negligible probability ¢, then we show how to use this adversary to contradict the hiding of ExtCom.
Let CH be the corresponding challenger for the hiding security game of ExtCom. We make the following two
observations before starting the reduction: (1) the simulators Sim}’* and Simg"m require only a constant
number of accepting transcripts in order to perform the extraction of the inputs used by the receiver in the
OT executions. Let us denote this constant with R,;; (2) by assumption, the adversary R* does not abort
with non-negligible probability p.
The reduction Acom works as follows.

1. Upon receiving com; from the external challenger, set com{ < com;. Compute the first message
accordingly to Hs (and Hg) with the difference that com§ is used.

2. Upon receiving the second round from R* act as in Hy (and Hs), with the following differences:

(a) Allow Sim}'? and Sim}"™ to perform up to Ry rewinds only.

(b) Sim}™ queries D’*™  instead of D™, D'*™ behaves exactly like D™, with the difference that the
a-th output (s) is set to 0.

(¢) Any time it is required to compute a third round for the a-th execution of the extractable commitment,
use in its place a value uniformly random sampled from the space of all the valid third rounds of
ExtCom.

3. If Ryt accepting transcripts have been collected and it is possible to extract the inputs {2 j & }ic[m],je[e], ke[ }

via Sim%’2 and K via Simi"m then continue as follows, otherwise, output a random bit and stop.

4. If a € K, then output a random bit and stop, else continue.

5. For each i € [m],j € [{], k € [\], sample sk"/** « {0,1}*. Let I be a random subset of K with |I| = a,
for each i € I, set s* := 0.

6. Run Sim%? and Sim)"™ on input respectively ({ski’j’k}ie[m]’je[mq,\],zl) and ({s};cx, 22), receive oty
and {oté’j’k}ie[m]’jemﬁke[,\] from Sim)™ and Sim2%, compute the second round accordingly to HY ™! (and
HS).

7. Upon receiving {c,c’} from R* in the second round, parse c as ({comé}ie[m], f) and ¢’ as {com¥ i€m]-
and send (com§, comf¥) to the challenger.

8. Set mg + (Ka, {skg’j’k, sk(f’j’k,p"’j’k}je[g]’kew) and m; + 0%, and send (mg,m;) to the challenger.

9. Upon receiving (com§, com4*) from the challenger use these to complete the interaction with R* accordingly
to HY ™! (and H$).

Let ¢ be the non-negligible advantage the adversary has in distinguishing the hybrids Hg_l and Hg.

Let Ext be the event where Sim?[’2 and Simi\’k extract successfully, then the probability that Acm wins is

Pr[Ext](1/24¢q) + (1 — Pr[Ext])/2 = 1/2 + ¢Pr[Ext].
To prove that the reduction is successful we just need to prove the following claim.

Claim 7.8 Pr[Ext] is non-negligible.

Proof. Suppose that this is not the case, then we can construct a reduction that breaks the sender privacy
(Definition 2.6) of OT»™. The reduction takes as auxiliary input the first round of the adversary, and the

inputs encoded in the OT message oti"m that we denote with K. Note that, due to the sender privacy of
OTM™ we have that K = OTExt(ot}"™). The reduction proceeds as follows.

1. Sample a random « € [m]. For each i € [m] \ {a}, let s; be the randomness used in the i-th execution of
ExtCom. Send the challenge messages (K, {s1,...,8q,...,5m}), where s, = 0*.

2. Upon receiving ot™™ from the challenger, use it to compute the second round of the protocol.
3. Upon receiving the second round from R*, complete the third round as in Hs.
4. If R* aborts then return 0, else return 1.

We distinguish between two cases, « € K and o ¢ K.
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non-negligible. Hence, Pr [ Ext]

When « ¢ K then the behavior of R* is independent from the input used by the challenger to compute

the messages of OTM™. Indeed, If this is not the case, then we can use the above adversary to break the
security of OTM™.

When a € K, in the worst case, the probability that R* provides an accepting third round could be 0.

From the implications above we can conclude that the probability with wich the adversary does not

abort (i.e., provide an accepting transcript) is at least p’ = (1 — A/m)p + A/m -0 = (m — \)p/m, which is
= p'Bot . The proof of the claim ends with the observation that R,; is constant.

O
O

Figure 7.7: Hybrid Hy.

Input extraction. Perform the same steps as in H§‘.
Forcing the output. Upon receiving (1", {z; jx }icm],jele,ke[r] }> 21) from Sim;? and (172, K, z5)
from Sim}*™ do the following.

L. Let < mln{m,ng} for each ¢ € [s], i € [m],j € [{], k € [A], sample sk P {01V ifi ¢ K
then s’ := 0* else 5! := s'.

2. For each v € [x] (i.e., for each rewind performed by the OT simulators Simy? and Sim)™
on mput rebpectlvely ({ski7:* }LE Licimljela ke 21) and ({s'}ex ek, z2), receive oty and
{ots” }ze[m],ge[Z],ke[A] from Sim)"™ and Sims respectively, and do the following.

(a) Additionally, for each i € [m] pick ski PR skl h {0, 1} for each j € [(], k € [)]

(b) For each i € K compute ot5?* « OTL2(ot™*, (ski?F ski7F); pidk) for all j € [(] and
ke [A.

( ) Send oty and {Ot2 }Ze[m 1.5€18), k€N to R*.

3. Upon receiving two second-round {c,c’} from R*, sample zg < Dg and for each

({comb }icmys f) € {c,c’} do the following
- For each i € [m] do the following
Compute (y1,...,ym) < P1(zs).
If © € K then
i. Pick k; « {0,1}".
i. 71 = PRF(ki, f).
iii. i)l, {E El }ze[m] jelds {Iab bdk Iab” }je (4, kG[A] — Garble(l’\ Py l,n)
iv. Sample ki7F KiPk {0,1}" and generate cti?F = Enc(ski?F, 1abl?*; PRF(K57F ),
cthih = Enc(skll’j ¥ labb?F: PRE(KS7F ) for all k € [A].
v. Compute com} = ExtComs(1*,y, k;, {ské’j’k,ski"j’k,Pi’j’k}je[ZLke[,\]; ;).
else
i 7 {O, 1})\
ii. @y, {Taby” ,1aby"” }icpmy jepe, {1ab5"", 1abT7 "} jepo) kepy) < Garble(1%, @g55m).
iii. Sample ri7* r&7F o £0,1}* and generate ct;?* = Enc(ski?F | labi7 7‘0’7’ ), cty
Enc(ski7", labb? % 20Ky for all k e [\] j € [4].
iv. com} := ExtComj3(0*)

- Send {com}, (i)i}ie[ and {cti?" Cti’j’kaEZ,{j}ie[m],je[IZ],ke[/\] to R.

igk .

Figure 7.8: Hybrid Hs.

Input extraction. Perform the same steps as in Hy.
Forcing the output. Perform step 1 and 2 as in Hy.
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3. Upon receiving two second-round {c,c’} from R*, sample zg <+ Dg and for each
({comb }icmys f) € {c,c’} do the following
- For each i € [m] do the following
Compute (y1,-.-,Ym) < P(zg).
If : € K then
i. Pick k; « {0,1}".
i, ry= PRF(kZ,f)
iii. (I)“ {|ab0 ’El }ze[m],je[f]v {|ab(i)’j’k7 |abi’j’k}je[4]’ke[)\] — Garble(l’\, Dy i574).
iv. Sample k{7 ¥ Kbk £0,1}* and generate cté’j’k = Enc(ské’j’k7 Iabé’j’k; PRF(ké’j’k,)),
ct?* .= Enc(sk>* labb*; PRF(KIF ) for all k € [A].
v. Compute com} = ExtComz(1*,y, k;, {ské’j’k,ski’j’k,Pi’j’k}je[f],ke[,\]; ;).
else
i r; + {0, 1}A
ii. (I%,{|ab El }ze[m] jelds {Iab bdk Iab” }je [4,ke[N] < Garble(l’\ Dy 45 74).
iii. Generate ct ’f’f,c = Enc(sk™"*, lab™7*)), ct ’]’I” p = Enc(skl’f’7 k.0 for all j € [(] and
ke [A
iv. comj := ExtComs(0*)

- Send {com}, @}ie[ and {ct” ok cti’j’k,@Zij}ie[mme[g],ke[,\] to R.

Figure 7.9: Hybrid Hg.

Input extraction. Perform the same steps as in Hs.
Forcing the output. Perform step 1 and 2 as in Hs.
3. Upon receiving two second-round {c,c’} from R*, sample xg + Dg, compute (y1,...,Ym)
®1(zg). For each ({comb}icpm, f) € {c,c’} do the following
- For each i € [m] do the following

If ¢ € K then
i. Pick k; « {0,1}".
i. 7y = PRE(ki, f).
iii. (I)Z, {Iabo ,|ab1 }zE[TYL] JE]» {lab a |ab }]E g] kE[)\] “— Garble(l (I)Q Z,TZ)
iv. Sample ki7* ko7F « {0,1}" and generate ctj”* == Enc(ski?", labl?*; PRF(ki7"))),

cthF = Enc(skbF 1ab?*: PRE(KHF ) for all ke [/\]

v. Compute com} := ExtComs(1*, 4, k;, {sk” ok skZ’J ok PR} se e ke Si)-

else

i Compute zi = Pi{®i gk tiernepm]s {¥igtier)

ii. ®;,{lab” }76[5 {Iab TR ke < Simgc (1Y, 1%l 12 7)),

iii. Generate ct ’Z’] . = Enc(sk™* lab™I"*)), thj’gf in = Enc(ski’j’] ., 0%) for all j € [¢] and
ke [Al.

iv. com} := ExtComj3(0*)

- Send {com}, (i)i}ie[ and {cti?" Cti’j’kaEZ;}ie[m],je[IZ],ke[A] to R.

Figure 7.10: Hr.

Input extraction. Perform the same steps as in Hg.
Forcing the output. Perform step 1 and 2 as in Hg.
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3.

Upon receiving two second-round {c,c’} from R* in the (-th rewind, sample zg + Dg and for

each ({comb}icpm), f) € {c, ¢’} do the following

(a) Run Simg by corrupting the client corresponding to the receiver and the set of servers
indexed by K and obtain {y;}ick.

(b) For each i € [m], j € [¢] compute x; j = BreTijik- Let 2, = zi1]| ... ||z;e. Run Simg on
input {z;},¢x as the first round message sent by the malicious client and f as the func-

tion to be computed. When Simg makes a query to the ideal functionality on input xp,

intercept this query and compute out := f(zg, ). Provide out as the output from the
ideal functionality to Simg and obtain {z;}i¢x-
(¢) For each i € [m] do the following
(d) If i € K then
. Pick k; + {0,1}".
ii. T = PRF(kl,f)
(I>27 {labO alabl }ze[m] JE] {lab Ik lab }JE GRS Garble(l by Ji rz)
iv. Sample k7% koPF « {0,1}" and generate ctj”* == Enc(sk};7", Iab”k PRF(KG7F ),
ct?* = Enc(sko* labb*; PRE(KEIF ) for all k € [A].
v. Compute com} := ExtComs (1%, y, k;, {ské’j’k,ski’j’k7pi’j’k}je[f],kep\]; ;).
else o
i i)i, {mz)]}jem, {|abi’j’k}j€[4]’k€[)\] — SimGC(lk 1|‘i’i|, 126 2 i)-
ii. Generate ctjﬂ’i’_fk = Enc(sk7™* lab™7)), ctl’J’w, i = Enc(sk“f’fh 0M) for all j € [¢] and
ke [Al.
iii. com} := ExtCom3(0*)

ko ik TR
- Send {com}, ®; iYie[m) and {cth?* ct? Jlaby” Yiepm) jer ke to B

Figure 7.11: Simulator Simg against malicious receivers.

Sim;. Run Sim;? and Sim}"™. For each rewind performed by the simulators prior to the extraction do
the following

1.

Let ské’j’k,ski’j’lC be the input sampled by Sim%’2 from D2 for each i € [m],j € [(],k € [\],

and let s, ..., s, the values that Sim}""™ samples when querying D™,
Compute com} := ExtComy(1%;s;) for all i € [m] and send {com} };c[n) to R*.
Upon receiving ot} and {Oti’j’k}ie[m],je[e],ke[ ] from R* forward these to SlmA " and Sim}’2

respectively.
When Sim?2 or Sim1 send {ot2’J’ Yiepml,jefe, ke and oty respectively, forward these messages
to R* along with xg with g < Dg.
Upon receiving two second-round {c,c’} from R*, for each ({comb};cim, f) € {c,c’}, where fo
is the function received in ¢ and f7 is the function received in ¢’ do the following
- For each i € [m] do the following
i. Sample k; < {0, 1} for all i € [m)].
ii. Compute (y1,...,Ym) + P1(xs).
iii. Compute com := ExtComs (1%, y;, ky, {ski;?", ski% | pirik Vel ks si) for all i € [m]

(where p'7'F is the randomness used by Slm1 to compute the message otl 7> k)

iv. Compute CI)i’ {|ab0 , |ab1 }ie[m],je[f]a {Iabo’] k, |abllj }ie[m“’em’ke[)\] N —
Garble(1*, @5 ;,7;) for all i € [m] where r; == PRF(k;, f). Here {laby”,1ab\” }icimy e

are the input labels for the sender and {Iabé’j’k, Iabg’j’k}ie[m]’je[g],ke[x] are the input
labels for the receiver.
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v. Generate cti?* := Enc(ski* labi7*; PRF(ki* | f)) for all b € {0,1},i € [m],j € [/
and k € [A].
(a) Send C, {ctf),ctﬁ,com?,,(b }Ze[m and {cth?* ctik W }le[m]ﬂe[] ke[ to R*.
6. Upon receiving otz and {ot3 }1e (m],jele), kel forward these to Slmi‘ and Sim1’2 respectively.

7. Upon receiving (1", {x; j r Yie[m).je[q.ke[r]}> #1) from Sim? and (172, K, z5) from Sim}™™, for
each i € [m],j € [{] compute z; ; = @kep\]xi,j’k. Let x; = x;1]| ... ||zie, and reconstruct the
input of the corrupted receiver xg.

8. Let k + mln{/ﬁ,@} return (1%, (g, fo, f1), aux = (K {245,k Yiemm je.ken 1 21, 22)-

9. For each ¢ € [k], i € [m],j € [{], k € [\], sample sk™"* « {0,1}* 1f 7 gé K then s! := 0%, else
st = s".

10. For each ¢ € [k] (i.e., for each rewind performed by the OT simulators Slm2 and Simé\’m

on 1nput respectlvely ({sk; gk Yoelnl iem],ielq e[\, 21) and ({s'}.en,ick 22), receive oty and
{ot2 }ze[m],gew] kel from Slm;‘ ™ and Slmé 2 respectlvely7 and do the following.
(a) For each i € [m] pick ski;?* ski7* {0 1} for each j € [{], k € [A]
(b) For each i € K compute otQ’J k — OTY2(oth?F (skixd ™ skidFy: piik) for all j € [£] and
ke [A.
(c) Sample zl «+ X',
(d) Send oty and {oth” }ze[m ljcl.ke[y to R* along with z%.
11. Upon receiving two second-round {c,c’ } from R* in the (-th rewind, and for each

({comd}ie m], ) € {c,c’} do the following
a) Run |mq> by corrupting the client corresponding to the receiver and the set of servers

indexed by K and obtain {y;}icx. Run Simg on input {z;};¢x as the first round message
sent by the malicious client and f as the function to be computed. When Simg makes a
query to the ideal functionality on input z g, intercept this query provide out* < f(z%,zr)
as the output from the ideal functionality to Simg and obtain {z;};¢ k-

(b) For each i € [m] do the following

(c) If i € K then

i. Pick k; « {0,1}".
ii. r; = PRF(kZ,f)
iii. <I>l, {Iab El }ze[m] jeld)s {|ab0’]’lC |ElbZ Ik }je (4, ke[A] — Garble(l)‘ Py l,n)
iv. Sample ki7F koK  {0,1}* and generate cti”* == Enc(sk*, lab’?*; PRF (ki7" ),
cthih = Enc(skll’j ¥ lab%?*: PRE(KE7))) for all k € [)\].
v. Compute com} = ExtComz(1*,y, k;, {ské’j’k,ski’j’k,pi’j*k}je[g]’ke[,\]; 54).
else -
i. @, {Tab™ }cre, {1ab"* } e ke < Simac (12, 11%41, 126, 2).
ii. Generate ctljjkk = Enc(sk™"* lab™"*)), ctzlifjk = Enc(skz’fjkk,OA) for all j € [¢] and
k€ [AL
iii. com} := ExtComz(0*)
- Send {com3, P, }ze and {Cto’]’ Ctl’J’]C E }1€[m] jele),ken] to R.
12. Upon receiving §%2 from Simy? and & from Slmg’m If 612 = §M™, set § := §12,and
continue, else abort the execution.
13. Save the state of Sim; aux, and return (1%, (x g, fo, f1, 2), where (fo, f1) represent the function

sent from the receiver in the d-th thread.

Simy. Upon receiving ({outy,out! },cx,aux = (K, {x jk ticim),je[a,ke[n)}) continue the d-th thread
from the third round, and do all the steps that Sim; does from point 11.a until point (excluded)
point 13 up to k times, with the only difference that when Simg makes a query to the ideal
functionality on input x g, intercept this query and reply with out* (when Simg is queried the ¢-th
time for the ideal functionality f;) as the output from the ideal functionality to Simg and obtain

{Zi}i¢K~
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Additional property against adversarial receivers. Suppose that the function the receiver picks is
always of the following form:

— Let zp := (z, ) be the input of the receiver, and zg := (y, s, s1) be the input of the sender
— The function f*9 returns g(z,y), Sgaa, where 8, a € {0,1}, and g is just another NC; function.

Consider the simulator Si~m1 that works exactly like Simy with the following differences

— During the input extraction phase, instead of sampling from Xg, Sim; samples from Xg. Xg queries Xg
thus obtaining (y, so, $1) and returns (y, sS4, S4)-
— Sim; rewinds the adversarial receiver only R° times (i.e., Sim%’2 and Simi"n stop after R°* rewinds).

Assuming that we have an adversary that provides a valid third round with non-negligible probability &,
then Sim; extracts correctly the input of the adversarial receiver with non-negligible probability either when
d = 0 or when d = 1. More formally, let Ext? be the event where Sim; extracts correctly the input of the
adversarial receiver when querying X' g, then we have that

Claim 7.9 Pr [Eid € {0,1}|Ext? | is non-negligible.

Proof. If by contradiction the claim does not hold it means that Sim; fails when d = 0 and d = 1. In particular,
this means that the probability that Sim; collects R°t accepting transcripts is negligible in both cases, hence,
this means that the aborting probability of the adversary changes by a non-negligible amount, compared
with when the adversarial receiver is interacting with Sim;. Note that in the threads where d = a @ 8 the
view of the adversary in Sim; is identical to the view of the adversary in Sim;. To conclude the proof we need
to argue that d = a @ 8 with non-negligible probability in at least R°* rewinding threads. Suppose that this
probability is negligible both when d = 0 and when d = 1, then this would contradict what we just argued
(i.e., it would contradict the security of Simy). O

Theorem 7.10. Let £ = poly(\) and {Xs, }je[q be a high min-entropy random variable defined by a proba-
bility distribution {Xs,};jc[q, the protocol 1%PC (Figure 7.1) is 1-rewinding secure {-sender list-simulatable
against sometimes aborting adversaries with delayed function selection for NCy circuits for the ideal func-
tionality FiXs;iew (according to Definition 3.4), that makes block box use of oTH2, OTk’)‘7 ExtCom, PRF, SE,
and GC.

The proof of this theorem proceeds very similar to Theorem 7.1. In particular, the proof differs slightly
only in proving the security against ¢ corrupted receivers. In this case, we observe that the proof uses the
same hybrid arguments {H;};c7 of Section 7.2, but each hybrid H; is iterated £ times one for each execution
of TI?P€ which is performed between the j-th sender and the j-th receiver for j € [¢]. The indistinguishability
between the hybrids is argued similarly to the proof of Section 7.2.

8 List Non-Malleable OT

8.1 Definition ¢-Non-Malleable k-out-of-m Oblivious Transfer

In this section, we give the definition of list non-malleable k-out-of-m Oblivious Transfer. Roughly speaking,
we consider an adversarial man-in-the-middle (denoted by MIM) that interacts with up to ¢ senders Sy, ..., Sy
on the left, and up to £ receivers Ry, ..., Ry on the right. The guarantee of non-malleability ensures that the
distribution of the inputs that the adversary uses in the right sessions (as a sender) is independent of whether
the adversary receives messages generated from honest senders, or generated from a simulator (who uses
only the inputs that muset appear in the output view of the adversarial receiver). More formally, This is
formalized by the existence of a simulator S which interacts with MIM as senders in the left sessions and as
honest receivers in the right sessions. S having access to the list-simulatable ideal OT functionality Fisior
(Figure 8.2), is able to simulate S1,...,Sp.

This definition is very close in spirit to the one described in [IKSS21], but adapted to our list simulatability
paradigm.
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Definition 8.1 (/-Non-Malleable k-out-of-m Oblivious Transfer). An {-non-malleable Oblivious
Transfer protocol (NM-OT ) is a protocol between a sender S with inputs {x;}icm) from a the domain X and
a receiver R with input K C [m] where |K| = k, that satisfies the following properties:

Correctness: For every i € [m],z; € {0,1}" and K C [m] such that |K| =k,
outr(S({zi}icim), R(K))) = {zi}icx

Receiver Security (under Parallel Composition with Fixed Roles):
For every non-uniform PPT adversary S* there exists a non-uniform PPT adversary Sim for the ideal world
such that

RealNM_opg* (1>‘)} ~ Idealpggr,Sim (1>‘)

where Realym-oT, 5+ denotes the distribution of the output of the adversary S* (controlling the sender)
after a real execution of the protocol NM-OT where the receiver has inputs {K;} e and the sender has
input {xi}ie[m]. Idealpg}r,s;m denotes the analogous distribution in an ideal execution with a trusted party
that computes F&y (see Figure 8.1) for the parties and hands the output to the receiver.

Figure 8.1: Functionality F5t

Functionality F3;
F&y running with a sender S, a receiver R and an adversary Sim proceeds as follows:

— Upon receiving a message (send, {2;}icim), S, R) from S where each z; € {0,1}*, record
{zi}icim) and send send to R and Sim. Ignore any subsequent send messages.

— Upon receiving a message (receive, K) from R, where K C [m] send {z.}c.cx to R and receive
to S and Sim and halt. (If no (send,-) message was previously sent, do nothing).

List Non-Malleability: Consider any PPT adversary (denoted by MIM ), with any auziliary input aux, that
interacts with up to ¢ senders St,...,Sp on a left session and up to ¢ receivers Ry,..., Ry on a right,
where for every j € [¢], R; has input K;. Let Realpim nm-o1 (17, {Kj}jci) denote the joint distribution of
the view of the adversary and the outputs of honest parties in the real-world world experiment described in
Figure 8.5. Moreover let inpyym = {Zi,j }ic[m),jerr be the inputs of MIM implicitly defined in the real-world
experiment while MIM is acting as a malicious sender. We require the existence of an expected non-uniform
polynomial time simulator Sim that with black-box access to the adversary MIM interacts with the ideal
functionality ‘FII\.IISI\t/IOT (see Figure 8.2) as described in the ideal world experiment of Figure 8.3, and return
an output, denoted by IdeaISImJ_—mOT(l)‘, {K;}jerg) such that the following holds for any {K;};ein

Realvimnm-ot (17, {K;}jeia), inPim ~e |dea|Sim,]—','\ﬁ\‘mT(l)\v {K;}jem)

Figure 8.2: The list functionality Fisyor

The functionality is parametrized by the samplers X, and by the honest receivers inputs {K;}jc(q-

1. Upon receiving the receivers-inputs of the corrupted parties {Kj}je[Z]: and k € N, for each k € [k]
do the following
- For each j € [€] sample {x; j i }ieim) <= X and compute outf ; = {@c jn} ek,
Send {OUt?}ne[k],je[é} to MIM. .
3. Upon receiving (abort) from MIM do the following. For each j € abort send an abort command to
P

o
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Figure 8.3: Real and ideal world

A ) A R
Realmim nm-o1 (1%, { K }jeqe) Idealg;, 7= (1%, {K;}je(n)

1. For each i € [m],j € [¢] sample 2;; « X". 1. ({Kj}e0, 1%, 2) « Sim? (1% {K; Y eqe) _

2. For each j € [€] compute the first round T3, of NM-OT 5 gend {K;}jeqq to the ideal functionality 'F’I\IIS’\‘)IOT
as the honest sender S; would do on input ({xi j}ic(m]) which computes {OUt;}je[E],me[k] as described us-
and the randomness r; + {0,1}* and send w}gj to MIM. ing the sampled inputs {Z;, ;}ic(m],jelq as described

. before.
1
8. For each j € [€] compute the first round TR, of NM-OT o 17 over SimzA({OUtj}jE[Z],NE[k]v 2) queries A with

as the honest receiver R; would do on input (K;) and a message ({ﬂ'g,}je[E],qe[a]): replace the query with
the randomness r; < {0,1}* and send ﬂ'}?j to MIM. 7

{=d 3}, 0],q€[3]> {%4i,5 Yic[m],jelg) and forward the
4. For cach q € {2,3} s;Jicle,qels] i,j fi€[m],j€(4]

) L. _g-1 pair to A.
(a) For each j € [£] upon receiving TR, from MIM 4. (1, View, {# ; Yiciar) jen) -
(playing a:eqa malicious receiver), compute the q- Sim?({OUt?}je[é],ne[k]a 2) with ¢ € [K]U {L}.
th round Ts; of NM-OT as the honest sender Sj 5 gend (abort) where abort is a set of indices that
would do and send it to MIM. determines which honest parties should not receive
(b) For each j € [£] upon receiving ﬁg;l from MIM the output from Frsor-

(playing as a malicious sender), compute the q-th 6. Return View, {mi’j}ie[M]'jeH‘

round ﬁ;/v of NM-OT as the honest receiver R;

J
would do and send it to MIM.
5. For each j € [€] upon receiving 7"1'?1}‘,/ , compute the output

out; as S; would do, and return the view of MIM.

8.2 Construction of ¢-Non-Malleable k-out-of-m OT

In this section, we gave our construction of ¢ non-malleable list-simulatable k-out-of-m OT (formally described
in Figure 8.5).

Our construction is similar to the one presented in [IKSS21], the crucial difference is that we use our
three-round two-party computation protocol II, which satisfies the notion of list simulatability against
sometimes aborting (instead of a simulation secure two-party computation protocol). To construct our 3-round
non-malleable OT protocol we make use of the following tools.

An information-theoretic m(\) - £(\) non-malleable coding scheme/split-state non-malleable code NM =
(Code, Decode).

A low-depth proof Idp = (Prove, Verify) for P.

An existentially unforgeable signature scheme DS = (Setup, Sign, Verify).

A 3-round public-coin syncronous non-malleable commitment with simulatability property IIymc =
(Snmc, Rnmc)-

A three-round list simulatable, against sometimes aborting adversaries, two-party computation protocol
IT accordingly to Definition 3.4 for NC* circuits (constructed in Section 7). IT implements the function
fnm—ot described in Figure 8.4, the corresponding ideal list functionality parametrized by the distribution
Dnm—ot defined over the sender’s inputs, i.e. the distribution induced by the digital signature scheme,
the non-malleable commitment scheme, the non-malleable code, as well as the uniform distribution. More
formally, this distribution is defined by the distributions derived from DS.Setup, 2 - A - m random values,
A - m codewords generated by NM.Code as well as 2 - X - m commitments and decommitments generated
by the execution of the commitment phase of IIymc.-

We propose the formal description of our k-out-of-m NM-OT protocol in Figure 8.5 and refer the reader
to the introductory section for an informal discussion on how the protocol works.

Figure 8.4: Function fym.ot parametrized with (cq,...,cy)

fam-oT-
S’s  input: (z,Idp) With. v = (vk,{(s'L’imshi’j),(Li’j,Ri’j,acj%(decL,i7j,sL7i,j),
(deCR,i,jaSR,i,j)}iE[)\],je[m])' R’s 1nput: indices K and {ki}ie[A]-
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The function fym—_oT upon receiving the inputs defined above does the following.

1. Set &’ = (vk, {(ST ; j SL.i.55 R0 SRig)s (L Risg ) Yieln) jetm))-

If LDP.Verify(2/, Idp) # 1, output L.

3. Otherwise set out = (vk,{z;};cx). Additionally, for every i € [A], if ¢; & k; = 0, append
{(decr i j,5L,i.5)}jeim) to out and if ¢; © k; = 1, append {(decr,; j, SRr.i,j)}je[m] to out.

4. Append {z;}jex and {s%; ;, 8% ; j tiexjeim] to out.

5. Output out.

N

Figure 8.5: Our ¢(A) Non-Malleable k-out-of-m OT protocol.

Initialization: The sender S has inputs {z;}c[m and the receiver R uses as its input a set K C [m]
where |K| =k
Protocol: S and R interact in the following way:

1. S generates (vk,sk) < DS.Setup(1*) and does the following:
— For each i € [N,j € [m], sample r;; < {0,1}" and compute (L;;,R;;) =
NM.COde((VkHI’j);’I’i’j).
— For each i € [A],j € [m]:
e Sample sz, ;; and sg;; < {0,1}".
e Engage with R in a commitment phase of IIymc w.r.t message sy, ; 5, producing commitment
transcript comy, ; ; and decommitment decy ; ;.
e Engage with R in a commitment phase of IIymc w.r.t message Sg ;. ;, producing commitment
transcript comp ; ; and decommitment decp; ;°.
e Set S,L,i,j = Li,j D SL,i,j and S/R,i,j = Ri,j D SR,i,j-
— Set &’ = (vk, {(8L s j» L1 SR j» SRig)s (Ligy Rij, ) Ve jepmy) and
L= {(vk,{(sL ;5L SR SR ) (Ligs Rigs ) Ve gepm)) = Vi € [ALJ € [m], Li; =
8145 ®sLij, Rij = g, ; ® SRr,i,j, NM.Decode(L; j, R; ;) = (vk|lz;)}. Then compute Idp =
LDP.Prove(z’, L).
2. Both parties engage in a run of the two-party protocol IT where:
— R acts as the receiver using as its private input K and (kq,...,ky), and parametrizing the
delayed function with (cy,...,cy), where k;, ¢; < {0,1} for all ¢ € [A].
— S acts as the sender using (z,ldp) as its input where =z =
(K, {(87 .55 8R,05)s (L Rigy 5), (decr iy SLi ), (deCrii gy SR 5) ie(n) jem])-
Additionally, S signs the messages generated from II, denoted by (IIy, Il II3). It sets o; <
DS.Sign(sk, IT;) for all ¢ € [3] and sends it to R.
3. R parses out = (vk, {(dec; j, 8i) }jeim]s {25} jers {8T 15 SR jtien.jeim))- It outputs {z;};er if
and only if the following conditions hold:
(a) DS.Verify(vk,II;, o;) for all i € [3].
(b) For each i € [A] compute ¢; ® k; = 7;. If v = 0 then {(dec; j, s;j)}je[m) (contained in out)
are valid decommitment information for {comp ; ;}icin),je[m), else {(decq ,5i )} jem) are valid
decommitment information for {compg; ;}icin),jepml-

% The commitment phases are executed in parallel with the execution of II.

Theorem 8.2. Let X' be a high min-entropy random variable defined by a probability distribution D, then the
k-out-of-m OT NM-OT described in Figure 8.5 satisfies Definition 8.1 for the functionality .ng-lt-’X, against
sometimes aborting adversaries. Moreover NM-OT makes black-box use of I, Il.om, NMC and DS.

Proof. The correctness of the described protocol follows directly from the correctness of the underlying
primitives.
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List non-malleability. We prove now that the protocol in Figure 8.5 satisfies list non-malleability.

This proof proceeds by hybrid arguments. In the first hybrid, we start by considering a real-world execution
where the MIM interacts with £ honest senders on the left and £ honest receivers on the right. The last hybrid
corresponds to the experiments where the MIM interacts with the simulator Sim = (Simy, Simg).

Hybrid Hgy: This hybrid corresponds to the real world. In more detail, in this hybrid, we have an execution
of the MIM with ¢ honest senders {.S;};¢[¢) on the left, using inputs {z;; € X'} je[m], and £ honest receivers
on the right, using indices ({K;}icjg)-

Hybrid H;: This hybrid proceeds as the previous one but the hybrid extracts the inputs {Z;};e[m),ic[g
played by MIM as malicious sender. The hybrid proceeds with the extraction in the following way. Let p(\)
the probability that the MIM completes this execution without aborting and set y(\) = max(\, p~2()\)).
The hybrid does a first honest execution (let us indicate it as the main execution). Then if this execution
is accepting for an honest receiver the hybrid proceeds by fixing the first round received in the right
session (in the first execution) and rewinding the MIM from the 3rd to the 2nd round () times. In
each rewind, the hybrid (acting as honest receiver) takes the values (c},...,c}) uniformly at random
(note that these values can be specified in the second round as they are part of the function computed
by II), for each of the ¢ executions (i.e. I € [¢]). If the MIM completes again in one of this rewind, let
(cl,....ct) be the Value chosen (acting as honest receiver) by the hybrid. For every I € [{], let index
o € [)\] be such that ¢, @ k!, = 0 and ¢! @ kl, = 1. Moreover, let s}, aj,s Rl,,; for each j € [m] be
the value obtained in the main execution. The hybrid uses the values decLz a J,st o dech «,jr SRl o
(obtalned as output from the main and rewinding executions) and the values s'1: , ;,5" gt o ; tO compute

L 0 R ; and subsequently Z; ;.
If no such rewinding thread exists, or if there exists [ € [¢] for which there does not exist a € [A] such
that ¢, @k}, =0 and ¢!l & k!, =1, then set 7;;, = L for all i € [m].
The output of this hybrid is the joint distribution

Viewnmm({S" ({1} jem) hegs {RN(KD) Y jep), {Z50 iepmliel

Hybrid Hs: This hybrid proceeds as the previous hybrid, with the difference that, instead of the honest

protocol, the simulator I1.Simg of II is executed in all sessions where the MIM acts as a receiver. The
hybrid in all the £ sessions where she was following the honest sender procedure using input {x;;}e[mj,icj
she stars, instead, executing I1.Simg = (H.Simfg, H.Sim%) parametrized by the distribution Dym_oT
Specifically, the hybrids run H.Sim}g acting as £ malicious receivers, and it does so acting as a proxy for
the messages of IT between H.Sim}g and MIM in all the sessions where the MIM acts as a receiver. Upon
receiving ({7, {ki}iepm)s £5, fihiepg, 17) from NM-OT.Sim!, the hybrid acts as the ideal functionality
of IT would do and computes output {OUt?ﬁ}je[Z],/{E[k],be{o,l} using honest sender’s input sampled from
Dnm—oT- At this point the hybrid runs H.Sim% on input {OUtg,K}je[e],ne[k:],be{o,l} and acts with her as
the ideal functionality of IT would do (using the honest sender’s inputs previously sampled). Moreover,
the hybrid acts as a proxy for the messages of II between H.Sim% and MIM in all the sessions where the
MIM acts as a receiver. Finally the hybrid receives (¢, Viewmm) from I1.Sim3.
Receiver messages for the right executions are generated exactly as in H; w.r.t. honest receiver input Kj.
The extraction of the values {Z;;};e[m],ic[) Proceeds exactly as in H; with the only differences that also
in the rewinding threads the messages of the honest sender are simulated. The output of this hybrid is
Viewpmm and {jj,l}je[m],le[é]-

Hybrid Hs: This hybrid proceeds as the previous hybrid, but deﬁning inpg, differently, for all [ € [£]. inpg, is
defined as described in Hy except for the values {S/Ll,i,‘ and ¢/ R }1€[>\], which are described as specified
below. Let (ki,...,k}) be the values that I1.Simg queries to the ideal functionality for the I-th session.
Moreover, let (cl, ...,c4) be the values that MIM sent as input of the delayed functions for the I-th
session. Then, the hybrid answers (acting as the ideal functionality) to I1.Simg using the honest sender’s
inputs (i.e., using inpg, as described in Hy) except that if & @kl = 0 the value SIRZJ.J is set as a random
string, and otherwise the value S’L,’i’j is set as a random string, for each i € [\].
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Finally, note that in the rewinding threads, the values (¢, ... 751/\) that MIM sent as input of the delayed
functions change, and the values {S'L,li)j and S/Rl’i,j}ie[)\] are adjusted consequently. It is important to
notice that after this hybrid the answers given by the hybrid (acting as the ideal functionality) in a thread
are dependent only on one of the two states of the non-malleable code.

Hybrid Hy: This hybrid proceeds as the previous hybrid, with the difference that if the challenger obtains a
verification key in one of the right sessions that is identical to a verification key used in one of the left
sessions, this hybrid outputs L. The indistinguishability between this and the previous hybrid follows
from the unforgeability of the digital signature scheme DS.

Hybrid Hs: This hybrid corresponds to the ideal world. It proceeds as the previous hybrid with the difference
that inpg, is differently defined. In more detail, for every I € [¢],i € [m] and a € [)], the hybrid sets
(L% ;, R ;) < NM.Sim(17V).

We note that at this point, the functionality F 'Ois}aw s can be perfectly simulated with access to the ideal
functionality F\%or. Therefore, the output of this hybrid is identical to the ideal view.

The indistinguishability between this and the previous hybrid follows from the security of the non-malleable
codes NM.

Lemma 8.3. The hybrids Hy and Hy are indistinguishable.

Proof. We start the proof by making the following two claims:

1. After the MIM executes the first round the values dNe<:Lz7a7j, 5Lt a,j,deCRt o j; SR a;,; are fixed due to the
statistically binding property of IInymc.

2. Due to the soundness of Idp and the security of II it is possible to argue that the values L!

Pl
a,j,Ra’j are

correctly reconstructed from 8y o ; ® 811 o ; and Spi o ; D 8" R1 o j-

To conclude the proof it suffices to show that such a rewinding execution (with a non-aborting transcript)
can be found within v(\) attempts, except with probability negl(A). To see this, we observe that the
probability of a non-aborting transcript is p()), and therefore, the probability that all v()) trials abort is
(1= p(0)"™ = negl(). 0

Lemma 8.4. LetII be the 1-rewinding (-senders secure two-party computation protocol constructed in Section
7, then the hybrids Hy and Ho are indistinguishable.

Proof. Assuming an adversary MIM that distinguishes between the hybrids H; and Hy with probability ¢())

then we construct an ¢ adversarial receivers Rj, ..., R, that breaks the the 1-rewinding f-senders security of
the underlying II protocol. Let C be the corresponding challenger.
The reduction construct and adversary R7, ..., R; which runs internally MIM acting as described both

in hybrids H; and Hs, i.e. acting as an honest receivers on the right executions and as an honest senders on
the left executions where the reduction is acting as a proxy between C and MIM. To be more precise, the
reduction computes the following steps:

1. For each I* € [¢] the reduction simulates the [*-th malicious receiver R}, for C in the following way.

(a) Obtain the first round message for the left execution externally from C, and use it to generate the
first round of the protocol accordingly to Hy and Hs, for the the {*’th left execution. Moreover in the
right executions generate the first round messages according to the receiver strategy using the inputs
{K;}jelq- Obtain first-round messages from the MIM (both on the left and the right executions), and
output the MIM’s message in the [*’th left execution to C.

(b) Obtain the second round message for the left execution externally from C, and use it to generate the

second round of the protocol accordingly to Hy and Hs, for the [*’th left execution.

) In the right executions generate the second round messages according to the honest receiver strategy.

(d) Obtain second-round messages from the MIM (both on the left and the right executions),

) Rewind MIM one-time and repeat steps (c) and (d). Then, output the MIM’s message in the {*’th left

execution to C (for both of the two threads).
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(f) Obtain the (two) third round messages for the left execution externally from C, and use it to generate
the third round of the protocol accordingly to Hy and Ha, for the [*’th left execution (for both of the
two threads).

(g) In the right executions (for both of the two threads) generate the third-round messages according to
the honest receiver strategy.

(h) For both threads obtain third-round messages from the MIM (both on the left and the right executions),
and output the MIM’s message in the {*’th left execution to C.

(i) If none of the two executions abort computes the values {Z;;} c[m),icjq as describe in both H; and
Ho.

2. The reduction output the view of R, ..., R} in the above experiments together with {Z;} e[m],ic(q-

Note that (1) If C sends simulated messages the experiments is distributed as Hy and Hs otherwise; (2)
by our assumption MIM is non aborting with some non-negligible probability p(\) in Hy, moreover notice
that by the security of II follows that the probability with which MIM aborts in Hy is a probability p.(A)
negligibly close to p()\). Therefore the reduction has non-negligible probability p?()\) - ¢()\) to succeed. O

Lemma 8.5. Let IIymc be a 3-round syncronous public coin non-malleable commitment with simulatability
property then the hybrids Hy and Hy are computationally indistinguishable.

Proof. For the proof of this lemma, we consider the intermediate hybrids H67 > Hll_’ oo Hl)\’ ; where for every

L€ 0], j €m]and i€ [A], hybrid H} ;, is identical to hybrid H._, ;, except for that one of the value {s/, i

’ . . . e T ’ .
and SR }ieqy is chosen as a random string. More specifically, if ¢.; @ ki ; =0 the value S ; 15 set as a
random string, and otherwise the value s, i is set as a random string, for each i € [\], where ¢l ; 1s the ¢-th

input in the j-th session for the delayed function and ké’ ; 1s the ¢-th input played by MIM acting as a receiver
in the j-th session.

To prove this lemma, we now prove the indistinguishability of the hybrids Héq, ;- and Hé, j» foralli e [A] by
contradiction. In more detail, assuming there exists a distinguisher Dy which distinguishes between the hybrids
H.._, ;, and H.. ; with probability ¢()), for a i* € [A], then we construct an adversarial man-in-the-middle
MIM* that breaks the non-malleability of the underlying ITymc protocol. Let C be the challenger for this
game.

The reduction constructs and adversary MIM* which has i* as advice. On the start of the experiment
MIM* sets the values S/Rl.,i*,j’ spi i+ ; and lel,i*,j’ sp1 4+ ; as described in Hy j«_1 ;. Then, MIM™ flips a bit b
at random and chooses a string 7 at random. If b = 0 MIM™ sends to C the values (s ;« j,7) and the values
(sgt = j,7) otherwise.

MIM* runs now the MIM acting as described both in Hé*_ljj, and (Hé*yj)7 i.e. acting as an honest receiver
on the right executions and as an honest sender in the left executions, except that in [-th session. In this
execution, the reduction acts as a proxy for the messages of IIyuc and C acting as a sender in the left
execution and as a receiver in the right execution.

In particular, the reduction MIM* acts as follows.

1. Upon receiving com! from the external challenger as a first round of the commitment phase of ITymc, set
comlLl g com! if b=0 and as com}%, ;e com' otherwise. Compute the rest of the first message of
the left session, running T1.Sim}, accordingly to Hé*fl’j, and (Hé*’j).

2. Upon receiving the first round from MIM in the right session forward the first round of IIymc to the

1 . 1 . 2
external challenger, namely forward comp, ;. ; if b= 0and comp: ;. ; otherwise. Let com” the second round
2

J%
FX

S,

of ITymc obtained from the external challenger, set c’o\rlnilﬁi*’j +— com? if b= 0 and as com%l ;< com

—1,js and (Hﬁw).

and (H7l4*7])'

4. Upon receiving the second round (and specifically the value cé*ﬂ») from MIM in the right session act as in
Hl

=15

otherwise. Compute the rest of the second message of the right session accordingly to HL.

3. Compute the second message of the left session, running H.Sim}g, accordingly to Hﬁtl’j,

and (Hé*7 ;) with the following differences:
(a) Allow IL.Sim§ to perform up to Ry rewinds only.
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(b) H.Simé queries Dyy_ot- instead of Dym—ot. Dym_ot behaves exactly like Dym—oT, with the fol-
lowing difference: if b = 0 the decommitment information of com, ;. ; are set to 0%, otherwise the
decommitment information of compg: ;- ; are set to 0*.

(¢) Any time it is required to compute a second round for non-malleable commitment obtained from the
challenger in the right session, use in its place a value uniformly random sampled from the uniform
distribution (note that this is possible since IIymc is public-coin).

(d) Any time it is required to compute a third round for non-malleable commitment obtained from the
challenger in the left session, use in its place a value uniformly random sampled from the space of
all the valid third rounds of IIymc (note that this is possible since IIymc enjoys the simulatability
property).

5. If Ry accepting transcripts have been collected and it is possible to extract the inputs of MIM acting as a
receiver in the left session and specifically the value then continue as follows, otherwise, output a random
bit and stop.

6. If ké*’j @ cﬁ*,j = b, then output a random bit and stop, else continue.

7. Compute the second message on the left session accordingly to H.._; ., and (H.. ;), running IL.Sim% on

input the honest seder’s input as specified in Hé*fl’j, with difference that if if b = 0 the decommitment

information of comy: ;« ; are set to 0%, otherwise the decommitment information of com Lt i+ ; are set to
0.

8. Compute the second message of the right session accordingly to Hé*_ljj, and (HL, ) In partlcular
use as honest input of the receiver in the right session the strings (ki,... K}), (cl,.. ), where
kl ek, = =1 — b and all the rest are chosen from the uniform distribution over {0,1}.

9. Upon receiving the 2nd round in the left session from MIM forwards the second round of ITymc to the
external challenger obtaining the 3rd round of the commitment phase of IIymc, namely com3.
Set com?, .. i com?® if b = 0 and as com?,, . i com? otherwise. Compute the rest of the third message
_1,, and (Hl* ).

10. Compute the third message of the right session accordingly to HL.

of the left session, running II. SimQS, accordingly to H..

_1,j» and (Hﬁi_’j). )

11. Upon receiving the third round from MIM in the right session reconstruct from MIM the value wa— if
b = 0 and the value f/ﬁ j if b = 1, moreover forward the third round of ITymc to the external challenger.

12. Generate a new second-round message according to the honest receiver strategy on the right executions,
and proceed as described in steps from (4) to (10) described above.

13. If none of the two executions abort computes the values {Z;;} c[m],ic as describe in both HL.
(HL ). ]

14. Output the view of MIM™ and the values {Z;,1}jc(m),ic as well as the value Léx)j if b =1 (respectively
the value RY. ; if b= 0).

i1, and

We now describe the distinguisher Dymc for IInmc which, by definition, has on input the view of MIM*
and the message committed in the right session by MIM* which is il ;iE0=0 (respectively the value Ré*,j
if b= 1). The values {Z;,};cpm),ic[g and the value Ll y i ; if b=0) are set
as an auxiliary input. Dymc sets the value Z;; as R ;P Li _j» while the remaining {%51}jem) e are left
untouched. At this point Dymc runs Dy on input {.’i]’l}]e[m]vle[g] and the view of MIM* given in output the
output of Dy.

Note that (1) If C sends a commitment of r the experiment is distributed as HL. jandas H

ifb=1 (respectlvely the value RL.

«_1 ; otherwise.
(2) The extraction of kl*’ ; (conditioned on kii’ ;® & ; # b) is successful with non- neghgible probabihty after
a constant number of rewinds given Claim 7.9. (3) MIM is not aborting in the 3rd round of the hybrid Hl 1,5
with probability p(A), she is aborting in the 3rd round of the hybrid Hl _j with probability negligibly close to
p(A), due to the hiding of ITymc. (4) Pre and post-rewind the dlstrlbution of MIM inputs acting as a receiver
in the left sessions does not change due to the hiding of IIymc.

Therefore, we can conclude that the reduction is successful with non-negligible probability. O

Lemma 8.6. Let NM be m(\) - () symmetric non-malleable codes satisfying Definition 2.7, then the hybrids
Hs and Hy are indistinguishable against an unbounded adversary.
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Proof. For the proof of this lemma, we consider the intermediate hybrids {Hfm-’j }ieimliela,icnJu{o} Where:

1. Hy = Hﬁ,)\,O’ H5 = Hik,m’

2. for j € [m], Hﬁ,\] 1:H411,07j’

3. for l € [£], Hi,\lj *H40g’

4. for every j € [m],l € [(],i € [A],H}, ; is identical to H} , , ; except that Hf, ; samples (L! ;, R} ;)
NM.Code(0).

To prove this lemma, we now prove the indistinguishability of the hybrids Hﬁl,i—l,j and HfM’j for all
j € [ml],l € [£],i € [A] by contradiction. Then there exist i*,j*,1* and an abounded distinguisher that
distinguish hybrids H} ;. _, ;. and HY . ..

We define a pair of tampering functions (fumim, gvim) and an additional function hpm as follows:

1. fmim, gvum and hym share a common state that is generated as follows:
a) Execute I1.Sim using the honest receiver strategy in the right executions with input { K };cr and uni-
€l

formly chosen {c!, ... ,Cl/\}le[g], {k, K }iepe until ILSim generates a query to the ideal functionality
at the end of the second round.

(b) At this point, IL.Sim outputs a view and transcript of the MIM until the second round as well as
{K;,&, ..., El)\}lem and {ki,..., klA}lE[Z] that corresponds to the receiver’s input in the left executions.

(c) Rewind the third round once with uniformly and independently chosen {c,...,c}}cp

(d) Obtain the rewinding view (with the same first round) and obtain MIM’s input which is acting as a
receiver in these sessions {¢, ... ,E&}lem (note that the rest of the MIM’s inputs, acting as receivers,

are fixed after the first round). If & @ k! # & @ k!, continue. Otherwise, abort.

(e) Generate (L”, R! ) forevery (j,1,i) € [m] x [£] x [A]\ {s*,1",i"} according to Hf;i*
HY e o)

(f) Output the view of the MIM until round 2 in the main rewinding threads, including (i*, j*,1*), the
values (L j, R j)Gaietmpx e x NV (=% ko) o

(g) Additlonally, output the receiver’s inputs ({K;,&,...,&, k!, ..., kf\}le[g]) and the sender’s inputs
{(Vk CC ,comy, g compe i, (deCLz i ],SLl Z]) (dech ij7 SRZ,',j)}iE[A] j€lm],lele)-

2. Next, the function hym on input L, sets L =1L, R j+ = 0. The function has hardwired values

({Kbch .. C/\7 k17 ey k)\}le /]){(Vk ,xj,comLz,LﬁcomRz’lw (decLzym, SLLJ-’J-), (dech’w-, SRl,i,j)}ie[k],je[m],le[f]

_1,j+ (respectively

as well as the values (LiyRiwst ”,S’Rl Zj)(j,l,i)e[m]X[E]X[A]\{i j*k*}- The function sets the value
lel* b e = SLIY i @ L and s e A8 2 random string. The function using the hardwired val-
ues and s computes the output out for the honest senders in the all £ left executions. It

Ll* ’L* ]*7 Rl*,l*,]*
then invokes I1.Sim? on out to generate the third round message of the protocol transcript in the main
thread if Ei & Ri = 0, and generates the third round message of the protocol transcript in the rewinding
thread if EZ: &) Rl* 0. It outputs the resulting transcript as the view of MIM.

3. Next, the function fyym on input L, sets L < =L, Rl j+ = 0. The function has hardwired values

({K17 Clv .. C)\v kla .. k)\}lE é]){(Vk 7Ij7 comp ; 4, Cole,z,Jv (decLl,i,ja SLl,i,j)v (deCRl,i,jﬂ SRl,i,j)}ie[)\],je[m],le[é]
l L ! .

as well as the values and (L; o Ri g s FRT sRl7i7j)(j,l,i)€[m]><[Z]X[)\]\{'L*,j*,k*}' The function sets the value

C. g = Spt g © L and sRl* i j- B8 & random string. The function using the hardwired values

! !/
a‘nd SLL* KA A SRL* AN &

It then invokes H.Simf on out to generate the third round message of the protocol transcript in the
main thread if &. @ k. = 0, and generates the third round message of the protocol transcript in
the rewinding thread if c.. @ k.. = 0. Using the opening information {(decr o, j,3L,a,.5)}jeiml.iclg OF
{(decr,a;.j)5R.a;,5) }jeimliefg and the values {s" wa;,j0 S Rlay.jielm) el obtained from the MIM,
computes and output the values {La j}iciml.ie[g or {RaJ iYietmliel-

computes the output out for the honest senders in the all £ left executions.
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4. Next, the function gpmim on input L, sets on input R, sets Lé: g+ =0, Rﬁz g+ = R.The function has hardwired

- Al ~l 1l Ll I 1
values ({Kla Cly--5Cy, k17 ey k,\}le[f])a {(Vk 7333‘7 cole,i,ja Cole,i,ja (decLl,i,ja SLl,i,j)v (dech,i,ja SRl,i,j)}iE[)\]JE[m],le[Z]

l L / / .
as well as the values (Lu,j’Ru,jvsLl,i,jaSRl,i,j)(j,l,i)e[m]x[é]x[/\]\{z'*,j*,k*}~ The function sets the value
= SRZ*,’L'*,j* ® R and S/LI* i g

computes the output out for the honest senders in the all £ left executions.

St i - as a random string. The function using the hardwired val-

ues and 33:1*,1'*,3‘*’5/1%1*,1'*,]‘*
It then invokes I1.Sim? on out to generate the third round message of the protocol transcript in the
main thread if 65: P &i = 1, and generates the third round message of the protocol transcript in
the rewinding thread if &. @ k!> = 1. Using the opening information {(d~ecL7%7j, 5L,0;,5)}je[m]icle OF
{(déCR,a,-,ja§R,aj,j)}je[m],le[€] and the values {‘;/Ll,aj,j7g’Rl,aj,j}jE[m],lE[Z] obtained from the MIM, it

computes and output the values {iij j}iciml.ie[g or {Rixj7j}j€{m],l€[l]'

By Definition 2.7 of 1-many non-malleable codes,

(L, NM.Decode( fym (L), gmm(R))| (L, R < NM.Code(z.))) =
(L, NM.Decode(fmm(L), gmim(R))|(L, R < NM.Code(0))) =

and

(L, NM.Decode(gmim (L), fuim(R))|(L, R < NM.Code(z}.))) ~.
(L, NM.Decode(gmim(L), fmim (R))|(L, R <= NM.Code(0))) ~.

By the data processing inequality, this implies that for every function h(-),

(h(L), NM.Decode(fmm (L), gmim(R))|(L, R + NI\/I.Code(xé-i))) R

|
(h(L), NM.Decode(fM|M(L),gM|M(R))|(L, R+ NM.COde(O))) e

and
(h(L),NM.Decode(gmm (L), fima(R))|(L, R < NM.Code(.))) ~.
(h(L),NM.Decode(gmm (L), fmm(R))|(L, R < NM.Code(0))) =~

Setting h = hyym for fyum and gvim defined above, t{lese distribu:cions correspond to the outputs of Hii*q,]‘*
(respectively Hfl7i*7j*) respectively, whenever ¢.. @ kb # ¢l. @ kL., the distributions Hf;i*_l,j* and Hfgi*,j*
are £(A)-statistically indistinguishable because they jointly only depend on one of the shares, L or R. Since
g(A) = negl()), this concludes the proof.

O

Receiver Privacy. We prove now that the protocol in Figure 8.5 satisfies receiver privacy against a corrupted
sender S*. The simulator Sim for the receiver privacy runs the simulator of II.Sim = (I'I.Siml7 H.Sim2) against
a corrupted sender. In more detail, Sim starts ILSim! and acts as a proxy for the messages of II between
her and S* (rewinding S* when I1.Sim" asks so). Moreover, Sim acts as an ideal functionality for IT.Sim®
and upon receiving the extracted sender inputs {z] }ic[) from S* she invokes the ideal functionality FgT
on {z] }ie[m)- At this point Sim runs I1.Sim? and acts as a proxy for the messages of II between her and S*
(rewinding S* when I1.Sim? asks s0). Sim gives in output the output of I1.Sim?.

The indistinguishability between the real game where S* acts with an honest receiver R and the simulated
game where S* acts with Sim follows from the receiver security of II. Moreover, since II1.Sim runs in polynomial
time so does Sim.

O
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8.3 List-Simultaneous Multiparty OT

The (multiparty) simultaneous OT functionality is an n-party functionality that implements simultaneous (or
parallel) a-out-of-8 OT between n parties. Informally, this functionality consists of n - (n — 1) instances of
a-out-of-8 OT. For every ¢ € [n],j € [n],j # 4, a secure OT is implemented between the pair (P;, P;) where

P; is the sender and P; is the receiver.

Formally, we define the ideal (multiparty) simultaneous OT functionality ]-'g'T(nfl). this consists of n(n—1)

independent instances of a-out-of-8 OTs, one for each ordered pair (7, j) € [n] x [n] such that i # j. The (i, j)-
th OT instance obtains input z; ; = (x},j, e ,xﬁj) form sender P; and input y; ; C [8] with |y; ;| = o from
the receiver P;. The functionality then outputs {2} ;}rey, , to P; and outputs L to P; for each 4, j € {[n] x [n]}
with 7 # j.

Definition 8.7 (Simultaneous OT Protocol). A (multiparty) simultaneous OT protocol mpOT is defined
by a tuple of algorithms (mpOT,, mpOT,, mpOTs,outmpot). For each round r € [4], the i-th party in the
protocol runs mpOT,. on 12, the index i, the private input {xi ;,Yi jtiz; and the transcript of the protocol in
the first (r — 1) rounds to obtain mpOTi. It sends mpOTi to every other party via a broadcast channel. We
let mpOT(r) denote the transcript of the protocol mpOT in the first r rounds. The output computing function
outmpoT takes the index i of a party, its private input, its random tape, and the transcript mpOT(3) and
generates the output out;. The protocol is required to satisfy the following property.

Correctness: For every choice of inputs {xi j, i j}icin),j+i for parties {Pi}icin), we have:

Pr[(outy,...,out,) = ]:S'T(n_l)({fﬂi,jayi,j}z‘e[n],#i)] =1

where out; denotes the output obtained by the i-th party from the mpOT protocol when executed on the
private input and random tape of P;.

In terms of security, we consider a slight variation of the notion of list MPC that we have recalled in
Definition 3.2. In particular, in this notion we have two types of inputs: static, and list. The static inputs are
inputs decided at the onset of the ideal/real-world experiment, whereas the list-inputs are the input sampled
by the ideal functionality (on behalf of the honest parties) by using some samplers {X;};c(z). In the specific
case of the OT functionality we consider here, the inputs of the honest receivers are fixed, whereas the inputs
of the honest senders are sampled from the ideal functionality in the spirit of Definition 3.2. We provide the
formal definition of the ideal and real-world in Figure 8.7, and we say that a simultaneous OT protocol is
secure if it satisfies the following.

Definition 8.8 (Secure Simultaneous OT Protocol).

Security: Let A be an adversary corrupting an arbitrary subset of parties indexed by M (we denote the indices
of the honest parties with H = [n]\M ), that obtains auziliary input aux. Let {Real o mpot (1%, M, H, {y; ; }icr jem)}r
denote the joint distribution of the view of the adversary and the outputs of honest parties in the real-
world world experiment described in Figure 8.7. We require the existence of an expected polynomial time
simulator Sim that with black-box access to the adversary A interacts with the ideal functionality ]—"Ois;a,,;
(see Figure 8.6) as described in the ideal world experiment of Figure 8.7, and return an output, denoted
by {IdealSim,]_‘léstTa , (1N, M, H,{y; j Yicm jem)} such that the following holds for any {y; ;}icn jem

{Real A mpot (1, M, H, {yi j }icm je ) bren

zc{ldealﬁm,]—"(i;;aﬁ (1%, M, H,{y: ; }iem jem) }ren.
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Figure 8.6: The list functionality Fst.., s

The functionality is parametrized by the samplers {X;};cn, and by the honest receivers inputs
{Yij}icr jem, where y; ; C [3], with |y; ;| = o for each i € H, j € M.

1. Upon receiving the receivers-inputs of the corrupted parties {y; ;}icn jecr, and k € N, for each
k € [k] do the following
- For each i € H,j € M sample z; j, + X;, where x; . = (2],
OUt?,j = {xf,j,n}CEZ/]‘,zﬂ
Send {outﬁj}ﬁe[;ﬁ]’ieH,jeM to A
3. Upon receiving (¢, {z; j}icm,jen,abort) from A do the following. For each j € H \ abort send
{:L‘z?"j}ieM’ceiji and {z;;,}icm to the honest P;. For each j € abort send an abort command to

B

ij.)» and compute
s

o

.

Figure 8.7: Real and ideal world

RealAamPOT(l)\v M’ H’ {yi,j}iGH,jGM) IdealSim,]—'g;a s (1>\7 M’ H» {yi,j}iGH,jGM)

1. For each i € H sample {z; ;};e(n  X°.

Ju—

. i i tiemjen, 1%, 2) « Sim?t(1%)
2. For each i € H compute the first round 7] of mpOT as 9o  Send {vi,;jYiemjen to the ideal functionality

the h t P; 1d d i t i,5>Yi,g5iem]\{i i i
e hones wou o on input ({z;,;,y ;J}JE[L]\{Z}) ]:IOStTa«ﬁ which computes {OUt;j}iEH,jEM‘KE[k]

and the randomness r; « {0, 1}* and send 7! to A. as  described using the sampled inputs
3. Upon receiving {Tri_}ie Mm from A, for each i € H compute {4 j,wYie(m],je M, nelk] as described before.

the second round 73 of mpOT as the honest party P; thus 3. Whenever SimQA({OUt;j}iGALJGH,nE[k] , z) queries A

obtaining 7 and send (m3, {@ij}jenr) to A with a message ({m;}icu,vy) (with v € [k]), replace
4. Upon receiving {73 };em from A, for each i € H computg the query with ({m;}icH, {xi,j,"(}ie[H],jEMv’Y) and

75 as the honest party P; would do thus obtaining s, forward the pair to A.

and send 71'; to A. 4. (e, {zi,j}tiem),jen, View) —
5. Upon receiving {m4};em, compute the output out; as P; Sim;‘({OUtﬁj}ieM,jeH,me[k]»Z) with ¢ € [k] U {Ll}.

would do, and return the view of A. 5. Send (¢, {Z4,j Yie[m],jem, abort) where abort is a set of

indices that determines which honest parties should
. li
not receive the output from ‘F(I)StTaﬁ .
6. Return View.

Remark 8.9 (Watchlist Protocol). The watchlist protocol is defined identically to the mpOT protocol (Defini-
tion 8.7).

Following the approach proposed in [IKSS21], to realize the watchlist protocol we let each pair of parties
P;, P; interact in an execution of non-malleable OT where in this execution P; is acting as the sender and
P; as receiver, for each j,i € [n] with ¢ # j. This allows each party to get an OT correlation with the other
party acting as a sender and each other party to obtain an OT correlation with each other party behaving as
the receiver.

More formally, the multiparty simultaneous OT mpOT works as follows:

— For i € [n], let P;’s OT input be ({Xi,j}je[n]\{i}7 {ij}]e[n]\{z})a where:
e For every j € [n]\ {i}, yi; C [m] such that |y, ;| = k, and
e For every j € [n]\ {i}, Xi; = (Sij1,---+Sijm)-
— Furthermore, we denote an instance of the ¢ non-malleable m-choose-k OT protocol by NM-OT.

Then, for every ¢,j € [n] with i # j, P; and P; execute an instance of NM-OT with P; acting as the
sender using {s; jx }rem] as its input and P; acting as the receiver using y;; as its input. The proof of
security follows similar to the one of [IKSS21] and we provide a sketch of it below. More precisely we have
the following theorem.

Theorem 8.10. Let H C [n] denote the subset of honest parties. Let {X;}icu be a high min-entropy random
variable defined by a probability distribution {D;}icr. Assuming that NM-OT satisfies Definition 8.1 (i.e.,
NM-OT enjoys receiver security w.r.t. ideal functionality FGy and list non-malleability for functionality
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]-'"S,\tAOT parametrized by {X;}icm ) against sometimes aborting adversaries, then the mpOT described above
satisfies Definition 8.7 for the functionality .F'Ois}(,)ﬁ parametrized by {X;}icu, against sometimes aborting
adversaries. Moreover mpOT makes black-boz use of NM-OT.

Proof. Correctness of the n-party m-out-of-k (multiparty) simultaneous OT follows from the correctness of
the m-out-of-k OT protocol.

We describe how to prove a stronger security property of the resulting (multiparty) simultaneous OT
protocol: that for every corrupted subset M C [n] and set of honest parties H = [n] \ M, there exists a
simulator SimmpoT such that for every (malicious) non-uniform adversary A that corrupts {P;};en, and for
every choice of inputs {y; ; }icn,jem the following two distributions are computational indistinguishable:

{Real g mpot (1, M, H, {y; j }iem jenm) ren
~e{ldealsi g (1% M, H, {yi j}icn jem) ren-

Here, Real g mpot(1*, M, H, {y; j }icm jenr) denotes the adversary’s view and the output of the honest par-
ties in the real-world experiment defined in the Definition 8.7. Similarly {ldeal;, Fs (1N, M, H,{y; j Yicn jem)}ren
oTe

denote adversary’s view and the outputs of honest parties in the ideal execution defined in the Definition 8.7.

The simulator SimmpoT is constructed as follows. It runs the simulator of the non-malleable OT NM-OT,
NM-OT.Sim = (NM-OT.Sim", NM-OT.Sim?) where A plays the role of MIM. In more details SimpyoT in-
vokes NM-OT.Sim' on dummy inputs (k]I IMI acting as a proxy between A and NM-OT.Sim! for the
messages of mpOT. Upon receiving ({9 ; }jcm,iem, 1) from NM-OT.Sim?!, the simulator Simmpot forwards
({9i,j }jem,ienm, 1) to the ideal functionality fgs}aﬁ obtaining {out; }ic s kek)-

At this point Simpmpot runs NM-OT.Sim? on input {out?; }icarwer) and acts with her as the ideal
functionality F, "S,\tAOT would do. Moreover,SimmpoT acts as a proxy between A and NM-OT.Sim? for the
messages of mpOT.

Upon receiving (¢, View, {Z; ; }ic[n),jerr) from NM-OT.Sim?, the simulator SimmpoT sends (z, {%ijYiem),jer)
to Fsta.s and output View.

We now define a sequence of hybrid experiments:

Hybrid Hy: This experiment corresponds to the real world execution of mpOT where the adversary A
is interacting with {P;};c[n)\as Which uses inputs {2z; = {¥i;,5i;}jem)\{i} fiem]\m- The output of this
experiment is the joint distribution of the view of the adversary A and the output of honest parties in
this interaction.

Hybrid H;: This experiment is defined as the previous one except that in this experiment the honest parties in-
stead of using inputs {x; = {yij, 5i,j } jem]\ {1} Ficn)\ M they are using input {x] = {[k], 5: j } je[n]\ {1} Ficpn)\ M-
Specifically, the input values are set to a dummy input [k] instead of their real inputs {{y; ; } je[n]\ i} }icn)\ M-
The output of honest parties is generated identically to Hg. The output of this experiment is the joint
distribution of the view of the adversary A and the output of honest parties in this interaction. The
indistinguishability from Hg follows from the receiver security of NM-OT.

Hybrid Hsy: This experiment is defined as the previous one except that the simulator of the non-malleable
OT is used. Specifically, the hybrid follows the same steps of Simmpo1. The output of this experiment is
the joint distribution of the view of the adversary A and the output of honest parties in this interaction.
The indistinguishability from H; follows from the list non-malleability of m-out-of-k NM-OT. Suppose
that this is not the case, then we can show a reduction where the adversary A is playing as MIM that
participates in at most £(\) = n()\)? sessions where an honest party acts as OT sender, and at most
£(\) = n(\)? sessions where an honest party acts as OT receiver. Therefore, if A has a non-negligible
advantage in distinguishing H; and Hy then MIM has a non-negligible advantage in breaking the list
non-malleability of NM-OT.

The hybrid Hy corresponds the real-world and the hybrid Hy to the ideal world. This concludes the proof.
O
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9 Four-Round Multiparty Computation

In this section, we present our MPC protocol. This is essentially an instantiation of the IPS compiler [IPS08],
following the approach of [TKSS21]. In a nutshell, the IPS compiler works as follows: a client-server protocol @,
with a security threshold of 1/3 is being executed to evaluate the function f that should be computed by the
MPC protocol, this protocol is termed the outer protocol. To emulate the servers in this setting, additionally
another semi-malicious MPC protocol, the inner-protocol I1;, is executed in parallel to take over the role of
the servers in the client-server protocol ®. Due to the fact that the executed inner protocol is not maliciously
secure, the overall protocol also does not achieve malicious security. To achieve full malicious security, we
apply a cut-and-choose protocol. In more detail, we execute multiple instances of the inner protocol II
and run a cut-and-choose protocol over these instances, which prevents and adversary from the malicious
generation of messages. The cut-and-choose is realized using a watchlist protocol as described in the previous
section.
More formally, our construction makes use of the following building blocks.

— A MAC scheme MAC.

— The Outer Protocol ® = (1, P3), a 2-round, n-client, m-server MPC protocol achieving privacy with
knowledge of outputs (Remark 2.12) against a malicious, adaptive adversary corrupting up to n — 1
clients and ¢t = (m — 1)/3 servers. We also need the protocol to be equipped with a simulator that works
in two phases. In the first phase, it computes a first round of the honest parties accordingly to ®; using
default inputs. In the second phase Simg takes as input all the shares sent from the malicious client to
the honest servers, all the shares sent from on the behalf of the honest clients to the corrupted servers,
and generates its output by querying the ideal functionality using the inputs of the corrupted parties. ®
realizes the functionality g, wich takes the inputs (z1,. .., z,), and does the following

1. For each i € [n] parse z; as 1, k;.

2. Compute y := f(z1,...,zy).

3. Compute o0; := MAC(k;,y) for all i € [n]

4. Return (y,01,...,0n).
In our protocol, we set t = 2An? and refer to Section 2.9 for more detail about the outer protocol we use.
All the properties required by our outer protocol are satisfied by the construction proposed in [IKP10].

— The inner protocol Il, = (IIj, 1, II; 2, I 3) realized in Appendix A. Let Us and Cs be two disjoint subsets of
[m] with |Cs| < ¢ and |Us| — |Cs| = m. In our construction, we will consider parallel executions of the inner
protocol, and an ideal world parametrized by Sout. Sout takes as input {¢\™"}icarneus {017" Viem necs,
where, for h € Us, {#17"};c s represents the inputs used by corrupted parties in the h-th execution of
the inner protocol, and for h € Cs, {¢i?"};c H,heCs Tepresents the inputs used by the honest parties in the
h-th execution of the inner protocol. On these inputs, Syt runs the second phase of Simg thus obtaining
@%, for each h € Us.

— A list-simulatable secure Watchlist Protocol WL = (WLy, WL, WL3) as realized in Section 8 for the
functionality ]-'gSTt’X where X is defined by all the possible outputs that can be returned by the following
process (X is parametrized by the input of the honest parties z; for each ¢ € H, where H denotes the
indices-set of the honest parties).

1. Initialize the empty list Y. For each i € H
(a) Choose a random MAC key k; + {0,1}" and set z; == (2, k;).
(b) Compute (#1771, ..., ¢17™) « &1 (11,4, z;).
(¢) Sample r; 5, < {0,1}" for all h € [m] and set y; ; = {rin, #17"}.
(d) add Yij toY.
2. return Z ={Y,..., Y} with |Z] = n.
Here, we denote by wl(r) the transcript in the first » rounds of WL.
We refer to Figure 9.1 for the formal description of the protocol.
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Figure 9.1: MPC

Initialization: Each party P; uses x; as its input.

Round 1.

1. Choose a random MAC key k; « {0,1}" and sets z; = (z;, k;).
Compute (@i, ..., ¢i7™) + &1 (12,4, 2;).
Sample a random subset K; C [m] of size A and set z; ; == K; for all j € [n] \ {i}.
Sample r; , < {0,1}" for all h € [m] and set y; ; == {r;n, #i7"} for all j € [n] \ {i}.
Compute W|ll — WLl(l)‘, i, {IiJ, Yij }je[n]\{i}a W|(O))

6. Broadcast wl’.
Round 2. A

1. Compute W|Z2 — WLQ(l)\’ 7, {$i7j7 yiJ}jG[n]\{i}a W|(1))

2. Compute 7r}ul =y, 1 (12,4, 17" 7 1) for all b € [m).

3. Broadcast wlj, {W;L)l};Le[m].
Round 3.

1. Compute wlgj — WL3(17, 4, {2i 5, vi,5 b iem fay WI(2)).

2. Compute 7}, , = Oy 2 (12,4, 947" 7 (1);7:5) for all b € [m).

3. Broadcast wl}, {7}, ,}he(m)-
Round 4.

1. Run outwe on (i,{%i;,¥i;}jem)\{i}), the random tape and wl(4) to obtain

(s 617" Vet iy nerc,
2. For all j € [n]\ {¢} and h € K, check that:
— The PRG computations in ¢ " are correct.
— For all ¢ € [2], whether 71'{1 o =1 0(17, 4, (bjl'_}h, Th(l—1);7r5n).

3. If any of the above checks fail; output L.

4. For all h € [m], compute 7}, 5 == Il 3(1%,4, ¢} 7", w4 (2); 7i.).-

5. Broadcast {7}, 5 }nefm)-
Output Computation.

1. Compute ¢ == outyy, (i, 7(3)) for all h € [m].

2. Compute (y,01,...,0,) = oute ({04 trepm))-

3. Check if o; is a valid tag on y using the key k;. If the check is successful output y, otherwise

output L.

CUk

Theorem 9.1. Let wl be the watchlist protocol for the high min-entropy random variable X defined above
that samples randomly from ®1 and {0, 1}’\, let I}, be a secure inner-protocol, ® a secure outer protocol and
MAC a secure MAC scheme, then the protocol II is secure against sometimes aborting adversaries.

To prove the security of this protocol, we first present the corresponding simulator and afterwards describe
the different hybrids and argue their indistinguishability.

Simulator. Let A be an adversary that corrupts the set of parties indexed by M and let H := [n] \ M. The
simulator of Il then works as follows:

Figure 9.2: Simulator Sim of Iy

wl»
the h-th inner-protocol, and let Simg denote the simulator for the outer protocol ® = (®1, 3, outg).

Let (Sim),;,SimZ,) denote the simulator for the watchlist protocol. Let Simyz, denote the simulator for

1) First message & extraction of the input: Sim behaves as follows:

7



1. Run the simulator Sim\}ﬂ of the watchlist protocol. This simulator requires the generation of
multiple second and third rounds to estimate the abort probability of the adversary. This,
in turn, requires the generation of messages w.r.t. the protocol ITj, which in this step of the
simulation are honestly generated using shares, returned by executions of ® on random inputs.

2. Afterwards, the simulator Sim&w will output the extracted inputs of the adversary A where
it acts as a receiver {z; ;}icam jem, the inputs of the adversary A where it acts as a sender
{yi,j}iem jen and the integer d. Note that {y; ;}icnjen represents the input-randomness
pairs the adversary has used to compute the first second round of I1},.

3. Set C = {xi,j}ieM,jeH'

2) Answering the ideal watchlist functionality query: Sim answers the ideal functionality
query that is asked by Sim,, in the following way:

1. Run ® on random inputs d-times to obtain {¢% 7" Yier jepm) for all k € [d].

2. When Sim,, submits its ideal functionality query ({z; ;}icar jerr, 1¢) answer with the tuple
{61 Yy yeCn - A0 Y 0 eC)-

3) Forcing the output: Sim behaves as follows for the output of the watchlist protocol:

1. When Sim2, is forcing the output {¢'="F 7’ k}h e i ec) With k € [d], for each h € [m],
1 € H act as follows with respect to the inner-protocol messages
Second round (a) If h € C then instruct Simp, to corrupt the i-th party and give

( i_mk r;lkl) as its corresponding input-randomness pair. Let 7T;Lk1 be the output
computed by this party. 7
(b) If h ¢ C define the oracle D"* which on input i returns ¢'"*. For each i € H if

h¢C compute (7rh 1,sth ") = Simpp, (1%,4,01),

(c) Send 7} 1 to complete the second round.

Third round (a) If h € C then compute the second round of Hh with respect to the i-th
party using the input-randomness pair (¢. "%, Zkl) Let 7rh » be the output computed
by this party.

(b) Ifh ¢ C compute (¥ 5> iy Simg:k(l’\J,wh(l),stf{ﬁ).
(¢) Send 7rh 5 to complete the third round.

2. After the simulator S|m has forced the output on the adversary A, it will output the
corresponding index k € [d ] d] for which the forcing was successful. The following steps all proceed
w.r.t. the k¥"’th instance.

Sim checks the correctness of the openings:

1. Initialize the empty set C".

2. For each h € [m], check if there exists some j € H such that for every i € M, y; ; contains the
input and the randomness that explains the messages sent by corrupted parties in I} as well
as the correct PRG computations. If not, it adds h to C'

3. If such a j exists, then for every i € M, use (4] ihik rh 1) present in y; ; as the consistent input
and randomness used by the corrupted party P, in the protocol ITj,.

5) Further corruption of ® based on opening: Sim distinguishes between two cases:

1. If |C’| > An?, then Sim instructs the ideal functionality to send abort to all the honest parties
and outputs the view of the adversary.

2. If |C'| < An?, then for each i € H, Sim chooses a random subset K; of [m] of size \. If for any
h € K;,{y;.}jem contains inconsistent input and randomness, then Sim instructs the ideal
functionality to send abort to i. We denote by H’ the subset of honest parties H' € H of
honest parties that did not abort.

6) Gerneration of the fourth round:

1. When S, sends the query {z; := (z;, k;) }iear sends {z;};cnr to the ideal functionality f.

2. Upon receiving y, compute o; :== MAC(k;,y) for all ¢ € [n] and send (y,01,...,05) to Sout.

3. Return whatever Simy, returns for every h € [m].
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8) Output computation: Do as follows to compute the final output:
1. If H' # H, instruct the ideal functionality to output abort to all the honest parties.
2. For all h € [m], compute ¢4 as (v/,0},...,0,) = outy, (71(3)).
3. Check if y' = y and for each i € H that o, = o;. For every i € H, such that the above checks
pass, the ideal functionality is instructed to deliver the outputs to P;. All other parties are
instructed to abort.

Sim also keeps a count of its overall running time and if it reaches 2* steps it outputs fail.

Running time of the Simulator. The running time of this simulator depends on the running time of the
simulator for the watchlist protocol Simy,, the simulator for the inner-protocol Simy;, and the simulator for
the outer protocol ®. Since all of these simulators run in expected polynomial time, also the simulator Sim
runs in expected polynomial time.

Hybrid Transactions Now, we prove the security of the previously described protocol and start by
introducing the different hybrids:

Hybrid Hy: This hybrid corresponds to the execution of the protocol in the real world.

Hybrid H;: In this hybrid, the watchlist protocol wl is not executed honestly anymore but simulated, i.e.
the simulator Sim,, = (Simy,, Sim2,) is run. Sim,, interacts with an ideal functionality parametrized by
X. In the hybrid, the messages of the inner protocol executions are computed accordingly to what the
simulator Sim,,) samples from X. The indistinguishability between this and the previous hybrid follows
from the security of the watchlist protocol wl and is proven in Lemma 9.2.

Hybrid Hs: In this hybrid, the set C’ is defined as described in the simulator and if the size of C’ is bigger
than An2, the honest parties abort. The indistinguishability between this and the previous hybrid is
proven in Lemma 9.3.

Hybrid Hs: In this hybrid, the messages of the inner-protocol II; executions are simulated. The indistin-
guishability between this and the previous hybrid follows from the security of the inner-protocol Il and
the security of the outer protocol ®. We refer to Figure 9.3 for the formal description of the hybrid, and
to Lemma 9.4 for the formal proof.

Figure 9.3: Hybrid Hj

1) First message & extraction of the input: Sim behaves as follows:

1. Run the simulator Siml, (recall that the ideal world for the watchlist protocol is
parametrized by X as defined in H;) until it returns the extracted inputs of the ad-
versary A where it acts as a receiver {x; ;}iem jen, the inputs of the adversary A where it
acts as a sender {y; j }iem, jen and the integer d. Note that {y; ; }ien jen represents the
input-randomness pairs the adversary has used to compute the first second round of I1j,.

2. Set C = {xi,j}iekf,j€H~

2) Answering the ideal watchlist functionality query: Sim answers the ideal functionality
query that is asked by Sim,, in the following way:

1. Run @ using the honest parties’ inputs d-times (using fresh randomness every time) thus
obtaining {6} 7" }icy jepm for all k € [d].

2. When SimW| submits its ideal functionality query ({wijYiem jen, 1) answer with the tuple
({(bi_ml }h i 5,@i ;€EC {¢i_>hd } 7:1:”,70”60)

3) Forcing the output Sim behaves as follows for the output of the watchlist protocol:

1. When Sim2, is forcing the output {¢*~"*, rl’ Yh=e, ;2 ,ec) With k € [d], for each h € [m],

i € H act as follows with respect to the inner-protocol messages

Second round (a) If h € C then instruct Simp, to corrupt the i-th party and give

(ph7MF rﬁlkl) as its corresponding input-randomness pair. Let 7rh 1 be the output

computed by this party.
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(b) If h ¢ C define the oracle D"* which on input 4 returns qﬁ%h’k. For each i € H if
h ¢ C compute (ﬂ'zkl,stzkl) = Simpg, (1*,4,0%),
(c) Send ﬂ',llkl to complete the second round.

Third round ('a) If h € C then compute the second round of II; with respect to the
i-th party using the input-randomness pair ( iﬁh’k, T;Lkl) Let W;L]; be the output
computed by this party. 7 ’

(b) If h ¢ C compute (7T;Lk2, imhiky Simgzwk(l)‘, i, 7Th(1)7st2”kl).
(¢) Send W;]; to complete the third round.

2. After the simulator Simaﬂ has forced the output on the adversary A, it will output the
corresponding index k € [d] for which the forcing was successful. The following steps all
proceed w.r.t. the k”’th instance.

Sim checks the correctness of the openings:

1. Initialize the empty set C".

2. For each h € [m], check if there exists some j € H such that for every i € M,y; ; contains
the input and the randomness that explains the messages sent by corrupted parties in 7},
as well as the correct PRG computations. If not, it adds h to C”.

3. If such a j exists, then for every i € M, use ( il_’h’k, rzkl) present in y; ; as the consistent
input and randomness used by the corrupted party P; in the protocol IT,.

5) Further corruption of ® based on opening: Sim distinguishes between two cases:

1. If |C’| > An?, then make all the honest parties to abort.

2. If |C’| < Mn?, then for each i € H, Sim chooses a random subset K; of [m] of size \. If
for any h € K;,{y;:}jem contains inconsistent input and randomness, then Sim instructs
the ideal functionality to send abort to i. We denote by H’ the subset of honest parties
H' C H of honest parties that did not abort.

6) Gerneration of the fourth round:

1. When Syt sends the query {z; = (24, k;) }ienmr compute y < f(z1,...,2,) (i-e., use the
honest inputs, and the inputs returned from S,y to compute the output of the computation).

2. Compute o; := MAC(k;,y) for all i € [n] and send (y,01,...,04,) t0 Sout.

3. Return whatever Simyy, returns for every h € [m].

8) Output computation: Do as follows to compute the final output:

1. If H' # H, instruct the ideal functionality to output abort to all the honest parties.

2. For all h € [m], compute ¢4 as (v/,0},...,0) = outp, (71(3)).

3. Return y/'.

Sim also keeps a count of its overall running time and if it reaches 2* steps it outputs fail.

Hybrid Hy: In this hybrid the messages of the honest parties for the outer protocol ® are computed with
respect to a default input. Le., in the rewinding threads and in the main thread, for each ¢« € H, the i-th
party computes (¢i71, ... ¢i7™) < ®;(11,4, z;) where z; = 0. The indistinguishability between this and
the previous hybrid comes from the security of the outer protocol and from the fact that we deal with a
sometimes aborting adversary. We refer to Lemma 9.5

Hybrid Hs: In this hybrid we make the following change. In the output phase, we recover (y',01,...,01)
as in the previous hybrid and then check if 4’ = y and if for each i € H, if o, = o;. For every i € H,
such that the above check passes, we instruct the ideal functionality to deliver the output of P;. For all
the other parties, we instruct them to abort. In Lemma 9.6 we show that Hy and H, are statistically
indistinguishable from the security of the MAC scheme.

The proof ends with the observation that Hs is identically distributed to the ideal world execution.

Lemma 9.2 (Indistinguishability of hybrids Hy and Hy). Let WL be a secure watchlist protocol, then
the hybrids Hy and Hy are indistinguishable.
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Proof. We prove this lemma by contradiction. We assume an adversary A that successfully distinguishes
between the hybrids Hy and H; and use it to construct an adversary A’ that breaks the list-simulateability of
the underlying watchlist-protocol. The adversary A’ behaves as follows:

The adversary A’ acts as an augmented machine between the challenger of the underlying watchlist
protocol wl and the adversary A. In more detail, upon receiving the first round of the watchlist protocol
{wl} };em, the adversary A’ forwards it to the adversary to receive the first round of the watchlist protocol from
the adversary {wl’ };cas. For all further queries, i.e. {wl}};cp for all r € {2, 3}, which also includes rewinds
that are performed by the underlying challenger, the adversary A’ computes the corresponding messages of
the inner protocol IT; honestly for all h € [m] and i € H. Furthermore, during all these interactions with
the underlying challenger, the reduction also learns the value that is used by the challenger as an input to
generate its message. This value is used by the reduction to generate the other messages that require the
input of the watchlist protocol.

In case that the underlying challenger generates the messages of the watchlist protocol honestly, the
adversary A’ simulates Hy towards A and in the case that the underlying challenger simulates the messages
of the watchlist protocol, then the adversary A’ simulates H; towards A. This concludes the proof of the
lemma. O

Lemma 9.3 (Indistinguishability of hybrids Hy and Hs). The hybrids Hy and Hs are statistically
indistinguishable.

Proof. This proof works exactly in the same way as the proof of [IKSS21, Claim 6.7]. We recap it here
verbatim for completeness. Fix any honest party P;. Note that P; aborts in Hy if |K; N C’| # 0. We show that
if |C’| > An? then the probability of |[K; N C’| = 0 is negligible.

Note that K is distributed as a random subset of [m] of size \. We now upper bound the probability that
|K;NC'| =0.

)
A
(")

(%)

(m—n?)!  (m—\)!

<

m! (m—X—=n?)!
< (1= M/m)>
<2700
The lemma now follows from a standard union bound over the set of all honest parties. a

Lemma 9.4 (Indistinguishability of hybrids Hs and H3). Let II;, be a secure inner-protocol and ® be
a secure outer protocol then the hybrids Ho and Hs are indistinguishable.

Proof. The proof follows from the observation that the security of our protocol IT, described in Appendix A
holds under parallel composition, and from the fact that Sy, satisfies Definition A.1. Indeed, due to the
security of ® we have that the following distributions are indistinguishable for every {z;}icn

{{¢7i_>h}i€H,h€Csa {(bg’}hEUs :Vie H (¢1i—)17 te ¢7i_>m) A (1)1(1/\7 i, zz>7Vh € US? ¢,21 A (b?(h? ( %—>h7 cr ¢?—>h))}
{0 Ve necs, {08 bneus : Vi € H (9771, ,¢77™) = @1(1%,4, ), Vh € Us, ¢ « Sima ({¢7" Yic i necs,
{017 i keus}

condition on answering to a query of Simg of the form {z;};car as follows

1. For each i € [n] parse z; as x1, k;.
2. Compute y := f(z1,...,Tn).
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3. Compute o; := MAC(k;,y) for all ¢ € [n]
4. Return (y,01,...,0n).
O

Lemma 9.5 (Indistinguishability of hybrids Hs and Hs). If ® is a secure outer protocol, then Hy and
Hs are indistinguishable.

Proof. We argue that if an adversary distinguishes between the two hybrids then we can contradict the fact
that the first rounds generated from the honest parties are identically distributed, regardless of the input
used to compute the messages of ®;. The proof works as follows. We fix a first round and second round of the
execution executed accordingly to Hy (and Hs). Note that by definition, the simulator of inner protocols does
not need the input to compute the first round (which is sent in the second round). We define an auxiliary
input, that contains all the information that can be extracted from the messages generated from the adversary
in the first and in the second rounds. This in particular means that we can check whether the first round of
i-th execution of the inner protocol has been computed correctly, for each i € [m]. We can also extract the
receiver’s inputs from the watchlist protocol. We denote the indices of all the inner protocol executions that
have been computed incorrectly by the adversary and the indices that are input by the adversary as part
of the watchlist protocol executions (when the adversary acts as the receiver) with Bad, and the remaining
indices with Good. We give this auxiliary input to our reduction, which works as follows.

1. If |Bad| > An? then return a random bit and stop, else send to the challenger Bad, to denote the indices
of the corrupted parties.

2. Upon receiving the shares {(#i_)h}ieH’he[Bad], instruct D" to return the share {¢{?"},c 5z whenever Simy,
makes a query, for each h € Bad. Instruct D" to return a random value whenever Sim 11, makes a query,
for each h € Good.

3. Complete the third round of the protocol using the inner protocol simulators answering to their queries
as described above, and by running the simulator of the watchlist protocol (note that this simulator can
run in straight-line due to the information we have in the auxiliary input).

4. Upon receiving the third round of the protocol from the adversary, the watchlist simulator returns
{rjn, ¢{%h} jeM,he[m]- If the number of invalid defenses received is greater or equal than An? then return
a random bit and stop, else send {7 p, qﬁjllﬁh}jeM’he[m] to the challenger.

5. Upon receiving {¢%}1ccood, use the ¢f to answer the query to the ideal world that Sim 7, makes, for each
h € Good.

6. Complete the remaining steps of the protocol following Hs (and Hs), and return whatever the adversary
returns.

The proof ends with the observation that if the messages of the challenger have been simulated (i.e., computed
with respect to a default input), then the adversary’s behavior corresponds to the one he has in Ha, else it
corresponds to Hs. a

Lemma 9.6 (Indistinguishability of hybrids Hs and Hy). Let MAC be a secure MAC scheme, then the
hybrids Hy and Hy are indistinguishable.

Proof. Therefore, the only difference between the two hybrids is that in Hy it is checked that y = 3’ and that
for each i € H o} = 0;. For the honest parties where this check fails, they are instructed to abort. All other
honest parties are instructed to output y. In hybrid Hy, on the other hand, the honest parties are instructed
to do the MAC verification and, depending on the result, they abort or output y’. If an honest party does not
abort in Hy, then the correctness of the verification procedure implies that it does not abort in Hz. Assume
that there exists an honest party P; that aborts in Hg, but that does not abort with non-negligible probability
in Hs, then this means that (y',0}) # (y,0;) and that the verification procedure on (y',0}) outputs 1. This
contradicts the security of the MAC scheme and therefore concludes the proof. g

Theorem 9.1 further implies the following corollary.
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Corollary 9.7. Let wl be the watchlist protocol for the high min-entropy random variable X defined abowve,
let I}, be a secure inner-protocol, ® a secure outer protocol and MAC a secure MAC scheme, then II realizes
any input-less functionality with black-box use of the primitives against any PPT adversaries.

To argue that our corollary holds, we observe the following. A malicious generic PPT adversary is able to
perform two types of attacks: it can learn the inputs of the honest parties and it can force wrong outputs on
the honest parties. In the case of input-less functionalities, there is nothing to learn about the honest parties’
inputs. Hence, we need to make sure that the adversary cannot force an incorrect output (i.e., the probability
that an output occurs in the ideal world should be the same as the probability that the same output occurs in
the real world up to a negligible factor). If an adversary forces the honest parties to produce a wrong output,
then it must be that these honest parties have received an accepting transcript (i.e., no abort was triggered).
Therefore, by Theorem 9.1 (and by the definition of sometimes aborting security), there exists a simulator,
which directly results in the claim of Corollary 9.7. Note that this implication may not hold if we assume
security against non-aborting adversaries (i.e., adversaries that abort with negligible probability only).
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A Inner Protocol

In this section, we present our three-round semi-honest MPC protocol IT;, with black box uses of semi-honest
oblivious transfer, in the dishonest majority setting, used for the protocol described in Section 9.

We start by introducing the formal security notion that our protocol achieves in Appendix A.1 and then
continue by presenting a protocol for the 3MULTPlus functionality in Appendix A.2. The 3MULTPIus takes
as inputs (x1,y1), (z2,y2) and (z3,ys) respectively from parties P;, P, and Ps and delivers to all the parties
(and not only to Py, P> and P3) x1 - @2 - 3 + y1 + Y2 + 3.

In Appendix A.3, we then argue that a protocol for the 3MULTPlus functionality is sufficient to obtain
a three-round protocol for general functionalities by applying the round-preserving transformations of
[BGIT18,GIS18, ABG20].

A.1 Definition

In this section, we specify the security requirements that we require from the inner-protocol IIj. Informally,
these are:

Semi-malicious Security: Suppose that at the end of the second round an adversary A produces input
and randomness that explains the messages sent by all the corrupted parties in the previous rounds, then
the last round message sent by the honest parties reveals no other information about their inputs except
what is leaked from the output of the function. Here, the output of the function is generated by sampling
the input on behalf of the honest parties from the distribution D. We call this property semi-malicious
security.

Honest Behavior: Assume that at the end of the second round, an adversary A is unable to produce input
and randomness that explain the messages sent by the corrupted parties in the previous rounds, then the
input of the honest parties are leacked to the adversary. We call this property honest behavior.

Now, we present our definition more formally:

Syntax. The third-round inner protocol computing a function f is given by a tuple of algorithms (1, IT5, I13,
outsr) with the following syntax. For each round r € [3], the i’th party in the protocol runs I, on 1*, the
index i, the private input z; and the transcript of the protocol in the first (r — 1) rounds to obtain 7’. It
sends 7l to every other party via a broadcast channel. We use 7(r) to denote the transcript or IT in the first
r rounds. At the end of the interaction, parties run outz(m(3)) to compute the output.t®

Definition A.1. We say that the protocol Il is an inner protocol for computing a function f with respect to
the distribution D if it satisfies the following properties:

Correctness: We say that the protocol II correctly computes a function f if for every choice of inputs x;
for party P;,
Prlouty(7(3)) = f(z1,...,2,)] =1,

where w(3) denotes the transcript of the protocol I when the input of P; is x;.

Security: We capture all the security properties in a real/ideal security game. Let A be an adversary corrupting
a subset of the parties indexed by the set M, let H be the set of indices denoting the honest parties and
let Sour be any stateful PPT algorithm such that for every {x;}iem {y : {zitien < D,{xi}iem,y =
f@r, o mn)} = {y  {zihiem < Sowl{zitiem), ¥ = f({@i, 2} bien jem), y < Sou(y')}, the we require
the existence of a simulator Simpg, such that,

Real(A, D, {r; }icu) = Ideal(A, Simp, , D, Sout),

16 In general, the output function additionally takes in the private input and randomness of a party to generate the
output. However, in our setting, the transcript of the protocol is publicly decodable, that is, the output is publicly
computable given the transcript [ABG120].

86



where the real and ideal experiments are described in the figure below and fori € H, r; is uniformly chosen
and {x;}iear are the input of the corrupted parties sent as part of their defence in the semi-malicious
case. Simpy, interacts with the ideal functionality, which takes as an input the inputs of the adversary
{i}tiem, applies Sout({Ti}tienm) to obtain {xi}icrr, samples the inputs on behalf of the honest parties
{z;}icH, computes y' = f({xi,x;-}ieH,jeM), then computes y < Sout(y’) and replies to the simulator
Simp, with y.

Figure A.1: Security Game for the Inner Protocol

Real(A, D, {Ti}ieH)

1. For each i € H sample x; < D
2. For each r € [2]:
(a) For each i € H, compute 7. := IT,(1*, i, z;, 7(r — 1); ;) where 7(0) is the null string.
(b) Send {Wi}ieH to A.
(c) Receive {mt}icns from A. If r = 2, receive {7, (x;,7;)}iens from A.
3. Check if the messages sent by the corrupted parties in 7(2) are consistent with {z;, 7 }icns-
4. Semi-Malicious Security: If they are consistent:
(a) For each i € H, compute 74 = IT3(1*,i, 2;, 7(2);7;)
(b) Compute y := f(z1,...,2,).
(c) Send ({7i}icm,y) to A.
5. Honest Behavior: If they are not consistent:
(a) For each i € H, compute 7% = II3(1*, i, 24, 7(2);7;)
(b) Sent {7i}icn to A.
Receive {mi};cnr from A.
7. Output the view of A and outz(7(3)).

&

Ideal(A, Simr, D, Sout)

For each i € H, compute 7} = Simy(1*,4,0").
Send {7 }ien to A and receive {7i};cps from A.
For each i € H, compute (mh, {Z;, 7 }ier) = Simy (1%, 4, 7(1)).
Send {7i}icn to A and receive {m}, (x;,7;)}icas from A.
Check if the messages sent by the corrupted parties in 7(2) are consistent with {z;, r; }icar.
Semi-Malicious Security: If they are consistent:
(a) Query the ideal functionality using {x;};cas to receive y.
(b) For each i € H, compute 7% := Sim (1%, 4, y, {zs, 7i }icrr, 7(2)).
(c) Send ({mi}icm,y) to A.
7. Honest Behavior: If they are not consistent:
(a) For each i € H, compute 7} == Simb (1*,4,7(2)).
(b) Send {m}icn to A.
8. Receive {7}};cpnr from A.
9. Output the view of A and out(7(3)).

ANl

A.2 Construction of the 3MULTPIlus protocol

Before presenting how to construct the protocol for the 3SMULTPIlus functionality, we introduce the security
requirements that we require from the underlying OT protocol. These security requirements are the same
as the ones in [IKSS22, Appendix B.1] and, for its realization, we can rely on the protocol presented
in [IKSS22, Appendix A.1].

Syntax. Let OT = (OT1,0T2,outor) be a two-round oblivious transfer protocol. The OT; algorithm
takes in the security parameter 1* and the receiver’s choice bit b and outputs the first round message ot
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along with a secret key sk. The OT4 algorithm takes in the first round message oty, the sender inputs mqg, my
and outputs the sender message oty. The outor algorithm takes in the sender message oty and the secret key
sk and outputs the message my. We say that the OT protocol is a two-round oblivious transfer with equivocal
receiver security [GS18,PS21] if it satisfies the following properties:

Correctness: For every input b of the receiver and mg, m; of the sender:
PrloutoT(ote, (b,sk)) = mp] =1,

where (oty,sk) < OT;(1*,b) and oty + OTz(oty, mg, my).
Equivocal Receiver Security: There exists a special algorithm Simg$ that on input 1* outputs (oty, sko, ski)
such that for any b € {0,1},

{(oty,skp) : (oty,sko,sky) + Simg$(1’\)} ~. {(oty,sk) : (oty,sk) < OT1(1*,b)}

Weak Adaptive Semi-Honest Sender Security: There exists a (stateful) simulator Simg such that
for every (stateful) adversary A corrupting the receiver and any sender inputs (mg,m;) (such that
|mo| = |m1]), we have:

{Realgs(1*, A, (mo, m1))}x = {Idealg(1*, A, Simg, (mo,m1))} 1,

where the distributions Realg and Idealg are described in Fig. A.2.

Figure A.2: Real and ideal world for sender security

Reals (1%, A, (mg, m1))

. Sample uniform random tapes r for the
receiver and s for the sender.

. Send 7 to A.

. A outputs the receiver input b.

. Generate the message msg; using the input
and the random tape sampled above.

. Run A(msg;,).

. If A outputs a special symbol corrupt,
then send the random tape of the sender
to A and output the view of A. Otherwise,
proceed to the next step.

. Generate the last round message msg, as
the honest sender and send it to A.
. Output the view of A.

Ideals(1*, A, Simg, (mg, m1))

. Sample uniform random tape of the re-

ceiver r.

. Send r to A.
. A outputs the receiver input b.
. Use the random tape r and the input b to

generate msg;.

. Run A(msg,).
. If A outputs a special symbol corrupt, then

run the simulator on (mg, m1) to obtain
the random tape of the sender. Send this to
A and output its view. Otherwise, proceed
to the next step.

. Generate the last round message msg, us-

ing Simg (b, r,mp) and send it to A.

. Output the view of A.

Now, using the OT protocol descried above, we are ready to present our protocol for the 3SMULTPlus
functionality, which follows the template of [PS21].

Figure A.3: 3MULTPIus of [PS21]

Initialization: Each party P; uses (x;,y;) for ¢ € [3] as its input in the protocol below.

Round 1:
— Py computes (oty,sk) + OT (1%, 2y).
— P; chooses random bits z2,9, 221 < {0, 1} subject to 9 = x2 9+2x21 and computes (ot(f7 sko) <
OT1(1*,x270) and (ot%,skl) — OTl(l/\,.’L‘gJ).
— P computes (ot3,sks) < OT1(1}, 73).
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— P, broadcasts oty, P, broadcasts (ot{,ot}) and P3 broadcasts ot$.

— For every i € [3], P; chooses a random additive secret sharing of 0 given by (0%, 8%, 6%) and
sends the share &% to party P; for j € [3] \ {i} via private channels. We note that we can
simulate a single round of private channel messages in two-rounds over public channels by
making use of a two-round oblivious transfer.

Round 2:

— P, computes oty <— OTg(otq, (x2,0, ko), (x2,1,5k1)). It then chooses random bits x2 0,0, 22,01
{0, 1} subject to T2,0 = 22,0,0 + Z2,0,1- It computes Otg «— OTQ(O'C%,IZO’(),IQ’OJ).

— P3 chooses random bits x50, 231 < {0,1} subject to x3 = x39 + x3,1. For each b € {0, 1}, it
first computes ot} < OTo(ot}, T30,73,1). It then computes oty < OTy(oty, ot], otd).

— P5 sends oty to P; via private channel and otg to P3 via private channel. P3 sends oty to Py
via private channel.

Round 3: _

— For each i € (3], P; computes 0; = 3 (3 07

— P sets zg == 2,00 + Y2 + 2.

— P3 computes 7g 0 4, = outoT(0t3, (x3,5k3)) and sets 23 == 2204, + 3,0 + Y3 + I3.

— Py computes (2,4, ,5ks, ) == outor(oty, (x1,sk)) and ot' := outor(otg, (w1, sk)). It then com-
putes 3., , = outor(oty", (T2.4,,5ks,)). It then sets 21 = x3,, . +y1 +d1.

— Py broadcasts z1, P> broadcasts zo and P3 broadcasts z3.

Output: Every party outputs z; + 2o + 23.

Theorem A.2. Assuming the existence of equivocal oblivious transfer (see Definition Section 2.5), then the
3MULTPIus protocol described in Figure A.3 satisfies Definition A.1.

Proof. To prove this theorem, we first describe a simulator in Figure A.4 below.

Figure A.4: Simualtor Sim of 3MULTPlus

Round 1:

— To generate the first round messages of the honest parties, Sim does the following:
1. If P, € H, then Sim computes (oty, skj,sk}) < Simgd(1*).
2. If P, € H, then for each b € {0,1}, Sim computes (ot?, sk;, o, skj, ;) < Simgg(lA).
3. If P; € H, then Sim computes (ot}, sk{j,sk) < SimgZ(1%).
4. It sends the above computed messages on behalf of the honest parties to the adversary.
Round 2: On receiving the first round messages from A, the distribution D, Sim proceeds as follows:
1. If P, € I{7 sample (l‘g,yz) < D and compute oty <+ OTQ(Otl, ($270,Sk0), (1‘271,Sk1)) with
220,221 < {0,1} subject to a3 = w20 + x2,1 and skg = sk67m2_0,5k1 = sk’lm‘l. Similarly,
compute ot3 « OTy(ot?, x2,0,0,72,0,1), Wwhere 20,0, 72,01  {0,1} subject to xa o = 20,0 +
£2.0,1-
2. If P; € H, sample (z3,y3) < D and compute ot} «— OTa(ot}, x50, 731) for each b € {0, 1} with
x30,23,1 < {0,1} subject to z3 = 23,0 + x31. Afterwards, compute oty +— OTz(oty,0t9, ot}).
Send the computed messages to A along with inputs {(z;, ;) }ich.
Round 3: On receiving the second round messages inputs and random tapes {(z;, y;, i) biers from A
we distinguish between two cases:
(a) At least one of the messages is inconsistent w.r.t. the inputs and
random tapes provided by A:
— Act for the honest parties as follows:
If P, ¢ H:
1. Sample (z1,y1) < D.
2. Compute §; = Y

3. Set sk := sk, .

jeis) O1-
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4. Compute (2,4, ,5ky, ) == outor(oty, (z1,sk)) and ot3* := outor(ote, (x1,5k)). After-
wards, compute 73, , = outoT(ots', (2,4, ,5Ke, ) and set zq = T3, ,, + Y1+ 01
5. Broadcast z;.
If P, € H: _
1. Compute 03 = 3 (3 5.
2. Set 2z == 22,00 + Y2 + 2.
3. Broadcast zs.
If Py c H:
1. Compute 03 =Y
2. Set skg := sk, .
3. Compute z2 ¢z, = outor(ot3, (z3,sk3)) and set z3 == 2,045 + T30 + Y3 + J3.
4. Broadcast z3.
(b) All the messages are consistent w.r.t. the inputs and random
tapes provided by A:

— In this case, Sim queries the ideal functionality using {(z;,v;)}ica to obtain z. Then Sim
computes {z; };cpr using the transcript and the random tape of the adversary as follows:
If P e M: A

1. Compute 61 =3 (5 07
2. Compute (22,4, ,5ky, ) := outor(oty, (x1,sks)) and ot5* = outor(ote, (x1,sky)), where
sky can be derived from the random tape of the adversary. Afterwards, compute
T3.4,,, = outor(oty', (T2.4,,5ke,)) and set 21 =34, , +y1 + 1.
If P, e M: A
1. Compute s =3 (5 0.
2. Set 2z :== 22,00 + Y2 + 2.
If Py € M: 4
1. Compute d3 = 3 ;¢ (3 93
2. Compute 22,0 4, = outor(ot3, (x3,sks)) and set 23 = 2,045 + 3,0 + Y3 + d3. Here,
sk is computed using the random tape of the adversary.
Afterwards, choose {2; }icy uniformly such that @, 2 = 2@ @, ), 2 and send {2 }ien

to A.

jeis) 93

Running time of the simulator. Since this simulator does not perform any rewinds, it clearly runs in
polynomial time.

To prove the theorem and the indistinguihsability between the real and the ideal world, we proceed using
a few hybrids. These hybrids are only interesting in the case that the adversary is consistent. In the case that
the adversary is inconsistent there is nothing that we need to prove. Therefore, the following hybrids are used
to argue security in the cast that the adversary is consistent and no corrupt command was issued.

Hybrid Hy: This hybrid corresponds to the real world.

Hybrid Hy: If P; ¢ H, then this hybrid is skipped. Otherwise, compute (oty,skg,sk}) Simgg(l/\),
set sk = sk;1 with (z1,y1) < D and proceed as in the honest protocol execution. This hybrid is
computationally indistinguishable to the hybrid Hg, which can be shown by relying on the equivocal
receiver security of the OT protocol. We prove this transition more formally in Lemma A.3.

Hybrid Ho: If P; ¢ H, then this hybrid is skipped. Otherwise, compute (ot3,skg,sk]) < Simg$(1>‘),
set sky = sk;‘,3 with (23,y3) + D and proceed as in the honest protocol execution. This hybrid is
computationally indistinguishable to the previous hybrid, which can be shown by relying on the equivocal
receiver security of the OT protocol. The proof of the hybrid transition here is similar to the proof of the
hybrid transition from Hg to Hy, therefore, we refer to this proof (Lemma A.3) for further details.

Hybrid Hs: If P, ¢ H, then this hybrid is skipped. Otherwise, for each b € {0, 1}, compute (skfw,skg’l) —
Simés?(l)‘), set sko = Sk67r2,0 and sk; = sk’lm,1 with (z2,y2) < D and x29,221 < {0,1} such that
To = a0 + T21. Afterwards, proceed as in the protocol execution. This hybrid is computationally
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indistinguishable to the previous hybrid, which can be shown by relying on the equivocal receiver security
of the OT protocol. The proof of the hybrid transition here is similar to the proof of the hybrid transition
from H; to Hy and Hg to Hy, therefore, we refer to the proof of the transition from Hy to H; (Lemma A.3)
for further details.

After this hybrid, we distinguish between two cases: first, the messages are inconsistent w.r.t. the inputs
and random tapes provided by A and, second, the messages are consistent w.r.t. the inputs and random
tapes provided by A. In the first, case, we simply rely on the equivocality of the OT protocol and behave as
described in the description of the simulator (Figure A.4) for the honest parties. In more detail, we behave as
in the honest execution of the protocol for the remaining rounds. In this case, the proof concludes here. In
the second case, the next hybrids after receiving the first round from A run in exponential time to extract
the inputs and randomness used by the adversary in the first round. The hybrids are defined as follows:

Hybrid Hy: If P, € M or P, € H, this hybrid is skipped. Otherwise, oty is generated as oty «— OTs(oty,
(2,215 5Kz, ), (T2,4,, 5Kz, ) instead of oty <— OTa(ot1, (x2,0,5ko), (T2,1,5k1)). This hybrid is computationally
indistinguishable to the hybrid Hs, which can be shown by relying on the weak adaptive sender security
of the OT protocol. We prove this transition more formally in Lemma A .4.

Hybrid Hs: If P, € M or P; € H, this hybrid is skipped. Otherwise, ot3 is generated as otj < OTy(ot},
T2.0.24, T2,0,25) instead of ot3 «— OTa(ot}, 2200, 22,0,1). This hybrid is computationally indistinguishable
to the previous hybrid, which can be shown by relying on he weak adaptive sender security of the OT
protocol. The proof of the hybrid transition here is similar to the proof of the hybrid transition from Hs
to Hy, therefore, we refer to this proof (Lemma A.4) for further details.

Hybrid Hg: If P; € M or P, € H, this hybrid is skipped. Otherwise, ot} is generated as ot} < OTy(ot},
T3,25,,T3,25,) instead of oty «— OTy(ot}, 230, 23,1) for each b € {0,1}. This hybrid is computationally
indistinguishable to the previous hybrid, which can be shown by relying on the the weak adaptive sender
security of the OT protocol. The proof of the hybrid transition here is similar to the proof of the hybrid
transition from Hs to Hy, therefore, we refer to this proof (Lemma A.4) for further details.

Hybrid H;: If P; € M or P, € H, this hybrid is skipped. Otherwise, oty is generated as oty + OTz(oty,
oty', otd!) instead of oty +— OTa(oty,otd, otd). This hybrid is computationally indistinguishable to the
previous hybrid, which can be shown by relying on the the weak adaptive sender security of the OT
protocol. The proof of the hybrid transition here is similar to the proof of the hybrid transition from Hs
to Hy, therefore, we refer to this proof (Lemma A.4) for further details.

Hybrid Hg: Let i* be the smallest integer in H. In this hybrid, the simulator queries the ideal functionality
using the inputs of the malicious parties and obtains z as a reply from the ideal functionality. Afterwards,
it sets z;» =2z — > JeB\{i*} % instead of computing it as in the previous hybrid. In the previous hybrid
z;» has been computed as described in the protocol or, equivalently, as described in the first case of the
third round of the simulator. To compute z; for j € [3] \ {i*}, we follow the description of the third
round of the simulator, where we simply need to distinguish between the cases P; € M and P; € H.
The indistinguishability between this and the previous hybrid follows from the indistinguishability of the
outputs generated in the real-world and the ideal-world. We argue this hybrid transition more formally
in Lemma A.5.

Hybrid Hg: For every i € H and i # i*, choose z; uniformly at random and compute z;« as described in the
previous hybrid. This hybrid is identically distributed to the previous one since d1, d2, 3 are randomly
sampled, i.e. the indistinguishability between this and the previous hybrid follows from security of the
one-time pad, with § as the key, which we prove in Lemma A.6.

Hybrid Hyg: If P3 € M or P, € H, this hybrid is skipped. Otherwise, oty is generated as oty <
OTz(oty,0t9,0t}) instead of oty + OTa(oty, oty ot5!). This hybrid is computationally indistinguish-
able to the previous hybrid, which can be shown by relying on the sender security of the OT protocol.
The proof of the hybrid transition here is similar to the proof of the hybrid transition from Hs to Hy,
therefore, we refer to this proof (Lemma A.4) for further details.

Hybrid Hy: If P3 € M or P, € H, this hybrid is skipped. Otherwise, ot} is generated as ot} <
OTa(oth, 3,0, x3,1) instead of oty + OTs(oth, 3,4, ,,23,4,,) for each b € {0,1}. This hybrid is com-
putationally indistinguishable to the previous hybrid, which can be shown by relying on the sender
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security of the OT protocol. The proof of the hybrid transition here is similar to the proof of the hybrid
transition from Hs to Hy, therefore, we refer to this proof (Lemma A.4) for further details.

Hybrid Hys: If P, € M or P; € H, this hybrid is skipped. Otherwise, ot3 is generated as ot3 <
OTa(ot}, 22,0,0,72,0,1) instead of ot3 < OTa(ot}, 220,45, ¥2,0.25). This hybrid is computationally indis-
tinguishable to the previous hybrid, which can be shown by relying on the sender security of the OT
protocol. The proof of the hybrid transition here is similar to the proof of the hybrid transition from Hg
to Hy, therefore, we refer to this proof (Lemma A.4) for further details.

Hybrid Hy3: If P, € M or P, € H, this hybrid is skipped. Otherwise, oty is generated as oty ¢
OT2(oty, (22,0, ko), (x2,1,5k1)) instead of oty <— OTa(ot1, (€2 4, ,5Kz, ), (¥2.4,, 5Kz, ). This hybrid is com-
putationally indistinguishable to the hybrid Hs, which can be shown by relying on the weak adaptive
sender security of the OT protocol. We prove this transition more formally in Lemma A.4. Since this
hybrid is identically distributed to the simulated distribution, the theorem follows.

O

Lemma A.3 (Transition from Hy to H;). Assuming the equivocal receiver security of the OT protocol
OT, the hybrids Hy and Hy are computationally indistinguishable.

Proof. We prove this lemma by contradiction, we assume that there exists an adversary A that manages
to distinguish between the hybrids Hy and H; with non-negligible probability. We use this adversary to
construct an adversary B that breaks the equivocal receiver security of the OT protocol OT with non-negligible
probability. We assume that P, € H, if this is not the case, then this hybrid transition is skipped.

Now, we describe the behavior of the adversary B interacting with the challenger of the equivocal receiver
security of the OT protocol OT and the adversary .A. In the first step, the adversary B samples (x1,y1) < D,
submits z; to the underlying challenger and receives as reply the message ot; and the key sk corresponding
to 1, i.e. sky,. Now, we distinguish between three cases: P» € H and P3 € M, P, € M and P; € H, and,
Py, P; € M. In the first and second case, the adversary B generates the messages of the party P, or Pis,
respectively, as described in the first round of the protocol in Figure A.3. In the third case, the adversary B
does not do anything on behalf of the parties P, and P3 and simply broadcasts the message ot; that it has
received from the underlying challenger. For the remaining rounds, the adversary B behaves as described in
the protocol in Figure A.3.

We observe that if the underlying challenger generates the first round of the OT honestly, i.e. (oty,sk) «
OT,(1*, 1), then the hybrid Hy is emulated and if the underlying challenger generates the first round of the
OT using the equivocator, i.e. (oty,skg,sk]) < Simg$(1>‘) and sk := sk, , then the hybrid H; is emulated
towards A. This directly results in the fact that if A can distinguish the hybrids Hg and H; with non-negligible
probability then B can also distinguish between an honest and equivocal generation of the first OT message.
This concludes the proof of the lemma. a

Lemma A.4 (Transition from Hjz to Hy). Assuming the sender security of the OT protocol OT, the
hybrids Hy and Hy are computationally indistinguishable.

Proof. This hybrid transition only happens under the assumption that the adversary provides consistent
transcripts and that P, € H and P; € M. Otherwise this hybrid is skipped. Furthermore, we assume that
the input x; of P; is provided to the reduction as an auxiliary input, given a fixed first round of the protocol.

We prove this lemma by contradiction, we assume that there exists an adversary A that manages to
distinguish between the hybrids Hz and H4 with non-negligible probability. We use this adversary to construct
an adversary B that breaks the weak adaptive semi-honest sender security of the OT protocol OT with
non-negligible probability.

Now, we describe the behavior of the adversary B, which behaves on behalf of P, interacting with the
challenger of the weak adaptive semi-honest sender security of the OT protocol OT and the adversary A. In
the first step, the adversary B generates ot} using the equivocator for both b € {0,1}, i.e., (ot}, sk o, sky 1)

Simg-’i"-(lk) which it outputs as its first round message. If Py € H, it also generates its first round message ot}
using the equivocator, i.e., (ot3,sk(,sk}) < Simg$(1>‘). To generate the second round message on behalf of
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Py, B samples (z2,y2) + D and 229,221 + {0,1} with the restriction that ze = x2o + x2,1. Afterwards, it
sends ((2,0,5ko), (®2,1,sk1)) to its underlying challenger and receives as a reply oty which it forwards to the
adversary. For the remaining rounds, the adversary B behaves as described in the protocol in Figure A.3.
We observe that if the underlying challenger generates the second round of the OT using both inputs, i.e.
oty <= OTq(oty, (22,0, ko), (x2,1,5Kk1)), then the hybrid Hsz is emulated and if the underlying challenger gener-
ates the second round of the OT using only a single message, i.e. ota <= OTz(oty, (22,5,,5Ka, )s (T2,41, 5Kz, ),
then the hybrid H, is emulated towards A. This directly results in the fact that if A can distinguish the
hybrids Hs and Hy with non-negligible probability then B can also break the weak adaptive semi-honest
sender security with non-negligible probability. This concludes the proof of the lemma.
O

Lemma A.5 (Transition from H; to Hg). The hybrids H; and Hs are computationally indistinguishable.

Proof. This hybrid transition only happens under the assumption that the adversary provides consistent
transcripts. Otherwise, this hybrid is skipped. Furthermore, we assume that the inputs (z;, ;) of P; for all
i € M is provided to the reduction as an auxiliary input, given a fixed first round of the protocol.

We prove this lemma by contradiction, we assume that there exists an adversary A that manages to
distinguish between the hybrids H7 and Hg with non-negligible probability. We use this adversary to construct
an adversary B that distinguishes between the distributions induced by the real-world and the ideal-world.

The adversary B behaves as described in H; until it receives the values (z;,y;)icar from the adversary A
using its auxiliary input and forwards those values to the underlying challenger. The underlying challenger now
samples {(x;,y;) }icy and then either computes z by evaluating f((x1,91),--., (s, yn)) or by first generating
{(@}, vi) Yiemr < Sout({Tis Yitienm), then computing 2" = f({(zi,y:), (¢}, 9}) }ien jer) and obtaining z «+
Sout(Z'). Then, the value z is output to the adversary B. The adversary then proceeds as described in the
description of hybrid Hg to compute z;.

We observe that if the underlying challenger generates the output as described in the real-world, then the
hybrid H; is emulated and if the underlying challenger generates the output as described in the ideal-world,
then the hybrid Hg is emulated towards A. This directly results in the fact that if A can distinguish the hybrids
H; and Hg with non-negligible probability then B can also distinguish between the real- and ideal-world. This
concludes the proof of the lemma. ad

Lemma A.6 (Transition from Hg to Hg). The hybrids Hg and Ho are perfectly indistinguishable.

Proof. This hybrid transition only happens under the assumption that the adversary provides consistent
transcripts. Otherwise, this hybrid is skipped. Furthermore, we assume that the input x; of P is provided to
the reduction as an auxiliary input, given a fixed first round of the protocol.

To prove this lemma, we distinguish between the following cases:

P, € H: In this case, the values z; for all i € [3]\ ({1} U H) are computed as described in round 3 of the
simulator (Figure A.4) for the malicious P;. To compute the value for the parties P; for i € H \ {1} we
interact with a one-time pad challenger and submit the query (z2,0,0+y2,0) if P> € H or (220,55 +*3, y3,0)
if P3 € H. The reply received from this query is either the value z5 or z3 respectively. Afterwards, the
value z; is computed as z; = z @ie[3]\ (1} % and broadcast by P;. From the security of the one-time pad,
it follows that the value z; for i € H \ {1} is independent of the input z; and y;.

P, ¢ H and P, € H: In this case, the values z; for all ¢ € [3]\ ({2} U H) are computed as described in round
3 of the simulator (Figure A.4) for the malicious P;. To compute the value for the parties P; for i € H\ {i}
we interact with a one-time challenger and submit the query (2204, + 3,93,0) if Ps € H. The reply
received from this query is the value z3. Afterwards, the value 25 is computed as zo = z EBie[3]\ (2} % and
broadcast by P.. From the security of the one-time pad, it follows that the value z; for i € H \ {2} is
independent of the input z; and y;.

Py, P, ¢ H and P; € H: In this case, no more changes are needed compared to the previous hybrid and the
lemma follows directly.

O
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A.3 From 3MULTPIus to General MPC Functionality

In this section we recap the transformation of [BGIT18,GIS18, ABG*20] and argue that extends to Definition
A.1. Let us start by observing that the Lemma 6.1 of [ABG™20] could also be proven in the case of Definition
A.l.

Following [ABG™20] we consider polynomials over mn input variables, where each party contributes m
inputs. We assume that the polynomial is over Zy and it is the sum of monomials of degree exactly 3. Let
Dinp be the distribution of the parties’ input. Let D be the distribution that draws the constant term 0 and
then samples randomly from {0,1}. Let D’ be the distribution that samples two elements one from Djn, and
one from the uniform distribution over {0,1}. Let D3geg be the distribution that draws from D and D'

Lemma A.7. Let g : {0,1}™" — {0,1} be a degree-3 functionality over Zs. That is, g((x1,...,Tm),.- .,
(Tomn—mtly -« s Tmn)) = O Qi .. i3 Ti, Tin iy . There exists a protocol I34eg for computing g, satisfying Definition
A.1, where the protocol ITz4eg makes black-box use of the protocol IIsmurtpius (described in Figure A.3) for
distribution D3deg for SMULTPlus functionality satisfying Definition A.1 for distributions D and D'.

Proof. The proof is adapted from [ABG™20]. For every 3-sized subset {i1,42,i3} € [mn], the parties P;, /|41,
where j € [3] do the following:

o

11,92,13 "

— If a;, iy = 0 party P[;, /m|41 on input (0 r? . ) execute IIzmyiTpius, for j € [3].

1 i1,42,13

— Party Pi; m)+1 chooses a random bit r

— Else, party P|;, /m |41 On input (i, 7y execute IT3myLTpius, for j € [3].

z‘l,img)
The parties then sum up their chosen random bits, namely 27:1 TZ in.iy» and send them to every other party.
To obtain the output, the parties sum up the outputs from the executions of IT3pmyLTpius With the sum of all
the random bits obtained from every party.

The correctness follows from [ABG™20]. Regarding security, let M C [n] be the set of corrupted parties.
Let Sim be the simulator described in Figure A.4 for ITsmyrtpius. The simulator Sim’ for 1T 3deg follows the same
steps (for all the executions of ITsmyLtpius) Of Sim for the first and second rounds. At the end of the second
round, Sim’ obtains adversarial inputs ($(i71)m+17 ..., Zim) and random tapes, for i € M and distinguishes
two cases:

(a).A behaved inconsistently in the first two rounds Sim’ follows the strategies of Sim described in
Round 3 (a) (Figure A.4) for all executions of ITsMyLTPus-

(b)Otherwise Sim’ queries the ideal functionality obtaining the output g. For every 3-sized subset {i1, iz, 13}
such that for each j € [3], [i;/m|+1 € M and a;,. ;, = 1, the simulator adds the corresponding
adversarial inputs to g. Let ¢’ be the resulting value. Let i* ¢ M be an arbitrary element. For every ¢ # ¢*
and i ¢ M Sim sends a random bit as the sum of P;’s random bits. For every 3-sized subset {i1,42,i3}
such that for exists j € [3], [i;/m]| +1 ¢ M Sim’ follows the steps of Sim w.r.t. a random output. For i*,
the simulator outputs ¢’ plus the sum of all the random bits chosen as the sum of its random bits.

The set of hybrids to consider for the transition from real-world execution to the experiment where Sim’
is executed is similar to the one described for Theorem A.2. In more detail, the hybrid Hj is described as the
hybrid Hy of Theorem A.2. Then, let k& the number of executions of IIsmyLTpius, then we consider a set of k
hybrids where H?, described as the hybrid H; of Theorem A.2 but w.r.t. the j-th executions of IT3muLTpius
(where the output of IIsmyLtpius is a random bit), with j € [k] and ¢ € [4]. The final hybrid sends a random
bit as the sum of P;’s random bits (for all i ¢ M) and adjusts the output of the honest parties as Sim" does.

The indistinguishability between the hybrids is argued similarly to Theorem A.2. a

We are now ready to argue that the transformation of [BGIT18,GIS18, ABG'20] extends to Definition A.1.
Let Dinp be the distribution of the parties’ input. Let D be the distribution that samples two elements from
the uniform distribution over {0, 1} one from Djn, and the constant terms 0, 1,0. Let Dy be the distribution
that draws from D and D3geg.
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Theorem A.8 ([BGIT18,GIS18, ABG'20]). Let f be an n-party functionality. There exists a protocol
for securely computing f satisfying Definition 6.1 w.r.t. distributions D¢, where II; makes black-box use of
the PRG and the protocols: (a) the protocol IIsmuiteius (described in Figure A.3) for 3MULTPlus functionality
satisfying Definition A.1 w.r.t. distributions D (b) the protocol IIzgeg (Lemma A.8) for degree-3 functionality
satisfying Definition A.1 w.r.t. distributions Dageg.

Proof. The proof is adapted from [ABG20] (which is adapted from [GIS18]). Assume that f is represented
by a circuit comprised entirely of NAND gates. We recall the semantics of a BMR garbled gate. The BMR
garbling for a NAND gate ¢ that takes wires a and b as input and the output wire is ¢ is a set of values

{G'Lrl T2 }rl ,r2€{0,1},i€[n] where:

n
Gy = (@F (gi,r1m2) ® Fyy <g,i,r1,r2>) Skl & (X, A (ki1 ® kL))
=1

where X, ., = (Bi_; Nia @ 71) - (D7) Xip B12) 1) & (D), Airc). Here, F is a PRF, k. . where
x € {a,b,c} and r € {0,1} is a PRF key, A, for = € {a,b, ¢} are bits. The PRF keys k% , and the bits \; ,
are chosen by each party before the first round of the protocol.

Note that each output bit of {éihrz bryrae{0,1},ien)] is @ degree-3 functionality.

The protocol II; has the following description:

— For every wire w, which is the input wire of a party P; the other parties P; will set A;,, = 0. The party

P; will compute oy, = Aj . @ Ty, Where x,, is the w-th bit of P;’s input x;.

— For every a,, the party P;, the party P who owns w and a dummy party P’ execute IIzmyitpius On input

((kfﬂyo @ kfu)l, kfﬂyo)(aw, 0)(1,0)). All the parties receive Iczwa

— For every NAND gate g in f, the parties uses Il34eg to compute {G’iwz Yrirae{0,1} i€
— Evaluate the BMR garbled circuit to obtain the output.

As noticed by [ABG120] in {Giln }rirae{0,1},ie[n] together with {kfmaw,aw}weinp, constitutes a compu-
tationally private randomized encoding [BMR90]. Let Simgg be the simulator of the randomized encoding.
Let Simsmuitpius, Simsdeg be the simulators, respectively, for IIzmyiteius and IIzgeg (Lemma A.8). Let M C [n]
be the set of corrupted parties.

The simulator Sim for IT; follows the same steps (for all the executions of IIsmuitpius and of Ilzqes) of
SimamuLTpius and of Simsgeg for the first and second rounds. At the end of the second round, Sim obtains

adversarial inputs {x;};cas and random tapes and distinguishes two cases:

A behaved inconsistently in the first two rounds Sim follows the strategies of SimsmyLTpius described
in Round 3 (a) (Figure A.4) for all executions of IIsmuLtpius, and the strategies of Simsgeg described in
point (a) of Lemma A.8 for all executions of II3geg.

Otherwise Sim queries the ideal functionality obtaining the output out. For every NAND gate g in f, Sim
follows the strategies of Simge (executed on input out and {z;};cnr) to compute the output of IIsmurTpius
and Il3qeg, then she follows the strategies SimamyLtpius and of Simsgeg to set those outputs as the output
of the protocols IIsmyLTpius and Il3geg.

The indistinguishability between the hybrids follows from similar arguments to the one exposed for
Lemma A.8 and from the fact that {G}. ., }r, roef0,1}.icin) together with {&}, , . aw }weinp, constitutes a
computationally private randomized encoding.

O
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