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Abstract  

The present work was elaborated in the context of an academic internship at NOS 

Communications (NOS) regarding the conclusion of the Master’s in Economics of Business 

and Strategy at the School of Economics and Management, University of Porto. The 

identified problem was the small customer base and negligible growth of NOS Safe Net, 

while a recently introduced DNS solution – NOS Safe Browsing – had already surpassed 

twenty times its thousand customer base. The envisioned action plan was revitalizing the 

End-Point offer – NOS Safe Net. Therefore, the study intends to evaluate the suitability of 

NOS’ intention to re-launch and re-brand NOS Safe Net to exploit its full potential.   

A comprehensive market analysis was conducted, examining Telecommunications 

and Cybersecurity industries. A benchmark compared international and national 

telecommunications operators’ (Telcos) cybersecurity offers and Strategic Groups’ 

positioning. A macro-environment analysis (PESTEL) considered external factors impacting 

NOS. The research was sustained by data from Telcos' websites, government and regulators 

publications, statistical institutions, industry reports, and news articles. A similar study was 

directed at NOS based on internal information and studies. Further, an STP and a Marketing 

Mix analysis were developed, sustaining the assessment of the strategy’s economic viability 

founded on NOS’ internal data. 

The study evidences the opportunity value-added cybersecurity services represent for 

Telcos to differentiate from competitors and strengthen revenue. The macro-environment 

emphasizes it and suggests the need to promote customer retention. The internal 

examination evidence that competitors outclass NOS' End-Point solution. NOS’ 

partnerships reveal crucial for NOS Safe Net’s value proposition and respective marketing 

advancement. Finally, the economic evaluation provided positive support to the strategy. 

 Overall, NOS should pursue its revitalization strategy. Reflecting on the lack of 

research on re-launching and re-branding products and services, the study expands existing 

concepts’ practical applications. Future studies should be conducted to promote the 

advancement of practical applications. 

 

Keywords: Re-Launch, Re-Branding, Telecommunications, Cybersecurity, Value-Added 

Services, NOS Communications  
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Resumo 

O presente trabalho foi elaborado durante um estágio curricular na NOS 

Comunicações (NOS), no âmbito da conclusão do Mestrado em Economia da Empresa e da 

Estratégia da Faculdade de Economia da Universidade do Porto. O problema identificado 

consiste na pequena base de clientes e crescimento insignificante do NOS Safe Net, enquanto 

uma solução DNS recentemente introduzida - Navegação Segura - ultrapassou vinte vezes a 

sua base de clientes. Portanto, o estudo avalia a intenção de relançar e reformular a solução 

End-Point - NOS Safe Net. 

Foi realizada uma análise de mercado, examinando as indústrias de 

Telecomunicações e Cibersegurança. Uma avaliação comparativa considerou as ofertas de 

cibersegurança de operadores internacionais e nacionais e o seu posicionamento. Uma 

exploração do macro ambiente (PESTEL) considerou fatores externos que impactam a 

NOS. A pesquisa foi sustentada em dados de sites de operadores, publicações 

governamentais e regulatórias, instituições estatísticas, relatórios do setor e artigos de 

notícias. Um estudo semelhante foi direcionado à NOS baseado em informações e estudos 

internos. Adicionalmente, foi desenvolvida uma análise STP e Marketing Mix, sustentando a 

avaliação da viabilidade económica da estratégia. 

O estudo evidenciou a oportunidade que os serviços de cibersegurança com valor 

acrescentado representam para os operadores se diferenciarem dos concorrentes. A PESTEL 

enfatiza a necessidade de promover a retenção de clientes. A análise revelou que os 

concorrentes superam a solução End-Point da NOS. As parcerias da NOS revelaram-se 

cruciais para o progresso da proposta de valor do NOS Safe Net e da estratégia de marketing. 

Finalmente, a avaliação económica proporcionou suporte positivo à estratégia. 

Concluindo, a NOS deve seguir a estratégia de revitalização. Considerando a falta de 

pesquisa sobre relançamento e reformulação de produtos e serviços, o estudo amplia as 

aplicações práticas dos conceitos existentes. No futuro, estudos devem ser conduzidos para 

promover o desenvolvimento de aplicações práticas. 

 

Palavras-chave: Relançamento, Reformulação de Marca, Telecomunicações, 

Cibersegurança, Serviços de Valor Acrescentado, NOS Comunicações 
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1 Executive Summary 

Companies and end-users look forward to protection from online threats in the 

context of increasing cybercrime. In this sense, the Portuguese Telco – NOS  – launched a 

simple cybersecurity (DNS) service that delivers online protection to NOS’ mobile and fixed 

networks clients – NOS Safe Browsing – in May 2022. Considering the DNS solution 

success, and the stagnant customer base of NOS Safe Net, a complete End-Point service 

from its cybersecurity portfolio, NOS intends to promote the re-branding and re-launch of 

NOS Safe Net. Therefore, the present study aims to assess NOS’ strategy to evaluate whether 

NOS should re-launch "NOS Safe Net." Considering the lack of research on re-launch and 

re-branding products and services, particularly in the Telecommunications Industry, the 

study contributes to expanding existing concepts’ practical applications. 

To evaluate NOS’ intention’s suitability, a market analysis was conducted. It involved 

an examination of the related industries, a benchmark of international and national Telcos, 

and a macro-environment study. To achieve that, Telcos' websites, relevant government, 

statistical institutions’, and regulators' publications, as well as industry reports and news 

articles, were considered. Furthermore, a similar study was directed at the case study’s 

company based on its internal information. From a sustained base analysis and considering 

NOS’ prior experience, a marketing and communication plan was developed to support the 

re-launch and re-branding, as well as an analysis of the strategy’s economic viability. 

The examination evidences the opportunity the commercialization of value-added 

cybersecurity services represents for Telcos to differentiate from competitors and reinforce 

revenue streams. Further, the favorable macro-environment emphasizes the opportunity and 

suggests the need to promote customer retention. Additionally, the internal analysis revealed 

that NOS’ End-Point solution is outdated among the national offers, suggesting a need for 

a modification. In this sense, partnering with F-Secure and Centili revealed crucial for 

reinforcing NOS Safe Net’s value proposition and respective marketing strategy. Finally, the 

economic evaluation provided crucial insights to answer the research question. 

The study comprises a description of the internship at NOS, a clarification of the 

research problem, a literature review, and an explanation of the methodology before delving 

into the external and internal analysis, followed by the marketing and communication plan 

and economic evaluation. Finally, a conclusion will be provided. 



   

   2 

2 The Internship at NOS Communications S.A. 

The academic internship started on January 30, 2023, with the integration of NOS 

Communications’ Internet Product Management team, and concluded on June 30, 2023, to 

complete the Master’s in Economics of Business and Strategy cycle of studies at the School 

of Economics and Management (FEP), University of Porto. Such a team manages the 

internet services directed to the final consumer, a crucial market segment for NOS, which 

controls over a third of the national market (Anacom, 2023a). At the beginning of the 

internship, with its technological leadership vision, NOS had already decided to promote the 

re-launch of NOS Safe Net. In this sense, the internship entailed the analysis of the suitability 

of the strategic re-launch and re-branding decision, supporting its operationalization, 

developing a marketing and communication plan for the online safety portfolio, and 

accessing its business sustainability.  

The strategic analysis involved a national and international telecommunications 

industry benchmark regarding their offers and communications best practices, 

complemented by a cybersecurity industry overview and a macro environment evaluation. 

The analysis, developed in section 6, allowed the reinforcement of NOS re-launch intentions 

and provided substantial support to answer the research question. Further, the 

operationalization support entailed assisting the contributions of NOS and its partners (F-

Secure and Centili) to develop and market the new service, which was crucial for the 

strategy's viability. Moreover, the internship envisioned assessing the new service’s target 

market and developing a marketing and communication plan. Also, it implied the 

development of internal information materials and an external communication plan for the 

new service. It was designed throughout section 8 and was valuable in assisting NOS’ re-

launch initiatives and providing fundamental insights into developing the following section’s 

matter. Finally, the new service’s business sustainability was assessed in section 9 by 

identifying the target market dimension, the envisioned sales, and entailed costs. The 

business sustainability evaluation was essential to strengthen the re-launch strategy and 

offered substantial funding to the research topic. 

To conclude, the internship period at NOS revealed crucial for the throughout 

comprehension of the company’s goals and the development of inherent activities. 

Moreover, it provided a solid basis for developing the present work by accessing crucial 

information and experiencing the business environment.  
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3 Research Problem 

There is a broad literature on enterprise re-launch and re-branding. However, a gap 

in the study of a product or service re-launch and re-branding can be identified. That is an 

essential field of study, considering the competitive market economy constantly challenging 

businesses to revitalize their offers, as argued by Partanen (2021). In this sense, addressing 

the topic expands existing concepts’ practical applications. 

NOS is established in the Portuguese market as the best mobile internet services 

provider (NOS, n.d.-a; Marketeer, 2023). It aims to expand its leadership to fixed services 

and elevate its position by providing the best and safest internet services, taking advantage 

of the growing social concern regarding digital safety. Currently, NOS offers two 

cybersecurity services with different characteristics. NOS Safe Net is a complete offer that 

provides browsing safety at the device level, Antivirus, and Parental Controls. At the same 

time, NOS Safe Browsing is a simpler, more affordable solution offering cybersecurity 

while browsing through NOS’ mobile and fixed networks. Since the first registered negligible 

growth and a small subscriber base, NOS decided to re-launch it to exploit its envisioned 

potential and progressively establish a reputation as the safest internet provider in Portugal. 

Such a decision entails the development of 1) a more differentiated offer, including new 

features; 2) a re-branding of the service; 3) its commercial and communication channels 

exploitation; and 4) more versatile subscription methods to make it available to non-clients. 

The internship context favored exploring the research topics and the development 

of the present thesis, which aims to answer the question: Should NOS pursue the Re-

launch of NOS Safe Net? That is a relevant research topic as it widens the practical 

applications of the re-launch and re-branding knowledge, particularly in the 

Telecommunications Industry context. Moreover, it is significant for NOS by providing 

essential insights regarding its market positioning and reinforcing its strategy’s reasoning.  

Finally, the present study is motivated by the United Nations' 2030 Agenda and the 

European Union’s initiatives, considering it envisions expanding cybersecurity services’ 

availability. The ninth Sustainable Development Goal encourages the development of secure 

and resilient information and communication technologies infrastructure, which is critical 

for cybersecurity and protecting against cyber threats (OECD, n.d.; United Nations, 2022). 

Likewise, the European Union is conducting various initiatives to foster cybersecurity 

resilience (European Commission, 2022; European Commission, 2023).   
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4 Literature Review  

The present section explores relevant literature to provide a sustained basis for 

analyzing NOS’ strategic decision. Since it intends to re-brand an existing cybersecurity 

service and re-launch it, it is fundamental to address the Brand concept and the strategy’s 

implications on it. Further, as it intends to promote a re-launch, it is important to properly 

understand a Product’s Life Cycle and dive into methods that companies may use to keep 

their offers up to date, which is important to address the evolution of cybersecurity services. 

Finally, it is crucial to dive into re-branding and re-launch literature to fully understand the 

theoretical basis that sustains the pursuit of such a strategy. 

4.1 Branding 

There is no consensus in the literature on the concept of Brand. However, it is 

commonly accepted that it combines several elements that allow consumers and sellers to 

identify a product or service a company provides from its competition offers (Quang, 2022; 

Partanen, 2021; Kotler & Armstrong, 2019). According to Partanen (2021), a brand entails 

the “tangible and intangible, the functional and emotional aspects of an organization” 

(Partanen, 2021, pg.13). On the one hand, it comprehends its visual identity through 

elements such as brand name, term, sign, symbol, design (Quang, 2022), logo, characters, 

slogans, and packages (Partanen, 2021). On the other hand, it involves corporate identity and 

personality, which translate into customer emotions, spokespeople, brand associations, and 

awareness (Partanen, 2021). Kotler & Armstrong (2019) reinforced such a vision arguing that 

brands are more than their products' visual attributes - “brands have meaning” (Kotler & 

Armstrong, 2019, pg.231). Therefore, brand elements must be carefully selected (Partanen, 

2021) as they constitute the foundation of a brand (Alnabhan, 2018) and are combined to 

form one of the most critical assets of a company (Peterson et al., 2015). Alnabhan (2018) 

proposed that such elements dictate a business's success and play essential roles in a 

company. 

A brand is a crucial aspect of a company as it benefits buyers and sellers. The brand 

allows consumers to differentiate a product or service in the market. Peterson et al. (2015) 

argued that its elements make the brand recognizable and remembered by clients, which 

helps them distinguish similar products and services (Partanen, 2021; Alnabhan, 2018). 

Further, Quang  (2022) pointed out that customers have a strong attachment to brands and 

their names, affecting their purchase decisions. Additionally, brands convey information and 
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evidence about the consistency and quality of products (Kotler & Armstrong, 2019), granting 

customers time savings and safer purchasing decisions (Partanen, 2021; Alnabhan, 2018; 

Quang, 2022). Moreover, it benefits the company and sellers by creating a foundation for 

connecting and establishing lasting client relationships. By communicating through brand 

associations (Partanen, 2021), companies can build a positive brand image and reputation 

(Alnabhan, 2018; Quang, 2022). Since most consumers base their purchases on brand trust 

and familiarity, sellers face lower commercialization risks (Alnabhan, 2018; Quang, 2022). 

Furthermore, brand names and trademarks legally protect unique product attributes that 

rivals may otherwise imitate (Kotler & Armstrong, 2019). Therefore, the brand of a product 

or service translates into a higher value for both consumers and companies/sellers.  

A strong brand can enhance the perceived value of a product or service to a customer 

and generate higher value for a company. According to Kotler & Armstrong (2019), 

consumers establish close connections with brands, considering such attributes an essential 

product element. As a result, consumers’ willingness to pay for products from specific bands 

can be higher, as branding can increase a product's value (Alnabhan, 2018). From a 

company’s perspective, a vital brand grants a company more leverage in bargaining with 

resellers (Kotler & Armstrong, 2019), has a favorable differentiating effect from other players 

(Alnabhan, 2018), and can increase some companies' share values by 5 to 7% (Todor, 2014). 

Moreover, it improves the efficacy of marketing campaigns and promotes a company by 

cultivating brand loyalty among customers (Partanen, 2021). Further, a brand’s success can 

be leveraged to launch additional products or related brands, with reduced advertising costs 

and ease of gaining consumer confidence (Quang, 2022; Todor, 2014). Such aspects are 

described as “Brand Equity” (Alnabhan, 2018), and a company is considered to have a 

positive one when consumers respond more favorably to its brand than they do to a generic 

version of the same goods (Kotler & Armstrong, 2019). That occurs because a brand is far 

more than a logo, name, or slogan. It comprises a consistency and quality promise, a position 

in the customer's mind, and several advantages and qualities (Quang, 2022). In this sense, it 

is detrimental to a company to maintain its brand image.  

A large part of managing a brand image lies in keeping up with its promises and 

meeting clients’ expectations. It is fundamental for a company to deliver its promises 

regarding the quality, consistency, and features of its goods since it contributes to building 

brand equity. Ultimately, it translates into customers perceiving extra value in a brand to 



   

   6 

which they become loyal, contributing to sustained competitive advantage and marketing 

power (Nyambane & Makori, 2013; Quang, 2022). Therefore, it is crucial to maintain a close 

connection with customers by listening and engaging with them (Partanen, 2021) to meet 

their needs unceasingly, which helps build a positive brand image (Alnabhan, 2018). As 

Partanen (2021) elucidated, a brand does not exist in a vacuum but rather in a dynamic 

environment. As a result,  a brand ought to be “managed, refreshed, rethought and revised 

periodically” (Partanen, 2021, pg12). Therefore, brands must know their product's life cycle. 

4.2 Product Life Cycle 

A product's success lies in paying close attention to every stage of its lifecycle. 

Businesses aspire to have good market penetration and a consistent, long-term revenue 

stream for the items they launch to maximize their return on product development and 

launch investment (Kotler & Armstrong, 2019). However, as Kotler & Armstrong (2019) 

pointed out, there are only a few exceptions to the fact that products will not continue to be 

demanded indefinitely. Therefore, organizations must be aware of each product’s life cycle, 

which involves five stages, whose configuration is uncertain beforehand.  

Such stages include product development, market introduction, sales growth, 

maturity, and decline. Easingwood & Harrington (2002) proposed that to be successful, the 

subsequent phases of product introduction must be prepared with the same level of care as 

the launch stage. For the aim of this thesis, it is sufficient to delve into the maturity and 

decline stages, which help access the re-launch of NOS Safe Net. As sales growth slows and 

stability is attained, a maturity stage is reached. At this point, companies commercializing 

successful goods or services take on market, product, and marketing mix modification 

(Kotler & Armstrong, 2019). By doing so, businesses can provide customers with new or 

improved services so that products remain relevant, attract potential customers, and 

encourage usage. It entails changing characteristics like quality, features, style, and packaging 

(Kotler & Armstrong, 2019). However, most sales revenue inevitably decreases gradually to 

reach the decline stage. That is because of technological advancements, changes in consumer 

preferences, and heightened competition. Organizations either step out of the market, cut 

their cost structures, or revitalize their products. Kotler & Armstrong (2019) advocated that 

a company may take the last path to return the product to the growth stage.  

Furthermore, Easingwood & Harrington (2002) contended that there is an 

opportunity for a re-launch when a period of transition during which momentum is lost 
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occurs – a “chasm” (Easingwood & Harrington, 2002, pg1). Thus, the re-launch method can 

steer a high-tech product or service toward the mainstream in an introductory or growth 

stage that is losing sales traction early. Kotler & Armstrong (2019) reinforced this 

perspective, arguing that some products cycle from decline to growth through marketing or 

re-branding. In addition, introducing a product with a fresh design frequently occurs during 

the decline stage (Bissdorf, 2016). Maintaining a close watch on the product life cycle is 

fundamental to developing suitable marketing strategies and communicating effectively. In 

this sense, businesses must constantly innovate and evolve their images to remain viable.  

4.3 Enterprise Design Thinking 

Businesses must be as adaptable as possible, considering the rapid technological, 

environmental, and societal change that has become the status quo. To achieve such business 

responsiveness, “Design Thinking” can be employed to support organizations facing 

changing environments, understand users and their problems, and concentrate on their 

experience (Sharpe, 2020). Such a framework focuses on understanding people’s needs, 

generating ideas, experimenting, and improving solutions in a closed and continuous path of 

evolution (Sharpe, 2020).  

IBM points out that in an uncertain environment, “The Loop” provides a guide for 

action. It consists of an enterprise design thinking method that fosters an uninterrupted 

observation, reflection, and action cycle. The Loop promotes the consciousness of the 

present and the projection of the future by cultivating multidisciplinary cooperation that 

focuses on the customers’ needs on an ongoing cycle of revitalization (IBM, 2018).    

The Design Council introduced the “Double Diamond” (Design Council, n.d.; Val 

et al., 2017). The two diamonds reflect the process of engaging in more extensive analysis by 

promoting divergent thinking (discover and develop stages), followed by narrowing the 

course of action by fostering convergent thinking (define and deliver) (Design Council, n.d.; 

Val et al., 2017). According to Elmansy (2021), such a framework entails problem 

identification through the discovery and defining stages and solution elaboration over the 

development and delivery phases.   

Overall, there are similarities between the various design thinking models. Firstly, 

they contend that organizations must put people first, engaging with them to understand 

their needs properly (Sharpe, 2020; Design Council, n.d.). Secondly, the frameworks foster a 
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broad awareness and understanding of the identified problems and developed ideas in the 

organization (Design Council, n.d.; IBM, 2018). Thirdly, it cultivates multidisciplinary 

cooperation to promote divergent thinking (IBM, 2018; Val et al., 2017). Fourthly, the 

models incentivize ongoing experimentation, development, and improvement of solutions 

(Sharpe, 2020; IBM, 2018; Design Council, n.d.). Finally, a crucial aspect of supporting 

organizations dealing with the ever-changing environment consists of the notion of 

continuity and dynamism in a loop-shaped process (IBM, 2018). 

4.4 Re-Branding 

Companies must continuously restore their brands because the market is a dynamic 

environment. As the market and time progress, ensuring the quality of goods or services is 

no longer sufficient to safeguard a company's success (Todor, 2014). Thus, re-branding must 

be continuous and iterative for a brand to maintain relevance and competitiveness (Partanen, 

2021). Such a process entails replacing the brand name, adjusting the design, or repositioning 

the brand (Goi & Goi, 2011; Singh et al., 2013). That intends to foster a more contemporary 

appearance, remain relevant (Bryant, 2013), and influence a change in consumer attitudes, 

perceptions, and conduct to produce positive market growth (Singh et al., 2013). Peterson et 

al. (2015) pointed out that re-branding can be applied to products and companies (Bryant, 

2013) and that there is a need to conduct balanced rejuvenation while preserving the heritage 

of the brand (Peterson et al., 2015). Such a strategy can adopt distinct forms.  

There are several variations of the re-branding process. Keller (2000) proposed that 

re-branding can occur at the corporate, business, and product levels. Moreover, according to 

Opuni et al. (2013) and Quang (2022), it can consist of an evolutionary or revolutionary 

process. On the one hand, evolutionary re-branding entails a few organizational 

modifications that occur so gradually that they are barely noticed (Opuni et al., 2013). 

Further, it can range from mere revamp to restyling or rejuvenating a brand and typically 

takes only slight adjustments to the slogan or logo (Nyambane & Makori, 2013). On the 

other hand, changing a brand's name is considered a more revolutionary move (Peterson et 

al., 2015). Such a re-branding style may also entail corporate value changes in addition to 

evolutionary changes (Nyambane & Makori, 2013). It consists of a more significant and 

visible modification in the company's positioning and image that essentially reshapes it 

(Nyambane & Makori, 2013; Opuni et al., 2013). Consequently, depending on their 
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motivations, one can conduct subtle or more drastic changes in a company’s brand, business 

unit, or product elements.  

Organizations adopt re-branding strategies to stay relevant and competitive. 

According to Goi & Goi (2011), they are motivated by internal or external drivers. From a 

firm’s perspective, a new emerging focus or vision may be driving changes in corporate 

strategy. Thus, a brand’s revitalization signals a mission, purpose, attitude, or strategy change 

(Goi & Goi, 2011) as organizations look forward to being viewed as evolving and up-to-date 

businesses (Peterson et al., 2015). Moreover, brand adjustments may be pursued to block 

competitors’ initiatives and rejuvenate a company’s profitability and consumers’ confidence 

(Goi & Goi, 2011). According to Partanen (2021), such a movement can be followed to enter 

new markets and expand business and profits since underperformance is a common stimulus 

for corporate or product re-branding (Opuni et al., 2013). Additionally, re-branding can 

occur due to a change in the ownership structure (Nyambane & Makori, 2013), namely 

through an M&A process (Kyriaki, 2019). From a market environment perspective, 

companies might react to a shift in marketplace dynamics, such as increased price 

competitiveness (Goi & Goi, 2011; Kyriaki, 2019). Furthermore, organizations adopt re-

branding to meet ever-changing consumer needs (Goi & Goi, 2011; Quang, 2022). 

Therefore, the implementation of such a strategy may be imposed by market dynamics or 

internally motivated by the organization. Whatever the rationale for re-banding is, businesses 

must cautiously implement such a strategy. 

The re-branding process can be risky if not conducted properly. Consumers may 

disapprove of the brand’s heritage change or no longer distinguish it (Bryant, 2013). In this 

sense, it is fundamental for a brand to establish trust with its customers, as they are more 

likely to react positively to change, despite Collange & Bonache (2015) finding that 50 

percent of consumers respond negatively. To conduct a successful re-branding, an 

organization must identify an opportunity and conduct a throughout and continuous market 

analysis (Goi & Goi, 2011; Partanen, 2021). In addition, it must communicate effectively, 

both internally and externally. According to Todor (2014), a successful re-branding strategy 

starts by repairing various internal problems and restoring the inner brand vision among 

collaborators (Opuni et al., 2013) as an inside-out-oriented process. 

Further, it is fundamental to adequately communicate the change to prevent 

confusion and misleading customers (Todor, 2014). Collange & Bonache (2015) proposes 
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that companies should inform consumers about the product or brand name change and 

explain the need for such a move to prevent negative emotions and attitudes and foster 

customer trust. Although organizations must progress their brand to stay relevant and 

address new market segments at the re-branding strategy level, they must continue fulfilling 

existing clients’ needs and maintain part of their identity (Opuni et al., 2013). Companies 

must evolve their offer characteristics and brand image based on customer feedback and 

competition moves (Kyriaki, 2019; Peterson et al., 2015). However, (Collange & Bonache, 

2015; Bryant, 2013) advocates that re-branding actions should be simple to avoid confusing 

consumers. The authors contend that organizations must avoid making additional 

modifications during re-branding, such as improving the marketing mix, as this leads to 

enhanced customer confusion. Although loyalty to the original brand is essential for 

consumer items, it is not critical for services (Collange, 2015). Therefore, service re-branding 

must concentrate on place attachment. Finally, Goi & Goi (2011) pointed out the need to 

evaluate the entire strategy to assess its viability. Also, Singh et al. (2013) contended that 

timing plays an essential role in the re-branding process, arguing that some businesses 

rebrand “prematurely or unnecessarily” (Singh et al., 2013, pg.96). The pursuit of a successful 

re-branding tactic entails several vital aspects that businesses must consider. Companies must 

be aware of the impacts the pursuit of such a tactic involves.  

The re-branding process has consequences for several corporations. Such a process 

impacts its internal perception as a company by promoting a shift in employees’ attitudes 

and enhancing the connection with the company (Goi & Goi, 2011). Moreover, re-branding 

stimulates improved communication with stakeholders. According to Goi & Goi (2011), a 

change in brand name conveys higher standards in the service sector. That contributes to a 

brand’s continuity and consistency (Singh et al., 2013). When conducting revolutionary re-

branding, a company risks losing its brand name awareness (Kyriaki, 2019). However, Bryant 

(2013) argues that organizations incur such a risk because of the potential for even greater 

profit. This process has distinct effects on well-established and emerging corporations. Roy 

& Sarkar (2015) found that upon re-branding news, the customer-based brand equity of an 

established brand will decline, whereas that of a less established brand is expected to increase. 

In addition, re-branding promotes the awareness of a less-known brand, and customers seem 

to be more engaged with the revolutionary re-branding style. Although brand loyalty may 

weaken if modifications are implemented in the company's fundamental principles and 

advantages, loyal consumers are more receptive to evolutionary changes (Nyambane & 
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Makori, 2013; Peterson et al., 2015). However, more revolutionary evolutions, such as name 

or logo changes, promote more pessimistic reactions and modify customers’ perceptions.  

In contrast, less-loyal customers are more favorable to revolutionary changes 

(Peterson et al., 2015). However, logo change favors client loyalty and business performance 

(Peterson et al., 2015). Additionally, a brand’s revitalization strategy affects its valuation and 

financial position. Despite not granting success, re-branding enhanced a company’s income 

(Singh et al., 2013). Re-branding impacts how a company is perceived internally and 

externally and affects its financial situation. Another essential dimension when considering 

revitalizing a brand or product is its re-launch.  

4.5 Launching & Re-Launching 

A product launch follows the beginning of the product life cycle in the market. The 

market introduction of a technological product requires significant planning and is mainly 

based on consumer understanding of the technology (Easingwood & Harrington, 2002). 

Although the launch strategy for a well-known technology concentrates on building a brand 

name and competitive advantage, that of an emerging technology focuses on the product’s 

benefits. Further, the authors contended that a chasm following the launch is anticipated, 

especially for emerging technology products, providing a chance for a later re-launch to reach 

the mainstream. However, re-launch is not only associated with a period of chasm. Saunders 

& Jobber (1988) argued that most products in the maturity or decline stage are typically 

discontinued and replaced with new or improved variants. Re-launching is regarded as the 

modification of an existing product to satisfy changing consumer needs (Bissdorf, 2016), and 

there are a few types.   

Several marketing strategies are connected to a product’s re-launch. As neither 

invention nor removal of a product has occurred, Bissdorf (2016) advocates that product re-

launch must be classified as a component of product modification. It entails three distinct 

types of re-launches. First, product modification refers to replacing a product on the market 

with one that displays changes to some characteristics (Bissdorf, 2016), which is the most 

common (Saunders & Jobber, 1988). Second, differentiation involves pairing an additional 

and improved product with one already on the market. Also known as line or brand 

extensions, they effectively address different market segments. Third, product variation 

consists of substituting an earlier version as an ongoing process over a product's lifespan, 



   

   12 

implying minimal changes to the current offer (Bissdorf, 2016). Such approaches serve 

different business purposes and have been pursued for various reasons.  

Several aspects motivate organizations to promote the re-launch of existing products 

or services. Companies need to keep their products and services portfolios simple and 

profitable. Thus, promoting a modification or variation re-launch avoids introducing 

complexity to current portfolios and confusing customers (Gottfredson & Aspinall, 2005; 

Saunders & Jobber, 1988). Quelch & Kenny (1994) reinforced this perspective by advocating 

that any business introducing a new product or service must discontinue one that already 

exists from its portfolio. That intends to redirect free resources to advertise profitable new 

products. 

Moreover, companies pursue re-launching strategies to increase their likelihood of 

mainstream popularity. Therefore, the launch strategy must be implemented at two distinct 

moments. The first step is to launch a product to an early market composed of “Visionaries” 

(Easingwood & Harrington, 2002, pg1) or early adopters of technology before adjusting and 

reintroducing it to more mainstream customers (Easingwood & Harrington, 2002; Frattini 

et al., 2013). Additionally, it presents advantages by requiring less time and money to develop 

products because it leverages existing markets and technologies (Saunders & Jobber, 1988; 

Bissdorf, 2016). Further, it offers logistical advantages because substitutes can build on 

existing distribution channels and, by doing so, ease the challenge of obtaining store space 

(Saunders & Jobber, 1988; Quelch & Kenny, 1994). 

Further, revitalizing an existing product or service benefits from prior awareness 

requires lower promotion investments and benefits from a reignited sales force. In addition, 

it represents a lower risk for customers because the newly introduced product is related to a 

well-established old version (Saunders & Jobber, 1988). Finally, owing to high competition 

intensity, fast technological progress, and changing needs, businesses strive to evolve their 

offers. Thus, re-branding is the most popular method because it is less risky than product 

innovation (Bissdorf, 2016). Corporations have numerous incentives to rebrand their 

portfolios and must strategically plan them. 

The re-launch journey must be conducted as carefully as the initial launch. To reach 

the mainstream market, it is fundamental to follow several steps. First, businesses must adjust 

their initial offers based on analytical tools and customer feedback (Rust et al., 2006; 
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Easingwood & Harrington, 2002). Companies should make their offers as simple as possible 

by incorporating the appropriate features and ensuring their products fulfill their primary 

purposes (Rust et al., 2006). Second, organizations would benefit from preparing a re-launch 

both internally and externally. It is imperative that the business successfully informs its staff 

of the rationale behind the change and the market advantages and features of the new 

product for the target markets. The same applies to its customers, as it is crucial to 

communicate with mainstream added features, such as compatibility with industry standards. 

Third, the re-launch requires targeting followers, who are generally more conservative 

(Easingwood & Harrington, 2002). In this regard, it is crucial to target specific consumer or 

industry segments that will adopt and endorse the refreshed solution and improve the 

chances of an imitation response (Easingwood & Harrington, 2002; Frattini et al., 2013). 

Further, Easingwood & Harrington (2002) argued that companies must leverage re-launch 

to target rival clients.  

Fourth, adequate product and company positioning is essential to reach mass 

consumers. The product or service must be positioned as an effective solution to a particular 

problem that the target customer has, and the company must be regarded as a strong and 

credible provider of such an offer. Fifth, timing is the most critical component of any 

effective market movement. A company ought to quickly spread its reputation to fulfill 

customers’ needs (Easingwood & Harrington, 2002). Additionally, Saunders & Jobber (1988) 

pointed out parallel selling as the most frequent tactic by offering old and new products 

concurrently for a while. The re-launching of an offer must be considered the launch of a 

new product or service (Bissdorf, 2016). Therefore, firms must plan adequately while taking 

all stages into account. 

To conclude, the study of branding, product life cycle, and enterprise design thinking 

has been conducted throughout, providing a robust basis for developing the current work. 

However, the concepts of re-branding and re-lunch have yet to be sufficiently explored. 

Furthermore, the literature that addresses such topics often focuses on a company’s re-brand 

or re-launch. Oppositely, there is little literature regarding products or services re-brand or 

re-launch, which is a topic of great interest in a market economy. Furthermore, no studies 

were conducted to access telecommunications services’ re-brand or re-launch, nor to 

evaluate the suitability of telecommunications operators' commercialization of cybersecurity 

services.   
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5 Methodology 

The present work required extensive research, covering the concepts discussed in the 

previous section, to provide a complete and sustained theoretical foundation for developing 

the current strategic analysis.  

Additionally, the present work focuses on qualitative analysis to produce a robust 

basis to answer the research question: Should NOS pursue the Re-launch of NOS Safe 

Net? An extensive external investigation of the Telecommunications and Cybersecurity 

industries and an internal analysis of the company at hand – NOS – were fundamental to 

evaluating NOS’ strategic decision. Furthermore, a marketing and communication plan was 

developed to sustain the new service’s business sustainability analysis. Therefore, besides 

concentrating on the strategic analysis, considering the market environment and NOS 

characteristics, the study also entailed a quantitative evaluation to assess the strategy’s 

viability. The present section delves into the methodologies specific to each analysis. 

The primary data source for this study was Telcos' websites, which were 

systematically reviewed to collect data on cybersecurity services offered by international and 

national Telcos. Secondary data from industry reports, academic articles, government 

publications, national industry regulator (Anacom) periodicals, and relevant publications 

specific to the sector were also used to supplement the analysis. Finally, internal data and 

studies provided by NOS were considered as well. 

5.1 External Analysis 

The external analysis examined the telecommunications, cybersecurity, and telecom 

cybersecurity industries. Detailed research explored market trends, industry reports, and 

publications specific to the sector. Moreover, a cybersecurity panorama and a macro 

environment analysis were conducted sustained on relevant government, statistical 

institutions, and regulators publications, as well as on industry reports and news articles. 

Further, the study addressed national and international Telcos’ cybersecurity offers directed 

to final consumers (B2C) based on their websites. All national Telcos offering a cybersecurity 

service were considered. The selection of the addressed international players was based on 

three criteria: belonging to a group related to national players, such as the Vodafone Group; 

operating in a country similar to Portugal in socioeconomic and sociocultural terms, such as 

Spain and Italy; and operating in well-developed nations, as Norway and the United 
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Kingdom. A strategic groups analysis was conducted from the benchmark, enabling to 

accessing competitors’ cybersecurity positioning. 

This analysis provides an understanding of the current state of the 

telecommunications and cybersecurity industries, their growth prospects, and the 

opportunity for Telcos to deliver cybersecurity services. Further, the social analysis provides 

important insights regarding cybersecurity needs, and the benchmark evaluation identifies 

the competitors' offers’ best practices and positioning.  

5.2 Internal Analysis 

A contextualization of NOS Communications was conducted, and its current 

cybersecurity portfolio was analyzed following the same approach. Additionally, the newly 

envisioned service was described, its positioning was accessed and entailed partnerships 

considered. Such analysis was based on the company’s website and internal data provided by 

NOS and the partners’ websites. It offered essential insights regarding NOS' vision, learnings 

from its existing portfolio, and its intentions to revitalize its End-Point service.  

5.3 Marketing & Communication Plan and Economic Evaluation  

To assess the business strategy’s sustainability, it was necessary to define the new 

service target market and how it would be marketed. Thus, a marketing and communication 

plan was elaborated through a Segmentation, Targeting, and Positioning analysis and a 

Marketing Mix. The economic viability of the strategy was assessed by estimating envisioned 

revenue and entailed costs in a cost-benefit approach. Such evaluations were based on 

literature, relevant statistical institutions' publications, and NOS' internal data (a national 

market segmentation analysis and a cybersecurity market assessment study). It contributed 

to a better understanding of the market segment dimension and attractiveness.  

5.4 Limitations & Disclaimer 

The data from NOS used in this thesis is from 2017 and is therefore outdated, not 

entirely accurate, having been collected for research purposes only to protect the company's 

privacy. While every effort was made to ensure that the findings and conclusions reflect a 

real-world scenario, the results of this study may be affected by the fact that the data could 

be completer and more accurate. Moreover, the presented projections are by the author and 

independent of NOS. Finally, by the time of the present work conclusion, the new service’s 

name was yet to be defined. Consequently, “NOS Antivirus Total” is merely illustrative.  
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6 Market Analysis  

6.1 The Telecommunications Industry  

The telecommunications industry has its roots in the success of the telegraph industry 

and the rising electrical manufacturing businesses in the 1830s (Vonage, n.d.; TechnoFunc, 

2012). The industry’s products have progressed significantly since the 19th century to the 

contemporary exchange of audio, video, and text content across multiple wireless 

infrastructures. The telecommunications market registered substantial advancements in data 

speeds, leading to the current commercialization of Fifth Generation (5G) networks (Grand 

View Research, 2021b).  

Telecommunications operators are substantially raising data speeds as the 

telecommunications industry matures worldwide. However, connectivity services are no 

longer differentiators (Garcia, 2020). Telcos must prioritize offering unparalleled services 

that customers demand if they want to differentiate themselves from their rivals, engage with 

new clients, and sustain growth (Garcia, 2020). In a competitive market like the 

telecommunications industry, operators are moving from traditional voice and data bundles 

to over-the-top services (Garcia, 2020). These value-added services (VAS) provide an 

opportunity to attract and offer customers more, which is essential when considering that 

customers’ needs continue to evolve and change. Moreover, Mahabir (2021) argued that 

customers are generally more attracted to telecommunications companies that offer VAS. 

The Global Telecommunications market, estimated at USD 1,805.61 billion in 2022, 

is anticipated to grow at a 6.2% compound annual growth rate (CAGR) from 2023 to 2030 

(Grand View Research, 2021b). Such prospects result from the proliferation of smartphones 

worldwide, exceeding 8 billion mobile subscribers globally in 2020, boosting demand for 

high-speed data connectivity and the growing need for VAS (Grand View Research, 2021b). 

The industry’s growth is also driven by the effects of the pandemic that led to a shift among 

the masses to remote working, enhancing the demand for network connectivity and 

infrastructure, as such practices came to stay, with the increasing number of companies 

worldwide adopting hybrid work models (Grand View Research, 2021b). 

The Portuguese telecommunications market was valued at USD 5.4 billion in 2021 

and is expected to grow at a slower rate (less than 1% during the forecast period (2021-26)) 

than the global telecommunications industry (Global Data, 2023).        
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6.2 The Cybersecurity Industry 

Over the years, the development of the internet, paired with the wide adoption of 

devices with intelligent and IoT technologies, enhanced users´ exposure to cybercrime 

(Technavio, 2023). The need for cybersecurity is continually increasing as more functions 

and elements in critical infrastructure depend on computer-based systems and the Internet 

(F-Secure, n.d.). Cybersecurity regards the procedures involved in safeguarding networks, 

computer systems, and internet-connected devices to preserve online information and 

resources' availability, confidentiality, and integrity (F-Secure, n.d.; Schatz et al., 2017; 

Johansen, 2022). It intends to preserve private information against unintentional access, 

harmful online attacks, and malware such as trojans, spyware, and ransomware programs (F-

Secure, n.d.; Johansen, 2022; Farrier, 2022). Companies fearing the consequences of data 

breaches, such as losing their intellectual property, trade secrets, and customer base 

information, commonly started adopting cybersecurity solutions (EFTMG, 2018).  

According to Grand View Research (2022), implementing the remote working 

practice enhanced organizations' exposure and led to a growing demand for cybersecurity 

solutions, especially from SMEs, which were generally less protected (Aiyer et al., 2022; 

EFTMG, 2018). An organization's average cost of data breaches amounted to USD 4.87 

million in 2021 (Grand View Research, 2022). Therefore, the sector faced higher demand 

from businesses that looked forward to preventing cyberattacks, which demand increased 

mainly due to the Covid-19 pandemic in 2020.  

Cybercrime is evolving at a fast rate (Aiyer et al., 2022) and requires companies and 

end-users to adopt updated solutions. Organizations have become more cautious in the last 

few years as cyberattacks gained traction (Grand View Research, 2022), adopting high-end 

technologies (Yosifovich et al., 2023). As a result, cybercriminals are shifting their attention 

to the home user because they are perceived as weaker targets. Work-from-home and hybrid 

practices have become common, and hackers target end-users who grant less secure access 

to organizations' networks (Wooden, 2022; Yosifovich et al., 2023). Besides, as the number 

of connected devices in the home context and mobile banking usage is growing, households 

face the need for cybersecurity solutions (Yosifovich et al., 2023).  

Overall, households and companies, through remote employees, are highly exposed 

to cyber threats nowadays. Companies have been adopting cybersecurity solutions and are 
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expected to keep investing (Grand View Research, 2022; Fortune Business Insights, 2022; 

Aiyer et al., 2022; EFTMG, 2018) while end-users are getting aware of the risks. 

6.3 International & National Cybersecurity Market Panorama 

The rising usage of mobile devices, including smartphones, tablets, and computers 

(Technavio, 2023), the emergence of e-commerce activities, and the proliferation of Cloud 

solutions fuel the growth of cybercrime (Grand View Research, 2022). Such a trajectory 

promotes the evolution of the cybersecurity market in the same direction. It evolved 

substantially with the pandemic, as malware attacks increased by 358% (Griffiths, 2023), 

which translated into a rise of 7.7% in the global market exhibited in 2020 compared to 2019 

(Fortune Business Insights, 2022). In 2022, the cybersecurity industry was estimated to be 

worth USD 202.72 billion. Further, it was anticipated to evolve positively at a 12.3% 

compound annual growth rate from 2023 to 2030 (Grand View Research, 2022), as 

businesses and individuals will keep being threatened and are expected to invest more in their 

online safety (Technavio, 2023). 

At the Portuguese market level, there has been a growing trend in the use of internet 

services, in the last few years, with a relevant contribution of the pandemic (Anacom, 2022d; 

SecurityMagazine, 2021), having reached 82% of the population, in 2021 (Centro Nacional 

de Cibersegurança Portugal, 2022). The increased use of smartphones and the growing 

internet adoption significantly fuel the demand for cybersecurity nationally (Mordor 

Intelligence, 2023). According to CNCS (Centro Nacional de Cibersegurança Portugal, 2022; 

SecurityMagazine, 2021), there was a 79% increase in cybercrime in 2020 and a 26% increase 

in 2021, which translated into 46 327 reported incidents in 2021, evidencing the growing 

trend of such issue. As a result, cyber threats awareness also evolved positively (Centro 

Nacional de Cibersegurança Portugal, 2022), as searches for “Cybersecurity” increased 

substantially in 2020 and kept high in 2022 (Centro Nacional de Cibersegurança Portugal, 

2022). Furthermore, Portugal ranked third among the European nations with the highest 

number of cyberattack occurrences in 2022, as reported by IBM (Calado, 2023). In 2021, 

Portugal's cybersecurity market was estimated to be worth €165 million (Cruz et al., 2022). 

Those trends are expected to promote the growth of the Portuguese cybersecurity market at 

a 7.7% compound annual growth rate from 2023 to 2028 (Mordor Intelligence, 2023; IDC, 

2020). 
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6.4 Telecommunications Operators on Cybersecurity 

The telecommunications industry is undergoing significant change. Consumers’ 

habits, technologies, and threats to the sector are evolving at a fast rate, creating new 

cybersecurity challenges and risks. Therefore, Telcos must pioneer emerging technologies to 

face increasing regulatory demands and retain clients’ trust (Rica et al., 2019).  

The provision of VAS allows Telcos to differentiate from competitors. That 

effectively addresses evolving customer needs, increases customer satisfaction and loyalty, 

reduces churn (Annex 1), and enables upselling of goods and services to customers (Mahabir, 

2021). VAS offers excellent chances to enhance the customer experience while going beyond 

being a mere connectivity supplier (Garcia, 2020). Telcos may grow their customer bases, 

generate new revenue, and establish vital alliances by concentrating on these services.  

Regulators are focused on the cyber agenda. As a result of the rise of significant cyber 

incidents (including interruption of business, loss of intellectual property, and reputational 

damage), authorities are pressuring Telcos to build robust cybersecurity systems and cyber 

incident response capabilities (Rica et al., 2019).  

Cybersecurity can have a significant impact on Telcos' credibility. Since operators are 

responsible for managing the crucial infrastructure required to transmit and store substantial 

quantities of sensitive data, Telcos constitute a significant target for cybercriminals 

(Slijkerman & Nijboer, 2022). Therefore, they must protect their operations from 

cyberattacks, which they often accomplish by partnering with the cybersecurity industry and 

equipment providers. As they develop capabilities and partnerships to improve their internal 

security resilience, Telcos can approach the rise in cybercrime as an opportunity to 

commercialize differentiated services that engage customers (Slijkerman & Nijboer, 2022). 

According to Nielsen et al. (2022), customers intend to purchase additional services from 

their telecommunications provider, especially device insurance and cybersecurity services. 

Despite imposing a significant threat to their reputation, Telcos can leverage cybercrime to 

earn customers’ trust by providing better security and privacy protection. Moreover, Telcos’ 

proximity to a broad customer base grants them an advantage to profit by offering 

cybersecurity solutions (Rica et al., 2019).  

According to Allot, nowadays, cybersecurity is required by telecommunications 

consumers. With over 20 years of experience, Allot is a major network intelligence and 
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security solutions provider. Its cutting-edge technologies make the networks of more than 

500 Telcos and businesses smarter, enabling 20 million users to be more secure (Allot, n.d.). 

In a more informed society aware of the cyber threats on their mobile devices, cybersecurity 

is not considered a luxury but a must-have. In an inquiry Allot conducted, 62% of 

respondents believe that secure connectivity is an essential feature they expect from mobile 

service providers. Furthermore, 75% of participants trust their mobile provider to shield 

them from online dangers, and 68% of all surveyed are willing to subscribe to a cybersecurity 

solution from their mobile service provider, which promotes higher customer loyalty. 

Additionally, Allot found that mobile security protection is the biggest concern among 

consumers (54%), surpassing entertainment (13%) and equipment insurance (12%). 

Moreover, 80% and 62% of consumers considered switching to an operator that offers a 

security service and a superior offer, respectively. Further, over 90% of the enquired were 

willing to pay for cyber protection (Allot, 2022). MacKinney (2020) reinforces such trends, 

pointing out that rising concern over cyberattacks translates into a higher willingness to pay 

for security from telecommunications operators. 

In 2021, the IT and Telecom Cybersecurity market was estimated to be worth USD 

30.18 billion, and it is projected to grow by a compound annual growth rate of 12.1% over 

the next decade (Grand View Research, 2021a). Hence, cybersecurity creates a significant 

opportunity for Telcos services and revenue growth as consumers seek integrated security 

software and services (Slijkerman & Nijboer, 2022). Thus, operators can bundle such services 

by partnering with cybersecurity providers, enhancing customer loyalty (Sujata et al., 2015).  

In this sense, the following sections aim to understand the current state of the 

telecommunications industry, internationally and at the Portuguese market level, regarding 

B2C cybersecurity offers. To achieve that, a benchmark of leading global Telcos’ offers will 

be conducted, followed by an analysis of the national market and a positioning analysis. 

Finally, a PESTEL evaluation will take place to explore the environment NOS operates. 

6.5 International Players’ Offers 

In the international market, some players stand out due to their offers regarding 

cybersecurity services. In this sense, the services provided by some of the leading 

telecommunications operators globally were analyzed and summarized in Annex 2. Thus, the 

present section will overview international players’ offers and best practices regarding their 

packages and features (explained in Annex 1).  
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From the evidence of leading international operators, it is possible to conclude that, 

excluding O2 (UK), all analyzed players provide solutions regarding the growing online safety 

concern. O2 (UK) only includes in their broadband services age restrict content to protect 

the youngest. A fundamental aspect concerning cybersecurity services is how they are 

provided. There are currently two technologies: DNS and End-Point (Annex 1). The End-

Point solution is the most common, with over 75% of players providing it. However, 

providing both is not. Telenor (Norway) is an excellent example of an operator offering a 

complete portfolio, providing both individually, and TIM (Italy) goes further, offering both 

in a bundle. Such a topic will be further developed in section 6.7.1. Moreover, Real-Time 

protection and Antivirus (Annex 1) are standard features across all End-Point services. Over 

75% of the telecommunications operators analyzed offer Parental Control features in their 

online security services. Players such as Telenor (Norway), TIM (Italy), and Sunrise 

(Switzerland) include those services on their packages oriented to the youngest. Although 

Sunrise (Switzerland) stands out regarding its parental control service – “Kaspersky Safe 

Kids,” as it provides child location, social networks management, and real-time alerts in case 

of suspicious behavior, it consists of an extra service not included in the cybersecurity 

services. Additionally, a few operators offer find-device or anti-theft tools that make it 

possible to locate devices in the event of loss or theft and remotely delete user data. 

All cybersecurity services intend to protect consumers’ personal information. Some 

new features are emerging in Telcos’ offers, such as VPN, Identity Protection, and Password 

Manager (Annex 1), which are only offered in End-Point protection packages. VPN and 

Password Manager have become more common, with 25% and  35% of the addressed 

operators providing in their offers, respectively, allowing more robust services and 

addressing customers´ needs. However, some services are more powerful, with more than 

60% of End-Point service providers looking forward to avoiding personal data breaches with 

Identity Protection features. TELUS (Canada) stands out by providing the most complete 

Identity Protection service in partnership with Norton. Besides protecting users from 

personal data exposure, its “Online Security” services conduct dark web monitoring, 

continuously searching for users´ information online (clients' usernames, passwords, and 

credit card information) and notifying them when a data breach is found.  

Cybersecurity services are generally compatible with all operative systems (OS). 

Despite some incompatibilities with iOS regarding Antivirus features, online safety services 
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are compatible with Android and iOS smartphones and tablets, as well as with Desktops and 

Macs. Provisioning users with a platform to manage their features as Parental Controls and 

monitor the threats they were protected from enhances the envisioned benefits the services 

generate. The services provided at the End-Point level tend to provide an App/software 

where users can monitor their features, such as Proximus (Belgium), Orange (France), and 

DNA (Finland). Alternatively, operators such as TELUS (Canada), TIM (Brazil), and Telenor 

(Norway) provide reports on usage by SMS or Email or have an online portal where 

customers can access the service tools.  

Online safety services are provided on a single-license or multiple-license basis. 

Operators offer alternative packages besides providing single-license subscriptions, which 

are more common in DNS services. The most common End-Point packages include three 

and five licenses, but companies like DNA (Finland) and TELUS (Canada) have plans for 

up to 25 devices. Moreover, it is a common practice to offer “Family” packages, which 

generally allow five devices in End-Point services and unlimited devices when the service is 

provided through operators’ home networks (DNS). Further, offering family-oriented 

packages with Parental Controls, such as Vivo (Brazil) and TIM (Italy), is a great practice. 

Besides offering online safety services in packages, some operators also provide those in 

bundles. For instance, TIM (Italy) provides – “TIM Safe Navigation 360”, which includes 

mobile network (DNS) and End-Point protection for up to five devices. Moreover, it 

combines “TIM Safe Navigation” on its telecommunications subscriptions for children – 

“TIM Junior,” a common practice among operators. For instance, Sunrise (Switzerland) 

includes its “Surf Protect” and “Surf Protect Home” services in mobile and internet 

subscriptions. Regarding pricing, some companies, such as Virgin Media (UK) and SKY 

(UK), provide online security services for free. It is important to note that those offered for 

free are DNS services. In section 6.7, prices will be further explored.  

A few players' packages include additional features like Cloud and Cyber Insurance 

(Annex 1). Two operators offer subscription-based services, and companies like Telenor 

(Norway) and Movistar include unlimited Cloud storage on their online safety services. With 

a different value proposition, Sunrise (Switzerland) and TIM (Italy) have game clouds 

available for the youngest, which intends to deliver games adapted to the user's age. Further, 

some Telcos include Cyber Insurance services in their packages. That is the case for operators 

like TELUS (Canada) and Telenor (Norway), which offer insurance services covering identity 
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and data theft damages. However, TELUS (Canada) stands out by providing identity 

restoration from specialists, and Telenor (Norway) offers psychological or legal help. 

To conclude, it is possible to access Telcos' wide adoption of online safety services 

offers. They provide different services, with a few standard features and emerging new ones, 

such as VPN and Password Manager. Additionally, they deliver essential solutions to more 

complete ones, targeting different customers and household dimensions.  

6.6 National Competitors’ Offers  

The Portuguese Telecommunications industry comprises a few strong operators, 

such as MEO (Altice), Vodafone, and NOS, and some small and new entrants, such as 

NOWO, Lycamobile, and DiGi. The national offers are synthesized in Annex 3. 

National Telcos provide both DNS and End-Point online safety services. Vodafone 

and MEO offer mobile DNS solutions, which provide Real-Time threat protection. 

Additionally, MEO’s solution comprises an age-restricting content feature. Further, MEO 

and NOWO commercialize End-Point solutions containing Real-Time threat protection, 

Antivirus, and Parental Controls, in partnership with Panda and F-Secure. Regarding 

emerging features, MEO is the only operator offering Password Manager and Identity 

Protection. Moreover, the End-Point offers include an App to monitor the features. 

However, such solutions evidence some limitations in operative systems compatibilities and 

are provided in packages with fewer licenses than international services. Overall, diverse 

online safety solutions are offered by Telcos in Portugal.  

National competitors' communication focus is an important dimension to consider. 

MEO centers on the users’ protection from malicious websites and their devices’ security. 

Vodafone communicates its service differently, focusing on browsing risk-free and family 

safety. Finally, NOWO focuses its message on the safe browsing experience it provides. Such 

a dimension will be further explored in section 6.7.1. 

Besides the offers from Telcos in the national market, it is critical to consider indirect 

competitors. Technology, insurance, and banking players also offer cybersecurity solutions. 

Technology companies like FNAC, Worten, and MediaMarkt provide online safety services 

from well-known cybersecurity providers such as Norton, McAfee, Kaspersky, and Panda 

(FNAC, n.d.-b; Worten, n.d.; MediaMarkt, n.d.). Further, in partnership with F-Secure, 

FNAC offers “Fnac Total,” which combines device insurance and cloud with online safety 
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features, such as password manager and identity protection under its brand name (FNAC, 

n.d.-a). Moreover, it is important to note that numerous global cybersecurity providers, such 

as the ones mentioned above, offer their services digitally through website 

commercialization, enlarging the national competitive environment. Furthermore, insurance 

companies like Fidelidade and Ageas Seguros provide Cyber Insurance services directed to 

final consumers (Fidelidade, n.d.; Ageas Seguros, n.d.). Finally, national banking players, such 

as Santander Totta and Millennium BCP, offer Cyber Insurance services to businesses 

(Santander, n.d.; Millennium BCP, n.d.). Hence, it is possible to access that other players 

offer services that international Telcos include in their cybersecurity plans.  

To conclude, national Telcos address online safety concerns by providing DNS and 

End-Point solutions (Annex 3). MEO stands out by providing the most complete offer. 

However, none offer VPN, Cloud, or Cyber Insurance in their plans, lagging behind the 

international offers. Also, it is worth noting that indirect rivals offer solutions from well-

known providers and are introducing Cloud and Cyber Insurance services. 

6.7 Competitors’ Positioning 

6.7.1 Competitors’ Business Positioning  

In addition to understanding competitors’ offerings, it is fundamental to assess their 

positioning. Strategic groups analysis aims to identify the critical strategic dimensions that 

differentiate firms within an industry and to understand how those differences affect their 

competitive behavior and performance (Johnson et al., 1984/2017, pp. 81–84). 

There are crucial dimensions for Telcos regarding the supply of cybersecurity services 

impacting their positioning. On the one hand, the suppliers they partner with will influence 

their decision regarding their branding strategies. Operators seek to establish partnerships 

with strong cybersecurity players with strong brand awareness and services, to benefit from 

their reputation and service reliability. Thus, two different strategies arise. Some Telcos 

provide services under their partner’s brand, leveraging their reputation and incurring lower 

reputational concerns. Oppositely, other operators establish partnerships with less-known 

players and commercialize their services under their brand name. Such a path implies 

enhanced marketing efforts, despite benefiting from higher revenue share.  

Additionally, the services’ technology conveys a strategic dimension. By providing 

online safety services through their (mobile and fixed) networks (DNS), Telcos look forward 
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to delivering more straightforward solutions. In contrast, by providing End-Point solutions, 

operators offer more advanced services, targeting different customers. Figure 12-5 (Annex 

4) summarizes the Telcos' positioning regarding such dimensions. It is possible to 

acknowledge that most operators adopt their brand to place their online safety offers. By 

partnering with less-known players, such as Allot, F-Secure, and Kaspersky (NOS, 2021), 

operators are subject to higher reputational implications. Companies that employ their 

providers’ brands establish partnerships with well-known players, such as Norton, Panda, 

and McAfee (NOS, 2021). Also, those only provide End-Point services, which are generally 

preferred. There is a parity between DNS and End-Point services regarding white-label offers 

at the international and national levels. Moreover, it is essential to note that national 

operators tend to provide cybersecurity services under their branding. However, MEO offers 

two services placed oppositely on the map, providing an End-Point service from Panda. The 

strategic duality End-Point versus DNS services leads to other dimensions.  

On the other hand, the services’ role for the operator and its business model are also 

important aspects to consider. The last refers to the service being included for free or offered 

as a value-added service. A service is deemed to have a strategic role in case online safety is 

a crucial aspect of the operator’s positioning regarding internet services. Moreover, a tactic 

role occurs when an operator looks forward to adding value through commercial conditions. 

Therefore, operators’ positioning can be defined in four categories, according to their goals 

and business model. Figure 12-6 (Annex 4) synthesizes the national and international 

operators’ safety positioning.  It shows that most players provide cybersecurity services as a 

VAS to improve their revenues, even though national players (MEO and NOWO) place 

those offers as a crucial feature in their internet services (strategic role). Additionally, it is 

worth noting that the direct competition NOS faces promotes its offers as value-added 

services, not directly threatening NOS initiatives' business viability.  

To conclude, there is a dominance of international white-label commercialization and 

End-Point services. Moreover, cybersecurity services are commonly provided as VAS, taking 

on a tactic role internationally and a strategic position in the Portuguese market.  

6.7.2 Competitors’ Positioning towards Customers  

Regarding Telcos´ positioning toward their customers, there are essential aspects to 

consider. As consumers have identified a need, they start searching for solutions. When 

conducting their purchase decisions, the first aspect customers compare over the offers they 
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face in the market is the features they include (APM, 2022). Some clients have more standard 

needs, such as Antivirus and Real-Time protection features, while others have more 

advanced ones, like VPN and Identity Monitoring. Additionally, device compatibility with 

operating systems is a core aspect when considering subscribing to a cybersecurity service. 

In this sense, the criteria “Nº of Features” (Annex 2 and Annex 3) is considered in Figure 

12-7 (Annex 4), comprising the total amount of features and compatible operative systems. 

Every customer has different motivations when choosing an online safety service. 

Apart from the services’ features, customers also consider their prices (APM, 2022; Wagner, 

2019). That happens when the products' perceived characteristics are somewhat 

indistinguishable, especially during a period of purchasing power loss (section 6.8). 

Moreover, they care about the number of licenses, i.e., the number of devices the service can 

protect. Therefore, Figure 12-7, which intends to summarize national and international 

players positioning, refers to the “Price p/License” to address such vital dimensions. It 

represents every offer from the national operators. However, the average price per license 

and the total number of features was computed for each international player's offers to 

simplify the analysis.  

Customers want to subscribe to the best value offers (First Insight, 2023; Kraus, 

2019). Thus, they aim to find products that offer maximum benefits for the lowest price. As 

Figure 12-7  evidence, there are two major approaches toward customers. The first consists 

of a lower-value segment, which offers fewer features for a lower price. The second consists 

of a higher-value one that entails more advanced features on top of the basic ones for a 

higher price point. From Figure 12-7 is possible to access that most operators provide lower-

value services. The national competitors are included in such a conclusion except for MEO, 

which provides a high-value service from Panda.  

6.8 External Environment Analysis 

The PESTEL analysis is a vital technique for examining the whole macro-

environment of a business, essential for developing a corporate strategy (Johnson et al., 

1984/2017, pp. 34-48). In this sense, an analysis will be conducted at the Portuguese level 

regarding political, economic, social, technological, environmental, and legal dimensions. 

At the Political dimension, several factors can be pointed out that are external to 

NOS but can affect its operations. Firstly, the government and the National 
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Communications Authority – Anacom - promoted an initiative that imposed 

telecommunications operators to provide internet services for low-income or socially 

disadvantaged families (Anacom, 2022a). Further, the government is committed to fostering 

national cohesion and connectivity by investing in developing telecommunications networks 

in less-covered areas (Rodrigues, 2021). Finally, the national minimum wage will be revised 

by 7,8% to reflect the inflation evolution (Portuguese Government, 2022).  

From an Economic point of view, the minimum wage increase, despite being 

substantial, did not translate into the maintenance of the national purchasing power, which 

translated to families experiencing an actual decrease of 2% in their purchasing power 

(Idealista, 2023). Moreover, to counteract the inflation path, BCE carried through 2022 a 

series of raises on interest rates, leading to families´ purchasing power loss (Idealista, 2022; 

Idealista, 2023). In addition, as inflation is still far from the desired level, BCE is expected to 

keep such measures in 2023 (Idealista, 2022). Finally, in 2022, unemployment decreased, 

reaching 6%, the lowest value since 2002, pointing to a strong dynamism in the national 

economy (Portuguese Government, 2023; INE & Pordata, 2023). 

The Social environment in Portugal got characterized by the general perception of 

the “Internet” as an essential service. Such a perspective resulted mainly from the pandemic 

experience, which led to unprecedented levels of teleworking and distance learning, causing 

significant growth in the use of communications services (Anacom, 2022b), namely the 

increase in broadband traffic by 36% in 2020 (Anacom, 2021). Further, such practices have 

become a new standard, as employees have preferred remote (Eco, 2022b) and hybrid work 

models (Nova SBE Education, 2022). Moreover, according to Anacom, Portugal registered 

a shift in consumption behaviors, as residential internet connectivity is currently at 87%, 

compared to 92% in the EU, and the usage of over-the-top services surpasses the EU 

(Anacom, 2022b). Consequently, as mentioned in section 6.3, the rising cybercrime trend 

leads to increased social awareness (Coelho Dias, 2022). Finally, the most technological 

generation - Generation Z, which prefers digitally enabled experiences and on-demand 

convenience, is just beginning its purchasing power ascent (Smurygina et al., 2022). 

Technology consists of a detrimental aspect of today's society, especially for 

companies operating in the telecommunications industry. Consumers' behaviors constantly 

evolve and become more demanding, requiring continuous connectivity and internet 

accessibility (Perrin, 2022; Oliveira, 2014; Cruz, 2023; Anacom, 2021; Nagel, 2020). 
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Operators must keep track of technological evolvements to sustain and enhance their 

position in such a competitive industry. Hence, introducing 5G technology at its full potential 

is essential (Marr, 2022), despite being expected to convey new security concerns and 

challenges (Wood, 2022; Vonage, n.d.). Moreover, cybersecurity has become a significant 

concern recently and consists of a fast-evolving technology (Chukwube, 2023). Deploying 

artificial intelligence and machine learning tools is vital to address such an issue and improve 

businesses’ operations (Marr, 2022; Smurygina et al., 2022).  

There are Environmental aspects that also impact the telecommunications sector. 

The environmental crisis is acknowledged by Europeans, especially by Portuguese people, as 

the second-most significant global concern (Neves, 2022; Green Savers, 2021). Such strong 

environmental consciousness (Gromicho, 2020) impacts their purchasing behaviors, as many 

consumers value and favor companies with ethical or environmentally friendly practices and 

offers (Correia, 2021; Archer, Cromwell, & Fenech, 2022). Finally, consumers are taking 

essential steps towards a sustainable lifestyle, considering producing sustainable packaging 

and products as a crucial sustainable practice (Archer, Cromwell, & Fenech, 2022), especially 

regarding technological products (Correia, 2021). 

From a Legal perspective, the telecommunications industry is regulated by Anacom 

in Portugal. As mentioned above, new laws are being introduced to support low-income 

families during economic constraints. A recent law enables early contract termination 

without penalty for those unemployed, suffering from severe sickness, or moving abroad. In 

case there is no legal coverage, consumers can also terminate their contracts for 50% or less 

of the expenses (Eco, 2022a; Anacom, 2022c) to promote enhanced competition to 

counteract the positive evolutions of prices driven by inflation (Abreu, 2023). Further, new 

legislation stipulates that firms must support employees' operational expenses in work-from-

home scenarios (Sacadura, 2021; IT Insight, 2022; Eco, 2023). In addition, the national 

regulator introduced new legislation that requires examining operators’ network hardware to 

look for potential security holes in the nation based on security standards that align with EU 

regulations, stipulating that operators can only use audited and approved equipment 

(Rodrigues, 2022). Moreover, the sector’s regulation comprises laws that protect consumers 

from data breaches and privacy invasions (Procuradoria-Geral Distrital de Lisboa, 2022).  

Several relevant factors regarding the external environment in which NOS operates 

were pointed out. Such insights allow NOS to tailor better and sustain its re-launch strategy.  
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7 NOS Analysis 

7.1 NOS Group  

In 2014, ZON and Optimus, two of the largest communications companies in 

Portugal, merged to form NOS Communications S.A. (NOS, 2023a). ZON was a market 

leader in Portugal, leading the nation's Pay-Tv industry, placing second among Internet 

service providers, and dominating the national market for movie theatres. Optimus was a 

national telecommunications disruptor, emerging with the introduction of mobile and fixed 

services and mobile broadband internet. At the time, there was an industry trend toward 

consolidation, as operators intended to present integrated offers (David, 2015).    

NOS Group comprises sixteen companies, including NOS Communications (Annex 

5). Currently, NOS Group is the biggest telecommunications and entertainment group in 

Portugal. It conducts operations in the telecommunications sector, cinema, audiovisuals, 

advertisement, and brand placement. It is committed to the quality of its services and 

customer satisfaction, driven by ideals of responsibility and technological advancement.   

NOS Group was established in the Portuguese telecom market with cutting-edge 

services that enabled the operator to record a 37,2% market share in Pay-Tv in 2022, 65% 

of the Cinema exhibitions industry, and more than 50% of the content distribution market 

in 2021. The consolidation enabled NOS to market more robust offers by developing its 

business portfolio, and delivering its consumers better value, translating into the conquer of 

several awards over the years, especially the Product of the Year award, Fastest Mobile 

Network, and Best Mobile Network Coverage awards, in 2022. 

7.2 NOS Communications Positioning  

Although NOS Group operates various businesses, the current analysis will 

concentrate on NOS Communications, the telecommunications operator. NOS provides 

various telecommunication services, namely fixed and mobile telephone services, pay-tv 

signal distribution services, and internet access services at fixed and mobile locations. 

NOS emerged in the Portuguese Telecommunications market with the introduction 

of innovative services. It aspires to promote Portugal's development into a better society by 

expanding all connections and incorporating the most advanced technologies to deliver 

customers the best experience. NOS is dedicated to fostering ambition and attitudes toward 

challenging and transforming the present, with the future as an inspiration to employ the 
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most innovative technologies to create value for society. Accordingly, NOS launched over 

the years several cutting-edge services. It introduced the first Pay-Tv – “Iris,” in Portugal, 

and an on-demand content service – “N Play,” which enabled the operator to reach a 37,2% 

market share in the segment in the third quarter of 2022 (Anacom, 2023b).  

The present work is focused on NOS’ internet services. It brought internet cable 

services to Portugal, adopted the first wireless internet service – “Kanguru,” and released the 

first fixed internet service with immediate installation – “wÖw.” In 2021, NOS improved its 

Power Wi-Fi offer, contributing to the operator capturing 34.1% of the fixed broadband 

Internet services market in the third quarter of 2022 (Anacom, 2023a), awarded Product of 

the Year in 2022. Additionally, in February 2023, it launched Wi-Fi Total 6e, intended to 

enhance residential consumers' internet experience, evidencing its commitment to innovate. 

Further, NOS pioneered the adoption of 4G technologies in 2012, registering a 28.1% share 

of mobile services and 31.0% of mobile broadband Internet subscriptions in the third quarter 

of 2022. It recently introduced 5G, which made NOS’ mobile network nationally recognized 

as the fastest (NOS, n.d.-a) and best mobile broadband (NOS, n.d.-a; Marketeer, 2023).  

In this sense, NOS aims to position itself in the Portuguese market as the operator 

that provides the best and safest internet services. Therefore, since 2010, it has offered 

mobile and fixed network customers (B2C) online safety services to enhance its visibility and 

improve market awareness as a safe internet provider.  

7.3 NOS Cybersecurity Portfolio  

7.3.1 NOS Safe Net 

NOS introduced its first cybersecurity service for consumers – “Internet Protection,” 

in 2010. Maintaining the partnership with F-Secure (technology provider), the service 

evolved into the current NOS Safe Net in 2017. The service consists of End-Point 

protection, which offers Real-Time safety while browsing, Antivirus, and Parental Controls, 

covering up to 10 devices. Such service, provided under NOS branding, is available for all 

NOS mobile customers and is compatible across iOS, Android, PC, and Mac devices.   

NOS Safe Net is available in three different monthly subscription plans, including 

the same features, differing by the number of devices included (2, 5, and 10) (Annex 6). It is 

commercialized through the operator´s website and communicated to its client base via SMS 

and email. The service is also bundled with mobile plans, particularly kids' plans. Moreover, 
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NOS deployed Forum NOS and its internal information system to spread the word about 

the service externally and internally. Finally, in 2017, NOS counted on Centili's cooperation 

to successfully bill and charge for the service. 

Focus message: “Safety for the entire family.”  

7.3.2 Navegação Segura – NOS Safe Browsing 

In the context of growing cybercrime in Portugal, promoted by the pandemic, NOS 

launched NOS Safe Browsing in May 2022. The service was intended to provide NOS 

customers with a simple solution that offers a first line of defense against online threats. In 

partnership with Cisco, NOS provides the service under its branding, which blocks access to 

dangerous and malicious websites. It is available on NOS’ fixed and mobile networks (DNS) 

and compatible with any device. Therefore, it is commercialized in two plans, respectively.  

The commercialization of NOS Safe 

Browsing is conducted through outbound 

initiatives, inbound, website, and NOS App, as well 

as in the operator´s retail stores. Moreover, the 

company's external communication strategies entail 

the introduction of banners on the website and 

envision the usage of SMS and Email with tailored 

messages to welcome new clients and provide 

newsletters, usage tips, and retention strategies. 

Also, NOS communicated its new service through 

its information system internally and enhanced 

service available information through Forum NOS. 

Figure 7-1 and Annex 6 synthesize the current cybersecurity portfolio's characteristics.  

Focus message: “Immediate protection against malicious websites indoors and outdoors.” 

7.3.3 NOS Cybersecurity Portfolio – Key Takeaways 

NOS' cybersecurity portfolio is one of the most complete nationally (Annex 3 and 

Annex 6). The DNS solution provides fixed and mobile protection. Further, the operator 

also offers an End-Point service, despite offering fewer benefits than other national offers. 

The success of NOS Safe Browsing is notable (Annex 7), reaching 20 times more clients in 

less than a year compared to the stagnant NOS Safe Net subscriber base. On the one hand, 

Figure 7-1: NOS Current Cybersecurity Portfolio 

Source: Author's Elaboration 
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the Safe Browsing launch in 2022 benefited from enhanced awareness regarding cybercrime 

threats and consequences. Additionally, it was introduced at a low price point, was available 

in more commercial channels, and its sale was promoted internally through retail sales 

commissioning. On the other hand, NOS Safe Net was only available on the website and 

communicated via SMS and Email to its customers. It was limited to mobile clients, with no 

commercial incentives in place. Moreover, it was launched with lower cybercrime awareness 

and at a higher price point. Despite the less favorable commercialization environment, the 

service registered very positive customer satisfaction. Therefore, leveraging the cybercrime 

panorama and developing a more robust marketing plan to promote the re-launch is crucial. 

7.4 NOS Antivirus Total – The New Service 

NOS has been conducting initiatives to address its customer´s online safety concerns 

and capture the business opportunity it represents. Considering the knowledge gained from 

its existing portfolio, NOS intends to improve its service launched in 2017. This includes 

enhancing NOS Safe Net's value proposition and implementing a re-branding and re-

launching strategy to maximize its potential fully. 

NOS Antivirus Total consists of an 

improved version of NOS Safe Net. It is an all-in-

one End-Point online protection solution with 

features that make the product more advanced and 

distinct. It addresses a demanding audience willing 

to pay more for robust security products. The 

service, offered in partnership with F-Secure, adds 

features including VPN, Identity Monitoring, and 

Password Manager, which can be controlled via an 

App (Figure 7-2). According to the national and 

international benchmark and “Estudo de Opinião: 

Segurança Digital” (NOS, 2021) (Annex 8), these 

are the most prominent features. Additionally, according to the same study, the average 

number of internet-connected devices per household did not exceed five (NOS, 2021). 

Further, NOS Safe Net subscriptions evidenced that the average number of licenses active 

per subscription never surpassed four. Thus, despite being more robust, NOS intends to 

simplify its new offer by providing a single subscription plan, including five licenses.   

Figure 7-2: NOS Safe Net evlovution to NOS Antivirus 
Total 

Source: Author's Elaboration 



   

   33 

7.4.1 NOS Antivirus Total – Business Positioning  

NOS Antivirus Total consists of an End-Point cybersecurity service, and despite 

being provided by F-Secure, it is commercialized under NOS branding. Therefore, it is 

positioned in the first quadrant (Figure 7-3), regarding the Service Branding Strategic Groups' 

map, competing directly with NOWO in such a segment. Further, the analysis of the 

international players evidences a trend toward Telcos providing End-Point protection 

services. Thus, the re-launch of NOS Safe Net reinforces the operator’s cybersecurity 

portfolio by providing both DNS and End-point protection, as Telenor (Norway) and TIM 

(Italy) do. According to Allot (2022), that represents an opportunity for NOS to enhance its 

visibility as a safe-net provider, increase average revenue per client and attract new ones.  

As mentioned in section 7.2, NOS aspires to distinguish itself as the Portuguese 

market's best and most secure internet services provider. Moreover, it intends to 

Figure 7-3: NOS Service Branding Strategic Groups Map Source: Author's Elaboration 

Figure 7-4: NOS Safety Positioning Strategic Groups Map Source: Author's Elaboration 
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commercialize NOS Antivirus Total as a value-added service in line with the ancestor - NOS 

Safe Net. In this sense, within the Safety Positioning Strategic Groups developed regarding 

the national and international competitors, NOS’ cybersecurity portfolio, particularly the new 

service, is positioned in the first quadrant (Figure 7-4), i.e., it plays a strategic role for the 

operator and is provided as a value-added service.  

7.4.2 NOS Antivirus Total – Positioning toward Customers 

The improved service NOS intends to re-launch is placed in the high-value segment 

of the competitors’ positioning towards its customers (Figure 7-5). Its predecessor – NOS 

Safe Net – was already placed above the low-value segment. However, it reaches the high-

value section by providing extra advanced features at a competitive price. Moreover, as per 

Figure 7-5, it further allows NOS to enhance its competitive price advantage over MEO's 

offer. Consequently, NOS reinforces its portfolio by improving its End-Point offer. 

Therefore, the operator provides a robust portfolio with a simpler solution – “Safe 

Browsing,” competing in the low-value segment, and a highly complete one – “NOS 

Antivirus Total,” competing in the high-value segment.  

 

7.4.3 Partners Architecture 

NOS Antivirus Total is offered in association with F-Secure and counts on Centili’s 

support to be available to clients and harmonize partners' systems.  

Source: Author's Elaboration Figure 7-5: NOS Antivirus Total – Positioning toward Customers 

Note: Y!mobile Price per License is €4,5; 



   

   35 

F-Secure was established in the cybersecurity industry in 1988. It has followed 

cybercrime evolvement throughout the years and conducted industry-leading innovation to 

neutralize such threats. By developing award-winning services and partnering with over 170 

service providers, such as communication service providers, retailers, banks, and insurance 

companies, F-Secure protects millions of customers worldwide (F-Secure, 2023). The 

maintenance of the partnership lies in the robustness of F-Secure service, the fact that it 

allows NOS to personalize the App, commercializing it under its branding, and the fact that 

it fortifies a long-term alliance, exploiting its reliability and avoiding further operational costs.   

With cutting-edge features, mobile payment options, and an effortless user 

experience, Centili makes it possible to monetize digital content and services (Centili Limited, 

2023). It aims to increase engagement and expenditure in digital platforms. Since its launch 

in 2011, Centili has grown to serve more than 4 billion mobile consumers across 80 countries, 

and its services are recognized as the top direct carrier billing services for 2021 (Infobip 

Limited, 2023). The billing phase of the customer's subscription process is where Centili 

contributes. Contrary to NOS Safe Browsing, which is fully integrated with NOS operations, 

NOS Safe Net required an extra partner regarding the billing process, enabling the 

harmonization of NOS and F-Secure systems. Furthermore, Centili’s platform will allow 

more versatile payment methods that enable non-clients to subscribe to the service and 

compete with non-Telcos. Therefore, the maintenance of the partnership will expand the 

service’s availability and reinforce NOS's competitive positioning nationally.  

NOS manages to provide a cybersecurity service with the best technology in the 

market and a great subscription experience for its clients by partnering with F-Secure and 

Centili. NOS will make F-Secure’s technology available in its online and retail stores, and 

customers will be able to subscribe online through Centili’s payment platform, available on 

the service’s landing page on the NOS website. As clients complete the subscription journey, 

Centili signals F-Secure to provide the licenses to subscribers and NOS to charge customers 

through the selected payment methods. Finally, NOS credits F-Secure and Centili for their 

respective revenue share. Annex 9 synthetizes the entailed customer experience.  

Overall, the maintenance of such relationships is due to the excellent established 

reputation of the partners in their industry, which ensures service reliability and availability, 

avoiding increased costs related to integration procedures with new partners or internal IT 

and operational developments.  
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8 Marketing & Communication Plan  

The present section intends to develop a marketing and communication plan to re-

launch NOS Safe Net into the new NOS Antivirus Total. A Segmentation, Targeting, and 

Positioning analysis and a Marketing Mix will be developed to accomplish that. 

8.1 STP Analysis 

Developing a marketing and communication plan is essential to promoting the 

introduction of a product or service in the market (Kotler & Armstrong, 2019). Due to the 

market's diversity of users and their preferences, Kotler & Keller (2012) outline the 

importance of businesses concentrating on the clients they most likely satisfy to compete 

more effectively.  To adequately address those customers, the authors argue that companies 

must organize potential consumers into different segments regarding their general 

characteristics and demand to target the most attractive ones. Then, to communicate more 

effectively, organizations must determine how they want to position themselves in the 

market to launch tailored marketing campaigns for each segment (Kotler & Keller, 2012). In 

this sense, a Segmentation, Targeting, and Positioning (STP) analysis will be conducted. 

8.1.1 Segmentation 

The first stage of an STP analysis consists of market segmentation. According to 

Kotler & Keller (2012), it consists of partitioning a market with diverse demand into smaller 

segments with similar needs. The segmentation process will be conducted for this analysis 

based on different consumer characteristics (Kotler & Keller, 2012). 

NOS Antivirus Total target market comprises Portuguese households. Thus, it is 

detrimental to define the criteria to segment it. The first criterion is going to be the Family 

Dimension. It entails three categories: small, to address small families without children or 

dependents; and medium and large, regarding families with children or dependents. That is 

relevant since the family context is fundamental for Telcos’ business (NOS, 2023b, p.8), and 

the new service offers five licenses envisioned for households and familiar environments, as 

pointed out in section 7.4. 

The second is Customer´s Technologies Dominance. It consists of a significant 

aspect when offering a cybersecurity service affecting consumers’ interest in such an offer. 

It considers three levels of technology dominance: no or low internet usage and dominance, 

medium and high, to represent consumers who use the internet and those with higher 
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dominance over technologies. Thus, the identified segments are small, medium, and large 

households whose inhabitants have no to high internet dominance, as per Figure 8-1.  

8.1.2 Targeting  

As the market segments are identified, the next step is selecting which the company 

will target. Following Kotler & Armstrong (2019), not all identified segments are attractive 

from a size and profitability point of view. Additionally, the authors contend that the selected 

market segments must match the company's objectives and resources (Kotler & Armstrong, 

2019). Thus, targeting requires determining the most appealing segments to serve. 

The marketing and communication plan must direct initiatives to the core customer 

target to successfully promote the service's re-launch. NOS Antivirus Total is envisioned to 

serve a technological and more demanding audience aware of the available market solutions 

and already uses solutions such as Antivirus. Therefore, the segments that do not use the 

internet daily or barely dominate it should not be addressed, as they do not use it sufficiently 

to be willing to pay for a powerful cybersecurity service. NOS Safe Browsing addresses such 

a market segment, which provides a simple solution for less technological customers. Thus, 

targeting those customers, represented in the bottom row in Figure 8-1, would result in a 

marketing overlap and confuse customers.  

According to a study NOS conducted to assess national online safety market 

feasibility, in 2021, families with children comprised 64% of the families, and the average 

household entailed three members. Moreover, the average household contained 2,5 elements 

who were 12 years old or older and were internet users, and the average number of internet-

connected devices per household was 4,8 (NOS, 2021). Those insights evidence the 

Figure 8-1: STP Analysis, Segmentation Source: Author's Elaboration 
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attractiveness of segments numbered four to nine (Figure 8-1) due to their market size 

(section 9.1) and alignment with the company’s goals – provide technological clients with the 

safest internet experience. Figure 12-14 (Annex 10) illustrates the selected segments to target. 

Additional criteria will be considered as the household’ representative generational 

cohort (Dimock, 2019) and average income to conduct further segment selection within the 

attractive ones. According to Karadal & Abubakar (2021), generation Z (Gen Z) was born 

in a digitalized and connected world, and Generation Y (Gen Y) are “digital natives.” Thus, 

Figure 8-2 synthesizes the cross-section analysis, evidencing that Gen Z and Gen Y have 

similar IoT skills, being placed as the ones with the highest dominance over IoT (Karadal & 

Abubakar, 2021). Moreover, Generation X (Gen X) are considered digital immigrants, having 

inferior IoT skills compared to Gen Y and Gen Z but superior to Boomers. Thus, Gen X 

and Boomers are categorized with medium and no to very low technology dominance. 

Furthermore, it is fundamental to consider consumers’ income to access the most willing to 

subscribe. According to INE (2023), Banco de Portugal (2023), and Ferreira et al. (2021), the 

national average income evidences a growth trend with age. However, there is no substantial 

difference between Gen X and Boomers (Banco de Portugal, 2023), as represented in Figure 

8-2. Consequently, it makes more sense to target older generations of consumers.  

It is important to note that the present analysis considers the generational cohorts of 

the household members responsible for purchasing decisions, notwithstanding that other 

generations may live in the same household and influence it. Based on the additional criteria, 

segments four to six are considered the most attractive due to the higher average annual 

income of Gen X compared to Gen Y (Annex 10).  Within such market segments, customers 

are more likely to find the new service suitable to their household environment due to the 

number of licenses it includes and the Parental Controls. Consequently, segment four is less 

attractive than the fifth and sixth, as those consist of medium and large families. The second 

more attractive segments are 7, 8, and 9 due to their higher IoT skills, despite Gen Y and 

Figure 8-2: STP Analysis, Targeting Criteria Source: Author's Elaboration 
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Gen Z’s lower income since they are more aware of the online dangers. Moreover, Gen Z 

looks forward to digitally enabled experiences (Smurygina et al., 2022). In this sense, the most 

attractive segments are illustrated in Annex 10 by generational cohorts.  

Revella (2015) argued that it is essential to develop buyer personas to promote 

effective marketing strategies. That is because it provides companies with a better 

understanding of their customers' characteristics, needs, and preferences. As a result, it allows 

companies to align their marketing initiatives with the target customers’ expectations, 

improving communications and engagement (Revella, 2015).  

In this sense, three target personas can be defined from the most attractive market 

segments to simplify communication and marketing initiatives, based on NOS (2017). The 

first and most attractive target – “The Classical Parents” – is represented in Figure 8-3 and 

consists of medium and large families that use the internet daily, despite not dominating it 

completely. They are between 43 and 58 years old and present concerns regarding online 

safety, mainly online banking, shopping, and child protection. The second target – “The 

Technological Parents” – is similar to the previous one, differentiating because consumers 

belong to a younger generation (27 to 42 years old), with higher IoT skills and being more 

aware of online threats. Thus, they are more demanding regarding the features the new 

service includes. Finally, the third – “The Independents” – consists of small households with 

high technological capabilities with different interests, aged between 18 and 42. For instance, 

they do not benefit from Parental Controls and are more interested in features like VPN and 

Identity Monitoring. In this sense, the three target segments, synthesized in Figure 8-3, must 

be addressed individually, focusing on each one's specificities to enhance communication 

and marketing initiatives effectiveness.   

Figure 8-3: STP Analysis, Targeting Source: Author's Elaboration 
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8.1.3 Positioning  

According to Kotler & Armstrong (2019), the final step is developing a differentiated 

image for the product in the minds of the target customers. NOS Antivirus Total is intended 

to provide NOS clients and non-clients with the safest online experience and stand out as 

the Telco that provides the completest cybersecurity service under its brand in Portugal.  

The new service is directed to the most technological customers that demand more 

than the standard online safety technologies (such as Antivirus and Parental Controls). The 

target customers look forward to additional benefits, such as preserving their online browsing 

and location privacy (VPN). In this sense, NOS Antivirus Total aims to take over a relatively 

unexplored market segment, taking it as an advantage to address the most technological 

telecommunications customers and differentiate from the competition. The new service is 

intended to provide households with the ultimate cybersecurity service, by including highly 

valued benefits at a price point in line with the international practice for similar services, 

despite being higher than national offers. Thus, NOS intends to differentiate itself from its 

competitors by providing an advanced package in partnership with a credible provider (F-

Secure) that offers more value to its customers. Further, the operator intends to leverage the 

re-launch to target Competitors’ clients, as Easingwood & Harrington (2002) suggested.  

Additionally, the re-branding entails a name and visual shift. The new service involves 

several changes that intend to convey a fresh identity to the ancestor service and portfolio 

through a new name, design, and logotype. At the time of the present work’s conclusion, 

such aspects were yet to be defined by NOS. Thus, suggestions regarding re-branding will 

be devised. The success of NOS Safe Browsing would make it advantageous to name the 

new service after it, benefiting from its existing market awareness. Moreover, it could 

enhance the perception that the re-launch is a portfolio extension. Thus, it should be named 

“Safe Browsing Total,” taking F-Secure’s branding into account, or “Safe Browsing 360°,” 

as Tim Italy does to promote a sense of a completer solution. Further, the current service’s 

visual identity could be combined with the well-known NOS wheel, re-shaping it into a shield 

(Annex 11). Such evolution intends to reinforce the market association of NOS as a 

cybersecurity services provider. Moreover, it aims to enhance NOS brand visual identity 

association with safety, strengthening its positioning as a safe telecommunications operator.  

Overall, NOS Antivirus Total is envisioned to enhance the operator’s visibility as a 

safe internet and telecommunications provider and serve more demanding customers with a 
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higher willingness to pay. In this sense, the communication and marketing elements for the 

re-launch will be devised in the next section while considering the STP analysis findings.  

8.2 Marketing Mix  

The development of a marketing mix takes place as the organization has identified 

its target market and defined how it intends to position itself. From a buyer's perspective, 

the development of a marketing mix must encompass which problems the service will solve, 

the costs it entails, the convenience of its availability, and communication interactivity 

(Kotler & Armstrong, 2019). Thus, it consists of aspects NOS should articulate to promote 

successful market acceptance. 

8.2.1 Product 

As mentioned in section 7.4, the new service will be provided in a single 

configuration. That is to promote product simplicity and avoid confusing customers with 

various offers. NOS Antivirus Total prevents access to phishing websites and known 

harmful links that may attempt to infect devices with malware (Real-Time browsing safety). 

Additionally, it continuously scans devices' files and programs to identify and eliminate 

dangerous malware in real-time (Antivirus). Parents can restrict their children's access to 

potentially harmful applications, block access to inappropriate websites, and establish time 

limits for internet use (Parental Controls). Moreover, NOS Antivirus Total preserves online 

browsing and location privacy, preventing websites and advertisers from tracking users’ 

online activities (VPN). Furthermore, the new service protects customers´ online identity by 

continuously monitoring the internet for their personal information (Identity Monitoring). It 

enables securely storing passwords and logging in with just one click (Password Manager). 

NOS Antivirus Total will provide five licenses per plan, including all the mentioned benefits.  

8.2.2 Price 

NOS Antivirus Total will be provided in two subscription plans. The monthly plan 

will be commercialized at €5,99 after a free monthly trial, promoting the service 

experimentation and accessibility for more price-sensitive customers (Becker, 2020). Clients 

can subscribe to the annual plan for €59,99 to promote retention by including two free 

months (Campbell, 2016; Harmon, 2018). Further, a three-month trial will be bundled with 

telecommunications package upgrades to promote its commercialization and awareness. 

That is due to the predomination of convergent clients within the target market (NOS, 2017).  
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Attracting competitors’ clients is challenging in a saturated market like national 

telecommunications. However, it is one of the few ways to expand revenue. To attract non-

clients, it is crucial to offer discounts and promotions (Kesten, 2022). Thus, conditions like 

those envisioned for NOS convergent clients would be ideal for addressing such clients. 

NOS intends to promote a subtle transition for the existing NOS Safe Net clients. 

To achieve that, the operator will offer a one-year subscription to the new service for the 

same price point as their subscription. Additionally, since the new service entails the removal 

of the ten licenses subscription plan (Annex 6), it would be suitable to promote its bundling 

with NOS Safe Browsing (mobile or fixed), as TIM Italy does (section 6.5, Annex 2). That 

addresses households that may require more than five licenses or were subscribers of the ten 

licenses NOS Safe Net plan (Opuni et al., 2013). Such bundles should be priced considering 

MEO’s End-Point offer, which provides a monthly license extension for €0,79 (Annex 12). 

Such price points align with the End-Point solutions’ prices that national and 

international Telcos offer (Annex 12) while providing additional features (Figure 7-5). It is 

noteworthy that free trial periods consist of the author’s recommendation, as NOS had only 

determined price points as of the conclusion of the present study. NOS’ pricing strategy 

positions the new service as the premium offer of the portfolio, being offered at a much 

higher price than NOS Safe Browsing. In addition to the convenience of the two subscription 

plans, the service does not entail a binding period. Further, Centili will grant the new service 

more versatile payment methods, such as MB Way and credit cards. 

8.2.3 Place 

The re-launch will be conducted in two steps. The first entails the availability of the 

new service for online subscription through the NOS website (monthly and annual plans). 

Although the target market, as mentioned in section 7.1, consists of people with medium 

and high technological dominance, most consumers still prefer to subscribe to services in-

store (Tybus et al., 2023; NOS, 2017). Therefore, the second step intends to expand the NOS 

Antivirus Total market availability by offering annual subscription cards at the NOS stores. 

That consists of a significant step since it allows for promoting commercialization via 

commissioning, which proved effective with NOS Safe Browsing. Despite being available, 

door-to-door sales and Telemarketing are unsuitable channels as they do not allow targeting 

specific segments and entail high costs. Thus, NOS Antivirus Total will be available online 

and retail to expand convenience, availability, and market awareness.  
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8.2.4 Promotion 

Even though consumers still prefer in-store purchases, digital marketing is a 

fundamental tool nowadays to interact with potential clients online (Chaffey, 2023). Such a 

marketing path promotes the reinforcement of Telcos' customer experience (Righini, 2020) 

due to the wide adoption of smartphones and internet usage, as mentioned in section 6.4. 

In this sense, the new service must be promoted online through the website and 

digital marketing (SMS and Email) in the first re-launch step. BeeCreative (2021) argued that 

creating quality content is fundamental to attracting, engaging, and retaining customers. 

Thus, promoting the re-launch through the website provides customers with accessible 

information. Additionally, BeeCreative (2021), Righini (2020), and Chaffey (2023) contend 

that content marketing is a valuable tool for telecommunications companies to establish 

themselves as credible and pertinent sources of information for their audience. Forum NOS 

offers trustworthy educational content, enhancing NOS's brand positioning (Righini, 2020).  

Furthermore, the exploitation of SMS and Email marketing allows direct contact with 

the target customers (BeeCreative, 2021; Righini, 2020). Such tools are among the most 

prevalent promotional techniques (Goworek, 2022) and crucial for non-mass market 

products. Despite the higher conversion rates of SMS marketing, those channels are 

complementary marketing strategies as SMS allows for short interactions, and Email enables 

completer and more dynamic exchanges (Goworek, 2022; Dmitrieva, 2023). Moreover, it 

will allow engaging with non-clients by recontacting old clients (Lesonsky, 2020). Thus, 

considering the STP analysis, it is possible to address consumers with tailored 

communications. 

As per NOS (2017), customers favor in-store campaigns, followed by SMS and Email 

marketing as the primary methods of receiving marketing communications. Thus, the new 

service's in-store promotion should occur in the second stage. 

8.2.4.1 The Re-Launch Communication 

As pointed out in sections 4.4 and 4.5, properly communicating the re-branding and 

re-launch strategy is fundamental. Despite the current small customer base of NOS Safe Net, 

it is crucial to elucidate the reasons for such a move to foster positive reactions. Moreover, 

NOS must inform existing customers of the new service's changes and its implications on 

their subscription conditions. To promote such initiatives, SMS and Email marketing are 
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suitable channels. That is because SMS allows for an alert regarding the changes in their 

service subscription, referring to the website and Forum NOS. Email supports sharing 

additional contextualization for change, special subscription conditions, and raising 

awareness for new features. Further, NOS should consider communicating the re-branding 

by promoting messages through the NOS Safe Net app (Perplies, 2018; McCloskey, n.d.).  

Similar methods will take place to address the target market NOS Antivirus Total 

intends to serve. As noted in section 4.5, a re-launch must be considered as the launch of a 

new offer (Bissdorf, 2016). Therefore, the new service must be communicated to the target 

segments through the website and digital marketing. To enhance the effectiveness of 

communications initiatives, NOS should tailor their messages and shared content to the 

characteristics of the different segments. For instance, when interacting with an 

“Independent” consumer (section 8.1), it must focus on the functionalities the new service 

offers that are the most relevant, such as VPN, and neglect its Parental Controls features.  

The interactions with potential clients must place the new service as a viable solution 

to the target consumer's specific problem and NOS as a credible provider, as argued in 

section 4.4. Further, it is crucial to convey a superior value proposition when interacting with 

non-clients and to make it possible to compare offerings (Taylor, 2021). Thus, NOS must 

focus its communications on the benefits of such features for consumers (section 8.2.1), as 

well as on its brand name (NOS) and the credibility of its partner (F-Secure), to enhance the 

perceived quality of the new service. The operator conducted a test that proved that including 

the partner’s brand name in SMS marketing enhanced engagement (NOS, 2022). In this 

sense, the new service’s focus message could be “The Safest Internet Experience for the 

Entire Family.” Furthermore, NOS should pursue a continuous communication plan to 

promote bilateral interactions and superior engagement with clients (Matthews, 2021). 

Additionally, by targeting “The Independents,” NOS will take advantage of a target less likely 

to subscribe (section 8.1.2) but with a higher probability of influencing the other segments' 

buying decisions, as suggested in section 4.5. 

Finally, despite being a VAS and not being promoted through mass media (TV, 

outdoors, and social media), NOS should promote a marketing campaign that does not focus 

on NOS Antivirus Total but refers to it through such channels. To reinforce its visibility and 

awareness as the safest operator, NOS could advertise its physical (NOS Alarms) and 

cybersecurity safety services, exploiting the proposed cybersecurity portfolio's new image.   
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9 Market Dimension and Economic Viability Analysis 

9.1 Market Dimension 

Once the target market has been identified through the STP analysis, it is crucial to 

evaluate its size. According to IGNOU (2017), any economic research should begin with a 

projection of total market potential. However, since the present analysis intends to access a 

Telco’s B2C cybersecurity market dimension, the present section will focus on such market 

segments. A market segmentation study conducted by NOS (2017) on the Portuguese 

consumer market will sustain the analysis.  

The new product’s target market is national households. According to the study, 

there are around 4,1 million households in Portugal. The Independents, Classical Parents, 

and Technological Parents segments represent approximately 38%. Therefore, considering 

that NOS Antivirus Total is directed to NOS clients and non-clients, its market comprises 

over one and a half million families nationally (Annex 13). 

9.2 Forecast Revenue 

When planning the launch of a product, it is essential to assess its market dimension 

but also its envisioned sales (Business Queensland, 2022). There are various ways to estimate 

it, among them forecasting having market awareness, product trial, repeat purchase, and 

intent to buy indicators into account. Additionally, a company must consider its market share, 

product price, and market growth rate when estimating a product's revenue (IGNOU, 2017). 

The target market for NOS Antivirus Total comprises over 1,5 million households. 

The service targets NOS clients and non-clients within the identified STP segments and is 

offered to NOS convergent clients. Three criteria were used to estimate how many people 

from the target segments would buy the product, based on “NOS Estudo de Opinião: 

Segurança Digital” (NOS, 2021). The first was the level of cyber threats awareness, 

considering the most worried customers about their online safety (13%) as the most likely to 

purchase. Second, the inquiries that already had an Antivirus solution were considered, 

representing 83% of the sample. The third criterion was customers' willingness to pay for 

a cybersecurity solution from a Telco, with the study evidencing that different segments have 

different purchasing intentions (NOS, 2021). Hence, the NOS clients' target market is 

predicted to be 13 thousand households (Annex 14).  
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An additional criterion was considered regarding non-clients. According to Allot 

(2022), consumers are willing to switch to providers that offer cybersecurity services (80%), 

and 62% are considering changing to access greater offers. Switching providers in the 

Portuguese telecommunications market is disincentivized through contractual conditions, 

translating into 51% of consumers never having changed operators (Autoridade da 

Concorrência, 2020), and only 33% have changed in the last five years (Marktest, 2021). 

However, it is important to note that the new service will not require switching operators 

and that 48% of the target segments are clients of more than one Telco (NOS, 2017). 

Further, national competitors have cybersecurity offers serving part of such a market. 

Therefore, it is considered that 40% of non-clients are willing to subscribe to a service 

from a different Telco, making the non-clients target consisting of over 12 thousand 

households (Annex 15). 

In addition to the addressed target segments, NOS is targeting the new service to its 

convergent customers with internet services in their packages when they intend to change or 

renew their services. According to previous experience, as with Safe Browsing, NOS expects 

a 1% conversion rate after the free trial period by commissioning such sales. Thus, by 

addressing convergent customers, NOS expands the new service target by approximately 10 

thousand customers (Annex 16). 

The estimated customer base is expected to be gathered throughout the first two 

years from the product re-launch. From the third year onwards, the product’s customer base 

is anticipated to follow market growth. The Telecom Cybersecurity global market is predicted 

to grow at a compound annual growth rate (CAGR) of over 12% until 2030 (section 6.3). 

However, the Portuguese cybersecurity market is expected to evolve at a slower 7,7% rate 

(section 6.4), and the National Telecommunications industry is envisioned to expand at an 

under 1% CAGR from 2021 to 2026 (section 6.1). In this sense, the revenue projection for 

the first three years can be estimated, considering a market growth rate of 7% (Annex 17).  

The conditions for directly targeted, convergent, and NOS Safe Net clients and non-

clients must be considered (section 8.2.2). That is because they entail different prices or trial 

periods, leading to adjustments in the subscription income. Further, an assumption is 

considered regarding the distribution of subscription plans. Considering the national 

economic panorama of purchasing power loss, section 6.8, and according to Kodali (2023), 

it is considered that 70% of clients are monthly subscribers. Additionally, the analysis predicts 
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a 1% churn rate (Annex 1) as a standard rate for VAS, according to past data and F-Secure 

experience with over 200 Telcos. Finally, the estimation does not include value-added tax. 

9.3 Cost Structure & Profit Projection 

The new service’s cost structure entails revenue share and sales commissioning. As 

pointed out in section 7.4.3., NOS Antivirus Total is offered in partnership with F-Secure 

and Centili. Such partnerships entail a revenue share distribution among the three players 

(Tymchuk, 2022). Centili assists with billing, taking a small per-transaction fee (CFI, 2022), 

while NOS and F-Secure share most of the revenue. F-Secure provides the technology, and 

NOS brings in its customer base, marketing channels, and strong, established brand (Nielsen 

et al., 2022). As a result, both contributions are essential for the service to become 

commercially viable. Therefore, a 50% revenue share for NOS is considered (Saxena, 2012). 

Thus, partners’ revenue share may be considered as a cost. Moreover, by offering the re-

launched service in their stores, NOS also incurs costs related to promoting service sales 

through sales commissioning. Such commissions consist of a month's revenue per annual 

plan sale, as NOS Safe Browsing. In this sense, the operational costs can be estimated, and 

the envisioned profits can be accessed in Figure 9-1.  

Such projections evidence the attractiveness of such a market segment and its 

potential to expand NOS’ income. It consists of a robust market, and the re-launch of NOS 

Safe Net is expected to drive the current €36 000 revenue (Year 0) to over €1,9 million by 

the third year. Despite not considering expenses with communication initiatives, NOS 

Antivirus Total is anticipated to generate over €1,5 million accumulated operational margin 

over the first three years, representing 0,002% of NOS’ EBITDA in 2022 (NOS, 2023b). 

Since the commercialization of the new service does not require capital expenditure and the 

operational costs are tied to sales, the re-launch is sustainable independently of the customer 

base. Overall, such projections support the re-launch strategy.  

Figure 9-1: NOS Antivirus Total – Customer Base, Revenue, Costs, and Margin Projection 

Source: Author's Elaboration base on NOS (2017) and NOS (2021) 
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10 Conclusions and Limitations 

The present work seeks to evaluate NOS’ strategy to promote the re-launch and re-

branding of a cybersecurity service that has struggled to attract new customers for several 

years. NOS Safe Net was launched in 2017, and its customer base remained stagnant due to 

a lack of commercial availability and incentives and lower cyber threat awareness at the time. 

As a result, the service has remained in the maturity stage. Therefore, the study's objective is 

to evaluate whether NOS should undertake the re-launch of NOS Safe Net. 

A broad market analysis addressed the research problem, providing crucial insights. 

The study of the involved industries evidenced the maturity of national telecommunications 

and the envisioned growth of Portugal's Cybersecurity and Telecom Cybersecurity markets. 

In such a scenario, the commercialization of VAS can be employed to retain and attract new 

customers to expand a Telco´s revenue. Moreover, the study suggests that Telcos face 

favorable conditions to exploit the opportunity the growing cybersecurity market trends 

represent by offering value-added cybersecurity services. The national and international 

benchmarks evidence Telcos' wide adoption of the commercialization of online safety 

services, with End-Point services being the most prevalent. Additionally, the national offers 

are less sophisticated when compared with the completer international solutions, which 

include emerging and advanced features, such as VPN and Cyber Insurance. In the national 

market, Telcos offer DNS and End-Point solutions under their brand, except for MEO, 

which commercializes an End-Point solution under its partner’s brand name. Further, 

national competitors position their online safety offers as a crucial aspect of internet services, 

except for Vodafone, while offering them as VAS. The national macro-environment 

evidences the government's support for the access to and development of 

telecommunications services, translating into internet services being widely available and 

used, and considered an essential service. Further, it is crucial to note the enhanced awareness 

of cybersecurity issues and the introduction of laws favoring early contract termination and 

raising competitiveness in the national telecoms market.  

By closely examining the Telco at study, NOS’s innovative vision and commitment 

to delivering customers the best experience by incorporating the most advanced technologies 

is clear. And online safety is no exception. The operator strives to provide the best and safest 

internet services and experience nationally. NOS is the national Telco offering the most 

complete online safety portfolio comprising End-Point and DNS (fixed and mobile) services. 
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However, the current End-Point solution – NOS Safe Net – has a small and stagnant 

customer base. Further, it delivers fewer benefits than national competitors’ services and is 

considerably weaker than international offers.  

Therefore, considering the national telecommunications industry's negligible growth, 

it becomes harder for Telcos to enlarge their customer base and revenue. Moreover, as a new 

law enhanced competitive dynamics, retaining and attracting new customers challenges 

heightened. In such an environment, Telcos look for growth opportunities, and providing 

VAS stands out as a viable method to improve average revenue per customer and loyalty, 

reduce churn, and attract new clients. Additionally, as cybercrime rises and awareness 

expands, providing online safety VAS is anticipated to be a valuable opportunity. According 

to Saunders & Jobber (1988) and Bissdorf (2016), re-launch an existing offer presents 

advantages over developing a new one. In this sense, NOS would most likely benefit from 

revitalizing its cybersecurity portfolio by re-launching NOS Safe Net.  

The new NOS Antivirus Total reinforces NOS’ End-Point value proposition by 

considering the best international practices and findings of NOS (2021). It is intended to 

strengthen NOS´ safety strategic positioning, positively impacting revenue. Further, it places 

NOS’ End-Point offer as the best value in the national telecommunications market (Figure 

7-5). Additionally, the maintenance of the partnerships with F-Secure and Centili reveal vital 

for the re-launch, enabling the commercialization of a strong service available for any client, 

regardless of its Telco provider. Therefore, NOS reinforces its position as a credible 

cybersecurity services provider, managing to compete with non-Telcos, such as Fnac and 

Worten. Moreover, reflecting the learnings from its cybersecurity portfolio on NOS 

Antivirus Total marketing plan, NOS is re-launching a service to over one and a half million 

household target market, expected to generate €1,5 million accumulated operational margin 

throughout the first three years. 

According to Singh et al. (2013), timing is crucial when implementing a re-branding 

strategy. NOS Safe Net is currently outdated among the national offers since its last value 

proposition modification was in 2017. Considering the success of NOS Safe Browsing, and 

the growing cybercrime trends, one may consider it the right time to pursue such a strategy. 

Consequently, the re-launch and re-branding of NOS Safe Net reinforce NOS’s 

cybersecurity portfolio, promotes customers’ loyalty, resonate on average revenue per user, 
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and allow it to attract non-clients. Furthermore, it is cost-effective and contributes favorably 

to NOS' positioning and image in the national market.  

The envisioned “NOS Antivirus Total” incorporates most international best 

practices, making it a high-value service. However, NOS must address the emergence of 

Cloud solutions to keep the portfolio attractive and competitive, either by introducing it in 

“NOS Antivirus Total” or by expanding the portfolio with a new value proposition, as Vivo 

(Brazil) with its “Safe Connect” VPN solution. Moreover, the mentioned trend among other 

national industries into offering Cyber Insurance poses an opportunity for NOS to reinforce 

its cybersecurity portfolio and lead such a market segment. Such prospects sustain the 

promotion of bundles within the portfolio and upsell of services.  

The present work aimed to understand the foundation for the decision pursued by 

NOS. To achieve it, a telecommunications industry benchmark was conducted regarding 

cybersecurity offers based on players’ website data, which may be incomplete and potentially 

lead to inaccurate conclusions. Further, the new service’s market and economics assessment 

was based on NOS’ outdated internal information and market surveys, which may not reflect 

an accurate forecast and compromise inferences. However, the study provides a robust basis 

to support NOS’ strategic decision on the re-launch and re-branding of NOS Safe Net into 

“NOS Antivirus Total” and offers valuable insights on how to market it. 

The study contributes to a practical understanding of the application of important 

theories and models in supporting decision-making. Additionally, despite the rich literature 

on corporate re-launch and re-branding, there needs to be more work developed on products 

and services and their application to real case studies. In this sense, the present study delves 

into a relatively underexplored application of a research topic, expanding the body of 

knowledge and enlightening future re-launch and re-branding initiatives by analyzing a real-

world case study and offering valuable insights. Future research should be undertaken to 

encourage the evolvement of practical applications and the dissemination of best practices.  
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12 Annexes  

12.1 Glossary  

DNS Protection stands for “Domain Name System,” which offers a first level of defense 

against cybercrime through Fixed & Mobile Telecommunications Networks, 

preventing and blocking access to specific domain names or IP addresses. 

End-Point Protection consists of providing safety against online threats at the device level. 

It can offer a wide range of defense features through a software application that 

shields any compatible device, such as smartphones, tablets, and computers. 

Real-Time Protection regards the inspection of online traffic to filter out malicious or 

unwanted content. It prevents and blocks access to specific domain names or IP 

addresses associated with adult content, fraudulent websites, entailing viruses, 

phishing, and other online threats. 

Antivirus software protects computer systems and end-points from malware spread. It 

prevents data breaches, illegal access, system damage, and other undesirable effects 

of cyberattacks such as trojans, worms, spyware, and ransomware. 

Parental Controls allow guardians to follow and manage minors’ online activities while 

ensuring their online safety using the internet and technologies. It offers filters and 

settings to shield kids from harmful content, internet dangers, and potentially 

dangerous online interactions. It also provides time restrictions and activity reporting 

functions. 

Password Manager securely stores numerous passwords, and synchronizing them across 

various devices enables logging in with just one click. Also, it supports the creation 

of secure passwords for multiple accounts, ensuring maximum protection. 

VPN safeguards online privacy by encrypting browsing activity, masking IP addresses, and 

preventing websites and advertisers from tracking online actions. Also, it protects 

security and privacy when utilizing less secure public Wi-Fi networks and enables 

access to geographically restricted content.  
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Identity Protection continuously scans the internet for users’ personal information, 

searching for data breaches so that they get a thorough activity history and are 

instantly alerted to any efforts at illegal usage of their private information. Further, 

users are supported to recover and protect their identity.  

Cloud enables users to store and remotely access their data and files over the internet, which 

can be accessed and maintained from any internet-connected device. Data encryption 

and user authentication guarantee privacy and enable users to sync files across 

devices, access older versions, and share files or folders with others. 

Cyber Insurance safeguards people from risks associated with the internet and offers 

financial assistance in the event of an online incident. It can cover costs related to 

identity theft, including attorney fees, credit monitoring services, and help with 

identity restoration. Also, it can support financial loss or extortion, and data breaches, 

among others. 

The Churn rate represents the number of customers that canceled or unsubscribed a service 

within a given period and is divided by the total number of customers at the start of 

that period plus the new subscribers. The outcome displays the percentage of clients 

lost during that time.  
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12.2 International Players’ Cybersecurity Offers   

 

Figure 12-1: International Players' Cybersecurity Offers 

Source: Author’s elaboration based on O2 (n.d.), Bispo (2023), VIVO (n.d.), Movistar (n.d.-a), Movistar (n.d.-b), Virgin Media (n.d.), Vodafone UK (2022), Proximus (n.d.-a),  Proximus (n.d.-b), Sunrise (n.d.-a), Sunrise 

(n.d.-b), Sunrise (n.d.-c), TELUS (n.d.), Y!mobile (n.d.); TIM (2023a), TIM (2023b), TIM (n.d.-a), TIM (n.d.-b), TIM (n.d.-c), Orange (n.d.); DNA (2023), Telenor (n.d.-a), Telenor (n.d.-b), and SKY (n.d.) 
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Figure 12-2: International Players' Cybersecurity Offers - Subscription Plans 

Source: Author’s elaboration based on O2 (n.d.), Bispo (2023), VIVO (n.d.), Movistar (n.d.-a), Movistar (n.d.-b), Virgin Media (n.d.), 

Vodafone UK (2022), Proximus (n.d.-a),  Proximus (n.d.-b), Sunrise (n.d.-a), Sunrise (n.d.-b), Sunrise (n.d.-c), TELUS (n.d.), Y!mobile 

(n.d.); TIM (2023a), TIM (2023b), TIM (n.d.-a), TIM (n.d.-b), TIM (n.d.-c), Orange (n.d.); DNA (2023), Telenor (n.d.-a), Telenor 

(n.d.-b), and SKY (n.d.) 
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12.3 National Players’ Cybersecurity Offers

Figure 12-3: National Players’ Cybersecurity Offers 
Source: Author’s elaboration based on Vodafone (n.d.), MEO (n.d.-a), MEO (n.d.-b), and NOWO (n.d.) 

Figure 12-4: National Players' Cybersecurity Offers - Subscription Plans 
Source: Author’s elaboration based on Vodafone (n.d.), MEO (n.d.-a), MEO (n.d.-b), and NOWO (n.d.) 
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12.4 Competitor Telcos’ Positioning 

  

Figure 12-6: Safety Positioning Strategic Groups Map Source: Author's Elaboration 

Figure 12-5: Service Branding Strategic Groups Map Source: Author's Elaboration 
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12.5 NOS Group 

Figure 12-8: NOS Group Companies Source: NOS (2023a) 

Figure 12-7: Competitors’ Positioning towards Customers Source: Author's Elaboration 
Note: Y!mobile Price per License is €4,5; 
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12.6 NOS’ Cybersecurity Offers 

Figure 12-9: NOS’ Cybersecurity Offers 
Source: Author’s Elaboration based on NOS (n.d.-b) and NOS' internal data 

Source: Author’s Elaboration based on NOS (n.d.-b) and NOS' internal data 
Figure 12-10: NOS’ Cybersecurity Offers - Subscription Plans 
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12.7 NOS’ Cybersecurity Portfolio Customer Base 

12.8 NOS’ Cybersecurity Market Study 

12.9 NOS Antivirus Total – Customer Experience 

Figure 12-11: NOS’ Cybersecurity Portfolio Indexed Customer Base 
Source: Author's Elaboration based on NOS’ internal data 

Figure 12-12: NOS’ Cybersecurity Market Study - Online Protection Solutions 

Source: Author’s elaboration based on NOS (2021) 

Figure 12-13: NOS Antivirus Total – Customer Experience Source: Author's Elaboration 
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12.10 STP – Targeting 

12.11 NOS Cybersecurity Portfolio Image 

12.12 End-Point Services Price Benchmark  

 

Figure 12-14: STP Analysis, Target Selection Source: Author's Elaboration 

Figure 12-15: NOS Cybersecurity Portfolio Visual Identity Shift 

Source: Author's Elaboration based on NOS' internal data 

Figure 12-16: End-Point Services Price Benchmark Source: Author's Elaboration 
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12.13 NOS Antivirus Total – Target Market Dimension 

12.14 NOS Antivirus Total – Main Target Market Dimension 

12.15 NOS Antivirus Total – Non-Clients Target Market Dimension 

Figure 12-17: NOS Antivirus Total – Market Dimension 

Source: Author's Elaboration based on NOS (2017) 

Figure 12-18: NOS Antivirus Total – Main Target Market Dimension 

Source: Author's Elaboration based on NOS (2017) and NOS (2021) 

Figure 12-19: NOS Antivirus Total – Non-Clients Target Market Dimension 

Source: Author's Elaboration based on NOS (2017) and NOS (2021) 
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12.16 NOS Antivirus Total – NOS Convergent Clients Market Dimension 

12.17 NOS Antivirus Total – Customer Base and Revenue Projection 

 

 

Figure 12-20: NOS Antivirus Total – Convergent Customer Market Dimension 

Source: Author's Elaboration based on NOS Communicações (2017) 

Figure 12-21: NOS Antivirus Total – Customer Base and Revenue Projection 

Source: Author's Elaboration based on NOS (2017) and NOS (2021) 
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