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Abstract

The thesis explores the possibility of viewing Model Checking as an instance of program verification
in order to allow for the reuse of the vast theory and toolset of Abstract Interpretation in the setting
of Model Checking. Model Checking is a formal verification technique used to analyse the correctness
of software systems, based on a representation of the system as a formal model, such as a finite-state
machine or a transition system, and on a representation of the properties it must satisfy as temporal
logic formulae. On the other hand, Abstract Interpretation is a program analysis method, based on
the idea of extracting properties of programs by (over-)approximating their semantics over a so-called
abstract domain, typically a complete lattice, whose elements represent program properties. The thesis
focuses on ACTL, the universal fragment of the temporal logic CTL, which can describe properties of
executions which are universally quantified. It shows how properties expressed in ACTL can be mapped
into programs written in a suitable programming language, whose semantics consists of counterexamples
to the validity of the formula. Then such a program is analysed by Abstract Interpretation over some
abstract domain, exploiting the idea of local completeness as put forward in some recent work, combining

lower- and under-approximations.






“If you want to make God laugh, tell Him about your plans.”

To second chances.







Acknowledgements

The first thank and my deepest gratitude go to Professor Paolo Baldan and Professor Roberto Bruni,

for guiding me in this thesis work with trust and patience, and for their constant and invaluable feedback.

This journey would not have been possible (and certainly would not have had the same meaning)
without the support of the many people I have been fortunate to have by my side along the way.
Hoping to have conveyed to them in everyday life at least some of the sincere gratitude I feel, I still want

to extend my heartfelt thanks to them.

To mom and dad, for always being there.

To my grandparents, for the light they shed on my path.

To Maria Camilla, Giacomo and Emanuele, for being the best housemates and siblings.
To Alessandra, Corrado and Giovanni, for having me as part of their family.

To Nicolo and Filippo, for the synergy of group work and all the help in tinkering.

To Anna and Silvia, for their sweetness and grace.

To Corollario and Gruppo Giovanissimi, for giving meaning beyond purpose.

To Damiano, the wise man on the mountain I can turn to for advice.

To Giacomo, for the richness of the shared discussions and experiences.

To Nunzio, the older brother I am so grateful I have found.

To Pietro, for proving me every day that love is unbounded.






Contents

Introduction

I Background

1 Model Checking

1.1 General Concepts . . . . . . . . . oL
1.1.1  Transition Systems . . . . . . . . ...
1.1.2  Properties and Temporal Logics . . . . . . . . .. ... ... ... ... ...,

1.2 ACTL . . . . e
1.2.1 Syntax and Semantics . . . . . . . . ...
1.2.2 CEGAR . . . . e

2 Abstract Interpretation

2.1 General concepts . . . . . ... e
2.1.1 Order theory . . . . . . . . . e
2.1.2  Abstract Interpretation . . . . . . . .. ...
2.1.3 Kleene language . . . . . . . . .. e

2.2 Local Completeness . . . . . . . . . . e
2.2.1 Local Completeness Logic . . . . . . . . . ... ..

II Model Checking as Program Analysis

3 Model Checking as Program Analysis

3.1 ACTL Counterexamples . . . . . . . . . . . . i i e
3.2 Concrete Domain . . . . . . . .. e
3.3 The mocha language . . . . . . . . . . . . e
3.4 ACTL formulae as regular commands . . . . . . . . .. ...

4 Injecting Abstraction
4.1 A local completeness-preserving abstraction . . . . . . . . ... ... L
4.1.1 Galois Connection . . . . . . . .. . L e

10
11
15
16
16

21
21
21
23
25
26
27

31

33
33
34
35
36



Contents

4.1.2 Abstract Semantics . . . . . . . ...
4.1.3 Awgeneralresult. . . . .. ... L o o
4.2 Partition-based abstraction . . . ... .. ... 0 oo
4.2.1 Galois Connection . . . . .. .. ... .. L oo
4.2.2 Abstract Semantics . . . . . . ...

4.2.3 Using the local-completeness preserving abstraction

4.3 Non partition-based abstraction . . . . . . ... .. ... ... ...

4.3.1 Galois Connection . . . . . . ... ... ... ... ...,

4.3.2 Abstract Semantics . . . . . . .. ...

4.4 An outlook on Abstract Interpetation Repair . . . . . . ... ... ...
Conclusion

Bibliography




Introduction

Software plays a key role in every aspect of our lives, with a continuously increasing massive presence
and heterogeneity; moreover, we witness a growing awareness of its social and environmental impact,
which is demanding requirements for safety and reliability certifications. The growing complexity and size
of software make it necessary to invest more in these aspects: errors can be very expensive in monetary
terms, but also in terms of human lives, so they must be prevented as much as possible in different areas
of application. Early detection is also crucial, as the cost of software failures after mass deployment is
tremendously higher than at preliminary stages.

Notable examples of hardware-related bugs are Intel’s Pentium-II bug in the floating-point division
unit or malicious codes Meltdown [23] and Spectre [22], which exploit critical vulnerabilities in modern
processors that allow programs to steal data. One of the most costly software bug is related to space
travel: the crash of the Ariane-5 rocket due to a number format conversion error, which could have been
avoided at design phase, helped in bringing to public attention the risks associated with the usage of
complex computing systems, resulting in increased support for research devoted to ensure reliability of
safety-critical systems. In particular the automated analysis of the Ariane code [12] was the first example

of large-scale static analysis based on Abstract Interpretation [11].

Formal Verification. The software certification task, which is crucial to ensure the sustainability of
the digital ecosystem, cannot be accomplished with testing alone, but must be performed with rigorous

tools for formal verification, which can provide mathematical proofs of soundness. To quote Dijkstra:

Program testing can be used very effectively to show the presence of bugs but never to show

their absence.

Formal verification is however extraordinarily difficult to perform: we must face intrinsic limitations due
to fundamental negative results (undecidability due to Rice’s theorem) together with complexity and
scalability issues, which prevent applicability to industrial-sized code even when the task is theoretically
feasible; real-world applications require on one hand the ability to handle increasing levels of complexity,

on the other to deal with quantitative and probabilistic aspects and uncertainty.

Abstraction. One method to address the complexity of the problem is through the use of abstraction.
Abstraction involves eliminating or simplifying irrelevant details that are not crucial to solving the

problem or verifying the desired property. Verifying the abstract model is more efficient, however it
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could yield spurious outcomes, i.e. it could indicate the presence of a non-existent error (false negative)
or miss the presence of an actual error (false positive). Therefore, in abstraction we face a tension between
efficiency and precision: a coarser model is simpler to analyse, however it may be uninformative; on the
other hand a richer abstraction could be more precise but too expensive at the computational level.
Luckily, error can be kept one sided: if we over-approrimate the system behaviour, we admit false
negatives, i.e. erroneous counterexamples to the validity of a formal specification. Conversely, if we
under-approrimate the system by removing irrelevant behaviour, we introduce false positives and we
cannot conclude that the specification is met, but ensure that any error detected in the abstract system
is a true error in the original system. In program verification we typically deal with over-approximations,
which are useful to prove safety properties of programs (avoidance of error states) but could raise false
alarms; on the other side, under-approximations are useful to detect true errors (but could fail to detect
all the errors in the software) and to verify liveness properties, i.e. properties that state that some
desired good behaviour is accomplished. These approaches relate to two theoretical properties of the
abstraction: soundness (correctness of the abstraction implies correctness of the original system) and

completeness (if the abstraction is incorrect, there exists an error in the original system).

Building on the above conditions, the work in the thesis stands at the convergence of two classical for-
mal verification techniques, Model Checking of temporal logic specification and Abstract Interpretation,

and aims to provide new insights from their symbiosis.

Model Checking. Model Checking (MC) is a formal verification technique first introduced in [1] used
to analyse the correctness of systems, based on a representation of the system as a formal model, such
as a finite-state machine or a transition system, and on a representation of the properties it must satisfy
as temporal logic formulae. The main technical challenge is the state-explosion problem: as the number
of state variables in the system increases, the size of the system state space grows exponentially. In
order to tame state explosion, several symbolic or approximated approaches have been considered, such
as Symbolic MC, Abstract MC, and Bounded MC [5, 7, 17]. In particular the driving idea of symbolic
MC is to use symbolic representations to manipulate sets of states and transitions, and then use logical

operations to reason about these sets efficiently.

Model Checking is an example of a technique in which abstraction could be used to simplify the
system: in [18] a seminal Counterexample-Guided Abstraction technique (CEGAR) is introduced in
order to automatise the abstraction generation by iteratively extracting information from false negatives
due to over-approximation. As said, over-approximation is sound for safety properties, i.e. no false
positives are found (if a property is verified in the abstract system, then it holds also for the original
system). This method is also complete, meaning that no false negatives are found, for an important
fragment of ACTL*, a widely used temporal logic. More precisely, CEGAR is complete for the fragment

of ACTL* that admits counterexamples in the form of finite or infinite traces (i.e. finite traces followed

by loops) [18].
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Temporal logics. A temporal logic is a formalism to reason about proposition qualified in terms of
time. In the discrete time case, we focus our attention on the order in which properties hold: the
formalism let us express whether a property holds in the current state, in the next state, in every state
from now on, or if there is some state reachable in the future in which the property will hold. The
logics we will be dealing with are propositional logics to which we add temporal modalities and path
quantifications [26]. Temporal modalities will be used for the expression of both linear-time properties
and branching time properties; linear-time properties consider the system moving along a single path,
while quantifications over paths must be added to describe branching-time properties, which consider

the system moving on all possible paths.

Abstract Interpretation. Another important formal verification technique in static analysis is Ab-
stract Interpretation, which again uses abstract models of program’s behaviour to verify and analyse
properties of the program itself. Abstract Interpretation was first introduced in [2, 3] as a sound-by-
construction method for verification: the problem which has to be addressed for the precision of the
analysis is again the completeness of the Abstract Interpretation, which is closely related to the goal of
deriving the most abstract domain to decide program correctness without raising false alarms. Com-
pleteness intuitively encodes the greatest achievable precision for a program analysis on a given abstract
domain, but unfortunately the most abstract refinement, which comes as solution of a recursive domain
equation [14], as currently known yields an abstract domain that is often way too fine grained: as ob-
served in [21], the completeness refinement may result in a too concrete abstract domain, hence making
the abstract analysis useless, to the point of coinciding with the concrete domain.

In particular, in the setting of Abstract Interpretation, global completeness for (sound by design)
analysis of generic software (and Turing complete languages) has been shown to be hard to realise [21]:
some recent work [32] introduces the weaker concept of local completeness (local in the sense that analysis
is performed with respect to specific initial states) and builds on this idea to eliminate false alarms in
sound analysis: a program logic LCLy4, parametric in the abstract domain A, is then introduced to this
goal. The proof system is designed to combine under- and over- approximations in order to simultaneously
check both program correctness and incorrectness. Some effort has been spent in giving bounds to the
number of false-alarms raised, introducing the notion of partial completeness as a weakening of precision

in [30].

Local Completeness and Repair. In [29], the authors introduce a novel approach to domain refine-
ment by leveraging the concept of local completeness proposed in [32]. Refinement, i.e. the process
of adding (or removing) elements to the abstract domain to increase precision (preserving soundness),
can be performed on a rough abstraction in order to add only the necessary information, alternating
analysis and refinement in a forward or backward inspection of the program. This approach introduces
algorithmic techniques that aim to optimally repair any local incomplete abstract analysis by adding el-
ements to the the domain whenever a local completeness proof obligation is violated. In this framework,

the abstract domain is replaced by the pointed-shell, i.e. the most abstract refinement that is locally

3
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complete. This Abstract Interpretation Repair (AIR) approach shares similarity with the already cited
CEGAR, which is shown to be an instance of AIR ([29, Sec. 6]). This intertwining approach is also
suggested in [25], which shows that a model checker can be formally designed by calculus, by Abstract

Interpretation of a formal trace semantics of the programming language.

Model Checking as Abstract Interpretation

The idea of reusing ideas and techniques from the setting of Abstract Interpretation for making
Model Checking more effective has been explored by several authors. In particular some apply abstrac-
tions technique to the p-calculus: [9] extends Abstract Interpretation to the analysis of both existential
and universal reactive properties, showing how abstract models may be constructed by symbolic execu-
tion of programs, [13] deals with a generalization of the p-calculus and identifies a relatively complete
sublogic, [19] presents a novel game-based approach to abstraction-refinement for the full p-calculus,
while [27] develops a theory of approximation for systems of fixpoint equations in the style of Abstract
Interpretation, showing that up-to techniques can be interpreted as abstractions. Other works relate
more in general to properties transformations: [8] uses simulations parameterised by Galois connections
that relate the lattices of properties of two systems to study property-preserving transformations for
reactive systems, [16] studies the standard means for relating a specification to its refinement and for
relating an implementation to its abstraction using Kripke structures and characterizing the classic tools
of Galois connections in terms of binary simulation relations that possess desirable structural proper-
ties, and [6] introduces a novel logic for the introduction of nondeterministic and concurrent processes
expressed in a process algebra, which allows for compositionality to verify correctness.

This thesis takes a different perspective, which consists in viewing Model Checking directly as an
instance of program verification in order to allow for the reuse of the vast theory and toolset of Abstract
Interpretation in the setting of Model Checking. Given a specification logic, the idea is to map properties
expressed in the logic into programs written in a suitable programming language, whose semantics
consists of counterexamples to the validity of the formula. In particular, we combine under- and over-

approximation based on local completeness.

ACTL. The thesis focuses on ACTL, the universal fragment of the temporal logic CTL, which can
describe properties of paths which are universally quantified. Given a set of basics propositions, prop-
erties ¢ on states that can be expressed - apart from basic propositions, conjunction and disjunction of
properties - are "for all possible paths, next " (AX ), "for all possible paths, eventually " (AF ), "for
all possible paths, always ¢" (AG ), "for all possible paths, ¢1 until 2" (1 AU ©2). Some invariants
expressible in this logic are for example the fact that a system does not reach a deadlock, or that it never
happens that two traffic lights at an intersection are green at the same time.

The first step towards our contribution is the identification of a language, called mocha (for Model
Checking as Abstract Interpretation) over which ACTL formulae can be mapped in a way that for a given

formula ¢ and system (3, —), the semantics of the program associated to ¢ over the system consists of

4
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the counterexamples to the validity of the formula (states o € ¥ which do not satisfy the formula ¢). The
language, based on Kozen’s Kleene algebra with test [10], consists of a set of basic operators which allow
to extend, filter, disregard computation paths, which can be combined with the usual regular commands

of sequential composition, join (choice command), and Kleene iteration.

Concrete Domain and Semantics. In this framework, the concrete domain must retain enough
information to allow computing counterexamples while executing programs: a concrete state for mocha
is built as a stack of the form (o, T) :: S, where o € ¥ represents the current state of the original system,
T € 2% represents the set of traversed states, S € (X x 2%)* represents the rest of the stack. We chose to
use finite stacks of this shape for the recursive verification of nested temporal formulae and for preserving
traces, which ACTL formulae refer to. One can imagine that (o,T) :: S represents all traces starting
at o.

The concrete semantics is then defined for the basic expressions p?, loop?, next, post, push, pop, that
let us express ACTL formulae, as follows: p? checks the validity of the proposition p on the current
state o, loop? checks if the current state o loops back to one of the states in the current trace T, the
expressions next and post extend the trace by one step in all possible ways, but next does not keep track
of this in the trace T', while post does. The expressions push and pop act on the stack respectively by
extending the current stack to start a new analysis on (o, &) and by restoring the previous trace from
the stack. The concrete elements for the computation are sets of stacks, so the collecting semantics is

given as the standard additive lifting of the semantics defined on a single stack.

Programs as regular commands. To each formula ¢ of ACTL we then assign a program || that
computes counterexamples to ¢, i.e. the semantics of the program |@] starting from a set of states
will filter those states in which ¢ does not hold. For example, the basic case for a basic proposition is

|p] = —p?, while for instance a counterexample to AF ¢ is defined as

LAF o] = [@]; push; (post; [7])"; loop?; pop
which means that we find a counterexample to AF ¢ when ¢ does not hold in the current state (|3])
and after that there is a maximal trace (loop?) that traverses reachable states that do not satisfy ¢ (they

are collected using the command (post; |7])*).

Injecting Abstraction. We propose three different abstractions that allow for abstract Model Check-
ing. A first abstraction on stacks is complete, and it consists in a transformation of the concrete domain
that can be used together with coarser abstractions: this can be done thanks to a more general result,
which states that the composition of a globally complete and a locally complete abstraction is again lo-
cally complete (with respect to the same element and the same operation) if some commutation relations
hold. This abstraction aims at simplifying the representation of the concrete elements by merging stacks
that share the same current state in the head and the same tail of the stack: informally we could say it

merges pasts relative to compatible histories.
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Then we propose two ways of lifting an abstraction on states (ax, X, As,vs) to an abstraction on
stacks (a, C, A, 7). The first of these two approaches is based on partitions: abstract elements are set of
stacks whose states are equivalence classes of the states in the original concrete system. We show how
the abstraction is induced from the partition, and how partition-based abstractions are compatible with
the previously introduced past-merging abstraction.

The second approach aims at having as abstract elements single abstract stacks, instead of set of
stacks: it is built by merging all the states, all the traces and all the tails of the stacks in a concrete set.

For both approaches we analyse which are the conditions to have completeness for basic expressions

of the language mocha.

A Local Completeness Logic The above approaches are sound, but they can provide false alarms if
they are not complete. The idea is to use the notion of local completeness developed in [32], focusing on a
single execution trace produced by the application of abstract transfer functions on some input of interest.
In particular, we study conditions on Best Correct Approximations of basic expressions (i.e. the smallest
correct abstractions of the basic expressions of the language) and present examples of abstractions by
looking at local conditions, exploiting the proof obligations required in the Local Completeness Logic. In
fact, the proof obligations needed to derive the statements of the logic are local obligations because they
are relative to a specific computation trace. Since logical derivations cannot work with locally incomplete
abstractions when some proof obligation fails, the abstract domains need to be repaired to achieve local
completeness, and the application of the ideas introduced in [29], to use these failing conditions to guide
the identification of effective abstraction refinement techniques, is the natural next step for which this

thesis lays the foundation.

Thesis structure

The first part of the thesis is devoted to recalling the necessary background: Chapter 1 is dedicated
to Model Checking, and we recall some basic notions regarding transition systems and modal temporal
logics, with a specific focus on ACTL and the CEGAR tool. Chapter 2 is devoted to Abstract Interpre-
tation: we recall notions of order theory, Galois connections and closures, then we introduce the Kleene
regular language on which the Local Completeness Logic and the mocha are modeled. In Section 2.2 we
focus on the more recent notion of Local Completeness and introduce the Local Completeness Logic.

The second part of the thesis is the original contribution: in Chapter 3 we introduce the mocha
language and give the translation of ACTL into it, illustrating some computations examples and proving
the relation between ACTL formulae and mocha programs. Chapter 4 is dedicated to the study of ab-
stractions that can be injected onto the concrete domain: in Section 4.1 we study a complete abstraction
and prove a general result about the preservation of local completeness by composition of abstractions;
in Sections 4.2 and 4.3 we present two different ways of lifting an abstraction on states to the domain of

stacks. Finally, in Section 4.4 we present a brief account of AIR for its application to our setting.




Part 1

Background






Chapter 1

Model Checking

1.1 General Concepts

Model checking is an automated formal verification technique that, given a (typically finite-state)
model of a system and a formal property to be verified, systematically checks if the property holds for
(a given state in) that model. Let us try to break this definition down: first of all, Model Checking
is a verification technique that is based on models, that can be defined as descriptions of the system
behaviour in a mathematically rigorous and unambiguous manner. The step of giving a model of a
system is already useful in detecting possible errors and inconsistencies.

The aim is then to verify a formal property, i.e. the specification of the correct behaviour given in
a formal language which allows one to express in a precise and unambiguous way the properties to be
verified. The systematic check is done in the first instance as a brute force exploration of all possible
systems state, thus posing the challenge of exploring bigger and bigger state spaces: with the help of
clever algorithms, data structures and representation, the check can be refined to handle larger state
spaces.

While the model description addresses how the system behaves, the properties prescribe what the
system should or should not do. As said, the model checker examines all relevant system states to check
whether they satisfy the desired property: if a state that violates the property is singled out, the model
checker often provides a counterexample, i.e. an execution path from the initial state to the violating
state, that indicates how the model could reach that undesired state. This information can then be used
for debug and correction of the system and the model.

Models of systems describe their behaviour, and usually are built as finite-state graphs, called transi-
tion systems or Kripke structures, in which the nodes represent the states, which comprise some kind of
information (values of variables, previously executed statements, properties that are true in that state,
...), and edges represent transitions, which describe how the system evolves from one state to another.

Specifications, that should be precise and unambiguous, are usually stated in a property specification
language; we will focus on different kind of temporal logic, a form of modal logic that is appropriate to

specify relevant properties of ICT systems, adding to the traditional propositional logic operators that

9



1.1. General Concepts Chapter 1. Model Checking

refer to the behaviour of systems over time (in particular to the order in which properties are true or
false). In the terms of mathematical logic, Model Checking verifies that the system description is a model

of a temporal logic formula.

1.1.1 Transition Systems

A transition system is an unlabeled, finite, directed graph, where nodes model states, that may or
may not satisfy certain properties in a given set, and the edges represent transitions denoting the state

changes. More precisely, we have:
Definition 1.1 (Transition System). A transition system is a tuple (X,I, P, — ) where

e Y is a finite set of states ranged over by o;

I C X is the set of initial states;

e — C X x X is the transition relation;

P is a (finite) set of basic propositions, ranged over by p, which includes the trivial proposition tt

such that o - tt for any ¢ € ¥ and we write ff for —tt.

e FC ¥ x P is the satisfaction relation, where for ¢ € ¥ and p € P we have either ¢ - p or

ol p=ok —p.

The behaviour of the transition system is intuitively described as follows: the model starts in some
initial state og € I and evolves according to the transition relation —, which means that if o € X is the
current state then a transition (o,0’) € — originating from o is selected nondeterministically, then this
selection procedure is repeated.

We write o — ¢’ instead of (¢,0’) € —, and we write o — if there exists ¢’ € ¥ such that o —o’. If
there is no ¢’ € ¥ such that o — ¢’ we write o 4.

In some examples, to ease the notation, if the set of states that identify a property is a singleton we

will denote the state with the property it satisfies.

Remark 1.2. We are dealing with unlabelled transition systems in the sense that we are following
a state-based to the description, as opposed to an action-based formulation. This means that we are
abstracting from actions, and we are only interested in properties of the states, and we can map each
state 0 € ¥ to the subset P, C P of the properties it satisfies.

On the other hand an action-based approach would abstract from properties of states and refer to

the action labels of the transitions; this approach is necessary to model communication.

Definition 1.3 (Successors, Predecessors). Let o € ¥. We define the set of direct successors of o as
Post(s) = {0’ | c =0’}
We define the set of direct predecessors of o as

Pre(s) = {0’ | 0’ =0}

10
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Definition 1.4 (Star). Given a set X and f: X — X, we define f*: X — X on any « € X as
f@) = J (@)
neN
Definition 1.5 (Reachable states). The set of reachable states from o, where o € 3, can be formu-
lated in terms of successors as
0™ =Post*(0) = {0’ | 0 »* 0’}

where —* is the reflexive and transitive closure of the relation —.

Remark 1.6. We remark that there exist many classes of transition systems, suitable for different uses.
A transition system together with the set of atomic proposition and with non-blocking condition (i.e.

there are no dead-end states) is usually called a Kripke Structure [20].

In the following we consider only models in which all states always have an outgoing transition, i.e.
for all o € ¥ there exists o/ € ¥ such that ¢ — o', since dead-end states (i.e. states with no outgoing

transitions) can be encoded by adding to the model a dead state which loops on itself.

Definition 1.7 (Path). A path (or ezecution) is an infinite sequence of states 7 = 09 — 01 — -+ —
0p — .... We denote by m; = o; the i-th state of 7, by ¥ the path o —---—0g4, —--- for k € N.

by 7[o] the path starting at 7o = o, by w(X) = {m; | i € N} the set of states traversed by .

Definition 1.8 (Model checking problem). [18, Def. 2.2] Given a Kripke structure M with states o € £
and a specification ¢ in a temporal logic, the Model Checking problem is the problem of finding all
the states & such that @ = ¢ and checking if the initial states are among this.

An explicit state model checker is a program which performs Model Checking directly on a Kripke

structure.

Remark 1.9. Since we only consider finite state models, any infinite sequence 7 = o9 — -+ —0,, —> - - -
can only traverse a finite number of different states. Let min, € N denote the smallest index such that
for any k > min, we have o}, = g; for some 0 < j < min,. It follows that 7(X) = {m; | i € [0, min,]} is
determined by the finite prefix o9 — -+ — oy, of ™ and that any (state) property that is required to

hold for all states in 7(3) can be decided over such finite prefix og — -+ — opin,, -

1.1.2 Properties and Temporal Logics

We briefly introduce the properties that are verified with Model Checking, and the main temporal

logics used to specify them.

Safety and liveness Properties. A requirement for a component is a specification of acceptable
or desired sequences of outputs in response to inputs, which should be stated as precisely as possible,
and we may classify requirements into two categories: safety requirements assert that "nothing bad
ever happens", while liveness requirements assert that "something good eventually happens". Such
requirements are specified using a formalism called temporal logic, and the problem of checking whether

a model satisfies its specification expressed in temporal logic is known as Model Checking.

11



1.1. General Concepts Chapter 1. Model Checking

The verification problem consists in checking whether the given implementation meets these require-
ments: a violation of a safety requirement can be a finite execution that illustrates the undesirable
behaviour, i.e. a counterexample. On the other hand no finite execution can demonstrate the violation
of a liveness property: a witness should show a cycle in which the system gets stuck without achieving

the goal.

A typical example of safety property is the mutual exclusion property, i.e. the fact that always at
most one process is in its critical section; another typical safety property is the absence of deadlocks, i.e.
of (reachable) states with no exiting transitions.

Safety properties are requirements of a particular kind: they are invariants, i.e. properties that hold
for all reachable states. The dual concept of invariant property is reachable property: a property is
reachable if it is satisfied by some reachable state of the transition system. It follows that a property ¢
of a transition system is an invariant if and only if the negated property —¢ is not reachable. This idea

is often exploited to verify safety requirements.

An algorithm could easily fulfill a safety property by doing nothing, since doing nothing does not
lead to "bad" states. But this is not the behaviour we look for in a system that should do something.
Thus, safety properties are complemented by liveness properties, i.e. properties that require that some
good behaviour occurs. An example of liveness property is the request that some output corresponds to

an input, or that a request for a resource eventually gets granted.

Linear-time and branching-time Properties. Another axis along which we could classify the prop-
erties we are interested is the linear-time vs. branching-time properties. Linear-time properties specify
the traces that a transition system should exhibit, i.e. it is a requirement on the states traversed by
those traces of the transition system. Linear time properties thus focus on the behaviour of a single exe-
cution path through the state space: in the linear view of time, at each moment in time there is a single
successor moment; in the branching view of time, on the other hand, the structure can be branching,
tree-like: time can split in alternative courses. Thus, branching-time properties focus on considering mul-
tiple possible execution paths or behaviours simultaneously: this is especially useful when dealing with
non-deterministic or concurrent systems, where different executions could lead to different outcomes.
Linear Temporal Logic, for short LTL, is a linear-time modal logic that expresses linear-time prop-
erties, while Computation Tree Logic, for short CTL, is a branching-time modal logic that focuses on
branching-time properties. The expressiveness of these two logics is not comparable, i.e. there are LTL
formulae which cannot be expressed in CTL, and vice versa. Both are subsumed by the branching-time

logic CTL*, whose expressive power is in turn contained in that of p-calculus.

Temporal Modalities. Temporal logics such as LTL and CTL are propositional logics to which tem-
poral modalities are added to express properties that allow for the specification of the relative order of
events. Temporal modalities are thus expressions used to describe and reason about properties that

involve time and ordering of events, formally capturing temporal relationships between states or events
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in a system’s behaviour. We briefly describe the most common temporal operators (they are not all

fundamental, since some of them can be derived from the others):

e the next modality, denoted by () or X, is used to express that a certain condition is true in the

next step along a path;

e the eventually modality, denoted by ¢ or F, is used to express that a certain condition will eventually

become true along a path;

e the always modality, denoted by [0 or G, is used to express that a certain condition remains true

for all steps along a path;

e the until modality, denoted by U or U, is used to express that a certain condition holds until another

condition becomes true at some point in the future along a path.

In CTL two other modalities will be added to quantify over paths: the A modality quantifies universally
over paths, while the E modality quantifies existentially over paths, but they are constrained to be
immediately followed by a temporal operator. In CTL*, a propositional temporal logic that contains

both as subfragments, and that we introduce here following [26], these constraints are removed.

CTL*. CTL* is a propositional modal logic with path quantifiers (A, E), which are interpreted over

states, and temporal operators (X, F,G,U), which are interpreted over paths.

Definition 1.10 (CTL* syntax). Given a set of atomic propositions P with p € P, the syntax of CTL*

is recursively defined as follows:

o m=ploplogiVes o1 A2 [Ae|E@ | Xp|[Fe|Geler Ups

In particular, we can distinguish two synctactic subsets of CTL*: state formulae are boolean combi-
nations of atomic propositions and CTL* formulae whose outermost operator is a path quantifier, while
path formulae are those whose outermost operator is a temporal operator. The truth value of a state
formula can be asserted over a state in a Kripke structure, while we need a path to determine the truth

value of a path formula.

Not all of these operators are really necessary: it can be shown that the full expressive power of CTL*

can be obtained by just using X, U and one among A, E. We now describe the semantics for CTL*.

13
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Definition 1.11 (CTL* semantics). Given a Kripke structure (3,I,P,—,F) let 0 € X be a state, 7 be
a path, p € P an atomic proposition, f,g state formulae, ¢ and ¢ CTL* formulae, we have:
cEp if obp
cEf it ol
cEfvg i oEforolg
cEfAg ff oFfandolg
ol E¢ iff there is an infinite path 7 such that mp = o and 7™ = ¢
oA iff for every infinite path 7 such that mop = o we have m = ¢
rEf it mpEf
TE-e i T
TEeVe M ThEporThky
TEeAy ff mlEepandw EY
TEXe iff 7wl
7= F ¢ iff there exists an i > 0 such that 7% = ¢
7EGe iff forall j >0 wehave 7/ = ¢
7@ U iff there exists an j > 0 such that 77 =1 and for all 0 < i < j we have 7 = ¢

LTL. LTL is a syntactic fragment of CTL* for the description of linear-time properties. LTL formulae
over the set P of atomic propositions can be formed according to the following grammar, in which no

path quantifier is allowed except for a leading A.

Definition 1.12 (LTL syntax). Given a set of atomic propositions P with p € P, let ¢ range over LTL™
formulae, and build LTL formulae as A ¢:

@ m=ploplerVea | o1 Ap2 [ X@|Fo|Gel|pr Ugps

LTL is the linear-time fragment of CTL* because LTL™ formulae are interpreted over paths, i.e.
linear sequences of states.

Paths are obtained from a transition system that might be branching: a state may have distinct
direct successor states, so different computations can branch from the same state. The interpretation
of LTL formulae in a state requires that a formula ¢ in a state s holds if all possible computation that

start in s satisfy ¢.

CTL. CTL is a synctactic fragment of temporal logic to describe branching-time properties. In CTL

every path quantifier must immediately be followed by a temporal operator.

Definition 1.13 (CTL syntax). Given a set of atomic propositions P with p € P, the syntax of CTL is

recursively defined as follows:
pu=plopleVi et Apa |[AX @ [EX @ |AF @ |EF ¢ [AG @ [EG @ |A @1 U @ |E 1 Uy

Every CTL formula, hence every subformula of a CTL formula, is a state formula.
We introduce a little example taken from [15], which we will discuss later with more details in 3.11,

to underline the different expressive power of LTL and ACTL.

14
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Example 1.14. [15, Ex. 1.2] Consider the transition system in Figure 1.1, with P = {tt,a, —a, ff},
where 0,09 - a, 01 I/ a. We can see that the formulae AFG a and AF AG a are not equivalent: the first
formula holds on this transition system (either the system loops forever in o, in which a holds, or, if at
a certain point there is a transition to o7, then there is a transition to oo and the system loops forever
in o9, in which again a holds), while the second formula does not hold, since oy F~ AG a and the system

could loop in oy.

YR

Figure 1.1: An example to distinguish AFG and AF AG .

p~calculus. p-calculus is a more expressive logic that subsumes CTL* and all its synctactic fragments.
p-calculus is a modal logic describing properties of transition systems, on which we require a countable
set of variables, whose meaning will be set of states; p-calculus allows for the explicit description of
fixed-point properties by extending a propositional modal logic with the least fized-point operator u and

the greatest fized-point operator v. Its semantics can be characterised in terms of parity games.

To summarise, we copy here a diagram from [26] that illustrates the basic temporal logic we have

discussed and the ones we will be interested in, pointing out their relations:

pu-calculus

In particular, CEGAR (Sec. 1.2.2) works on ACTL*, while our focus will be devoted to ACTL.

1.2 ACTL

ACTL formulae are temporal formulae universally quantified over all paths leaving the current state,
thus ACTL is the fragment of CTL in which only the A operator is allowed. Counterexamples to universal
properties are existential, hence a single failure path is sufficient to show that a certain property does not

hold; however the form of counterexamples could be made more complicated by the nesting of properties.
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1.2.1 Syntax and Semantics

Definition 1.15 (ACTL syntax). Given a set of atomic propositions P with p € P, the syntax of ACTL

is recursively defined as follows:

@ = plopli A2 |01 Vs | AX @1 | AF o1 | AG @1 | 01 AU @

The satisfaction relation is obtained by instantiating the general notion given for CTL in Defini-

tion 1.13.

Definition 1.16. The satisfaction relation for ACTL formulae over states can be defined by structural

induction as follows:

ckEp if oFp

cE-p it oF-p
cEEiANps T o and o | ¢
cEPi Ve iff oEporoE e,
ocE=AX ¢ iff VYo—o'. o Epyr
cEAF ¢ iff VYo=09g—---—0o,—--.FkeN o E1
oc=AG ¢ iff Yo=09g—--—op—=--- . VjeEN 0 1

iff Vo—*d'. 0 E ¢
cEwr AU oy iff VYo=o09g—>---—0,—>-.
dkeN. (or E @2 and Vj € [0,k —1]. 0, = ¢1)

Remark 1.17. Note that AF is definable in terms of AU as it can be readily checked that AF ¢ =
tt AU ¢.

1.2.2 CEGAR

Counterexample-Guided Abstraction Refinement, (CEGAR) is a popular abstraction refinement tech-
nique applicable for the verification of temporal logic formulae. In the original paper [18] the framework
is used to verify properties specified in ACTL*: this framework gives tools to combine an automatic
generation of an initial abstraction, a symbolic Model Checking procedure and an automatic refinement

of the abstraction based on counterexamples, in an iterative way.

Symbolic Model Checking. In Symbolic Model Checking the transition relation of a Kripke structure
is not explicitly constructed, but instead a Boolean function is computed to represent it. Then fixed
point characterizations of temporal operators are applied to the Boolean function rather then to the
Kripke structure. These Boolean functions are represented in a compact and efficient way as ordered
binary decision diagrams, BDDs. The BDDs data structure is particularly popular in Symbolic MC due
to its ability of representing and manipulate large sets of states or complex Boolean formula. A Symbolic
Model Checking algorithm is an algorithm in which variables do not denote single states, but set of states

are represented by Boolean functions.
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Definition 1.18 (Binary Decision Diagram). A Binary Decision Diagram is a directed acyclic graph
with two types of vertices: terminal and internal. Terminal vertices have no outgoing edges and are
labelled with a Boolean constant (0 or 1). Internal Vertices are labelled with a variable x € X and
have two outgoing edges: a right one (which represents setting the variable to 1) and a left one (which

represents setting the variable to 0).

In the previous definition, every path from an internal vertex to a terminal vertex contains at most
one vertex for each variable x € X: each vertex u represents a Boolean function f(u), and given a
valuation for X the value of f(u) is obtained by traversing the path starting from u and choosing at
each vertex the left or right edge based on the value assigned in the specific valuation to the variable it

represents. The whole idea of Binary Decision Diagrams is based on Shannon’s expansion formula.

Definition 1.19 (Shannon’s expansion formula). Given a set of k& Boolean variables X and a Boolean
formula f over X, which can be represented as f : bool®* — bool, we have that the Shannon expansion

of f over the variable x € X is
fEEenfle=0)V(zA flr—1])
Where f[z — b] for b= 0,1 are obtained from f by substituting « with the value 0.

The formulae resulting from expanding on the variable x do not refer to x anymore, hence they are
simpler Boolean functions, depending on one less variable. We can apply Shannon’s formula recursively

to simplify Boolean functions, leading to a representation as decision diagrams.

Abstraction. The use of abstraction allows us to tackle the main challenge in Model Checking, that is
state explosion. An existential abstraction is a partitioning of states of a Kripke structure into clusters,
which are treated as new abstract state. The abstraction function may be defined as a surjective function
from states to abstract states, and a new Kripke structure may be induced from the original one and
the abstraction. The abstraction should be appropriate with respect to the specification ¢, i.e. if two
concrete states are identified then they must share the same truth value for all subformulae of ¢. This
leads to the notion of consistent abstract state (collapsing a set of concrete states into an abstract state
does not lead to contradictions in the properties satisfied by an abstract state).

The initial abstraction function is obtained by identifying those concrete states that cannot be dis-
tinguished by the atomic formulae contained in .

The key step of CEGAR is to extract information from spurious counterexample, i.e. false negatives
due to over-approximation. As we said, over-approximation is sound, i.e. if a specification is true in
the abstract model, then it is true also in the concrete design, but it the specification is false, the
counterexample may be the result of some behaviour that was introduced with the approximation, and
is not present in the original model. This method is also complete, meaning that no false negatives are
found, for an important fragment of the ACTL* temporal logic: in particular, the CEGAR paper only

refers to safety property and counterexamples which can be represented as finite or infinite linear paths.
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Remark 1.20. As pointed out in [15], counterexamples are not all expressible as linear paths, some
necessarily have a tree-like, branching structure. The paper gives precise definitions to multi-paths and
linear-paths and identifies a set of templates of ACTL for which a linear-path exists, and it proves that it
is in general NP-hard to produce complete counterpaths. No characterization exists (to our knowledge)

of the biggest fragment of ACTL for which linear counterexamples exist.

Procedure. The main steps of the iterative procedure can be described as follows:

1. given a program P with a corresponding Kripke structure M, generate an initial abstraction h
by analyzing the transition blocks corresponding to the variables of the program. Let M be the

abstract Kripke structure corresponding to h;
2. model-check the abstract structure M:

e if  holds for M , we can conclude it also holds for M and we are done;

e if instead a counterexample T is found, we must check if it is a real or a spurious counterex-
ample. Since the model is finite, this step can be done by simulating T on the actual model.

If it is an actual counterexample it is reported, else the procedure goes to step 3;

e the abstraction is refined by partitioning a single equivalence class so that after the refinement
the abstract structure M does not admit the spurious counterexample T'. After the refinement,

the procedure goes back to step 2.

We discuss an easy example from the original CEGAR paper [18] to show an example of an incomplete
analysis and one of a complete analysis. This example will be reprised in Ex. 4.23 to illustrate our

abstractions techniques.

Example 1.21. [18, Ex. 3.4, 3.7] Consider the transition system in Figure 1.2, which represents a US
traffic light controller.

— red —— green —— yellow

Figure 1.2: Traffic light example from [18].

We want to prove that the property ¢ = AG AF red holds using the abstraction function
h: red s red h : green, yellow — go

The abstract transition system is depicted in Figure 1.3. We can see that the property holds for the
original system, but it does not hold for the abstract system, since there is an infinite abstract trace
(r/e?i,@, g0, ... ) that invalidates the property: this trace is a spurious counterexample.

We may now consider a variation of this transition system, in which we model also the behaviour of a
car in reaction to the behaviour of the traffic light (the drive state of the car is guarded by the green state

of the traffic light). The two transition systems and their composition are represented in Figure 1.4.
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%red@gog

Figure 1.3: Abstract transition system for the traffic light.

|

red —— green —— vyellow stop

Qgreen

drive green

Q0O N\O

rd gd —— yd

O

Figure 1.4: Composite transition system of traffic light and car.

We want to prove that the safety property ¢’ = AG (—rd) is true for the system, and we see that

we can do so by applying the abstraction h defined above to the composite transition system, which is

represented in Figure 1.5, since the state td is unreachable (as is the concrete state rd).

—— s &2 §s
>
td gd

Figure 1.5: Abstract transition system for the composition of traffic light and car.
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Chapter 2

Abstract Interpretation

Abstract Interpretation was first introduced by Patrick and Radhia Cousot in [2, 3] as a sound-by-
construction method for verification in static analysis, which is aimed to discuss properties of programs,
given a model of the program’s behaviour. It is the theory of sound approximation of the semantics
of programs, based on monotonic functions over ordered sets, especially lattices. The core idea of
Abstract Interpretation is to create an abstract domain that captures the essential aspects of a program
behaviour, for example reasoning about the program’s variables and their relationships, while ignoring
details that would make the analysis computationally infeasible. For an analysis of the history of Abstract
Interpretation, see [31].

This technique carries the issue of completeness, which is closely related to the goal of deriving
the most abstract domain to decide program correctness without raising false alarms. Completeness
intuitively encodes the greatest achievable precision for a program analysis on a given abstract domain,
but unfortunately the most abstract refinement, which comes as solution of a recursive domain equation,

as currently known yields an abstract domain that is often way too fine grained.

2.1 General concepts

2.1.1 Order theory

Partial orders are extremely important in several areas of Theoretical Computer Science, especially
in the field of semantics. As pointed out in [24], in Abstract Interpretation partial orders are used
at different levels of the theory to model core notions. First of all, partial orders convey the idea of
approximation: some analysis results may be coarser than some other results, and the order is partial
as sometimes analysis results are incomparable. Secondly, partial orders convey the idea of wvalidating
a specification: we say that a program P satisfies a specification Spec if [P] C Spec, meaning that the
program behaviours are contained in the set of admissible behaviours. Moreover, partial orders convey
the idea of soundness: we say that an analysis is sound its result is coarser than the actual behaviour.

Thus we briefly introduce the mathematical notions that are necessary to discuss the Abstract Inter-

pretation formalism, namely order and lattice theory.
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Definition 2.1 (Partially ordered set). Let X be a non-empty set. We say that (X, <x) is a partially

ordered set if <xC X x X is a reflexive, antisymmetric and transitive relation, i.e. for all z,y,z € X
o x <x x (reflexivity);
o if t <x y and y <x z then z = y (antisymmetry);
o if x <x y and y <y z then x <x z (transitivity).

Definition 2.2 (Least upper bound). Let (X, <x) be a partially ordered set and let Z C X. We say
that Zz is an upper bound on 7 if 2’ <x z for all 2’ € Z. It is a least upper bound of Z, denoted

Vx Z if it is an upper bound on Z and if z is another upper bound on Z then we have z <x z.
We may give the dual definition to least upper bound, obtained by reversing the inequalities:

Definition 2.3 (Greatest lower bound). Let (X, <x) be a partially ordered set and let Z C X. We say
that Z is a lower bound on Z if z <x 2’ for all 2’ € Z. It is a greatest lower bound on Z, denoted

AxZ, if it is a lower bound on Z and if z is another lower bound on Z then we have z <x Z.

When the set X is clear from the context, we omit to indicate it and just write V, A. It can be easily
seen that if Z has a least upper bound then it is indeed unique. Dually if Z has a greatest lower bound.
In Abstract Interpretation we usually work in domains in which the existence of upper and lower

bounds is ensured for every possible subset: these domains are called complete lattices.

Definition 2.4 (Complete Lattice). A partially ordered set (X, <x) is a complete lattice if every
subset of X has both least upper bound and greatest lower bound.

A useful concept for abstract domains is Moore closure, which ensures precision in representation
by guaranteeing that the abstract domain contains all possible program evaluations in a comprehensive
manner and avoids the loss of relevant information. This notion is particularly valuable in the repair of

abstract domains.

Definition 2.5 (Moore closure). Given a complete lattice (X, <x) and Z C X the Moore closure of
Z is defined as
M(Z) ={AxY |Y C Z}

which means that M(Z) is the least superset of X closed under greatest lower bounds of its subsets.

We provide some concepts related to functions that will be useful in the description of Galois con-

nections, closures, and their properties.
Remark 2.6. Let X be a set, let (Y, <y) be a partially ordered set and let f,g : X — Y. We denote
by f C g the point-wise ordering, i.e.
fEg & fx)<yglx)VzeX
Definition 2.7 (Extensive, reductive, idempotent function). Given a complete lattice (X, <x) and a

function g : X — X we say that g is extensive if idx C g, we say that ¢ is reductive if g C idx, and

we say that it is idempotent if go g = g.
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Definition 2.8 (Monotone, additive, co-additive function). Given two complete lattices (X, <x) and
(Y, <y), and a function f : X — Y we say that f is monotone if z; <x zo implies f(z1) <y f(z2).
We say that f is additive if it preserves arbitrary least upper bounds, coadditive if it preserves

arbitrary greatest lower bounds.

2.1.2 Abstract Interpretation

We now give precise definitions to the notion of approzimation and abstraction in the framework of
Abstract Interpretation in two different but equivalent ways: we first introduce Galois connections as a
formalism that captures the correspondence between the concrete and the abstract domain by means of
an abstraction map and a concretization map. Galois connections stem from Galois theory, that studies
the solvability of polynomial equations; they have applications in several branches of Mathematics and
they prominently appear in Computer Science as basic tool for Abstract Interpretation.

Then we introduce closure operators, which are maps that are monotone, extensive and idempotent.
In this framework we interpret a closure operator on an ordered algebraic structure of properties of
program state, and the result of applying the closure operator to all the properties of interest on the

program behaviour is the abstract domain.

Definition 2.9 (Galois connection). A Galois connection is a tuple («, C, A,v) where
e A C are complete lattices;
e a:C — Aand~v:A— C are monotone;
e for all ¢ € C and for all a € A we have ¢ <¢ 7y(a) if and only if a(c) <4 a.

A is called the abstract domain, C is called the concrete domain, « is called the abstraction map, 7 is

called the concretization map.

a( )7
C
The order on A, C encodes a precision (approximation) relation: smaller means more precise. The

element «(c) is the best approximation of ¢ on A, i.e. it is the smallest abstract element which over-

approximates ¢: formally, a(c) = A{a | c <¢ v(a)}.

Definition 2.10 (Expressible element). Let ¢ € C be an element of the concrete domain. We say that

c is expressible in the abstract domain A, . if A(c) = c.

Remark 2.11. If (o, C, A,v) is a Galois connection, then « is additive, v is co-additive, and v(A4) C C

is Moore closed. Moreover, a o 7 is reductive, i.e. oy Cid4, and v o « is extensive, i.e. yoa Jdide.

Definition 2.12 (Galois insertion). A Galois connection (a, C, A,~) is a Galois insertion if one of the

following equivalent conditions holds:
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1. « is surjective;
2. 7y is injective;
3. for all a € A we have a(y(a)) =a

The intuition for Galois insertions is that they eliminate useless abstract values: the fact that «
should be surjective represents the fact that we do not need abstract elements that do not represent any
concrete value; the fact that v should be injective represents the fact that it would be meaningless to

have two identical abstract values.

Definition 2.13 (Class of Abstract Domains on C'). The class of abstract domains on C is given
by
Abs(C) ={Aa~ | (a,C, A,v) is a GI}

We note that (Abs(C),C) is actually a complete lattice, where A’ C A means that A’ is a refinement

of A (i.e. it is more precise).

Definition 2.14 (Closure operator). Given a complete lattice (X, <x) and a function p: X — X we

say that g is a closure operator if it is monotone, idempotent and extensive.

The fact that the two formulations are equivalent is made explicit by the following well-known propo-
sition, which allows us to equivalently define abstract domains by means of the Galois insertion definition,

or by giving a closure operator.

Proposition 2.15. If A, , € Abs(C') is a Galois insertion then y o « is a closure operator, and if p is a

closure operator on C' then p(C'), 10 € Abs(C) is a Galois insertion.

In order to perform calculations in the abstract domain, we need to also define the corresponding
abstract versions of operations in the concrete domain and provide conditions under which abstraction
is a correct approximation of the underlying operation. The best correct approximation of a function f

is the smallest correct abstraction of f.

Definition 2.16 (Correct, complete approximation). Given an abstract domain A, ., € Abs(C) and a
function f: C — C, an abstract function f#: A — A is a correct approximation of f if ao f C ffoa

holds. An abstract function f*: A — A is a complete approximation of of f if a o f = f* o a holds.

Definition 2.17 (Best correct approximation). Given an abstract domain A, , € Abs(C) and a function

f:C — C, the best correct approximation, for short BCA, f# of f in A is defined as
fA=aofoy:A— A

Definition 2.18 (Completeness). An abstract domain A € Abs(C) is complete for a function f : C' —
C, denoted by CA(f), if Ao f= Ao foA.
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2.1.3 Kleene language

Following [28, 32] we introduce a language of regular commands Reg, based on Kozen’s Kleene
algebra with test [L0]. It is parametric on the syntax of basic expressions e € Exp, which provide the
basics command and can be instantiated with different instructions, qualifying the language we are
interested in. In this first part we use it to model a deterministic imperative language to illustrate how
the rules of the Local Completeness Logic work; later we will use it to encode the computation of ACTL

counterexamples.

Definition 2.19 (Language of regular commands). Let Exp be a collection of basic expressions and let

e € Exp. We define a language of regular commands Reg, parametric on Exp, as
Regoru=e|r;n|ndn|r

We briefly comment on the meaning of these expressions: the term ry;r, represents sequential com-
position, the term ry @ ry represents non-deterministic choice command, and the term rj represents the
Kleene iteration of ri, which means that r; can be performed zero or any finite number of times.

Assuming that basic expressions have a concrete semantics (| - |) : Exp = C — C on a complete lattice
C, such that (e|) is an additive function (this assumption can be done without loss of generality since
the collecting semantics is defined by additive lifting), we can define the semantics of the language of

regular expressions as follows.

Definition 2.20 (Concrete semantics of regular expressions). The concrete semantics of regular expres-

sions [-] : Reg = C — C is inductively defined by

[efle = (e)e
[riiree = [rof([ra]o)
[n@re = [r]eVr]c
[5le = V{nl*elkeN}
Remark 2.21. Observe that, if [-] is additive, then [ri]c is the least fixed point of the function Az.[r;]zV
c. This could be relevant because the definition as fixed point is computationally easier to handle, but

it is not relevant to our goals.

Building an imperative language We now instantiate the basic expressions as in [32]: the basic
expressions considered are those used in deterministic while programs, namely no-operation instruction,

assignments and Boolean guards.

Definition 2.22 (Syntax of basic expressions for the imperative language). We define the syntax of

basic expressions for the Imp language as
Exp>eu=skip|x:=a|b?

where a is an arithmetic expression on integer values and variables x € Var, while b ranges over Boolean

expressions, including negation.
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Definition 2.23 (Syntax of basic expressions for the imperative language). We define the semantics of

basic expressions for the Imp language as

(skip)p = »p
(z:=a)p = Aoz {alto]|ocp}
b?)p = {oep|{blo=tt}

where o[z — v] is the store update, {jaf} : ¥ — Z is the arithmetic expressions semantics and {af} : ¥ —

{tt, ff} is the boolean expressions semantics.
Then we can introduce the if-then-else and loop commands as syntactic sugar as follows:

if b then c; else c; = (b?;¢1) @ (b?;¢2)

while b do ¢ = (b?;¢)*; —b?
Definition 2.24 (Syntax of Imp). We define the syntax of Imp commands with the following grammar:
Imp > c:=skip|z:=a|cc|if bthen c; else ¢ | while b do ¢

In this setting, a program store is o : V' — Z a total function from a finite set of variables V' C Var to
values, and ¥ = V — Z is the set of stores on the variables in V. The concrete domain is thus S = 2%,

ordered by inclusion.

Definition 2.25 (Abstraction of regular commands). Given an abstract domain A, - € Abs(C), the

abstract semantics of regular expressions [[]]Ej4 : Reg =& A — A is inductively defined by

[elfa = [e]*a
[rirlia = [rl%(nl%a)
[r1 @ ro]a [r1]faVa [ro]ya

[iTha = Va{(Inl%)*al ke N}

To perform computation we must define BCAs (Def. 2.17) on of basic expressions, i.e. the abstract

counterpart of Je] : C* — C", as [e]?, : A" — A™.

2.2 Local Completeness

Issues to global completeness As mentioned, the issue dual to soundness is completeness: the
soundness of an abstract analysis guarantees that all true alarms are caught, but the lack of completeness
results in false alarms being reported too. When false alarms overwhelm true ones, the analysis may
become poorly reliable. In particular in [21] global completeness for sound analysis of generic software
has been shown to be hard to realise in the setting of Abstract Interpretation. In the paper the authors
prove that completeness holds for all programs in a Turing complete programming language only for
trivial abstract domains, namely the identity abstraction (so the abstract semantics coincides with the
concrete semantics) and the top abstractions, that makes all programs equivalent. Moreover the authors

observed that the skip is always trivially complete and composition, conditional and loop statements
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preserve the completeness of subprograms, hence the only sources of incompleteness are assignments
and Boolean guards.

The idea is then to introduce a local approach to completeness, focusing on a single execution trace
produced by the applications of abstract transfer functions on some input of interest: local completeness

is defined by modifying Definition 2.18:

Definition 2.26 (Local Completeness). [32, Def. 4.1] An abstract domain A € Abs(C) is locally
complete for a function f: C' — C on a value ¢ € C, denoted by C2A(f), if (Ao f)(c) = (Ao fo A)(c).

Incorrectness Logic Understanding whether a reported alarm corresponds to a true alarm, which
means indirectly understanding whether the approximation is complete, reduces to the challenge of
proving some sort of program incorrectness. In [28] the author introduces a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness [1]. These
logics are all based on the concept of Hoare triples, which are triples of the form [p]r[g], in which p, q are
assertions and r is a command. The idea of Hoare logic is that provable triples are those in which if the
assertion p (that is called the precondition) holds before executing r, then assertion ¢ (the postcondition)
holds after the execution of r. In the Local Completeness Logic this idea is relaxed by including the

abstraction.

Local Completeness Logic The main theme discussed in [32] is to combine under- and over- approx-
imations and a novel notion of local completeness to define a program logic whose triples either prove
correctness or incorrectness. In particular a novel inference rule is introduced to derive all and only those

local completeness proofs that are relative to a specific computation trace.

2.2.1 Local Completeness Logic

In [32] the authors define a proof system for program analysis of regular commands that aims at
combining over- and under- approximation: this combination is concretised in the logic by the (relax)
rule. This proof system is parametrised by an abstraction A, whose provable triples 4 [p] r [¢] guarantee

that
1. ¢ is an under-approximation of [r]p, i.e. ¢ < [r]p;
2. [r] is locally complete for input p and abstraction A, i.e (C;f‘(r) holds;

3. ¢ and [r]p have the same over-approximation in A, i.e. A(q) = A([r]p).

LCL 4 rules. The logical proof system, called Local Completeness Logic on A, for short LCL4,
includes the rules in Table 2.2.1.
Following [32] we briefly explain the key rules in LCL 4, namely (transfer) and (relax), and then
explain how these rules let us prove both correctness and incorrectness if there is local completeness.
The rule (transfer) checks that a basic expression e (in the case of the while language a Boolean test or

an assignment) is locally complete on p before inferring the result of computing [e] on p as post-condition.
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Ci(e) (transten) P<p<A@P) Fallrld] a<d <A (rela)
Fa [p] e [[e]p] Falp]rld]
Falplr[w] Fafw]r g (s0) Falplrla]  Falp] r[g] (join)
Fa [p] risr2 [g] Falplri@r [q1V gl

(iterate)
Table 2.1: Basic rules of the Local Completeness Logic.

The consequence rule (relax) is the key rule of LCLy as it allows us to combine over- and under-
approximating reasoning: it allows us to infer a post-condition that defines an under-approximation
q of the exact behaviour and a sound over-approximation A(q) of that exact behaviour. Like in the
consequence rules of incorrectness logic by O’Hearn [28] the logical ordering between pre-conditions
p’ = p and post-conditions ¢ = ¢’ in the premises of (relax) is reversed with respect to the canonical
consequence rule of classical Hoare logic, and this is necessary because the post-conditions ¢ in this logic
are always under-approximations. The key distinction introduced with the (relax) rule is to constrain the
under-approximating post-condition ¢ to also have the same abstraction as the strongest post-conditions,
and this lets us preserve the local completeness, hence guaranteeing that any triple derivable in LCL 4
either proves correctness or incorrectness. The validity of the rule (relax) relies on observing that local
completeness is a kind of “abstract convex property,” which means that, if A is locally complete for some

¢ € C, then A is locally complete for all d € C such that ¢ < d < A(c) holds.

Proving correctness and incorrectness. Recall that, given a correctness specification Spec, the
Abstract Interpretation raises an alarm when 'y([[rﬂ?q)a(p) ¢ Spec. This alarm is false if [r]p C Spec, and
true otherwise. The three properties of the provable triples of LCL 4 guarantee that we can distinguish

between true and false alarms, since we fall into one of the following three cases:

e Case 1: if fy([[r]]%)a(p) C Spec then the abstraction does not raise any alarm and the program
does not exhibit unwanted behaviours. This holds for any sound (possibly incomplete) Abstract

Interpretation.

e Case 2: if Spec is expressible in A and ’y([[r]]’i‘)oz(p) ¢ Spec then by local completeness any provable
triple F4 [p] r [q] is such that all the states in ¢ \ Spec # @ are true alarms. If the Abstract
Interpretation were not complete we could not distinguish whether the alarms in 'y([[r]]%)a(p) \ Spec

are false or not.

e Case 3: if Spec is expressible in A and fy([[r]]uA)oz(p) ¢ Spec but some proof obligations of local

completeness necessary in the proof derivations are not met, then the abstraction A is not precise
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: : — (seq)
ey O RN (e e e R CYNVECEEOREERIC)

Fa[{0,1,4}] ((0 <27?); (2 =2 —2)) & ((0 = 27); (x := —x)) [{-1,0,2}]

(join)

(Cff‘lA}(x =z —2)

Ch (0 < ?) (et
{0.1,4) SRR
A0 L4 (0 <27 LAy D e [{1,4}] (z:= 2z —2) [{~1,2}] .
Fa [{0,1,4}] (0 < 2?); (z := 2 — 2) [{-1,2}]
CA, (v := —x)
CA oz >2?) {0} (et
{0,1,4} —
S0 L4y o= e oy 0 HOH = e O B

Fa [{0,1,4}] (0 = 27); (2 := —)[{0}]

Figure 2.1: Parts of the LCL 4 proof tree for a simple Imp program.

enough to distinguish true and false alarms for r on p. One could exploit the failed proof obligations

to refine the abstraction enhancing the precision.

We show in the following example a derivation with the Imp language using the Interval abstraction,

which abstracts a set of integers representing it with its convex closure: a(X) = [inf(X), sup(X)].

Example 2.27. [32, Ex. 4.2] Consider the Imp program

r=1if (0 < z) then x :=x — 2 else x := —x
=((0<a?);(z=2-2)® (0= 2?);(z:= —z))
and the interval abstraction. The transfer function [0 < z?] is not globally complete, but it is on sets

p that satisfy one of the following conditions: p C Zsg, p € Z<q, {0,1} C p. In Figure 2.1 show the

derivation tree for the computation of r on input {0, 1,4}, for which the third condition holds.
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Model Checking as Program Analysis
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Chapter 3

Model Checking as Program Analysis

The idea we explore in this thesis work is to view Model Checking as an instance of program verifi-
cation in order to allow for the reuse of the vast theory and toolset of Abstract Interpretation. Given a
specification logic, the idea is to map properties expressed in the logic into programs written in a suitable
programming language, whose semantics consists of counterexamples to the validity of the formula. We
focus on ACTL, the universal fragment of the Computation Tree Logic, in which path properties are
universally quantified.

We show that ACTL formulae can be encoded as regular commands in such a way that there is a
counterexample to a formula if and only if the semantics of the associated regular commands is L. In

order to do so, we identify a language, called mocha (for Model Checking as Abstract Interpretation).

3.1 ACTL Counterexamples

Since we are interested in a Model Checking problem, i.e. in finding counterexamples to ACTL

specifications, we explicitly characterise counterexamples to the validity of ACTL formulae:

ocp it ok -p
oE-p iff oFp
cFEe1Np2 HE o E g oro e
cFEe1Ver i o g and o B g
oA g iff Fo—solo’ g
GHEAF o iff o =09 o, Yk € Ny B o
oEAG ¢ iff Jo— oo’ oy
oFpr AU oy iff Jo=0g—>---—0, -
Vk € N.(o, [~ @2 or 3j € [0,k — 1].0; I~ ¢1)
if Jo=09g—>---—o0,—>---

(Vk € Nuoy, B~ ¢2) or (35 € Nuoj = @1 and (Vi € [0, jl.o; B~ ¢2))
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Remark 3.1. By Remark 1.9 we can further elaborate on the characterization to express them in terms

of finite paths:

ocEAF o, it Jo=0¢g—--—0o,—> - Vk € Noy o1

iff Jo=o0g—>---—o0,.

(Vk € [0,n].0% = ¢1) and (Fi € [0,n].00, — 03)
o1 AU o iff Jo=0p—- =0,

(Vk € Nuoy, B~ o) or (35 € Nugj £ 1 and (Vi € [0, j].0; F= ¢2))

it do=0p—--—0n.
((Vk € [0,n].0r B~ 2) and (Ji € [0,n].0, — 0;))
or ((3j € [0,n].05 F~ ¢1) and (Vi € [0, j].0: [~ ©2))

ift Jo=09g—-—o0p.

(Vk € [0,n].0% = @2) and (o4, F~ @1 or Fi € [0,n].00, — 03)

3.2 Concrete Domain

Given a transition system (X,I, —) we construct the concrete domain for the language by means of
stacks that keep track of the current state and the set of traversed states. We use this construction for
two reasons: we need to record paths because some operators need to be checked on full paths, and we
use stacks because operators are nested, and we want to start a new computation when a nested operator

is encountered, and we want to retrieve the previous computation once the nested one is concluded.

Definition 3.2 (Abstract path, stack). An (abstract) path is a pair (o,7) € ¥ x 2*. We denote by
Py, the set of abstract paths. A stack is a finite sequence of paths, i.e. an element of
Stacksy = (Px)" = U (Ps)"
n

An abstract path (o, T) is intended to represent abstractly a computation where 7' C X is the set
of traversed states and o is the current state. Note that the order of the traversed states and possible
repetitions are abstracted away as they are irrelevant when checking the satisfaction of a formula.

A stack is the representation of a finite set of nested computations. A stack S"t1) ¢ (Pz)n+1 is thus

of the shape
St = (0, T) 2 S™

with S™ € (Px)" and we say that n is the length of the stack S™.
Since we consider a collecting semantics, the concrete domain will be the powerset of the class of
stacks. More precisely, since a formula is always evaluated on stacks of the same length we consider only

subsets of stacks with uniform length.

Definition 3.3 (Concrete domain, concrete element). The concrete domain is

c=| o
n

We will denote with C™ the set of stacks of fixed length n, i.e. C" = 2(P=)",
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A concrete element is a finite set of stacks of the same length
n (n—=1) | .
cp €C cnz{(az-,TZ) S, |2€I}
where [ is a finite set of indices.

Remark 3.4. The bottom element of C (of each C") is @.

3.3 The mocha language

We define a language which is used for producing counterexamples to ACTL formulae. The language
is based on Kozen’s Kleene algebra with test (Sec. 2.1.3), which consists of the usual regular commands
of sequential composition, join (choice command, which we indicate with U), and Kleene iteration. The
class of basic expression contains operation for manipulating (extending, filtering) abstract paths and

for constructing and deconstructing stacks.

Definition 3.5 (mocha syntax). The syntax of the mocha language can be recursively defined as follows:
re=elrpgr|rnUn|g
e ::=p? | —p? | loop? | next | post | push | pop

Definition 3.6 (mocha basic expressions semantics). Let ¢ = (0,T) :: S € C. We define the semantics

for basic expressions of the mocha language as follows:

(. T) =8 = (&) =S |0 ko)
(loop?) (0, T) =S = {{o,T)::S|oeT}
(next) (¢, T) 2 S = {{o/,@)=:S|oc—0'}
(post) (o, T):: S = {{(¢,TU{o})::S|0c—0c'}
(push) (0, 7) 58— {(0,2) = (0,T) = S}
(pop) (o, T) :: S = {5}

We briefly comment on the behaviour of these basics expressions: the expression p? checks the validity
of the proposition p, the expression loop? checks if the current state loops back to one of the states in
the current trace, the expressions next and post extend the trace by one step in all possible ways, but
next discards the trace T' and does not keep track of the extensions, while post does. The expression push
extends the current stack to start a new analysis, while the expression pop restores the previous trace
from the stack.

Then we may define the concrete (collecting) semantics of expressions on sets of stacks of any fixed

length:
[r] : C" = C" [p?], [loop?], [next], [post] : C* — C"

[push] : C* — C(*+D) [pop] : C* — C(»— V)

We omit any indication of the length of the stacks on which the functions are acting because the definition

does not depend on it, so let ¢ = {{(0;,T;) :: S; | i € I} be a set of stacks of the same length. Then the
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collecting semantics for basic expressions is the standard additive lifting of the semantics defined on a

single stack:

[P?7]{{os, T5) == Si | i€ I} = {{o,T3) : Si|oif=p, i €1}
[loop?] {{cs,T;) :: S; |i eI} = {{o;,T3):Si|lo; €Ty, i €1}
[next] {(o;, T;) = S; |ie I} = {(o},@):5;|0i—0}, icl}
[post] {{o:, T3) = Si |ie I}y = {{o,TiU{oi}):S;|oi—0al, iel}
[push] {{os, T;) = Si | i€ I} = {{04,9) {0y, T;):Si|i€l}
[pop] {{os, Ti) == Si[ic I} = {Si|iel}

where I is a finite set of natural indices. Observe that, in particular, for all commands we have [e]2 = .

Definition 3.7 (Regular expression semantics, see Def. 2.20). The semantics of regular expressions is
defined as follows:
[risre]e = [r2](Iri]e)
[rnUre = [ri]eVr]e

[rile = V {[[rl]]kc | k€ N}
3.4 ACTL formulae as regular commands

ACTL formulae can be mapped in this language in a way that for a given formula ¢ and system
(X, —), the semantics of the program associated to ¢ over the system consists of the counterexamples

to the validity of the formula (states o € ¥ which do not satisfy the formula ¢).

Definition 3.8 (ACTL counterexamples programs). To each formula ¢ in ACTL we assign a program

|#] that computes counterexamples to P, inductively defined as follows:

p] = -p?
ler Az = [P1]U|p2]
lerVee] = o1l |92
[AX'¢1| = push;next; [@1]; pop
|[AF @1] = [®1]; push; (post; [@1])*; loop?; pop
|AG ¢1] = push;next*; |p71]; pop
lp1 AU 2] = [@2];push; (post; [@2])*; ([#1] U loop?); pop

We briefly comment the above clauses (but just the non obvious cases) assuming that each command
is executed in the state (o, T) :: S. As ACTL formulae refer to traces, one can imagine that (o, T :: S

represents all traces starting at o.

e a counterexample to AX ¢; is when a counterexample to ¢; at one of the states reachable from o
(as computed by next; |p1]). Here we can safely use next instead of post since there is no need of
checking for loops is done (and the verification is nested inside push and pop). In particular push
and pop are used to guarantee that if a counterexample is found then the output contains the state

that violates X¢q;
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e a counterexample to AF ¢ is when ¢; does not hold in the current state (|@r]) and after and
there is a maximal trace (checked with the loop?) that traverses only reachable states that do not

satisfy o1 (they are collected using the command (post; |21])*);

e a counterexample to AG 1 is when we can reach (via repeatedly applying next) a state which is a

counterexample to |@1]|. Again we can forget about the trace since there is no loop? check);

e a counterexample to ¢; AU s is when o does not hold in the current state (|pz]) and by
computing traces where the next reachable state does not satisfy ¢ (via the command (post; |pz])*)

we can find a maximal trace (¢1 does not hold or loop?);

It is immediate to check that, as expected, |[tt AU @] = |AF ¢| as in fact the formulae tt AU ¢ and

AF ¢ are equivalent. This will be used in the following proposition.

Proposition 3.9 (Formula satisfaction as program verification). We have that for all 0 € ¥, T € 2%,

S e (X x2%)*

cEe & [@l{eT):St=9
Proof. We prove that:

[[@]]{{o,T) :: S} = {{0,T) = S| 0 i o}

We proceed by a routine structural induction on ¢. The case AF ¢ is not discussed as AF is a derived

operator.

(¢ =p or ¢ = —p). Trivial by definition.

(p=p1 A or o =1V ps). Just use De Morgan.

(¢ = AX ¢1). We assume the inductive hypothesis:

Vo, T, S[[I.@H] {<U’T> - S} = {<07T> nS|o b 301}

[[AX @1 )] {{o,T) :: S} = [push; next; |71 }; pop] { {0, T) :: S}
= [next; [@1]; pop] {{0, @) :: (¢, T) :: S}
= [l@1);pop] {(¢”, @) :: (0, T) :: S | 0 = 0"}
= [popl {(0", @) :: (0,T) :: S [ 0 =o', o’ [~ o1}
={{(0,T) : S| 3o =o', o' £ 1}

— {0 T) = 8 |0 i AX 1)
(¢ =AG ¢1). We assume the inductive hypothesis:

Vo, T, S.[lp1l]{(e, T) :: S} = {(0,T) :: S| o [~ o1}
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[[AG 71 ]1{(0,T) = S} = [push; next”; i |; pop] { {0, T) = 5}
= [next*; |7 ); pop] {(, @) i (0, T) :: S}
— [171); o] (Inext’] {7, @) : (0 T) 5 S})
= [lwt); pol (\/ {Inext]” {(0, @) :: (0, T) :: S} [ n € N})

= [[Lﬁj;pop]] <U {<Un7®> i <C7'7T> 535|0':O'0—1>...—l>0'n}>

neN

= [pop] (U {on, @) i (0, T) 2 S |o=00—>...—~0p, On }7&4,01})

neN

={{c,T):S|Fo=00—>...—~0n, on £ 01}

={{c,T) :: S| o}~ AG ¢}
(¢ =1 AU ¢3). We assume the inductive hypothesis (for ¢ € {1,2}):

Vo, T, S]] {(o,T) :: S} ={(o,T) :: S | o £ @i}

[Ler AU a]] {0, T) = S}
= [[@2]; push; (post; [@2])"; ([@1] U loop?); pop] { (0, T) :: S}
= [push; (post; [@2])*; ([@1] U loop?); pop] {(0, T) :: S | o B~ 2}
= [(post; [#2])"; ([@1] U loop?); pop] {(0, @) (0, T) :: S | o B~ 2}
= [([#1] Uloop?); pop] ([(post; [#2]) ] {{0, @) (0, T) : S | o = 2})
= [([#1] Uloop?); pop] (\/ {[(post; [#2])"] {{0, @) (0, T) :: S | o £ 2} | n € N})

= [(|%1] U loop?); pop] (U {{on,{00,...,0n-1}) (0, T) 2 S|oc=09—>...—>0p, Vic[0,n] o; F~ gpg})

neN

= [[pop]](U {{on, {00y -yon_1}) 1 (0, T) : S|o=0¢g—>...—2 0, Vi€ [0,n] o; £ v2,
neN

(on 1 V Jie0,n—1] 0, = 0’¢)}>

={{c,T):S|Jo=00—>...—0p, Vi€ [0,n] oy £ 2, (onFEw1VIie{0,...,n—1} .0, =0y)}

={{o,T) :: S| o}~ ¢1 AU @2}

For the last step observe that finiteness of the transition system plays an essential role. In fact, in
order to falsify o1 AU @ a state o has to admit a finite trace ¢ = gy — - - - 0,, where 5 is never satisfied
leading to a state which does not satisfy 1, or it can admit an infinite trace where 5 is never satisfied:

since the transition system is finite such an infinite trace must eventually be a cycle (third case). O

We discuss a simple example to show how the computation for the verification of properties work in

the concrete domain.

Example 3.10. Consider the transition system in Figure 3.1. Assume we are interested in checking

whether the property ¢ = AF c holds in the initial states of the system. To do so we need to compute
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o

(Goe—oe—

Figure 3.1: An example to show how mocha computation works.

[|AF c|]d, where d = {(a,@),(b,)} € C! is the set of initial state of the system, i.e. the concrete
element on which the computation starts. Using Definition 3.8 we can obtain that the mocha program

associated with ¢ is

|@] = |AF c] = [c]; push; (post; [])*; loop?; pop

= —c?; push; (post; —c?)*; loop?; pop
In order to compute its semantics
[LAF c]] = [{a, b}?; push; (post; {a, b}?)"; loop?; pop]
we perform a step-by-step computation from the initial state d:
e [{a,b}7]{(a,2),(b,2)} = {(a,2) , (b, @)}
e [push[{(a,2),(b,2)} = {(a,2) :: (3,2) , (b, @) :: (b, @)} = {(a,2) :: Sa, (b, D) :: Sp}

e [(post;{a,b}?)*] {(a, @) :: Sa,(b, @) :: Sb} =V, en {[post; {a,b}?]" {(a, D) :: Sa, (b, D) :: Sp}}

[post; {a,b}7]° {(a, @) =: S (b, @) = Sy} = {(a,2) = S, (b, 2) = b}
[post; {a,b}7]" {(a. ) :: S (b, @) == Sy} = {{cfapy=55: (a, (b)) = Si)
[post; {a, b7 {{a, {b}) = Sb} = {(c S} =
[(post: {a, b}?)"] {(a, 2) :: S, (b,2) :: Sb} = {(a, ) :: S, (b, @) iz Sb, (3, {b}) = b}

o [loop?] {{a, @) :: Sa, (b, @) :: Sp, (a,{b}) :: Sp} = &
o [pop]o = o

As expected the computation yields the empty set: since the formula is true for the transition system
no counterexample is found.

We next verify that the properties ¢’ = AG ¢ and ¢” = a AU c do not hold for the system. We need
to compute [|AG c|]d and [|a AU c|]d, where again d = {(a, @), (b, @)} € C!. Let us start with ¢’: by

Definition 3.8 we have

¢’ | = |AG c| = push; next™; |€]; pop

= push; next™; —c?; pop
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Hence to compute the semantics
[LAG c]] = [push; next"; {a, b}?; pop]
we perform a step-by-step computation from d:
e [push]{(a,2),(b,2)} = {(a,2) :: (3, ), (b, D) :: (b, @)} = {(a, D) :: Sa, (b, D) = S}

o [next*] {(a, @) :: Sa, (b, D) :: Sp} = Ve {[next]” {(a, @) :: Sa, (b, D) :: Sp}}

[next]® {(a, @) :: Sa, (b, @) = Su} = {(2,2) = Su, (b, D) = Si}
[next]* {(a,) :: Sy, (b,2)  Sp} = {(c. @) = S, (a,2) = S}

[next]® {(c, @) = S, (a,) = Sb} = {{c, @) :: Su, {c, @) &= b}

[next”] {(a, @) = Sa, (b, &) 5 Sy} = {{2,2) 5 Ss, (b, B) 5 S, (€, D) 5 S, (3,2) 5 Sy (€, B) 5= o}

o [{a,b}?]{(a,2) :: Sa, (b, D) :: Sp, (c, D) :: Sa,(a, D) :: Sp, (¢, D) :: Sp} =
= {(a, ) :: Sa, (b, @) :: Sp, (a, D) :: Sp}

i [pop]] {<aa®> = Sa? <b’®> - Sbv <a’®> - Sb} = {SaaSb} = {<aa®> ) <b7 ®>}

Hence the computation correctly yields the initial state: since the formula is false for the system, the
initial state is a counterexample. Now for the verification of ¢” = a AU ¢ we can reuse part of the

calculation we have done with ¢’ = AF c, since by definition

l¢”] = [a AU c] = [c[;push; (post; [c])"; (|a] U loop?); pop

Since we already now that the [loop?] branch yields the empty set, it suffices to compute [|a]|] on

{{a, @) :: S,, (b, @) :: S, (a,{b}) :: Sp}:
o [{b,c}?]{(a, @) :: Sa, (b, @) :: Sp, (a,{b}) :: Sp} = {(b, &) :: Sp}

e [pop] {(b,2) :: Sp} = {Su} = {(b, @)}
hence the computation correctly yields the initial state for which the property does not hold.

As previously mentioned in Section 1.2.2, not all properties that are not satisfied on a Kripke structure
admit linear counterexamples, i.e. a single path in the structure that witnesses the failure. In particular,
it has been shown that is NP-hard to determine whether a linear counterexample exists or not.

We discuss the following example to show that a counterexample, i.e. a state from which a path that

does not satisfy the property originates, can be found with the language mocha.

Example 3.11. [15, Ex. 1.2] Consider the transition system of Example 1.14 in Figure 3.2, with
P = {tt,a, —a, ff}, where 09,09 - a, o1 I/ a. We want to check that the property AF AG a does not hold,
and to do so we need to compute [|AF AG a|]ec1, where ¢; = {{0g, @)} € C! is the initial state of the

system. By definition we have

|AF AG a| = |AG a|; push; (post; |AG a])*;loop?; pop

|AG a| = push; next®; |3]; pop = push; next*; —a?; pop
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s

Figure 3.2: An example to show how mocha let us compute non-linear counterexamples.

So we need to compute the semantics

[LAF AG a|] = [|AG aJ; push; (post; |AG a])*;loop?; pop]

[IAG a]] = [push; next*; —a?; pop]

Performing a step-by-step computation from the initial state ¢y, the first thing we need to do is to

compute [|AG a|]er:
e [push] {{(o0,2)} = {{00, D) :: {00,9)} = {{00,D) :: So}

e [next*] {{o0, @) :: So} = V,en {Inext]™ {{c0, D) :: So}}

[next]® {(00, @) == So} = {(00,9) :: So}

[next]" {{00,2) :: So} = {{00, D) :: S0, (01, D) = So}

[next]? { {00, @) :: So, (01, D) :: So} = {(00, D) :: So, (o1,D) :: Sp, (02, D) :: So}
[next*] {{c0, @) :: So} = {{00, D) :: So, (01, D) :: Sp, (02, D) :: Sp}

o [-a?]{(o0, D) :: S, (01,9) :: So, (02,D) :: So} = {{01,9D) :: So}
e [pop] {(o1,2) :: So} = {So} = {(00, 2)}

Then we have
e [push] {{o0, @)} = {{00,2) :: So}

o [(post: [AG a))*] {{00.) :: So} = Vs {[(post: [AG al]" {(0,2) = So}}

[(post; |AG a])]° {{o0, @) :: So} = {{00, D) :: S}
[(post; |AG a|)]* {{o0, @) :: So} = {{00, {o0}) :: So, (1, {o0}) :: So}
[(post; |[AG a])*] {{o0, @) :: So} = {{00, D) :: So, (00,{00}) :: So,{01,{00}) :: So}

e [loop?] {{oo, @) :: So, {00, {00}) :: So, (o1, {00}) :: So} = {{00, {o0}) :: So}

e [pop] {{o0, {o0}) :: So} = {So} = {(00, {00 })}
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Chapter 4

Injecting Abstraction

We want to study how to enforce abstractions on this concrete domain starting from abstractions
on the states of the transition system. We first present an abstraction that enables us to simplify the
computations in the concrete domain, by merging traces relative to the same state and the same past
(encoded in the rest of the stack).

We then present two ways of lifting a given abstraction on states to an abstraction on stacks. In
the first way, in which we consider an abstraction that induces a partition of states, we build the stack
domain using the construction given in Chapter 3 starting from the abstract transition system, i.e. the
system in which some states are identified according to the partition.

In the second way we induce a much coarser abstraction by first flattening the set of stacks grouping
together all the current states and all the current traces (and recursively on the rest of the stack) an then
applying the abstraction (that does not need to be a partition) on the obtained two sets (one for states,
one for traces). The result is a coarse abstraction, because we lose all the relations between a state, its

trace and its past encoded in the stack.

Recall that, given a transition system (X, I, —), we built the concrete domain as

c=Jem'=c

neN neN
and we defined stacks as S™ = (o, T) :: S~V for n > 2 where S' = (¢’,T"). Hence concrete elements
are set of stacks of fixed length:

C">¢, = {(@,T,ﬁ i Si(n_l) |ielC N}

We are interested in particular in studying the abstract semantics of basic expressions to understand
which conditions we should require to achieve completeness (at least for basic expressions). The abstract

semantics of basic expressions is defined as the best correct approrimation, i.e.

[e]y = [e]* = aofe] oy
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having the following picture in mind:

In particular completeness holds by definition if o [e] = [e]]f‘4 oa.

4.1 A local completeness-preserving abstraction

We show that we can simplify the description of a nested computation, preserving local completeness,
by means of an abstraction that merges the traces relative to the same state. The only command that
makes use of the trace is loop?, which is, in the translation of ACTL into mocha, always paired with
the pop command. For this reason in this section we will consider the composite command loop?; pop in
the proof of completeness of basic commands. This abstraction is globally complete for basic expression,
and we will exploit this fact to us in as an underlying simplification of other abstractions.

The idea that justifies the introduction of this abstraction is that we are interested in keeping the
set of traversed states, i.e. the "past" of the current state of the current (nested) computation only for
checking the existence of a cycle. We noticed that the check for cycles (loop?) is always followed by a
pop command that restores the state the nested computation started from: this led us to consider that a
simplification of the domain was possible, by unifying all the stacks that are compatible in the following
sense. The identification must ensure that the stacks retrieved by the combined command loop?; pop are
all and only those that would actually include a loop: for this reason we need to check not only that the
current state is the same, but also the tail of the stack should coincide to perform the unification. This
abstraction must then be performed from the deepest level of the stack to the top level (in the reverse
order no unification would be possible).

We introduce some auxiliary functions to build in steps the abstraction and the concretization map.
Definition 4.1 (Pop map). Define the pop map as pop : C** — C" as
pop(X) ={S | {(0,T) : S € X}
The map pop™ ¢(X) eliminates the first n — i elements of the stack.

Definition 4.2 (Merge map). Define the merge map as m; : C* — C" as

m;(X) = {Sl 2 {0, T) 285 |81 € CF) Sy e CL Sy i {0, TV Sy € X,

T=|J{T" (e, T"):: Sy € pop"—i(X)}}
Definition 4.3 (Abstraction map). The abstraction map for stacks of length n is defined as
an : C" = C" O =My, 0---0my
Definition 4.4 (Splitting map). Define the splitting map as s; : C* — C" as

si(Y) = {Sl (o, T") 2S5 91 € Cvl Sy e CTL S (0,T)::S,€Y, TC T’}
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Definition 4.5. The concretization map for stacks of length n is defined as
Yp : C" = C" Y =810-:- 08y,

In the following we will indicate av,,y, with the indices to make the computations more explicit, but

we understand that the functions we are actually interested in are o : C — A, 7 : A — C defined as:

a:@an 'y:Enyn

neN neN
Remark 4.6. With a little abuse of notation (since in principle each m;, s; should depend on two indices,
the second being n, the length of the stacks it is operating on) we think of a,, 7, as recursively defined
as follows:
a1 =1 Oy = My OQp—1

71 =51 Yn = Sn 9Yn-1

where, letting b = {(ai, T;) = Si(n_l) | i€ I} € C", we can explicitly compute
an(b) = my oy, _1(b) =m, {(05,T;) = S; |i €I, S; € pop(an_1(b))})
(B) = 50 09-1(6) = su ({ (00, T0) 5 ST i € 1, S} € yamr {8V} })

where for the abstraction we need to consider the whole set because we want to unify traces from
different stacks, while for the closure we just need to look at subsets relative to a unique stack. We can

further compute

m,, (b) = <ai, U Tj> sV ier

jel
i =04

which will be useful in the following analysis of the local completeness of the basic expressions.

4.1.1 Galois Connection

In order to prove that (c,, C", C",~,) is a Galois insertion we show that ~,, oo, is a closure operator,
i.e. it is monotone, idempotent and extensive. We show that each s; om; is a closure operator, and that

some commutation relations hold.

Definition 4.7 (Commutation of functions). Let X be a set, f,¢g: X — X. We say that f, g commute
if fog=gof.

Proposition 4.8. We have the following commutations relations:
1. s; and s; commute for all 7,5 € N;
2. s; commutes with m; for j > i;

3. s;om; and s; om; commute for any 7,j € N.
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Proof. 1. Without loss of generality, assume j > i. Recall that
$i(Y)={S1:(0,T) 1S5 |S1 €C"", SoeC™!, Sy (0, T):S€Y, TCT'}
Then
si(si(Y)) = {S] = (p, V') S5 :: (0, T") :: 52 | S; € C*7, Sz e V771, S e O,
S1u{p, VY Ssu(o,T) =S €Y, TCT, VCV'}=s;s(Y))

2. Recall that

mi(X) = {815 (0, T) 2 83 | S1 € C", S2 € €Y, Su5i (0, T) w82 € X, T = J{T" | (0, T") 5 Sz € pop™~ (X)}}
Then
sj(m; (X)) = {S{ 2 {p, V') 0S5 (0,T) 2 Sy | S} € CMI) S3€ U7t Gy € CF 1
S1u(p, VY83 (o, T) =S e X, VCV T= U{T” | (0, T") 2 S5 € pop™*(X)} }
= m;(s; (X))
3. Without loss of generality assume j > ¢. Then we may compute s; om; as
si(m; (X)) = {sl (o, T') Sy | Sy € CV0L Sy € C L,
Sy <J,T> nSeX, T'CT = U {T" | (0, T") :: S» € pop™ *(X)} }
Then
s (m;(si(m;(X)))) = {Si 2 {p, V') Sy (0, T) 82| S1€CY, S5 e U7, Sy e O,
Sy <p,‘7> 0 S5 i <U,T> S € X,
T CT= U {T" | (0, T") :: S5 € pop" " (X)},
VICV = U {V” | (p, V") :: S5 <J,T> Sy € pop"*j(X)} }

= 8;(m,(s;(m;(X))))

These relation are useful because by 2. we have
Y © Qpy =8, O¢++08] OMy O...1M] = S, OMy, OGp_1 O fr_1 0+ 08 0my
while the other properties will be used to prove that -, o «, is a closure operator.

Proposition 4.9. Each s; om; is a closure operator.

Proof. (Monotone) We need to show that if X, Y C C", X CY, then s;(m;(X)) C s;(m;(Y)). We have
that

s:(m; (X)) = {sl {0, T) = S | Sy € C"i) Sy e C L,

Sy <J,T> nSeX, T'CT = U{T” | (0, T") 2 S5 € pop™ (X))} }
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Notice first that
Ty = U {T" | (0, T") :: S» € pop" " (X)} C U {T" | (0, T") : So € pop" " (Y)} =Ty

So let Sy :: (0, T') :: Sy € s;(my(X)), then there exists 7" such that S; :: <O’, T> i S € X, but then
St <U, T> i S € Y. Moreover, 7" C Tx C Ty, hence combining these two facts Sy :: (o,T") : Sy €
si(m;(Y)).

(Idempotent) In order to show that (s;om;)? = s;om; we show that m; os; om; = m;, because

then s; o(m; os; om;) = s; om;, which is what we want. From the previous computations of s;(m;(X))

and the fact that (J;,c, 7" =T, we have that m;(s;(m;(X))) = m;(X).

(Extensive) We need to show that if Sy :: (0, T") :: S2 € X, then S} :: (0, T") :: Sy € 8;(m;(X)). But
this follows from the fact that 7/ C T = {J{T" | (5, T") :: S2 € pop™ *(X)}. O

Proposition 4.10. The composite map -, o ,, is a closure operator.

Proof. (Monotone) The map -, o o, is monotone since it is the composition of monotone maps.

(Idempotent) We have

Yrn © Qp ©Yp Oy =8, 0++-0810MyO0...M] 08, O0-+-0810mM,0...M
= 8,0y, 0gy—1 0 frp—10-++0810mMy 08, 0OMy, 0Gp—10 fr—1 0 081 0my
= (snomn)Qo(gn—lOfn—l)QO"'o(sloml)Q
:Snomnogn,10fn,10'~-0810m1

=5,0:::08]0M;O0...M] = Yy O Qp

since s; om; is idempotent.

(Extensive) It follows from the fact that each s; om; is extensive, and by the fact that s; om; and

s; om,; commute for any ¢, j. 0

4.1.2 Abstract Semantics

We now compute the Best Correct Approximations for basic expressions and show that this ab-
straction is globally complete. As mentioned above, in order to prove completeness we check that the

composite command loop?; pop is complete. This is enough because in the translation of ACTL in the

language mocha the only clauses that involve the loop? command are |AF ] and |4 AU ¢|, and in both
cases this check is immediately followed by a pop, and because the only relevant information is if there
exists a loop, since then we are only interested in retrieving the previous element of the stack if the

answer is positive, or to discard the stack if the answer is negative.
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[[p?]]ii4 computation Consider a = {(Ui,Tﬁ i Si("_l) |ie I} such that oy, (a) = a. Then we have:
0714 (@) = (anlp?Tr) (@) = (anlp?lm) ({ (o0 T2} 2 5" i e 1})
= (an[p?]) ({00, T)) = Si i € 1, T € Th, Sj € yn1 ({Si})})
=an ({0 T}) = Siloil=p, i €1, T) CT;, S; € yn1 ({SiH)})

ity b 1)

where the last equality holds because the union of all subsets of a set X is precisely the set X.

Now to prove completeness we must show that «, o [p?], = [[p?]]uf o Q.

Consider ¢,, = {(oi,Ti> i Sl-(nfl) |ie I}, then:

(an o [N (en) = e ({ (00 T0) = SV |0 o i € 1)

my, ({{03,T3) =: Si | o3 f= p, i € I, S} € pop(an—1(c))})

= <0i7 U Tj> 28 oiEp, i€, S, €poplan_1(c))

jeI
i=0i

[[p?]]g4 o ap(cn) [[p?]]&i4 <0i, U Tj> Sl iel, S €poplan_1(cn))
jer

<0i7 U Tj> = SiloilEp, i €1, S; € poplan-1(cn))

JEL
0;=0;

Thus we can conclude that the domain is globally complete for p?.

[loop?; popﬂ?4 computation Consider a = {<O’i,Ti> i Si(n_l) |ie I} such that a,(a) = a. Then we

have:

[loop?; poplfy (a) = (aa[loop?s popla) (@) = (an[loop?; popln) ({ (i, Ti) 12 5" i € 1})
= (awn[loop?: pop]) ({(0. T}) = ! | i € I, T, C Ty, S} € yur ({S:1)})
= (anlpop]) ({{0+. 7)) = S |i € 1, 01 € T| C T;, S € 11 ({S:H)])
=a,({Sjliel, o; €Ty, S; €y ({Sih})

={S;|iel,o; €T;, i €1}

Now to prove completeness we must show that «,_1 o [loop?; pop],, = [loop?; pop]]if o .
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Consider ¢,, = {<0’i,n> i Si("_l) lielC N}, then:

anrlpop] ({(o0 ) = S0 i 1, 0, 7))

Qp—1 ({Sl ‘ 1 E I, g; € Tz})

(atn—1 o [loop?; pop]) (cn)

[loop?; pop]y o cvn(cn) = [loop?; poplfy <0' U Tj> 1w 8; | i€, Si€ pop(an—i(cn))

Jel
T;=04

p_1 Siliel, S;epop(an_1(cn)), o; € U T;

JEL
0;=0;

= Qp—1 ({Sl ‘ 1€ I, g; € Tz})

where the last equality holds because it is irrelevant to the computation of «,,_; if the unification had

happened before. Thus we can conclude that the domain is globally complete for loop?; pop.

Remark 4.11. For the following operations post, next we study separately the cases a € C! and a € C"

to understand the computation more clearly.

[[next}]fi4 computation, case a € C!'  Consider a = {(0;,T;) | i € I} such that a;(a) = a. Then we

have:

[next]%, (a) = (cn[next]y)(a) = (ax[next]m) ({(o3, Ti) | i € I})
= (cu[next]) ({(04, T7) | i € I, T} C T3, })
= a1 ({(0},2) | i€, 0;—>0i})

={(0i,2) | oi =0}, i €I}

Now to prove completeness we must show that ajo[next]; = [nextﬂﬁoal. Consider ¢; = {(0;,T;) | i € I C N},

then:

(a1 o [next])(c1) = a1 ({07, @) | i € I, 05— 07})
= {<U£’®> | el O’Z-—DUQ}

[next]™t o a1 (1) = [next1]?, <ai, U Th> liel

hel
Ohp=04

={(0i,2) i€l oi—~0i}

Thus we can conclude that the domain is globally complete for next.
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[[next]]g4 computation, case a € C* Consider a = {(Ji,Ti) i Si("_l) | i€ I} such that ay,(a) = a.

Then we have:

[next]’, (a) = (o [next]ye)(a) = (cun [next]s) ({@,Ti) 2 S | e 1})
= (an[next]) ({(0, T7) = S | i € I, T € Ty, S; € ya—1 ({SiH)})
=an ({(0},2) |i €I, 0,0}, 5] € ya—1 ({Si})})

={{0},2):S!'|iel, o,—0.,S! €pop(an_1({{o,,@):S;]|iel,or—>0.})}

Now to prove completeness we must show that «, o [next], = [[next]]uA" o a,. Consider ¢, =

{(oi7Ti> i Si("_l) |ie I}, then:

/

Cpn

(a, o [next])(cn) = an, {(aé,@) SV ier, o —DU;»}

=my, ({(0}, @) :: S; | i € I, 03 =03, S; € pop(an-1(c,))})

={(01,2) = S li €1, 05—+ 0, S; € pop(an-1(c,))}

[next]?, o aun(cn) = [next]?, <O’i, U T]> = S)|i€el, S, € pop(an—i(cy))

PSS
={{0},2):S!'|iel, o,—0,
S!" € pop (an_1({{0},2) :: S; |i€l, o,—0., S;epop(an_1(ca))}))}

={{0},2) = S |i €1, 0i—0}, S € pop(an-1(c,))}

where we use the fact that if o5, = 0; and o; — o, then obviously oj, — ;. The last passage is justified
from the fact that ultimately the abstraction is applied to the set of stacks after the post has been
computed, and it is of no influence the fact that in the second case S} € pop(an—1(cn)), since if any
unification occurred at that first level, it will happen again in S/ € pop(a,—1(c},)) for the same reason
that f 0, = 0, and o; — o] then obviously o, — ;. Thus we can conclude that the domain is globally

complete for next.

[[post]]t'A computation, case a € C!' Consider a = {(0;,T;) | i € I} such that a;(a) = a. Then we

have:

[postly (a) = (as[post]ri)(a) = (ar[post]y:) ({(os, Ti) | i € I})
= (aafpost]) ({{o:, T7) [ i € 1, T; €T, })

=a ({{o;, T U{oi}) |i €I, T; €T, 01— 07})

<U§, U TjU{Uj}>|Ui—>U§, iel

jer
. 7
oj—> 0}
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Now to prove completeness we must show that a;jo[post]; = [[post]]?qloal. Consider ¢; = {{0;,T;) | i € I C N},

then:

(a1 o [post])(c1) = ay ({{o, T; U{o:}) | i € I, 0;—0;})

= <0’£, U Tju{aj}>|iel, o —> 0,

JET
. ’
o —>0;

[[post]]‘i‘1 oay(er) = [[postl]}‘f4 <ai7 U Th> liel

hel
Op=0;

= <0’£, U U Ty, U{oj}>|iel, o —> 0,

jer hel
oj— o, \Th=0i

= <az’«, U ThU{Uh}>|i€I, oi— 0}

hel
Oh —> 0}

where we use the fact that if o), = 0; and o; — o} then obviously o;, —¢}. Thus we can conclude that

the domain is globally complete for post.

We present a small example to better visualise what the discussed [[post]]Ei4 does.

Example 4.12. Consider the transition system in Figure 4.1, and consider the state ¢ = {(c, {a}), (d, {b})},

we have that a4 (c) = c.

QT

a
c
e
f g
Figure 4.1: An example to show how [post]?, works.

Now

[post]’, o a1 (c) = [post]’y (c) = {(e, {a, b,c,d})}
Q10 [[pOSt]](C) =m {<e’ {a7 C}> ) (e’ {b7d}>} = {<e7 {a’ b7C7d}>}
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Then consider the state d = {{e, {a,c}), (e, {b,d})} and apply again the post operation. Then:

HpOStH% o Oq(d) = [[p05t]]?4({<e7 {a7 b, c, d}>}) = {<f7 {a, b, ¢, d, e}> ) <g> {a7 b, c,d, e}>}
Q1o HPOStH(d) =o ({<fa {aa <, e}> ) <g7 {av <, e}> ) <f7 {ba da e}> ) <g7 {b’ d, e}>})
= {<f7 {a7b7c7d7e}>7<g’ {a’b7c’d’e}>}

[[post]]i‘4 computation, case a € C"* Consider a = {(ai,Ti) i Si("_l) |ie I} such that ay,(a) = a.
Then we have:
[postl’y (@) = (an[postla) (@) = (anlpostlyn) ({ (o ) = sV i e 1})
= (anlpost]) ({{04, T}) =: S| i € I, T € To, S € yn1 ({Si})})

=an({(0;, i U{oi}) i€ 1, T; €T, 0i =07, 5 € Yn1 ({Si})})

<U£, U TjU{O’j}> 2 S'iel, o0},

JeI
. ’
o5 —>0;

Si € pop (am-1 ({{07, T; U{o3}) = Si | i € [,oi = 0i}))}

Now to prove completeness we must show that «, o [post], = [[post]]‘ff o a,. Consider ¢, =

{<0’i7Ti> i Si("_l) |ie I}, then:

’
Cn,

(a0 [post])(cn) = {<0‘£,Ti U{o;}) = SZ-("*l) liel, o; —Dag}
=my, ({{0},Ti U{o:}) = S{|i €I, o;—o0;, S;€pop(an_i(c,))})

= <O’,£7 U T; U {oj}> 2 Siliel, op—ol, S e pop(a,_1(c,))
jelI
U;:zf;

[post]?, o av(cn) = [post]’y <oi, U T]> =Sl liel, S, €poplan_1(cn))

Jjel
0;=0;
= <U;, U U T; U{ah}> 28! iel, o;—o0},
hel jerI

op — o, \7i=0i

S!" € pop | an—1 <O’2, U T; U {Uj}> 2 Sli€el, o,—0o., S, € pop(an—1(cy))

JEL
T;=04

= <0’£, U Ty U {O'h}> Sl iel, o;—0,S! € pop(an—1(c),))

hel
op —> 0}

where we use the fact that if o), = 0; and o; — o} then obviously oj, — ¢}. As in the case of [[next]w4 the

last passage is justified from the fact that ultimately the abstraction is applied to the set of stacks after
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the post has been computed, and it is of no influence the fact that in the second case S; € pop(an—1(cn)),
since if any unification occurred at that first level, it will happen again in S! € pop(ay,—1(c),)) for the
same reason that f o, = 0; and o; — o} then obviously oj, — o}. Thus we can conclude that the domain

is globally complete for post.
[[push]]f‘4 computation Consider a = {(m,Tl) i Si(n_l) |ie I} such that ay,(a) = a. Then we have:

[pushlfy (a) = (ans[push]a) (@) = (nlpushyn) ({ (0, T1) 2 5" i e 1})
= (ans1lpush]) ({(0:, T}) = Si i € I, T} € To, Sj € ya1 ({Si})})
= ant1 ({{03,2) 2 (03, T}) = S| i € I, T €Ty, S; € a1 ({Sih)})
={{0i,2) :: (04, T;) :: S; | i € I}

Now to prove completeness we must show that 41 o [push],, = [[push]]if o Q.

Consider ¢,, = {(m,Ti) i Sl-(nfl) |ielC N}, then:

(atny1 o [push])(cn) = ant1 ({{04, D) = (03, T3) : S; | i € I})

(0;,9) = <U U Tj> =8l |iel, Siepoplay_i(cy))

Jjel
Tj=04

[push], o an(cn) = [push]?, <cri, U Tj> 28l |iel, S € pop(an—_1(cn))

JEL
0;=0;

= (04,9) = <ai, U Tj> :Sl|i€el, S! e pop(an—i(c))

JEl
T;=04

Thus we can conclude that the domain is globally complete for push.

[[pop]]?4 computation Consider a = {(ai,T,;> i Si("_l) | i€ I} such that ay,(a) = a. Then we have:

poply(a) = (@n-1[popI7n) (@) = (anlpushla) ({ (o, 7o) 1 SV i e 1))
= (an—1]pop]) ({(0s, T}) = Si [ i € I, T C Ty, S; € va—1 ({Si})})
=an1 ({8 i€, Sj€ma({SiH})
={S;|iel}

Now to prove completeness we must show that «,_1 o [pop], = [[pop]]gf o Q.

Consider ¢, = {(O’Z',Ti> SR |ielC N}, then:

K3

(an—1 0 [pop])(cn) = an—1 ({Si [ i € I}) = {Si | i € I, S € pop(an-1(cn))} = an—1(pop(cn))

[Popl’y © cva(ca) = [poply <0 U Tj> 2 Sj i€, S; € pop(an-i(cn))

Jel
;=04

={Siliel, S;€pop(an-i(cn))} = an1(pop(cn))

Thus we can conclude that the domain is globally complete for pop.
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4.1.3 A general result

We are interested in this abstraction because it is globally complete on our domain and thanks to
the following result it can be used to simplify calculations in the abstract domains we will present in
the following. In fact, as we formally proved below, under some conditions that will be systematically
satisfied in our setting, it preserves the (local) completeness of other abstractions: this simple but useful

result is, to the best of our knowledge, inedited.

Proposition 4.13 (Preservation of local completeness). Let C' be a concrete domain, let Ay, Ay €

Abs(C), let c € C and op : C — C be an operation on C. Assume the following hold:
1. A; is locally complete for op on c;
2. A, is globally complete for op;
3. Ay0 A} = Ay 0 Ay 0 As.
Then As o A is locally complete or op on c.
Proof. We need to show that
(A20Ajoopo Az o Aq)(c) = (A2 0 A1 oop)(c)

We have that

[

(Az0Aj0o0po Ay o Aj)(e) As 0 Aj0Ayoopo Ayo Ag)(e)

[[%

% (430 A 00po A1)(c)

[

(
(A2 0AjoAyoo0po Al)(c)
(
(

As 0 Ay oop)(c)

4.2 Partition-based abstraction

We now consider a first way of lifting a given abstraction on states to an abstraction that acts
on stacks: this lifting considers partitioning abstractions, i.e. abstractions that identify elements of
the concrete domain. The construction of this abstract domain is the same as the construction of the
concrete domain, using the abstracted transition system (i.e. the transition system in which the states

are equivalence classes of states). An abstract element then is a set of abstract stacks.

Definition 4.14 (Equivalence relation). Let X be a non-empty set. We say that ~C X x X is an

equivalence relation if ~ is reflexive, symmetric and transitive i.e. for all z,y,z € X
o 1z ~ z (reflexivity);

e if x ~ gy then y ~ z (symmetry);
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o if x ~y and y ~ z then z ~ z (transitivity).

Given z € X, we define the equivalence class of © with respect to ~ as [z]. = {y | y ~ x}. We define the
quotient of X with respect to ~, written X, as the set of all equivalence classes: X, = {[z]~ |z € X}.
The function

T X = X/ T 1 T [T]
is called projection.

Definition 4.15 (Partition). Let X be a non-empty set, and let P C 2X. We say that P is a partition
of X if the following conditions hold:

° ®¢P;
* Uyer = X3
e forallY,Z € P we have Y N Z = @.

An equivalence relation ~ on a set X induces a partition on X by means of the equivalence classes:
the collection X, = {[z]~ | € X'} is a partition. The set X, is the quotient of X with respect to ~,
and we can think of it as a set in its own right, in which we choose an element to represent its equivalence
class. The converse is also true, i.e. given a partition P we can define the induced equivalence relation
~p by defining x ~p y if and only if x,y belong to the same X € P.

In our setting, we start from an abstraction on states that identifies some of those states, thus inducing
an equivalence relation ~. We want to illustrate how to lift this abstraction to the stacks, and we do so

by first lifting the equivalence to subsets of states.

Definition 4.16 (Collecting projection). Let X be a non-empty set and let ~ be an equivalence on
X. Given the projection m. : X — X,. we define the collecting projection 7. : 2% — 2%/~ as the

additive lifting of 7., to the powersets as
FulY) = {ro(@) |2 €V} = {2 |2 € Y}

The intuition of this construction is given by Figure4.2.

XLX/N

J?' P’

2X T~ 92X/~
Figure 4.2: Diagram for projection, collecting projection.

Definition 4.17 (Transition relation between equivalence classes). Given a transition system (3, I, —)
with an equivalence relation ~ on ¥, we define the transition relation on equivalence classes — .,

saying that [o]. — [0']~ if 0 —0".
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The previous definition is existential, in the sense that we have a transition between two classes if
there exist at least a transition between any two elements of these classes (as representatives can be

chosen freely in the class).

4.2.1 Galois Connection

In this first way of lifting the abstraction (ax, ¥, Ax,vs) where Ay = X/, i.e. the abstraction on
states induces a partition, we replicate the same construction we gave for the abstract domain on a new
transition system (X, ., 7~ (I), —=~), hence a path in the abstract domain is a pair <[0]~, T> €X/n X 2%/~

Py, is the set of paths, and stacks are elements of

/[~

Stackss, . = (PZ/N)* = U <P2/~)n

n

An abstract stack 8" € (PE/N)n+1 is thus of the form

= <[U]N,T> 25"

where [0].; € X, is an abstract state, T; ={[0']~ |0’ €T C X} € 2%/~ is a set of abstract traversed
state and S € (Pg/N)n.

Then we can define the abstract domain and abstract elements as follows, recalling Definition 3.3.

Definition 4.18 (Abstract domain, abstract element). The abstract domain is
A= 2

We will denote with A™ the set of abstract stacks of fixed length n, i.e. A® = oP=, 0",

An abstract element is a finite set of abstract stacks of the same length

an = {<[U]ij’j> g Sén_l) |jeJC N}
where J is a finite set of indices.

We now define the abstraction o and the concretization v on a single stack by induction on the length

n of the stack, and then we lift it to its collecting version.

Definition 4.19 (Abstraction map). The abstraction map «,, is inductively defined as

a1((o,T)) = ([o]~, {[o"]~ [ 0" € T}) = (7-(0), T (T))

an((0,T) = 8"71) = a1({0, 1)) = a1 (S"71)
which gets lifted to a,, : C"* — A™ as
Ol ({<0’¢,Ti> i Si(nfl) |ie I}) = U {an (03, T3 = Sinfl)}
icl
Definition 4.20 (Concretization map). The concretization map 7, is inductively defined as

" (<[U}N,T>> = {(o’,T’} o' ~ o, T' C 72 N(T), 7(T') = T}
Tn (<[U}~7T i S(n*1)>> _ {<g/,T/> 2 9 | o~ o, T' C ﬁ:l(jw)’ ﬁ(T’) _ T, S e Fyﬂ_l(s,(nfl))}
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which gets lifted to v, : C" — A™ as
S RIS R UN(CREIRE
=

Proposition 4.21. The above construction («, C, A, v) is a Galois Connection.

Proof. We give the proof by induction on the length n of the stacks, by showing that each =, o o, is a

closure. First let ¢ = {{(0y,T;) :: S; | i € I}, then we explicitly compute

7(T3)
an(c) = <[U}N,{[U’]N | o' € E}> tap_1(Si) |iel

(moan)(e) = {0, T]) = Si i € 1, o ~ oy, T C7H(T(T3)), W(T}) =7(T3), S € Yu-1(an-1(5))}

which will be useful in the following.

(n=1) (Monotone) Let c1,c € C! be such that ¢; <c ¢z, where

a={(o:,T3) |i€l} c2 ={{0;,Tj) | j € J}
and ¢; <c ¢ means that for all (o, T) € ¢; we have (0,T) € co. Now by definition

(’71 Oal)(cl) = {<017Tz/> | i€l Jg ~ Oi, Tz/ c ﬁ_1(ﬁ(Ti))7 %(T'/) :ﬁ(Ti)}

K2

(mea)(ea) = {(0}, T}) | j € J, o) ~ 0y, Tj ST (7(T)), 7(T}) ==(T})}

Now let (o, T) € (71 o a1)(c1), then there exists i € I such that (0;,T}) € c1, 0 ~ 0y, T C 7 H7(T3)),
7(T) = 7(T;). Then, since ¢; <c cq, we have (o;,T;) € ¢z, so there exists j € J such that (0;,T;) =
(0j,Tj) and o ~ 0, T C7 Y7(T})), 7(T) = 7(T}), hence (0, T) € (v1 0 a1)(c2).

(Idempotent) Let ¢ = ¢; of the previous computation, then we can explicitly compute (g 0y 0c1)(c)

as:

(aromoar)(e) = {([oil~, ®(T))) | i € I, 0] ~ 03, T} C7 ' (7(T3)), T(T}) = 7(T) }
= {(lo]~, 7(10)) i € I} = aa(c)

since [0}~ = [03]~ and T(T}) = 7(T;). Then since (a; 0y; 0aq)(c) = as(c), it follows that (y1 0aq)?(c) =
(mearomoar)(c) = (yoa)(c).

(Extensive) Let (0, T) € ¢, then (0, T) € (y10a1)(c) since ¢ ~ o and T C 7 (7(T)) with obviously
7(T) =7(T).

(n —1=n) (Monotone) Let ¢1,cy € C™ be such that ¢; <c ca, where
01:{<0'7;7Ti> B Si(n_l) |Z€I} CQ:{<O'J7 > S(n 1) ‘]EJ}
and ¢; <c ¢ means that for all (o,T) :: S € ¢; we have (0,T) :: S € co. Now by definition

(moan)(er) = {(o},T}) = S li € I, o} ~ o5, T C7H(@(T)), T(T)) = 7(T3), Si € Yn—1(an-1(5:))}

(1m0 an)(c2) = {(05,T5) = S | j € J, 0 ~ 0y, Tj 7 (W(Ty)), T(T)) =7(Ty), S € Yu-1(on-1(51))}
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Now let (0,T) :: S € (v o ap)(c1), then there exists i € I such that (0;,T;) =+ S; € ¢1, 0 ~ oy,
T C7 Y 7(T)), ®(T) =7(T;) and S € vp—1(an_1(S;)). Then, since ¢; <c ca, we have (o;,T;) :: S; € ca,
so there exists j € J such that (0;,T;) = S; = (05, T}) = Sj and 0 ~ 0, T C 7 (7(T})), 7(T) = 7(T}),
S € Yn—1(an-1(8;)), hence (o,T) :: S € (71 0 a1)(c2).

(Idempotent) Let ¢ = ¢; of the previous computation, then we can explicitly compute (o, oy, ©

ay)(c) as:

(an 0 Ym0 an)(e) = {([oi]~ F(TY)) 2 ana(S)) i € 1, o) ~ 03, T] ST (T(T)),
ﬁ(Tz’/) = ﬁ(ﬂ% S; € ’anl(anfl(si))}
= {{lo]~, 7 (T3) = an—1(S0)) i € T} = an(c)

since [0}]~ = [03]~, T(T]) = 7T(T;) and o, —1(S]) = an—1(S;) = (ap—10Yn—100,_1)(S;) for all S} € (y,_10
ap—1)(S;) since y,—1 0 ayp—1 is a closure by inductive hypothesis. Then since (v, © v, © o, )(c) = ay(c),
it follows that (7, 0 a)?(¢) = (Yn © Ay © Y 0 ) (€) = (Y © ) ().

(Extensive) Let (0,T) : S € ¢, then (0,T) :: S € (7, 0 ay,)(c) since 0 ~ o, T C 7 (7(T)) with
T(T)=7(T) and S € (yp—1 0 ap—1)(S) since v,_1 0 ap_1 is a closure by inductive hypothesis. O

4.2.2 Abstract Semantics

We now compute the Best Correct Approximations for basic expressions and study under which
conditions on concrete elements we have local completeness. We will see that for the push and pop

operators we actually have global completeness.

[p7]% computation Consider a = <[a]~, T> 2 g (not collecting semantics). Then we have:

07 (a) = (lp?]) (@) = (alp?l) ({[o)~.T) = 87 )

(alp?]) ({(',7) 2 8" | 0" € o], T CHIND), TT) =T, 8 €7 a(3"")})

= <{<0'7T/> 28 o' €lole, o Ep, T CaNT), (1) =T, §' ¢ %71@(”_1))})
=a ({<0’7T’> =S o €lolonp, T'C7NT), #(T) =T, S' € %_1(5("—”)})
1 if Vo' € [o]~ (p?) (0, T) = @

(o), T) 28" i 30 € [o] (p?) (o) T) #

For this and all the following abstract operations, the collecting semantics is obtained by just taking

the union of the single computations, i.e.

[[p?]]ij4 ({<[oi]N,TZ—> S | i€ I}) = U {[[p?]]ﬁ (<[Ui}~vTi> i S‘Z)}

i€l
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In order to have local completeness, we must check under which conditions o, o [p?]. = [p?]*" oo an,.
Consider ¢,, = {(0’1, T;) S(n 2 |ielC N} then:

(ao[p?)(cn) =« ({(ai,Ti> 5 SZ-(nfl) liel, o; p})
= {<[ai]N,Ti> i Sl(»n_l) liel, o, E p}
([p70% 0 @)(en) = 7T ({(lodn 7o) = 81" i e 1Y)
= {<[ai]N,Ti> i Sgn_l) |iel, o' ~0, o p}
Hence completeness holds if either o |= p or for all ¢’ € [o]

~ o' B p. In other words, the problem arises

if o £ p and there exists ¢’ ~ ¢ such that ¢’ |= p. To avoid this, our partition ~ must be a refinement
of the partition {p, —p}.

[loop?]%, computation Consider a = <[0]N,T> L g0y (not collecting semantics). Then we have:

[p?1% (@) = (afloop?]y)(a) = (afloop?]y) (<[a]N,T> . g(n—n)
= (afloop?]) ({(0’,T'> 28 o €lol., T C7NT), ®(T) =T, S' € %_1(5”("_1))})
—a({to".T) =8 |0 €loo, T CHMD), 7(T) =T, o' €T, §' € %_1(9“—1))})
- if Vo' € o], o’ ¢ 72 (T)
([0 T) 2 877" it 30 € o], o' €THD)

In order to have local completeness, we must check under which conditions a, o [loop?],,

= [loop?]% o vy
Consider ¢,, = {(a“ i) 5(77 2 |ielC N} then:

(o [loop?])(¢n) = ({< T) =SV iel, o€ T})

_ {<[gi]MTi> : SE’H) |iel, o, € Ti}

Hence completeness holds if either o € T, so there is a loop, or, if there is no loop, i.e. for all ¢’ € [o]

we have o’ ¢ {p' € ¥ | Ip € T, p' ~ p}. This means that if o ¢ T and o’ € T, it must hold that o £ o’.

[next], computation Consider a = <[0]~, T> 25 (not collecting semantics). Then we have:

[nextl (@) = (alnext])(a) = (alnextl) (({lol~.T) = 3" 7") =
= (a[next]) <{<0/,T/> 28 o €lol., T C7NT), ®(T) =T, S' € %_I(S(n—l))})

:a({<o 2) i 8| o € o], o' 0", S €ma (8}
{ . "1)|E| e o], o’lwo'”}
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In order to have local completeness, we must check under which conditions v, o [post],, = [post]*" oo,

Consider ¢,, = {<0’Z, T;) = S(n 2 |ielC N} then:

(o [next]))(cn) = « ({(0£,®> i SZ-(n_l) | o;—0}, i € I})
={(lol)~2) 5 5"
([next]]ﬁA oa)(en) = [[next]}jf4 ({<[02]~, [ > S' b | i€ I})

= {<[U{]~,®> i S’Z(-nil) |iel, 30" € [oi]~, UH—DO';}

| o0y — 0ol iGI}

where o/ is any representative of its class. Hence completeness holds if elements equivalent to o have

post-images that are equivalent to post-images of o.

~(n—1

[[post]]nA computation Consider a = <[U]N, T> L gy (not collecting). Then we have:

[postl’, (a) = (aflpost]n)(a) = (alpostly) (({[o]~.T) = 8" ) =
= (alpost]) ({(0".T") 8" | € [o]o, T/ CHNT), 7(T) =T, 8" €701 (377 })
—a ({(0” T'U{o')) = 8" | o € o], o' =o", T CT-NT), M(T) =T, §' € %_1(3("’”)})
{< M T U o] }> 25"V 30 € 0], U’—Da”}

In order to have local completeness, we must check under which conditions v, o [post],, = [post]*" oo,

Consider ¢,, = {(ai,TZ) : Sl-(nfl) |ielC N}, then:

(o [post])(en) = ({< T,U{o:}) = 8™V | oyl iel})
(o Ti o} = 57 010l i e 1)
post]]ﬁA ( <[ai]N,Ti> i S(lnil) |ie I})

([post]’y o a)(cn) =
~(n—1)

= {{loe. T U {loi)-}) = 5,

|iel, 30" € |oi]~, J”—Dag}

where o} is any representative of its class. Hence, as in the [[next]]fi4 case, completeness holds if

elements equivalent to o have post-images that are equivalent to post-images of o.

[[push]]g4 computation Consider a = <[0}~, T> 25y (not collecting). Then we have:

Tpushl’y(a) = (apushly)(a) = (afpostly) (([o]-. ) = 5"V =
= (afpush]) ({(U/,T'> =S o' € o], T CHN(D), 7(T)) =T, S € %L_l(g(n_l))}>
= ({(0’,®> 20!\ T = S | o' € o], T CFMNT), R(T) =T, §' € %_1(9(”_1))”

o(n—1)

= ([0~ @) = ([o]~, T) 2 §
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Now we show that push is globally complete: consider ¢, = {(m,ﬂ-) :: Si(n_l) |ielC N}, then:

(o [push])(c,) = a ({((n,@) 2oy, Ty SZ-(n_l) | i€ I})
= {([ai]~,®> : <[0i]~7 Z> i SETH) |ie I}

[[pop]ﬁ4 computation Consider a = <[U]N,T> A (not collecting). Then we have:

[popl, (@) = (a[pop]y)(a) = (a[pop]y) <<[U}~7T> y S(n—l)) _
= (alpop]) ({(o. 7"} 8" | 0" € o], T/ CAIND), 7(T) =T, 8 €7 a(5")})
=a ({S’ | S e ’Yn—1(§(n_1))})

_ S("—l)

Now we show that pop is globally complete: consider ¢, = {(oi, T;) gn=b |ielC N}, then:

K2

(o [pop])(cn) = @ ({55"‘” | ie I})

(50 e}
(IpopTty 0 a)(ea) = [poplfy ({ (Il Ti) = 5" i e 1))
={8" Vier}

We now recover two examples mentioned in the previous chapters to show one case in which the
abstract domain we choose is not locally complete for the property we wish to verify, and one case in

which it is.

Example 4.22. Consider again the transition system introduced in example 3.10:

and consider the following partition that identifies a and b:

a,b— {a,b} = [a]~ c—{c} =[]~
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The corresponding abstract transition system is as follows:

We notice that this introduces a spurious loop of {a, b} on itself: this introduces a spurious error alarm
in the computation of the already verified true property ¢’ = AF c. In particular we may look at the
proof obligation that fails in the derivation tree of the computation. For simplicity, we omit the push
and pop commands from the definition of |AF c|, since they are not relevant in this discussion. Thus we

have the derivation depicted in Figure 4.3, where p = {(a, @), (b, @)}, w = {(a, {b})}.

T, (1o0p?)

(rec) Fa [pUw] loop? [@]

(trsf)

2 [6] (post: {a,b}7)" [p U w]
2 [{(2.2) (b.2)}] ((post: {a, b}7)": loop?) (2]

(seq)

Figure 4.3: Proof tree for the property ¢’ = AF c for the partition that identifies a, b (Ex. 4.22).

In particular we see that what fails is

C?(a,@),(b,@),(a,{b})}(loop?)
Fa[{(a,2),(b,o), (a,{b})}] loop? [&]

where the proof obligation (Cﬁa’g)’(b’m&a’{b}”(Ioop?) required is

(transfer)

vafloop?[({(a, @), (b, @), (a,{b})}) = va[loop?]ya({(a, @) , (b, @) , (a,{b})})
which fails because [loop?]({(a, @), (b, @), (a,{b})}) = @, but
[loop?[ya({(a, @), (b, @), (a, {b})}) = [loop?]y {{[a]~, @) , ([a]~, {[al~ })}

= [UOOP?]] {<a’ ®> ) <b7 ®> ) <a’ {a}> ) <37 {b}> ) <b’ {a}> )
(b,{b}).(a;{a,b}),(b,{a,b})} # &

Example 4.23. Consider again the composite transition system introduced in Example 1.21:

QO N0
e

rd gd —— yd

O
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|
[rd].. —— [ﬁrd]wg

Figure 4.4: Abstract transition system for the traffic light partitioning {rd, -rd} (Ex. 4.23).

and consider the partition that distinguishes the "bad" state rd from the others, namely ¥, = {[rd], [-rd]. }
as X =X, a:rd— [rd]~ a: o [-rd]o Vo # rd

Then the abstract transition system is the one depicted in Figure 4.4. We can see that the abstract
domain can successfully prove that the property ¢’ = AG (—rd) holds: we show the proof obligation for
the property. For simplicity, we omit the push and pop commands from the definition of |AG (—rd)| since

they are not relevant in the discussion. Thus we have the derivation depicted in Figure 4.5.

Clifra].. 2y (next) (o) C2 v oy (rd?)
A (). 2))] next [((—rd-.2)]] | 2
Fa l((Erdl, )] et [l oyy 0 " - @) 7 (2]
F (vl 2)]] (nextivd?) 2]

(trsf)

(seq)

Figure 4.5: Proof tree for the property ¢’ = AG (—rd) for the traffic light partitioning {rd, —rd}.

. . A A ? .
We see that the two proof obligations C{\_ 4 5y (next) and C{_ 5y, (rd?) are satisfied because
the domain satisfies the conditions studied above: the abstract domain is precisely the partition that
distinguishes rd from the rest of states, so both the conditions studied before for the completeness of

next, rd? hold.

4.2.3 Using the local-completeness preserving abstraction

We may exploit the abstraction seen in the previous section to simplify the use of the partition-based
abstractions. In order to exploit Proposition 4.13 we only need to prove that the commutation property
Ag 0 Ay o Ay = Ay 0 Ay holds if we let Ay the abstraction that merges pasts (defined in the previous

section) and A; any partition-based abstraction.

Proposition 4.24. Let A; be the abstraction of Proposition 4.21 and let As be the abstraction of
Proposition 4.10. Then we have Ay o Aj 0 Ay = As 0 Ay,
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Proof. We prove the commutation relation in the case n = 1. Let us first explicitly describe the two

abstractions: let ¢ = {{(0;,T;) | i € I}, then

Az(c) =70 a*(c) =+ <0 U Tj> liel
JEL
T;=04

= <0i7 7,>|Z€IvTv/g UTj

JjEI
T;=0;

Ai(e) =7 oot (c) =" ({{[oi]~ {lo]~ | o' € T}y | i € T})

= {<U£,Ti> liel, o) ~oy, T; Cnt({[o']~ | 0" € Tl})}
Then we may compute (A o A1)(c) and (As 0 Ay o As)(c):

(As 0 A1) () = As ({<UT> liel, ol ~oy, Ti Cat({[o] |0 € Ti})})

(ol T}y liel, oj~vo, T/C | |J Ty |, Ty ot ({lo']le | o' € T3}

Jjel
0j=0;

JEI
T;=04

LT [i€], oj~o, TIC Y0 o' ~aoe | T,

Jjel
g;=0;

A
= {<02,T;> liel, oj~o, T, C | 7' ({0~ |0’ €T}

(A2 OAl OAQ)(C) - (AQ OA]) <Ui7Tz'/> | i € I’ Ti/ g U TJ

jel
oj=0;

= A, <0',IL-7T7;> |iel, o, ~ oy, T,Cn ! [0~ | o' € U T;

o1y iel, oj~vo, TV C | | Ty |, Tica |~ 1o U T

JjEI JEL
0;=0; =04

= o}, TI"Y |i€l, o, ~0;, T/ C U ! [0']~ |0’ € U T;

jer jer
gj=0; oj=0;

(@ T Jiel ol~on T/ C Qo' o' ~ooe |J T

?

Jel
T;=04

So (Ag 0 A1)(c) = (Az 0 Aj 0 As)(c), as we wanted. O

We present here a small example to show how the use of the past-merging abstraction helps in the

computation.
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Example 4.25. Consider again the transition system of Example 4.12:

Q< T <

l

i

S

\
0

AN

and consider the following partition ~:
a,b+— [a]. =init c— [c]~ d—[d]~ e [e]o f,g — [f]~ = good

which yields the following abstract transition system:

|

init

N/ \[d]N
~N S

[e]~
|

good

O

Assume we are interested in checking whether the property ¢ = AF good holds in the initial states of
the system: to do so we need to compute [|AF good|]%d*, where d* = a({(a, @), (b, @)}) = {(init, @)}.

Using Definition 3.8 we can obtain that the mocha program associated with ¢ is
|#] = | AF good| = —good?; push; (post; 7good?)*; loop?; pop

The interesting part in this discussion is the computation of the abstract semantics [(post; ﬂgood?)*]}ﬁ4

on [[push]]ﬁA(dﬁ) = {(init, @) :: (init, @)} = {(init, @) :: So}. We have that

[(post; ~good?)*TF, ({ init, @) :: So}) = \/ {([[(post;ﬁgood?)*}]%)n {(init, @) = so}}

neN

Hence (we omit the indication of the ~ in the class):

o ([(post; ﬂgood?)*]]&)o {(init, @) :: Sp} = {(init, @) :: Sp}

1
[ ]

{(init, @) = So} = {([], {init}) = So, ([d], {init}) =: So}

[(post; ~good?)* T,

3

{{[¢], {init, [c], [d]}) :: So} = {(good, {init c}dl; Te]}) :: So} = @

(
( )

o (I(post; ~good?)"T’, )2{ J, {init}) == So. ([d], {init}) == So} = {([e], {init, [c], [d]}) =: So}
( )

[(post; ~good?) ",
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4.3 Non partition-based abstraction

We present here a different way to lift Galois connection (ayx, X, Ax,7vs) on states to stacks: we
consider an abstraction on states that is not necessarily a partition (e.g. Intervals for the Integers
domain), and we abstract it in a coarse way, in which we lose the correspondence between the states,
their pasts and the stacks. For each level of the stack (inductively) we group together all the current
states and all the traces, and we apply the abstraction to these two sets: thus an abstract element will

be a single stack.

4.3.1 Galois Connection

As mentioned above, the abstraction will be built in two steps, and by induction on the length n of
stacks of the concrete element ¢,,. In the following we indicate with of, pf € Ay, elements of the abstract
domain of states Ay, and we indicate by 1y the bottom element of Ax. A path in the abstract domain

is a pair <oﬁ,p”>, and a stack S#"t1 has the form
Gh(n+1) <Uﬁ7pﬁ> .. gin

In the analysis we will see this abstraction is indeed very coarse grained, we think however it will be
worth to carry out some experiments to see how it performs in practice, and how refinement can help us

improve it.
Definition 4.26 (Abstract domain, abstract element). The abstract domain is
A=A A" = (As \ {Lsg} x As) U {1}
n
An abstract element is an abstract stack of some length n:
Qp = <aﬁ,pﬁ> G

We now define the abstraction a and the concretization v by induction on the length n of the stack.
The abstraction is build by means of two auxiliary functions. The first function u,, is meant to flatten
the stack, by grouping all the states and all the traces pairwise, then the abstraction is performed on the

collected stack, and acts component-wise as the function ayx of the Galois connection on states.

Definition 4.27 (Auxiliary functions w,,a,). The map u,, is inductively defined as follows:

uy - CH — (2% x 2%) Uy C" = (28 x 2%) x (2% x 2%)(n D)

ur ({{o;, Tj) [ j € J}) = <U {05}, U Tj>

JjeJ jeJ
Unp, ({<01,Ti> i SZ.(”—l) |ie I}) = <U {0}, UT1> Uy <U {Si(n—l)}>
i€l iel icl

The map @, is inductively defined as follows:

ay: 28 x 28 5 Al @, s (28 x 2%) x (2% x 25)(r7 1) 5 A7
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JjeJ Jje€J jeJ jeJ

(fyer e )
el ) )

Definition 4.28 (Abstraction map). The abstraction map «,, : C* — A" is defined as a,, = @y, © uy,.

& <U{oj}7uz;>):<az Uto} ] oe (U >
U S

Definition 4.29 (Concretization map). The concretization map =, : A™ — C" is inductively defined

as

Proposition 4.30. The above construction (a, C, A, ) is a Galois Connection.

Proof. We give the proof by induction on the length n of the stacks, by showing that each ~,, o o, is a
closure. First let ¢ = {(0y,T;) :: S; | i € I}, then we explicitly compute

(o (Yoo (U)o [y 1)

(Yn 0 an)(c) = {<O’7T> 2S|o€eyn <Oéz] (U {m})) ;

icl

e o (Un)) 52 (s (U1

which will be useful in the following.

ap(c)

(n =1) (Monotone) Let c1,cy € C! be such that ¢; <c co, where
ca={(0:,T;) |i€l} co={{0;,1j) | j€J}

and ¢; <c ¢y means that for all (o, T) € ¢; we have (0,T) € co. Now by definition

(moar)(er) = {<01T> | o €9x (az <U {Ui}>> , T Cros <O¢z (U Tz))}

(moa)(e) =1 (0. T) loers |as | Jlo} ] | TS |as | UT
JeJ JeJ

Then, since by hypothesis ¢; <¢ ¢, we have

Utoi} € U {3} UrncUm

iel jed iel jeJ
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and since by hypothesis 75 o ay is a closure we have

ol =Eel> (ag (U {ai}>> Cre | oax U {o;}

iel jeJ

TCrs (az (Un)) Coslax [ UT

il jeJ

hence if (0, T) € (71 0 a1)(c1) then (o, T) € (71 0 ay)(c2).

(Idempotent) Let ¢ = ¢; of the previous computation, then we can explicitly compute (a3 0y10a1)(c)

(a1 01 0 a1)(e) = <Oéz (72 <az (U{a}>>> o (vx <az (UT))>>
_ <a2 (U {ai}> . (U T>> — (0

since by hypothesis vs0ay is a closure. Then since (a; 0y10a1)(c) = ai(c), it follows that (y30a1)2(c) =

as:

(moaroyioar)(c) = (y10ar)(c).

(Extensive) Let (0,T) € ¢, then (0,T) € (y1 0 a1)(c) since o € vs (as (U;e; {0i})) and T

N

25> (ag (Uz‘el TZ)) since by hypothesis vy o ax is a closure.

(n —1=n) (Monotone) Let ¢1,co € C" be such that ¢; <c¢ ¢z, where
¢ = {(JZ—,TQ i Si("_l) | i€ I} co = {(Uj,Tj> H S§7L_1) | j € J}

and ¢; <c ¢ means that for all (o,T) :: S € ¢; we have (0,T) :: S € co. Now by definition

(Ynoan)(er) = {(U,T) wS|oens (042 (U {Ui}>> )

el

TC s (az (LGJIT» , S € <an_1 <i€UI{Si}>> }

(Ynoan)(e2) =< (0,T) =S |oevs | ax U {o;} ,
jeJ

TCrxy | ax U T; y S €Y1 | U {S;}
jeJ jed

Then, since by hypothesis ¢; <c¢ ¢z, we have

U{eir < U o5} UrncUm U{siy U {53

iel jeJ iel jeJ iel jeJ
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and since by hypothesis 75 0 ay is a closure, and by inductive hypothesis v, 1 o a,,—1 is also a closure

we have

o€ s (az <U &n})) Cos |as [ U {0y}

iel jeJ

TCos (ag (UT>> Cysles | UT

= jeJ
S € Y1 <an—1 (U {&})) C -1 | -t U {S;}
i€l jeg

hence if (0,T) : S € (9, 0 ap)(c1) then (o, T) :: S € (5 © ap)(c2).

(Idempotent) Let ¢ = ¢; of the previous computation, then we can explicitly compute (o, o 7y, ©

(0 0 0 10) () = <a2 (”Z (‘*E (U{"}>>> - (”E <a2 (UT>>>>
)

since by hypothesis s o ax is a closure and by inductive hypothesis v, _1 o a,,_1 is also a closure. Then

ay)(c) as:

since (au, 0¥y, 0 @) (€) = ap(c), it follows that (v, 0 a,)?(c) = (Y © A © Y 0 ) (€) = (Y © ) (c).

(Extensive) Let (0,T) :: S € ¢, then (0,T) == S € (75 0 a,)(c) since o € vx (as (U;e; {0i})) and
T C s (ag (Uiel ﬂ)) since by hypothesis 5 o ay is a closure, and S € 7,1 (an_l (UieI {Sz})) since

by inductive hypothesis v,_1 o a;,_1 is also a closure. O

4.3.2 Abstract Semantics

We now compute the Best Correct Approximations for basic expressions and study under which
conditions on concrete elements we have local completeness. We will see that for the push and pop

operators we actually have global completeness.
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[[p?]]%" computation Consider a,, = (o, T*) :: S"~1) Then we have:

[p?1% (@) = (an[p?]nyn) (@) = (@nun[p?]nyn) <<Uﬁ’Tﬁ> . Sn(nfl)) _
= (@pun[p?]n) {(0, T) S |oeysloh), T Crys(ph), S€ 7n_l(gﬁ(r»ﬂ))})
=@ ({(0.T) = |0 €15(0),0 b, T Can(e), S € (5500 1)
= Tty ({(a, T):S|oeqys(e®)np, T Crys(ph), Se A,nfl(sﬁ(n—l))})
= 0 ((’72(0”) NP, s(pf)) 5 tun (%H (5ﬁ(n—1))))

as (v2(0%) Np), azys(ph)) & Tno1tn-1 (%H (5u<n—1>))

(65> (72(0’11) N p) ,azyz(pﬁ» L O—1Yn—1 (Sﬁ(n—l))

In order to have local completeness, we must check under which conditions «,, o [p?], = [[p?]]ff o .

Consider ¢,, = {(az, T;) S(" 2 | i€ I} then

(o o [p?]n) cn = o ({(03, Ti) =: Si | 03 = p, i € 1})
{017 1 S|Uz':p7Z€I})

Un, (
: &ﬁ%zgﬁWA£JW%
(oo ((Yeea)or)oos U o) emroms( U )

i€l i€l,o;f=p i€l,oif=p

([p?15" © an)en = [p71% <<az (LGJI {o:} ) ,as, <L€JIT>> W1 © Une1 (iGUI{Si”I}»
:@@@@@%WW%W»“%M&WMD
(o[ (Ypea)) o) () oo (U )

Hence the issues to address to achieve local completeness are:

Qy,

L ax (32 (ax (User {033)) np) = ax (Uses {o3}) Np)
2. ax (Uie[,oi\:p Tl) - as (Uz‘el ﬂ)

b 00 (e {5) = (U (5)

where 1. holds if p is expressible in the domain Ay, since aya = «, but in general 2. and 3. are not
true: the problem is that the abstraction with the union eliminates every relation between the current

state and its trace.
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7 (")

Figure 4.6: Visual representation for the [[Ioop?]]%.

[[Ioop?]]tjf computation Consider a, = <Uﬁ,Tﬁ> 2 §8"=1) Then we have:

lloop?]%" (a) = (e [loop?]nyn) (@) = (@ntin [p?,]7n) (<Uu7Tu> , Su(n_l)) _
= @aunlloop?],) ({{0:T) = |0 € 1(0%), T Cys(s), § € 7noa(54)})
= Tplin ({<U, T):S|oeys(ol), o €T, T Cys(ph), S e %71(51“"‘1))})
= a, ((1=(0%) Ns(p"), 75(0%))) = an17n1 (Su(n—l))

= (s (3(0%) N5(p") s s (p) 5 an-17a-1 ($507)

Figure 4.6 illustrates the intuition behind the fact that the resulting abstract state is ax; (y5 (%) N ys(p)).
In order to have local completeness, we must check under which conditions a, o [loop?],, = [[Ioop?]]fif o

ay,. Consider ¢, = {(ai,Tl) 5 SZ-(”fl) | i€ I}, then

(o, o [loop?]n) en = an ({{04,T;) :: S; | 0y €Ty, i € 1})

=Qn o uy ({{0s,T;) :: S; | 05 € T}, ZGI}

=a, < U {oi}, U T; unl( nl)}

i€l,0,€T; i€l,0,€T;

<Oéz U {oi} | ,ax > Otp—1 {Si(nfl)}
i€l U-LET i€l,0,€T;

i€l,0,€T;

([[Ioop?]}?f o)y = [[Ioop?]]?f << (U {JZ}> ( >> Qp_1 0 Up_1 (U {Sznl}>>
i€l iel iel
= <O@ (Vzaz (U {Uz'}> Nysas ( )) anynas < Tz>>
iel el el

Ly —1Yn—-10n—1 (U {Si(nl)}>

icl

o (o (U)o () o () s (U )
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hence the issues to address to achieve local completeness are
?
L ax (VEO‘E (UieI {Ui}) Nysas (Uiel E)) =ax (Uiel,men {Ui}>
?
2. ax (Uiel E) =ayg (Uz‘el,aieTi Ti)

b ot U {57) 2o (e {5)

where in general 2. and 3. are not true. The condition 1. makes explicit the fact that already by
performing the union we could add a loop that is not there in the concrete, and this gets worsened by

using the abstraction on top of that.

[[next}]%f computation Consider a,, = (o, T*) :: S*"~1). Then we have:

[[neXt]]’Xl(a) = (an[[neXtﬂn’Yn)(a) = (anun[[ne)(t]]n’}/n) <<Uﬁ’Tﬁ> B Sﬁ(n_l)) =
= (@nun[next],) ({(a, T):8|oevs(of), T Crys(p), Se %_I(Su(nfl))})

e )

= < U {U’},®> ::an,lfyn,l(Sﬁ(”_l)>

ceys(ah)
o—o’

= <a2 U {o'} 7L> Oy —1Yn—1 <Sﬁ("—1))

cevy(ah)
o—o’

In order to have local completeness, we must check under which conditions «,, o [next],, = [[next]]‘ff 0 Qi

Consider ¢,, = {<O’i,Ti> i Si(n_l) | i€ I}, then

(ay o [next]n) cn = an ({{0},2) :: S; | 05— 0}, i € I})

=a,ou, ({{c},2)::8;|o;—0ol, i €1})

a < U {oz},@> - (U{Sf"‘”}>

i€l el
= <a2 U {o}} ,J_> Q1 (U {Si(n—l)}>
iel el

b)) - ()

= <0[E U {OJ} aJ—> H0p—1 (U {Sznl}>
“E’YX}(’Z(Uie/I{"i}) iel

o —>0
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Hence the issue to address to achieve local completeness is just

as | U {0} | Zes U  {)

icl . .
i — 0} aewzaj}glﬁ/{al})

which in this case relies heavily on the effect of the abstraction ay; other than that of the unification:
in the left-hand side we only abstract on the proper successors of the states of the concrete, while on the
right-hand side we abstract on the successors of all the elements that belong to the closure of the union

of the concrete states.
[[post]]nA" computation Consider a, = <Uﬁ,T”> :: S#"=1) Then we have:
[[post]]txl(a) = (an[post]nyn)(a) = (@ un[post]nyn) (<0u,Tu> : Su("*1)> —

= (W un[post]y) <{<U» T): S |o€ys(o?), T Cys(ph), Se %,1(5’1(”’1))})

= QU ({(0'7TU {o}) =S| o ers(c?), oo, T Crys(p*), S e %%1(511("_1))})

1 < U {0/}’72(pu>u72(0ﬁ)> ::an_l%_l(snm—l))
g€ys(

ot),o— 0o’

|
9l

<aE U {o'} | oz (v2(0F) UVZ(Pu))> 11 (Su("_l))
geys(

ot),o— 0o’

In order to have local completeness, we must check under which conditions a, o [post],, = [post] %4" o Q.
Consider ¢,, = {(ai,Ti> 5 Si("_l) |ie I}, then
(ap o [post]y) en = ay ({{o}, T; U{0o:}) =2 Si | 0i—0l, i € 1})

=y ou, ({{o}, T; U{o:}):: S; | oi— 0}, i € I})

< U {a;},Uﬂu{ai}>::un_1(U{Sﬁ‘”})

ieI,a',;—bo',/i el iel

<az U {3 ,az(UTiu{m}»“am (U{Sf"”}>

iEI,a’in; el el

(Ipostl o an)en = [post]’ <<a (U {az-}> ax (,U T)> o (,U {s;ﬂ}))

- <O‘E U {o'} ], ox (’YZO@ (U {CH}) Ursas (U TZ>>> 1 <U {S;L_1}>
aE’YZGLz;(UiG/I{Ui}) icl iel icl

g —>0

I
Ql

Hence the issues to address to achieve local completeness are

1. as (U ier ,{U§}> =ax (Uaemaz(uie,{oi}) {U/}>

01> 05 o—0o

2. ax (Ui, Ti U{oi}) = ax (1mas (Uies {oi}) Ursas (Ui, 7))

We can see that the condition 1. on the state is the same as that of [[next]}?47 and that condition 2.,

that refers to traces, depends more on the closure of the abstraction on states than on the unification.
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[[push]]g4 computation Consider a,, = (o#, T%) :: S~V Then we have:

[pushl’, (a) = (e [pushlnyn)(an) = (@nun[push]y) (0%, T%) 5§50 ) =
= @nsrtnsafpush]) ({(0,7) 5§ | o € 35(0%), T S 95(6), S € 30r($°°7D)})
= Gptiner ({(0.2) 2 (0.1) .8 | 0 € 95(0%), T S yw(p), S € 3amr($57D) })
=@ ((y2(0), @) = (yn(0"),72(0")) 1 an_17n-1(S*"Y)

<az’Vz ), Ly) <04272(0u)a04272(,0u)> 11 (S D)

Then global completeness always holds, since ay,41 o [push], = [[push]]ﬁ‘" o ay, always holds. Consider

cn={<0“ W) S(n 1)|ZEI} then

(an1 0 [push]n)en = Onqrtings ({{04,2) 2 (03, Ti)} = Si | i € 1)

o) g ) (1)
N A o
) ) - )

L Qp_1Yn-10n—1 <U {Si(nl)}>

iel

e Yrea) e (oY) o () e (Y )

[[popﬂﬁA computation Consider a, = <0’ﬁ,Tﬁ> ;2 S8=1) Then we have:

[popls (an) = (@n-1[poP]) (@) = (@a-rtia—s[poply) (0%, 7%) = S17 1)) =
= @nrtn-apopl) ({(0.7) 5 S | o € 35(0%). T Cys(p?). S € 7r (597 })
= Qp—1Un—1 ({5 | S e ’Yn—l(sﬁ(n_l))D = QW 1tn—1Yn—1(S5")

= anflynfl(sﬁ)
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Figure 4.7: A simple example using the non-partition based abstraction (Ex. 4.31).

Then global completeness always holds, since a,—1 o [pop], = [[pop]]uA" o oy, always holds. Consider

Cn = {<0i>Ti> 25 e I}, then

(atn—1 0 [pop]n)cn = -1 (U {Si(nl)}>

icl

(Ipopl' o an)en = [popl (< (U W) (U T>> (U {Sz'("‘l)}))
= Qp_1Yn—10n-1 <U {Si(n—l)}>

el

— o (U {S§”‘”}>

iel

We introduce now a simple example in which ay = id to show that this kind of abstraction heavily

loses information, even when the underlying abstraction on states is the identity.

Example 4.31. Consider the transition system of Figure 4.7 with ax, = id. We can see that the abstract
domain can successfully prove that the property ¢ = AF a holds: we show the relevant parts of the proof
derivation for the property in Figure 4.8 (where we have set S = (b, @)). Using Definition 3.8 we can

obtain that the mocha program associated with ¢ is

|@] = |AF a| = [a]; push; (post; [a])*; loop?; pop

= —a?; push; (post; —a?)*; loop?; pop

We can see that the four proof obligations Cﬁa’@)’(b,g)}(—'a?), C4 (loop?), (Cf&b,mus}(post) and
(Cf&a {(b}):8} (a?) are satisfied because the domain satisfies the conditions studied for the local complete-
ness (in all of these cases, the tail of the stack poses no issue): the conditions for a? are easily checked
since a is indeed expressible in Ay, = 3 and the condition on loop? is vacuously true on the empty set.

The condition on post is to be read as

Clioyusy(Post) & (Aofpost] o A)({(b,&) =: S}) = (Ao [post])({(b,2) :: §})

which holds, since we have A({(b, @) :: S}) = {(b, @) :: S}, i.e. this set is representable in the abstract

domain.

We notice that, however, this simple abstraction is not globally complete. Let ¢ = {(a, @), (b, @)}
be the set of initial states and consider for example ¢’ = [post](c) = {(a, {b}),(b,{a})}. Then we have
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C?(a,@),(b,z)}(_‘a?) (seq)

Fa [{(2,9), (b, @)}] —a? [{(b, 2)}]

(trsf)  Fa [{(b, 2)}] (push;(po.st;ﬁa‘-’)*;loor)?;pop) (2]

Fa [{(a,2),(b,)}] (—a?; push; (post; ~a?)*;loop?; pop) [2]

C4 (loop?)
: ) Fa 2] loop? (2] Y
Fa [{(b,2) :: S}] (post;a?)* [2] ) (o)
Fa [{(b,@) :: S}] (post;a?)*; loop? [2] wa
Cia o5 (27)
C?(b,@)::S}(pOSt) {te,{bh::5) (trsf)

Fa (5,2 = 5)] post [((a By = 5y ) Tallebh =S} a7 (]
ma [((6,2) 5 5] (postial) [8] @ C A(((6,2) = 5)
m 1 [((b.2) = S)] (postia?)" (2]

Figure 4.8: Parts of the proof tree for the property ¢ = AF a for the simple non-partition based example
(Ex. 4.31).

a(cd) = ({a,b},{a,b}) and we can see that the loop? command is not complete on ¢':

([toop?]%y 0 @)(¢') = [loop?]% (({a, b}, {a,b})) = ({a,b},{a,b})
(@0 Jloop?])(¢) = a(@) = L

We reprise an example discussed before to compare the result of this abstraction with the one intro-

duced in Section 4.2, on which we will later show a small example of repair (Ex. 4.38).

Example 4.32. Consider again the transition system discussed in Examples 3.10 and 4.22:

|

a+——b

|

§

and consider the following abstraction asy;, that let us distinguish b, ¢ but identifies a with b:
ax({b}) =b ax({a,b}) = ab an({c}) =c

with ax (@) = L, ax({a,c}) = {b,c} = {a,b,c} = T. Hence the Hasse diagram of the abstract domain
lattice is represented in Figure 4.9 This abstraction introduces the same spurious loop of {a, b} on itself,
which introduces a spurious error alarm in the computation of ¢’ = AF c. The proof obligation that fails
in the derivation tree is the same as Example 4.22:

Cila0y (6.2, (a. (b)) (100P7)
Fa [{(a,2),(b,2),(a,{b})}] loop? [2]

(transfer)
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Figure 4.9: Hasse diagram for the non-partitioning abstraction as (Ex. 4.32).

and we can compute

lloop?] ({(2. 2) , (b, ) , (a, {b})}) = @
lloop?lva({(a,2) . (b, @), (a, {b})}) = [loop?]({ab, b))
— Tloop?] {(a, @) , (b, @) , (a, {b}) , (b, {b})} # @

4.4 An outlook on Abstract Interpetation Repair

One of the problems addressed in [29] is, roughly speaking, that of deriving the most abstract domain
which allows one to decide program correctness without raising false alarms. A key notion is that of a
complete abstract domain, which, however, is intrinsically a global notion: i.e. it aims at ensuring the
absence of false alarms for all possible inputs. A complete abstract domain for a given transfer function
f can be obtained by constructing the complete shell with respect to f, which makes the abstract
domain complete for f on all possible inputs. This typically results in a domain which is very close to
the concrete domain. The idea introduced with Abstract Interpretation Repair is to focus on a single

execution produced by the transfer function on some input of interest.

Repair. Whenever the current abstract domain is not precise enough to prevent false-alarms, AIR can
be used to optimally refine the domain locally to the inputs of interest to remove these false-alarms.
The general scenario involves a composite transfer function f = f, o---o f; which models the sequential
composition of f1,..., f, : C — C, a concrete input ¢ and a correctness specification a for which the aim
is to decide if f(c¢) < a or not. In Abstract Interpretation we select an abstract domain A such that a is
expressible in A and then we perform the check of the validity in the abstract domain, namely we check
that fga(c) <4 a holds, where fﬁl = fAo--.0f{! and each f{ is the best correct approzimation of f; in
Aie. fA=aofion.

If the specification is verified in the abstract domain we can conclude by soundness that it is also
verified in the concrete domain; on the other hand if it is not verified, if f* o a(c) = a o f(c), then from

fﬁla(c) £ 4 a we can conclude that the specification is not verified in the concrete domain.

7



4.4. An outlook on Abstract Interpetation Repair Chapter 4. Injecting Abstraction

Definition 4.33 (Domain Refinements). [29, Sec. 3| Given A € Abs(C) and N C C, we define the

least refinement of A including the new elements in N as
ABN = M(ya(A)UN)
where M denotes the Moore closure (Def. 2.5)

Remark 4.34 (Pointed refinement). A special case happens when refinement happens adding only one
new element, i.e. N = {z}, and in this case we write A, = AH {z} and we have A,(c) = z A A(c) if

¢ <z, A,(c) = c otherwise. The A, is the pointed refinement of A.

That of pointed refinement is a core notion, since we want to repair to achieve completeness by adding
the minimum number of new abstract points. The minimal refinement would be the exact shell, that
may not exists ([29, Ex. 4.6]), so we turn our focus on pointed refinements. In particular [29, Lemma
4.7] illustrates which pointed refinements may achieve local completeness. Then the authors introduce

the novel definition of pointed shell refinement on abstract domains.

Definition 4.35 (Pointed Shells). [29, Def. 4.8] Let f : C — C be monotone, A € Abs(C) and ¢ € C.
The pointed locally complete shell (pointed shell for short) of A in ¢ exists when

max ({z € C |z < A(c), C=(f)}) = {u}
and, in such a case, the pointed shell is A,, € Abs(C).
Then [29, Th. 4.9] shows how to construct the pointed shell, when it exists.

Definition 4.36 (Local completeness set). [29, Def. 4.3] Let f : C — C, A € Abs(C) and ¢ € C. The

local completeness set ]Lé ¢ € C'is defined as
Liy ={z€Cla < A(), f(x) < Af(0)}

Theorem 4.37. [29, Th. 4.9] Let f : C — C, A € Abs(C), ¢ € C and let u = \/ L. If f is monotone
then CA«(f) if and only if A, is the pointed shell of A for f on ¢, and if f is additive then C2«(f) if
and only if (f(c) <u= f(u) <u).

The theorem implies that for an additive function f (such as, for example, the collecting semantics),
and a new concrete element u = \/]Lé s the pointed shell of A exists when either f(c) £ u or f(u) < u,

and in that case A, is precisely the pointed shell.

Forward Repair. The forward repair strategy works by processing the local completeness proof obli-
gations regarding each f; that combined ensure the completeness of the composite transfer function f.
Let ¢, = (fr—10...f1)(c) and ¢; = ¢, then the equality fﬁA(c) = A(f(c)) comes as consequence of the

n local completeness proof obligations
Vk e [l,n] (Ao fi)(ck) = (Ao fro A)(ck)

These proof obligations are processed in increasing order, and as soon as the smallest index k such that

the proof obligation is violated is found, the domain A gets repaired with the pointed shell A, and the
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A
cr,fr?

analysis starts again on the new domain. The element added is u = VL exploiting Theorem 4.37,
when it exists, else ¢ is added.

Forward repair stops when the obtained domain is precise enough to prove the correctness of the
specification or such that all the local completeness requirements are met. The worst case happens when

the specification is not correct, because all local completeness equations must be processed and all ¢

must be computed.

A comment on backward repair. Forward repair is not the only possible approach: in the article the
authors introduce also a backward repair strategy, which focuses on weakest liberal preconditions (instead
of strongest postconditions ¢, as the forward procedure does). The two strategies compute the pointed
shells for different concrete elements, resulting in general in different refined domains. While the forward
repair strategy is easier to formulate, since it is evident its link with the underlying Local Completeness
Logic, the backward repair has some prominent strengths: it mainly operates on the abstract domain
and not on concrete elements, and successive repairs can be don along the existing abstract computation

(so there is no need to redo the abstract interpretation, as in the case of the forward repair).

Example 4.38. Counsider the abstraction introduced in Example 4.32, and consider the proof obligation
that fails because Cj{“<a,g>7<b7g>’<a’{b}>}(Ioop?) does not hold. If we were to perform the repair on this
domain, the element we need to add to Al is, letting ¢ = {(a, @), (b, @), (a, {b})}:

u= \/L?,[[loop?]] = \/ {z € C' |2 <yald), loop?(z) < yafloop?](c')}

= UX C¥x 2” | X € {(a,2),(b,@),(a,{b}), (b, {b})}, [loop?](X) = &

= {<37®> ) <ba ®> ) <av {b}>}

Notice that this refinement happens on the stack domain, not on the underlying domain of states.
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Conclusion

We devised a framework that lets us encode the problem of Model Checking ACTL formulae on finite
transition systems as programs in a novel core language, called mocha (Model Checking as Abstract
Interpretation). The encoding of an ACTL formula ¢ is realised in a way that the semantics of the
program |p| computed on a state o is the empty set if and only if the property holds on that state.
If this is not the case, i.e. the property does not hold, the state is returned as counterexample. More
generally, when || is executed on a set of states V' it returns exactly the subset of states {o € V' | o £ ¢}
for which ¢ does not hold. The language actually operates on a domain of stacks of finite length, to
allow for recursive verification of nested formulae and to maintain an abstracted version of the traversed
path in the form of set of traversed states.

This encoding allows one to view Model Checking as an instance of program verification in order
to allow for the reuse of the vast theory and toolset of Abstract Interpretation. The thesis focuses on
ACTL, the universal fragment of the temporal logic CTL, which admits existential counterexamples.

The idea of encoding the Model Checking problem in a program verification task was inspired by the
novel approach to an algorithmic way of refining abstract domains to achieve local, instead of global,
completeness introduced in [29]. Hence, after building a concrete setup for the computation of coun-
terexamples different abstractions are introduced which are to be intended in the framework of Local
Completeness Logic [32].

We discuss two possible ways of lifting abstractions of the states to abstractions on the stacks. The
first technique applies to partition-based abstractions (equivalences on the set of states). This is in line
to what is done in the CEGAR approach. The second abstraction applies to general abstractions on the
power set of states.

We also consider a "basic" abstraction which can be actually shown to be complete for the fragment
of the mocha language used for encoding ACTL. Thanks to a simple but effective result about the
possibility of combining complete and locally complete abstractions preserving local completeness, this

can be possibly used in combination with partition abstraction.

Development directions. The work in this thesis opens the way to a number of future developments
both on the theoretical and practical side. The thesis focuses on ACTL, the fragment of CTL* where only
universal quantification on paths is admitted and temporal operators are always paired with quantifica-
tions. A very natural direction of further research thus consists in trying to deal with wider fragments of

the logic. The first natural candidate would be ACTL*, where the second restriction mentioned above is
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lifted, i.e. (universal) quantifications and temporal operators can be used independently. The study of
ACTL* could open the way of framing CEGAR as an instance of this technique. Moreover, the semantics
could be enriched to generate counterexamples that are linear traces or trees for the selected states, i.e.
to not only find the states in which the property does not hold, but also to extract the reason why it
fails. As it happens in the CEGAR approach this could be useful in designing the repair (see below).
Note that this would properly generalise CEGAR, which can only deal with linear counterexamples.
One could consider the implementation of the technique, taking into account problems related to the
efficient representation of abstract domains and operations. This could allow experimenting with the

different ways of lifting the abstraction and including the usage of the repair by Abstract Interpretation.
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