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ABSTRACT 

 

REINFORCING DIGITAL TRUST FOR CLOUD MANUFACTURING THROUGH DATA 

PROVENANCE USING ETHEREUM SMART CONTRACTS 

 

Trupti Narayan Rane 

Old Dominion University, 2023 

Director: Dr. C. Ariel Pinto  

 

 

 

Cloud Manufacturing(CMfg) is an advanced manufacturing model that caters to fast-paced 

agile requirements (Putnik, 2012). For manufacturing complex products that require extensive 

resources, manufacturers explore advanced manufacturing techniques like CMfg as it becomes 

infeasible to achieve high standards through complete ownership of manufacturing artifacts (Kuan 

et al., 2011). CMfg, with other names such as Manufacturing as a Service (MaaS) and Cyber 

Manufacturing (NSF, 2020), addresses the shortcoming of traditional manufacturing by building 

a virtual cyber enterprise of geographically distributed entities that manufacture custom products 

through collaboration. 

With manufacturing venturing into cyberspace, Digital Trust issues concerning product 

quality, data, and intellectual property security, become significant concerns (R. Li et al., 2019). 

This study establishes a trust mechanism through data provenance for ensuring digital trust 

between various stakeholders involved in CMfg. A trust model with smart contracts built on the 

Ethereum blockchain implements data provenance in CMfg. The study covers three data 

provenance models using Ethereum smart contracts for establishing digital trust in CMfg. These 

are Product Provenance, Order Provenance, and Operational Provenance. The models of 

provenance together address the most important questions regarding CMfg: What goes into the 

product, who manufactures the product, who transports the products, under what conditions the 

products are manufactured, and whether regulatory constraints/requisites are met. 



   

 

iii 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copyright, 2023, by Trupti Narayan Rane, All Rights Reserved. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



   

 

iv 

This dissertation is dedicated to my beloved Pappa, who is and will always be the wind beneath 

my wings. It is dedicated to my Mummy, who channeled my love for books and technology in 

the right direction. To my loving husband who is my constant source of motivation. And to my 

beautiful children, Samarth and Nidhi who amplify the joy in my life and fill it with their 

laughter. 

 

 

 

 

 

 

 

 

 

 

 

  



   

 

v 

ACKNOWLEDGMENTS 

 

This dissertation would not be possible without the advising, mentoring, guidance, and 

encouragement of several individuals.  

I want to start by acknowledging all the faculty and staff members of the Engineering 

Managing and Systems Engineering department who have been extremely approachable and 

helpful during my journey. 

I want to thank Dr. Jingwei Huang, under whose guidance I started my Ph.D. journey at 

ODU. He helped me navigate the basics of research in the first year of my journey. 

I want to thank Dr. Biswajit Panja, Dr. Ravi Mukkamala, Dr. Chuck Keating, and Dr. 

Steven Cotter for their exceptional teaching and guidance during my course work which set the 

foundation of my research.  

I want to thank my extremely knowledgeable committee members, Dr. Adrian Ghoerghe 

and Dr. Hongyi Wu, for their support, guidance, and patience throughout the study. 

Above all, I would like to express my sincere gratitude to my advisor, Dr. Cesar Ariel 

Pinto, for guiding, supporting, and rooting for me throughout this journey. It is an absolute honor 

to work under his mentorship. He is and will always continue to be not just my mentor but also 

my life coach. Along with guiding me academically, he also enlightened me on how one can find 

simple joys in life by sheer eloquence of his example of exploring the nook and corners of Swansea 

on a bicycle. 

  



   

 

vi 

NOMENCLATURE 

 

 

 

AM  Additive Manufacturing (No Units) 

 

AWS Amazon Web Services (No Units) 
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CC Cloud Computing, (No Units) 
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GCP   Google Cloud Platform (No Units) 
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IaaS   Infrastructure as a Service (No Units) 

 

ICT Information and communications technology (No Units) 

 

IIoT Industrial Internet-of-things (No Units) 

 

IoT Internet-of-things (No Units) 

 

IP Intellectual Property (No Units) 

 

LAN    Local Area Networks (No Units)   
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MaaS   Manufacturing as a Service, (No Units) 

 

OEM  Original Equipment Manufacturers (No Units) 

 

PaaS   Platform as a Service (No Units) 

 

QC   Quality Control (No Units) 

 

RFID    Radio Frequency Identification (No Units)  

 

RFQ   Request-for-Quotations (No Units) 

 

SaaS   Software as a Service (No Units) 

 

SOA  Service-Oriented-Architecture (No Units) 

 

TQCSEFK Time to Market, highest-Quality, lowest-Cost, best-Service, cleanest-

Environment, greatest-Flexibility, and high-Knowledge (No Units) 

 

 

UML Unified Modeling Language (No Units) 

 

UUID  Universally unique identifier (No Units) 

 

VM Virtual Machine (No Units) 
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CHAPTER 1 

INTRODUCTION 

 

1.1 Overview 

Manufacturing caters to several industries that need high-quality products in highly 

variable batch sizes and minimal time-to-market. Consumers have increasingly agile, specific, and 

customized requirements (Putnik, 2012). TQCSEFK, which expands to fastest-Time to market, 

highest-Quality, lowest-Cost, best-Service, cleanest-Environment, greatest-Flexibility, and high-

Knowledge (Yan et al., 2016); is a definition of ideal standards in the manufacturing industry. A 

shift in traditional manufacturing thus becomes the need of the hour (Fei Tao et al., 2014). 

Innovation and modernization in the technological outlook lead the manufacturing industry 

towards digitalization/digital transformation (AWS and Frost & Sullivan, n.d.). High-performance 

computing, simulation, excellent connectivity alongside optimal computing, and data resources 

are required to achieve the high standards needed in digital manufacturing(Fei Tao et al., 2011).  

With concepts inspired by Cloud Computing (CC), Cloud manufacturing (CMfg) is a 

customer-centric model that exploits on-demand access to diversified and distributed 

manufacturing resources to form reconfigurable production lines with enhanced efficiency, 

reduced product lifecycle costs and allows for optimal resource loading in response to variable-

demand customer-generated tasks (Wu et al., 2013a). The model facilitates collaboration between 

multiple manufacturers, enabling faster time-to-market, efficient resource utilization, and cost 

management (P. Wang et al., 2015). CMfg is leading the way toward digitalizing and virtualizing 

manufacturing services, products, processes, and resources (Fisher et al., 2018; Jeschke et al., 

2017).  
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Figure 1: Cloud Manufacturing Architecture 

 

CMfg is a service-oriented business model that enables enterprises to share manufacturing 

capabilities and resources on a cloud platform (Yadekar, Yaser; Shehab, 2013). The production is 

not limited to one company only, but multiple companies can pitch in to see the order through, 

each optimally utilizing their resources and capabilities (Moghaddam et al., 2019). Caggiano et 
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al., 2016 and Zhong et al., 2017 introduced smart monitoring as one of the critical factors for the 

success of a cloud-based manufacturing system. The overall architecture of a CMfg system is 

shown in Figure 1. The main components of the systems are Service providers, third party 

manufacturers and Consumers. The third party manufacturers own the infrastructure needed and 

the virtualization processes are necessary to make this infrastructure available through the cloud 

for consumption. The Delivery services and the Marketing & Research teams are outside the 

system boundary but play crucial roles in the success of the complex system. 

CMfg needs efficient collaboration of cloud computing, Internet of Things (IoT), resource 

virtualization, and service-oriented approaches to succeed (Glass et al., 2008; Zhang et al., 2014). 

It offers the potential to lessen environmental side effects and reduce costs by making smart, 

collaborative decisions (P. Wang et al., 2015). Resource Virtualization and Digital Cloud are 

critical concepts in the CMfg architecture (Borangiu et al., 2019; Kusiak, 2019; Talhi et al., 2020).  

 

1.2 Purpose of the Study 

When manufacturing transitions from physical to cyberspace, digital trust issues 

concerning product quality and product and intellectual property security become significant 

concerns (Cleeff et al., 2009; Lee et al., 2016a; R. Li et al., 2019). Digital trust is one of the driving 

criteria for the system's success, yet it is one of the major pain points of the system (C. Li et al., 

2014). Therefore, there is an obvious need for solidified trust in cloud-based manufacturing 

processes such as manufacturing the goods, finances flow, and conceptualization of connections. 

The research will focus on the protocol for establishing digital trust between various stakeholders 

addressing how cloud providers may establish trust with their customers when a third party is 

dealing with sensitive information in a remote environment distributed across a network.  
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There already have been efforts to establish a mechanism or a model for demonstrating 

digital trust in cloud manufacturing solutions (Umeda et al., 2015). But these are mainly 

evaluations of different approaches without subsequent backing with data and derivatives of it 

(Mattila & Seppala, 2016). Today, technological advancements in cybersecurity, distributed 

ledger, data provenance with blockchain, and multi-cloud data security are gaining fast momentum 

(Ali Vatankhah Barenji et al., 2020). These advancements have the potential to unleash new 

avenues of trust mechanisms. The data security and data provenance aspects are also crucial in 

areas like big data analytics and Intellectual Property (IP) management. The purpose of the 

research will be to evaluate and identify the most suitable approaches and models that would help 

reinstate and validate the digital trust among stakeholders through data provenance. The aim is to 

explore these alternatives and come up with an ideal mix as a solution to better establish digital 

trust through data provenance in the domain of CMfg. The research will focus on the security and 

provenance mechanisms to develop digital trust in CMfg. 

 

1.3 Problem Statement 

The lack of digital trust in CMfg is emphasized through several research efforts highlighted 

in the following sections. For efficient collaboration between the stakeholders, a mechanism for 

validating credibility and enforcing digital trust through data security and data provenance is 

essential (R. Li et al., 2019). 

Four problem statements are devised in this context of digital trust. These are highlighted 

below. 

 

Problem Statement – 1 
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If data provenance and data security are not assured in CMfg, it can pose severe risks to 

the success of the CMfg system. These risks would need detailed and systematic analysis, 

prioritization, and mitigation efforts. Risk Analysis and Management for identifying the risks 

associated with data provenance and security is crucial in establishing digital trust for CMfg. 

 

Problem Statement – 2 

Some vulnerabilities are potentially introduced when traditional and legacy manufacturing 

systems are integrated with the latest technological innovation by retrofitting them (Wu et al., 

2018). Even though there is ample research on the importance of cybersecurity in a cyber-

supported system and on cybersecurity in a cloud setup, additional research and evaluation on how 

data security can be implemented specifically for manufacturing as a service is crucial (Chhetri et 

al., 2017; Esposito et al., 2016). A systematic approach is needed to devise a trust mechanism for 

establishing digital trust based on data security. 

 

Problem Statement – 3 

The information generation and exchange in CMfg is massive, diverse, and distributed and 

includes a large amount of user information, knowledge information, and resource. There is a need 

for a robust and comprehensive solution in data provenance (Alkhalil & Ramadan, 2017). A 

systematic approach is needed to devise a trust mechanism for establishing digital trust through 

data provenance. 

 

Problem Statement – 4 
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Since CMfg has a distributed architecture, there is a lack of a core governance body that 

can control the whole system (Helo et al., 2021). 

 

The proposal is to work towards solving these problems by implementing a smart contract-

based model to establish data provenance, identity management, and governance to enable digital 

trust. 

1.4 Research Questions 

The primary research questions to be addressed are: 

 

Research Question – 1 

What are the risks associated with a CMfg system, and how can these be 

managed/mitigated? 

 

Research Question – 2 

How can data security be achieved through a blockchain-based model to enable digital trust 

in CMfg?   

 

Research Question – 3 

How can a decentralized ledger such as a blockchain-based data provenance trust model 

effectively establish digital trust in CMfg? What features of a distributed ledger model will be 

instrumental in establishing digital trust in the CMfg system? 

 

Research Question – 4 
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How can the risk of lack of a central governance body be mitigated? How can the trust 

mechanisms help manage the governance in a CMfg system? 

 

1.5 Research Challenges 

Even though we address trust in the digital or cyberspace, it is natively a human emotion. 

To analyze why stakeholders would have reservations about digital trust, we would need 

perspectives from stakeholders on trusting a cloud model for manufacturing (Golightly et al., 

2016). Data collection is one of the most critical issues with a system like CMfg. Since CMfg as a 

concept is relatively new, limited preexisting datasets are available. Most service providers may 

not provide information readily due to security and privacy concerns. Architectural issues are 

related to unification, reusability, and scalability: given the emerging and fast-changing 

technologies and diverse industrial practices, additional challenges arise. A higher sample size of 

data would be needed to bring in the diversity necessary for the analysis.  

 

1.6 Research Contribution 

The CMfg model is relatively new and emerging, with little work exploring multiple 

options to establish trust between the stakeholders. The main contribution of my research would 

be to make a constructive contribution to the field of digital trust in CMfg. By establishing a new 

trust mechanism for CMfg, the model can be used to manufacture products for which demand is 

higher than supply, ensuring smaller time-to-market and enabling advancements across several 

industries that benefit from the modernization of manufacturing. My passion is for mastering not 

just how cybersecurity and data provenance can be achieved but also how both these areas can be 

combined to build novel trust mechanisms for distributed cyber manufacturing. 
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Today, there is limited literature on Risk Management in the context of CMfg. Conducting 

a thorough Risk Analysis and Management will benefit researchers working in this domain. Risk 

Management is relevant for the success of any system/complex system. Not having digital trust in 

a cyber-system is one of the most significant risks that can hamper the model's success. 

Considerable research has gone into the need to address issues with traditional manufacturing and 

embrace the advancements with digital transformation in the domain. Researchers have done 

extensive work on how digital trust can be established in CC, but it needs to be customized and 

deep dive into the specifics relevant to CMfg. CMfg has the potential to be the next big thing, but 

some risks need to be addressed before it can get there.   

These risks must be handled and mitigated for the widespread adoption of CMfg practices. 

Establishing trust will help mitigate the risks identified below, enabling and facilitating the success 

of cloud manufacturing. As part of my analysis, I will perform a thorough risk assessment and 

devise a mitigation plan by establishing new digital trust mechanisms. 
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CHAPTER 2 

BACKGROUND OF THE STUDY 

 

2.1 Introduction 

One of the first striking observations while reviewing the existing literature in this domain 

is the terminology used across several research efforts in the space. Cloud Manufacturing (CMfg) 

is interchangeably referred as Manufacturing as a Service (MaaS), Digital Manufacturing (DM), 

Service-oriented manufacturing on the cloud, Cyber Robotics/Computer-aided manufacturing, 

Cyber manufacturing, Smart Manufacturing, and SmartMaaS. The most common and frequently 

used term is Cloud Manufacturing (CMfg).  

CMfg may be a relatively new concept, but distributed manufacturing has been around for 

a while. One of the early works in this domain is around Virtual Enterprise and Virtual Enterprise 

Brokerage. Molina et al. (2007) presents a review of different manufacturing production models 

and sets the context for implementing Build to Order (BTO) operations. The paper begins with a 

review of the traditional manufacturing models. It sets the stage for a new paradigm for BTO by 

highlighting the gaps in these traditional models. It also compares the different models and 
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introduces the concept of "Virtual enterprise”, with virtuality being the capability to manufacture 

for a customer with individual manufacturers owning some of its competencies.   

F. Tao et al. (2011), Xu (2012), and Zhang et al.(2014) go a step further to the “cloud” 

aspect by reviewing how cloud computing as a paradigm can be introduced to enable digitalization 

in manufacturing. The papers highlight the need for CMfg and focuses on the nitty-gritty of the 

model, such as the overall concept, architecture, and functioning. The authors start by introducing 

the fundamental concepts of Cloud computing, such as Software as a service (SaaS), Platform as 

a service (PaaS), and Infrastructure as a service (IaaS), along with highlighting the public, private, 

hybrid, and community cloud deployment types. These papers not only focus on DAMA (Design 

Anywhere, Manufacture Anywhere), which involves distributed manufacturing but also indicate 

that CC can be used to realize DAMA via consuming some services through cloud computing and 

manufacturing, which is the manufacturing through cloud computing.  

With the advent and wide acceptance of IoT in technologies like Smart Homes, smart cities, 

health care, and security surveillance, IoT has also found its way into manufacturing through smart 

technology in the form of Radio Frequency Identification(RFID) and various sensors (Yang et al., 

2016).   Caggiano et al. (2016) and  Lee et al. (2016a) highlight IoT-based sensors that not only 

help with identifying issues but also with providing operational data that can be used in predictive 

analytics. IoT sensor-based monitoring is interchangeably referred to as Smart Monitoring. 

Figure 2 shows the Benefits of CMfg as opposed to traditional manufacturing. Some 

noticeable benefits are scalability, reduction in cost and time-to-market, efficient resource 

utilization, collaboration efforts between multiple manufacturers, and a lower barrier to entry for 

new manufacturers. 
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Figure 2: Benefits of CMfg 

 

2.2 Implementation Framework for Cloud Manufacturing 

One thing that can be said with certainty is that digital engineering is powerful and digital 

transformation is happening in almost every industry we know of or even can think about. The 

manufacturing industry is no exception to this, and digital transformation has provided new 

dimensions in manufacturing.  

Customer-oriented and driven, demand intelligent, reconfigurable resources with a "turn-

no-job-away" and "shared-burden-shared-benefit" philosophy are the key drivers of the new 

paradigm in manufacturing that we are elaborating on. Zhang et al. (2014) highlighted terms like 

Agile Manufacturing, Concurrent Engineering, Networked Manufacturing, Manufactured Grid, 

and Crowdsourcing which are used towards rapid manufacturing by responding quickly to the 

customer needs without compromising quality or cost. Wu et al. (2013a)  provide the strategic 

vision for CMfg across the consumers/users, application providers, and physical resource 



   

 

12 

providers, aka manufacturers, and provide further insights into fundamental characteristics of a 

CMfg approach. 

 Borangiu et al. (2019) explore how digital transformation through cloud services and resource 

virtualization has changed traditional manufacturing and how digital transformation can facilitate 

the sustainability and maintainability of manufacturing processes, products, systems, and logistics. 

 Two critical drivers speed up the digital transformation of manufacturing:  

• Resource virtualization: Resource virtualization relates to the capacity of creating 

and managing virtual machines (VM) and represents the primary enabling 

technology of cloud computing (CC)  and hence sustainable, robust, optimized, and 

broadly-scoped performance CMfg (Vaezi & Zhang, 2017). Virtualization allows 

the decoupling of physical computing or manufacturing resources, thus permitting 

easy migration of a workload to another resource during its execution (Jain & 

Choudhary, 2016). 

• Cloud services: Cloud services are a vital attribute of digital manufacturing because 

they facilitate Direct Digital Manufacturing (DDM), which typically includes novel 

3D printing and digital modeling technologies (D. Chen et al., 2015). DDM is 

nothing but rapid manufacturing using additive manufacturing (AM) techniques 

such as 3D printing. 

Another exciting research area in this domain is the SmartMaaS framework. (Barbhuiya et 

al., 2019) introduced SmartMaaS and demonstrated via a prototype that it can accept customers' 

product requests through design genes and manufacture 3D printed products through an actor-

based system. It highlights how SmartMaaS can enable Smart Manufacturing by facilitating rapid 

turnaround time, product quality, and innovative design. 
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Among all the technologies, CC and IoT deeply influence the development of CMfg.  

Caggiano et al. (2016) and Zhong et al. (2017) introduced Smart monitoring as one of the critical 

factors for the success of a cloud-based manufacturing system. IoT has had a significant role in 

enabling real-time machine status monitoring to confirm resource availability and monitor 

resources using sensors for critical failure notification and preventive servicing.  

 He & Xu (2015a) provide a statistical outlook of how much research has been done before. 

They also provide influential critical technologies like CC and IoT, which depend on high-

performing computing (HPC) solutions. HPC solutions use supercomputers and computer clusters 

to handle multiple tasks at high speed and Service-Oriented Architecture (SOA) for on-demand 

resource allocation.  

 

2.3 System Analysis 

This section explores the CMfg ecosystem and reviews the risks associated with the system 

and the assessment and mitigation strategies for enabling the system's success. Managing these 

risks in the context of the CMfg system will also open new avenues towards digitalization of not 

only manufacturing but other traditional industries such as supply chain, transportation, and 

warehouse management, where similar approaches apply due to its distributed multi-party nature 

and since these industries have similar compliance policies and guidelines. Identifying and 

managing risks to establish trust between geographically distributed stakeholders and 

communicating and coordinating towards a single goal can benefit several business and cross-

functional areas.  

While valuable research in the past focused on how cloud manufacturing as a model can 

be implemented, risk analysis specific to this context is a less explored path. What factors would 
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affect or prevent the wide adoption of the model, how can these factors be accounted for, and how 

risks identified and mitigated would positively serve the system, leading to rapid digitalization in 

the manufacturing domain? 

 

Service Provider 

There can be two types of service providers in a CMfg system. 

• Service providers like Xometry act as a digital manufacturing marketplace with a network 

of more than five thousand manufacturers distributed worldwide. When an order is 

received, the service provider sends it to its manufacturers (either in parts or the whole 

order, based on allocation and resource utilization logic). Then the manufactured parts are 

brought in and inspected by Xometry for quality before getting delivered to the end client. 

Xometry takes ownership and liability to fulfill the order to the end customer. 

• Service providers like MFG.com and Wor.Con acts as the Business-to-Business (B2B) 

marketplace. B2B entities are those that facilitate the transaction between businesses. In 

this case, it is the end customer and the manufacturer. When an order comes, the customer 

asks for quotations through Request-for-Quotations (RFQ). A RFQ is a document used by 

a business to ask another company for the price of a product or service. The network 

manufacturers bid for the contract, and based on the terms, service providers outsource the 

manufacturing to a third party. The liability for the order delivery and quality lies with the 

manufacturer, but MFG.com has partnership contracts with manufacturers on the desired 

quality and precision required. 

 

Infrastructure 
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The infrastructure involved in manufacturing can also be classified as an internal entity of 

the complex system. This would include the high-precision manufacturing resources and 

equipment involved, the scheduling and enterprise software, and the artifacts necessary for the 

virtualizing of the process. 

 

 

End Consumer/Customer 

The customer who requests the manufacturing services is no doubt a vital stakeholder in 

the system. 

 

Environment 

To realize the objective of TQCSEFK, a shift in traditional manufacturing became the need 

of the hour. With the sophistication needed for the highest quality, manufacturers needed complex 

and costly infrastructure, which would defeat the low-cost aspect of TQCSEFK unless 

manufacturers started thinking out of the box. And out of the box it was, with greater flexibility 

and fast and customized manufacturing services coming with CMfg into existence. This meant 

innovating the traditional environment and outlook toward manufacturing. In the traditional 

manufacturing environment, virtualization had to be integrated by including enterprise software 

for monitoring the effective use of resources, scheduling jobs on virtualized artifacts, and creating 

custom quotations through distributed resources. Together these components compose the 

environment for the complex system. 

The environment consists of three aspects: the input, the operations on the inputs, and the 

outputs. 
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Input 

The most significant inputs come from the end customer. Custom manufacturing focuses 

on and is driven by the end customer's needs. The consumer drives even the most vanilla scenario 

of custom manufacturing, which could be as simple as a Dell computer with limited predefined 

plug-in customizations. The customer gives his inputs in the form of specifications needed from 

the custom manufacturing. Other inputs also come into the system through the delivery services 

of raw materials needed. Inputs also flow in from other entities, such as software developers 

bringing innovations and upgrades to the virtualized artifacts and software components. Inputs 

also go from marketing and research teams on improvising the manufacturing process. 

Operations 

The inputs from various stakeholders are directly or indirectly processed in the CMfg process 

to bring out the end product for the consumers/end customers. 

• Scheduling: The service provider's scheduling process determines which third-party 

manufacturers from the network would take up the job and in what proportions. This is a 

crucial part of the transformation process. The ownership of the manufacturing would be 

on the actual manufacturers, but the accountability to the end customer lies with the service 

provider. The manufacturers are bound contractually to the service provider but, in most 

cases, not to the end customer. The concept is very similar to an Uber ride. When you book 

a ride, you trust Uber to match you with your best driver. Uber does not have ownership of 

the car or the driver's resources. The driver performs the work of picking up his ride and 

dropping him at the end location. However, if there are any grievances, these would need 

to be brought to Uber’s attention for resolution, as Uber is accountable to you as a service 

provider.  
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• Manufacturing: The most apparent transformational process is manufacturing using raw 

materials and other resources such as the internet, electricity, and labor. A manufacturer 

may produce the whole order for a customer or part of a big consignment. It is also possible 

for a manufacturer to produce only a subpart that will eventually be plugged in to make the 

actual product the customer ordered. 

• Quality Control (QC):  QC is one of the most integral parts of the manufacturing process. 

I have segregated it from manufacturing only because, in a CMfg scenario, it would be 

performed by either of these parties based on the contractual agreement between the service 

provider and the third-party manufacturer. The manufacturer would manufacture, do the 

necessary checks as part of QC, and ship the product directly to the end customer OR the 

service provider would consolidate the entire order, check on the specifications as part of 

QC, and ship to the end customer OR the service provider could also do an on-site QC at 

the manufacturers by sending in representatives and then the products may be shipped to 

the customers. The most significant inputs come from the end customer. Custom 

manufacturing focuses on and is driven by the end customer's needs. 

Output 

The output is the finished customized products that go to the end-users/consumers through 

the delivery services. The system also outputs new industry standards and best practices, processes, 

and knowledge artifacts for future innovations, usually consumed by marketing and research teams 

and other enterprises. 
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2.4 Risk Analysis 

Considerable research has gone into addressing issues with traditional manufacturing and 

embracing the advancements with digital transformation in the domain. Researchers have done 

extensive work on how digital trust can be established in CC, but it needs to be customized to deep 

dive into the specifics relevant to CMfg (Borangiu et al., 2019). CMfg has the potential to be the 

next big thing, but it has a few risks that need to be addressed before it can get there. These risks 

must be suitably handled and mitigated for the widespread adoption of CMfg practices. Risks 

related to cybersecurity and data security are the most serious and need immediate management 

for the system to succeed. Control of data, compliance with manufacturing standards and 

guidelines, and lack of accountability and ownership are other serious risks that warrant significant 

attention. Identifying these factors will help channel the focus on managing and resolving these 

risks to establish digital trust in the CMfg system, leading to the system's success. Resolving these 

risks in the context of the CMfg system will also open new avenues towards digitalization of not 

only manufacturing but other traditional industries such as supply chain, transportation, and 

warehouse management, where similar approaches may apply due to its distributed multi-party 

nature and since these industries have similar compliance policies and guidelines. 

The Risk analysis cycle, as shown in Figure 2, includes the following phases: 

• Risk Identification 

• Impact Analysis 

• Risk Prioritization 

• Risk Mitigation 

• Implementation 
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Figure 3: Risk Analysis Cycle 

 

2.4.1 Risk Identification and Impact Assessment 

 

2.4.1.1 Operational Risks 

 

Risks due to IoT sensors: 

With the advent and wide acceptance of IoT in technologies like Smart Homes, smart cities, 

health care, and security surveillance, IoT has also found its way into manufacturing through smart 

technology in the form of RFIDs and various sensors. There are a variety of advanced 

manufacturing systems such as Computer Integrated Manufacturing, Flexible Manufacturing, and 

Networked Manufacturing. CMfg is an amalgamation of concepts from several of the advanced 

manufactured systems while addressing the bottlenecks of these systems through CC and IoT. He 

& Xu (2015b) and Lee et al. (2016b) speak about IoT-based sensors that help identify issues and 

provide operational data that can be used in predictive analytics to prevent issues.  

However, IoT technology poses some risks: 
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• These have been known to be easy entry points into the corporate networks for cyberattacks 

because the IoT technology is relatively new; these devices are very close to operational 

devices since they act as sensors and because these are retrofitted into existing architecture 

that was not designed for this innovation. 

• The amount of data these devices generate is humongous, and the insights it can give into 

the manufacturer's operations make it extremely sensitive. So there is a risk of unauthorized 

access to this data if not covered efficiently. 

 

Risks with CC: 

Only recently have people started trusting the cloud with sensitive data. However, there are 

still risks that need to be mitigated. 

• Lack of ownership and accountability: when you do not own any resources that would help 

manufacture custom products for you, and the accountability of getting the job right lies 

with stakeholders with whom you have no direct contracts, it is difficult to establish trust. 

• Security Concerns: Security has a pivotal role in averting system failures and promoting 

trust in cloud computing. With virtualization, the primary security issues include data 

leakage because multiple third-party manufacturers (in our system of interest) share 

physical resources, identity management, access control, the physical protection of virtual 

resources, and the prevention of cross-virtual machine channel attacks. 

• Control over own data: Control is another important aspect of trust. We cannot trust a 

system completely when we do not have complete control over the system. 

 

For a cloud solution, one mathematical equation that is relevant is  
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Opportunity + Digital Trust = Growth 

Trust is a crucial factor for a cloud solution to excel. However, how do cloud providers 

establish trust with their customers when a third party deals with their sensitive information in a 

remote environment distributed across the globe? Even though we address trust as a system 

problem and assess it as a risk, it is natively a human emotion. So, to analyze this issue, we would 

need perspectives from multiple prospective customers on what would make them trust a cloud 

model. This would also be an iterative process to establish that the problem is resolved with the 

utmost certainty. 

 

Risks with Distributed Manufacturing through multiple manufacturers: 

• Lack of transparency: on how the information will be stored, what processes will be 

involved in the manufacturing, and who will manufacture the product. etc. would be 

essential 

• Assurance of compliance from the third party: Complexity in a cloud-based system can 

create disorganized overlying gaps or controls that may lead to legal or regulatory non-

compliance. How do you ensure that a third-party manufacturer in a far-away country will 

adhere to the legality and regulations involved in your industry? 

• Maintenance, warranty, and after-care: It is unfair that CMfg would not guarantee after-

care or maintenance of the manufactured product, but the process can be tricky and not 

straightforward.  

• Quality concerns: Since there are no direct contracts or interactions between end customers 

and manufacturers, there could be concerns about the products' quality. 
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• IP management: When custom products are being manufactured, the IP on how these 

products will be used would need to be secured. With a cloud model, the customers may 

not trust the service provider or third-party manufacturers with their IP.  

 

2.4.1.2 Non-Operational Risks 

 

Jurisdictional and Political Risks 

When discussing a system geographically distributed globally, we discuss collaboration 

across entities in different countries or continents. Such a collaboration would have legal, 

economic, jurisdictional, and political risks and boundaries. Everything from the transaction 

currency to the labor market and rules, export, import, and customs must be ironed out. CMfg or 

any other CC-based solution implies centralizing both computing resources and information in 

data centres, posing the threat of potential for organizational and the government's control over 

this data. So, adequately evaluating these geographical issues, especially jurisdiction, is crucial. 

The customers would need transparency of where the legal cases involving the service provider if 

any arise, be adjudicated. How favorable would that jurisdiction be to the cloud provider's 

interests?  

When customers opt for a cloud solution of any exceptionally high cost involving domains 

like manufacturing, they expect complete and clean fungibility and portability of user data from 

one location to another—this warrants standardization of the data distributed across the network. 

The lack of a political outlook and supporting political infrastructure that responds dexterously to 

rapid technological changes in domains like manufacturing is a significant risk to a system. 
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Risks with Maintenance Costs 

Sustainment of a CMfg system: With CMfg., the sky is the limit. At the same time, the 

efficient sustainability of the system should not be off-limits for the service provider to turn in 

profits. The infrastructure, the resources, and the scheduling should be such that it is cost-efficient 

as well as time-efficient, without which the purpose of the system would be defeated. This would 

need to be on the frontline of the risk assessment. 

Architectural issues related to unification, reusability, and scalability: These characteristics 

are relatively easier to implement in a homogenous on-premise solution. However, additional 

challenges arise when cloud architecture comes into play, given the emerging and fast-changing 

technologies and diverse industrial practices. It is thus crucial to consider different perspectives 

while establishing the architecture for the system. A higher sample size of data would be needed 

to bring in the diversity needed for the analysis. This would mean reaching out to a broader section 

of stakeholders for their input. 

 

Risks Associated with “Studying” the System 

For a model to work successfully, adapt to changing conditions, and evolve, it should be 

easy for researchers to collect data about the system by performing experiments, conducting 

surveys, etc. Data collection is among the highest impact risks with a system like CMfg. Since 

CMfg as a concept is relatively new, there are limited pre-existing datasets available. The literature 

review revealed very few references to data that could be used to establish and attempt to resolve 

the problems of the complex system at hand. Since most service providers will not provide this 

information readily due to security and privacy concerns, the system analysis and design effort 
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would need to be creative and concrete enough to extract data from suitable sources and of the 

right relevance. 

Another factor that would need considerable energy is considering the system's 

geographical diversity and distributed nature. Collaborating with stakeholders during data 

collection and analysis would be highly challenging. All the stakeholders, be it service providers, 

customers, or different manufacturers, would be distributed globally. So, data collection and 

analysis would need to be well planned and orchestrated to be contextually relevant and comply 

with any regulations for the system for both data collection and hosting. 

 

2.4.2 Risk Prioritization 

Based on the literature review done in this area, the highest priority risks are the ones 

below: 

 

 

Figure 4: Risk Prioritization Matrix 
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Security Risks   

Cybersecurity is one of the major concerns for manufacturers when CMfg is brought into 

the frame. Wu et al. (2018) touches upon the cybersecurity-related challenges faced by cloud 

manufacturers and service providers. How do we ensure the integrated systems are secure when 

introducing advanced technology into a legacy system and retrofitting it with sensors and IoT 

devices?   

 

Control Over Own Data  

CMfg is economical for small and medium enterprises due to removing dependency on 

Information Technology (IT) infrastructure. However, moving a large enterprise's data and 

physical artifacts might not be as economical. Also, moving an already existing on-premises legacy 

system to the cloud may not be as feasible economically or challenging. If a company needs to 

switch cloud providers later due to more advancements, a different cloud solution may not be as 

feasible. One striking difference between He & Xu’s work (2015b) and the work of other 

researchers in the domain of CMfg, is that they provide a statistical outlook of how much research 

has been done before. It also provides influential critical technologies like CC and IoT, which 

depend on high-performing computing (HPC) solutions that use supercomputers and computer 

clusters to handle multiple tasks at high speed and Service-Oriented Architecture (SOA) for on-

demand resource allocation. 

 

Lack of Transparency  

Virtualizing the manufacturing resources and processes may also not be straightforward, 

and there will be several risks involved, such as  
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• Availability issues during network failures or system outages  

• Interoperability with more than one cloud  

• More than one information system  

• Scalability 

 

Lack of Ownership and Accountability  

What if a cloud provider that stages data goes out of business? Or has an outage? How 

would critical services in manufacturing function even with an hour-long outage? Through the 

mitigation steps, cloud services would need to establish a trust mechanism with the customers, 

especially those on mission-critical paths. 

We need a process-based risk management approach rather than a compliance-based 

approach to mitigate this risk. 

• Use trusted cloud services with high trust in the industry, such as Amazon Web Services 

(AWS), Google Cloud Platform (GCP), and Azure, especially for mission-critical 

manufacturing. 

• Have contractual agreements around the availability of cloud service, especially with the 

services that are needed for day-to-day operations. 

• Have a security model that suits your needs the best. 

 

Compliance  

Since CMfg has a distributed architecture, a core governance body cannot control the 

whole system (Helo et al., 2021). How do all involved parties comply with the legal components 

of all the governing bodies? For example, the manufacturing of medical devices, which by law 
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should comply with the Food Drug and Cosmetics (FDC)  Act’s sterility guidelines. How do we 

ensure all the third-party manufacturers and subcontracts comply with these guidelines? 

2.4.3 Risk Mitigation, Implementation, and Planning 

The following summarizes the mitigation alternatives identified for all the high-priority 

risks.  

 

Security Risks  

Encryption, intrusion detection, and new access controls are required to mitigate this risk. 

Manufacturers will be able to detect and prevent the embedded defects introduced by attackers so 

that a system or a component will no longer perform its intended functions. Monitoring 

manufacturing systems and processes and non-destructive testing or non-destructive inspection 

techniques are required to counter these defects. Intrusion detection, Authentication, Encryption, 

and Access control as the four control mechanisms to counter cybersecurity-related issues and 

concerns in the domain. Wu et al. (2013b) also brings to attention the security, trust, and reliability 

management-related concerns. Barbhuiya et al. (2019) and Zhang et al. (2014) highlighted terms 

like gile Manufacturing, Concurrent Engineering, Networked Manufacturing, Manufactured Grid, 

and Crowdsourcing used towards rapid manufacturing by responding quickly to the customer 

needs without taking a hit on the quality or cost. These papers provide valuable insights into how 

security risks can be mitigated by newer innovations in the cybersecurity space, such as zero-trust 

methodologies, which are different from the perimeter-based firewall-based security model. In 

such a model, once the firewall is breached and the attacker gets access, there is no other 

mechanism to avoid unauthorized access and damage. Instead of a password, the users’ 

fingerprints, faces, and eyes are used for authentication in zero-trust. Similarly, the metadata 
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related to the user, such as the user's registered devices, is used for authentication. Also, only 

access required for the current task is provided instead of role-based access providing service-

based access.  

 

Other Alternatives  

• Alternative 1: Certification - an independent security certification authority could certify 

cloud services regarding their security properties and capabilities. 

• Alternative 2: Demonstrate confidence in your security - that the systems are secure to 

protect customers and that other data and identity/privacy issues have been dealt with. 

Demonstrate confidence in your system to have the proper controls and monitoring to 

ensure the system is secure. 

 

Control Over Own Data 

• Alternative 1: Establish a Remote Access Control Cloud - Irrespective of the service 

provider’s location, provide remote access control capabilities to customers for better 

jurisdictions over their data. Even though customer information is remotely stored and 

processed, the data owner would retain control of these data management activities. 

• Alternative 2: Hybrid cloud - A Hybrid CMfg service platform that combines public and 

private platforms. Noncritical services and non-sensitive information are sourced to the 

public CMfg platform accessible to third-party manufacturers. In contrast, critical services 

and sensitive data are in the service provider's control in a private CMfg platform. 
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Lack of Transparency 

• Alternative 1: Provide tracing/logging - What happens to my data once I place an order? 

Who manufactures it? Where does the raw material come from? How long does the third-

party manufacturer take to get the product ready? Who does the quality inspection 

manufacturer or service provider? How is my data used? Answers to these questions would 

provide transparency to the customers. One way is to provide a trace of activity by logging 

them and making it available to the customer to access from his cloud instance. 

• Alternative 2: Provide a set of information to the customer with his invoice - This would 

include which manufacturers were involved in making the products, how much the 

infrastructure and servicing costs, and other detailed breakdowns. 

• Alternative 3: Provide full disclosure on any security breaches or issues during the order 

fulfillment - Customers entrust the cloud service provider, so they should get an honest and 

realistic view of the service provider’s management of their information. 

 

Lack of Ownership and Accountability 

• Alternative 1: Have legally bound contracts: between the end customer and service 

provider to establish accountability. 

• Alternative 2: Have quality control of manufactured products with the service provider 

rather than third-party manufacturers. Also, hire efficient and on-time delivery services 

when delivering to end customers. 
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Compliance  

• Alternative 1: Have external independent third-party quality control inspections of 

processes and practices followed. 

• Alternative 2: Build your reputation by example. Provide prospective customers with past 

legal and regulatory compliance instances. When given an opportunity, prove it to your 

customers so they come back to you in the future. 

 

2.4.4 Ethical, Cultural, and Social Considerations 

 

2.4.4.1 Ethical Risk Analysis (eRA) 

Ethical analysis is required for effective decision-making on risk policies. An eRA 

compliments and supplements but never replaces traditional risk analysis focusing on 

undesirable events' likelihood and impact. eRA covers ethical issues such as interpersonal 

relationships and justice. eRA is a three steps process. 

1) Identify the stakeholders or people concerned and categorize them as risk-exposed roles, 

beneficiaries, or decision-makers.  

2) A deep dive into the detailed classification of roles identified in step 1 to identify role 

combinations as ethically problematic role combinations.  

3) Further detail analysis and ethical reflection emphasize individual risk-benefit weighing, 

distributional analysis, and power analysis. Ethical issues about subsidiary risk roles, 

such as those of experts and journalists, are also treated in this phase.  

Some of the Ethical considerations when considering CMfg are: 
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Environmental Impacts  

 Faragardi (2017) highlights that the Information and Communication Technologies 

industry generates about 2% of the total global carbon dioxide emission, equal to the aviation 

industry. Even though cloud data centers afford to pay the cost of their vast energy consumption, 

they must minimize the energy consumption and strive to use as many green energy sources as 

possible to mitigate the ethical risks associated with moving manufacturing to cloud computing. 

 

Human Factors and Manufacturing in the Cloud  

The CMfg system will be used by humans of various levels of technical expertise around 

different aspects of the system, depending on their duties. CMfg has three groups of actors: 

consumers, who request and use CMfg processes; application providers, who provide the software 

to enable the manufacturing cloud and associated Information and Communications Technology 

(ICT); and service providers, who provide, own, and operate the manufacturing services.  

Making the system efficient for human actors is part of the ethical consideration. 

Considering the sensitivity of the situation that the system will be addressed, it must be as simple 

as possible. For example, during critical functions like resource allocation and health monitoring, 

the last thing on an operator's mind would be remembering how to operate a system or how it 

works. It should not be a bottleneck in his functioning. This requirement for the system to be as 

easy to operate as possible should be implicit. No stakeholder may mention it or fail to mention 

that they need the system to be easily operable without using a lot of their short-term human recall. 

The risk engineer would need to figure this out based on the other aspects of the ethical risk 

analysis. 
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The limit of short-term human recall is not more than seven +/- two items. This means that 

humans will tend to forget what they want to achieve at the max by the eighth or ninth step. System 

engineers should understand these limitations of humans to focus on multiple things in parallel 

while designing. So, the system design should be as simple as possible when designed, operated, 

and evolved by people. 

 

2.4.4.2 Cultural Considerations 

When we talk about a system geographically distributed globally, we talk about 

collaboration across entities in different countries or continents. Such a collaboration would have 

legal, economic, jurisdictional, and political constraints and boundaries. Everything right from the 

transaction currency to the labor market and rules, export, import, and customs would need to be 

ironed out. CMfg or any other cloud computing-based solution implies centralization of both 

computing resources and information in data centers, posing the threat of potential for 

organizational and the government's control over this data. So, it is crucial to adequately evaluate 

these geographical issues, especially jurisdiction. The customers would need transparency of 

where the legal cases involving the service provider if any arise, be adjudicated. How favorable 

would that jurisdiction be to the cloud provider's interests? 

When customers opt for a cloud solution of any kind, especially with high costs involving 

domains like manufacturing, they expect complete and clean Fungibility and portability of user 

data from one location to another—this warrants standardization of the data distributed across the 

network. The lack of a political outlook and supporting political infrastructure that responds 

dexterously to rapid technological changes in domains like manufacturing is a significant 

bottleneck to a system.  
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2.4.4.3 Social Considerations 

 

Establish Trust Between Stakeholders 

Stakeholders: 

• Primary stakeholders: The service providers, partnering manufacturers, and the end 

consumers are all primary stakeholders of the system. 

• Secondary stakeholders: The marketing team can be classified as secondary stakeholders 

as they impact the overall decisions on the system objectives even though they are not vital 

drivers. 

• Tertiary stakeholders: Researching teams who have an indirect interest in the system but 

are not directly impacted by the system of interest. 

Design artifacts should include clear guidelines on processes to establish trust between the 

service provider, partnering manufacturers, and end customers. If trust cannot be established 

between key stakeholders, the system cannot function to meet its objectives. Policies and processes 

should be identified before a handshake between key stakeholders, including what level of 

information will be exchanged and how the information will be used. 

As an end consumer, the primary interest is to get the custom product of interest 

manufactured with high quality in the optimal timeframe and within the set budget limits. Whether 

manufactured by one company at a single site or in parts across a distributed network is less 

important to the consumer. In the same breath, the end consumers would have other concerns with 

a distributed network, such as the trust issues that may arise, data security, intellectual property 

protection, compliance management (both legal and process-oriented compliance), and grievance 
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addressing process which may keep the end-consumer at bay from effectively consuming the 

services provided by the CMfg system. 

Optimal use of their infrastructure, human resources, and other resources is of interest to 

the manufacturing partners. They are also interested in maximizing their profit margins while 

subcontracting with the service provider. When they participate in a cloud-manufacturing 

architecture, they also have non-monetary benefits such as increasing the customer base to their 

credit and building their manufacturing expertise through continued work for a wide range of 

clients. 

 

How Much Information is Too Much Information? 

A delicate balance would need to be achieved by establishing constraints so that the 

resources are not overexploited, leading to their failure, and not underutilized so the system can be 

optimally utilized. For example, to gain a customer’s trust, transparency would need to be 

maintained by the service provider. This would include who will manufacture the product and how 

the customer’s sensitive data will be handled. However, the system should not be constrained so 

that the service provider must fully disclose of how a particular manufacturer is selected, the 

payment terms between the service provider and the customer, etc. These would be the trade 

secrets, and these aspects are of no relevance to the end customer, and putting unnecessary 

constraints of full disclosure on the system may harm the system. 

 

2.5 Literature Review  

Because of its geographically distributed and cloud-based architecture, digital trust is one 

of the influential criteria for the success of a cyber manufacturing system. This literature review is 
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broken down into four sections. The first section highlights the research on the need for digital 

transformation in manufacturing and why cloud manufacturing exists. The following section 

projects the implementation framework for cloud manufacturing. Subsequently, the open issues 

and challenges faced by the implementation are highlighted. The last section concludes with the 

gap analysis in the research done across different areas in the domain. 

 

2.5.1 What and Why – The Need and Concept of Cloud Manufacturing 

One of the first striking observations while reviewing the existing literature in this domain 

is the terminology used across several research efforts in the space. Cloud manufacturing (CMfg) 

is interchangeably referred to as Manufacturing as a Service (MaaS), Digital Manufacturing, 

Service-oriented manufacturing on the cloud, Cyber Robotics/Computer-aided manufacturing, 

Cyber manufacturing, Smart Manufacturing, and SmartMaaS. The most common and frequently 

used term is Cloud manufacturing (CMfg).  

CMfg may be a relatively new concept, but distributed manufacturing has been around for 

a while. One of the early works in this domain is around Virtual Enterprise and Virtual Enterprise 

Brokerage. Molina et al. (2007) presents a review of different manufacturing production models 

and sets the context for implementing BTO operations. The paper begins with a review of the 

traditional manufacturing models. It sets the stage for a new paradigm for build-to-order by 

highlighting the gaps in these traditional models. It also compares the different models and 

introduces the concept of "Virtual enterprise," with virtuality being the capability to manufacture 

for a customer with individual manufacturers just owning some of its competencies.   

 F. Tao et al. (2011), Xu (2012), Zhang et al. (2014) go a step further to the “Cloud” aspect 

by reviewing how cloud computing as a paradigm can be introduced to enable digitalization in 
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manufacturing. The papers highlight the need for CMfg and focus on the nitty-gritty of the model, 

such as the overall concept, architecture, and functioning. The authors start by introducing the 

fundamental concepts of CC, such as SaaS, PaaS, and IaaS, along with highlighting the public, 

private, and hybrid, and community cloud deployment types. These papers not only focus on 

DAMA, which involves distributed manufacturing but also indicate that cloud computing can be 

used to realize DAMA via consuming some services through cloud computing and manufacturing, 

which is the manufacturing through cloud computing.  

With the advent and wide acceptance of IoT in technologies like Smart Homes, smart cities, 

health care, and security surveillance IoT has also found its way into manufacturing through smart 

technology in the form of RFIDs and various sensors (Yang et al., 2016). Caggiano et al. ( 2016) 

and  Lee et al.2016a) highlight Internet-of-things-based sensors that not only help with identifying 

issues but also with providing operational data that can be used in predictive analytics. IoT sensor-

based monitoring is interchangeably referred to as Smart Monitoring. 

 

2.5.2 Implementation Framework for Cloud Manufacturing 

One thing that can be said with certainty is that digital engineering is powerful and digital 

transformation is happening in almost every industry we know of or even can think about. The 

manufacturing industry is no exception to this, and digital transformation has provided new 

dimensions in manufacturing.  

  Borangiu et al. (2019)  explores how digital transformation through cloud services and 

resource virtualization has changed traditional manufacturing and how digital transformation can 

facilitate the sustainability and maintainability of manufacturing processes, products, systems, and 

logistics.  
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Two critical drivers speed up the digital transformation of manufacturing:  

• Resource virtualization: Resource virtualization relates to the capacity of creating and 

managing virtual machines (VM) and represents the primary enabling technology of CC  

and hence sustainable, robust, optimized, and broadly-scoped performance CMfg (Vaezi 

& Zhang, 2017). Virtualization allows the decoupling of physical computing resources or 

manufacturing resources, thus permitting easy migration of a workload to another resource 

during its execution (Jain & Choudhary, 2016). 

• Cloud services: Cloud services are a vital attribute of digital manufacturing because they 

facilitate DDM, which typically includes novel 3D printing and digital modeling 

technologies (D. Chen et al., 2015). DDM is nothing but rapid manufacturing using 

additive manufacturing techniques such as 3D printing. 

Another exciting research area in this domain is the SmartMaaS framework. Barbhuiya et 

al. (2019) introduced SmartMaaS and demonstrated via a prototype that it can accept customers' 

product requests in the form of design genes and manufacture 3D printed products through an 

actor-based system. It highlights how SmartMaaS can enable Smart Manufacturing by facilitating 

rapid turnaround time, product quality, and innovative design. 

Among all the technologies, CC and IoT deeply influence the development of CMfg.  

Caggiano et al. (2016) and Zhong et al. (2017) introduced Smart monitoring as one of the critical 

factors for the success of a cloud-based manufacturing system. IoT has had a significant role in 

enabling real-time machine status monitoring to confirm resource availability and monitor 

resources using sensors for critical failure notification and preventive servicing. He & Xu (2015a) 

provide a statistical outlook of how much research has been done before. They also provide 

influential critical technologies like CC and IoT, which depend on HPC solutions that use 
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supercomputers and computer clusters to handle multiple tasks at high speed and SOA for on-

demand resource allocation.  

 

2.5.3 Open Issues and Challenges 

The preceding sections highlight research on how CMfg can solve some of the issues and 

challenges faced by traditional manufacturing practices and other advanced manufacturing 

systems. It is safe to say that there has been extensive research on CMfg in the last two decades. 

Then, what is preventing it from being adopted on a large scale? The challenges can be classified 

into three categories: 

• Security: Many enterprises have reservations due to the privacy, data control, governance, 

data delivery, and hacking-related concerns that come under this category. As per a 2010 

survey by Harris Interactive for Novell company, 91% were concerned about security 

issues in the public cloud and 76% believed data is more secure internally on-premises in 

their IT departments (Yadekar, Yaser; Shehab, 2013). The complexity of CMfg can create 

a suitable environment for security breaches and losing control of data and applications 

that are critical for the enterprise if not handled efficiently. Security is also key in 

establishing digital trust in the domain. 

o Cybersecurity is one of the major concerns for manufacturers when cloud 

manufacturing is brought into the frame. Wu et al. (2018) touche upon the 

cybersecurity-related challenges faced by cloud manufacturers and service 

providers. How do we ensure the integrated systems are secure when introducing 

advanced technology into a legacy system and retrofitting it with sensors and IoT 

devices? Encryption, intrusion detection, and new access controls are required to 
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address this challenge. Wu et al. (2013a) also bring to attention the security, trust, 

and reliability management-related concerns. 

• Regulations: Lacking control of the data and its location in the cloud may create conflict 

with laws and rules in the enterprise's country (Helo et al., 2021). For example, European 

Union and American governments have laws prohibiting moving specific data types 

outside the enterprise's country. 

• Economic: CMfg is economical for small and medium enterprises due to removing 

dependency on IT infrastructure. But moving a large enterprise's data and physical artifacts 

might not be as economical. Y. Liu et al. (2019) ventures into some of the significant 

challenges faced in these categories. One of the first challenges the paper highlights is that 

most CC Technology enterprises have reservations about putting their critical data and 

application in the cloud due to trust issues. Xu (2012) also highlights trust and security 

concerns due to the anxiety of having sensitive data outside the physical perimeter of the 

organization. When CC is involved, establishing digital trust is an added responsibility of 

the service provider and providing the actual service. Along with the service provider, the 

Original Equipment Manufacturers (OEM) are involved, and other stakeholders also need 

to have a digital trust established with key stakeholders.  

 Yan et al., 2016 provide the criteria for trust evaluation and how direct and indirect trust 

evaluations are conducted in digital/cloud manufacturing. This standalone research effort provides 

a framework for quantifying the trust in a system by evaluating it. Future research must extend and 

consummate the evaluation indicators by combining the characteristics and demand in the 

application process of CMfg. 
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Some other critical challenges with MaaS are centralized management, a protocol for 

distributing profits, and materializing an efficient SOA by enabling the free circulation of 

manufacturing resources across enterprises. Moving everything to a cloud may not be practically 

feasible when legacy systems and high-cost traditional resources are involved, and a hybrid 

between cloud and physical servers may need to be designed. He & Xu (2015a) also highlight the 

many bottlenecks that might need addressing to get cloud manufacturing visibility to its potential.  

 

2.5.4 Current Data Provenance Models and Trends in Manufacturing 

Manufacturing needs gathering and investigating a wide range of data, including process 

variables, product specifications, quality metrics, and sensor readings. This data originates from 

sources such as laboratory tests, production equipment, and transactional records. Data provenance 

enables manufacturers to track this data across different systems and verify its correctness, 

extensiveness, and reliability. Realizing data provenance in manufacturing requires a rounded 

methodology that can integrate people, processes, and technology to ensure data accurateness, 

consistency, and safety through its lifecycle (Kshetri, 2018).  

Provenance can be accomplished through different techniques. Manufacturers can use 

various tools and technologies to institute traceability and auditability. Some approaches are 

described below. 

1) Enterprise resource planning (ERP) systems: ERP systems are used to manage different aspects 

of manufacturing, such as inventory management, supply chain management, and financial 

management (Kitsantas, 2022). ERP systems also facilitate traceability and auditability 

through transaction logging, and financial reporting.  

ERP Systems can provide the following features: 
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• Version control: ERP systems maintain multiple versions of data, supporting users with 

comparing and reverting to previous versions if necessary. 

• Audit trails: ERP systems can record a history of all transactions, including who made 

the transactions, when they were made, and what data was changed. 

• Data validation: ERP systems can enable automated checks for data correctness and 

reliability, helping to identify and correct errors in data. 

2) Electronic data capture (EDC) systems: EDC systems store data from various sources, 

including sensors, control systems, and laboratory tests and usually include data capture forms 

that allow users to record data in a standardized and structured format (Emam et al., 2009). 

Electronic data capture (EDC) systems are commonly used in clinical trials and research 

studies to collect and manage data. These systems are designed to ensure the accuracy, 

completeness, and reliability of the data collected. To maintain the integrity of data 

provenance, EDC systems incorporate features such as timestamping, audit trails, and version 

control. In addition, EDC systems can incorporate tools for data validation and verification.  

3) Quality management systems (QMS): QMS manage and track quality-related data throughout 

manufacturing (Kafetzopoulos et al., 2015). QMS provide traceability and auditability features 

through non-conformance tracking, corrective and preventive actions, and quality metrics 

reporting. QMS deliver a framework for managing and refining processes, eliminating errors, 

and ensuring that products meet quality standards. In the context of data provenance, QMS 

play an important role in ensuring the integrity of data used in production and quality control 

processes. To ensure data provenance in manufacturing, QMS can provide an effective means 

of enhancing the reliability and traceability of data used in manufacturing to improve the 
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accuracy of product quality assessments and enable manufacturers to recognize and fix issues 

quickly. 

4) Statistical process control (SPC) tools: SPC tools monitor and control process variability in 

manufacturing (Higashide et al., 2010). SPC tools can provide traceability and auditability 

through process monitoring, statistical analysis, and control charting. To ensure data 

provenance in manufacturing through SPC, the following steps can be taken: 

• Identify the critical quality parameters that are important for the production process. 

These parameters should be monitored and controlled to ensure the quality of the final 

product. 

• Collect data on the critical quality parameters and analyze it using statistical tools.  

• Establish control limits based on the data analysis to determine when a process is within 

or outside of normal variation. Any variation outside of the established limits should 

be investigated to determine the cause and take corrective action. 

5) Electronic signatures and approvals: Electronic signature and approval systems can be used to 

manage the approval and authorization of data transactions, such as laboratory test results, 

production batch records, and quality control inspections (Cavus & Sancar, 2023). These 

systems provide traceability and auditability features through user authentication, audit trails 

and document version control. 

6) Barcode and RFID systems: These systems track and label products, components, and raw 

materials throughout the supply chain (Akbari et al., 2015). Barcode and RFID systems provide 

real-time visibility into the location and movement of goods, enabling manufacturers to ensure 

product traceability and compliance with regulatory requirements.  
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7) Manufacturing execution systems (MES): MES manage and monitor production processes, 

including data acquisition, process control, and quality management (De Ugarte et al., 2009). 

MES provides traceability and auditability features through process monitoring, and quality 

control. 

Table 1 describes all research artifacts reviewed in this domain by their context (Subject 

area, applied domain, applied sub-domain) and applicability to the research area of interest. 

 

Table 1: Literature Review Matrix 

Author(s) Subject Area Applied 

Domain 

Applied Sub-

Domain 

Focus points 

(Molina et 

al., 2007) 

Manufacturing Build to order 

Manufacturing 

Virtual 

Manufacturing 

-characterization of 

manufacturing production 

models 

-the need for a BTO model 

-virtual Manufacturing 

enterprise 

(Glass et al., 

2008) 

Digital Trust Generic Digital 

Trust 

- - issues governing the trust 

and usability of complex 

adaptive agents 

     
     
     
Table 1: Literature Review Matrix Cont. 

 
Author(s) Subject Area Applied 

Domain 

Applied Sub-

Domain 

Focus points 

(Cleeff et al., 

2009) 

Digital Trust Cybersecurity Cyber Security 

in 

virtualization 

- effects of virtualization 

technology 

-why does virtualization 

affect cybersecurity 

(Ram & Liu, 

2009) 

Digital Trust Data 

provenance 

- -how lineage/data provenance 

improves digital trust 
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-capture what/ when/ where/ 

how/ who/ which about 

operations. 

(F. Tao et al., 

2011) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Overall 

Concepts 

-Why service-oriented 

manufacturing 

-conceptualization of cloud-

based  manufacturing 

-possible architecture of a 

CMfg system 

(Fei Tao et 

al., 2011) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Advanced 

technologies - 

IoT 

-Use of IoT in smart 

monitoring 

-Benefits/Use cases of IoT in 

Industry 4.0 

(Kuan et al., 

2011) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Customized 

products 

-Leveraging distributed 

manufacturing for customized 

products. 

-Methodology and core 

concepts 

-Use cases  

(Putnik, 

2012) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Architecture - Concept of Ubiquitous 

Manufacturing 

Systems(UMS) 

- Real-time Data Acquisition 

Services  

-ICT Architecture for CMfg 

(Xu, 2012) Cloud 

manufacturing 

Computer 

integrating 

manufacturing 

Robotics using 

cloud 

-Cloud Computing 

fundamentals 

- Smart manufacturing with 

cloud computing 

Cloud 

-Architecture 

-Use cases 
 

Table 1: Literature Review Matrix Cont. 

 
Author(s) Subject Area Applied 

Domain 

Applied Sub-

Domain 

Focus points 

(Huang & 

Nicol, 2013) 

Digital Trust Trust in cloud 

computing 

- -Semantics of digital trust 

(Reputation-based, SLA 

Verification based, Trust-as-

a-service, Cloud transparency 

mechanisms, Policy-based) 

-Digital trust for cloud 
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(Wu et al., 

2013a) 

Cloud 

manufacturing 

Service-

oriented 

manufacturing 

Strategic 

vision, 

concepts 

- Provider–consumer 

interaction model and 

interactions 

- Current implementations 

and state 

-Business models 

(Yadekar, 

Yaser; 

Shehab, 

2013) 

Manufacturing Digital 

Transformation 

Cloud 

Technology 

- Cloud Manufacturing 

Architecture 

- Cloud Manufacturing 

challenge (Security, 

regulations, technical, 

Economical) 

(Buterin, 

2014) 

Blockchain Decentralized 

application 

Smart 

Contracts 

-Ethereum 

-Concepts of decentralized 

smart contracts 

-Blockchain and mining 

(C. Li et al., 

2014) 

Cloud 

manufacturing 

Service-

oriented 

manufacturing 

Trust 

evaluation 

-Mathematical 

model/framework for trust 

evaluation in cloud 

manufacturing 

-Measurement of digital trust 

(Fei Tao et 

al., 2014) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

IoT and Cloud 

Computing 

- CCIoT-CMfg 

-IoT in manufacturing 

- Relationship Among CMfg, 

IoT, and CC(Cloud 

computing) 

-Advantages and challenges 

(Zhang et al., 

2014) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Overall 

Concepts 

-Resource sharing and 

optimal allocation 

-Architecture 

-Challenges 

     
     
Table 1: Literature Review Matrix Cont. 

 
Author(s) Subject Area Applied 

Domain 

Applied Sub-

Domain 

Focus points 

(D. Chen et 

al., 2015) 

Manufacturing Digital 

Transformation 

Cloud 

Technology 

-Direct Digital Manufacturing 

(DDM) 

-Implication, classification, 

and comparison of 

manufacturing paradigms 



   

 

46 

(Umeda et 

al., 2015) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Intellectual 

property 

protection 

-Requirement and 

significance of IP protection 

-IP protection strategies 

(P. Wang et 

al., 2015) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Cloud 

Computing 

-CMfg enabled by cloud 

computing 

- Supporting Technologies 

- Selection of Cloud Service 

(Golightly et 

al., 2016) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Human factors 

perspective 

-Relevance of human factors 

in CMfg 

-Collaboration and Trust 

-Visualization and mental 

models 

(Caggiano et 

al., 2016) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Smart 

Monitoring 

- Framework for smart 

monitoring 

-Multi-sensor monitoring 

systems 

- Knowledge-based detection 

(Lee et al., 

2016a) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Overall 

Concepts, 

Architecture 

- Enabling technologies for 

CMfg 

-IoT and Predictive analysis 

(Mattila & 

Seppala, 

2016) 

Digital Trust Patterns and 

policies 

- -Digital Trust and Its 

Implications 

-Digital Trust as a Lock-In 

Mechanism 

(Mourtzis et 

al., 2016) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Big Data - Industrial Big Data 

-IoT Operational data in 

manufacturing 

-Case study 

-filtering and processing of 

big data 

     

     
Table 1: Literature Review Matrix Cont. 

 
Author(s) Subject Area Applied 

Domain 

Applied Sub-

Domain 

Focus points 

(Yan et al., 

2016) 

Cloud 

manufacturing 

Service-

oriented 

manufacturing 

Trust 

evaluation 

- Trust evaluation indicator 

system-a working model for 

trust evaluation 

(Yang et al., 

2016) 

Manufacturing Advanced 

techniques 

IoT -Wireless Sensor networks 

-Cloud computing and big 

data 

-Impact of IoT 
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-Cyber-physical models and 

simulation 

(Jeschke et 

al., 2017) 

Manufacturing Computer 

integrating 

manufacturing 

IoT, Cyber-

Physical 

Systems 

-Industrial IoT (IIoT) 

- Foundations of cyber 

manufacturing and IIoT 

- Modeling for CPS and CMS 

Model-based 

(Liang et al., 

2017) 

Blockchain Decentralized 

application 

Data 

Provenance 

Architecture 

-Data provenance using 

blockchain 

-Architecture 

-ProvChain implementation 

(Vaezi & 

Zhang, 

2017). 

Digitalization Advanced 

techniques 

Virtualization 

and Cloud 

Computing 

-Cloud computing 

model/architecture 

-Different kinds of 

virtualization 

(Fisher et al., 

2018) 

Cloud 

manufacturing 

Service-

oriented 

manufacturing 

Sustainability Cloud manufacturing 

frameworks, architectures, 

and implementation. 

(Wu et al., 

2018) 

Cloud 

manufacturing 

Service-

oriented 

manufacturing 

Cybersecurity - Threat and vulnerability 

identification in CMfg 

- Control methods 

- Risk determination 

(Barbhuiya 

et al., 2019) 

Cloud 

manufacturing 

Service-

oriented 

manufacturing 

SmartMaaS 

(Smart 

Manufacturing) 

- SmartMaaS framework for 

CMfg 

-SmartMaaS prototype 

(Borangiu et 

al., 2019) 

Digitalization Advanced 

techniques 

Virtualization 

and Cloud 

Computing 

-Digital transformation in 

manufacturing 

-the role of virtualization and 

cloud computing in the 

digitalization of 

manufacturing  

     
     
     
Table 1: Literature Review Matrix Cont. 

 

Author(s) Subject Area Applied 

Domain 

Applied Sub-

Domain 

Focus points 

(Kusiak, 

2019) 

Digitalization Build to order 

Manufacturing 

– Virtual 

Manufacturing 

-Integrated vs. open 

manufacturing architecture  

- Manufacturing 

configuration modeling and 

management 
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(Moghaddam 

et al., 2019) 

Digitalization Service-

oriented 

manufacturing 

Smart 

Manufacturing 

marketplace 

-Marketplaces for Smart 

Manufacturing 

-Architecture of SM 

Marketplace 

(R. Li et al., 

2019) 

Digital 

Trust/Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Blockchain-

based trust 

-Digital Trust by data 

provenance and data integrity 

(Ali 

Vatankhah 

Barenji et al., 

2020) 

Digital 

Trust/Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

the cyber-

physical 

system, 

blockchain,  

-Overview of cyber-physical 

systems 

-the relationship between 

blockchain and cyber-

physical systems 

(Talhi et al., 

2020) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Overall 

Concepts, 

Architecture 

-Industry 4.0 & 

manufacturing 

-Cyber-physical systems 

-Augmented reality in 

manufacturing 

(Helo et al., 

2021) 

Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Overall 

Concepts, 

Architecture 

- 3D Printing Ecosystem 

-Use cases 

and functionalities. 

(Horne, 

2021) 

Digital Trust Cybersecurity Zero trust 

architecture 

-context-based authentication 

-ZTA & NIST Risk 

management 

(R. 

Vatankhah 

Barenji, 

2021) 

Digital 

Trust/Cloud 

Manufacturing 

Service-

oriented 

manufacturing 

Blockchain-

based trust 

-Blockchain-based digital 

trust architecture 

-Digital firm 

-Blocktrust 

 

 

 

2.6 Knowledge Gap  

 

2.6.1 Digital Trust Mechanism 

 The CMfg domain is relatively new, with the earlier literature reviewed in this paper 

focusing on virtualization and CC for distributed manufacturing dating back to 2009. Digital trust, 

thus, is crucial for the success of the system and an area that warrants attention (Huang & Nicol, 

2013). Huang & Nicol (2013) give an overview of the trust mechanisms in CC. Two key areas 
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influential to digital trust are Cybersecurity and Data/Product Provenance. Both cloud computing 

and infrastructure for manufacturing have evolved tremendously. 

 

Cybersecurity 

Cybersecurity is a key to digital trust in almost any field that involves computer networks 

and the internet. When traditional and legacy manufacturing systems are integrated with the latest 

technological innovation by retrofitting them, security vulnerabilities are potentially introduced 

(Wu et al., 2018). Virtualizing the manufacturing resources and connecting these to the cloud 

exposes these resources to the cyber threats that any cloud-based system is susceptible to (Cleeff 

et al., 2009). With virtualization, the primary security issues include data leakage because multiple 

third-party manufacturers share physical resources, identity management, access control, the 

virtual resources' physical protection, and the prevention of cross-virtual machine channel attacks 

(Vaezi & Zhang, 2017).  

As the number of attacks has increased over the past decade, the visibility of these attacks 

is decreased, which means it is getting harder to discover a cyberattack in a system (Wells et al., 

2014). So designing a good defense policy and quality assurance system to realize all interference 

in the system is essential (Zarreh et al., 2019). Even though there is ample research on the 

importance of cybersecurity in a cyber-supported system and on cybersecurity in a cloud setup, 

there is not much done on how data security can be implemented specifically in the domain of 

Manufacturing as a service (Chhetri et al., 2017; Esposito et al., 2016). 

 

Data and Product Provenance 
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Data provenance is crucial in manufacturing and has several use cases (Ram & Liu, 2009). 

Since a single consignment may be sent to a customer through multiple shippers or manufactured 

by numerous OEMs, there is a need to establish where each of these items is coming from, 

where/while plant these are produced, what raw material is used, whether suitable standards are 

followed and so forth. In distributed and complex manufacturing systems, checking the integrity 

of data analysis processes is becoming more and more challenging, and the dependency between 

(intermediate) analysis results is no easier to understand for users involved in workflows. 

Therefore, a mechanism is desired to assist users in tracking and verifying distributed data analysis 

processes (P. Li & Niggemann, 2018). How to efficiently establish provenance is another area 

where research currently is minimal (Simmhan et al., 2005).  

Currently, a few attempts focus on solving the challenges in data security and data 

provenance (Hasan & Starly, 2020; Tosh et al., 2019; A Vatankhah Barenji et al., 2018). However, 

there is still a need for more robust and elegant approaches for a comprehensive solution (Alkhalil 

& Ramadan, 2017). Hasan & Starly (2020) propose the design of digital assets controlled by 

autonomous smart contracts through Ethereum-based ERC-721 non-fungible tokens to enable 

provenance across the decentralized CMaaS platform. Tosh et al. (2019) focus on establishing data 

provenance using a blockchain for cloud computing. A Vatankhah Barenji et al. (2018) also 

propose blockchain for implementing concepts of CMfg as a service. These papers focus on the 

provenance of customer/user data in the cloud system. The provenance of the manufacturing 

process, IoT sensory data, scheduling, monitoring shop floor condition, and operations on big data 

are prospects for further research. A few research efforts have been reported concerning data 

provenance in data streaming (Hasan & Starly, 2020; H. Lim et al., 2009).  
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2.6.2 Big Data 

When manufacturing is done via CC, a high volume of operational data is generated due 

to CMfg services' simulation, scheduling, monitoring, and optimization (Mourtzis et al., 2016). 

Some technologies can enhance data integrity, confidentiality, and security over CMfg such as 

data compressing and encrypting at the storage level, virtual Local Area Networks (LAN)  offering 

secure remote communications, and network middle-boxes (e.g., firewalls, packet filters) for fail-

safe communications. But with increased operational data comes issues with data governance, big 

data-related analytics such as prediction analysis, analytics-based decision making, and edge 

computing. Big data has been a fast-changing research area with many new opportunities for 

applications in manufacturing (Cui et al., 2020). While there is increasing enthusiasm for 

exploiting big data, i.e., large, fast-moving, and complex data sets, and making better use of 

quantitative and qualitative data from a range of "open" and administrative sources, there is 

nonetheless a large gap between big data and impact (X. Wang et al., 2015). 

Currently, there have been several attempts to bridge this gap. Yang et al. (2020) propose 

an open evolutionary architecture of the intelligent cloud manufacturing system with collaborative 

edge and cloud processing. Junliang Wang et al. (2022) review big data analytics for intelligent 

manufacturing systems over the last decade, highlighting the critical technologies for big data 

analytics and the challenges and opportunities for big data future research. As per the authors, 

more research is warranted in big data governance, cognitive data security, and knowledge 

embedded in industrial big data analytics. Dai et al. (2020) also give an overview of the necessities 

and challenges of big data analytics for Manufacturing Internet-of-things (MIoT) and the 

taxonomy of data analytics approaches. The paper elaborates on techniques for big data analytics 

and highlights the data security and edge computing-related issues with big data in MIoT as open 
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research issues. While there is ample research on how big data analytics and MIoT analytics can 

be done for cloud manufacturing, the big data security and provenance aspects are still open for 

further research (Dai et al., 2020; Junliang Wang et al., 2022; Yang et al., 2020). 

 

2.6.3 Intellectual Property Management 

When custom products are manufactured, the IP on how these products will be 

manufactured and consumed must be secured. This includes confidentiality/non-disclosure clauses 

on data, manufacturing best practices, dimensions on data ownership, and contractual provisions. 

With a cloud model, the customers may not trust the service provider or third-party manufacturers 

with their IP. The critical evaluation of international standards and the intellectual property of 

cyber-physical system patents are unaddressed by previous research and will benefit academic 

scholars and industry practitioners (Trappey et al., 2016). Gutiérrez (2011) highlights the tension 

between the existing IP framework and cloud computing, exploring how the IP framework may 

evolve because of those tensions, also attesting to the limited research in this domain. 

 Lu & Xu (2015) assert that, to the best knowledge of authors, there has not been a 

satisfactory solution for protecting IP in a cloud manufacturing environment, though some studies 

investigated security  (X. Liu et al., 2014; Xu, 2012) and user privacy issues (Lu et al., 2014). M. 

K. Lim et al. (2020) reaffirm that further research is warranted in CMfg's security and IP 

management. Information management involves many issues, such as resource virtualization, data 

storage, IP protection, and security management, which require further research. 

The current research on bridging the gap in IP protections in the relevant domain concentrates 

mainly on CC (Ahmed, 2019) and additive manufacturing (Kurfess & Cass, 2014). A specific 

blockchain-based implementation for IP protection is proposed by Sekerin (2021). Jing Wang 
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(2021) provides an alternate approach where IP protection can be achieved through policies. For 

example, in China, the government has put forward policies and measures related to IP protection 

for the CMfg industry.  

The information in CMfg is massive, diverse, and distributed, including a large amount of 

user information, knowledge information, and resource. Lu & Xu (2015) present IP protection 

mechanisms for cloud information services. There is scope for further research to customize the 

IP management research efforts from the additive manufacturing and cloud-computing domains in 

the specific context of CMfg.  
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CHAPTER 3 

METHODOLOGY 

 

3.1 Introduction 

This section discusses the research design, the proposed model structure, and the 

development of a trust mechanism. The research objectives are to establish digital trust in CMfg 

through data security and data provenance by devising a trust mechanism that combines 

technological advancements such as blockchain, decentralized ledgers, smart monitoring through 

IoT, and security through zero-trust mechanisms. 

 

3.2 Research Design 

In general, researchers adopt a research methodology to develop an argument. The research 

methodology depends on the nature of the problem. This section will provide the definition of 

inductive, deductive, and abductive reasoning. 

 

3.2.1 Deductive Reasoning 

Deductive reasoning is confirmatory reasoning to obtain ideas or knowledge (Goel, 2007). 

Deductive reasoning usually referred to as a "top-down" approach, works from the more general 

to the more specific (Brisson & Markovits, 2020). A researcher begins by thinking up a theory 

about the topic of interest and then narrows this theory down into more specific hypotheses that 

they can test. They narrow it down even further when collecting observations to address the 

hypotheses. This eventually leads to being able to test the hypotheses with specific data to either 

confirm or reject the original theory. 



   

 

55 

 

 

Figure 5: Deductive Reasoning Stages  

(Turnbull et al., 2021) 

 

3.2.2 Inductive Reasoning 

Inductive reasoning is synthesized reasoning to obtain ideas or knowledge (Heit, 2000). 

Inductive reasoning, the bottom-up approach, works reversely, moving from specific observations 

to broader generalizations and theories (Hayes & Heit, 2018). Here, the researcher begins with 

detailed observations and measures, continues to detect patterns and regularities, formulate 

tentative hypotheses to explore, and finally develops general conclusions or theories.   

 

 

 

Figure 6: Inductive Reasoning Stages (Turnbull et al., 2021) 

 

3.2.3 Comparison Between Deductive and Inductive Reasoning 

 Azungah (2018) provides a crisp comparison between the two approaches. In deductive 

reasoning, the research question is formulated at the beginning, and the research aims to deduce 

the answers to these questions through hypothesis generation, data gathering, analysis, and 

conclusion. In inductive reasoning, the data collected is analyzed to identify patterns used to 

formulate the research question. In inductive reasoning, after patterns are identified through data 

analysis, the hypothesis is developed to justify and explain these patterns. The data analysis 

happens before the hypothesis generation. In deductive reasoning, the hypothesis is initially 

Theory Hypothesis Observation Confirmation 

Observation Patterns Hypothesis Theory 
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formulated based on the theory, and data required to test the hypothesis is then gathered. The data 

analysis is done to confirm (or refute) the hypothesis. 

 

3.2.4 Decision Criteria: Deductive v/s Inductive Reasoning 

The decision on the deductive or inductive approach to research is subjective to the research 

question and the type of data being analyzed. Digital Trust is a highly context-oriented or context-

dependent research area. The research question of interest is about establishing digital trust in the 

specific context of the CMfg system and its functioning. In this case, an inductive approach may 

be preferred to solve highly context-dependent problems. There may be instances when the 

deductive approach may work, but most context-based research would prosper with an inductive 

approach.  

The inductive approach studies patterns generated by the data collected and analyzed. No 

theories or hypotheses would apply in inductive studies at the beginning of the research, and the 

researcher is unrestricted in terms of altering the direction of the study after the research process 

has commenced. This is highly beneficial when there is a high dependency on the context. 

Inductive reasoning is based on learning from experience. Patterns, resemblances, and regularities 

in experience (premises) are observed to reach conclusions (or to generate theory). 

The methodology has three primary components: exploration, structuration, and 

conclusion (Johnson, 2016). 

Exploration gathers what is currently known about the research subject and identifies a 

problem. A thorough literature review, case studies, or other methods capture the rules, axioms, 

definitions, ontologies, and other foundational elements of the problem (i.e., what is known). The 

scope of the research is narrowed and placed in a specific context. 
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Structuration defines the architecture that supports the coherence of the system of beliefs (i.e., 

theory) produced by the research. The architecture is a system of logic that must conform to all 

statements made by the system. It provides the necessary rigor to claim that the research outputs 

are coherently accurate. 

The conclusion is where the result of the research is interpreted, and implications are 

considered.  

Through literature reviews, exploration will include studying the context of the system of 

interest and how digital trust is established in cyber-physical or cloud-based systems. The patterns 

identified will be curated during structuration to form an architecture that satisfies the system intent 

and works toward resolving the problem statement. The process will culminate with a conclusion 

that will establish a theory on how digital trust can be established through the digital trust 

mechanisms devised to demonstrate security, provenance, and consistency. 

 Mkandawire (2019) provides an overview of the research methods frequently used by 

researchers. Some of the most commonly used data collection methods include:  

 

Qualitative  

• Observation / Participant Observation: Participant observation (PO) is a research 

methodology where the researcher closely monitors and records the participants' day-to-

day activities. The objective is usually to record behavior under several different 

circumstances.  

• Interviews: Interviews are most qualitative, even though a subsection of the interview can 

be quantitative (for example, recording age, gender, etc., and asking yes/no questions at 
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the start or end of the interview). The interview involves asking open-ended questions to 

converse with respondents and collect data about a subject. 

• Experiments: These can be used for qualitative and quantitative data analysis. The 

researcher collects data, and the results will either support or reject the hypothesis. This 

research method is called hypothesis testing or a deductive research method. 

• Focus Groups: A discussion between a small group of participants. This method capitalizes 

on the debate generated among participants. The participants are encouraged to respond to 

the moderator and the anecdotes conveyed by other participants and to further reflect on 

personal experiences as others speak. 

 

Quantitative 

• Surveys: The process involves asking people for information through a questionnaire, 

either online or offline. With the advent of emails and social media, tools like survey 

monkey and surveys are getting increasingly easier to use and widely popular. 

• Experiments: These can be used for qualitative and quantitative data analysis. 

• Secondary Data Analysis / Archival Study: This involves using data collected by other 

researchers, annual census, data released by regulatory bodies and government agencies   

 

Both/Hybrid 

• Mixed Methods (combination of some of the above) 

 

Both deductive and inductive approaches can need qualitative and quantitative data 

analysis based on the research question being investigated. Inductive reasoning uses qualitative 
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methods. However, the statement above is not absolute, and in some instances, the inductive 

approach can be adopted to conduct quantitative research (Armat et al., 2018). Deductive 

reasoning, in most cases, uses qualitative methods. 

 

3.3 Research Design and Methodology 

 
Table 2: Research Proposal Matrix 

Problem Statement Research Question Proposed approach 

Problem Statement 1: Risk 

Analysis and Management for 

data provenance in CMfg. 

Research Question 1: What are 

the risks associated with lack of 

data provenance in a cloud 

manufacturing system, and how 

can these risks be 

managed/mitigated? 

 

An inductive reasoning approach 

will be followed with its three 

phases of exploration, 

structuration, and conclusion. 

The risk factors affecting data 

provenance will be identified 

during the exploration phase. 

Problem Statement – 2 & 3: 

Trust mechanism for 

establishing digital trust based 

on data provenance. 

 

Research Question – 2 & 3 

How can a decentralized ledger 

such as a blockchain-based data 

provenance trust model 

effectively establish digital trust 

in CMfg? What features of a 

distributed ledger model will be 

instrumental in establishing 

digital trust in the CMfg system? 

The model will be devised in the 

structuration phase and tested 

with different input parameters, 

data volumes, and boundary 

testing to determine its 

effectiveness in the conclusion 

phase. 
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Table 2 Cont.   

Problem Statement – 4 

Lack of a core governance body 

that can control the whole 

system. 

Research Question – 4 

How can the risk of lack of a 

central governance body be 

mitigated? How can trust 

mechanisms help with managing 

the governance in a CMfg 

system? 

 

The same blockchain-based 

model can establish data 

provenance and governance. 

 

 Buterin (2014), Liang et al. (2017), Ali Vatankhah Barenji et al. (2020), and R. Vatankhah 

Barenji (2021) highlight how blockchain can be used for implementing data provenance and 

configuring smart contracts to execute contractual agreements between geographically distributed 

entities programmatically without needing a mutually trusted third party. The research proposal is 

to evaluate the trust mechanisms to ensure data security, data provenance, and governance. The 

objective is to customize the trust mechanisms for the CMfg model by using technologies such as 

smart sensors using IoT, smart contracts-based blockchains or decentralized ledgers, and big data 

analytics. The steps in the proposed approach for the research are outlined below: 

 

Phase 1: Factor Conceptualization  

Factors to be considered during this phase are Cost, Energy Consumption, and 

Transparency, as described below. 

• Cost: One central aspect of having distributed manufacturing is to provide cost-efficiency 

to manufacturers. So, the cost of implementation should be minimal. IoT sensors, for 
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example, and inexpensive virtual machines through cloud service providers are flexible 

and pay-as-you-use. So, these are potential resources that will be tapped in the model. Two 

costs below are to be evaluated: 

o Cost for posting transactions on the blockchain, such as gas in Ethereum when using 

smart contracts.  

o Infrastructure cost for setting up the model. 

• Energy consumption:  

o Energy consumption for mining/minting the blockchain. This is important from the 

standpoint of environmental sustainability and the overall cost of the solution. 

• Transparency:  

o Demonstrate data provenance and CMfg governance by testing the model in simulation 

mode. 

 

Phase 2: Model Formulation and Simulation  

The factors conceptualized in Phase 1 will be built into a smart contract model for generic 

CMfg, which can represent many medical and non-medical products. The model will then be tested 

using software-based simulation with different input parameters, data volumes, and boundary 

testing. The proposed model will be tested for efficiency concerning performance, cost, ease of 

use, and energy consumption by varying the input parameters, the volume of data logged, 

perimeter/boundary testing, and stress testing of the solution. All transactions of the software-

based models will be tested, and the results are congruent to that in the real world and facilitate 

direct correspondence between the model entities and the targeted system, enhancing transparency, 

soundness, descriptive precision, and consistency.  
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Phase 3: Conclusion  

Formulize conclusions based on testing  

The conclusions will be based on the following: 

• Cost: The simulation in Phase 2 with different transactions will include logs showing 

the amount of gas spent on each transaction when the individual smart contract 

functions are called. The VM sizing required is determined using the data used during 

the testing in Phase 2. Based on the sizing, the cost of churning a VM instance can be 

easily obtained from cloud service providers to estimate this cost. 

• Energy consumption: Determined by the energy consumed by the IoT devices used 

for monitoring. The manufacturers would be able to provide this amount for each 

device used. A comparison of costs across different IoT device manufacturers can be 

made; since no new currency is mined by the smart contracts used, the cost for 

blockchain and posting transactions should realistically be in line with an efficient 

model. This will be demonstrated in Phase 2 of the research while testing. 

• Transparency: Established by example how data provenance and governance can be 

demonstrated to regulatory agencies, potential customers, and third-party 

manufacturers by retrieving the data from the Ethereum blockchain. Establish the 

parameters passed to recover the data and identify management effectiveness from 

demonstrating this measure.  

Blockchain and decentralized ledgers have created new avenues in different business areas, 

such as healthcare, decentralized finance, cryptocurrencies, and the supply chain. This research 

proposes to evaluate decentralized ledgers with use cases such as smart monitoring, IoT-based 
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sensory data logs, operational data provenance, smart contracting, and others that would help 

establish digital trust in CMfg. 

The plan would be to establish a working mechanism to reinforce trust in CMfg through 

provenance and evaluate using blockchain/decentralized ledgers to develop and demonstrate data 

provenance and system governance in the cloud manufacturing process.   

 

 

 

Figure 7:  Outline of Research Design 

 

3.4 Generalizability of the Research 

The productivities of research are truly valuable when it can also be applied to other 

problems in broader domains. The generalizability of research defines the effectiveness and 

usefulness of the research. According to Polit & Beck (2010), generalizability is a study of 

reasoning which deduces broad inferences from specific observations. 
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The trust model devised as part of this study has the potential for application in 

manufacturing different types of products by using smart contracts in CMfg. Some examples are 

medical devices and drugs, baby products, packaged food, and toys that the Food and Drug 

Administration(FDA) or other regulatory agencies may regulate. The model can also be finetuned 

to provide benefits in cases where regulatory agencies regulate certain specific aspects of products 

(E.g., The Consumer Product Safety Commission (CPSC) regulates the chemical content of toys 

and children's products, Operational Safety and Health Administration (OSHA) enforces 

protective workplace safety and health standards for the manufacturing of chemicals and 

fertilizers) A similar approach with trust mechanism using smart contracts can be devised to cater 

to these specific scenarios. 
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CHAPTER 4 

MODEL DEVELOPMENT 

 

4.1 Introduction 

 The study covers three data provenance categories relevant to digital trust in CMfg. These 

are Product Provenance, Order Provenance, and Operational Provenance. The three categories of 

provenance together address the most significant questions regarding data provenance in 

manufacturing, which include: 

• What goes into the product? 

• Who manufactures the product?  

• Who transports the products? 

• Under what conditions are the products manufactured? 

• Whether regulatory constraints/requisites are met?  

The approach uses a low-cost database for mass storage of operational and transactional 

data and a smart contract-based blockchain for provenance-related aggregates. Individual 

stakeholders can host the database on-premises or with an on-cloud storage option with the desired 

efficiency. The blockchain is hosted centrally for all stakeholders to communicate with each other 

and post relevant transactions to validate the 'transactions of interest.' Once deployed, smart 

contracts cannot be altered or destroyed. Any data logged in Ethereum is public and available to 

any address subscribed to this blockchain. So, the data is immutable but not private. 

Once a service provider receives an order/consignment, the order is distributed for actual 

manufacturing to a set of geographically distributed manufacturers per the CMfg principles. The 

manufacturer–consignment allocation algorithm is external to the blockchain and out of scope for 
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the study. With each manufacturer, the service provider’s local database maintains the products 

they can manufacture, their capacity for each product, and the expected turnaround time.  The 

allocation algorithm consumes this information. 

For identity management, an Identity Trust Fabric (ITF) blockchain, which will act as a 

distributed ledger for cryptographic proofs for decentralized identities, can be built.  This ITF 

blockchain will provide verifiable credentials GTID (Global transaction ID) and facilitate 

decentralized trust between the entities involved, including the credential issuers, holders, service 

providers, and consumers, thus eliminating the need for a centralized authority. The ITF 

Blockchain will use Decentralized Public key Infrastructure (DPKI) for identity management. The 

idea is to build a Self-Sovereign Identity (SSI) where individual stakeholders can own and manage 

their digital identities. Upon legally establishing a decentralized identity, we can verify the 

enrollment of service providers within the ecosystem. Hewett et al. (2019) present the concepts of 

Digital Identity and their implementation using blockchain for the supply chain industry. The same 

concept extends to our use case for identity management.  

Authentication: In one simplistic example, a person creates a pair of private and public 

keys in an identity wallet. An ITF stores the public key (identifier) hash immutably. While adding 

the transaction, the entity in the block transactions gets assigned an auto-generated identifier or 

Smart-ID by the smart contract. This ID is saved in the blockchain with the attributes and is a 

GTID.  

The ITF also stores the certification record. If the user wants to access a service, it is enough 

to present its identifier/Smart-ID as a QR code or within a token. The service provider verifies the 

identity by comparing the hash values of identifiers with their corresponding hash records in the 

ITF.  If they match, ITF grants access. It can be a separate smart contract that service providers 
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can query, partners to validate identity, or integrated with the transaction management with 

independent, smart-contract functions implementation. 

 

4.2 Product Provenance: 

In most cases, the manufacturers in traditional manufacturing have contractual agreements 

with suppliers that they trust through previous agreements or quality inspections of samples. The 

manufacturers themselves are distributors who ensure that their desired quality raw materials go 

into the manufacture of their products, so they are directly responsible for the quality of the 

product. It is not the case in cloud manufacturing. The manufacturer is not the distributor of the 

end product, and even though they are responsible for the quality of the end product, their end 

customers, who are the distributors, may have trust issues with raw materials used for 

manufacturing. 

Product provenance is one of the crucial aspects of CMfg because of its distributed nature. 

It covers tracing raw materials used in manufacturing the end product and providing an 

attestation/validation mechanism to prove the same. Each deployment of the smart contract will 

be associated with one manufacturer. Different manufacturers can deploy different instances of the 

smart contract, which will be independent of one another and hosted on different smart contract 

addresses on the Ethereum blockchain. It is like deployment on an off-the-shelf application by 

different users. The same application will be deployed independently. 

The product provenance smart contract maintains master data for the following: 

• Supplier Maintenance: There is no requirement to maintain the supplier master data on 

the blockchain. This information can be traditionally maintained in the manufacturer’s 

local database.  A list, though, is maintained for transaction management in a list in the 
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smart contract. The supplier structure will hold the hash of that supplier's database record, 

the last changed timestamp record, and a supplier status (ACTIVE/INACTIVE) indicating 

whether a supplier can actively transact and supply raw materials for raw materials 

manufacturing. 

• Product and Raw Material Mappings List: A list of raw materials used for 

manufacturing an end-product is also maintained in the blockchain ledger.  

 

4.2.1 Goods Receipt by the Manufacturer 

Goods receipt (GR) is an acknowledgment that the ordered items have been satisfactorily 

received and the supplier invoice can be paid.  In this case, the raw materials are received by the 

manufacturer. Most suppliers send the materials with a barcode tag attached to the materials. While 

GR, the store clerk scans the barcode, fetches all the relevant data like PO number, material code, 

and quantity on scanning, and populates the ledger system. The GR slip is printed with a barcode 

and attached to the materials. Based on this information, materials are placed in the right storage 

location.  

The GR transaction thus provides information such as: where raw material came from, 

from which supplier, under which shipment, and lot. This is also the checkpoint where regulations, 

if any, during goods transit are inspected. For example, if temperature control/specific regulations 

in transit are mandatory, adherence must be checked at receipt of goods. Sensors and scanners can 

be engaged for this purpose. These sensors help capture the specific readings and help eliminate 

the need for manpower.  

All goods received are recorded in the database local to the manufacturer. The blockchain 

is not used as a ledger to record all the GRs. An aggregate of all records per day, per supplier, and 
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material is logged in the blockchain with the total quantity received and a hash of all the purchase 

order numbers. This provides a consolidated snapshot of all GRs for that timestamp. 

The transaction can be easily validated against the records in the database. All POs for the 

day are hashed together, and the total quantity from the database and PO hash are compared against 

the smart contract Ethereum transaction posted. The values should match if there are no changes 

to the database PO records. Thus, any unwarranted changes to the database can be easily tracked. 

 

4.2.2 Putaway at Manufacturer Location 

Where are the raw materials received stored in the manufacturer’s storage locations? This 

information is crucial to trace aspects such as: 

• Which manufacturing consignment uses raw material stored in which location? 

• The link between the aggregated purchase orders and storage location provides trackability 

on who provided the raw material. 

• Whether raw materials were stored in the right conditions necessary for regulatory 

compliance and end product quality control.  

As with GRs, not all individual putaway entries may not be needed to be traced by the 

smart contract. The local database can maintain individual readings. However, intra-location 

transfers, if any, must be traced. Tracking inter-transit inside the manufacturing unit is crucial to 

establishing lineage between raw materials and end products and ensuring and demonstrating 

compliance to any necessity. 

Sensors can be engaged as necessary to record the storage conditions of these raw materials 

in the manufacturer’s storage facility. These conditions should be followed with due judiciary 

diligence.  
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4.2.3 Assembly/Manufacturing 

This is the actual manufacturing or assembly process once the necessary raw materials are 

moved from the storage location to the production line in a manufacturing unit. This enables 

tracing which raw material (procured through which PO and stored at which locations) is used in 

the manufacturing of products at a given instance. The smart contract can post a simple event to 

log the necessary details.  

Events are very crucial for smart contracts. Because smart contract transactions are 

asynchronous and are executed when a miner mines the transaction, the return code is unavailable 

synchronously to the blockchain's frontend (JavaScript or any other User Interface.  Here events 

come to the rescue as these events are stored in the smart contract's address. The blockchain 

frontend can configure to listen/subscribe to these events and act accordingly. They can serve as a 

transaction log as well. 

 

4.2.4 Consolidation and Delivery 

This step depends on the product delivered and the policy on whom the delivery should go. 

If the product is to be individually packaged, a barcode is assigned to it. The mapping between the 

barcode and the manufacturing timestamp is maintained on the blockchain to help trace the product 

lineage. If a carton or lot is to be created, the manufacturing unit, product barcodes in each lot, and 

the manufacturing timestamp are saved in the local database. An event logs the details on the 

blockchain. Once the products are consolidated, they are sent to either the service provider for 

quality check and final consolidation or directly sent out to the end customers after an in-house 

quality check. 
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4.3 Order Provenance 

Every service provider will have a single smart contract instance deployed to establish 

order provenance. The address that instantiates the smart contract is assigned as the service 

provider account.  

The smart contract maintains a list of manufacturer addresses with which the service 

provider interacts. The detailed information on individual manufacturers and their master data are 

stored only in the local database. The blockchain only holds a hash of the database record for the 

manufacturer, the last changed timestamp, and a status indicating whether the manufacturer is 

ACTIVE or INACTIVE. No personal/sensitive information is designed to be stored in the 

blockchain. A hash value is used for validation against alterations of the database record. 

The smart contract also captures the customer orders in an order list. It also captures the 

list of all manufacturing consignment orders to individual manufacturers, and a pointer to the 

parent customer order. The other details captured for an order include the product, customer 

address, quantity ordered, the amounts, and expected date for fulfilling and delivering the order. 

Order Provenance covers the traceability of the following aspects, along with a proven 

mechanism to demonstrate the authenticity and reliability of the tracking mechanism.  

• For a customer order, what has been requested? 

o Which customer has requested? 

o What product is requested? 

o How much is requested? 

• For customer orders, track each manufacturer’s consignment 

o Which manufacturer/manufacturing units is the consignment distributed to? 

o How much is each unit assigned to manufacture? 
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• If consolidation at service provider: 

o From whom you receive what, how much? 

• Outbound 

o Whom is it going to? 

o Which outbound shipment? 

o While departing the unit, what was the temperature/other specific regulation? 

o If tracking delivery, what was the temperature at delivery/handover? 

 

4.3.1 Order Creation/Updates 

A customer creates a new transaction for order creation. This is a payable transaction on 

the smart contract, and the amount transacted is locked in the smart contract until it is cleared for 

payment to the service provider or refunded back to the customer for reasons such as the 

withdrawal of the order by the customer or rejection of the order by the service provider. 

Customers can also request an updated order in another transaction if they need the quantity 

or pricing updated. The order update will be accepted if the order is in the right status and has not 

been processed. 

 

4.3.2 Accept/Reject 

The service provider can accept or reject an order based on their discretion. If the order is 

rejected, the amount locked in the smart contract is refunded to the customer. Upon accepting or 

rejecting an order, an event is raised by the smart contract, which can be used as a trigger 

mechanism by the UI so that the communication about this transaction status can be cascaded to 
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the interacting application. Only the service provider can invoke the acceptance or rejection 

capabilities of the smart contract. 

 

4.3.3 Confirmation/Withdrawing an Order 

After the initial negotiations and renegotiations, the customer sends a final confirmation to 

the service provider to continue the manufacturing process once the order is accepted. After this 

step, the service provider sends suborder requests to the third-party manufacturers in their 

networks to start working on the customer's order.  

The customer can also withdraw an order not currently under process, after which the 

amount locked on the smart contract for that order is refunded to the customer’s payable address. 

 

4.3.4 Order Processing 

After the customer confirms an order, the service provider starts preparing to process the 

order. The status of the order is moved to “In Process”. At this point, the customer cannot initiate 

a withdrawal. The allocation process to determine which third-party manufacturers will produce 

how much of the whole order is determined after the order status is flipped to “In process”. The 

algorithm to determine these proportions is external to the blockchain and out of the scope of the 

study.  

 

4.3.5 Generating Suborders to Third-Party Manufacturers 

The service provider now posts transactions through the smart contract to create individual 

sub-orders for each involved third-party manufacturer. These suborders are tracked against the 

main order. Only manufacturers that are in ACTIVE status can be assigned suborders. The product, 
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expected quantity, and expected date for the suborder are assigned when the order for the 

manufacturer is created. This is also when the service provider locks the suborder amount on the 

smart contract. This will be the amount due to the manufacturer on order fulfillment. This will be 

per the prior agreements between the service provider and the manufacturer.  

 

4.3.6 Accept/Reject Suborder 

At this stage, the manufacturers acknowledge the order request sent out to them by the 

service provider. Each manufacturer has the option to either accept or reject the suborder. If a 

manufacturer rejects a suborder, the amount locked in the smart contract for that suborder is 

transferred back to the service provider. The amount stays locked until the goods are dispatched 

to the customer if the manufacturer accepts them. Once a suborder is in completed status, the 

amount locked against it is transferred to the manufacturer’s payable address. 

 

4.3.7 Confirm Goods Dispatch 

Once the suborder is completed, the manufacturer dispatches it to the service provider (if 

quality checks/consolidation is the service provider's responsibility) or to the end customer 

directly. Once the dispatching is done, the order status changes to confirm the goods dispatched to 

the necessary entity. At this point, the shipment leaves the manufacturer’s facility. 

 

4.3.8 Acknowledge the Final Goods Receipt 

This final step marks the completion of the order/suborder’s lifecycle. Upon receipt of the 

consignment and the necessary checks, the service provider/end customer sends the 
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acknowledgment. At this point, the smart contract payment is locked for payment to the 

manufacturer in case of sub-orders or the service provider in case of an end customer's order. 

The model for order provenance not only tracks the lifecycle of a customer’s order but also 

provides unalterable visibility on all manufacturers who worked on a consignment, how much each 

of these manufacturers manufactured, and how much they were paid. A smart contract also enables 

efficient payments across geographically distributed stakeholders without needing a mutually 

trusted third-party such as a global/international bank. This makes payments effortless and 

eliminates exuberant transaction fees that international banks charge. This handles dual digital 

trust mechanisms: Provenance and Payments. 

 

4.4 Operational Provenance 

 Manufacturing as an industry is governed by strict regulations. Be it the manufacturing of 

medical devices, fertilizers, or baby products/toys, different countries have different regulatory 

bodies and compliance guidelines/rules. Adhering to these is extremely important and requires 

compliance. In traditional manufacturing, manufacturers produce the products on their premises 

in manufacturing units that they have complete autonomy of, physically and for controlling the 

operations. So, complying with regulations is an easy task. However, it is not the case in CMfg.  

The operational provenance model makes it possible for service providers to trust third-

party manufacturers, to adhere to these regulations.  Some of these manufacturers could be outside 

the geographic boundaries of country-specific regulations. The model is capable of successfully 

demonstrating adherence and compliance to these regulatory standards in the case of a site 

inspection. It is also capable of demonstrating digitally, the regulatory compliance in cases where 

manufacturing units are geographically far for physical site inspections from regulatory agencies.  
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 Establishing operational provenance helps build digital trust and involves tracking the 

operating conditions of production lines and manufacturing units. The model consists of a smart 

contract that implements a mechanism of logging sensor data during manufacturing to establish 

the provenance of manufacturing conditions using IoT device sensors. 

Any account may request access to the readings of an IoT sensor device. This means a 

regulatory agency account; any service provider or end-customer can attempt to access the 

readings. The smart contract can also pragmatically enable efficient fund transfer between 

stakeholders without a third-party facilitator. This enables governance along with data provenance.  

Figure 8 below represents a schematic representation of how a manufacturer’s 

manufacturing model can be.  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 8: Hierarchical Model for LDS Manufacturing 
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A single manufacturer may have different manufacturing units located at several 

geographic coordinates. Each manufacturing unit manufactures one or more products and has its 

operating conditions. The operating conditions are monitored through IoT sensors. Several sensors 

monitor different parameters of interest. The smart contract will be between nodes of this supply 

chain hierarchy (e.g., the manufacturer, regulatory bodies (e.g., FDA), and the manufacturer's 

potential customers). These customers could be directly procuring goods from this manufacturer 

or intermittent service providers who will procure and then distribute to medical centers and 

hospitals. Each deployment of the smart contract will be associated with one manufacturer. 

Different manufacturers can deploy different instances of the smart contract, which will be 

independent of one another and hosted on different smart contract addresses on the Ethereum 

blockchain.  

Each sensor reading will include the device ID, the start and end timestamp for the 

aggregated readings, the hash of the readings and the minimum, the maximum, average, and 

standard deviation between the readings logged during the start and end timestamp. The Reading 

Hash will hold an irreversible hash value with input as all the readings are logged for the 

duration. 

The blockchain will be public, with any node able to interact with the manufacturer as a 

customer if they know where (address of the contract) the contract is located. A single smart 

contract will hold all devices and their readings in all the manufacturing units associated with the 

manufacturer. The smart contract will maintain a list of available products for customers to order 

and the inventory available through the manufacturer.  
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Each device has a threshold for low and high readings beyond which they are considered 

outside bounds. If all readings are within the low and high threshold, the environment in the 

manufacturing unit can be regarded as ideal for sterility and manufacturing of the product. 

Smart contract attributes: 

1. Single EOA (Externally owned address) for the manufacturer. 

2. Registration ID 

3. Product Inventory. A mapping list of all products with their inventory available for 

selling on this blockchain.  

4. A list of all devices deployed by the manufacturer. The information is stored in a 

structure with the device identifier, the manufacturing unit ID, its status 

(ACTIVE/INACTIVE), which indicates if it is actively monitoring and logging into 

the blockchain, and its low and high threshold. The smart contract maintains a list of 

access requests by any address through its get methods. This is for the manufacturer to 

know which accounts accessed the readings.  

 

4.5 Use Case Diagrams 

A use case diagram is a behavior diagram in UML (Unified Modeling Language) that model 

the system's functionality using actors and use cases. The UML is a general-purpose modeling 

language that is intended to provide a standard way to visualize the design of a system. 

• The system is something being developed or operated.  

• Use cases are a set of functions that the system can perform.  

• The actors are entities operating with defined roles in the system.  
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Use case diagrams are useful for envisioning the functional requirements of a system that 

will translate into design alternatives and development primacies. They help identify internal and 

external factors that may influence the system. They also provide a good high-level analysis from 

outside the system. Use case diagrams specify how the system interacts with actors without 

worrying about the details of how that functionality is implemented. 

Figure 9 details use case diagrams for the product, order, and operational provenance 

systems and projects all the functionalities that each system can have. 
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Figure 9: Use Case Diagrams 
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4.6 Consolidated Sequence Diagram 

 

 

Figure 10: Smart Contract Based Sequence Diagram. 
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A sequence diagram or system sequence diagram (SSD) shows process interactions 

arranged in a time sequence. It depicts the processes involved, and the sequence of messages 

exchanged between the processes needed to perform the functionality. Sequence diagrams are 

typically associated with use case realizations. Sequence diagrams are sometimes called event 

diagrams or event scenarios. For a particular scenario of a use case, the diagrams show the events 

that external actors generate, their order, and possible inter-system events. 

Figure 10 provides a detailed sequence diagram for data provenance for CMfg. It includes the 

end-to-end flow from customer order to delivery and payment capturing order provenance. It also 

includes the raw materials receipt and putaway and the manufacturing to capture product 

provenance by the manufacturers involved. And also, registering the IoT sensors for a 

manufacturing unit, capturing, posting, and reading the sensor data for operational provenance. 

 

4.7 Factor Assessment 

Cost, energy consumption, transparency, and efficiency are considered during model 

development as per research design. 

 

4.7.1 Cost 

It is imperative that the cost of the model is feasible for small third-party manufacturers 

who wish to enter the market. Only when the model is economical can it be incorporated at a wide 

scale making digital trust accessible to all CMfg players. 

 The individual costs that comprise the overall cost of the model are as follows: 

 

Infrastructure/Device Cost  
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The only additional infrastructure with the proposed model will be the IoT sensor devices 

that will be placed in the manufacturing plants and their corresponding Wi-Fi modules. This would 

be a one-time setup cost. Over the last few years, prices of IoT devices have ranged as little as $ 

0.38 - $15. Considering a manufacturer may require up to 10 devices per unit and one Wi-Fi 

module, the cost of devices per unit would be around $150-$200, and the Wi-Fi module would be 

around $4-$10. 

 Additional computational power is required to transmit information to a database and to 

the blockchain. Virtual machines through cloud service providers are flexible and pay-as-you-use. 

For example, an AWS EC2 t2.medium machine would cost approximately $40 per month. The 

total infrastructure cost would be: 

 

Table 3: Infrastructure Cost Breakdown by Stakeholder 

Party Initial Setup cost : 

Manufacturer IoT Devices: $200  

Manufacturer Wi-Fi module $10  

Manufacturer Total $210  

Party Monthly 

Manufacturer Computation $40  

 

Ethereum Contract Creation and Storage  

Ethereum charges for the storage of the contracts. The base storage cost of a create 

operation is 32,000 gas, and the base cost of 21,000 gas is added to that for entering the transaction 

onto the block. This puts the creation and storage price at 53,000 gas. 

53000 gas = (14.45 + 1.02)* 53000 = 781167 gwei where 14.45 is the base fee, and 1.02 

is the priority fee (As of 19 January 2023, 8 pm ET). 

1 gwei = 0.000002 USD (As of 19 January 2023) 
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Therefore, 53000 gas = 781167 * 0.000002 = 1.56 USD 

Once you have paid the gas fees and storage costs, the next step is to run the initialization 

function of the contract. This is called the block of code that is written for allocation purposes. The 

allocation of memory for a contract cost 200 Gwei per byte. The estimated cost for smart contract 

storage could be between $500 for a small smart contract and around $2,000 for a moderate smart 

contract. 

 

Table 4: Infrastructure Cost Breakdown by Provenance Model 

Provenance Model Party Initial Setup cost : 

Operational Provenance Manufacturer Contract Creation $1.56  

Operational Provenance Manufacturer Contract Storage $2,000  

Product Provenance Manufacturer Contract Creation $1.56  

Product Provenance Manufacturer Contract Storage $2,000  

Order Provenance Service Provider Contract Creation $1.56  

Order Provenance Service Provider Contract Storage $2,000  

 

The Ethereum Gas Fee or the Cost for Posting Transactions on the Ethereum Blockchain Network 

While the gas units consumed per operation is fixed, the gas price, which is the amount a 

user pays per gas, is dynamic and dictated by market conditions. Before the London Hard Fork, 

the Ethereum gas price was highly dynamic and determined by supply and demand. The more 

users wanted transactions posted at a time, the greater the demand and the higher the gas price. 

The formula before the London Hard fork for the cost of transaction in gwei = gas units * gas 

price. 

The London Hard Fork eased some of this volatility by altering how gas fees are calculated. 

It introduced a base fee, which is the minimum price per unit of gas that a user must pay to include 

their transaction in a block.  Ethereum automatically calculates the base fee based on the demand 
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for block space at any given time. In addition, users also include a priority fee to their transactions. 

This priority fee helps determine how quickly a transaction will be processed. Most Ethereum-

compatible digital wallets will help users by automatically determining where priority fees should 

be set. The priority fee gets paid to the validator, while the base fee gets burned. 

 The formula as of today is gas units (limit) * (base fee + priority fee). 

A standard transaction requires 21,000 gas units as the limit, while more complex ones can require 

much more. For our smart contract, the recommended gas limit used for testing the deployment of 

the smart contract is 300000 gas units. 

The base fee and the priority fee estimates are shown below. 

 

 

Figure 11: Gas Estimator – www.blocknative.com 

 

To calculate the monthly cost of transactions, the study followed the below steps: 

• Executed all transactions and noted the minimum gas limit needed for each transaction. 

Then, the cost in gwei for each transaction was calculated and converted to USD. The cost 

in USD will give a better insight to non-crypto stakeholders on the ballpark cost. I also 

calculated the number of transactions per month. 
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• Current cost formula in gwei for Ethereum = gas limit * (Base fee + priority fee) 

• Obtained the current Base fee and priority fee for Ethereum (Source: 

https://www.blocknative.com/gas-estimator) 

• Then, using formula = [gas limit * (Base fee + priority fee)] * no of monthly transaction * 

gwei to USD conversion rate, found the costs in USD per model and per stakeholder. 

 

Table 5: Monthly Cost Breakdown by Stakeholder 

Party 

Approx. 

Monthly Cost 

(USD) for 

implementing 

provenance 

Model 

Monthly cost 

with 10% 

decrease in base 

price 

Month Cost with 20% 

increase in base price 

Customer $40.93 $37.58 $48.58 

Manufacturer $392.16 $360.01 $465.43 

Service Provider $46.97 $43.12 $55.74 

Grand Total $480.07 $440.70 $569.75 

 

 

https://www.blocknative.com/gas-estimator
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Table 6: Monthly Cost Breakdown by Smart Contract Operation 

 

 

Model 
Type Party 

Smart contract 
Operation 

Gas 
Limit gwei 

USD(Avg 
Price) 

USD( 10% 
decrease ) 

USD(10% 
increase) 

trans/ 
month 

Overall 
price at 
average 
base price 

Product 
Provenance Manufacturer Deploy 300000 4641000 $9.28 $8.52 $11.02 1 $9.28 

  Manufacturer 
Assign raw 
material 21000 324870 $0.65 $0.60 $0.77 20 $12.99 

  Manufacturer Good receipts 21000 324870 $0.65 $0.60 $0.77 100 $64.97 

  Manufacturer Putaway 21000 324870 $0.65 $0.60 $0.77 100 $64.97 

  Manufacturer Assembly 21000 324870 $0.65 $0.60 $0.77 50 $32.49 

                Total $184.71 

Order 
Provenance 

Service 
Provider Deploy 300000 4641000 $9.28 $8.52 $11.02 1 $9.28 

  
Service 
Provider 

Activate 
Manufacturer 21000 324870 $0.65 $0.60 $0.77 10 $6.50 

  
Service 
Provider 

Retrieve 
Manufacturer 21000 324870 $0.65 $0.60 $0.77 5 $3.25 

  Customer Order Creation 21000 324870 $0.65 $0.60 $0.77 20 $12.99 

  Customer Order Change 21000 324870 $0.65 $0.60 $0.77 10 $6.50 

  
Service 
Provider Retrieve Order 21000 324870 $0.65 $0.60 $0.77 5 $3.25 

  
Service 
Provider Accept Order 21000 324870 $0.65 $0.60 $0.77 3 $1.95 

  
Service 
Provider Reject Order 21000 324870 $0.65 $0.60 $0.77 2 $1.30 
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Table 6 Cont. 

          

  Customer Confirm Order 21000 324870 $0.65 $0.60 $0.77 3 $1.95 

  
Service 
Provider Process Order 21000 324870 $0.65 $0.60 $0.77 3 $1.95 

  
Service 
Provider Create Suborder 21000 324870 $0.65 $0.60 $0.77 15 $9.75 

  Manufacturer Accept suborder 21000 324870 $0.65 $0.60 $0.77 3 $1.95 

  Manufacturer 
Confirm goods 
dispatch 21000 324870 $0.65 $0.60 $0.77 3 $1.95 

  Customer 
Acknowledge 
receipt 21000 324870 $0.65 $0.60 $0.77 5 $3.25 

  
Service 
Provider 

Acknowledge 
suborder receipt 21000 324870 $0.65 $0.60 $0.77 15 $9.75 

                Total $75.56 

Operational 
Provenance Manufacturer Deploy 300000 4641000 $9.28 $8.52 $11.02 1 $9.28 

  Manufacturer Post readings 21000 324870 $0.65 $0.60 $0.77 264 $171.53 

  Manufacturer 
Activate IoT 
device 21000 324870 $0.65 $0.60 $0.77 25 $16.24 

  Manufacturer 
Deactivate IoT 
device 21000 324870 $0.65 $0.60 $0.77 5 $3.25 

  Customer Retrieve Reading 21000 324870 $0.65 $0.60 $0.77 25 $16.24 

  Manufacturer 
Retrieve Access 
log 21000 324870 $0.65 $0.60 $0.77 5 $3.25 

                Total $219.80 

                
Grand 
Total $480.07 
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Table 7: Overall Cost Breakdown by Stakeholder 

Party 

Approx 

Cost  Party 

Approx 

Cost 

Customer $40.93  Customer $40.93 

Monthly $40.93  Posting transactions $40.93 

Manufacturer $4,645.28  Manufacturer $4,645.28 

Initial $4,213.12  

Contract 

Creation/Storage $4,003.12 

Monthly $432.16  Infrastructure $250.00 

Service Provider $2,048.53  Posting transactions $392.16 

Initial $2,001.56  Service Provider $2,048.53 

Monthly $46.97  

Contract 

Creation/Storage $2,001.56 

Grand Total $6,734.75  Posting transactions $46.97 

   Grand Total $6,734.75 

 

 

4.7.2 Energy Consumption 

Ethereum is a green blockchain. It uses a proof-of-stake consensus mechanism, using ETH 

instead of energy to secure the network. Ethereum's proof-of-stake mechanism only uses ~0.0026 

TWh/yr across the entire global network. The Ethereum network began by using a consensus 

mechanism that involved Proof-of-work (PoW) (Ethereum.org, 2022). PoW was the approach that 

allowed the decentralized Ethereum network to come to a consensus on important aspects such as 

account balances and the order of transactions. The PoW protocol, Ethash, required miners to go 

through an intense race of trial and error to find the nonce for a block. Only blocks with a valid 

nonce could be added to the chain. A major criticism of PoW is the energy output required to keep 

the network safe. Ethereum on PoW consumed large amounts of energy to maintain security and 

decentralization. With PoW, Ethereum miners collectively consumed about 70 TWh/yr,  about the 

same as the Czech Republic (Ethereum.org, 2022). 
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If Ethereum continued being PoW, the data provenance model would practically be 

infeasible when considering energy consumption. However, in September 2022, Ethereum 

transitioned from the PoW consent model to a Proof-of-Stake (PoS) mechanism. PoS comes with 

several improvements to the now-deprecated PoW system (Ethereum.org, 2023): 

• Better energy efficiency – there is no need to use lots of energy on PoW computations. 

• Lower barriers to entry and reduced hardware requirements – there is no need for elite 

hardware to stand a chance of creating new blocks. 

• Reduced centralization risk – proof-of-stake should lead to more nodes securing the 

network. 

• Because of the low energy requirement, less ETH issuance is required to incentivize 

participation. 

The transition to PoS is important for environmental sustainability and the overall cost of the 

solution. The Ethereum Foundation has claimed that the transition reduced Ethereum’s energy 

consumption by 99.95%, making our data provenance models on Ethereum environmentally 

feasible. 

 

4.7.3 Transparency 

Transparency is the core requisite of the model. A smart contract based Ethereum public 

blockchain model ensures that the transactions posted can be viewed and validated easily. The logs 

are unaltered and provide the clarity needed to bring digital trust in the CMfg process.  The model 

can exhibit transparency when data provenance for the governance of CMfg can be effectively 

demonstrated for all the aspects below. 
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Product Provenance  

Product provenance involves tracking the product's lifecycle from tracking raw materials 

used in manufacturing the end-product, storing raw materials, and moving the materials to the 

manufacturing floor. It also provides a convincing attestation/validation mechanism to 

demonstrate the lifecycle. 

 

Order Provenance 

Order provenance involves tracing a journey of a customer order. This includes information 

on the customer requesting the order, the product requested, and its quantity. For customer orders 

in a CMfg setup, it tracks each manufacturer’s consignment to demonstrate the 

manufacturer/manufacturing units the consignment is distributed to, and the quantity assigned to 

each unit. The process also tracks Outbound details such as whom an order goes to and through 

which shipment.  

 

Operational Provenance 

Operational provenance involves tracking the manufacturing conditions.  This includes 

which facility and manufacturing unit a product was manufactured in and whether it followed all 

regulatory requirements that had to be followed during the manufacturing process. 

 

4.7.4 Efficiency 

 Along with being cost and energy efficient, the model also demonstrates ease of 

execution. A third-party manufacturer should easily be able to set up the infrastructure needed – 
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both operational components, such as IoT devices, and the IT infrastructure, such as VMs, 

database administration, and smart contract maintenance. 

 

Setting up IoT Devices  

The Industrial IoT today uses IoT-enabled devices and integrates it within the 

manufacturing processes on the factory floors for production efficiency, product quality, meeting 

compliance requirements, product innovation, and speed. Since this mechanism is used widely for 

several use cases, IoT setup is an easily managed aspect for manufacturing companies.  IoT devices 

are already integrated for other use cases. The model can leverage the existing setup for the data 

provenance use case represented by the model developed as part of the research. 

 

 

IT Infrastructure 

 With the advent of Cloud providers for IT infrastructure, managing data centers is no more 

a requirement. “Pay-as-you-use” infrastructure is hassle-free and without any in-house IT support 

or maintenance costs. Databases are hosted on the cloud without additional administrative costs or 

IT personnel.  

 

Smart Contract Maintenance 

Smart contracts are immutable. This means, once deployed, they cannot be modified. So, 

unlike traditional software, where programs can be upgraded directly, smart contracts must 

redeploy new versions to the blockchain and discard old ones. Most maintenance methods check 

security issues of smart contracts before redeploying them to the blockchain, which are so-called 



    

 

94 

offline checking methods (J. Chen et al., 2021). Since the study already presents sample smart 

contracts tested against the scenarios of Order, Product, and Operational provenance, using these 

models will have minimal, smart contract maintenance cost and thus be considered efficient. 

 

Efficient Payments Without the Need for Mutually Trusted Third Party 

The CMfg model lags in efficiency in financial transactions such as cross-party payments 

since multiple stakeholders are involved that are geographically distributed. These stakeholders 

may not digitally trust one another. So, there is a need for a mutually trusted third party, such as 

an international bank, for financial transactions. 

Smart contracts are an excellent way of making contractual payments and other financial 

transactions and do not need any third party to intervene or facilitate the transactions. This leads 

to efficient cross-entities payment without the need for a third party. The models developed are 

also highly efficient with respect to the ease of implementation. The IT Infrastructure can be 

efficiently facilitated through cloud service providers. The IoT devices needed are also easy to 

install and, in most cases, may already be part of the manufacturing floor as part of device health 

monitoring and data analytics use cases. 
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CHAPTER 5 

 MODEL TESTING AND RESULTS  

 

5.1 Introduction 

In this chapter, the results from the data provenance model development and respective 

testing are analyzed, and the final developed models to support product, order, and operational 

provenance are detailed. The following section demonstrates the multiple provenance models. The 

chapter concludes by discussing the collective digital trust represented by the three provenance 

models in the cloud manufacturing terrain. 

The provenance model demonstrated by the Ethereum smart contracts is a separate entity 

to the system that logs transactions into the database. The provenance model is an after-the-fact 

logging system whose mechanism is decoupled from the transactional system so that the efficiency 

of the transactional system is not affected. This model is solely in play to establish digital trust in 

the CMfg system and, when needed, instill independence in financial and payment transfers when 

handled through smart contracts. 

The result of the research is presented with three sample smart contracts built in the Solidity 

programming language and tested using the REMIX IDE for Ethereum. Snapshots of the testing 

are also used to illustrate the working of these smart contracts. 

Some of the common nomenclature/terms used in the proceeding section are: 

• Externally Owned Addresses: Externally Owned Address refers to an account with a 

public and private key pair that holds your funds. An Ethereum address is a 42-character 

hexadecimal address derived from the last 20 bytes of the public key controlling the 

account with 0x appended in front.  
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• Contract Address: Contract address refers to the address hosting a collection of code on 

the Ethereum blockchain that executes functions. These functions of a contract address are 

executed when a transaction with associated input data (contract interaction) is made to it. 

We will get the contract address once the smart contract is deployed. 

      Once the smart contract is created and deployed on a blockchain, the smart contract code 

becomes immutable. No changes to the smart contract code are possible at this point.  It ensures 

the integrity of the smart contract, and its terms are maintained. 

Table 8 shows a sample transaction log on an Ethereum blockchain. 

 

Table 8: A Sample Transaction Log on an Ethereum Blockchain 

status True Transaction mined, and execution succeed  
transaction hash 0xc9c76972d915395218cda9fa…  

 

< The transaction hash generated by Ethereum using the data of the 
transaction such as sender, gas, nonce, and value of the transaction>  

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4  
 

< The address of the transaction initiator/sender. The from address, in 
this case, will be the manufacturer’s address>.  

to smartcontract.function() 
0xd9145CCE52D386f254917e481eB44e9943F39138  
 

< The “to address” is the address of the smart contract. Each smart 
contract deployed on the Ethereum blockchain has its own contract 
address. The function that the sender invokes is also logged in the 
output>  

gas 80000000 gas   
 

< max gas allocated after spending which, if the transaction needs more 
gas, it will be reverted.>  

transaction cost 80000000 gas  

 

<The costs for sending the contract code to the Ethereum blockchain. It 

depends on the size of the transaction and contract.>  
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Table 8 Cont.  

execution cost 953976 gas  
 

< Execution cost is the actual cost of executing the transaction on 
Ethereum.>  

hash 0xc9c76972d915395218cda9fa…  

<The transaction hash>  
input 0x2a8...674a9  

<Hash of inputs passed>  
decoded input {}  

 
decoded output <Return value> 

{ "0": "bool: true" }   
logs [{ 

<Event 1: > 

    "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", 
     "topic": "0xe5527ca694f4246807eeef…", 
      "event": "Event-1 Name", 
 "args": { 
                Args for the event 
  }},   ….. 

 {<Event n: > 

 

   "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", 
    "topic": "0xfbd815649c4d5f4a928ff248d912dbf5..", 
     "event": "Event-n name", 
 "args": { 
  "Args 

  }}] 

value x Wei  

< Vale of the transaction>  
 

 

5.2 Product Provenance 

The Product Provenance model covers not just tracing raw materials used in manufacturing 

the end product but also providing an attestation/validation mechanism to prove the same. The 

model demonstrates traceability of how, when, and from whom the goods used as raw materials in 
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manufacturing a product are received, which location they are put away for on-site or intermediate 

storage, and when the goods are moved to the assembly or production line. 

 

5.2.1 Contract Deployment and Raw Material Assignment 

The sample solidity smart contract ProductDataProvenance.sol presents different scenarios 

implemented by this smart contract. The Externally Owned Addresses (EOA) used for testing the 

smart contract are as follows: 

• Manufacturer: 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

• Supplier: 0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB 

In this scenario, the smart contract will be deployed by the manufacturer. Any address that 

invokes the smart contract will be assigned as the manufacturer by the smart contract. We deploy 

the smart contract using Remix IDE and choose the manufacturer address for deploying. In a real-

world scenario, the manufacturer will have this deployed on its infrastructure (either on-premises 

or on-cloud) and will be responsible for the smart contract maintenance. 
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Figure 12: Snapshot of the Remix Smart Contract Deployer  

 

The transaction of deployment looks like the one below. Once the contract is deployed, the 

deployer Address (0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2) is set as the 

Manufacturer.  
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[vm] 

from: 0xAb8...35cb2 

to: ProductDataProvenance.(constructor) 

value: 0 wei 

data: 0x608...10033 

logs: 0 

hash: 0xa43...6c946 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0xa43583f9fb02005b9ac70e196700120062855e54fbf0b5141a630cb52806c946 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to ProductDataProvenance.(constructor) 

gas 1778666 gas 

transaction cost 1546666 gas  

execution cost 1546666 gas  

input 0x608...10033 

decoded input {} 

decoded output -  

logs [] 

val 0 wei 

 
Figure 13: Snapshot of the Remix Smart Contract Transaction 
 

 

The methods/functions of the deployed smart contract look like below. Each of these 

functions post a transaction on the Ethereum blockchain. 

 

 

 
 

Figure 14: Snapshot of the Deployed Smart Contract  
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For assigning raw materials against a product to be manufactured, use the 

assign_rawmaterial() function. 

 

 

 

Figure 15: Snapshot of a Smart Contract Method 
 

 
 

[vm] 

from: 0xAb8...35cb2 

to: ProductDataProvenance.assign_rawmaterial(string,string) 0x652...bA595 

value: 0 wei 

data: 0xc5b...00000 

logs: 0 

hash: 0x778...2bdec 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0x7781e72166eb5e64f104c46d75222212c3110ffbe41cd27f88245817fc82bdec 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to 

ProductDataProvenance.assign_rawmaterial(string,string) 

0x652c9ACcC53e765e1d96e2455E618dAaB79bA595 

gas 59975 gas 

transaction cost 52152 gas  

execution cost 52152 gas  

input 0xc5b...00000 

decoded input 

{ "string _product": "Tea Pot", "string _material": "Spray Paint" 

} 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 16: Transaction Log of a Smart Contract Method 
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The contract also has a get_rawmaterial() function that returns the list of materials 

currently assigned as raw materials to a product. Accessing the local data will be less 

cumbersome, but the function gives the current list of required raw materials. 

 

 
CALL[call] 

from: 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to: ProductDataProvenance.get_rawmaterial(string) 

data: 0x7ca...00000 

Debug 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to 

ProductDataProvenance.get_rawmaterial(string) 

0x652c9ACcC53e765e1d96e2455E618dAaB79bA595 

execution cost 32690 gas (Cost only applies when called by a contract) 

input 0x7ca...00000 

decoded input { "string _product": "Tea Pot" } 

decoded output { "0": "string[]: Clay,Spray Paint" } 

logs [] 

Figure 17: Transaction Log of a Smart Contract Method 

 

5.2.2 Goods Receipt at the Manufacturer 

All GRs by the manufacturer at a manufacturing plant are not logged onto the Ethereum 

blockchain using the smart contract. It is not monetarily advisable or essential for the provenance 

model to function. Individual GRs can be tracked against respective POs, which can be maintained 

in the local database the manufacturer owns. The smart contract only logs an aggregated quantity 

of a particular raw material for all from a single supplier receipt for that day. Together with these 

transactional details, a hash of all PO numbers is also logged with the aggregated record.   

A sample function to log a receive_goods() transaction using a smart contract is shown 

below in Figure 18. The unique ID for a transaction is a combination of the timestamp, supplier, 

and material. 
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     function receive_goods (string memory _material, uint _qty,  

     address payable _supplier, bytes32 _po_hash, uint256 _timestamp)  

     public onlyManufacturer returns(bool){ 

        string memory receiptuuid = Strings.toString(_timestamp); 

        string memory supplier_s = Commonfunctions.addressToString(_supplier); 

        receiptuuid = string(abi.encodePacked(receiptuuid,supplier_s, _material)); 

        goodsreceipt storage record = GR_aggregatedlist[receiptuuid]; 

        record.material = _material; 

        record.qty = _qty; 

        record.supplier = _supplier; 

        record.po_hash = _po_hash; 

        record.timestamp = _timestamp; 

        return(true); 

     } 

Figure 18: Snapshot of the Sample Smart Contract Code in Solidity 

 

This record is a testimony of all GR transactions logged in the database. To demonstrate 

that the database entries tally with the GR aggregate logged by this function of the smart contract, 

the following steps are performed: 

• A hash is derived from all the PO numbers for a particular raw material, supplier, and 

date(timestamp).  

• The aggregated record is looked up using the receiptuuid, the combination of the raw 

material, supplier, and date. The stored po_hash should match the hash derived in the 

previous step. 

• The supplier, timestamp, and material should match. 

• The quantity for the material logged by the smart contract on the aggregated record should 

equal the sum of the quantity against all the hashed purchase orders. 
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This validates that the database is not altered for all the POs that are part of the aggregated 

record. For testing the smart contract for GR, the transaction uses the below sample PO Hash: 

PO Hash: 0x40e1305e963181852e581250a223c59d53bee7f22693344309cfb59c544089ed.  

The transaction should be reverted, if we invoke the goods receipt transaction using an 

EOA that does not correspond to a manufacturer on whose premise the smart contract is deployed. 
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Figure 19: Smart Contract Transaction Rollback Due to Integrity Issues 

 

 

Once the right manufacturer EOA is used, the smart contract creates GR transactions as 

expected.  
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Debug 

status true Transaction mined and execution succeed 

transaction hash 0x43003b2bcc3233ece993ebdcdce50eff7e3c6d68a5b436ff97a03f13de754772 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to 

ProductDataProvenance.receive_goods(string,uint256,address,bytes32,uint256) 

0x652c9ACcC53e765e1d96e2455E618dAaB79bA595 

gas 213756 gas 

transaction cost 185874 gas  

execution cost 185874 gas  

input 0x586...00000 

decoded input 

{ "string _material": "Clay", "uint256 _qty": "100", "address _supplier": 

"0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB", "bytes32 _po_hash": 

"0x40e1305e963181852e581250a223c59d53bee7f22693344309cfb59c544089ed", 

"uint256 _timestamp": "1234" } 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 20: Smart Contract Goods Receipt Transaction Success – Example 1 

 

 
[vm] 

from: 0xAb8...35cb2 

to: ProductDataProvenance.receive_goods(string,uint256,address,bytes32,uint256) 

0x652...bA595 

value: 0 wei 

data: 0x586...00000 

logs: 0 

hash: 0x6f5...796ce 
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Debug 

status true Transaction mined and execution succeed 

transaction hash 0x6f56a714e92f1c597fbb2fff64bbabfe0dca09fcdceb06e301ec110b866796ce 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to 

ProductDataProvenance.receive_goods(string,uint256,address,bytes32,uint256) 

0x652c9ACcC53e765e1d96e2455E618dAaB79bA595 

gas 213949 gas 

transaction cost 186042 gas  

execution cost 186042 gas  

input 0x586...00000 

decoded input 

{ "string _material": "Spray Paint", "uint256 _qty": "1", "address 

_supplier": "0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB", "bytes32 

_po_hash": 

"0x40e1305e963181852e581250a223c59d53bee7f22693344309cfb59c544089ed", 

"uint256 _timestamp": "1234" } 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 21: Smart Contract Goods Receipt Transaction Success – Example 2 

 

The examples in Figure 20 and Figure 21 show two goods receipt transactions for 

receiving two raw materials, Clay, and Spray Paint, to use CMfg to produce the product – Tea 

Pot. The input parameters, transaction hashes, and logs are displayed. 

5.2.3 Putaway at Manufacturer Location 

As with GRs, the smart contract does not log individual Putaway entries. The 

manufacturer’s local database maintains individual readings. Also, intra-location transfers, if any, 

are traced. Each GR entry has a quantity associated with it. This quantity can be split against 

different locations where the raw material is stored or putaway. The provenance model ensures 

that every putaway is traced back to a goods receipt record to ensure the lineage of raw materials. 

A sample function putaway_goods() to log a putaway transaction using a smart contract is shown 

below. 

Against each location, the quantity of raw material and the receiptuuid against which this 

material is received is maintained.  
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    event putaway(string  uuid, string material,string location, uint Qty,  

    uint256 timestamp); 

    struct location_dets { 

        string receiptuuid; 

        uint qty; 

    } 

    mapping ( string  => location_dets ) private location_dets_list;  

 

    function putaway_goods (string memory _location, string memory _material,  

    uint _qty, address payable _supplier, uint256 _timestamp)  

    public onlyManufacturer returns(bool){ 

        string memory receiptuuid = Strings.toString(_timestamp); 

        string memory supplier_s = Commonfunctions.addressToString(_supplier); 

        receiptuuid = string(abi.encodePacked(receiptuuid,supplier_s, _material)); 

        location_dets storage record = location_dets_list[_location]; 

        record.receiptuuid = receiptuuid; 

        record.qty = _qty; 

        emit putaway(receiptuuid, _material,_location, _qty, block.timestamp ); 

        return(true); 

     } 

Figure 22: Snapshot of the Sample Smart Contract Code in Solidity 

 The smart contract logs the list of locations the manufacturer manages and the details 

associated with each location. Individual putaway records also emit an event that gives the putaway 

UUID (Universally unique identifier), material, location, quantity, and timestamp/date. 

For testing, the transaction should be reverted if we invoke the goods putaway transaction 

using an EOA that does not correspond to a manufacturer on whose premise the smart contract is 

deployed. This is depicted below in Figure 23. 
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Figure 23: Smart Contract Transaction Rollback Due to Integrity Issues 

 

Once the right manufacturer EOA is used, the smart contract creates GR transactions as 

expected. 

 



    

 

110 

 
Figure 24: Product Provenance -Successful Putaway Method Call 

 

Debug 

status true Transaction mined and execution succeed 

transactio

n hash 0x682db60559c3376dc09b0c0a2d78bbd3a00a684ef397fce45727a11cb7f2ae28 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to 

ProductDataProvenance.putaway_goods(string,string,uint256,address,uint256) 

0x652c9ACcC53e765e1d96e2455E618dAaB79bA595 

gas 195423 gas 

transactio

n cost 169933 gas  

execution 

cost 169933 gas  

input 0xf5f...00000 

decoded 

input 

{ "string _location": "Warehouse 1", "string _material": "Clay", "uint256 _qty": "1", "address 

_supplier": "0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB", "uint256 _timestamp": "1234" } 

decoded 

output { "0": "bool: true" } 

logs 

[ { "from": "0x652c9ACcC53e765e1d96e2455E618dAaB79bA595", "topic": 

"0xab0f98bfb7ba03cfa0a381d94192cbcadc02f9db4e14332c81969bd619e36452", "event": "putaway", "args": { "0": 

"12340x78731d3ca6b7e34ac0f824c42a7cc18a495cabab\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000Clay

", "1": "Clay", "2": "Warehouse 1", "3": "1", "4": "1666231491", "uuid": 

"12340x78731d3ca6b7e34ac0f824c42a7cc18a495cabab\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000Clay

", "material": "Clay", "location": "Warehouse 1", "Qty": "1", "timestamp": "1666231491" } } ] 

val 0 wei 

Figure 25: Product Provenance -Successful Putaway Method Log 

Also, the event “Putaway” is created in the transaction log (As shown below) 

from": "0x652c9ACcC53e765e1d96e2455E618dAaB79bA595", "topic": 
"0xab0f98bfb7ba03cfa0a381d94192cbcadc02f9db4e14332c81969bd619e36452", "event": 
"putaway", "args": { "0": 
"12340x78731d3ca6b7e34ac0f824c42a7cc18a495cabab\u0000\u0000\u0000\u0000\u0000\
u0000\u0000\u0000\u0000Clay", "1": "Clay", "2": "Warehouse 1", "3": "1", "4": 
"1666231491", "uuid": 
"12340x78731d3ca6b7e34ac0f824c42a7cc18a495cabab\u0000\u0000\u0000\u0000\u0000\
u0000\u0000\u0000\u0000Clay", "material": "Clay", "location": "Warehouse 1", "Qty": "1", 
"timestamp": "1666231491" } } 
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An event is a convenient way to log something that happens in the contract. The emitted 

events stay in the blockchain along with the other contract data and are available for future 

audits. There are three main use cases for events and logs: 

• Smart contract return values for the user interface 

• Asynchronous triggers with data 

• A cheaper form of storage 

 

5.2.4 Assembly/Manufacturing 

The manufacturing process could be assembling the raw materials (sub-parts) or 

consuming the raw materials to manufacture a new product. In both cases, tracking raw materials 

is crucial to establish provenance. Every time a raw material moves from the putaway or 

intermediate storage location, the move should be tracked. This could be done by logging an event 

on the blockchain. This event will log the material being moved, the from location, quantity, 

manufacturing unit, production/assembly line, timestamp, and a hash value. The hash value will 

be a hash of the combination of receiptuuid, location, quantity, manufacturing unit, production 

line, and timestamp. 

The actual move to the production line record must also be captured in the local database. 

During validation, the hash is generated from the data stored in the database and broadcasted by 

the event. If both these hashes match, it confirms that the database record is not modified post the 

actual move. 

The products manufactured during this timestamp are also logged using an event against 

the hash and the receipt UUID of each raw material used. It is worth reiterating that the 
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blockchain is not the data persistence layer in this solution. The traceability and data provenance 

are still queried against the local database. The transactions logged by the smart contract are for 

auditing purposes so that the immutability of the database transactions can be demonstrated by 

comparing them against what is logged in the database and what the Ethereum transaction says. 

 

    event move_toline(string uuid, string material, string location,  

            uint Qty, string unit, string prod_line, uint256 timestamp, bytes32 hash); 

 

    function moveto_m_unit(string memory _material, string memory _location, 

         string memory _unit, string memory _prod_line, uint _qty)  

         public returns(bool){ 

        location_dets storage record = location_dets_list[_location]; 

        uint256 timestamp = block.timestamp;       

        bytes32 _hash = keccak256(abi.encodePacked(record.receiptuuid,  _location,_qty, _unit, _prod_line, 

timestamp)); 

        emit move_toline(record.receiptuuid, _material,_location, _qty, _unit, _prod_line, timestamp, _hash); 

        return(true); 

    } 

Figure 26: Snapshot of the Sample Smart Contract Code in Solidity 

 

5.3 Order Provenance 

If product provenance tracks and demonstrates what is used to manufacture a product, who 

supplied the raw materials, and where they were stored, order provenance tracks the interactions 

between the service provider and their customers. The model demonstrates traceability of how, 

when, and from whom the customer orders come into the service provider. How are changes to 

these customer orders, if any, tracked, and how is customer order delivery acknowledgment 

achieved? Order provenance is one of the core provenance models because it tracks the journey or 

an order from the service provider to the third-party manufacturers and the end customers.  
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5.3.1 Contract Deployment 

The sample solidity smart contract OrderDataProvenance.sol presents different scenarios 

implemented by this smart contract. The Externally Owned addresses (EOA) used for testing the 

smart contract are as follows, each having 100ETH balance. 

 

• 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4- Service Provider address 

• 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2– Manufacturer address 

• 0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db- Customer address 

 

For the testing, the above service provider EOA is used to deploy the OrderDataProvenance 

smart contract. This means that this address belongs to the service provider and that the service 

provider will have the smart contract deployed on its infrastructure (either on-premises or on-

cloud) and will be responsible for the maintenance of the smart contract. Once the contract is 

deployed, the deployer Address (0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 ) is set as 

the service provider. 

The methods/functions of the deployed smart contract look as shown in Figure 27. Each of 

these functions posts a transaction on the Ethereum blockchain. 
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Figure 27: Methods of the Deployed Order Provenance Smart Contract  
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5.3.2 Manufacturer Maintenance 

A service provider must maintain a list of manufacturers that will actively interact with it 

and act as third-party manufacturers that produce parts of or full consignments for its customers. 

 

Activate a Manufacturer 

Only those manufacturers in Active status can participate in the order management 

lifecycle of CMfg. The manufacturer can be activated or deactivated only by the service provider. 

 

    function activate_manufacturer(address payable _manufacturer) public  

    onlyServiceProvider returns(bool){ 

        Manufacturer storage manufacturer = Manufacturer_List[_manufacturer]; 

        manufacturer.state = ACTIVE; 

        return(true); 

 }  

    function deactivate_manufacturer(address payable _manufacturer) public  

    onlyServiceProvider returns(bool){ 

        Manufacturer storage manufacturer = Manufacturer_List[_manufacturer]; 

        if(manufacturer.state == ACTIVE){ 

            manufacturer.state = INACTIVE; 

        } 

        return(true); 

 } 

Figure 28: Snapshot of the Sample Smart Contract Code in Solidity 

 

The testing for activation of a manufacturer is shown below. The two scenarios tested are: 

A.  Invoke the activate transaction from an address other than the Service provider (for 

example, a manufacturer trying to activate itself).  
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In this case, the transaction should roll back even though the Ethereum gas is consumed to 

attempt to run the transaction. The EOA 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 of 

the assigned manufacturer is used to invoke the activate_manufacturer() transaction.  

 

 
transact to OrderDataProvenance.activate_manufacturer pending ...  
[vm] 

from: 0xAb8...35cb2 

to: OrderDataProvenance.activate_manufacturer(address) 0xd91...39138 

value: 0 wei 

data: 0x3fc...35cb2 

logs: 0 

hash: 0xa79...cabf2 

Debug 

transact to OrderDataProvenance.activate_manufacturer errored: VM error: revert. 

 

revert 

 The transaction has been reverted to the initial state. 

Reason provided by the contract: "Only ServiceProvider can do this.". 

Debug the transaction to get more information. 

Figure 29: Smart Contract Transaction Rollback Due to Integrity Issues 

 

Since only the designated service provider who deployed the smart contract can perform 

this transaction, the transaction should fail and not post to the Ethereum blockchain. This is shown 

below in the transaction log of the reverted transaction call. 

B.  Register and activate a manufacturer.  

Invoke the transaction through the service provider EOA. Since this is the only valid 

permutation to activate a manufacturer (through the designated service provider), the transaction 

executes successfully. 
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Debug 

status true Transaction mined and execution succeed 

transaction hash 0x8aa2e4c5245ba2e79f4927cc9390be610e50c30fdf780c75b53174eb20c9c802 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.registerManufacturer(address,bytes32,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 82521 gas 

transaction cost 71757 gas  

execution cost 71757 gas  

input 0xb93...966ba 

decoded input 

{ "address _manufacturer": "0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2", 

"bytes32 _databasehash": 

"0xd0112b36279f1963b477df1c0e1dd960fa5c11df39f4a7111078f17c9f88d0eb", 

"uint256 _timestamp": "80120211130" } 

decoded output {} 

logs [] 

val 0 wei 

Figure 30: Smart Contract Transaction Log for Registering Manufacturer. 

 

 
Debug 

status true Transaction mined and execution succeed 

transaction hash 0xd0112b36279f1963b477df1c0e1dd960fa5c11df39f4a7111078f17c9f88d0eb 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.activate_manufacturer(address) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 53567 gas 

transaction cost 46580 gas  

execution cost 46580 gas  

input 0x3fc...35cb2 

decoded input 

{ "address _manufacturer": 

"0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2" } 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 31: Smart Contract Transaction Log for Activating Manufacturer. 
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Retrieve a Manufacturer to Get the Current Persistent State of the Manufacturer on the Smart 

Contract 

This is a simple retrieve of the manufacturer. When a manufacturer is registered, the 

address of the manufacturer is mapped to the corresponding database hash, the update timestamp 

for the record in the database, and the activation status. The retrieve only returns the corresponding 

tuple. The output provides a tuple corresponding to the manufacturer’s address (EOA). This tuple 

comprises the database hash, the last timestamp this tuple was created/changed, and the 

manufacturer’s current activation status. 

 

5.3.3 Order Creation 

A customer creates a new transaction for order creation. This is a payable transaction on 

the smart contract. The sample code is shown as below in Figure 32. The transaction is rolled back 

if no amount is locked during the order creation. If a value amount is transacted by the order, this 

amount is set as the value of the created order. A notification event is raised to notify the listening 

application that an order is created. 

 

    function create_order( uint256 _timestamp, string memory _product,  

    uint _qty, uint256 _exp_delivery_dt) public  payable returns(bool) { 

        if (msg.value <= 0){ 

            revert("No Amount locked for order"); 

        } 

        string memory orderuuid = Strings.toString(_timestamp); 

        string memory address_s = addressToString(msg.sender); 

        orderuuid = string(abi.encodePacked(orderuuid,address_s)); 

 

        Order storage order =  Order_List[orderuuid]; 

        order.Product_id = _product; 
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        order.Amount = msg.value; 

        order.Quantity = _qty; 

        order.Customer = payable(msg.sender); 

        order.status = Status.Created; 

        order.Expected_Dt = _exp_delivery_dt; 

        emit Notification(payable(msg.sender), string(abi.encodePacked("Created Order:",orderuuid))); 

        return(true); 

    } 

Figure 32: Snapshot of the Sample Smart Contract Code in Solidity 

 

 

Two scenarios are tested. Each of these are highlighted below. 

 

A. Without locking an amount with the transaction 

In this scenario, the customer tries creating an order for the service provider without 

locking any Ethereum amount during the transaction. This implies that the order request comes in 

without a cost/transaction amount. The expected result is that the smart contract will flag this and 

revert the transaction. 

 

Debug 

transact to OrderDataProvenance.create_order errored: VM error: revert. 

 

revert 

 The transaction has been reverted to the initial state. 

Reason provided by the contract: "No Amount locked for order". 

Debug the transaction to get more information. 

Figure 33: Smart Contract Transaction Rollback Due to Integrity Issues 

 

 

 

B.  The next scenario is a valid transaction, with 1000 wei locked on the smart contract by the 

customer for the order.  
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The customer provides 1000 wei for manufacturing the requested quantity to the service 

provider. This transaction should be posted successfully. 

 

 

 

 

 

 

 

 

 
Debug 

status true Transaction mined and execution succeed 

transact

ion hash 0x40e1305e963181852e581250a223c59d53bee7f22693344309cfb59c544089ed 

from 0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db 

to 

OrderDataProvenance.create_order(uint256,string,uint256,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 221002 gas 

transact

ion cost 192175 gas  

executio

n cost 192175 gas  

input 0x283...00000 

decoded 

input 

{ "uint256 _timestamp": "80120221130", "string _product": "Custom machinery", "uint256 

_qty": "1000", "uint256 _exp_delivery_dt": "10012022" } 

decoded 

output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xa43ba251561a76d22803b20ac73f0c3348dd8eda0aefcc8cfc33c4422d26b335", "event": 

"Notification", "args": { "0": "0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "1": "Created 

Order:801202211300x4b20993bc481177ec7e8f571cecae8a9e22c02db\u0000\u0000\u0000\u0000\u0000\u0

000\u0000\u0000\u0000", "sender": "0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", 

"notificationMsg": "Created 

Order:801202211300x4b20993bc481177ec7e8f571cecae8a9e22c02db\u0000\u0000\u0000\u0000\u0000\u0

000\u0000\u0000\u0000" } } ] 

val 1000 wei 

Figure 34: Order Creation After the Right Value is Set for Transaction. 
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5.3.4 Request Change of Order by Customer 

In this case, the customer further attempts to change the order. Either change the quantity 

or amount for the order, request a refund, etc. Only orders in status Created/Renegotiated can be 

requested to be changed. In the example below, the incremental value of the transaction is 100 

wei. The total quantity the customer requests is also increased from 1000 to 1010. The transaction 

is successfully executed. The transaction also logs an event to indicate the changed UUID. 

 

 
Debug 

status true Transaction mined and execution succeed 

transaction 

hash 0x0aec416940286d87f40331e685efad965b38272ca58c869ffd0dbb11d4435d5a 

from 0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db 

to OrderDataProvenance.request_orderchange(uint256,uint256,uint256,uint256) 0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 106576 gas 

transaction 

cost 92674 gas  

execution 

cost 92674 gas  

input 0xdc6...00000 
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decoded 

input 

{ "uint256 _timestamp": "80120221130", "uint256 _qty": "1010", "uint256 _exp_delivery_dt": "8112022", "uint256 

_refund_amt": "0" } 

decoded 

output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xa43ba251561a76d22803b20ac73f0c3348dd8eda0aefcc8cfc33c4422d26b335", "event": "Notification", "args": { "0": 

"0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "1": "Changed 

Order:801202211300x4b20993bc481177ec7e8f571cecae8a9e22c02db\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000", 

"sender": "0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "notificationMsg": "Changed 

Order:801202211300x4b20993bc481177ec7e8f571cecae8a9e22c02db\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000\u0000" 

} } ] 

val 100 wei 

Figure 35: Order Update Transaction Through the Smart Contract. 

5.3.5 Service Provider Attempts Order Chance 

Only a customer who created the order should be able to request an order change. If anyone 

else, even the smart contract deployer (service provider), attempts this transaction, it should revert 

to the initial state. The transaction should fail. Only the customer should be able to request a change 

of order. This is shown in Figure 36 below. 

 

 
Figure 36: Smart Contract Transaction Rollback Due to Integrity Issues 

 

 

5.3.6 Retrieve Order details 

By providing the customer details, and the timestamp, an order can be looked up from the 

smart contract’s persistence memory. The input to the call is the customer EOA and the timestamp 

associated with the order. The retrieveOrder() is a view function that anyone can call to get the 

details of an order. The output is the tuple that gives the following information about the order. 

 

    enum Status { Created, Accepted, Renegotiation, CustomerConfirm, Processing,  

    Cancelled, Completed, Closed } 

    struct Order { 

        string Product_id; 
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        address payable Customer; //3rd party disributor or hospitals 

        uint Quantity; 

        Status status; 

        uint Amount; 

        uint RefundAmount; 

        uint256 Expected_Dt; 

        string MasterOrder; // A master order for which this is a subpart 

    } 

Figure 37: Details Retrieved for an Order  

5.3.7 Accept Order 

 The service provider can “Accept” or “Reject” an order based on their discretion. If the 

order is rejected, the amount locked in the smart contract is refunded to the customer. The order 

should be in the right status for it to be accepted by the smart contract’s accept_order() function. 

A.  Accept order through a different address than the service provider.  

 An attempt is made to invoke the accept_order() function from an address that is not of the 

service provider. This transaction is reverted to the initial state as only the service provider is 

allowed to accept an order from a customer. 

 

 
Figure 38: Smart Contract Transaction Rollback Due to Integrity Issues 

 

 

B.  Accept order through the service provider’s EOA 
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Debug 

status true Transaction mined and execution succeed 

transaction hash 0x4d546e59acdfcc54f670b4ef0619946024b05cabacb322ab8e11917f0614356d 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.accept_order(address,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 120166 gas 

transaction cost 104492 gas  

execution cost 104492 gas  

input 0x127...e76ca 

decoded input 

{ "address _customer": "0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "uint256 

_timestamp": "81020221130" } 

decoded output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0x707611a00b32d0da8f0c95062721518837464538d74229a94f7f895e4eb0f61f", "event": 

"AcceptOrder", "args": { "0": "0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "1": 

"0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "2": "81020221130", "sender": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "_customer": 

"0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "_timestamp": "81020221130" } } ] 

val 0 wei 

Figure 39: Transaction Log for Order Acceptance 

 

 

The service provider account is the only one allowed to accept an order. The transaction 

checks that the order is in the right status. It also initiates a refund if there is a non-zero 

return/refund amount to the customer due to order changes. The transaction is mined and executed 

successfully by the smart contract. The accept_order event is also emitted by the contract. This 

event can be caught by the user interface/frontend application, if any, that is interacting with the 

smart contract. 
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5.3.8 Reject Order 

When a service provider rejects an order, the amount locked in the smart contract is 

transferred back to the customer. The below output shows the transaction hash and the other 

parameters when a reject_order() is successfully mined and executed. 

 

 

 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0x4d21a5697d6a1105094502d61abb66444e58672ae89224e0fbbe98f6734ed223 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.reject_order(address,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 106280 gas 

transaction cost 92417 gas  

Figure 40: Transaction Log for Reject Order 

 

5.3.9 Confirm Order 

Once the service provider accepts an order, the customer provides a final confirmation. 

Post this confirmation, the service provider sends the instructions for the order being manufactured 

and dispatched. Only the customer for the designated order can confirm an order. There is a check 

in place to ensure this. There is also another check to ensure that the order being processed is in 

the Accepted status. 

 

5.3.9.1 Confirm an Order in Incorrect Status 

An order can only be set to CustomerConfirm if it is already in the Accepted status. This 

scenario tests this case by attempting to confirm an order not in the Accepted status. As 



    

 

126 

expected, the transaction is reverted to its initial state. The Reason “Order not in Accepted 

status” is also provided by the contract. 

 

5.3.9.2 Confirm an Order that has the Correct Status 

In this scenario, the customer confirms the order in the Accepted status. As seen below, the 

transaction is mined and executed successfully. 

 

 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0x3068484ccc3101c1b0a03c3bd6114a27e9267ae0c24b6245be7c662918e5637d 

from 0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db 

to 

OrderDataProvenance.confirm_order(uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 92696 gas 

transaction cost 80605 gas  

execution cost 80605 gas  

input 0x64d...e76ca 

decoded input { "uint256 _timestamp": "81020221130" } 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 41: Transaction Log for Confirm Order 

 

 

5.3.10 Process Order 

This function is invoked to set the status of an order to “Processing.”  This implies that the 

service provider has accepted a customer order and is working towards fulfilling it while 

coordinating with the third-party manufacturers in a CMfg setup.  
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5.3.10.1 Attempt Processing Order in the Wrong Status 

An order can only be set to Processing if it is already in the CustomerConfirm status. This 

scenario tests this case by attempting to process an order not in the CustomerConfirm status. As 

expected, the transaction is reverted to its initial state. The Reason “Order not in CustomerConfirm 

status” is also provided by the contract. 

 

 
Figure 42: Smart Contract Transaction Rollback Due to Integrity Issues 

5.3.10.2 Process and Order in the Right Status 

In this scenario, the order in the CustomerConfirm status is being processed. As seen 

below, the transaction is mined and executed successfully. 

 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0x9d40f96e2439bc0b24981a8f1afc9f349dae94206730dc8d85542ac7b2bd0e43 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.process_order(address,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 87607 gas 

transaction cost 76180 gas  

execution cost 76180 gas  

input 0xadf...ba086 

decoded input 

{ "address _customer": 

"0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "uint256 

_timestamp": "8102022" } 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 43: Transaction log for process order. 

 



    

 

128 

5.3.11 Generate Suborders 

The service provider now creates sub-orders for each third-party manufacturer. These 

suborders are tracked against the main order. Only manufacturers that are in ACTIVE status can 

be assigned suborders. This is also when the service provider locks the suborder amount on the 

smart contract. This will be the amount due to the manufacturer on order fulfillment.  

 

5.3.11.1 Invoke Transaction from an Address that is not the Service Provider 

 Only a service provider has permission to generate suborders for the manufacturers in its 

network. If any other address attempts to invoke this smart contract function, the transaction should 

not be processed. The smart contract reverted the transaction to its initial state. 

5.3.11.2 Without Locking the Suborder Amount on the Smart Contract. 

 Next, an attempt is made is invoke the transaction without locking any amount on the 

smart contract. This should not be allowed. A service provider should lock a lump sum against 

the smart contract, which will be payable to the manufacturer after the suborder is fulfilled from 

the manufacturer. The transaction is reverted to the initial state since no amount is locked for the 

order. 

 

5.3.11.3 Attempting to Assign a Suborder to an Inactive Manufacturer. 

 If the service provider tries creating a consignment for a manufacturer set to an inactive 

manufacturer, the transaction should not be successful. As expected, the transaction is reverted to 

the initial state since the manufacturer is inactive. 
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5.3.11.4 Create a Suborder for an Active Manufacturer from the Service Provider EOA, 

Locking the Appropriate Amount of the Suborder with the Smart Contract 

Next, a suborder is generated for a valid active manufacturer by locking the right amount 

of ETH for the suborder. As seen below, the transaction is successfully executed and mined this 

time. The log of the transaction is shown below in Figure 44. 

 

 

 

 

 

 

status true Transaction mined and execution succeed 

transaction 

hash 0x3e669eeba5dcc3e4fc83df62c4adc7586cc0cd499230be74a78a1b6712217f28 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.generate_suborders(address,uint256,address,uint256,string,uint256,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 358644 gas 

transaction 

cost 311864 gas  

execution 

cost 311864 gas  

input 0x161...00000 

decoded 

input 

{ "address _customer": "0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "uint256 _ctimestamp": 

"81020221130", "address _manufacturer": "0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2", "uint256 

_mtimestamp": "81520221130", "string _product": "Custom machinery", "uint256 _qty": "500", 

"uint256 _exp_delivery_dt": "9152022" } 

decoded 

output { "0": "bool: true" } 

logs [] 

val 500 wei 

Figure 44: Transaction Log for Create Suborder. 
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5.3.12 Accept Suborder 

Once a suborder is requested by a service provider, the manufacturer has the right to accept 

it or reject it. If the contract terms are acceptable for the order, the right amount is locked in the 

smart contract, and the order is in the right status, the manufacturer can accept its suborder.  

If a refund must be issued to the service provider due to an adjustment of suborder terms, 

this amount is released from the smart contract to the service provider. This can be a scenario 

where a service provider initially assigned a higher quantity to be produced by the manufacturer 

and locked a higher amount but later requested an adjustment. If the adjustment terms are 

acceptable and there is an excess amount, the manufacturer releases the funds back to the service 

provider when they trigger the accept_suborder() function of the smart contract.  

The accept_suborder() function also emits an event when a manufacturer accepts a 

suborder. A frontend application can subscribe to this event to act upon it as necessary.  

 

5.3.12.1 Accept Suborder with an Incorrect Manufacturer 

The transaction should not be successful if a manufacturer tries to accept a suborder not 

associated with itself. A manufacturer can only accept its own suborder request. Since the 

manufacturer who invoked this transaction does not match the manufacturer to whom the 

suborder is assigned, the transaction should be reverted to the original state shown below. 

 

 
Figure 45: Smart Contract Transaction Rollback Due to Integrity Issues 
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5.3.12.2 A Manufacturer Correctly Accepts its Own Suborder 

If a manufacturer rightfully accepts a suborder requested from a service provider and this 

order is in the right status, the transaction should be successful. The log of the transaction mined 

and executed successfully is shown in Figure 46 below. The log also shows the accept suborder 

event generated when a manufacturer accepts a suborder. A frontend application can subscribe to 

this event to act upon it as necessary.  

 

 

 

 

 

 

 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0xfe4b1f7559d768aa8b8e1a1458ad30f2c483d2d3643c92d6f03b35984a5d6757 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.accept_suborder(address,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 119919 gas 

transaction cost 104277 gas  

execution cost 104277 gas  

input 0x828...bdbca 

decoded input 

{ "address _manufacturer": 

"0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2", "uint256 _timestamp": 

"81520221130" } 

decoded output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0x707611a00b32d0da8f0c95062721518837464538d74229a94f7f895e4eb0f61f", 

"event": "AcceptOrder", "args": { "0": 

"0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2", "1": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "2": "81520221130", 

"sender": "0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2", "_customer": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "_timestamp": 

"81520221130" } } ] 

val 0 wei 

Figure 46: Transaction Log for Accept Suborder. 
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5.3.13 Confirm Goods Dispatch 

 Once the suborder is ready, the manufacturer dispatches it.  

 

Debug 

status true Transaction mined and execution succeed 

transaction hash 0x46e5d6f135eb4ad7d4ea359dadc1560a50f493d06e9ce14e56c4cd080ceabfec 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OrderDataProvenance.confirm_goodsdispatch(address,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 104502 gas 

transaction cost 90871 gas  

execution cost 90871 gas  

input 0x45e...ba086 

decoded input 

{ "address _customer": 

"0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db", "uint256 

_timestamp": "8102022" } 

decoded output { "0": "bool: true" } 

logs [] 

val 0 wei 

Figure 47: Transaction Log for Confirm Goods Receipt. 

 

Once the manufacturer confirms the dispatch, whether sent to the end customer directly 

or to the service provider, the order status is flipped to “dispatched.”  In the example in Figure 

47, the manufacturer invokes the confirm_goodsdisptach() function with the customer and the 

timestamp of the suborder as input parameters.  

 

5.3.14 Customer Acknowledgment of Dispatched Goods 

In this step, the customer acknowledges the receipt of goods that the third party 

manufacturers dispatched. The order status is then set to closed, and the customer pays the order 

amount to the service provider. In the smart contract code, there are optional integrity checks for 

the order to be in the right status and that the customer assigned to the order invokes the transaction. 

Checks like these can be included to maintain the integrity of the transaction.  
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5.3.15 Service Provider Acknowledges Suborder Receipt 

With this function, the service provider acknowledges the receipt of goods from a suborder 

from a manufacturer. Once this is done, the manufacturer is paid the amount locked on the smart 

contract. Once the transaction is mined, 500 wei is transferred to manufacturer from the 

subcontract. 

 

5.4 Operational Provenance 

The operational provenance model consists of a smart contract that implements a 

mechanism of logging sensor data during manufacturing to establish the provenance of 

manufacturing conditions using IoT device sensors. The smart contract can also pragmatically 

enable efficient fund transfer between stakeholders without a third-party facilitator. Any account 

(a regulatory agency account; service provider or an end customer) may request the readings of an 

IoT sensor.  

 

5.4.1 Smart Contract Deployment and Functions 

The sample solidity smart contract OperationalDataProvenance.sol presents different 

scenarios implemented by this smart contract. The Externally Owned addresses (EOA) used for 

testing the smart contract are as follows, each having 100ETH balance. 

• 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4- Manufacturer address 

• 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2– Customer address 
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Figure 48: Methods of the Deployed Operational Provenance Smart Contract 

  

Each manufacturer in the network deploys individual versions of this smart contract. In the 

scenario, the manufacturer with EOA 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

deploys this on its infrastructure. Figure 49 below shows the REMIX transaction invoked when 

we deploy the smart contract. The “From address” shows the “deployer”, the “To Address” points 

to the smart contract constructor. The transaction and execution costs, logs, and transaction hash 

is also posted. This transaction is posted on the Ethereum blockchain as evidence of the smart 

contract deployment. The methods available for the smart contract are shown in Figure 48. 
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5.4.2 Posts Readings from the IoT Device into the Blockchain  

The smart contract has individual methods to activate, deactivate and reactivate IoT 

devices. These essentially enable/disable IoT devices to actively log transactions to the blockchain 

through the smart contract. Only when an IoT device is activated can it send out posted reading. 

The smart contract also consists of methods to set the manufacturer's registration number 

and high and low thresholds for each IoT device, beyond which the reading and, in turn, the 

manufacturing setup are considered non-compliant with the desired setup. There are methods to 

post readings. Since it is economically infeasible and unnecessary to log all readings, we aggregate 

them between a start and an end timestamp. This aggregated reading is posted through the smart 

contract. A customer or a regulatory agency can request the readings on the blockchain. 

 

5.4.2.1 Activate an IoT Device for Recording 

 In Figure 49 below, Device123, installed in Manufacturing Unit “Unit 1” is activated to 

post readings. The threshold of readings is between 10 and 20 UOM. 

 

 
Figure 49: Parameters for Activating a Sensory Device. 

 

The transaction log provides the hash, costs, inputs, and output. The logs also provide the 

event ChangeNotification emitted by this transaction. 
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Debug 

status true Transaction mined and execution succeed 

transaction hash 0xec731b7d7d5bc22fd13f5aa2da48a6772c912a3ed5124b0a874ad79b7cfaab68 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OperationalDataProvenance.activateDevice(string,string,uint256,uint256) 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 162203 gas 

transaction cost 141046 gas  

execution cost 141046 gas  

input 0x453...00000 

decoded input 

{ "string _DeviceID": "Device 123", "string _Manufacturing_unitID": 

"Unit 1", "uint256 _low_threshold": "10", "uint256 _high_threshold": 

"20" } 

decoded output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xe5527ca694f4246807eeef7092c269f767f154a61ca4ac872e622cc4e5ebd3c2", 

"event": "ChangeNotification", "args": { "0": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "1": "IoT Device 

activated", "sender": "0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", 

"notificationMsg": "IoT Device activated" } } ] 

val 0 wei 

Figure 50: Transaction Log for Activating Device. 

 

5.4.2.2 An External Account Other than a Manufacturer Attempts to Activate a Device 

In the case of an external entity attempting to activate/deactivate an IoT device, the 

transaction is reverted as only an authorized manufacturer, also the deployer of this smart contract 

will be able to activate a device inside its network. Any other EOA should not be allowed to 

perform this action. The transaction will cost gas for whoever attempts this function, even though 

it will be rejected. The below snapshot shows the reverted transaction with the message that “only 

the manufacturer can attempt to activate the device” in question. 
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Figure 51: Smart Contract Transaction Rollback Due to Integrity Issues 

 

5.4.2.3 An External Account Other than a Manufacturer Attempts to Post a Reading 

In the case of an external entity attempting to post a reading from an IoT device, the 

transaction is reverted as only an authorized manufacturer, which is also the deployer of this smart 

contract will be able to perform this action. This prevents malicious transactions from being posted 

by any external entity that will tar the manufacturer’s image. Any EOA other than the manufacturer 

should not be allowed to perform this action. The transaction will cost gas for whoever attempts 

this function even though it will be rejected.  

In the example a function log_readings() is created in the smart contract. This function, in 

turn, calls other functions of the smart contract that perform actions related to posting transactions 

to the blockchain. These actions include setting the registration ID, activating a device D1 in 

Manufacturing U1 with the right threshold, and posting readings for the device for a given start 

and end timestamp. The smart contract has no restrictions on this function on who can invoke it. 

Nonetheless, since the individual functions have the needed restrictions, these are cascaded to this 

function.  

 When invoked through an address that is not of a manufacturer, the transaction is reverted 

to the initial state. The appropriate message is generated, intimating the cause of the revert. This 

protects the manufacturer’s integrity and manages the data security despite having the data 

available in a public blockchain. 



    

 

138 

 

Figure 52: Smart Contract Transaction Rollback Due to Integrity Issues 

 

5.4.2.4 Manufacturer Account Attempts to Post a Reading 

 When the manufacturer invokes the same log_readings(), the transaction is posted 

successfully. The transaction log shows the status, the transaction hash, the gas, the cost of the 

transaction, the execution, the log, and the return value. The log has all events emitted by the 

device activation method, the transaction post function, and the part log reading function. 
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status true Transaction mined and execution succeed 

transaction hash 0xa03afab989a05ef120ab03e2aebcab8bd0ec35e6c4c4f8229dddca3ea3e970fe 

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 

to 

OperationalDataProvenance.log_readings() 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 1089600 gas 

transaction cost 947478 gas  

execution cost 947478 gas  

input 0x2a8...674a9 

decoded input {} 

decoded output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xe5527ca694f4246807eeef7092c269f767f154a61ca4ac872e622cc4e5ebd3c2", 

"event": "ChangeNotification", "args": { "0": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "1": "IoT Device 

activated", "sender": "0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", 

"notificationMsg": "IoT Device activated" } }, { "from": 

"0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xfbd815649c4d5f4a928ff248d912dbf50e6eb2c6f7da0888194b3aba7037765e", 

"event": "logger", "args": { "0": "Thresholds for readings set" } }, { 

"from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xfbd815649c4d5f4a928ff248d912dbf50e6eb2c6f7da0888194b3aba7037765e", 

"event": "logger", "args": { "0": "Transactions posted" } } ] 

val 0 wei 

Figure 53: Transaction Logs for Posted Readings. 

 

5.4.3 Customer Retrieves Reading, Compares to the Device’s Threshold 

Any account (a regulatory agency account; any service provider, or an end customer) may 

request the readings of an IoT sensor. The data is freely available on the Ethereum blockchain, but 

navigating through it can be cumbersome. For testing, the read_readings() method is implemented 

that will get the reading posted for a given start and end timestamp and compare these to the 

threshold set for the device. The transaction log shows the output readings and threshold 

comparisons.  
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Debug 

status true Transaction mined and execution succeed 

transaction hash 0x7aef5d3ab04dc97333f83360ea2083297069175c1c4ad7fc66aee561f94440c8 

from 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 

to 

OperationalDataProvenance.read_readings() 

0xd9145CCE52D386f254917e481eB44e9943F39138 

gas 279655 gas 

transaction cost 243178 gas  

execution cost 243178 gas  

input 0x567...c28cd 

decoded input {} 

decoded output { "0": "bool: true" } 

logs 

[ { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xa2a961e0a2229610f0c5551bf66a4f7c0a55f7427f0c086c0bec75c6401bc884", 

"event": "ReturnReading", "args": { "0": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "1": [ "", "0", "0", 

"0x0000000000000000000000000000000000000000000000000000000000000000", 

"0", "0", "0", "0" ], "2": "READING", "sender": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "message": "READING" } 

}, { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xa2a961e0a2229610f0c5551bf66a4f7c0a55f7427f0c086c0bec75c6401bc884", 

"event": "ReturnReading", "args": { "0": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "1": [ "", "0", "0", 

"0x0000000000000000000000000000000000000000000000000000000000000000", 

"0", "0", "0", "0" ], "2": "READING", "sender": 

"0x5B38Da6a701c568545dCfcB03FcB875f56beddC4", "message": "READING" } 

}, { "from": "0xd9145CCE52D386f254917e481eB44e9943F39138", "topic": 

"0xfbd815649c4d5f4a928ff248d912dbf50e6eb2c6f7da0888194b3aba7037765e", 

"event": "logger", "args": { "0": "Transactions read" } } ] 

val 0 wei 

Figure 54: Transaction Logs for Threshold Comparisons 

 

5.4.4 Manufacturer Retrieves Access Log for a Requestor, Timestamp 

As a bookkeeping mechanism, any attempt made to request the reading is logged for the 

manufacturer to assess later.  For example, if a regulatory body requests the readings, the 

manufacturer must maintain this for backtracking. As expected, only the manufacturer can view 

this log, and controls are in place to ensure that. Any malicious request is denied, and the 

transaction is reverted. 

When the manufacturer requests these access logs through the checkAccessRequest() 

function, it provides the access request details, as shown below. 
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CHAPTER 6 

CONCLUSIONS AND RECOMMENDATIONS 

 

6.1 Introduction 

This chapter presents the conclusions of this study, including a summary of the dissertation 

and its main contributions. It also discusses the scope of future research work in this domain. First, 

a detailed system and risk analysis was conducted for the CMfg system to answer the research 

questions. This analysis was followed by a systematic literature review on CMfg, Digital Trust, 

and Ethereum Smart Contracts. Subsequently, data provenance models using Ethereum smart 

contracts were developed and tested.  

The Ethereum Smart contracts based models were developed in a high-level Turing-

complete programming language, Solidity. Solidity is specifically designed to provide the 

requirements outlined by an Ethereum transaction. These smart contracts were compiled to the 

Ethereum Virtual Machine (EVM) bytecode, a low-level stack-based language, and then deployed 

on the Ethereum Blockchain network.  

The models developed demonstrate Order, Product, and Operational data provenance. The 

models are evaluated against the four parameters: Cost, Energy Consumption, Transparency, and 

Efficiency. This evaluation determines the feasibility of the proposed solution. 

 

6.2 Findings/Conclusion 

 The findings are mapped against the four research questions the study aims to address. 
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6.2.1 Research Question 1 

What risks are associated with a cloud manufacturing system, and how can these be 

managed/mitigated? 

A detailed system and risk analysis were performed by a thorough literature review of the 

CMfg system to address the research question. Risks related to cyber and data security are the most 

serious and need immediate management for the system to succeed. Control of data, lack of 

transparency, compliance with manufacturing standards and guidelines, and lack of accountability 

and ownership are other serious risks that warrant significant attention. Identifying these factors 

was crucial to channel the focus on managing and resolving these risks to establish digital trust in 

the CMfg system, leading to the system's success. 

There is ample existing research to address the cybersecurity-related risks that is 

highlighted in the preceding literature review section of this study. These research initiatives 

establish that monitoring manufacturing systems and processes and non-destructive testing or non-

destructive inspection techniques are required to address these risks. Intrusion detection, 

Authentication, Encryption, and Access control as the four control mechanisms to counter 

cybersecurity-related issues and concerns in the domain. A Hybrid CMfg service platform that 

combines public and private platforms is also another alternative to data protection. Noncritical 

services and non-sensitive information are sourced to the public CMfg platform, whereas critical 

services and sensitive data are in a private CMfg platform. 

Providing tracing/logging or data provenance can immensely help address the risks related 

to the lack of transparency. Having legally bound contracts between the end customer and service 

provider will enable establishing accountability. Demonstrating provenance efficiently and easily 

to external independent third-party entities such as regulatory bodies can help bring digital trust 
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into the system. Operational provenance can demonstrate the quality control inspections of 

processes and practices followed. 

 

6.2.2 Research Question 2 

How can data security be achieved through a blockchain-based model to enable digital trust 

in CMfg?   

The blockchain architecture, especially Ethereum smart contracts, was studied thoroughly 

during the study's literature review. Data security in Ethereum is achieved by three simple 

principles: immutability, public access, and hashing/encryption of data. 

 

Immutability of Data  

 One of the core tenets of Ethereum (and blockchains in general) is that they are 

an immutable, unchangeable, permanent record. When a transaction is accepted and added to a 

block, it forms a permanent part of the blockchain. Immutability provides transparency and 

reliability, which are the core pillars of digital trust.  

 

Public Access to Data 

Ethereum is public and available to any address subscribed to this blockchain. So, even 

though the data is immutable, it is not private. Tools like Etherscsn.io provide easy access to 

blockchain data through an Ethereum blockchain explorer. This means that the data is transparent 

due to immutability, and all can easily verify it. The decentralization provides data duplication on 

all nodes in the network, making it extremely difficult for external entities to tamper with the data. 
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Protection of Sensitive Data through Encryption and Hashing 

Ethereum transactions do not store any personal information of the entity posting the 

transactions. The transactions are only tracked by the address that is posting the transaction. 

Therefore, even though the data is public, no personal data is exposed. Having said that, there may 

be sensitive information that may need to be stored securely on a blockchain. For example, the 

models built in the study for operational provenance, the timestamp for each entry and the 

manufacturing unit information are also logged with the transaction by the smart contract. These 

can be encrypted if the manufacturer wants to protect all or parts of this information. The 

encryption key is then shared with only the parties authorized to see this information. This way, 

even though the transaction is public and the data is on the blockchain, the sensitivity of the data 

is still secured. 

 

6.2.3 Research Question 3 

How can a decentralized ledger such as a blockchain-based data provenance trust model 

effectively establish digital trust in CMfg? What features of a distributed ledger model will 

be instrumental in establishing digital trust in the CMfg system? 

The study covers three data provenance categories relevant to digital trust in CMfg. These are 

Product Provenance, Order Provenance, and Operational Provenance. The three categories of 

provenance together address the most important questions regarding data provenance in 

manufacturing, which include what goes into the product, who manufactures the product, who 

transports the products, under what conditions the products are manufactured, and whether 

regulatory constraints/requisites are met. 



    

 

145 

These data provenance models provide operational, order and product lifecycle transparency, 

which are key to establishing digital trust in the CMfg system. When needed, these models also 

instill independence in financial and payment transfers that are handled through smart contracts 

without the need for a central financial regulatory authority such as an international bank. The 

models were devised in the structuration phase and tested with different input parameters, data 

volumes, and boundary testing to determine their effectiveness in establishing digital trust. 

Some striking features of a distributed ledger model that are instrumental in establishing 

digital trust in the CMfg system are the immutability of data in the distributed ledgers (Ethereum 

used in the study), public and easy access to data, data duplication in a decentralized distributed 

architecture. These features make tampering with the data impossible, in turn preserving the 

integrity and authenticity of the data. This demonstrates transparency which is a core requisite for 

digital trust. 

 

6.2.4 Research Question 4 

How can the risk of the lack of a central governance body be mitigated? How can the trust 

mechanisms help manage the governance in a CMfg system? 

 The main goal of using an Ethereum smart contract is to eliminate the necessity of a central 

governance body between multiple parties that may or may not trust each other. Smart contracts 

are program snippets that dictate a contract's terms and control and execute the contract. The smart 

contract lies between the hardware and the software layer. It can authorize transactions, carry out 

contract terms, and create a trustworthy decentralized system that does not require a central 

authority. Smart contracts automate the execution of agreements so that all participants can 
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ascertain the outcome as soon as possible without the involvement of an intermediary or time 

delay. Using it makes the transactions traceable, transparent, and irreversible. 

 Since all three models developed as part of the study are based on smart contracts, any 

actions, such as currency transfer and contractual agreements, can be handled programmatically 

by the smart contract. Since smart contracts cannot be modified once deployed, they bring digital 

trust in contractual agreements between multiple stakeholders of the CMfg system. 

 

6.2.5 Conclusion 

Data Provenance is extremely critical to establish digital trust in the CMfg ecosystem. The 

developed models were assessed and evaluated against the following factors in Section 4.7 of this 

document.  

• Cost: The initial setup cost and the approximate monthly cost for continued use of the 

model are analyzed by each entity, each provenance model, and individual smart contract 

functions. 

• Energy Consumption: The energy consumption for posting transactions to the global 

Ethereum blockchain. 

• Transparency: The transparent required to bring in digital trust in the CMfg model 

• Efficiency: The ease of implementing the three data provenance models, cost efficiency, 

and convenience due to eliminating the need for mutually trusted third parties for financial 

transactions. 
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To summarize the results, Table 9 below highlights the difference the data provenance model 

will bring with establishing digital trust in CMfg. 

Table 9: Difference the Models will Bring with Establishing Digital Trust in CMfg 

 

Factor Without proposed research 

solution 

With proposed research solution 

Cost Even though there is no 

additional cost if this model is 

not implemented by CMfg 

stakeholders, the current 

limitations with data 

provenance and digital trust, 

due to the lack of it, will 

continue to be a bottleneck to 

the success of CMfg.  

The initial setup cost for all parties 

(Manufacturers, Service providers, and 

Customers) is less than $5000.  

The monthly cost for individual parties is 

also considerably low (< $500). 

The entry cost and maintenance cost for all 

parties (Manufacturers, Service providers 

and Customers). are within affordable 

ranges. 

The low-cost margins make it very 

favorable to use this model for establishing 

data providence in pursuit of digital trust in 

cloud manufacturing.  
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Table 9 Cont. 

Factor Without proposed research 

solution 

With proposed research solution 

Energy 

consumption 

Like the cost, additional energy 

consumption is zero without the 

data provenance model 

implementations. However, the 

limitations due to the lack of 

digital trust between 

stakeholders would continue to 

slow down the success of the 

CMfg model of advanced 

manufacturing. 

Ethereum is a green blockchain. It uses a 

Proof-of-Stake consensus mechanism, using 

ETH instead of energy to secure the 

network. Ethereum's proof-of-stake 

mechanism only uses ~0.0026 TWh/yr 

(2.62 megawatts) across the entire global 

network. The now deprecated Proof-of-

Work system for consensus consumed 5.13 

gigawatts continuingly. This means the 

current consensus model with Ethereum 

uses about 99.95% less energy than Proof-

of-Work, making it the most reliable and 

efficient blockchain implementation. 
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Table 9 Cont. 

Factor Without proposed research 

solution 

With proposed research solution 

Efficiency 

 

The CMfg model currently lags 

in efficiency when it comes to 

financial transactions such as 

cross-party payments since 

multiple stakeholders involved 

that are geographically 

distributed. These stakeholders 

may not digitally trust one 

another. So, there is a need for a 

mutually trusted third party, 

such as an international bank, 

for financial transactions. 

a) Smart contracts are an excellent way of 

making contractual payments and other 

financial transactions and do not need any 

third party to intervene or facilitate the 

transactions. This leads to efficient cross-

entities payment without the need for a 

third-party 

b) The models developed are also highly 

efficient with respect to the ease of 

implementation. The IT Infrastructure can 

be efficiently facilitated through cloud 

service providers.  

c) The IoT devices needed are also easy to 

install and, in most cases, may already be 

part of the manufacturing floor as part of 

device health monitoring and data analytics 

use cases. 
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The research model thus is cost-optimized, energy efficient, transparent, and efficient to implement 

and execute. It demonstrates data provenance for order and product lifecycle and operational 

regulatory compliance. This is instrumental in bringing digital trust to the CMfg system. 

 

6.3 Research Contributions  

 

6.3.1 Applied Contributions 

The applied contribution of research refers to the practical and tangible benefits that the 

study can bring to the subject area, which is CMfg. It involves taking the findings and insights 

from the study and applying them to real-world problems, with the aim of improving the subject 

area and advancing knowledge. The applied contribution of the research is an important aspect of 

scientific inquiry, as it helps to bridge the gap between theory and practice. Applied research might 

involve developing new technologies or products, creating new policies or programs, improving 

existing processes or systems, or providing new insights. By applying research findings in practical 

ways, researchers can help to solve real-world problems and create a meaningful impact in society. 

 Some of the key applied contributions of the study are: 

 

Digital Trust through Data Provenance of the CMfg System 

 

When manufacturing transitions from physical to cyberspace, digital trust issues 

concerning product quality and safeguarding intellectual property become significant concerns. 

Digital trust is a significant criterion for the system's success, yet it has been one of the major pain 

points of the system. There is an obvious need for solidified trust in cloud-based manufacturing 

processes such as manufacturing the goods, finances flow, and conceptualization of connections. 

The study builds a data provenance model that demonstrates provenance and builds digital trust in 
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the CMfg system. This will facilitate advanced manufacturing and digitalization in the 

manufacturing industry leading to the success of the manufacturing concept that is still in its 

infancy. The models built reinstate and validate the digital trust among stakeholders through data 

provenance. The smart contracts built as part of the study establish the much-needed data 

provenance in the CMfg domain. 

 

Operational, Product, and Order Provenance to All Stakeholders 

 

The model can demonstrate provenance to any stakeholder, even if the concerned party has 

no contractual agreement with the service provider or the third-party manufacturer. Demonstrating 

data provenance through the models developed by the study makes it easier for stakeholders in a 

hierarchical supply chain to conduct business with one another. The main aim of the study and one 

of the major success criteria of a CMfg system is to bring in digital trust through data provenance, 

which the study establishes the smart contracts. 

 

Ease of Business and Digital Trust through Payments Autonomy  

 

Since the model developed is smart contract based, the data provenance model also enables 

payment transactions using smart contracts without needing a third party to facilitate financial 

transactions. This is helpful when there is no preexisting relationship of trust between the customer 

and vendor. This is also helpful while working on a geographically distributed model such as 

CMfg, where the stakeholders may be in different countries. The smart contracts' payment 

autonomy help eliminate the middlemen, such as international banks that charge a large processing 

fee to facilitate payments between geographically staggered stakeholders. This eliminates the risk 

of the lack of a central governance body. 
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Figure 55: Payment Autonomy through Smart Contract. 

 

 

An Example of the Applied Contribution of the Operational Provenance Model: Special Use 

Case for Cloud Manufacturing of LDS Syringes for Covid-19 Vaccination 

 

The research study (Rane & Huang, 2022) demonstrates a special use case for  CMfg of 

LDS Syringes for Covid-19 to meet the surged needs of these syringes for the Covid-19 

vaccination. The operational data provenance model developed is customized for the use case to 

bring digital trust in manufacturing of LDS Syringes through CMfg. 
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Figure 56: Scenario of LDS Medical Syringe Manufacturing. 

 

To focus on the valuable insights, we use a simplified supply-chain relation as illustrated 

in Figure 56. From the figure, we can identify several vital roles, such as  

Regulatory Agency: e.g., FDA(G): Regulatory agencies oversee the manufacturing of 

medical devices such that their consumption is safe for the general public. E.g., In the USA, the 

FDA’s Center for Devices and Radiological Health (CDRH) regulates all firms that manufacture, 

repackage, relabel, or import medical devices sold in the country. The FDA protects public health 

by having regulations for human and animal drugs and biologics, medical devices, tobacco 

products, food including animal food, cosmetics, and electronic products that emit radiation. FDA 

classifies both the LDS (low dead space) piston syringes and LDS hypodermic needles as Class II 

Medical Devices. Class II devices have a moderate to high risk to the patient or user.  

Medical syringe supplier/distributor(S): The manufacturer distributes products to 

medical facilities. He will assemble the individual parts before distributing them to its end users.  

Third-Party manufacturers (B, N): e.g., Syringe barrel manufacturer, syringe needle 

manufacturer. These are the participant manufacturers in cloud manufacturing who collaborate 

towards the manufacturing of the LDS syringes.  

1

H S

B

N

m1

m2

m3

G

LDS
Syringes

Syringe
Barrels

Needles

materials

materials

materials

: represents a pool of entities

: an entity

G: regulation agency, e.g. FDA
H: a healthcare service provider
S: a medical syringes supplier 

(possibly manufacturer)
B: a syringe barrel manufacturer
N: a syringe needle manufacturer
Mi: a material supplier

… …
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Raw material supplier (Mi): These are the suppliers that supply the raw materials such 

as heat-treatable stainless steel or carbon steel for the needles and flexible synthetic rubber for the 

plunger heads, and biocompatible plastics or glass for the syringe body 

Healthcare service provider(H): These are the direct consumers of the syringes who 

administer medication through these syringes to the patients. 

In manufacturing medical devices, especially Class I and Class II, sterility is of utmost 

necessity.  The idea here is to use IoT sensors to monitor the sterility determinants and store these 

manufacturing conditions in the blockchain to demonstrate adherence to sterile manufacturing. 

Once the blockchain stores the data, it is immutable and can be easily validated after the fact. It 

enables demonstrating these conditions to the authorities, like the FDA, when requested or in an 

inspection. 

 

 

Figure 57: Data Flow; Cloud Manufacturing of LDS Syringes with Blockchain 

 

IoT sensors are used in various applications to record diverse readings such as temperature, 

humidity, and chemical concentration, among others. IoT devices are heterogeneous, and 

Scalability is also one of the challenges as the size of blockchain proliferates, especially in IoT 



    

 

155 

systems. The study first establishes what information the transaction management blockchain 

should store to confirm data integrity without mirroring all IoT readings into the blockchain 

storage.   

The manufacturer has a dedicated private database, either on-premises or on-cloud, that 

gets fed data. The data will be the operational data from the manufacturer's IoT devices stored on 

a low-cost database. The retention period of this data can be configurable based on the average 

lifespan of the manufactured product. For example, for an LDS Syringe, if the expiry date could 

be five years from the manufacturing date, data up to 5-6 years will warrant enough coverage for 

FDA inspections until the last unit from that batch is either consumed or invalidated due to expiry. 

The database logs the stream of readings between the start and end time in a file. It could 

be a simple flat file with 1800 entries of timestamp and the corresponding reading per device. The 

blockchain then stores the hash of this file. Along with this hash, a single blockchain transaction 

also stores the max, min, average, and standard deviation of all the 1800 data points. The database 

also maintains the maximum, minimum, and average reading thresholds. If readings breach these 

thresholds, the smart contract triggers an event to record an exception in the sterility condition on 

the blockchain.  

Figure 58 represents a process workflow of possible interactions between a Manufacturer, 

two customers Customer-1 and Customer-2, the Regulatory body (FDA), and the smart contract.  
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Figure 58: Process Workflow Diagram of the Smart Contract Functions. 

 

Key Insights 

The above use case implemented with Ethereum Remix shows the feasibility of the model 

developed by the study. By leveraging Blockchain, the framework could ensure the data integrity 

of the manufacturing provenance and achieve the goal of transparency for trust. 

Placing IoT sensors at the operational layer generates humongous data. On the other hand, 

logging everything in a blockchain is not just expensive but infeasible. The smart contract above 
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addresses these issues by leveraging edge computing and logging statistics (max, min, average, 

and standard deviation of readings) on the blockchain and potentially storing detailed records on 

a lower-cost local database on the manufacturer's premise or on-cloud. Storing the hash of the 

records on the blockchain ensures that the detailed dataset has not been altered, providing a data-

integrity-based digital trust mechanism to the stakeholders. 

On operations, we have also illustrated by example how a manufacturer can potentially 

carry out financial transactions with customers using the smart contract without any other third 

party. The manufacturer can efficiently maintain product inventory and auto-trigger shipments of 

a set default quantity to their customers upon demonstrating sterile manufacturing conditions. The 

smart contract can also facilitate an online, over-the-blockchain manufacturing site inspection by 

regulatory authorities like the FDA. 
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6.3.2 Comparison with Current Data Provenance Models 

 
Table 10: Comparison with Current Models in Manufacturing 

 

Existing Model Comparison with smart contract based new digital trust model 

Enterprise 

resource 

planning 

(ERP) systems 

The prime advantage of the smart contract based Ethereum digital trust model 

over ERP systems is its tamper-proof and auditable record of data transactions 

in a decentralized manner. In ERP systems, data is managed within a 

centralized database that is vulnerable to data manipulation and unauthorized 

access. The new model provides a distributed ledger that multiple parties can 

access in real-time without needing a centralized intermediary or third-party 

data exchange platform. 

Another advantage is its ability to facilitate secure collaboration among 

multiple parties without requiring a centralized authority or intermediary.  

Even though ERP systems offer more comprehensive functionality and 

features, such as financial management, human resources, and project 

management, for the specific use case of establishing digital trust, the current 

model is more feasible when compared to cost, efficiency and transparency 
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Table 10 Cont. 

Existing Model Comparison with smart contract based new digital trust model 

Electronic data 

capture (EDC) 

systems 

The new model’s ability to provide a tamper-proof and immutable record of 

data transactions is one of the most advantageous feature when compared to 

EDC systems. In EDC systems, data can be susceptible to tampering or 

modification by unauthorized users or due to human error. In contrast, the 

smart contract based Ethereum model utilizes cryptography and consensus 

algorithms to ensure that data is not altered or deleted. This provides a high 

level of data security and integrity. Thus, the model is more efficient with 

increasing digital trust between stakeholders. 

Quality 

management 

systems 

(QMS) 

QMSs are designed to ensure that products and services meet the specified 

quality standards and requirements. QMS can enhance data provenance by 

providing a systematic and standardized approach to data management, 

quality control, and risk management. However, Quality Management 

Systems have some limitations. They may be unable to provide a decentralized 

and tamper-proof record of data transactions, leaving the data vulnerable to 

manipulation and fraud. Additionally, QMS can be resource-intensive and 

time-consuming to implement and maintain, particularly for small and 

medium-sized enterprises. The data provenance model built through this 

research, on the other hand, provides a decentralized, tamper-proof, and 

transparent record of data transactions.  
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Table 10 Cont. 

Existing Model Comparison with smart contract based new digital trust model 

Statistical 

process control 

(SPC) tools 

SPC can enhance data provenance by providing a systematic, data-driven 

quality control and improvement approach. SPC can help manufacturers to 

collect and analyse data on process performance, detect and correct variations 

or defects, and continuously improve the quality of products and processes 

throughout the supply chain. However, they may be unable to provide a 

decentralized and tamper-proof record of data transactions, leaving the data 

vulnerable to manipulation and fraud. Additionally, SPC can be limited by 

data availability and accuracy and production processes' complexity and 

variability. 
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Table 10. Cont. 

 

Existing Model Comparison with smart contract based new digital trust model 

Electronic 

signatures and 

approvals 

Electronic signatures and approvals can provide a secure and efficient 

method for verifying the authenticity and integrity of data transactions. By 

using electronic signatures and approvals, manufacturers can ensure that all 

parties involved in the transaction have authenticated their identity and 

agreed to the terms and conditions of the transaction. This can enhance data 

provenance by providing a traceable transaction record and reducing the risk 

of fraud or error. 

However, electronic signatures and approvals rely on the security and integrity 

of the electronic signature and approval system, which can be vulnerable to 

cyber-attacks and hacking. Additionally, electronic signatures and approvals 

do not provide a decentralized, tamper-proof, and transparent record of data 

transactions. Blockchain-based models developed through the study, on the 

other hand, provides a decentralized, tamper-proof, and transparent record of 

data transactions that can enhance data provenance. Manufacturers can create 

a secure and immutable record of data transactions that can improve supply 

chain management, enhance product quality, and reduce the risk of fraud or 

counterfeiting. Blockchain technology also provides higher security and 

transparency, which can help mitigate the risks associated with cyber-attacks 

and hacking. 
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Table 10. Cont.  

Existing Model Comparison with smart contract based new digital trust model 

Barcode and 

RFID systems 

RFID systems use radio waves to transmit data between RFID tags and 

readers, allowing for the automatic identification and tracking of goods and 

materials. RFID systems can improve data provenance by providing real-time 

visibility into the location and status of goods and materials throughout the 

supply chain. This can reduce inventory levels, increase efficiency, and 

enhance customer service. RFID systems can also be integrated with other 

technologies, such as sensors and analytics, to provide insights into supply 

chain performance and product quality. 

However, RFID systems have limitations that can affect their ability to 

achieve data provenance. For example, RFID tags can be damaged or 

removed, leading to incomplete or inaccurate data. RFID systems can also be 

vulnerable to cyber-attacks and hacking, which can compromise the security 

and reliability of the data. In contrast, the ethereum based models provides 

higher security and transparency as demonstrated in preceding sections, which 

help mitigate these risks. 
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Table 10 Cont.  

Existing 

Model 

Comparison with smart contract based new digital trust model 

Manufacturing 

execution 

systems (MES) 

One major advantage of the developed model over Manufacturing Execution 

Systems (MES) for data provenance is its ability to provide a decentralized, 

tamper-proof, and auditable record of data transactions. In MES, data is 

typically managed within a centralized system that can be vulnerable to data 

manipulation or unauthorized access, particularly when shared with external 

partners or stakeholders. The developed models also offers high 

transparency and traceability of data, which is essential for tracking the 

movement of goods and materials throughout the manufacturing process.  

Furthermore, blockchain technology can enable secure and transparent data 

sharing and collaboration among multiple parties, including suppliers, 

distributors, and regulatory bodies, without requiring a centralized authority 

or intermediary to manage the data. This can improve efficiency, reduce costs, 

and increase trust between parties. 

 

6.3.3 Theoretical Contributions 

Theoretical contributions of research refer to the new insights, frameworks, and 

understandings that research generates about the subject area. Theoretical contributions aim to 

advance our knowledge and understanding of a particular field by providing new theoretical 

models or frameworks that can be applied to a variety of contexts. They may also involve new 
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insights into the relationships between different variables, or new methods for studying or 

measuring a particular phenomenon. 

Theoretical contributions are an essential aspect of scientific research, as they help to build 

and refine existing theories, and contribute to the development of new ones. Theoretical 

contributions can have important implications for policy, practice, and future research, as they 

provide the foundations for new approaches and strategies in a particular field of study. 

 

6.3.3.1 Risk Analysis and Assessment of the CMfg System 

When digital transformation happens in traditional industries like manufacturing or critical 

infrastructure, latest technology like IoT sensors and cloud virtualization, is retrofitted into existing 

systems. The intended functionality is evaluated but gaps might be introduced due to inadequate 

testing of the whole system. Semantic gaps are introduced between what the purpose of the system 

is and the unintended security flaw that is introduced.  

Considerable research has gone into the need to address issues with traditional 

manufacturing and embrace the advancements with digital transformation in the domain. 

Researchers have done extensive work on how digital trust can be established in CC, but it needed 

to be customized with a deep dive into the specifics relevant to CMfg. Risk Management is a 

continuous process that incorporates feedback to identify new risks and improvise mitigation steps.  

Even though Risk Management is relevant for the success of any system/complex system, 

there is limited literature on Risk Management in the context of CMfg. This study performs a 

thorough Risk Analysis and Management Assessment of the CMfg system. The Risk Analysis and 

Assessment conducted through this study will benefit a diverse set of researchers working in this 
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domain. Risk analysis will help researchers that intend to work in the CMfg domain across 

different and diverse functional areas.  

Some of the tools that were used during the study for Risk Identification and Assessment 

are: 

• Hazard and Operability Analysis (HAZOP) criticality (C. Ariel Pinto; Paul R. Garvey, 

2012).: It identifies potential hazards in a top-down approach and often applied to already 

existing systems to improve safety and minimize operational risk by documenting existing 

preventive and control measures.  

• Failure modes and effects analysis (FMEA): It identifies failures in a design, a process, a 

system or an existing product, equipment, or service. FMEA is used to analyze elements 

or components of a system, their interactions, and their effects on the operation of the 

system as a whole. 

• Decision-theoretic algorithm for ranking risk criticality (C. Ariel Pinto; Paul R. Garvey, 

2012). Instead of choosing the most-preferred alternative, risk management decisions 

involve choosing the most-preferred risks to reduce, or eliminate, because of their threats 

to capability. 

o First foundation of risk - Undesirable consequences 

What are the desirable events? What can go wrong? What are the consequences? 

What is the chance of occurrence? What can be done to manage them? What are 

the alternatives? What are the effects on future decisions? 

o Second foundation of risk – Uncertainty 



    

 

166 

Uncertainty is also a defining characteristic of a System of Systems(SoS) regarding 

the boundaries of SoS-Engineering problems. Boundaries are flexible as the 

knowledge about a certain situation is accumulated.  

o Third foundation of risk: the temporal domain 

Undesirable consequences are time-sensitive. That is, the current declaration of 

what may be undesirable is a mere snapshot of an ever-evolving scenario. 

The study identifies both operational and non-operational risks when CMfg is studies as a 

complex system. This has a broad spectrum of applicability in the domain of research in CMfg. 

The following risks were identified and prioritized based on their impact and likelihood: 

1. Security/Cybersecurity Risks 

2. Risks around Control of Data 

3. Lack of ownership/accountability 

4. Lack of transparency 

5. Manufacturing standards and compliance guidelines 

6. IoT devices – maintenance and security 

7. Aftercare and Warranty assurance 

8. Intellectual Property Management 

Not having Digital Trust in a cyber-system is one of the most significant effects of these 

risks that can hamper the model's success. The risks that are identified through the study are 

addressed to be mitigated through the models built by the study. This will be a stepping-stone for 

the widespread adoption of CMfg practices.  

Out of the eight main risk areas identified above, the study addresses the following five 

risks through the Data Provenance model developed: 
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1. Risks around Control of Data: The CMfg data is stored in a distributed Ethereum 

ledger that cannot be altered. Sensitive data is hashed so that the data stored in a local 

database can be cross-validated easily for alterations as well as not revealed to any 

unintended stakeholders or non-stakeholders. 

2. Lack of ownership/accountability: The model brings accountability to the CMfg 

system by streamlining operational, product, and order provenance, thus bringing in 

digital trust. Providing tracing/logging or data provenance can immensely help address 

the risks related to the lack of transparency. Having legally bound contracts between 

the end customer and service provider will enable establishing accountability. 

3. Lack of transparency: The models enable trusted payments without the involvement 

of a mutually trusted financial institution since it is inherently based on smart contract. 

The operational, order history(transactional) and product lineage data is transparently 

available through the three provenance models built through the study. 

4. Manufacturing standards and compliance guidelines: The operational data 

provenance model built through the study dedicatedly addresses this risk. 

5. Aftercare and Warranty assurance: Since the product and order provenance model 

now provides clear visibility to the customers on who manufactured the 

products/subparts and from which supplier the raw materials came from, aftercare and 

warranty can be easily streamlined. The customer also has clear visibility of the 

manufacturing standards and operational compliance followed during manufacturing. 
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6.3.3.2 Potential Application to Other Industries 

Using smart contracts-based data provenance models in various industries can benefit 

businesses significantly, including increased efficiency, improved compliance, and enhanced 

transparency. By creating a tamper-proof digital ledger that records every transaction and event 

related to a particular business process, businesses can gain valuable insights into their operations 

and make data-driven decisions to improve their performance. Presented below are outlines of how 

the provenance models built through the study can be used in different industries: 

• Retail: Use the order provenance model to establish order traceability by creating a digital 

ledger that records every step of the ordering process. This can include information about 

customer orders, inventory levels, and shipments. By establishing order provenance, 

retailers can improve order accuracy, reduce waste, and enhance customer satisfaction. 

• Food and beverage: The data provenance models can be used in the food and beverage 

industry to establish order provenance by creating a digital ledger that records every step 

of the supply chain process, from the farm to the table. This can include information about 

the origin of ingredients, the production process, and the distribution of products. By 

establishing order provenance, businesses can improve quality control, reduce waste, and 

ensure compliance with food safety regulations. 

• Logistics and transportation: The models can be used in the logistics and transportation 

industry to establish order provenance by creating a digital ledger that records every step 

of the shipping process. This can include information about shipments, carriers, and 

delivery schedules. By establishing order provenance, businesses can improve logistics 

management, reduce errors, and enhance customer satisfaction. 
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Data security in Ethereum is achieved by three simple principles: immutability, public 

access, and hashing/encryption of data. 

• Immutability of data: One of the core tenets of Ethereum (and blockchains in general) is that they 

are an immutable, unchangeable, permanent record.  Immutability provides transparency and 

reliability, which are the core pillars of digital trust.  

• Public Access to data: Ethereum is public and available to any address subscribed to this 

blockchain. So, even though the data is immutable, it is not private. This means that the data is 

transparent due to immutability, and all can easily verify it. The decentralization provides data 

duplication on all nodes in the network, making it extremely difficult for external entities to 

tamper with the data. 

• Protection of sensitive data through encryption and hashing: Ethereum transactions do not 

store any personal information of the entity posting the transactions. The transactions are 

only tracked by the address that is posting the transaction. Therefore, even though the data 

is public, no personal data is exposed. Sensitive information that may need to be stored 

securely on a blockchain. These can be encrypted if the manufacturer wants to protect all 

or parts of this information. This way, even though the transaction is public, and the data 

is on the blockchain, the sensitivity of the data is still secured. 

These three properties of Ethereum based smart contracts make it extremely easy for the 

models to be customized for other verticals and across other industries. The Data Provenance 

model devised can also be customized further with little modification for application in other 

distributed and federated industries such as Transportation, Supply chain, Freight, and Mail 

transportation, or any domain that may need data provenance and involves the movement of goods, 

assembling, and monitoring operational conditions. 
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Figure 59: Benefits of Data Provenance 

 

When different government or third-party agencies regulate products, the data provenance 

model can be finetuned to provide similar benefits by demonstrating operational provenance. E.g., 

The Consumer Product Safety Commission (CPSC) regulates the chemical content of toys and 

children's products, Operational Safety and Health Administration (OSHA) enforces protective 

workplace safety and health standards for manufacturing chemicals and fertilizers. In this case, the 

smart contract based operational data provenance model can enable demonstrating compliance to 

manufacturing conditions through the model. 

The provenance models demonstrate the following attributes across the different 

verticals: 

• Operational Compliance Assurance 

• Origin Assurance (For example, raw materials for manufacture) 

• Authenticity Assurance (Provides traceability of suppliers) 
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• Custody Assurance 

• Integrity Assurance 

• Lifecycle Traceability. 

Data provenance is an important part of supply chain and transportation management as it 

helps ensure authenticity, integrity, and transparency of information. The study demonstrates how 

Ethereum smart contracts can establish data provenance by creating a secure and tamper-proof 

digital ledger that records every transaction and event within the context of CMfg. It also 

demonstrates how smart contracts use blockchain technology to verify and enforce agreement 

terms between stakeholders of the CMfg system. Similarly, in a supply chain context, smart 

contracts can be used to track and verify the movement of goods and record information about the 

various parties involved in the process, such as suppliers, manufacturers, distributors, and retailers. 

Using Ethereum smart contracts to establish data provenance in the supply chain and transportation 

industry can benefit businesses, including increased transparency, reduced fraud, enhanced 

efficiency, and improved customer trust. Below are a few ways in which Ethereum smart contracts 

can be used to establish data provenance in the supply chain and transportation industry: 

• Tracking the movement of goods: Smart contracts can track the movement of goods 

through the supply chain, from the point of origin to the destination. This can be done by 

creating a digital ledger that records every transaction and event related to the movement 

of the goods, such as the date and time of shipment, the carrier responsible for 

transportation, and the condition of the goods upon arrival. 

• Establishing trust between parties: Smart contracts can establish trust between parties by 

ensuring that everyone involved in the supply chain has access to the same information. 

Since the data logged by the models developed for product, order and operational  
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provenance are available to all the stakeholders that are subscribed to the blockchain, this 

tamper-proof information and its access is uniform and read only. 

• Enhancing efficiency: Smart contracts can enhance efficiency by automating many of the 

processes involved in the supply chain, such as verifying product authenticity and 

processing payments. This can reduce the time and cost associated with supply chain 

management. 

• Reducing fraud: Smart contracts can help to reduce fraud by creating a tamper-proof digital 

ledger that records every transaction and event related to the movement of goods. This can 

help to prevent fraudulent activities such as the theft of goods or the falsification of 

documentation. 

 

6.4 Future Research 

Future research that will help further strengthen the model is in the following areas: 

 

Optimization in Ethereum Transaction Posting Time 

Depending on the gas fees (base fee + priority fee) associated with Ethereum transactions, 

there is usually a latency in posting transactions and making them final on the global blockchain. 

This latency can be anything between 15 sec to an average of 10 minutes, based on the priority fee 

the transaction poster is willing to pay and the network congestion at the time. Several research 

initiatives focus on reducing and keeping the transaction posting time under check. These 

initiatives will further strengthen the model and its implementation. 
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Strengthen the Model by Bringing in Additional Functional Checks 

The models for data provenance, namely Order provenance. Product provenance and 

Operational provenance are implemented as smart contracts in Solidity. These models demonstrate 

provenance effectively but can be further strengthened to include other functionality checks. Some 

examples of these checks are: 

Check for errors in the posted transaction - For example, during Putaway, all the product 

quantity received is taken care of, track damages and breakage, ensure you do not Putaway more 

than what you receive in error, etc. Other checks could be if the right material is moved to/from 

the right location. 

 

Improve Cybersecurity of IoT Devices 

 IoT devices have numerous use cases in manufacturing today. Thus, there is an increased 

focus on improving the cybersecurity of IoT devices since they are connected to the network and 

can give an easy way to cyber attackers. The cybersecurity of IoT devices is not just critical for 

securing the data that is generated by these sensors but also for securing the whole network. Since 

IoT devices are retrofitted to a traditional floor, these can be entry points to malicious cyberattacks 

that can gain access to the whole network.  

More constructive research on securing the IoT devices and the data generated by these 

IoT devices will also further strengthen the security of the model. 
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