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Abstract 

Small retail businesses are increasingly becoming targets for social media cyberattacks, 

often losing profitability when forced to close operations after a cyberattack. Small retail 

business leaders are concerned with the negative impact of cyberattacks on firms’ 

viability and competitiveness. Grounded in general systems theory, the purpose of this 

qualitative multiple-case study was to explore strategies retail leaders use to deter social 

media cyberattacks. The participants were 11 small retail business leaders. Data were 

collected using semistructured interviews and analyzed using thematic analysis. Three 

themes emerged: using multiple strategies to deter social media cyberattacks, importance 

of training regarding cybersecurity best practices, and the need for a contingency plan. A 

key recommendation is for small retail business leaders to provide employees and 

customers with training regarding proper cybersecurity protocols. The implications for 

positive social change include the potential to improve cybersecurity measures and 

enhance a small business’ viability and employment opportunities, positively impacting 

local communities and tax revenues.
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Section 1: Foundation of the Study  

In many ways, technology enhances individuals’ daily lives, especially for those 

owning and operating small businesses. Organizational leaders tend to use advanced 

technologies in their firms, which has changed how businesses operate (Wang et al., 

2022). Indeed, business technology has advanced the status quo of conventional 

corporate practices. The effectiveness and price of goods and services, as well as business 

practices, are impacted by new technologies (Thomson et al., 2022). Small business 

leaders compete in the 21st century’s technologically advanced international e-commerce 

markets using the internet and computers (Har et al., 2022). Global advances in wireless 

and wired technologies offer businesses many advantages but can also pose risks 

(Omolara et al., 2022). Cyberattacks are becoming increasingly common for small and 

retail businesses to be targeted (Sulaiman et al., 2022). This study addressed a prevalent 

business problem, namely that social media cyberattacks can negatively affect small 

businesses’ viability and customer retention. 

Background of the Problem 

Cybercrime is a serious problem impacting businesses and organizations 

worldwide. Cybercrime is the most prevalent type of cyberattack (Lallie et al., 2021). 

There was a threefold increase in complaints of data theft by criminal organizations 

between 2011 and 2018 (Rosati et al., 2019; Snider et al., 2021). Organization leaders 

reported a 15.1% increase in data breaches and cyberattacks between 2020 and 2021 

(Brooks, 2022). Small retail businesses are more vulnerable to cyberattacks than larger 

enterprises because fewer resources are available to combat them (Chidukwani et al., 
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2022). In response to the COVID-19 pandemic, leaders of small retail businesses used 

advanced computing systems and communications to work remotely, communicate, 

manufacture, and market their products, making them more susceptible to hacking and 

data breaches (Alzaidi & Agag, 2022; Susanto et al., 2021). A major problem is many 

leaders of small firms fail to anticipate being targeted by hackers, so they do not prioritize 

preparing for a cyberattack (Ward, 2022). Thus, small retail businesses are at an 

especially high risk of cyberattacks. 

Small businesses have become increasingly more reliant on online technology. 

Leaders of small retail businesses increasingly adopt social media for business purposes, 

which increases the risk of social media cyberattacks. Small retail business leaders 

frequently use social media to attract and engage customers (S. Chatterjee & Kar, 2020), 

and have also moved toward selling their products directly to customers on social media 

platforms (Sombultawee & Wattanatorn, 2022). However, these activities can increase 

the risk of small retailers’ exposure to social media cyberattacks, often leading to an 

erosion of customer trust and loss of sales (Alzaidi & Agag, 2022). While social media 

users typically understand the inherent risk to their privacy when using social networking 

sites, they place substantial trust in retailers that use social media to conduct business (R. 

Chen et al., 2021). A breach of trust resulting from a social media cyberattack can result 

in the long-term loss of customers (R. Chen et al., 2021). Thus, small business leaders 

should understand how to prevent social media cyberattacks. 

Preventing social media cyberattacks requires some knowledge of information 

technology (IT) and cybersecurity. Some small retail business leaders lack the IT skills 
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and resources to adopt the latest cybersecurity advice (Alahmari & Duncan, 2020). To 

control the rising cybersecurity threats and vulnerabilities associated with technology 

usage, small retail business leaders frequently lack the necessary procedures (Jahankhani 

et al., 2022). Personal information loss or a data breach can be costly for any firm (Lloyd, 

2020). Leaders of small retailers may find recovering from financial losses caused by 

cyberattacks to be difficult (Chidukwani et al., 2022). The possible adverse impacts on 

small retail business leaders are the loss of clients, a breakdown of trust, and decreased 

revenue (Furnell et al., 2020). Small businesses may not survive the loss of customers 

due to an erosion of trust resulting from a cybersecurity attack. 

Cyberattacks can cause irreversible damage to small businesses. In some cases, a 

cyberattack could result in a total loss of the business due to unrecovered losses in 

revenue, legal costs, and a diminished reputation (Kamiya et al., 2021). Specifically, 

according to Hiscox (2019), the average cost of a digital incident to organizations of all 

sizes is now $200,000, reflecting the growing severity of cyberattacks’ effects. Six 

months after being harmed by cyberattacks, 60% of businesses fail (Hiscox, 2019). 

Mitigating cyber risks requires small retail business leaders to develop innovative 

multitiered security strategies across personnel, procedures, and networks that guide the 

businesses’ protection, prevention, and response measures (Keskin et al., 2021). In this 

section, the focus shifts from a brief overview to a more detailed problem description. 

Problem and Purpose 

The general business problem was that social media cyberattacks can negatively 

affect small businesses’ viability and customer retention. The specific business problem 
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was that some leaders of U.S. small business retailers lack strategies to deter social media 

cyberattacks. The purpose of this qualitative multiple-case study was to identify and 

explore strategies some U.S. retail leaders use to deter social media cyberattacks. Small 

retail business leaders require more information to develop the knowledge and skills to 

effectively deter social media cyberattacks (Kipper et al., 2021). Due to the vulnerability 

of small retail businesses to cyberattacks via social media and a lack of resources to 

defend against such attacks, the results of this study could have significant implications. 

Studying the problem of small business retail leaders lacking strategies to deter 

social media cyberattacks can have several implications. Some implications include the 

development of effective strategies to mitigate such attacks, raising awareness among 

small business retail leaders, and improving small businesses’ financial and legal aspects. 

Cyberattacks can have substantial economic consequences for small businesses (Lloyd, 

2020). Cyberattacks can have legal repercussions, particularly if consumer information is 

exposed (R. Chen et al., 2021). Additionally, researching this problem can aid in 

developing efficient methods to avoid cyberattacks on social media (R. Chen et al., 

2021). By emphasizing the issue of social media cyberattacks on small retail businesses, 

the study can raise awareness among company leaders and the general public to 

implement preventative cybersecurity measures. Leaders can assess the economic impact 

of cyberattacks and establish a case for investing in cybersecurity solutions by examining 

the issue. Finally, understanding the legal duties and liabilities in the case of a 

cyberattack of a business may also be an outcome of the current study. Since many small 

retail businesses lack sufficient security against cyberattacks through social media, the 
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findings of this study provide insights for cybersecurity improvement and business 

security and growth. 

Population and Sampling 

The research population was designed to reflect the demographics and 

characteristics of small business leaders faced with social-media cyberattacks. Data were 

collected from 11 purposefully sampled small retail business leaders in the United States 

who were interviewed using semistructured interviews with open-ended questions 

designed to elicit their perspectives regarding strategies to deter social media 

cyberattacks. Participants were selected based on meeting the following inclusion criteria 

for the study: (a) being over 18 years of age, (b) being the leader of a small retail business 

in the United States, (c) having used social media to conduct part or all of their retail 

business, and (d) having demonstrated success in mitigating cyberattacks. Recruitment 

materials included the inclusion criteria so that participants could self-identify as 

qualified. A demographic questionnaire was also used for data collection, through which 

information about each participant was collected. Such information included the number 

of years in business, the number of years doing business using social media, and 

economic variables regarding each leader’s small business. I also reviewed company 

documents provided by the participants for relevant information. 

Nature of the Study 

I used the qualitative research methodology to answer the research question, as 

the qualitative research method allows researchers to explore solutions to research 

problems from the participants’ perspectives. A qualitative methodology provided 
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insights into strategies used to deter social media cyberattacks. According to Creswell 

and Poth (2018), researchers use qualitative methods to answer questions about people’s 

lives, lived experiences, emotions, behavior, perceptions, and feelings, as well as the 

overall phenomenon undergoing investigation. Researchers typically use qualitative 

methods when they have incomplete information about a topic or phenomenon (Levitt et 

al., 2018). Yin (2018) asserted that qualitative researchers examine how people perceive 

their social conduct in the context of a phenomenon and real-world events. Since the 

problem being addressed was that more research was needed regarding the strategies of 

small retail business leaders to deter social media cyberattacks, a qualitative methodology 

was most appropriate for the study, as opposed to quantitative or mixed methodological 

research. 

A quantitative approach was not required for this research. Researchers use 

quantitative methods to evaluate phenomena’ statistical nature and find relationships and 

correlations between variables under examination (Mohajan, 2020). None of the four 

types of quantitative research methods, namely experimental, descriptive, correlative, and 

quasi-experimental, were appropriate for this study, because I did not seek to study the 

cause–effect relationship between variables or look at correlations or relationships 

between variables (Allan, 2020). Quantitative research is based on numerical responses 

and does not generally provide insights into the thought, motivations, and drivers of a 

particular group (Mohajan, 2020), which I aimed to examine in this study. Mixed 

methods draw from both quantitative and qualitative research designs (Timans et al., 

2019), which was not suited to the aims of this study. Based on the lack of a quantitative-
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based research question, a mixed methodology was not appropriate for this study. A 

qualitative research method using a multiple case study research design was chosen for 

the study. 

Several qualitative research designs were not chosen for the study for various 

reasons. For example, a phenomenological approach was unsuitable for this research as 

this method examines a phenomenon by developing a deep understanding of how 

individuals behave or react to a particular setting (Moustakas, 1994). Phenomenological 

studies are based on personal knowledge and participant subjectivity and were unsuitable 

for this research (Moustakas, 1994). Researchers using grounded theory are concerned 

with developing a theory; this design was not suited to the current context of this 

research, which sought to understand how business leaders adjust and react to 

cybersecurity attacks (Deering & Williams, 2020). Finally, a generic qualitative research 

design was not appropriate, as researchers use this design when the data and research 

problem is not centralized to a specific setting or event (Liamputtong, 2019). A case 

study, on the other hand, entails an in-depth assessment of a single case or event in its 

actual setting (Yin, 2018). Phenomenological, grounded theory, and generic qualitative 

research designs were not chosen for the study in favor of a multiple case study research 

design, described below. 

To better understand how U.S. small business leaders recognize social media 

cyberattacks, a multiple case study was chosen for the research design. This study 

detailed the methods U.S. small retail business leaders successfully employ to thwart 

social media cyberattacks. Since single case studies generate valuable insights from a 
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single case (Yin, 2018), this approach was not chosen because I wanted to gain multiple 

perspectives and opinions from various U.S. small retail business leaders. A multiple case 

study allows for comparing findings across instances (Yin, 2018). A multiple case study 

provided more convincing evidence than a single case study regarding successful 

strategies to thwart social media cyberattacks. Therefore, a qualitative multiple case study 

research design best suited the current study. 

Based on the purpose statement, this study benefited from a qualitative research 

methodology with a multiple case study design to answer the research question. 

Qualitative multiple case studies have been used to examine other similar business 

problems, including the shift of digital technologies in circular economy business models 

(Ranta et al., 2021), understanding data analytics for manufacturing (Belhadi et al., 

2019), and problems with sustainable business practices (Tura et al., 2019). This 

combination of research tradition and design enabled me to pursue the perspectives of 

small retail business leaders. The study facilitated and encouraged greater insights into 

social media cybersecurity and uncovered strategies to deter social media cyberattacks. 

Scholars such as Creswell and Poth (2018) found that qualitative methods aim to answer 

questions about people’s lives, lived experiences, emotions, behavior, and perceptions, 

making this method appropriate for the study. This study employed a qualitative 

multiple-case study research design to answer the following research question. 

Research Question 

What strategies do some leaders of U.S. small retail businesses use to deter social 

media cyberattacks? 
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Interview Questions 

1. What has been your experience with social media cyberattacks? 

2. What strategies do you use to protect your business from cyberattacks? 

3. What is your risk assessment process for cybersecurity? 

4. What risk management strategies do you use to identify and evaluate 

cyberattack risks?  

5. Please describe how you respond to cyberattacks. 

6. What systems and processes do you use to protect your business from 

cyberattacks? 

7. What are the important systematic interdependencies and feedback loops that 

impact the quality of your cyber-defense tactics against social media 

cyberattacks? 

8. What employee training strategies do you use for security procedures with 

electronic devices?  

9. What steps would you advise someone in your position to follow if a 

cyberattack threatened their small retail business? 

10. What is your cyberattack contingency plan? 

11. Before we conclude the interview, what additional information about 

cybersecurity strategies would you like to share? 

Theoretical or Conceptual Framework 

The theory that grounded this study is general systems theory (GST). According 

to von Bertalanffy (1968), who introduced GST, systems theory focuses more on 
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interrelationships than individual modules. Systems are self-regulatory and self-

corrective (Nöth, 2021; von Bertalanffy, 1968). The concepts of von Bertalanffy’s GST 

were further developed by Kuhn (1970). Researchers have argued that science does not 

follow evolution, but rather follows a methodical course of knowledge expanding to the 

limits of the existing paradigm and replacing one worldview with another through 

scientific revolutions (Zhu, 2021). A paradigm shift occurs when one worldview replaces 

another through scientific revolutions (Zenker & Kock, 2020). Those who apply GST 

principles tend to work more effectively within organizational structures and can manage 

people and processes more effectively within broader environments (Buchanan, 2019). 

Information security systems can be understood effectively using the GST approach 

(Dias et al., 2022). As such, leaders can use GST to help identify cybersecurity solutions 

for small retailers selling on social media. 

Social media use among small retail businesses has become common in recent 

years. The increased use of social media makes small retailers vulnerable to cyberattacks 

(Lloyd, 2020). Leaders of small retailers cannot achieve efficient and secure transactions 

in the social media selling space without strategies, procedures, ongoing risk assessments, 

and a review of secure network protocols (Alzaidi & Agag, 2022; Saura et al., 2021; 

Sembada & Koay, 2021). Using GST, I determined and analyzed effective cybersecurity 

strategies for small retailers in an evolving environment. 
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Operational Definitions 

Cyberattacks: Invasion of electronic, computer, or network devices by 

unauthorized individuals to cause harm by modifying, restricting, removing, changing, or 

stealing private information (Y. Li & Liu, 2021). 

Cybersecurity: Cybersecurity refers to the systems, software, and processes in 

place to prevent or defend against malware and cyberattacks (Lezzi et al., 2018).  

Hacking: Hacking refers to the attempt by an unauthorized individual to gain 

access to another computer’s internal network by taking control of network security 

programs to serve an illegal purpose (Kizza, 2020). 

Small retail businesses: Privately owned and operated retail businesses that sell or 

manufacture goods and have less than 250 employees and up to 41.5 million dollars in 

annual sales, depending on sector (U.S. Small Business Administration, 2022).  

Assumptions, Limitations, and Delimitations 

This section provides a description of the assumptions, limitations, and 

delimitations of this qualitative case study. 

Assumptions 

Several assumptions were made in this study. In research, assumptions are 

defined as believing something to be true but not confirming it (Theofanidis & 

Fountouki, 2018). Considering assumptions and factors for mitigating their risks is 

essential. According to White (2018), research assumptions are presumptions the 

researcher holds to be true. Three assumptions applied to this study. First, I assumed that 

the interviews would elicit sincere responses from the participants, as the interviewees 
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stand to gain nothing from being untruthful. Second, I assumed that the participants were 

truthful in self-identifying as having successful strategies or recommendations based on 

their experiences for thwarting social media cyberattacks. Third, I assumed that the data 

given by the participants were appropriate for analysis under GST. The participants were 

encouraged to be truthful, as the data were anonymized during the analysis part of the 

study. Assumptions, alongside limitations and delimitations, are essential to understand 

to ensure the necessary rigor is applied throughout the study. 

Limitations 

Researchers should be aware of the limitations of their studies. Some limitations, 

such as the inherent weaknesses of the study, can impact the results and conclusions of 

the study (Ross & Bibler Zaidi, 2019). Limitations have implications for threatening a 

study’s internal validity (Ross & Bibler Zaidi, 2019). First, this study could have been 

limited by a lack of participants who own small retail businesses and have successfully 

thwarted social media cyberattacks. The second limitation was that data collection could 

have been delayed or inaccessible due to the lack of availability of selected participants 

for in-person or virtual interviews. A third limitation was the possibility of participants 

answering questions in a biased manner. Mitigation efforts to overcome these limitations 

included having a suitable recruitment strategy, scheduling interviews at mutually 

convenient times, and ensuring that all participants understand the purpose of the study 

and their rights to confidentiality during the study. Researchers should be aware of the 

limitations of their research to recognize the study’s weaknesses, whereas the researcher 

sets delimitations to strengthen the study’s parameters. 
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Delimitations 

Several delimitations applied to this study. Researchers can set delimitations to 

restrict their investigation’s parameters and scope (Theofanidis & Fountouki, 2018). This 

study was delimited to participants who were small retail business leaders that (a) were 

over 18 years of age, (b) were the leader of a small retail business in the United States, (c) 

used social media to conduct part or all of their retail business, and (d) had demonstrated 

success in mitigating cyberattacks. Delimitations improve feasibility while prioritizing 

the significance of the study. 

Significance of the Study 

The findings of my study should have a substantial impact since many small retail 

business leaders are vulnerable to social media cyberattacks and lack the skills and 

resources necessary to prevent such attacks. Most often, proprietors of small firms lack 

the cybersecurity safeguards that larger businesses possess (Berry & Berry, 2018). Small 

companies are typically appealing targets for cybercriminals. Sophy (2021) estimated that 

43% of all cyberattacks target small firms, and the repercussions may be highly costly in 

terms of lost productivity and brand damage. These findings may assist executives of 

small retail enterprises in establishing efficient defenses against social media 

cyberattacks. The more significant effects of decreasing cybersecurity threats include 

safeguarding consumers’ privacy and keeping small firms’ operational costs stable to 

avoid raising client prices (Grewal et al., 2020). Based on the current problem and a 

review of the literature, the findings of this study are significant in improving small retail 

businesses. 
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A Review of the Professional and Academic Literature 

A professional and academic literature search was conducted using the following 

keywords: cyberattack, cybercrime, cyberattack, cyberattack, cyber crime, small business 

cyberattacks, social media cybercrime, social media cyberattack, and social media cyber 

security. Several databases were searched including Google Scholar, EBSCO, Emerald 

Insight, ACM Digital Library, IEEE Computer Society Digital Library, Science Direct, 

and ProQuest Central. Several journals emerged as key sources of information including 

IEEE, Computer Fraud & Security, Computers & Security, Journal of Cybersecurity, and 

several business management, small business, and IT resources. The literature review 

contains 152 sources, 124 of which (82%) appeared in English and were published 

between 2019 and 2023, and 138 of which (90.8%) were peer-reviewed articles. Of those 

peer-reviewed articles, five (3.6%) were published greater than 5 years ago and 133 

(96.4%) were published in the past 5 years. Books comprised 12 of the sources (7.9%). 

Two books were published before 2018 and 10 books were published in the last 5 years. 

The remaining two sources were PhD dissertations published in the last 5 years.  

The literature review was guided by GST. The general topics reviewed include 

GST, cybercrime, cyberattacks, social media cyberattacks, and prevention efforts. An 

overview of the theoretical framework underpinning this study is presented first. The 

remainder of the review is then presented, which is structured based on the 11 interview 

questions that were submitted to participants during the data collection process. The 

themes of these interview questions include (a) experiences with social media 

cyberattacks, (b) strategies to protect businesses from cyberattacks, (c) risk assessment 
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processes, (d) risk management strategies, (e) responses to cyberattacks, (f) systems and 

processes to protect businesses from cyberattacks, (g) important systematic 

interdependencies and feedback loops, (h) employee training strategies, (i) advice for 

professionals in similar positions, and (j) cyberattack contingency planning. The literature 

review concludes with an overview of how the existing literature applies to the existing 

business problem, followed by a summary of the review. 

General Systems Theory 

GST was the theoretical foundation of this study. As introduced by von 

Bertalanffy, system theory emphasizes interrelationships rather than individual modules. 

A system is self-regulatory and self-correcting (Nöth, 2021; von Bertalanffy, 1968). von 

Bertalanffy’s (1968) GST concept was later developed by Kuhn (1970), who argued that 

science does not follow evolution but rather follows a methodical course in which 

knowledge expands to its limits and one paradigm is replaced by another through 

scientific revolutions (Zhu, 2021). A paradigm shift occurs when a worldview is replaced 

by another following a scientific revolution (Zenker & Kock, 2020). People and 

processes can be managed more effectively within broader environments when GST 

principles are applied (Buchanan, 2019). Information security systems can be better 

understood using the GST approach (Dias et al., 2022). Leaders of small retailers can 

benefit from referencing GST theory to develop effective strategies for mitigating social 

media cyberattacks by addressing their business and customer interactions as an 

integrated system. 
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GST employs three distinct concepts. von Bertalanffy (1972) described the 

concepts as; (a) system units, (b) continuous interconnectivity, and (c) analyzing systems 

provides an understanding of interconnected systems. System units involve systems 

science, which explores and theorizes systems across various fields. The second aspect of 

GST, continuous interconnectivity, was considered in terms of systems technology, 

which refers to issues that may arise in society and technology due to systems theory. The 

third concept, involving an analysis of the systems, relates to systems philosophy, which 

pertains to how we think about and conceptualize systems (von Bertalanffy, 1972). 

Together, these three concepts form the basis of GST.  

The components of GST have been widely applied to research such as this current 

study. In his work, von Bertalanffy (1972) elaborated on the theory of systems and how 

those theories could be applied to research. As a result of that description, GST concepts 

can be applied to a study on cybersecurity and cyberattacks, even though the technology 

was a long way off after the introduction of GST. I applied this theory to analyze how 

cyberattacks via social media affect small retailers and how leaders of small retail 

businesses can respond effectively. 

GST Components 

Small business retailers’ networks should be reviewed and analyzed to determine 

any security threats that may prevent retail business success. Typical businesses process 

information, input, and produce some form of output based on the fundamental principles 

of GST (Jackson, 2019). Inputs and outputs cross boundaries defined by the system (D. 

Chatterjee, 2021). von Bertalanffy (1972) acknowledged that organizational leaders 
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should interact with their firms’ external environments and that a systemic approach can 

support businesses in accomplishing their goals and objectives. Open systems are 

affected by their environment; they either accept inputs from the environment or release 

outputs from it (Roth, 2019). Researchers can use GST to determine and minimize 

cybersecurity threats. 

The systems referenced in GST are precise. In GST, a system is a collection of 

parts that interact and depend on one another to form a comprehensive whole (von 

Bertalanffy, 1972). An environment’s boundary describes and separates the system from 

other systems within the same environment. The extent and pace  by which systems that 

learn and adapt depends on environmental engagement and other organizational contexts 

(von Bertalanffy, 1972). An organization consists of subsystems interacting in a dynamic 

environment to accomplish a shared goal; any shift in one subsystem affects the 

organization (Reimsbach & Braam, 2022; Small et al., 2021). GSTs could promote 

interdisciplinary cooperation and scientific findings in fields without such theories 

(Rousseau, 2015). Systems theory applies to a business’s management of staff and 

operations (Rousseau, 2015). GST has been used as a useful framework across multiple 

studies. 

GST can be applied across various sectors and topics of research. In addition to 

enhancing understanding of organizational relationships, the GST framework is an 

appropriate grounding for studies on developing strategies to improve an organization 

(von Bertalanffy, 1972). GST is essential to understand the resilience of social-ecological 

systems (Van Assche et al., 2019). In their review of GST applications, Van Assche et al. 
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(2019) examined social, ecological, and adaptive aspects finding that systems theory in 

interdisciplinary fields has significantly developed post-Bertalanffy. One development is 

the application of GST to studies on cybercrime.  

Another scholar who is well-known for GST work is Vanderstraeten. 

Vanderstraeten (2019) conducted a thorough review of GST as it has evolved, been 

applied to research, and examined criticism of the theory that has emerged since it was 

first introduced in 1968. Vanderstraeten found that new emerging contributions have 

enriched GST. Vanderstraeten asserted that the concept of a system and its system 

viewpoint has changed over time in several ways. System viewpoints, however, have also 

been discredited. The methods of generating knowledge have been contested at various 

points in history. 

According to several academic perspectives, GST is a way of understanding parts 

of the world based on a system model and reshaping these parts following a system 

image. This viewpoint is favored by scholars and decision-makers who subscribe to the 

concept of the system (Rodriguez, 2019). Despite criticism, Vanderstraeten (2019) 

ascertained that GST’s essential insights are helpful for making a reflexive difference. 

Our understanding of the modern world has been shaped by the idea of systems, which 

has also helped shape our understanding of the world (Vanderstraeten, 2019). The 

structure of the relationship between man and the environment has become central to our 

efforts to understand the world and has also shaped and reshaped it (Vanderstraeten, 

2019). GST is an effective theory in which this research is grounded. In the next section, 

I will describe the specific ways in which GST can be applied in the field of cyberattack 
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studies. I will include a description of the use of GST to model in the analysis of 

cyberattack dynamics, which will provide context for the development of effective 

response strategies used by some U.S. retail executives to deter social media 

cyberattacks. 

Application of GST in Cyberattack Studies 

Scholars have applied GST to studies on cybercrime and cyberattacks. D. 

Chatterjee (2021) addressed discourse regarding whether there is a central artifact that 

captures the essence of information systems. A study on strategic staffing as a solution to 

preventing and mitigating the effects of cyberattacks conducted by Hai-Jew (2019) was 

grounded in GST. Cybersecurity risks are increased due to businesses being either 

understaffed or staffed with employees lacking the knowledge necessary to develop 

systems to reduce cyberattack risks (Hai-Jew, 2019). D. Chatterjee analyzed information 

systems with a heavy focus on the information systems artifact and utilized GST as their 

conceptual framework. Specifically, D. Chatterjee surveyed 310 firms to understand how 

small and medium enterprises use social media for marketing. The author found that the 

impact of social media marketing on small and medium businesses is positively 

influenced by users’ perceptions, functionality, ease of use, and compatibility post-

adoption. Leaders of small and medium enterprises use social media marketing despite 

insignificant facilitating conditions, but cost negatively impacts their use (D. Chatterjee, 

2021). Multiple defensive lines across all levels provide thorough defenses by using 

numerous lines of offense at all layers within a system. Hai-Jew (2019) concluded that 

leaders should consider the costs and benefits of compromising cybersystems. 
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Many factors contribute to cybersecurity, including policies, laws, law 

enforcement, technology, surveillance, and social norms. Another example of GST 

utilized in cybersecurity research is found in Katina and Keating (2018). The authors 

developed a framework for improving cybersecurity design by described the 

interdependence and dynamic nature of systems interacting. Additionally, Patel et al. 

(2020) stressed that designing the efficient and secure system poses the biggest challenge 

to maintaining cybersecurity. Utilizing a GST framework, researchers found that the 

system is intelligent enough to evolve and sustain itself in an optimized state alone (Patel 

et al., 2020). Cyberattacks are not always complex or unavoidable but result from 

vulnerabilities that can be rectified quickly and are often preventable (Katina & Keating, 

2018). Systems should be flexible and dynamic to self-manage increasingly complex and 

vigorous threats (Patel et al., 2020). Systems will include agents and software services 

that gather and monitor data continuously (Patel et al., 2020). By using GST as a 

framework, researchers can recognize vulnerabilities that can enable businesses to self-

manage system security threats. 

This qualitative multiple-case study aimed to identify and explore strategies some 

U.S. retail leaders use to deter social media cyberattacks. Due to the vulnerability of 

small businesses to cyberattacks via social media, the results of the study could have 

significant implications. Small retail business leaders require more information to 

develop the knowledge and skills to deter social media cyberattacks effectively (Kipper et 

al., 2021). People and processes are managed more effectively in broader environments 

when GST principles are applied (Buchanan, 2019). GST provides a robust basis for 
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understanding information security systems (Dias et al., 2022). Therefore, GST presented 

a significant opportunity for understanding effective strategies for small retailers selling 

on social media when identifying cybersecurity solutions. 

Routine Activity Theory 

While the GST theory provided an opportunity to generate significant knowledge 

about information systems, other theories, such as the routine activity theory (RAT), were 

not chosen for the present study. The RAT was created by Cohen and Felson (1979). This 

theory revolves around three things: namely a potential offender, a suitable target, and the 

absence of a guardian (Bottoms & Wiles, 1997). For criminal activity to be realized, all 

three factors must first coalesce. For example, a potential offender must identify a target 

that does not have the appropriate security (i.e., a guardian; Bottoms & Wiles, 1997). The 

RAT can rely on a similar methodology as situational crime prevention (Kitteringham & 

Fennelly, 2020). Situational crime focuses on the setting where the crime occurred rather 

than on individuals who commit specific criminal acts. As such, the RAT theory 

considers all the elements of a crime, and practitioners of RAT tend to assess the context 

as important in outlining responses. 

RAT describes routine activities for both offender and the victim, who in this case 

are cybercriminals and small enterprises. For example, a cybercriminal could be 

monitoring specific small businesses via social media looking for opportunities to access 

their systems or databases. Many small businesses leaders do not effectively secure their 

networks (Raineri & Resig, 2020), becoming cybercriminals’ targets. Network security 

protocols and other security measures could be vital instruments in preventing crime. 
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Without access or controls in security systems, firms can become potential targets. In 

normal situations, guardians could range from network security professionals to hacking 

alarm systems, or in corporate contexts, guardians can range from processes, software, or 

other authentication steps designed to prevent intruders (Perwej et al., 2021). Establishing 

preventive programs that are designed to protect employees via security and safety 

training is crucial in cybersecurity, as well as procedures and technologies that are suited 

to individual contexts. 

RAT was not appropriate for this study for numerous reasons. First, capable 

guardians under the RAT generally take the form of physical persons such as IT 

professionals (Shoenberger, 2021). However, many small businesses do not have a 

separate IT or cybersecurity department (Ahmad & Thurasamy, 2021), leaving the small 

business leader to operate the IT department and manage the company. Many small 

business leaders need to fully understand the depth of cybersecurity (De Kimpe et al., 

2018), rendering the guardian ineffective under RAT. Meanwhile, GST is driven by an 

understanding and a dissection of information systems, enabling businesses to understand 

the nature, type, and severity of cyberattacks. 

I did not utilize RAT in this study due to the main criticism of the theory. A 

primary criticism asserted by scholars is that criminals tend to be rational in their 

decision-making (Charmet et al., 2022). The rationale is that cybercriminals may differ 

from the person implementing security measures, making it difficult to compare and 

analyze criminal actions and company reactions. The use of RAT would not allow for the 

consideration of situational crime prevention techniques that are put into effect or may 
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prevent the worst effects of a cybersecurity crisis. Unlike RAT, GST places profound 

emphasis on people and systems, accounting for the context and types of cybercrime, 

unlike RAT. GST also accounts for the lapses in human capital and knowledge 

frameworks, thereby providing a more comprehensive understanding of cyber-crimes’ 

nature (Hai-Jew, 2019). I chose GST because systems theory is an appropriate framework 

for the study. Drawing on this theoretical framework, the remainder of this literature 

review contains a synthesis of literature related to the interview questions that I asked 

participants during the data collection phase of my research. 

Experiences With Social Media Cyberattacks  

Cybercrimes are a pervasive problem, especially following COVID-19. 

Cybercrimes are unlawful acts conducted through the internet (Al-Khater et al., 2020) 

and are highly prevalent (Lallie et al., 2021). The number of complaints of data theft by 

criminal organizations tripled between 2011 and 2018 (Rosati et al., 2019; Snider et al., 

2021). Specifically, data indicate that cybercrimes have been more prevalent following 

the 2020 COVID-19 outbreak (Monteith et al., 2021). There was an increase in data 

breaches and cyberattacks of 15.1% in 2021 as compared to 2020 (Brooks, 2022). The 

data show an increase in cybercrime may cause significant repercussions for society.  

Social media cyberattacks are of immediate concern for small retail businesses. 

Small businesses suffer disproportionate repercussions of social medial cyberattacks 

(Baier, 2019). Specifically, various businesses use social media to communicate with 

their clients, vendors, and customers (Baier, 2019). A systematic review of the literature 

on cyberattacks originating from social media was conducted by Wilbanks (2020). 



24 

 

Wilbanks emphasized the importance of social media for businesses to initiate 

communication with customers and generate revenue. S. K. Khan et al. (2020) identified 

social media messaging as one of the top ten most concerning cybersecurity threats to 

emerge during the COVID-19 pandemic. Leaders of small retailers frequently use social 

media to reach and engage their customers (S. Chatterjee & Kar, 2020). Social media 

platforms have also become popular for small retail businesses to sell their products 

directly to customers (Sombultawee & Wattanatorn, 2022). These activities can expose 

small retailers to social media cyberattacks, which often erode customer trust and lead to 

loss of sales (Alzaidi & Agag, 2022). The use of social networking sites involves an 

inherent risk to privacy. Consumers place great trust in retailers that use social media for 

business (R. Chen et al., 2021). If a cyberattack on social media breaches that trust, 

leading to long-term customer loss (R. Chen et al., 2021). Social media cyberattacks pose 

risks to small retail businesses and their customers; however, there are some measures 

leaders can use to prevent or minimize cyberattacks.  

Small retail business leaders tend to use social media to predict customer 

behavior; therefore, a social media cyberattack could harm businesses and decrease 

customer trust. Based on quantitative data, Alzaidi and Agag (2022) developed a model 

of consumers’ purchase behavior in social media influenced by trust and privacy 

concerns. According to the authors, purchase intention depends on trust, privacy, and 

security concerns. These findings provide important information regarding consumers’ 

shopping habits through social media and what can influence them to either shop with a 

particular retailer or choose a different retailer. The authors ascertained that customer 
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attraction and retention could be impacted by social media cyberattacks. Additionally, 

Susanto et al. (2021) explored digital social media security trends and usability during 

COVID-19. The authors’ findings revealed that many businesses took advantage of 

different features of social media during the pandemic. The authors also highlighted the 

importance of businesses maintaining a positive online presence. Susanto et al. asserted 

that small businesses could communicate with customers through social media, including 

WhatsApp, Telegram, Zoom, Microsoft Team, and Edmodo. Susanto et al. indicated that 

social media improved businesses’ security and usability during the COVID-19 

pandemic. Working from home, setting up a new company, and improving business 

processes were among the factors examined. These findings indicate the importance of 

social media for small businesses and outline the necessity of protection against 

cyberattacks. 

Current research about social media cyberattacks in the retail sector analyzes how 

working from home, establishing a start-up, improving business processes, and 

conducting online business impact the cybersecurity of small retail businesses. Saura et 

al. (2021) examined the ethical implications of the design elements of social media 

platforms intended to influence user behavior. In this review, the authors examined how 

performance metrics can be used to assess the efficiency and ethical concerns associated 

with such design elements. Previous studies have emphasized the significance of ideas 

like ethical design in social network systems since users may not be aware of being 

influenced in digital marketplaces through advertising, information architecture design, 

or behavior prediction (Zuboff, 2019). According to Saura et al., three primary 
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performance metrics were developed to evaluate the effectiveness of design elements 

aimed at changing user behavior in social media: engagement, influence, and persuasion. 

Engagement is the measure of how users interact with content and services on a platform. 

Through their own behavior, individuals can influence the behavior of others on the 

platform (Saura et al., 2021; Zuboff, 2019). As a result of exposure to information or 

features on the platform, users’ beliefs or actions may change and businesses will have to 

keep up with such features. 

Cyberattacks can have major implications, such as financial losses, reputational 

harm, and compromising sensitive personal or corporate information (Azubuike, 2021). 

To reduce the dangers of social media cyberattacks, people and organizations should be 

aware of the strategies attackers use and make proactive efforts to defend themselves. 

Techniques to reduce cyberattacks include regular assessments of the cybersecurity of 

small and medium businesses and conducting internal and external audits, using strong 

passwords, activating two-factor authentication, and keeping software and security 

procedures up to date (Devi, 2023). By adopting these best practices, individuals and 

organizations may dramatically lower their chance of falling victim to a social media 

hack (N. A. Khan et al., 2020). In the following section, I will describe numerous 

preventative techniques that can assist people and organizations in defending against 

social media cyberattacks. 

Strategies to Protect Businesses From Cyberattacks 

Cybersecurity is an issue that small businesses should address. Small businesses 

have become more vulnerable to malware infections due to adopting new technologies 
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(Coburn et al., 2018). Kakucha and Buya (2018) described that small businesses should 

use systems designed to provide confidentiality, maintain integrity, and safeguard 

privacy. An effective cybersecurity approach for small retailers should provide resilient, 

adaptable security (Alawida et al., 2022). Small retail businesses require effective 

strategies to minimize cyberattacks (Alawida et al., 2022). Managing critical 

infrastructure, safeguarding public safety, and protecting consumer data are all vulnerable 

to cyberattacks (Ding et al., 2018). Small retail businesses leaders should upgrade or 

invest in new technology to improve their cybersecurity. 

Cybercrime has disproportionally and negatively affected small retail businesses 

in wake of the COVID-19 pandemic. Cyberattacks are more likely to affect small retail 

businesses than large corporations because they have fewer resources to defend against 

them (Chidukwani et al., 2022). Leaders of small retailers have used advanced computing 

systems and communications to work remotely, communicate, manufacture, and market 

their products in response to the COVID-19 pandemic, making them more vulnerable to 

data breaches and hacking (Alzaidi & Agag, 2022; Susanto et al., 2021). Leaders of small 

firms typically do not prioritize preparing for a cyberattack because they do not anticipate 

being targeted by hackers (Ward, 2022). N. A. Khan et al. (2020) studied the increased 

use of technology following social-distancing requirements imposed due to the COVID-

19 pandemic. The authors emphasized that due to the increasing use of universal 

computing, cybersecurity threats are also increasing due to the world and technological 

advances. Khan et al. identified the top ten most severe cybersecurity threats: malicious 

social media messaging, spam emails, business email compromise, mobile applications, 
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browsing applications, DDoS attacks, malicious domains and websites, malware, and 

ransomware, which can negatively affect small businesses. In the wake of COVID-19, 

small businesses were greatly affected by the increase in cybercrime and are also targets 

for cyberattacks. 

Cybercriminals and hackers can disrupt small businesses’ networks. Cyberattack 

refers to hacking that affects a computer network or a computer-linked device (Kaushik 

et al., 2021). The mismanagement of network technology can result in cyberattacks (Liu 

et al., 2020). Cybercrime poses an ongoing threat to small retail businesses. By using 

malicious code, cybercriminals can cause damage to computer codes and data, which can 

lead to crimes such as identity theft and data theft (Alazab et al., 2021). Additionally, 

social media-based cyberattacks have significantly increased during the second decade of 

the 2000s (Alzaidi & Agag, 2022). As cyberattacks increase in frequency and 

sophistication, business leaders should create or adopt security plans to prevent security 

breaches (Afaq et al., 2023). Cyberattacks significantly disrupt networks that small retail 

businesses use to continue operations. 

Using performance metrics to manipulate user behavior for commercial or other 

purposes may be misleading. For example, social media platforms may use design 

elements to boost engagement or influence to attract users or generate more advertising 

revenue, even if these features negatively affect users’ well-being or autonomy (Saura et 

al., 2021). The authors also advocated for more research on the ethical implications of 

social media design elements that try to influence user behavior. Sembada and Koay 

(2021) investigated the association between perceived behavioral control (PBC) and trust 
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in the setting of social media shop purchases. PBC refers to an individual’s belief that 

they have control over their own conduct and is a key predictor of trust in online purchase 

scenarios. Researchers concluded that social media platforms should be designed with 

additional ethical considerations, such as using more transparent and respectful 

performance metrics to measure user autonomy and well-being (Saura et al., 2021; 

Sembada & Koay, 2021). The authors surveyed consumers who bought from social 

media retailers and discovered that PBC was highly associated with trust (Sembada & 

Koay, 2021). The scientists also discovered that PBC moderated the association between 

trust in the shop and future purchase intent. Improving PBC and reducing cyberattacks 

may aid in building trust and encouraging future purchases from small retail businesses. 

Small Retailer Cyberattack Susceptibility 

Small retailers are susceptible to cyberattacks which puts customer privacy at risk. 

Leaders of small retailers commonly use social media to engage with their customers and 

attract new ones (S. Chatterjee & Kar, 2020). Social media platforms have become 

increasingly popular among small retail businesses, especially following the 2020 

COVID-19 pandemic (Sombultawee & Wattanatorn, 2022). As a result of these activities, 

small retailers are more likely to be exposed to social media cyberattacks, which can 

erode customer trust and decrease sales (Alzaidi & Agag, 2022). The use of social 

networking sites entails inherent privacy risks for social media users. In order to conduct 

business, retailers should trust their customers (R. Chen et al., 2021). In the event of a 

social media cyberattack that breaches that trust, long-term customer loss may result (R. 
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Chen et al., 2021). Social media cyberattacks threaten small retail businesses and for 

some businesses it is a challenge to maintain preventative cybersecurity measures. 

Small business leaders need to protect their firms’ social media accounts against 

cyberattacks as customers engage with the accounts frequently. Yaokumah et al. (2020) 

ascertained that small businesses need help protecting their infrastructure against 

cyberattacks. Only 20% of small and medium-sized businesses have implemented 

policies for preventing and responding to cyberattacks (Nobles & Burrell, 2018). 

Organization leaders have been motivated to develop cybersecurity plans due to recent 

cyberattacks to assist them in formulating strategic visions and risk assessments (Falco & 

Rosenbach, 2022). There are many ways in which business customers engage with brands 

and create relationships with firms using social media (Sombultawee & Wattanatorn, 

2022). Customer brand engagement is influenced by information quality and rewards, 

and by selling products on social media. Social selling plays an important role in the 

engagement of customers with brands, and privacy and security concerns play a role in 

customer brand engagement as well (Sombultawee & Wattanatorn, 2022). The evidence 

regarding small business cyber infrastructure and social media engagement with 

customers supports the current study on how cyberattacks impact small business 

operations. 

Small retail businesses need to improve in terms of employee technology training. 

Unger (2021) found that small and medium businesses are more susceptible to 

cyberattacks than larger companies due to limited employee training, the absence of in-

house IT professionals, budget constraints, and inadequate cybersecurity defense and 
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response plans. The most common type of cyberattack experienced by small businesses is 

phishing, with 75% of global companies reporting a phishing attack in 2020 (Unger, 

2021; Vincent, 2019). The COVID-19 pandemic has also increased cyber threats due to 

the transition to remote work and insecure IoT devices and home networks. Vincent 

(2019) also posits that small businesses underestimate the cyber threats they face, are 

underfunded in cybersecurity, and need more knowledgeable cybersecurity personnel to 

assist them in preparing and defending against attacks. Small business leaders should 

improve employee training in cybersecurity awareness in order to reduce cybersecurity 

threats. 

Small retail businesses are particularly susceptible to cyberattacks due to their 

limited resources and need for cybersecurity expertise. These attacks can have significant 

financial consequences for small retailers, including the cost of responding to the attack 

and the potential loss of customers (Kusumastuti et al., 2020). Small retail businesses can 

incur high costs due to cyberattacks, including direct costs such as financial losses and 

indirect costs such as responding to and recovering from an attack (Tam et al., 2021). 

These costs can harm a small retail business’s financial stability and success due to 

reduced trust (Z. F. Chen & Cheng, 2020). In the next section, I will describe the 

measures that small retail business leaders can take to prevent cyberattacks and mitigate 

the associated costs. I will also examine the costs associated with cyberattacks on small 

retail businesses in more detail. 
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Risk Assessment Processes 

Businesses and individuals should take more precautions as cybersecurity threats 

increase in frequency and sophistication, and the first step in managing risk is to assess 

the economic risk and potential impacts that may result from a cybersecurity breach. 

Leaders should be proactive to prevent cyberattacks, especially when attacks are repeated 

(Alawida et al., 2022). Business leaders should prioritize data security to sustain their 

businesses in the long run (Ghelani, 2022). Hackers use numerous methods to intercept 

private data, including spending millions of dollars on behalf of clients and creating 

weaknesses in client accounts (D. Chatterjee, 2021). Lloyd (2020) described the business 

benefits of cybersecurity for small and medium businesses. The author concluded that 

small and medium businesses could be more cyber-ready by having regular assessments 

of the cybersecurity of small and medium businesses and conducting internal and external 

audits (Lloyd, 2020). Factors regarding cybersecurity issues in small and medium 

businesses included customer retention. The recommendations made by the author could 

serve as a framework for the interviews the researcher will perform to guide thoughts 

about cybersecurity related to social media cyberattacks (Lloyd, 2020). Small retailer 

business leaders can mitigate these cyber threats by taking several preventative measures, 

despite the challenges associated with countering monumental efforts by cybercriminals. 

If a small retailer or business does fall victim to a cyberattack, the firm could 

suffer financially. Small retailers may not recover from financial losses caused by 

cyberattacks (Chidukwani et al., 2022). Cybersecurity defense expenses are increasing 

due to the damage cyberattacks cause (L. Li et al., 2019). Some of the possible adverse 
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impacts on small retail business leaders is the loss of clients, a breakdown of trust, and 

decreased revenue (Furnell et al., 2020). These findings are true regarding traditional 

cyberattacks and those that stem from social media. Additionally, Hiscox (2021) 

surveyed 590 U.S. small businesses. According to the survey, approximately 23% of 

small businesses surveyed have suffered cyberattacks in the past 12 months. Notably, on 

average, U.S. small businesses are costing $25,612 over 12 months due to cyberattacks. 

However, other scholars warn that the actual costs of cyberattacks are challenging to 

estimate due to many undiscovered cyberattacks (Alahmari & Duncan, 2020). Financial 

loss may be a consequence of cyberattacks, but there are marketing strategies that can be 

used to increase business profitability. 

Social media marketing can help improve small business profitability. Many 

factors could aid small and medium businesses in implementing social media marketing 

methods to increase their profitability (S. Chatterjee & Kar, 2020). For example, social 

media marketing positively impacts small and medium businesses (Schaupp & Bélanger, 

2014). Perceived usefulness was identified as one of the factors, and perceived ease of 

use and compatibility as the second (S. Chatterjee & Kar, 2020). Small and medium 

businesses increasingly adopt social media marketing (S. Chatterjee & Kar, 2020). A 

social media marketing strategy is important for small businesses (Schaupp & Bélanger, 

2014). Small retail businesses are vulnerable to social media cyberattacks due to social 

media marketing (S. Chatterjee & Kar, 2020). Technology and social media perceptions 

of company members may influence companies’ strategies to protect themselves from 

social media attacks. 
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Cybercrime can cost small businesses significant financial damages. In a study by 

Anderson et al. (2019), the authors described the issues and approaches for calculating 

the cost of cybercrime and its impact on businesses. The authors examined the many 

costs of cybercrime, including direct costs like revenue losses and indirect costs like 

reacting to and recovering from an attack. Anderson et al. described the shortcomings of 

current approaches for calculating the cost of cybercrime, such as the difficulties of 

precisely assessing intangible costs like reputational harm and the impact of cybercrime 

on productivity. The authors explored the financial losses that retailers might sustain due 

to cyber assaults, both the direct cost of the attack and the indirect expenses involved 

with recovery. Anderson et al. also described that cyber assaults may negatively influence 

a company’s reputation and consumer loyalty, resulting in additional revenue loss. 

According to the authors, precisely calculating the cost of cybercrime is critical for 

organizations to handle and avoid it successfully (Anderson et al., 2019). The changing 

nature of cyber threats and the evolving impact of cybercrime on organizations requires 

leaders of small retail businesses to define new approaches to measuring cybercrime’s 

cost. 

During COVID-19, an increased risk of cyberattacks occurred due to the 

widespread use of remote work and online communication tools. For example, Muheidat 

et al. (2020) described the use of data analysis to predict and prevent cyberattacks during 

the COVID-19 pandemic. The authors described the use of data analysis and a proposed 

secure Internet of Things (IoT) layered model to predict and prevent cyberattacks that 

may occur during the COVID-19 pandemic. Indeed, the researchers propose a layered 
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model for securing IoT devices that includes multiple security measures such as 

encryption, authentication, and firewall protection (Muheidat et al., 2020). The authors 

also demonstrate the use of data analysis techniques to identify patterns and trends in 

cyberattack data, which can help predict and prevent future attacks. Pranggono and Arabo 

(2021) found that as cybercriminals become more aware of the situation, it becomes 

much easier for them to create false messages or websites that appear to be affiliated with 

well-known authorities, using words like urgency to capitalize on the widely felt fear 

factor associated with handling an emergency and meet needs. When the most susceptible 

individuals are more nervous and anticipate emails, texts, calls, etc. pertaining to 

COVID-19 from the authorities, these frauds are considerably more successful currently 

during the epidemic. 

Risk Management Strategies 

When leaders access corporate funding to upgrade their cybersecurity systems, 

their firms become more resilient. There is a significant gap in small businesses’ 

cybersecurity efforts because many small business leaders do not perceive their 

companies as cyberattack targets (Espinosa, 2022; Raineri & Resig, 2020). Companies 

are becoming unsustainable because of rising cybersecurity costs, a trend not likely to 

subside in the foreseeable future (Shaverdian, 2019). Today’s technological era is 

changing how people connect to the world, resulting in a desire for constant, immediate 

connectivity (Caboni, 2020). For example, the internet drives innovation, growth, and 

competitive advantage globally and nationally (Lee & Falahat, 2019). As a result, a new 

retailer has emerged in the retail sector, providing customers with an immersive, digital 
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shopping experience. Caboni (2020) ascertained that for retailers to achieve this 

immersive experience, connectivity, authenticity, and style should be prioritized. 

Connectivity refers to the ability to send and receive large amounts of data instantly and 

globally and is connected to the new kinds of relationships developed through digital 

technologies (. Authenticity refers to the desire of people to connect with real, authentic 

individuals, particularly during their shopping journey. With the use of funding or 

investment into digital technologies utilizing connectivity and authenticity, small retail 

businesses can improve their cybersecurity. 

Improving knowledge and education about cybercrime and fraud prevention 

might help reduce financial risks for online customers. Siahaan and Nasution (2018) 

described the prevalence and impact of cybercrime and fraud in online shopping, 

including the financial losses that can result from these crimes. These crimes can cause 

direct financial losses for online buyers, such as unlawful credit card usage or the loss of 

personal cash due to a hoax (. The researchers also explored the indirect financial impact 

of cybercrime and fraud, such as the expense of recovering from an attack and the 

possible loss of company or job chances due to reputational harm. Corallo et al. (2020) 

examined the significance of cybersecurity in the context of Industry 4.0, the present 

trend of automation and data interchange in industrial technology, and the possible 

consequences of cyber assaults on organizations. Corallo et al. (2020) explained that 

customers may lose faith in the security of a company’s products or services and the 

protection of personal data due to cyber assaults. The authors claim that trust is critical 

for a company’s performance and that strong cybersecurity measures are required to 
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prevent cyber assaults from jeopardizing confidence. Cyber assaults can cause 

stakeholders to lose faith in a company’s capacity to secure its assets and keep critical 

information private. 

Small Retailer Cyberattack Prevention 

There is an increasing number of cyberattacks targeting small retail businesses, 

which can potentially cause significant damage to the company and its customers. Tao et 

al. (2019) explained that the loss of sensitive data, revenue loss, and trust erosion can all 

result from these cyberattacks. Small retail businesses should therefore take proactive 

measures to prevent cyberattacks and protect their operations (Okereafor & Adelaiye, 

2020). Implementing a holistic cybersecurity strategy is essential, which includes 

identifying possible risks, training staff, and regularly monitoring and upgrading security 

protocols (Stewart, 2022). A multifaceted and varied approach to cybersecurity is 

necessary to effectively prevent and mitigate the effects of cyberattacks. 

Software and Technology  

As technology develops and cyberattacks become more sophisticated, small retail 

businesses should adopt new security measures. Additional security measures are 

necessary to protect company data, assets, and intellectual property (Alawida et al., 2022; 

Sanders et al., 2022). Small retailer leaders should address their primary weaknesses in 

business practices, systems, and cultures when implementing software applications to 

prevent or deter cyberattacks (Temel & Durst, 2020). Business leaders have increasingly 

adopted technology to maintain security within their organizations (Satterfield et al., 

2018). Firewalls can also prevent server attacks by filtering malicious traffic (Kantheti & 



38 

 

Manne, 2022). Using modern technology in small businesses is crucial for preventing 

cyberattacks. 

Small businesses leaders should work to secure new products and services to 

address online cybercriminals. A firm that lacks an actionable software inventory is more 

likely to be attacked (Kantheti & Manne, 2022). Organization leaders tend to use a 

variety of software programs to identify problems and resolve them (Alluhaybi et al., 

2019). Although these programs can be effective, developing or adopting security 

software is often challenging, inconvenient, and prohibitively expensive (Paquet-

Clouston et al., 2018). This is part of the reason that small retailers with fewer resources 

than large retailers are often at higher risk for cyberattacks (Alahmari & Duncan, 2020). 

Small businesses are at a greater risk for cyberattacks due to a lack of new technological 

services to prevent attacks. 

Email Security 

Small retail business leaders should invest in email security to protect their firms, 

employees, and customers from email security risks. Email technology is indispensable to 

most businesses (Lallie et al., 2021). Email is often used to send malware, spam, and 

phishing attacks (Yu, 2020). Email security involves developing and implementing 

policies or procedures for protecting email accounts, content, and communication against 

unauthorized access, loss, or compromise (Al-Musib et al., 2021). Small retailers leaders 

may opt to implement aggressive spam filtering, so malicious and spam emails do not 

appear in the user’s inbox (Mohammad, 2020). Employees should equally be aware of 

various types of spam and should impose mandatory training to enable them to recognize 
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spam (Cross & Gillett, 2020) Furthermore, small retail businesses have had success in 

preventing email cyber and server attacks by leveraging firewalls to filter malicious 

traffic (Permana et al., 2022). Heightened email security is imperative for small 

businesses to avoid spam and phishing scams. 

Cyber Insurance 

Cyber insurance can cover unexpected costs associated with cybercrimes. Cyber 

liability insurance is a good way for small retailer leaders to protect their firms from 

breaches (Gunduz & Das, 2020). Many companies purchase cyber liability insurance 

policies to protect themselves from cybercrime or data breaches (Lemnitzer, 2021). Due 

to their reliance on the internet and network structures, small resilience businesses 

purchase cyber liability insurance (Lu et al., 2018). In the event of service outages, cyber 

insurance will provide businesses with financial compensation (Lu et al., 2018). Cyber 

insurance can offer small businesses protection; however, there are risks that extend to 

the customers. 

Businesses and customers can be affected by cyberattacks, but customers are not 

always covered by cyber insurance. According to Patterson (2020), cyber insurance 

requires regulation. The authors ascertained that cyber insurance should be a requirement 

for businesses due to the potential cost barriers of making reparations in case of a breach. 

When a breach of personal information or privacy, cyber insurance covers the business’ 

legal fees and expenses, notifies its customers about the breach, restores the identity of 

the affected customer, recovers the compromised data, and repairs the business’ computer 

systems (Lu et al., 2018). When there is a breach of personal information, most states 
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require companies to notify their customers, which can be expensive (Lemnitzer, 2021). 

Similarly, even if credit monitoring is not required in most states, such a gesture can go a 

long way in maintaining goodwill (Franke & Meland, 2019). Depending on the state, the 

customer is required to be notified in the case of a cyberattack, but in some states, this is 

not required which in turn compromises the customer’s privacy. 

Routine Audits 

To prevent assets from being compromised, business leaders should conduct 

routine audits. For example, web applications should be audited for security issues, and 

any issues should be immediately addressed (Imtiaz et al., 2021). A study carried out by 

Lloyd (2020) described the benefits of cybersecurity for small and medium businesses. 

Regularly assessing a small or medium business’s cybersecurity and internal and external 

audits can help firms become more cyber-ready. As a result of performing these four 

tasks regularly, small retailers will be more cyber-ready to engage with customers online. 

Lloyd (2020) described factors involved in addressing cybersecurity issues in small and 

medium businesses, including ways to retain customers in the face of cyberattacks. The 

recommendations made by the author could serve as a framework for the interviews the 

researcher will perform to guide thoughts about cybersecurity related to social media 

cyberattacks. 

Ethical Strategies 

Strategies for combating social media cyberattacks should prioritize ethics. 

Kilgour (2020) found a link between users’ privacy concerns in digital environments and 

ethical design. Businesses should be intentional in their efforts to protect their customers 
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from privacy breaches (Kilgour, 2020). When a business’s ethics are questioned, 

customers become increasingly concerned about their data privacy (Hayes & Kelly, 

2018). Christen et al. (2020) analyzed the ethical challenges that emerge in cybersecurity, 

such as privacy, consent, trust, and responsibility. The authors described the significance 

of ethics in cybersecurity policy and practice and the difficulties of creating ethical 

frameworks that can successfully handle cyber threats’ complex and rapidly shifting 

nature . Ethical standards should be applied to all elements of cybersecurity to guarantee 

that the technology is utilized responsibly and in the best interest of all parties. 

Small retail businesses are increasingly targeted for cyberattacks, which can have 

significant consequences for both the business and its customers. Therefore, small retail 

businesses should take proactive measures to prevent cyberattacks and protect their 

operations (Udofot & Topchyan, 2020). Preventing cyberattacks is crucial for an 

organization’s security and success. By implementing strong cybersecurity measures and 

training employees to identify and mitigate potential threats, businesses can significantly 

reduce the risk of cyberattacks and protect sensitive data (Tam et al., 2021). However, 

leaders of small retail businesses should recognize that cybersecurity is an ongoing 

process and requires continuous monitoring and updates to stay ahead of evolving threats 

(Puławska et al., 2022). Small retail businesses should also prioritize cybersecurity to 

protect their assets and customers. In the next section, I will address cybersecurity for 

small retail businesses and how they can effectively address these cybersecurity 

challenges to ensure the security of their operations. 
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Responses to Cyberattacks 

Due to their limited resources and less stringent security measures compared to 

larger organizations, cybercriminals increasingly target small businesses. There is 

evidence that small businesses are not adequately prepared to respond to cyberattacks, 

and as a result, they frequently suffer significant consequences. According to one recent 

report, 28% of cyberattacks targeted small enterprises (Ncubukezi, 2023). This statistic 

indicates that cybercriminals frequently target modest businesses. According to another 

study, 66% of small businesses encountered a cyberattack and 63% experienced a data 

breach in the previous year (Y. Li et al., 2020). Despite these high numbers, only 28% of 

the small businesses surveyed deemed their ability to prevent cyberattacks to be highly 

effective. In the same study, the average cost of a data breach for small businesses was 

determined to be $200,000. The high cost of cyberattacks can be especially detrimental to 

small businesses, with some unable to recover and being compelled to close. 

Lack of resources may contribute to the incidence of cyberattacks among small 

businesses. Small businesses frequently have limited budgets, which prevents leaders 

from investing significantly in cybersecurity measures, such as hiring IT specialists or 

purchasing advanced security software (Gulyas & Kiss, 2023). This dearth of resources 

and knowledge increases their susceptibility to cyberattacks. According to one recent 

study, more than half of small business leaders believe that their employees are the 

weakest link in their cybersecurity efforts (Franck & Reith, 2022). This emphasizes the 

need for improved employee training and awareness programs to reduce the likelihood of 

cyberattacks. 
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Some small businesses leaders only implement cybersecurity measures in 

response to cyberattacks, rather than as part of daily operations. Small business leaders 

frequently take a reactive rather than proactive approach to cybersecurity, addressing 

issues after they have occurred (Buresh & Esq, 2022). This strategy may result in more 

extensive damage and increased expenses. Adopting a proactive strategy, such as 

undertaking routine risk assessments and implementing security best practices, can aid in 

mitigating the effects of cyberattacks (N. A. Khan et al., 2020). Small businesses can 

benefit from collaborating with other organizations and industry groups to improve their 

cybersecurity measures by sharing knowledge and resources. For instance, the National 

Cyber Security Alliance (NCSA) provides small businesses with resources and support to 

enhance their cybersecurity posture. 

Small businesses are at an increased risk for targeting by cybercriminals. There is 

substantial evidence to suggest that, due to limited resources and expertise, small 

businesses are at a greater risk of cyberattacks (Franck & Reith, 2022; Y. Li et al., 2020; 

Udofot & Topchyan, 2020). This, coupled with the financial repercussions of such 

assaults, underscores the need for small businesses to adopt a more proactive approach to 

cybersecurity, invest in employee training, and collaborate with other organizations to 

strengthen their defenses (Franck & Reith, 2022). The following section contains a 

review of the literature associated with systems and processes to protect businesses from 

cyberattacks that may occur. 
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Systems and Processes to Protect Businesses from Cyberattacks 

Systems and processes to protect businesses from cyberattacks begin with 

organizational leaders, who should develop skills needed to understand how to most 

effectively manage any risks that exist. Due to the large amount of business done online, 

small retail business leaders should develop and maintain social media competencies 

(Devi, 2023). If a threat gains access to a company’s internet, the company could suffer 

financial ruin, relationships may be damaged, and growth and development can be 

slowed down (Wilbanks, 2020). Kipper et al. (2021) conducted a systematic literature 

review regarding the interpersonal and adaptive competencies business leaders require to 

remain abreast of emerging cybersecurity protocols. The authors suggested a set of 

knowledge and skills that must be developed to stay relevant in the new global digital 

“Industrial Revolution.” Using a general systems approach, Kipper et al. (2021) analyzed 

the knowledge and skills required to keep up with cybersecurity and cyberattacks. Kipper 

et al. provided insights into the knowledge and skills required to keep up with 

cybersecurity and cyberattacks using a general systems approach. Additionally, Wilbanks 

(2020) provided information about the importance of social media for small businesses 

and how these small enterprises should also be aware of the risks involved, including 

cyber threats. Wilbanks explained that social media threats may be unavoidable, but 

small business leaders could reduce the likelihood and impact of these threats. Small 

business leaders should understand how to minimize and mitigate social media risks. 
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Important Systematic Interdependencies and Feedback Loops 

Organizations tend to rely on a set of interdependent systems with feedback loops 

to conduct their daily operations. Leaders of small retail enterprises who understand and 

address systemic interdependencies and feedback loops are better prepared to prevent 

cyberattacks against small retail enterprises (Buresh & Esq, 2022). These 

interdependencies and feedback cycles frequently involve interactions between people, 

processes, and technology, making it imperative for businesses to adopt an all-

encompassing cybersecurity strategy (Azubuike, 2021). Employees play a crucial role in 

preventing cyberattacks. A well-informed and trained personnel can assist in identifying 

potential threats and avoiding phishing email scams (Y. Li et al., 2020). Continuous 

training and reinforcement of best practices generate a positive feedback cycle that 

enhances the enterprise’s overall security posture. 

Ensuring that software and components are current is essential for preventing 

cyberattacks. Regular updates repair vulnerabilities that could be exploited by hackers. 

Investing in security tools such as firewalls, antivirus software, and intrusion detection 

systems can create a feedback loop in which enhanced security measures deter potential 

attacks and encourage additional investment in security infrastructure (Ncubukezi, 2023). 

Having a well-documented incident response plan enables small retail businesses to 

respond quickly and effectively in the event of a cyberattack (Tam et al., 2021). This 

proactive approach can reduce the potential impact of an attack and expedite the 

organization’s recovery (Puławska et al., 2022). A successful response to an incident can 
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reinforce the significance of thorough planning and lead to the plan’s continual 

enhancement. 

Routine risk assessments enable businesses to prioritize their cybersecurity efforts 

by identifying potential threats and vulnerabilities. The feedback loop created by 

addressing identified risks and continuously monitoring for new threats enables 

businesses to remain ahead of emerging cyber risks (Bahadoripour et al., 2023). Small 

retail businesses can benefit from sharing knowledge, resources, and best practices with 

other businesses, industry organizations, and law enforcement agencies (Devi, 2023). 

This collaboration can generate a positive feedback loop in which shared information 

leads to enhanced industry-wide security measures, making it more difficult for 

cybercriminals to succeed. 

Maintaining a robust security posture can increase customer confidence and 

safeguard the company’s reputation. When customers believe a company will manage 

their information securely, they are more likely to continue doing business with that 

company. This positive feedback loop can encourage businesses to invest more in 

cybersecurity measures in order to maintain customer trust (Gulyas & Kiss, 2023). Small 

retail business leaders should adhere to various regulations and standards, such as the 

Payment Card Industry Data Security Standard, which regulates the handling of credit 

card information (Y. Li et al., 2020). Compliance with these standards can result in a 

positive feedback loop in which meeting regulatory requirements leads to enhanced 

security measures, thereby reducing the risk of cyberattacks. 
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Understanding and addressing a variety of interdependencies and feedback cycles 

is essential to preventing cyberattacks against small retail businesses. These include 

employee training, technology investments, incident response planning, risk assessment, 

collaboration, client trust, and compliance with regulations (Y. Li et al., 2020; 

Ncubukezi, 2023; Udofot & Topchyan, 2020). By recognizing and addressing these 

interdependent elements, small retailers can improve their cybersecurity posture and 

reduce the risk of cyberattacks (Tam et al., 2021). The following section contains a 

discussion of employee training strategies in the prevention and management of 

cyberattacks on small retail businesses. 

Employee Training Strategies 

Training employees is an essential aspect of cybersecurity for modest retail 

businesses. To reduce the risk of cyberattacks, small retail business leaders should 

educate employees on how to identify and respond to prospective threats (Kusumastuti et 

al., 2020). However, employee training strategies are not devoid of difficulties and 

constraints. Training programs can effectively increase employees’ awareness of 

cybersecurity threats and best practices by incorporating awareness and education 

components (Gulyas & Kiss, 2023). This knowledge enables them to recognize potential 

threats, such as phishing emails and suspicious websites, and prevent security intrusions 

by taking the necessary precautions. 

By focusing on employee behavior, training strategies can resolve one of the 

greatest weaknesses of any organization: the human factor. By comprehending and 

applying cybersecurity best practices, employees can become the first line of defense 
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against cyberattacks (Buresh & Esq, 2022). Small retail businesses leaders can tailor 

training programs to their particular requirements and priorities (Devi, 2023). This 

enables for more targeted training, ensuring that employees are aware of the specific 

threats and risks pertinent to their organization. Regular training updates and refreshers 

can help maintain a high level of cybersecurity awareness among employees (Y. Li et al., 

2020). This continual education fosters a culture of vigilance, highlighting the 

significance of cybersecurity in daily operations. 

While there are numerous strengths of current employee training programs, 

researchers have also highlighted numerous weaknesses. First, evidence suggests that 

small retail establishments often have limited budgets and resources for employee 

training (Kusumastuti et al., 2020). This limitation may result in fewer or lower-quality 

training programs, making it more difficult for employees to maintain their cybersecurity 

knowledge and skills. Additionally, developing and implementing effective training 

programs can be time-consuming, potentially distracting employees from their primary 

responsibilities (Franck & Reith, 2022). In small retail establishments where employees 

frequently wear multiple outfits, employee training programs can be a significant 

disadvantage. 

Employees may resist alterations to their routines or behaviors, which makes 

implementing new cybersecurity practices difficult. Leaders of small businesses should 

combat this opposition by emphasizing the significance of security measures and offering 

incentives for compliance. Measuring the efficacy of employee training strategies can be 

challenging (Devi, 2023). Assessing the impact of training on employee behavior and the 
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security posture of the organization as a whole can be difficult, making it difficult to 

determine whether training investments are profitable. Training programs may 

inadvertently contribute to overconfidence among employees, causing them to 

underestimate the likelihood or severity of cyberattacks (Y. Li et al., 2020). Small 

business leaders should strike a balance between employee confidence and a realistic 

understanding of the ever-changing threat landscape. 

Employee training strategies can be an integral part of preventing and managing 

cyberattacks against small retail businesses. While there are numerous benefits to 

implementing training programs, small retail businesses leaders should also consider their 

limitations and difficulties (Y. Li et al., 2020). To optimize the effectiveness of employee 

training, small retail businesses should place an emphasis on customization, continuous 

learning, addressing resistance to change, and identifying methods for measuring the 

impact of training initiatives (Bahadoripour et al., 2023). The following section contains 

a presentation of evidence-based advice for professionals in similar positions based on 

what has been demonstrated in the current literature related to this topic. 

Advice for Professionals in Similar Positions 

Small retail business leaders need more IT skills and resources to adopt the latest 

cybersecurity advice. Many small retail business leaders need more security procedures 

to combat technologies’ growing cyber threats and vulnerabilities (Jahankhani et al., 

2022). Any company can suffer a loss of personal information or a data breach (Lloyd, 

2020). Leaders of small retailers may have difficulty recovering from financial losses 

caused by cyberattacks (Chidukwani et al., 2022). A breakdown in trust, client loss, and 
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decreased revenue are some adverse effects on small retail business leaders (Furnell et 

al., 2020). The general business problem under study in this research is that social media 

cyberattacks can negatively affect small retail businesses’ viability and customer 

retention (R. Chen et al., 2021). The specific business problem is that some leaders of 

U.S. small business retailers lack strategies to deter social media cyberattacks. 

Small retail business leaders should prioritize cybersecurity in order to safeguard 

their operations, consumer data, and reputation. Researchers recommend utilizing a risk-

based strategy (Azubuike, 2021). Specifically, leaders can conduct regular risk 

assessments to identify and rank potential cyber threats and vulnerabilities. They should 

also prioritize addressing the most significant business hazards, according to the 

literature. Researchers also recommend creating a comprehensive cybersecurity policy 

outlining your organization’s strategy for managing cyber risks, including roles and 

responsibilities, security measures, incident response procedures, and employee training 

(Devi, 2023). Effective cybersecurity protocols include all of these measures. 

Researchers also advise providing employees with ongoing cybersecurity training 

and awareness programs. Business leaders should also educate them on best practices, 

common hazards like phishing and malware, and their role in protecting the data and 

systems of the organization. Researchers note that it is critical that small businesses 

maintain software and system updates (Franck & Reith, 2022). Software, operating 

systems, and firmware should be routinely updated on all devices, including point-of-sale 

systems, computers, and mobile devices. Outdated software may contain vulnerabilities 

that can be exploited by cybercriminals. Small retail business leaders should also utilize 
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robust access controls (S. K. Khan et al., 2020). Business leaders should limit access to 

sensitive data and systems to only those employees who require it to perform their job 

duties, as well as use unique, strong passwords for every account, and enable multi-factor 

authentication (MFA) whenever possible. 

Small retail business leaders should also implement encryption as part of their 

cybersecurity measures. Business leaders should protect sensitive data from unauthorized 

access by encrypting it both in transit and at rest (Y. Li et al., 2020). When transmitting 

data over the internet, business leaders should implement secure communication 

protocols such as HTTPS. Business leaders should also implement a firewall and use a 

Wi-Fi network with robust encryption to protect your network. Small retail business 

leaders should also monitor and update network security settings on a regular basis to 

protect against emerging threats. Researchers advise establishing a backup schedule for 

business-critical data and storing backups securely offshore or in the cloud (Devi, 2023; 

Gulyas & Kiss, 2023). Small retail business leaders should also implement backup and 

recovery procedures to ensure their efficacy in the event of a cyberattack. 

Business leaders are advised to create a detailed incident response plan that 

outlines the steps to take in the event of a cyberattack, including how to identify, contain, 

eliminate, and recover from an incident, and regularly evaluate the plan’s efficacy by 

conducting employee training and simulations. Business leaders can improve their risk 

management skills by participating in industry groups or networks to share threat 

intelligence and best practices, and collaborate and share information (Devi, 2023; S. K. 

Khan et al., 2020; Tam et al., 2021). Collaboration can assist in enhancing an 
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organization’s cybersecurity posture and keeping you abreast of emerging threats and 

trends. 

Small retail businesses can benefit when leaders purchase cyber insurance. 

Business leaders can evaluate the advantages of purchasing cyber insurance to help 

mitigate the financial impact of a cyberattack (Azubuike, 2021). Cyber insurance can 

cover incident response expenses, legal fees, public relations expenses, and regulatory 

fines. It is also critical to review and update on a regular basis (Franck & Reith, 2022). 

Business leaders should review and update cybersecurity policies, procedures, and 

training on a regular basis to account for changes to business operations, emerging 

threats, and lessons learned from previous incidents or exercises (N. A. Khan et al., 

2020). By following these measures, small retail business leaders can prevent and 

manage cyberattacks and cybersecurity threats more effectively, thereby protecting their 

operations, customers, and reputation. The following section contains a discussion of 

cyberattack planning. 

Cyberattack Contingency Planning 

Small retail business leaders should implement cyberattack contingency planning 

to mitigate the effects of cyber incidents, safeguard customer data, and ensure business 

continuity. A well-developed contingency plan outlines the steps to take prior to, during, 

and following a cyberattack (Kusumastuti et al., 2020). One way researchers have 

suggested to engage in this practice is to first conduct a thorough risk assessment to 

identify potential cyber threats and vulnerabilities unique to your organization (Devi, 

2023; Y. Li et al., 2020). This method assists in prioritizing resources and concentrating 
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on the most critical dangers (Y. Li et al., 2020). Additionally, small retail business 

leaders should assemble an incident response team with clearly defined roles and 

responsibilities (Tam et al., 2021). This committee should include members from 

departments such as IT, legal, human resources, and public relations. Organizational 

leaders should also ensure that all team members receive training on their respective roles 

and the incident response procedure as a whole. 

Responding to cybersecurity incidents is an integral part of a company’s 

cybersecurity protocols and measures. Researchers recommend that small business 

leaders develop a comprehensive incident response plan outlining the steps to be taken in 

the event of a cyberattack (Udofot & Topchyan, 2020). This strategy should include 

procedures for identifying and reporting security incidents, including containment 

strategies to limit the attack’s effects and prevent additional damage, eradication and 

rehabilitation measures designed to eliminate the threat, restore systems, and resume 

normal operations, protocols for communicating the incident to employees, consumers, 

and relevant authorities, and post-incident analysis to identify lessons learned and 

implement preventative measures to avoid future incidents (Udofot & Topchyan, 2020). 

Small business leaders should also backup and have measures for the recovery of data. 

Researchers recommend that small business leaders implement a robust data backup 

strategy to ensure that vital business and consumer data can be recovered in the event of a 

cyberattack (Buresh & Esq, 2022). Regularly testing recovery procedures is also 

necessary to ensure their efficacy, and store backups securely off-site or in the cloud. 
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Cyber insurance is one mechanism small retail business leaders can use to 

mitigate the effects of cyberattacks. Researchers have suggested that small business 

leaders consider purchasing cyber insurance to reduce the financial impact of a 

cyberattack (Franck & Reith, 2022). Cyber insurance can cover incident response 

expenses, legal fees, public relations expenses, and regulatory fines. Employee training is 

also essential, and small business leaders should educate employees on best practices in 

cybersecurity and the procedures specified in your contingency plan (Gulyas & Kiss, 

2023). Regular training can help ensure that employees are adequately prepared to 

respond to a cyberattack (Azubuike, 2021). The recommendation has also been proposed 

that small business leaders evaluate the cybersecurity posture of vendors and other third 

parties with access to systems or data. Small retail business leaders should also include 

provisions for incident response coordination in your contracts and establish clear 

expectations and prerequisites for their cybersecurity practices. 

A complete cybersecurity plan includes having a contingency plan. Researchers 

also recommend that a review and updates be made to contingency plans on a regular 

basis (Y. Li et al., 2020). Small retail business leaders should review and update the 

contingency plan on a regular basis to account for alterations to your business operations, 

emerging cyber threats, and lessons learned from previous incidents or exercises. Leaders 

should consider conduct periodic exercises or simulations to evaluate your plan’s efficacy 

and identify areas for improvement (Kusumastuti et al., 2020). Cyberattack contingency 

planning for small retail businesses entails a comprehensive strategy that addresses risk 

assessment, incident response, data backup and recovery, cyber insurance, employee 
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training, third-party relationships, and routine plan reviews and updates (Puławska et al., 

2022). By developing and maintaining a comprehensive contingency plan, small retail 

businesses can better secure their operations and customer data by preparing for, 

responding to, and recovering from cyberattacks. The following section contains a 

discussion of the application of this literature to the applied business problem 

underpinning this study. 

Application to the Applied Business Problem 

 The purpose of this qualitative multiple-case study was to identify and explore 

strategies some U.S. retail leaders use to deter social media cyberattacks. By highlighting 

the many forms and implications of social media cyberattacks on companies, this study 

on cybersecurity supports the fact that some executives of U.S. small company retailers 

lack measures to counter these attacks. According to the literature, social media 

cyberattacks can take numerous forms, including phishing schemes, impersonation, and 

disinformation campaigns. They can have serious effects on businesses, such as loss of 

revenue, trust erosion, and theft of sensitive data. 

GST also sheds light on the topic of social media cyberattacks and the necessity 

for preventive measures. GST presupposes that systems, including companies, are 

complex and linked and that changes in one element of the system might have unforeseen 

implications in other sections. GST implies that in the context of social media 

cyberattacks, these attacks can spread and inflict harm to a business’s linked systems, 

such as its financial, reputational, and customer ties. As a result, small retail business 



56 

 

leaders should have measures in place to discourage social media cyberattacks and secure 

their systems from harm. 

Summary of the Literature Review 

GST is an expansive framework for studying and understanding systems that may 

be applied to the study of cyber assaults to help uncover patterns and trends, as well as 

build tactics for detecting and mitigating these attacks. GST is made up of numerous 

critical components, including input, output, feedback, and homeostasis, all of which 

work together to keep a system stable and intact (von Bertalanffy, 1972). GST is used in 

the study of cyber assaults to examine connections and linkages between different aspects 

of a cyberattack system (Dias et al., 2022). This can aid academics and practitioners in 

identifying vulnerabilities and flaws in these systems, as well as developing tactics for 

detecting and preventing cyber assaults. 

Preventing social media cyberattacks often entails a mix of technical and non-

technical measures such as user education and awareness. Individuals and businesses 

should be updated about the current risks and take precautions to protect themselves and 

their networks. Due to limited resources and frequently lax security procedures, small 

retailers are particularly vulnerable to cyberattacks (Franck & Reith, 2022; Y. Li et al., 

2020; Udofot & Topchyan, 2020). These attacks can result in severe financial losses, 

reputational harm, and lost customer trust for small retailers (Y. Li et al., 2020). Small 

stores should install robust security measures and train their personnel on cybersecurity 

best practices to prevent cyber assaults. 
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The research findings may be applied to the applicable business problem of 

cybersecurity threats by giving a framework for understanding and mitigating these 

attacks, as well as emphasizing the significance of adopting proactive actions to guard 

against these risks. The researcher’s primary conclusions in this literature review include 

the necessity for small businesses to be vigilant and informed of the current threats and 

the need for continued efforts to avoid and mitigate cyberattacks. 

Transition 

Section 1 introduced the problem and purpose of this research. The population 

was described, and a target sample population was identified. The nature of the study was 

described in detail, followed by the research question, “What strategies do some leaders 

of small retail businesses use to deter social media cyberattacks?” The theoretical 

framework underpinning this study, GST, was introduced and later described in more 

detail as part of the introduction to the literature review.  

Operational definitions are included in Section 1 to help orient the reader 

followed by the assumptions, limitations, and delimitations that frame this research. The 

significance of the study was provided and then a review of the literature followed.  

The literature review included details on how the literature search was conducted 

and provided a detailed overview of GST as it is portrayed in the literature and applied to 

studies of a similar focus. A literature review on cybercrime, cyberattacks, and social 

media cyberattacks is provided and includes an overview of the literature that describes 

known prevention efforts. The following section provides insights into how small retail 

businesses are described in the literature in relation to small retailer cyberattack 
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susceptibility, costs, and prevention efforts. Section 1 concludes with an overview of how 

the literature applies to the applied business problem and a literature review summary.  

A description of the study’s purpose, participants, research methods and design, 

population and sampling, ethical research, data collection instrument, data collection 

technique, data analysis, reliability, and validity is provided in Section 2. In Section 3, I 

will describe the findings of the study and how the findings apply to professional 

practice. Finally, Section 3 will conclude with implications for social change, 

recommendations for action, recommendations for further research, and any final 

reflections on the project. 
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Section 2: The Project 

Cybercriminals are increasingly targeting small retail businesses using social 

media cyberattacks. On average, an employee of a small business with less than 100 

employees will experience 350% more social engineering attacks than an employee of a 

larger enterprise (Raineri & Resig, 2020). In this study, I examined the strategies that 

small retail business leaders use to mitigate the adverse effects of social media 

cyberattacks. 

Section 2 begins with a restatement of the purpose, my role as a researcher, and 

the details regarding my choice of a qualitative research methodology and multiple case 

study design. I also describe the participants, the sampling method and size, and the data 

collection instrument. I address the importance of adhering to the ethical guidelines 

prescribed by The Belmont Report and Walden University’s Institutional Review Board 

(IRB). Section 2 also includes descriptions of the data collection, data organization, and 

data analysis procedures, as well as a discussion of strategies to ensure the reliability and 

validity of the study. A summary and transition to Section 3 is also provided. 

Purpose Statement 

The purpose of this qualitative multiple-case study was to identify and explore 

strategies some U.S. retail leaders use to deter social media cyberattacks. The target case 

population was 10 to 12 small retail business leaders in the United States who had 

successfully developed strategies and procedures to mitigate social media cyberattacks. 

Implications for positive social change include the identification of processes and risk 
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management strategies small retail business leaders use to successfully mitigate and 

respond to social media cyberattacks. 

Role of the Researcher 

In qualitative studies, the role of the researcher is multifaceted. According to 

Fusch et al. (2018), qualitative researchers are responsible for selecting participants and 

organizing and analyzing data. The researcher is primarily responsible for collecting all 

data used in the study, including interviews, observations, artifact or document reviews 

and the researcher’s reflections (Merriam & Grenier, 2019). Yin (2018) identified the 

following seven roles of a researcher undertaking a qualitative study: (a) data collection, 

(b) data organization, (c) data analysis, (d) data interpretation, (e) reviewing the academic 

literature to gather background information relevant to the research problem, (f) 

identification, recruitment and engagement of the participants, and (g) data storage and 

security. In this qualitative case study, I served as the primary research instrument. 

One of my roles as a researcher was to collect and analyze data on the strategies 

that small retail business leaders use to mitigate and respond to social media cyberattacks. 

Other roles include recruiting and conducting interviews with small retail business 

leaders, audio-recording the data provided by the participants in virtual semistructured 

interviews, transcribing the audio recordings, and coding and organizing the data into 

themes. In this study, I accessed the participants using an informed consent form, a 

participant invitation email, and an interview protocol (see Appendix). 

Researchers must also adhere to the ethical principles and guidelines outlined in 

The Belmont Report for protecting human research subjects from abuse or harm (National 
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Commission for the Protection of Human Subjects of Biomedical and Behavioral 

Research, 1979). The Belmont Report aims to ensure that researchers adhere to three 

principles: (a) respect for persons, (b) beneficence, and (c) justice (Paxton, 2020). I 

adhered to these three principles by allowing the participants to assess the risks and 

benefits of participating in the study and voluntarily joining the study through informed 

consent. 

My role as a qualitative researcher included protecting the study participants’ 

ethical and moral rights. I ensured adherence to The Belmont Report using the following 

measures. First, I communicated with the participants regarding the purpose of the 

research study and explicitly delineated the research procedure. Second, I informed the 

participants about the risks and benefits associated with participation in the study. Third, 

I completed Collaboration Institutional Training Initiative (CITI) training course on 

protecting human research participants. Finally, I complied with the Walden University 

research protocols and follow the regulations of the IRB. I used these measures to ensure 

that I complied with the guidelines of The Belmont Report. 

Qualitative researchers must also follow measures to mitigate research bias. I used 

various reflexivity protocols to mitigate researcher bias (see Yin, 2018). First, I ensured 

that participants voluntarily participate in the study using the informed consent form. 

Second, I used an interview protocol to ensure all participants were asked the same 

questions. Third, I used interviewee transcript review (see Rowlands, 2021) and member-

checking of the data (see Candela, 2019) to ensure validity. Fourth, I used journaling and 

memoing to ensure that my perceptions as a researcher were thoroughly documented 
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throughout the research process (see McGrath et al., 2021). I used these mechanisms to 

mitigate the potential limitations of researcher bias. 

Participants 

I recruited participants in several phases. In Phase A, I leveraged my professional 

network and request that my network disseminate the recruitment flier to individuals who 

were leaders of small retail businesses in the United States. To maintain a rigorous level 

of objectivity, I excluded individuals with whom I had direct prior professional 

interactions. In Phase B, I used social media aimed at supporting small retail business 

leaders to recruit participants for this study. I obtained the permission of group 

moderators, who were asked to post the recruitment flier on the group’s platform. For this 

qualitative multiple case study, the eligibility criteria for participation were that 

individuals must (a) be over 18 years of age, (b) be the leader of a small retail business in 

the United States, (c) use social media to conduct part or all of their retail business, and 

(d) have demonstrated success in mitigating cyberattacks. Qualitative research is based 

on the premise that the participants have in-depth knowledge about the phenomenon 

under investigation (Yin, 2018). The small retail business leaders in this target group 

were suitable for this research study because they have direct knowledge of the business 

strategies used to mitigate social media cyberattacks in their firms. 

I used purposeful sampling to determine the participants in this study. Purposeful 

sampling is a sampling method used by researchers to select participants with intricate 

knowledge of the phenomenon under investigation (Staller, 2021). Purposeful sampling is 

a technique in which information-rich cases are chosen based on a set of qualifying 
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criteria (Staller, 2021). A benefit of purposeful sampling in qualitative research includes 

obtaining valuable information from the participants with limited research resources (S. 

Campbell et al., 2020). Purposeful sampling also mitigates some aspects of sampling bias 

associated with convenience, quota, or stratified sampling (Baltes & Ralph, 2022). I used 

the purposeful sampling technique to select small retail business leaders with extensive 

knowledge of successful strategies for mitigating social media cyberattacks. 

Research Method and Design 

There are three main research methods: qualitative, quantitative, and mixed 

methods. Researchers use the qualitative method to explore why and how people behave 

and interact in social and professional settings (Busetto et al., 2020). I used the qualitative 

method to investigate the strategies small retail business leaders use to prevent and 

mitigate social media cyberattacks. Within the qualitative tradition, researchers can 

choose between various research designs, including case studies, phenomenological, 

ethnographic, and narrative inquiry (Denzin & Lincoln, 2018). Researchers should 

choose a research design that aligns with the research method to answer the central 

research question of the study (Yin, 2018). In this study, I selected the multiple case 

study design.  

Research Method 

I chose the qualitative method in this study to explore the strategies small retail 

business leaders use to prevent and mitigate social media cyberattacks. A quantitative 

researcher gains insight into the phenomenon under investigation through inductive 

examination of the study participants’ perceptions, experiences, and beliefs (Prosek & 
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Gibson, 2021). Qualitative methods are also appropriate for examining how a particular 

population interacts with others in meaningful ways (Allan, 2020). The qualitative 

methodology was appropriate for this study because I wished to explore the strategies 

used by small retail business leaders to mitigate social media cyberattacks and the 

participants’ perceptions of the efficacy of those strategies. 

Quantitative researchers use statistical data to evaluate cause-and-effect 

relationships between numerical variables. The quantitative methodology is appropriate 

for research questions investigating the frequency or statistical nature of an event or 

testing hypotheses regarding correlations and relationships between variables (Mohajan, 

2020). The quantitative method was, therefore, not appropriate for this study 

investigating the behaviors of small retail business leaders in response to social media 

cyberattacks. Mixed methodology, which combines aspects of quantitative and 

qualitative studies, was also not appropriate for this study. Researchers use mixed 

methods to answer research questions that cannot fully be evaluated using qualitative or 

quantitative methods alone (Dawadi et al., 2021). I ruled out the use of mixed 

methodology because the study’s research question lacks a quantitative component. 

Therefore, a qualitative research method was most appropriate for this study. 

Research Design 

There are five main types of qualitative research designs: case study, 

phenomenological, ethnography, narrative inquiry, and descriptive (Busetto et al., 2020). 

I used a multiple case study design for this study. The case study design was appropriate 

to explore the strategies that small retail business leaders use to prevent, deter, and 
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mitigate social media cyberattacks. Researchers using the qualitative case study design 

collect in-depth data from multiple sources to allow for data triangulation (Kekeya, 

2021), which enhances the reliability and validity of the study (Quintão et al., 2020). The 

choice of a qualitative case study design allows researchers to examine questions related 

to how and why a particular phenomenon occurs in a given context and when 

interventions into the participants’ behavior are not appropriate or desired (Kekeya, 

2021). The aim of this study was to examine how small retail business leaders mitigate 

and deter social media cyberattacks, a purpose consistent with a case study design. 

There are two types of case study designs: single and multiple. Researchers use a 

single case study design when they seek to understand the intricacies regarding a single 

case with respect to a particular phenomenon (Kazdin, 2021). For example, a single case 

study design would be appropriate for an exploration of the perceptions of different 

stakeholders, namely managers, employees, and administrators, within the same retail 

company regarding social media cyberattacks. A researcher uses the multiple case study 

design to investigate a particular phenomenon across multiple cases and settings 

(Farquhar et al., 2020). I chose a multiple case study research design because it was an 

appropriate design for gaining the perspectives of multiple small retail business leaders 

regarding effective strategies for deterring social media cyberattacks. 

I ruled out phenomenological, ethnographic, and narrative inquiry research 

designs. Phenomenology is appropriate research design for researchers seeking to 

understand the lived experiences of individuals (Hourigan & Edgar, 2020). I did not 

choose a phenomenological research design because the purpose of this study was to 
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examine effective strategies for deterring social media cyberattacks, not to explore the 

lived experiences of small retail business leaders. The ethnographic research design is 

used to study a population’s culture, behaviors, and social interactions over an extended 

period of time (Wutich & Brewis, 2019). The aim of the present study was not to 

examine the culture, behavior, and social interactions of small retail business leaders, but 

rather to understand strategies they employ to mitigate social media cyberattacks. An 

ethnographic research design was, therefore, not appropriate for this study. Researchers 

use narrative inquiry research designs to experience and retell the events experienced by 

participants through their life stories. I did not choose a narrative research design because 

it was not appropriate to answer the question of effective strategies small retail business 

leaders use to deter social media cyberattacks. 

Population and Sampling 

The general population of this study was small retail business leaders in the 

United States. The target population was small retail business leaders in the United States 

who successfully employed strategies to deter social media cyberattacks. The sample 

consisted of 11 purposefully sampled small retail business leaders in the United States 

who successfully employed strategies to deter or prevent social media cyberattacks. The 

participants met the following inclusion criteria: (a) over 18 years of age, (b) the leader of 

a small retail business in the United States, (c) uses social media to conduct part or all of 

their retail business, and (d) has demonstrated success in mitigating cyberattacks. 

Using an appropriate sampling technique is critical for qualitative studies. In 

qualitative research, researchers can choose between convenience, purposeful, and 



67 

 

snowball sampling (Yin, 2018). Convenience sampling is a method used to conveniently 

select participants based on ease of access, budget, or proximity to the researcher 

(Stratton, 2021). Purposeful sampling is a technique in which information-rich cases are 

chosen based on a set of qualifying criteria (Staller, 2021). Snowball sampling relies on 

current study participants referring or nominating other individuals who meet the study’s 

inclusion criteria (Parker et al., 2019). I used purposeful sampling to identify participants 

who are knowledgeable about the phenomenon of strategies to deter and prevent social 

media cyberattacks because this sampling technique allowed for the identification of 

participants with sufficient knowledge to answer the study’s research question (see 

Stratton, 2021). 

The recruitment flier contained a QR code with a link to a participant screening 

questionnaire that assessed a potential participant’s eligibility for inclusion in the study. 

The questions on the screening questionnaire were the following: 

1. What is your age? 

2. Are you the leader of a small retail business in the United States? [Yes/No] 

3. Do you use social media to conduct part or all of your retail business? 

[Yes/No]  

4. Have you demonstrated success in mitigating social media cyberattacks? 

[Yes/No] 

I evaluated potential participants’ candidacy for inclusion in the study using the 

participant screening questionnaire. For inclusion in the study, participants needed to 

answer Question 1 with an answer of “over 18 years old” and must have answered “yes” 
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to Questions 2, 3 and 4. Any other combination of answers disqualified the potential 

participant from inclusion in the study.  

Data saturation influences the strengths of the conclusions that researchers can 

draw in qualitative research. Data saturation is defined as the point in data collection at 

which interviewing more participants would not result in the identification of new themes 

(Braun & Clarke, 2021). Guest et al. (2020) found that in 98% of interview-based 

qualitative students, data saturation was reached after eight participant interviews. A 

sample size of 11 participants was sufficient to reach data saturation. Data saturation is 

evidenced by the repetition of themes and ideas by the participants (Low, 2019). In this 

study, data saturation was evidenced by no new codes being derived from the interviews 

of participants P10 and P11.  

Ethical Research 

I followed stringent ethical guidelines during this research study. The research 

was limited to work-related interviews, which posed minimal risk to the participants, and 

no sensitive or emotional topics were explored. I submitted the study for approval 

through the Walden University IRB application process and only commenced the study 

once authorization and approval had been granted (IRB Approval #06-21-23-0399485). 

The well-being of the participants was maintained throughout the study by adhering to 

established ethical norms, as stated in The Belmont Report (National Commission for the 

Protection of Human Subjects of Biomedical and Behavioral Research, 1979). To this 

end, I upheld the principles of justice, kindness, and respect for people throughout the 

study. 
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I used informed consent forms to ensure that each participant willingly and 

voluntarily agreed to participate in the research. After potential participants identified 

their interest in the study by filling in the participant screening questionnaire, I emailed 

them the participant invitation letter that included an informed consent form. The 

informed consent form addressed important ethical issues, including the study’s risks and 

advantages, the participant’s right to withdraw from the study at any time and the 

procedures I used to ensure their confidentiality and anonymity. Specifically, to 

safeguard the participants’ confidentiality and privacy, I communicated with the 

participants through secure methods and did not post any questions on public forums. I 

ensured that the participants knew that they could withdraw from the study at any time 

without fear of repercussion. No participants decided to withdraw from the study. 

However, if a participant had decided to withdraw from the study, I would have 

destroyed all data collected from the participant, except for their informed consent form 

and documentation of their withdrawal. There were no incentives given to participants for 

participation in the study. 

I coded all participant-derived data files, including informed consent forms, 

screening questionnaires, audio recording files and interview transcripts with participant 

numbers (P1, P2, etc.). If a participant mentioned information that could have reasonably 

identify them, including their place of employment, that information was redacted from 

their interview transcript to protect their confidentiality. In addition, I removed all 

personally identifiable information, including participants’ names and places of 

employment, from the interview transcripts. As mandated by Walden University, I safely 
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archived the raw data, including recordings and transcripts, and analytical data for 5 

years. I also safely stored the informed consent forms for 5 years, as required by the 

Walden University IRB. I stored all research-related materials and data on a password-

protected, encrypted cloud drive. After 5 years, I will destroy the data using data 

destruction software. 

Data Collection Instruments 

 There were two instruments in this multiple case study. The researcher was the 

first instrument, as described in the role of the researcher subsection. The second 

instrument was an interview guide consisting of open-ended interview questions that 

served as the qualitative tool for data collection (see Appendix). I developed the 

interview guide based on the study’s purpose, research question and theoretical 

foundation. The interviews focused on key inquiries about the participants’ perspectives 

on social media cyberattacks and the strategies they used to deter and mitigate such 

attacks. The open-ended interview questions allowed for a systematic and methodical 

exploration of the participants’ experiences and insights. I enhanced the reliability and 

validity of the data collection process through interviewee transcript review (see 

Rowlands, 2021) and member checking (see Candela, 2019). 

 The interview protocol was validated using two mechanisms. First, I used peer 

review by other Walden University students with expertise in business and cybersecurity. 

I considered and incorporated appropriate feedback from peer review into the interview 

protocol. Second, I submitted the interview protocol to my dissertation committee for 

expert panel review. I incorporated all changes and feedback into the interview protocol 
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prior to submission to the Walden University IRB for approval. These procedures 

ensured that the interview protocol addresses the research questions within the chosen 

theoretical framework for the study. 

Data Collection Technique 

 In this subsection, I discuss the following procedures regarding data collection: 

(a) participant screening and informed consent procedures, (b) procedures for 

participation, and (c) data collection procedures. Data collection will proceed using 

semistructured interviews with participants meeting the study’s inclusion criteria. I 

discuss the advantages and disadvantages of using semistructured interviews for data 

collection in the Procedures for Participation section. Procedures employed to enhance 

the reliability and validity of the study, including interviewee transcript review and 

member checking, are described in the Data Collection Procedures section.  

Participant Screening and Informed Consent Procedures 

The participants were recruited as described in the Participants subsection. 

Participants interested in participating in the study were instructed by the recruitment flier 

to scan a QR code containing a link to a participant screening questionnaire. After 

participants filled in the questionnaire, I notified them by email of their inclusion or 

exclusion from the study. Participants who met the inclusion criteria were invited to 

participate in the study when I sent them the participant invitation email. I also included 

an informed consent form in the participant invitation email. Participants were instructed 

to read the informed consent form and reply to the email with the words “I consent.” The 
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informed consent form explained the study’s voluntary nature and the participants’ 

freedom to discontinue participation at any time.  

Procedures for Participation 

 Once participants completed and submitted the informed consent form, I sent 

them a link to my Calendly, an online scheduling application, to choose a time and date 

to participate in the semistructured interviews. At each participant’s selected time and 

date, one-on-one interviews were conducted via Zoom telecommunications software, as 

this platform provided a safe research environment. The interview method was suitable 

for the study, as the method enabled direct engagement with small retail business leaders 

in the United States with experience in mitigating and deterring social media 

cyberattacks. I was responsible for following the interview guide (see Appendix), posing 

open-ended questions, facilitating the interview sessions, and ensuring data clarity in 

communication. Each participant participated in one interview lasting between 30 and 45 

minutes, giving each participant time to expand on their points of view. 

 Semistructured interviews have several advantages and are an effective data 

collection tool for qualitative research studies. Interviews can proceed according to 

multiple modalities, including in-person, virtual, or written interviews. I chose to use 

virtual semistructured interviews using the Zoom telecommunications software because 

this modality offers researchers the flexibility to expand on participants’ responses while 

observing valuable information from verbal and non-verbal behaviors (see Yin, 2018). 

Semistructured interviews allow researchers to ask clarifying or probing questions to gain 

further insight into their primary responses (Brown & Danaher, 2019). For this study, I 
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followed the interview protocol, which contained open-ended questions (see Appendix), 

and asked probing questions when I needed clarification on a participant’s response.  

 Semistructured interviews have some disadvantages. For example, these types of 

interviews take considerable time and require the researcher to have multiple exchanges 

with participants to schedule and complete the interviews (Yin, 2018). Interviews that 

take place virtually, such as the ones in this study, could also be impacted by 

technological or connectivity considerations. Data could be lost if there’s a failure of the 

software used to record or conduct the interview. This limitation can be mitigated if the 

researcher tests the interview platform and recording equipment. I conducted a pilot test 

of the semistructured interview protocol with a colleague who provided reasonable 

answers to the questions. This allowed me to test the interview and recording platforms 

and practice. 

Data Collection Procedures 

On the day of each scheduled interview, I kept an audio trail of the interviews, 

with the explicit permission of the participants. Keeping an audio trail allowed me to 

ensure that the audio was transcribed accurately (Yin, 2018). I aimed to obtain a rich and 

thick set of data from the participants, which reduces researcher and participant bias 

while improving data saturation (Johnson et al., 2020). To ensure a thick description, I 

asked probing questions and requested clarification on incomplete or partial answers. 

After the interviews were complete, I transcribed the interviews. First, I Otter.ai’s 

automatic transcription tool. Second, I compared the interview transcripts line-by-line 

with the audio recording to ensure the accuracy of the transcripts. Any personally 
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identifiable information revealed by the participants, such as their names or places of 

employment, was redacted to preserve the participants’ confidentiality.  

I used interviewee transcript review and member checking to enhance the validity 

and reliability of the study’s findings. After transcription, I sent the transcripts to the 

participants for interviewee transcript review. Interviewee transcript review is a quality 

control mechanism that researchers can use to enhance the credibility of the research 

findings (Rowlands, 2021). During this process, I provided the participants with a copy of 

the transcript to allow them to confirm that their answers accurately reflect their ideas. 

Five participants (P3, P5, P8, P9, and P11) responded to the interviewee transcript 

review, indicating that no changes to the transcripts were required. I also review company 

records for data triangulation to help increase the trustworthiness of the study. 

Specifically, the participants provided me with documents regarding their cybersecurity 

software purchases, including anti-virus and malware software. Finally, I used member 

checking after the data interpretation was complete. Member checking is another quality 

control mechanism researchers use to enhance the credibility of their qualitative studies 

(Candela, 2019). During member checking, I emailed each participant a one-page 

summary of their analyzed data to ensure my interpretation of their responses was 

consistent with their thoughts and ideas. Four participants (P1, P3, P9, and P10) 

responded to the member checking email, indicating they agreed with my interpretation 

of their data. 
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Data Organization Technique 

I used a research log to note the explicit details regarding the procedures I used to 

conduct the research study. During the study, I coded each participant’s interview 

transcripts and question responses using a unique alphanumeric identifier, such as P1, P2, 

P3, … and P11, to ensure participant confidentiality. I organized the data using NVivo 

Version 12, a qualitative data analysis software that has proven use in managing and 

storing research data (see Alam, 2021). The NVivo program also allowed me to keep an 

accurate record of the research process by allowing me to make reflexive memos and 

keep a reflexive journal. In my reflexive journal, I made notes regarding my perceptions 

of the participants’ responses and behaviors. Journaling and memoing are important 

mechanisms that researchers can use to ensure their own reflexivity and mitigate 

researcher bias (McGrath et al., 2021). I stored all electronic data collected during my 

study on a secure, password-protected, encrypted cloud drive. After 5 years has elapsed, I 

will use data destruction software to destroy all electronic data, as mandated by the 

Walden University IRB. 

Data Analysis 

Qualitative researchers are responsible for conducting data analysis to present 

valid and reliable findings, while enhancing the trustworthiness of the study. According 

to Kiger and Varpio (2020) There are five main types of theme-based data analysis: (a) 

comparative analysis, (b) content analysis, (c) cross-case synthesis, (d) narrative 

synthesis, and (e) thematic analysis. I used Braun and Clarke’s (2019) method for 

thematic analysis, employing the NVivo (Version 12) software for data compilation, 



76 

 

sorting, and coding (see Alam, 2021). After data analysis was complete, I sent 

participants a one- to two-page summary of the findings for member checking as a 

mechanism to enhance the reliability and validity of the study’s findings (see Candela, 

2019). 

Triangulation is an important data analysis technique used in qualitative studies. 

The multiple case study research design relies on the convergence of multiple data 

sources, such as interview data and supplementary documentation, to enhance the validity 

and reliability of the research study (Yin, 2018). Triangulation is an important aspect of 

qualitative data analysis. Triangulation involves comparing information from multiple 

sources to determine if the information corroborates each other (R. Campbell et al., 

2020). Researchers use triangulation in qualitative research to minimize researcher bias, 

provide richness to the data collection, and aid in reaching data saturation (R. Campbell 

et al., 2020). There are four types of triangulation. Data triangulation involves the use of 

multiple sources of data; investigator triangulation involves using multiple researchers to 

conduct the study (Natow, 2020). Theory triangulation involves analyzing the same data 

set from the vantage of multiple theoretical frameworks; methodological triangulation 

involves the use of multiple research methods (Natow, 2020). In this study, I used data 

triangulation by evaluating data from multiple sources, including participant interviews 

and company documents provided by the participants. 

Triangulation is an important component of qualitative research studies. Natow 

(2020) describes the use of triangulation of multiple sources, researchers, methods, and 

frameworks to identify and eliminate alternative explanations for the findings in 
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qualitative research studies. Researchers use triangulation to mitigate researcher bias and 

aid in achieving data saturation (Yin, 2018). There are other mechanisms researchers can 

use to reduce researcher bias, including using an interview protocol, conducting 

interviewee transcript review (Rowlands, 2021) and member-checking (Candela, 2019), 

and reflexivity protocols (McGrath et al., 2021). I used each of these steps to help reduce 

researcher bias. 

I analyzed the data collected from semistructured interviews through thematic 

analysis. Thematic analysis is a common approach used to analyze large amounts of 

verbal data (Lindgren et al., 2020). As Raskind et al. (2019) described, the data analysis 

process involves organizing and dissecting the data to identify themes and patterns 

relevant to the research questions, enabling the researcher to make inferences. 

Specifically, I analyzed the interview transcripts using Braun and Clarke’s (2019) method 

for thematic analysis, a six-phase guide, including familiarizing with the interview data, 

categorizing data and developing codes, reviewing and extracting themes, creating a 

thematic map, continuously defining and refining themes, and analyzing the themes and 

subthemes gathered from the interviews. Thematic analysis is a widely used qualitative 

research method for analyzing data collected from semistructured focus groups, 

interviews, and other qualitative data sources (Braun & Clarke, 2019). Data analysis is a 

methodical and systematic process that allows researchers to extract meaningful themes 

and patterns from the collected data (Braun & Clarke, 2019). Each phase will be 

discussed in turn. 
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Phase 1: Familiarization With Data 

 In this phase, I became familiar with the interview data by transcribing the audio 

files into transcripts. I read each interview from start to finish to get an overall 

understanding of the data collected. This phase often involves multiple readings of the 

interview transcripts. Specifically, after reading each participant’s interview transcript 

from start to finish, I read each interview according to the interview questions across 

participants. During this phase, I ensured that the participants’ personally identifiable 

information in the interview transcripts was redacted. 

Phase 2: Coding 

 Phase 2 was the coding phase. This phase involved categorizing the data into 

meaningful units, also known as coding (Saldaña, 2021). During this phase, I created a 

codebook that outlines the codes for categorizing the data. The codes were applied to the 

data to identify the participants’ ideas, thoughts and opinions. I used a combination of a 

priori and emergent coding, following Saldaña (2021). A priori codes were developed 

based on the study’s theoretical framework, GST.  

Phase 3: Theme Development 

 During this phase, I reviewed the coded data and extracted themes from the codes. 

The themes represent patterns and relationships between the data (Braun & Clarke, 

2019). To this end, I grouped similar codes categories. Categories where then analyzed 

and grouped into themes. 
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Phase 4: Thematic Map 

 In this phase, I created a thematic map that revealed the connections between the 

codes and themes. The map helps researchers organize the data analysis logically and 

coherently (Braun & Clarke, 2019). This approach allowed me to identify the congruency 

of themes and the differences between themes.  

Phase 5: Refining Themes 

 During Phase 5, I examined the thematic map and evaluate whether any new 

themes have emerged. If necessary, I renamed and redefined the codes and themes to 

guarantee the veracity and completeness of the analysis. Specifically, I redefined and 

reclassified similar themes into a new overarching theme to remove redundant themes. I 

addressed discrepant cases in this phase. There were no discrepant cases identified by the 

data analysis. 

Phase 6: Data Analysis and Interpretation 

 In this final phase, I looked holistically at the data and data analysis to ensure that 

each research topic had a logical meaning. During this phase, I ensure that the research 

question had been answered thoroughly through the data analysis. I also interpreted the 

data in the context of the study’s theoretical framework. Finally, after data analysis and 

interpretation were complete, I summarized each participant’s data and performed 

member checking (see Candela, 2019). These steps enhanced the credibility and validity 

of the study’s findings. 



80 

 

Reliability and Validity 

In qualitative studies, it is essential to consider the suitability of instruments, 

procedures, and data to ensure that the research findings are both valid and reliable. 

Lemon and Hayes (2020) define the trustworthiness of a study as the level to which a 

researcher has confidence in the quality of the data, the transcriptions, and the procedures 

used to collect and analyze the data. Reliability and validity are terms used to describe the 

rigor of quantitative studies (Lemon & Hayes, 2020). The corresponding ideas for 

qualitative research are dependability, confirmability, transferability, and credibility 

(Stahl & King, 2020). I will discuss dependability in the context of reliability and 

confirmability, transferability, and credibility in the context of validity.  

Reliability 

Reliability is an essential component of all research studies. In qualitative 

research, reliability refers to the soundness of the research pertaining to the methodology, 

research design, sampling method, and ways in which the data are analyzed (Vu, 2021). 

There are several strategies researchers can employ to improve the reliability, or 

dependability, of qualitative research, including: (a) identifing researcher biases, (b) 

reporting any preconceived assumptions or notions, (c) be ingrigorous in establishing the 

participants and methods, and (d) accurately reporting the information provided by the 

participants (Rose & Johnson, 2020). I used various methods, including extensive 

researcher reflexivity protocols, to enhance the reliability and dependability of the study, 

as described in the next section. 
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Dependability 

Dependability is a method of establishing rigor and trustworthiness in qualitative 

studies that relies on the use of rigorous protocols for data collection and analysis. In this 

study, I ensured the dependability of my findings in the following ways. First, I 

documented my research protocol in my research log to provide rigor in the 

establishment of the participants and research methods. Second, I kept a reflexivity 

journal to note any preconceived notions, thoughts, and perceptions at each stage of the 

research process, following the guidance of McGrath et al. (2021). Third, I employed 

interviewee transcript review (see Rowlands, 2021) and member checking (see Candela, 

2019) to allow the participants to review the transcripts and data summary for errors and 

confirm my data interpretation. These methodological choices enhanced the 

dependability of the study’s findings. 

Validity 

Qualitative researchers achieve validity, or credibility, using multiple sources of 

evidence and establishing a chain of evidence. Rose and Johnson (2020) noted that 

qualitative researchers improve the validity of their findings through data triangulation 

and data saturation. According to Halkias et al. (2022), qualitative studies achieve 

external validity, or transferability, by evaluating multiple cases, triangulating findings, 

and comparing findings to those in the academic literature. Validity of a qualitative study 

is assessed through credibility, transferability and confirmability. 
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Credibility 

 Credibility refers to the believability of a research study. According to Wood et 

al. (2020), credibility involves the level of confidence that readers can have in the 

conclusions of the study. I ensured credibility in multiple ways. First, I used multiple data 

sources, combining data from the interview findings and documentary evidence from 

public records. This will allow me to provide a rich, thick data description and ensure 

data saturation (Rose & Johnson, 2020). I also kept a reflexive journal throughout the 

research process to document my perceptions of the research process, following the 

guidelines of McGrath et al. (2021). I also used member checking to ensure the accuracy 

of the information presented in the research findings. 

Transferability 

 Transferability is similar to the concept of generalizability in quantitative studies. 

Specifically, transferability refers to the ability to generalize the research findings to 

other cases with similar individuals (Rose & Johnson, 2020). Transferability also refers to 

the extent to which other researchers can use and apply the study results beyond the 

boundaries of the initial population under investigation (Halkias et al., 2022). To address 

transferability, I documented my data collection and analysis methods rigorous, provide a 

detailed description of the interview protocol, case study, participants and research 

findings. According to S. Campbell et al. (2020), the purposeful sampling technique can 

also enhance the transferability of a study’s findings. I addressed transferability by 

ensuring that the purposefully selected participants interviewed in the study are diverse 

and representative of the study’s general population. 
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Confirmability 

 Confirmability refers to the extent to which the research findings can be replicated 

by other researchers. The confirmability of a study can be enhanced by rigorously 

documenting the study’s anticipated and actual methodology (Halkias et al., 2022). To 

achieve confirmability in my study, I used an interview protocol for the semistructured 

interviews. I accurately documented the interview transcripts and performed member 

checking to verify the veracity of the data collected and its interpretation (see Candela, 

2019). To minimize researcher bias, I used reflexivity protocols, including journaling and 

memoing to document my perceptions as a researcher. 

 Data saturation is important for confirmability. Data saturation is the point at 

which no new information will be gained by interviewing more participants (S. Campbell 

et al., 2020). Once saturation has been reached, data collection is thought to be exhausted 

(S. Campbell et al., 2020). To achieve data saturation, I interviewed as many small retail 

business leaders as needed until no new data or coding emerged. In this study, data 

saturation was evidenced by the number of unique codes generated by the participants, as 

shown in Table 1. 
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Table 1 
 
Unique Codes Generated by the Participants’ Interviews 
Participant Interview length Number of unique codes 
P1 30:14 21 
P2 30:25 8 
P3 21:34 2 
P4 18:33 4 
P5 26:13 1 
P6 15:17 0 
P7 13:35 0 
P8 18:25 0 
P9 18:10 1 
P10 17:39 0 
P11 19:49 0 

 

As shown in Table 1, five of the eleven interviews did not generate any new codes during 

data analysis, indicating data saturation had been reached. In addition, I used multiple 

sources, including company documents regarding cybersecurity, and different cases to 

gather diverse information until the study reached saturation 

Transition and Summary 

 In Section 2, I restated the purpose of the study and discussed my role as a 

researcher. I reported the participant selection criteria, recruitment strategy, research 

methodology and design. I identified the population, sample, sampling technique and 

discussed ethical research principles applicable to this study. I described procedures for 

participation, data collection, and data analysis. I also discussed the procedures I used to 

ensure the reliability and validity of the study. In Section 3, I will present the research 

findings, applications for professional practice and recommendation for future research. 
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Section 3: Application to Professional Practice and Implications for Change 

Introduction 

The purpose of this qualitative multiple-case study was to identify and explore 

strategies some U.S. retail leaders use to deter social media cyberattacks. The theoretical 

framework was GST. Eleven U.S. small retail business leaders who successfully 

mitigated social media cyberattacks were interviewed in this study. The participants 

provided the primary data used to answer the research question, and secondary data 

sources included company documents regarding cybersecurity. Interviews were 

performed until data saturation was reached, as evidenced by the generation of no new 

information from the interviews or document review. 

 The participants discussed strategies they used to successfully mitigate social 

media cyberattacks. Based on the participants’ responses to the interview questions, I 

identified three themes. The first theme is that U.S. small retail business owners employ 

multiple strategies to prevent social media cyberattacks. Second, the participants 

emphasized the education of employees and customers for mitigating social media 

cyberattacks. Finally, the third theme was that a contingency plan is necessary in the case 

of a social media cyberattack. By relating the study’s findings to GST, I better understood 

some U.S. small retail business leaders’ strategies to prevent social media cyberattacks. 

The study findings illustrate that some U.S. small retail business leaders use various 

mitigation strategies for social media cyberattacks. 
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Presentation of the Findings 

The overarching research question guiding this study was: What strategies do 

some leaders of U. S. small retail businesses use to deter social media cyberattacks? 

Social media can be a powerful tool for marketing, customer management, and customer 

retention (Wibowo et al., 2020). However, the use of social media can also increase 

vulnerability to cyberattacks (Humayun et al., 2020). The literature suggests that small 

retail businesses are more vulnerable to cyberattacks than larger enterprises because 

fewer resources are available to combat them (Chidukwani et al., 2022). Small retail 

business leaders without effective cybersecurity measures could lose profitability after a 

social media cyberattack. I used triangulation to combine the data collected from 

semistructured interviews and company documents. Upon completing my sixth interview, 

no new codes were generated, indicating that I had reached data saturation. The number 

of unique codes generated by the participants’ interviews is shown in Table 1 in Section 

2. An additional five interviews were completed to ensure saturation had been reached. 

I organized the study data and conducted the thematic analysis using NVivo 

(Version 12) software to identify emerging themes and trends for data analysis and 

interpretation. Three themes were identified based on the participants’ responses to the 

interview questions. The first theme is that U.S. small retail business owners employ 

multiple strategies to prevent social media cyberattacks. The second theme was an 

employee and customer education to mitigate social media cyberattacks. The third theme 

was that a contingency plan is necessary when encountering a social media cyberattack. 
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Theme 1: Multiple Strategies Are Used to Prevent Social Media Cyberattacks 

The small retail business owners interviewed in this study described using 

multiple strategies for preventing social media cyberattacks. This theme directly answers 

the study’s research question: What strategies do some leaders of U. S. small retail 

businesses use to deter social media cyberattacks? The codes that contributed to this 

theme are shown in Figure 1. 

Figure 1 
 
Codes Used to Develop Theme 1 

 

Theme 1: Multiple Strategies 
to Prevent Cyber Attacks

Encryption

Firewall

Geotagging

Limit User Access

Monitoring 

Password 
Security

Reset Passwords

Strong 
Passwords

Software 
Updates

Two-Factor 
Authentication

Virus, Malware 
Software
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The participants discussed eleven strategies for preventing social media 

cyberattacks. These strategies are described in Table 2. A description of each strategy as 

indicated by the literature is provided.  

Table 2 
 
The Participants Used Multiple Prevention and Mitigation Strategies 

Strategy Description Participants 
Encryption Encryption is a way of protecting data by 

scrambling data requiring a unique key to 
unlock data (Madhuri & Prabhu, 2023). 

P2, P4, P5, P7 

Firewall A firewall is a network security device that 
monitors traffic to or from a network. It allows 
or blocks traffic based on a defined set of 
security rules (Kim et al., 2020). 

P1, P2, P3, P5, 
P7, P9, P10 

Geotagging Geotagging is the process of assigning geographic 
coordinates to media based on the location of 
the originating device (Khatoon et al., 2022). 

P2, P5 

Limit user access Limiting employee access to consumer credit card 
information can mitigate social media 
cyberattacks (Salahdine & Kaabouch, 2019). 

P1, P2, P4, P6, 
P9 

Monitoring Monitoring systems and users can help mitigate 
social media cyberattacks (Salahdine & 
Kaabouch, 2019). 

P1, P2, P5, P6, 
P7, P9, P10, 
P11 

Reset passwords Cybersecurity experts suggest resetting passwords 
every 30 days (Pearman et al., 2019). 

P2, P5, P8, P10 

Separate personal and 
business affairs 

Cybersecurity experts suggest that employees 
don’t use their personal devices to conduct 
business (Furnell & Shah, 2020). 

P4, P10 

Software updates Outdated software can lead to system 
vulnerabilities for social media cyberattacks 
(Chigada & Madzinga, 2021). 

P1, P3, P4, P5, 
P7, P8, P9, 
P10 

Strong passwords Strong passwords are unique alphanumeric 
combinations without reference to personal 
details (Dupuis et al., 2021). 

P1, P2, P5, P7, 
P8, P9, P10, 
P11 

Two-factor 
authentication 

Two-factor authentication is when a user is 
granted access to a website or application only 
after they present two pieces of evidence to an 
authentication mechanism (ALSaleem & 
Alshoshan, 2021). 

P2, P3, P8, P9, 
P10 

Virus, malware 
software 

Outdated virus and malware software can lead to 
system vulnerabilities for social media 
cyberattacks (Chigada & Madzinga, 2021). 

P1, P2, P3, P5, 
P6, P9, P10, 
P11 
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The multifaceted nature of the participants’ prevention and mitigation strategies that the 

problem of understanding strategies to mitigate social media cyberattacks is well suited 

for analysis under GST, the study’s chosen theoretical framework. Each strategy 

elucidates by participants is now discussed. 

Encryption 

 Encryption was the first strategy used by participants to deter social media 

cyberattacks. Encryption is the process of protecting data or information by scrambling it 

using mathematical means (Kamal et al., 2021). Four participants (P2, P4, P5, and P7) 

mentioned the importance of using encryption. For instance, P4 said, 

If you go with one of the largest credit processing companies in the nation at the 

absolute top-tier premium, they give me an encrypted, I want to call it almost like 

a token, but it’s an encrypted device that the card has to be present, it’s run 

through it has multiple layers of encryption. 

P4 described using encryption to protect his consumer’s credit card and financial data, a 

service provided through partnerships with credit card companies. P7 also described 

using encryption to protect customer information. P7 explained, 

We use a couple of different methods, one primarily being encrypted connections 

for customer data transmission. If you’re going to be transferring information 

from one device to the other, you just don’t want to do it on the open network. 

You want to have it on a secure network, so you can’t have a man-in-the-middle 

attack on it. 
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P7 explained that encryption can protect customer data and prevent man-in-the-middle 

attacks, whereby cybercriminals intercept data as it is transmitted from customers to 

small businesses. Encryption, according to the participants, can be one method of 

preventing social media cyberattacks. 

Firewall 

 A firewall is a network security device that monitors traffic to and from a 

network. Firewalls serve as a layer of protection by allowing business leaders visibility 

regarding network traffic and visitors (Alotaibi & Vassilakis, 2023). Seven participants 

(P1, P2, P3, P5, P7, P9, and P10) spoke about the importance of having a firewall. P9 

described the importance of a firewall saying, “Make sure that whenever you’re 

employing something into your business, make sure that you’re going to have that 

firewall that’s going to not allow those customers or those hackers to come in and take 

something from you.” P9 explained that a firewall can prevent unauthorized access from 

anyone, including customers. P5 explained that the benefits of a firewall outweigh the 

costs associated with buying a firewall: 

 It’s fairly reasonable for most businesses to have a firewall. They’re not that crazy 

expensive. If you violate HIPAA compliance, it’s like 50 grand a pop per 

violation, which is huge for a small business. That can shut down a whole 

business. It’s reasonable and expected for risk management purposes in your 

business to have a firewall. 

P5 explained that a firewall is necessary for small businesses that must comply with 

HIPAA laws, and the cost of a firewall is much less than the cost associated with HIPAA 
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violations. Therefore, another mechanism the participants used to deter social media 

cyberattacks were to purchase a firewall and use it to regularly monitor and protect their 

systems. 

Geotagging 

 Geotagging was the third strategy the participants used to deter social media 

cyberattacks. Geotagging is the process of assigning geographic coordinates to media 

based on the location of the originating device (Khatoon et al., 2022). Two participants 

(P2 and P5) described taking advantage of geotagging provided by social media sites. P2 

observed geotagging as a security measure. P2 described, 

 This IP address doesn’t line up with where you normally log in from. That’s a 

common security feature enabled on a lot of systems, geotagging. Social media 

will say, hey, you’re using a password from six months ago or nine months ago. 

This isn’t the right password, it flags that, and it helps to make sure that you’re the 

person supposed to be getting in.  

P2 carefully observed geotagging messages provided by social media as an alert 

mechanism for when an intruder accesses the account. P5 also uses geotagging to 

understand unauthorized access to their accounts. P5 explained, 

 Most times, we can back trace them and find them through Geo IP and IP tracing 

and get a general location where they’re at. Sometimes people know who the 

people are, who are trying to attack them. A lot of times, not, because it’s from 

somebody overseas. 
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P5 believed that using geotagging of IP addresses can elucidate the nature of a 

cybercriminal as local, domestic, or international, providing the small business leader 

with valuable information about the nature of a cyberattack. Thus, geotagging is an 

important method that some participants used to prevent authorized access to accounts, as 

it allows small retail business owners to view the locations of individuals accessing their 

systems. 

Limit User Access 

 Five participants (P1, P2, P4, P6, and P9) discussed limiting user access to social 

media accounts. For instance, P1 said, “We limit the access to that website. That’s only 

open to me, my wife, and we hired a person to help with the aesthetics.” P1 conducted 

business on their website and limited employee access to help prevent unauthorized 

access and social media attacks. P1 further explained, “We make sure to limit what’s 

accessible as far as our account when we’re on the Wi-Fi system.” Limiting access to 

social media accounts and customer information allowed P1 to help deter social media 

cyberattacks. P9 described limiting access as well. P9 explained, “If you’re on social 

media sites, make sure that the networks are secure, making sure that the people, the only 

admins who are using the system, are the ones who are authorized.” Thus, the 

participants described ensuring that only authorized users and stakeholders have access to 

company data and systems as an important mitigation factor for social media 

cyberattacks. 
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Monitoring 

 Several participants (P1, P2, P5, P6, P7, P9, P10, and P11) described constant 

monitoring of systems as an important mechanism to deter social media cyberattacks. P1 

conducted daily scans of their systems. P1 said, “We monitor the website for the 

company, updating the website and also daily reviews of our reports, I make sure to 

conduct daily scans.” P1 uses daily monitoring to ensure that only authorized users are 

accessing company information. P10 also described using constant monitoring of 

systems. P10 said, 

 I am tracking all the inbound and outbound traffic on my network. I’m always 

running Port Scans to make sure that if there are any open ports, I’ll be notified, 

and I’m constantly monitoring my reports. I also run Wireshark on my network. 

P10 monitors their network for open ports, meaning that an individual is using a port to 

access their network or systems (see Birkinshaw et al., 2019). The monitoring system 

described by P10 allows for an integrated diagnostic and monitoring of the capacity of 

ports. Like P10, P3 uses a monitoring system to determine unauthorized access. P3 

described,  

 We do implement several strategies, [with] the main one being what’s called an 

EDR system, which monitors the network for them. And that’s an endpoint and 

response time, endpoint detection, and response time. And so that utility allows us 

to mimic or watch for any behaviors that may be malicious. 

P3 invested in software to help monitor their system, which they believed was an 

important mitigation factor for social media cyberattacks. These findings indicate that 
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some small retail business owners use consistent monitoring and monitoring systems to 

deter social media cyberattacks. 

Password Security 

 One of the major recommendations from the participants was to practice good 

password security. Cybersecurity experts indicate that passwords should be at least 10 

characters, containing uppercase and lowercase letters, numbers, and special characters 

(Curry et al., 2019). According to Zwilling et al. (2022), the lack of adequate password 

security is the most significant contributor to cyberattacks and social media cyberattacks. 

The participants’ success in mitigating social media cyberattacks may be attributed to 

diligent password behaviors.  

 Reset Passwords. Cybersecurity experts suggest resetting passwords every 30 

days (Pearman et al., 2019). Four participants (P2, P5, P8, and P10) stressed the 

importance of resetting passwords frequently. P10 explained, “Usually, the fix is to reset 

passwords. Clear out all your passwords, redo everything, and then you’re usually okay.” 

P10 advocates for resetting passwords to prevent social media cyberattacks. P5 agreed 

with industry standards regarding changing passwords every 30 days. P5 said, 

“Obviously, the first layer there is, going as far as being proactive, is changing your 

passwords on a 30-day basis or weekly basis.” P5 recommended changing passwords at 

least every 30 days, which is consistent with industry recommendations. 

 Strong Passwords. In addition to resetting passwords, the participants 

recommended creating strong passwords. P8 described the process of selecting a strong 

password, saying, 
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 One of the most obvious or common issues is reusing passwords, we inform them 

that using the same password multiple times is not a smart idea. So, we try to 

advise if you’re going to use a password to make it unique for yourself. Making a 

unique password is always the most recommended thing. 

P8 indicated that they advised customers to create unique passwords that another 

individual could not easily discern. P10 similarly explained that “I constantly remind 

them that in those days of having no simple passwords, that’s the main thing, you must 

have a complex password.” P10 stressed the complexity of passwords as a mechanism to 

increase password strength. P7 also believed that strong passwords prevent 

cyberattacking, concurring with P8 and P10 about password uniqueness and complexity. 

P7 described, “Use a strong password. We encourage customers to use all strong 

passwords whenever they’re making their accounts. And the same thing goes for 

employees. So all of our employee-based logins have a complex, unique password.” 

Based on these findings from the participants’ responses, favorable password behaviors, 

including making strong passwords and resetting them frequently, aid in deterring social 

media cyberattacks. 

Separate Personal and Business Affairs 

 A common thought among participants was that employees should separate 

personal and business affairs. Cybersecurity experts suggest that employees should not 

use their personal devices to conduct business (Furnell & Shah, 2020). Two participants 

(P4 and P10) spoke explicitly about the need for employees to separate business and 

personal transactions and communications. P10 explained, “Let’s say employees, I don’t 
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want them on my computers doing personal business. Going through the 2000s, we 

would see soldiers or employees on their computers checking Facebook or Myspace or 

doing a transaction on the computer.” P10 believed that businesses were more prone to 

social media cyberattacks when employees were lax regarding the separation of business 

and personal transactions. Consequently, a company policy of P10 is that no personal 

transaction can occur on company computers; this policy was examined during the 

document analysis phase of data analysis. P4 also spoke about the need to separate 

personal time from business time, stressing that employees sometimes transfer lax 

behavior to their place of employment. P4 said, “An employee may have a password 

that’s last name123 on their personal device, and if they access my system on their 

device, I’m vulnerable.” P4 noted that vulnerabilities can be transferred from a personal 

device to a business site if employees do not have good passwords. Consequently, P4, 

like P10, has an employment policy whereby employees cannot conduct business on their 

personal devices. Therefore, one method small retail business owners use to mitigate 

social media cyberattacks is to encourage or require employees to separate their personal 

and business transactions. 

Software Updates 

 Eight participants (P1, P3, P4, P5, P7, P8, P9, and P10) described ensuring 

software was properly updated as an important cybersecurity practice. Outdated software 

can lead to system vulnerabilities for social media cyberattacks (Chigada & Madzinga, 

2021). The participants stressed the importance of regular software updates. P3 succinctly 

said, “Most times, bad hacks happen because of outdated software.” P5 found that 



97 

 

customers with outdated software are more prone to cyberattacks. P4 explained, “You’ve 

clients that don’t know their equipment or system is outdated. You got to go in there and 

tell them, hey, we got to update this because you’re going to keep getting hacked.” P4 

concurred with P5 regarding the propensity of customers to encounter cyberattacks based 

on their use of outdated software or hardware.  

 Other participants explained the necessity of regular software updates. P7 

described, “Regular software updates and patches are applied. So just make sure that 

there are no vulnerabilities because every single day, there’s always going to be an 

update.” P7 ascertained that regular software updates prevent vulnerabilities that can lead 

to social media cyberattacks. P9 also identified regular updates as an important 

mechanism to address vulnerabilities. P9 said, “Regularly update your system. We often 

have outdated information and different, outdated systems, which makes you way more 

vulnerable for someone to attack your system.” P9 stressed the importance of updating 

systems, which can make it more difficult for cybercriminals to penetrate. Therefore, 

another mechanism small retail business owners use to mitigate social media cyberattacks 

is regularly updating their systems. 

Two-Factor Authentication 

 Authentication processes restrict malicious users from accessing data. In 

authentication, a user or device must prove its identity to the server or client to gain 

access to a service or data (Deebak & Al-Turjman, 2021). Two-factor authentication is 

the process by which a user must enter a password and authenticate using another means, 

such as text message, fingerprint, or face scan (Papaspirou et al., 2021). The participants 
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described using two-factor authentication methods to deter social media cyberattacks. P2 

explained, 

Two-factor authentication. Whenever you log in, having a secondary thing that 

makes you either have an authenticator app that changes codes every 30 seconds, 

a text message-based system or an email-based system, anything that requires a 

second additional layer of access is the biggest thing that protects our business 

and other businesses from being targeted for cyberattacks. 

P2 believed that two-factor authentication helps prevented authorized access by providing 

an extra layer of security to access a system or account. P9 also spoke about two-factor 

authentications as a mechanism of protection against social media cyberattacks. P9 said, 

“We use two-factor identification systems. We use a system called Acer, where you’d 

have to go in with your phones, and they send a password to your phone to verify that 

you are that person on any network.” The participants described using two-factor 

authentication as a layer of security to prevent unauthorized access to their systems. 

Virus or Malware Software 

 The final method of deterring social media cyberattacks discussed by the 

participants was using virus or malware software. Virus or malware software detects 

potential viruses or malware and isolates and destroys them. The participants stressed the 

importance of obtaining virus and malware software and maintaining them through 

regular updates. P10 used a variety of software to identify viruses and malware. P10 said, 

I have content filtering, malware, and other software that’s built into the firewall 

that helps me identify vulnerabilities on my network. Without having that in 
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place, then I’m quite sure that all types of things that I even read and see about 

different tags will probably be happening to my network. 

P10 believed that virus and malware software was a first line of defense against common 

social media cyberattacks. P2 also discussed the importance of virus or malware 

software, saying, “Antivirus software is usually a very important component of the 

cybersecurity stack. Having a baseline antivirus is important on any machine. It doesn’t 

prevent everything, but it helps.” P2 noted that the antivirus software helps prevent social 

media cyberattacks. Therefore, purchasing software aimed at viruses and malware is 

another method that the participants used to mitigate or deter social media cyberattacks. 

Analysis of Theme 1 Under GST 

 The chosen theoretical framework for this study was GST. GST contains three 

concepts: (a) system units, (b) continuous interconnectivity, and (c) analyzing systems 

provides an understanding of interconnected systems (von Bertalanffy, 1972). System 

units involve systems science, which explores and theorizes systems across various 

fields. In this study, a system unit is an individual device or a participant’s network. A 

potential cybercriminal is also a systems unit, an outside system trying to gain 

unauthorized access to the data or information maintained by a small business. The 

second aspect of GST, continuous interconnectivity, refers to connections between 

different system units (von Bertalanffy, 1972). The participants addressed continuous 

interconnectivity when discussing how one device’s infection can alter an entire network. 

This concept was evident in the discussion of separating personal and business activities 
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and transactions. The participants described how personal devices and social media 

accounts could allow unauthorized access to business systems. 

 The third concept in GST involves an analysis of the systems. The participants 

spoke to systems analysis extensively in the discussion of Theme 1. The participants 

described a need for constant monitoring of systems, user access, and employee use of 

systems. Constant monitoring allows for the analysis of connections between two 

systems, namely the cybercriminal and the small business devices. Components of 

constant monitoring include resetting passwords, regularly updating systems software and 

hardware, and monitoring antivirus and malware software. Therefore, the participants 

described aspects of systems theory when discussing how to deter social media 

cyberattacks. 

 Understanding GST allows individuals to ascertain connections between systems. 

Perhaps the most striking finding of Theme 1 is the participants’ use of multiple 

mechanisms to prevent social media cyberattacks. All the participants used at least three 

strategies to deter social media cyberattacks. See Table 3 for a description of the number 

of strategies used by each participant. 
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Table 3 
 
Each Participant Used Multiple Prevention and Mitigation Strategies 

Participant 
No. of 

Strategies Strategies 
P1 6 Firewall, Limit user access, Monitoring, Software updates, 

Strong passwords, Virus and malware software 
P2 9 Encryption, Firewall, Geotagging, Limit user access, 

Monitoring, Reset passwords, Strong passwords, Two-
factor authentication, Virus and malware software 

P3 4 Firewall, Software updates, Two-factor authentication, 
Virus and malware software  

P4 4 Encryption, Limit user access, Separate personal and 
business affairs, Software updates 

P5 8 Encryption, Firewall, Geotagging, Monitoring, Reset 
passwords, Software updates, strong passwords, Virus 
and malware software 

P6 3 Limit user access, Monitoring, Virus and malware software 
P7 5 Encryption, Firewall, Monitoring, Software updates, Strong 

passwords 

P8 4 Reset passwords, Software updates, Strong passwords, 
Two-factor authentication 

P9 7 Firewall, Limit user access, Monitoring, Software updates, 
Strong passwords, Two-factor authentication, Virus or 
malware software 

P10 8 Firewall, Monitoring, Reset passwords, Separate personal 
and business affairs, Software updates, Strong passwords, 
Two-factor authentication, Virus and malware software 

P11 3 Monitoring, Strong passwords, Virus and malware software 
 

The use of multifaceted approaches to a problem is inherently a systems approach (von 

Bertalanffy, 1972). These findings indicate that GST is an appropriate framework for 

understanding strategies to deter social media cyberattacks by small retail business 

leaders. 
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Analysis of Theme 1 in the Context of Existing Literature 

In the literature review presented in Section 1, I outlined common strategies 

employed by small retail business owners. A first strategy was to purchase some type of 

security software. Firms lacking actionable software inventory are more likely to be 

attacked by cybercriminals (Kantheti & Manne, 2022). The participants in this study 

described using firewalls and antivirus and malware software. However, the participants 

also described such software as cost-prohibitive at times. These findings are consistent 

with those in the literature, indicating that small retailers with fewer resources than large 

retailers are often at higher risk for cyberattacks (Alahmari & Duncan, 2020). Thus, the 

participants corroborated findings in the literature regarding the use of cybersecurity 

software. 

Scholars also suggest that small retail business leaders should invest in email 

security to protect their firms, employees, and customers from email security risks. While 

email technology is indispensable to most businesses (Lallie et al., 2021)., email is often 

used to send malware, spam, and phishing attacks (Yu, 2020). Industry experts indicate 

that small retail business leaders should implement aggressive spam filtering so malicious 

and spam emails do not appear in the user’s inbox (Mohammad, 2020). In this study, the 

participants spoke about email security in the context of making strong passwords, 

ensuring only authorized access using two-factor authentication and resetting passwords 

frequently. 

A finding in the literature unaddressed by participants was that of cyber 

insurance. Cyber insurance can cover unexpected costs associated with cybercrimes. 
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Cyber liability insurance is a good way for small retailer leaders to protect their firms 

from breaches (Gunduz & Das, 2020). Many companies purchase cyber liability 

insurance policies to protect their firms from cybercrime or data breaches (Lemnitzer, 

2021). However, cyber insurance can be expensive. The participants in this study may 

have opted for different strategies, such as geotagging and limiting user access, over a 

more expensive strategy, like cyber insurance, due to limited resources. 

Theme 2: Educating Employees and Customers About Social Media Cyberattacks 

 The second theme elucidated from the participants’ interviews was the importance 

of educating employees and customers about social media cyberattacks. This theme 

directly contributes to the study’s research question because the participants described 

employee and customer education as an essential prevention strategy. The codes that 

contribute to this theme are shown in Figure 2. 

Figure 2 
 
Codes Contributing to the Development of Theme 2 

 

Theme 2: Employee and 
Customer Education

Employee 
Education

Identify Risks

Phishing

Training

Secure 
Information

Customer 
Education

Antivirus

Passwords

Secure 
Information
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The participants identified employee education and customer education as an important 

strategy they use to deter social media cyberattacks.  

Employee Training 

The strategy for deterring social media cyberattacks most frequently mentioned 

by the participants was employee training. P1 administers a training class aimed at 

educating employees about cybersecurity protocols and best practices. P1 said, 

It’s just to have good controls and make sure that your employees are trained. 

We’ve had to, actually, one day close the shop. And we did a little class with all 

our employees. We have to teach them that not everybody knows how to use 

these systems. So, teaching them how to make sure that the software is working, 

that the virus software is on and that they’re also trained to be able to do the job. 

P1 found that not all employees knew best practices regarding cybersecurity and weren’t 

aware of how to operate antivirus software properly. P1 attempted to remedy this 

problem through an employee training day. P11 also found that not all employees were 

educated regarding phishing incidents. P11 said, “We try to inform everybody of what’s 

going on with certain situations. We make sure employees know what to do and what not 

to do in situations of unknown people sending links and trying to get to our systems.” 

P11 described needing to educate employees regarding phishing schemes and 

unauthorized access, which may not always be obvious.  

 Other participants described employee training as an essential mitigation 

technique for social media cyberattacks. P2, like P11, found that their employees could 

not identify a social media cyberattack. P2 said, “Educating staff and employees that are 
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interacting with it to know what an attack looks like is a huge thing. We have to take an 

hour block of time to just go over the most common things.” The participants have found 

that, in their experience, their employees are not all aware of common social media 

cyberattacks, and without adequate training on attack identification and mitigation, 

employees cannot respond appropriately to potential threats. P7 also described extensive 

employee training. P7 said, “We conduct regular training sessions to educate employees 

about the importance of security and potential risks. Basically, teaching them how to 

identify and report suspicious activity if they noticed anything’s off, practicing good 

password hygiene.” P7 educated employees regarding different aspects of cybersecurity, 

including password behaviors and how to recognize suspicious activity. Therefore, one 

mechanism by which the participants deter social media cyberattacks is through proper 

employee training regarding cybersecurity, as well as the risks associated with social 

media and cyberattacks. 

Customer Training 

 Many of the participants operated computer repair or consulting businesses. These 

participants discussed the importance of educating customers regarding social media 

cyberattacks. P6 found that customers didn’t understand that virus software requires 

subscription renewal. P6 said, “We educate the customer when they’re coming to pick up 

what virus we put on when the free trial ends and if they need to activate it. I like to 

educate people as much as I can when it comes to the internet.” P6 believed that 

customers should be educated regarding best practices in cybersecurity and on the 
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internet, which is essential in preventing repeated social media cyberattacks. P9 also 

described educating customers regarding how to secure their information. P9 said, 

“We educate customers about important information that can be secured online because 

you want to avoid any type of issues when it comes to people trying to attack your 

system.” P5 also educated customers, noting, “If it’s a home user, we’re not going to the 

FBI with this. All you can do is try to educate them as far as what they did wrong and 

what needs to be corrected.” P5 spoke to the inevitability and commonness of social 

media cyberattacks, which often cannot be addressed by authorities on a small scale. 

Consequently, P5 advocated for customer education regarding best practices in 

cybersecurity. Therefore, the participants described customer training as an essential 

strategy for deterring social media cyberattacks. 

Analysis of Theme 2 Under GST 

 By using employee and customer education as a strategy to mitigate social media 

cyberattacks, the participants described a systems theory approach. Devices, applications, 

and personnel are all essential components of a system in the context of cybersecurity 

(Pollini et al., 2022). By recognizing the importance of employee and customer 

education, the participants underscored the importance of each individual as a causal 

agent and partner regarding issues of cybersecurity. The improper password hygiene or 

lax security measures of one employee can create a risk that is transmitted to a device or 

an entire system (Baraković & Baraković Husić, 2022). Therefore, the participants’ 

emphasis on employee and customer training is an important aspect of systems theory 

regarding cybersecurity and applied to social media cyberattacks. 
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Analysis of Theme 2 in the Context of Existing Literature 

Employee behavior and training was a prevalent topic in the cybersecurity 

literature. Cybersecurity experts suggest that training employees on cybersecurity can 

resolve one of the greatest weaknesses of any organization: the human factor. By 

comprehending and applying cybersecurity best practices, employees can become the 

first line of defense against cyberattacks (Buresh & Esq, 2022). Small retail businesses 

leaders can tailor training programs to their particular requirements and priorities (Devi, 

2023). Industry experts suggest that regular training updates and refreshers can help 

maintain a high level of cybersecurity awareness among employees (Y. Li et al., 2020). 

This continual education fosters a culture of vigilance, highlighting the significance of 

cybersecurity in daily operations. 

Theme 3: A Contingency Plan is Necessary in the Case of a Cyberattack 

 The small retail business owners interviewed in this study described having a 

contingency plan as a requirement in the case of a social media cyberattack. This theme 

directly contributes to the study’s research question by providing a set of contingency 

strategies that some small retail business leaders use in response to social media 

cyberattacks. The codes that contributed to this theme are shown in Figure 3. 
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Figure 3 
 
Codes Contributing to the Development of Theme 3 

 

The participants considered three components as essential elements of a contingency 

plan: (a) backup data, (b) early, preventative identification, and (c) treat infected 

machines. The participants’ thoughts regarding these components of their contingency 

plans are now discussed.  

Back-Up Data 

 The participants (P2, P3, P7, P10) described data back-ups as an essential 

component of a contingency plan. P2 described the importance of having data backup in 

case an attack occurred. P2 said, “Some of the businesses we deal with had backups, and 

the backup were not affected. So, we just pulled the back-ups and restored their data, and 

secured the network.” P2, a leader of a computer repair company, demonstrated that 
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when customers have a backup of their data, P2 is able to effectively help restore a 

customer’s system. P3 also discussed using backups in the case of an attack. P3 said, 

It’s a situation where the first thing is to make sure we have study backups. We 

also do study backups locally, as well as in the cloud. At the end of the day, no 

solution is 100% not hackable. When what we can do is try to prevent as much as 

we can. The best thing at that point we can do is just to restore the data. Revert the 

situation, find out exactly what hold they came in through, and try to block that. 

P3, like P2, uses a data backup as a contingency plan in the case of a cyberattack. They 

explained that the infected system could be restored using a data backup with little 

disruption to business operations. P7 also described the necessity of data back-ups in 

terms of minimizing downtime after a cyberattack. P7 said, “In the hopes of trying to 

recover, we have a backup system in place to restore the data and minimize any 

downtime for the customer or us.” P7 elucidated that a backup system allows them to 

minimize disruptions to business operations after a social media cyberattack. Thus, one 

element of a successful contingency plan is regular data backups. 

Early Preventative Identification of Vulnerabilities 

 Participants P9 and P10 discussed early preventative identification of weaknesses 

as essential to a successful contingency plan. P9 explained,  

I think, also, you just want to identify those weaknesses. You guys want to make 

sure that there’s no potential entry point for an attacker to come in and destroy 

anything that you may have. Just that information about weaknesses. 
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P9 explained that an essential component of a contingency plan is knowing the 

weaknesses and vulnerabilities associated with the system. Knowing weaknesses allows 

for contingencies to be made in the eventuality that a cyberattack does occur. P10 also 

believed in preventative measures. P10 described, 

I do a little research and try to see where that vulnerability or that risk is generated 

from so I can adjust in the future. I also have access to a couple of other portals 

that give me information on to see how that risk has affected other businesses. 

This gives me insight into what I may need to fix. 

Like P9, P10 believed that understanding risks and vulnerabilities in their system was an 

important aspect of risk management and a contingency plan in the case of a social media 

cyberattack. Therefore, a second aspect of a contingency plan is the early, preventative 

identification of weaknesses and vulnerabilities.  

Treat Infected Machines 

 The main component of the participants’ contingency plan was to treat infected 

machines or devices. Within the context of treating infected machines, the participants 

recommended shutting down the system and isolating and reconfiguring an infected 

machine. P1 suggested beginning with shutting down their system, saying, “The 

contingency plan is limited based on our size. I mean, the best we can do is to shut the 

system down.” P1 highlighted that as a small retail business leader, resources are limited, 

rendering a shutdown as the most economical and plausible option in the case of a social 

media cyberattack. P2 concurred with P1, noting that the first line of defense against a 

cyberattack is to shut down the system. P2 said, 
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You have to shut it down. That’s the biggest thing. Disconnecting from the 

internet will cause a lot of things to happen when you’re under a cyberattack, 

Number one, they can no longer access you. So, you just unplug your router that 

will at least stop what’s happening at the moment. No more data can go out and 

no more data can go in, right? So, in this situation, if my business is under attack, 

I’m going to disconnect everything. 

P2 highlighted that disconnection of the system from the internet can prevent further 

damage from occurring in the case of a social media cyberattack. Other participants, 

including P3, P5, and P8, all reiterated similar thoughts regarding removing the infected 

system from the internet during a cyberattack. 

 Some participants spoke about the need to isolate an infected device or machine. 

For instance, P5 described needing to isolate an infected machine. P5 said, “But really, 

the best thing is to cut the cord, isolate the computers and servers that you know have 

been affected.” P5 identified machine isolation as a component of their contingency plan. 

P4 uses machine isolation as a strategy to prevent social media cyberattacks. P4 

explained, 

 Security-wise, each computer is isolated from the other, and there’s no data stored 

on these computers. We don’t store any credit card information. So, in and of 

itself, if you took the average hacker and they got into a computer or laptop, if 

they were able to get access, it would be pretty innocuous and pretty boring in a 

very unattractive target. 
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Not only is machine isolation important in the event of a social media cyberattack but 

isolating machines and devices can be an effective security measure, according to P4. 

 After an infected machine has been identified an isolated, the participants 

recommended reconfiguring the machine and restoring previous settings. P2 said, 

“Obviously, reimaging all machines is mandatory after a ransomware attack. Every 

machine needs to be wiped and reinstalled with fresh windows. You do not know what is 

or isn’t good on that drive.” P2 believed that machine reconfiguration is a necessary step, 

as the targeted drive or application of a social media cyberattack is not always obvious. 

P8 also advocated for machine reconfiguration in conjunction with resetting passwords 

and restoring previous account settings. P8 said, 

We would log out of every device that we have, get our recovery, probably go to 

the safe, go get our recovery passkey to try to get access back into our account, 

purge every account and every device that has access, manually reset everything, 

and reconfigure all machines. 

Thus, an important aspect of a contingency plan after a social media cyberattack is 

reconfiguring infected machines after they have been identified and isolated.  

Analysis of Theme 3 Under GST 

 In Theme 3, the participants discussed important aspects of their contingency 

plans in the case of a social media cyberattack. The important components of their 

contingency plans include: (a) creating regular data back-ups, (b) early preventative 

measures, and (c) treating infected machines. The participants’ contingency plans are 

consistent with a GST framework. By backing up the data on each individual machine, 
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the participants underscored the interconnectedness of each device on a network. Regular 

data backups on individual machines allow for data to be stored in a secure location on a 

network, thereby preventing data loss (Logeshwaran et al., 2023). The identification of 

early and preventative assessment of weaknesses and vulnerabilities highlights the 

participants’ understanding that an outside system, namely cybercriminals, influences 

their own systems. This concept is inherent to a systems approach, as the participants 

considered an outside system in conjunction with their own systems. Finally, the 

participants described the importance of shutting down their systems and isolating an 

infected machine during a cyberattack. In isolating an infected machine, the participants 

noted their understanding of the interconnectedness of their systems. An infected 

machine can adversely influence other machines in a connected system (Miller et al., 

2021). Thus, the participants’ contingency plans were derived from an analysis of their 

entire system, not just one infected machine or account. 

Analysis of Theme 3 in the Context of the Existing Literature 

Contingency planning for cyberattacks was a common research topic in the 

literature. Researchers advised that small retail business leaders implement cyberattack 

contingency planning to mitigate the effects of cyber incidents, safeguard customer data, 

and ensure business continuity. A well-developed contingency plan outlines the steps to 

take prior to, during, and following a cyberattack (Kusumastuti et al., 2020). One way 

researchers have suggested engaging in this practice is to first conduct a thorough risk 

assessment to identify potential cyber threats and vulnerabilities unique to your 

organization (Devi, 2023; Y. Li et al., 2020). The participants highlighted the importance 
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of understanding and accessing the vulnerabilities in their systems in conjunction with 

making regular data backups.  

Cybersecurity experts discussed different aspects of contingency planning 

compared to the participants’ ideas. Scholars indicated that small retail business leaders 

should assemble an incident response team with clearly defined roles and responsibilities 

(Tam et al., 2021). This team should include members from departments such as IT, 

legal, human resources, and public relations (Kusumastuti et al., 2020). The participants 

described their contingency plan as shutting down their system and isolating and treating 

the infected machine. The participants did not describe having other departments 

involved in their contingency plans. This finding may speak to the limited nature of 

financial resources of many small retail businesses. 

Application to Professional Practice 

 The findings of this research study have important significance for the 

professional practice of small retail business leaders in the United States in their efforts to 

avoid social media cyberattacks and protect their operations. Cyberattacks have become a 

major concern due to increased reliance on social media for marketing, client 

management, and retention (Susanto et al., 2021). This key subsection addresses the 

study’s findings’ application and makes a persuasive academic argument for how these 

findings might lead to better business practices in the field of cybersecurity. 

Implementing Comprehensive Cybersecurity Strategies 

The theme of employing multiple strategies to prevent social media cyberattacks 

offers a clear directive for small retail business owners. It emphasizes the importance of 
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moving beyond a single security measure and implementing a holistic cybersecurity 

strategy. To reinforce their social media accounts, small retail business leaders should 

invest in strong authentication systems, encryption techniques, and safe access controls 

(Dahiya et al., 2022). Furthermore, updating software and security systems on a regular 

basis can considerably lower the likelihood of successful cyberattacks (Purkait & Damle, 

2023). The use of multiple cybersecurity strategies and measures is considered a best 

practice according to industry standards regarding the prevention of social media 

cyberattacks (Ghelani, 2022). Thus, small retail business leaders should use multiple 

strategies to deter cybercriminals from engaging in social media cyberattacks with their 

companies. 

Prioritizing Employee and Customer Education 

The findings, specifically Theme 2, which focused on staff and consumer 

education, emphasize the importance of employees’ understanding of system 

vulnerabilities and cybersecurity threats in reducing social media cyberattacks. According 

to Buil-Gil and Barrett (2022), employee mistakes are the leading cause of cyberattacks 

in small- and medium-sized enterprises. Small retail business leaders must prioritize 

cybersecurity training for their employees, teaching them how to identify phishing 

efforts, fraudulent links, and other social engineering strategies (Ncubukezi et al., 2020; 

Pawar & Palivela, 2022). At the same time, small retail business leaders should provide 

instructional resources for clients, supporting safe online practices and ensuring that they 

do not unintentionally become a route for cyberattacks (AlDaajeh et al., 2022). Customer 

education is especially important for small retail businesses that operate in the technology 
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industry (Müller, 2019). Small retail business leaders should prioritize employee and 

customer education to aid in the prevention of social media cyberattacks. 

Developing Effective Contingency Plans 

The findings emphasize the necessity of a contingency plan when facing a social 

media cyberattack. While a contingency plan is not a deterrent for social media 

cyberattacks, it is an essential cybersecurity practice (Datta & Nwankpa, 2021). The 

participants emphasized the necessity of anticipating social media cyberattacks and 

planning to minimize the impact on business operations. Small retail businesses are 

especially vulnerable to cyberattacks when their limited human and financial resources 

are considered (Aldasoro et al., 2022). Small retail business leaders should develop 

detailed cyberattack response plans that outline the roles and duties of critical 

stakeholders such as IT professionals and legal counsel. Such plans should also include 

communication strategies for transparently dealing with consumers and stakeholders 

during cyberattacks. 

Implications for Social Change 

The findings of this research study hold profound implications for driving 

tangible improvements in individuals, communities, organizations, institutions, cultures, 

and societies by enhancing cybersecurity practices among leaders of U.S. small retail 

businesses. Specifically, identifying numerous tactics employed by small retail business 

owners to prevent social media cyberattacks empowers these leaders to protect their 

businesses proactively. Leaders may better secure their organizations and consumer data 

by deploying various cybersecurity measures, lowering the likelihood of successful cyber 
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invasions (R. Chen et al., 2021; Kipper et al., 2021). Furthermore, prioritizing 

cybersecurity education for employees and consumers develops an awareness culture 

within these organizations. Research also shows that employees who are more educated 

are better able to identify and respond to possible dangers, while customers become more 

responsible online users (Grewal et al., 2020). This cultural shift safeguards enterprises 

and leads to a more secure digital environment for all. 

Acknowledging the need for contingency planning in the face of cyberattacks 

emphasizes the need for preparedness in the corporate sector. Business leaders can secure 

their operations and sustain profitability by taking proactive and resilient steps to prevent 

social media cyberattacks (Devi, 2023). Furthermore, a focus on collaboration among 

small retail business leaders develops a sense of mutual support and encourages the 

exchange of expertise, best practices, and resources. This joint strategy can help forge a 

more formidable front against cyber enemies, enhancing customer trust and confidence in 

online transactions (Saura et al., 2021). These implications create chances for social 

change as small retail business leaders become change agents, contributing to a better and 

more secure digital ecosystem for all stakeholders. 

Recommendations for Action 

Using GST as a framework for the analysis in this study, I identified three themes 

that emerged from the participants’ interviews. The participants described using multiple 

strategies to deter social media cyberattacks (Theme 1), including employee and 

customer education (Theme 2). The participants also identified the need for a 

contingency plan, which involved creating data backups and understanding 



118 

 

vulnerabilities (Theme 3). Analysis of these findings using GST as a framework allows 

for the integration of these themes into a comprehensive set of strategies for deterring 

social media cyberattacks, as shown in Figure 4. 

Figure 4 
 
A Systems Theory Approach to Deterring Social Media Cyberattacks 

 

Figure 4 presents a visual representation of the comprehensive set of strategies for 

deterring social media cyberattacks, derived from the analysis of the study’s findings 

using the GST as a framework. Participants described that small companies should use 

multiple strategies to deter attacks, educate customers, educate employees, develop a 

contingency plan, and understand vulnerabilities. 
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Building Collaboration and Information Sharing 

Figure 4 highlights that using GST as an approach to understanding strategies 

used by small retail business leaders to mitigate social media cyberattacks allows for the 

development of an integrate cybersecurity framework. Individual efforts may need to be 

more sufficient in properly securing against cyberattacks in an era where cyber threats are 

becoming increasingly complex and persistent (Susanto et al., 2021). As a result, industry 

collaboration has emerged as a critical aspect in the quest for improved cybersecurity 

standards (Mijwil et al., 2023). Small retail business leaders should proactively solve 

their cybersecurity challenges by building strategic alliances and networks with leaders of 

other small and larger enterprises (Ding et al., 2018). They may share their expertise, 

experiences, and information by collaborating to confront developing cyber threats. This 

collaborative approach enables firms to benefit from various viewpoints and insights, 

promoting a culture of shared learning and collective problem-solving. 

The exchange of best practices is a critical component of this joint effort. Through 

these collaborations, small retail business leaders can learn from one another’s triumphs 

and failures in dealing with cyber disasters. They can identify novel cybersecurity 

strategies that might not have been obvious in isolation (Buresh & Esq, 2022). This 

ongoing knowledge-sharing gives each community member the skills and understanding 

they need to improve their cybersecurity posture. Furthermore, these collaborative 

endeavors can include resource pooling (Devi, 2023). In the face of limited resources, 

small retail business leaders can pool their resources to invest in cybersecurity solutions, 

services, and training programs that would otherwise be prohibitively expensive 
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(Azubuike, 2021; Y. Li et al., 2020). The research shows that by sharing the financial 

burden, businesses can obtain cutting-edge technologies and specialized services that 

efficiently enhance their defenses against cyberattacks. 

Emphasizing a community-driven approach to cybersecurity can have far-

reaching consequences beyond organizations, which also has implications for positive 

social change. The findings indicate that a unified front of small retail business leaders 

can enhance their voice and influence in campaigning for regulatory reforms and actions 

to combat cybercrime on a bigger scale. Policymakers and law enforcement agencies are 

more likely to notice a coordinated effort from a group with a common goal and a 

commitment to strengthening cybersecurity standards (Gulyas & Kiss, 2023; Udofot & 

Topchyan, 2020). A community-driven approach to cybersecurity, where small retail 

business leaders collaborate through strategic alliances and knowledge-sharing, allows 

for the development of an integrated cybersecurity framework, resource pooling, and the 

potential to advocate for regulatory reforms and actions against cybercrime on a larger 

scale. 

Recommendations for Further Research 

This qualitative case study on strategies used by U.S. small retail business leaders 

to deter social media cyberattacks has provided valuable insights into the cybersecurity 

practices of this specific group. However, there are several areas that could benefit from 

further investigation to expand and strengthen the knowledge in this domain. The 

following five recommendations for further research are suggested: 
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1. Exploring cybersecurity practices in larger retail enterprises; while this study 

focuses on small retail organizations, comparative research to understand the 

cybersecurity techniques implemented by larger retail enterprises would be 

beneficial. Examining the contrasts and similarities in tactics used by small 

and large organizations can provide a more comprehensive view of effective 

cybersecurity procedures in the retail industry. 

2. Investigating the impact of cybersecurity education programs; exploring 

cybersecurity practices in larger retail enterprises; while this study focuses on 

small retail organizations, comparative research to understand the 

cybersecurity techniques implemented by larger retail enterprises would be 

beneficial. Examining the contrasts and similarities in tactics used by small 

and large organizations can provide a more comprehensive view of effective 

cybersecurity procedures in the retail industry. 

3. Investigating the impact of cybersecurity education programs; exploring 

cybersecurity practices in larger retail enterprises; while this study focuses on 

small retail organizations, comparative research to understand the 

cybersecurity techniques implemented by larger retail enterprises would be 

beneficial. Examining the contrasts and similarities in tactics used by small 

and large organizations can provide a more comprehensive view of effective 

cybersecurity procedures in the retail industry. 

4. Examining the influence of industry collaboration, the study discussed the 

possible advantages of corporate collaboration in strengthening cybersecurity 
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defenses. Future research might investigate the extent to which small retail 

enterprises collaborate in sharing cybersecurity expertise, resources, and best 

practices. It would also be interesting to examine how industrial associations 

or partnerships affect cybersecurity resilience. 

5. Examining cross-cultural perspectives on cybersecurity in retail businesses; 

this study focused on small retail firms in the United States. However, 

cybersecurity challenges and strategies may differ depending on the cultural 

setting. Exploring and learning how firms in various cultural settings approach 

cybersecurity can provide a global perspective on effective cybersecurity 

procedures. 

This qualitative case study has paved the way for understanding the measures 

utilized by small retail business owners in the United States to discourage social media 

cyberattacks. To advance the field of cybersecurity in this context, additional research 

should look into different aspects of cybersecurity practices, broaden the scope to larger 

enterprises and diverse cultural settings, and use both qualitative and quantitative 

methods to gain a better understanding of effective cybersecurity strategies. By 

addressing these research recommendations, scholars and practitioners can collectively 

contribute to enhancing cybersecurity resilience in the retail industry and safeguarding 

businesses and customers from cyber threats. 

Reflections 

As a cybersecurity professional, I had an interest in understanding the 

cybersecurity mechanisms that small retail business leaders use to prevent social media 
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cyberattacks. As a member of the U.S. Army working in cybersecurity, I understand the 

importance of cyberattack mitigation strategies. Thus, I had extensive cybersecurity 

knowledge prior to conducting this study. However, as a government official, I had an 

incomplete understanding of cybersecurity mechanisms and protocols used in the private 

sector, which must be inherently different from those used in the public sector. This lack 

of knowledge prompted my interest in the research topic, as I may become a small retail 

business leader myself after my retirement from the U.S. military.  

I do not believe that my preconceived notions about cybersecurity influenced the 

views of the participants. The participants spoke freely about their cybersecurity 

mechanisms and protocols. My cybersecurity knowledge allowed me to ask prompting 

questions when necessary and clarify cybersecurity terms for the participants. Conducting 

this study allowed me to expand my knowledge regarding cybersecurity in the private 

sector, especially applied to small retail businesses. I learned that many of the same 

strategies apply in the public and private sectors, including the need for diverse strategies 

to mitigate social media cyberattacks. 

Conclusion 

This qualitative multiple-case study utilizing GST revealed that successful U.S. 

small retail business leaders employ multiple strategies to prevent social media 

cyberattacks, prioritize employee and customer education, and develop effective 

contingency plans. Implementing comprehensive cybersecurity strategies, prioritizing 

education, and planning for contingencies is critical for small retail business leaders to 

protect their businesses in an era of increasing cyber threats (Gulyas & Kiss, 2023; 
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Kusumastuti et al., 2020). Furthermore, by adopting a community-driven approach to 

cybersecurity through collaboration, knowledge-sharing, and resource pooling, small 

retail business leaders can strengthen their defenses against cyberattacks and advocate for 

regulatory reforms to combat cybercrime on a larger scale (Azubuike, 2021). The study’s 

findings have implications for positive social change by fostering a secure digital 

ecosystem and encouraging responsible cybersecurity practices. Additionally, further 

research is recommended to explore cybersecurity practices in larger retail enterprises, 

investigate the impact of cybersecurity education programs, examine the influence of 

industry collaboration, study cross-cultural perspectives on cybersecurity, and conduct 

quantitative studies on the financial impact of cyberattacks. These efforts will enhance 

cybersecurity resilience and safeguard small retail businesses and their customers from 

cyber threats. 
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Appendix: Interview Protocol 

Date of Interview: _____________ 
 
Respondent Number: __________ 

 

1. Introduce self to the participant 

Thank you for participating in this study and your willingness to complete the 

interview process. My name is Chris Royal and I’m a student at Walden University 

conducting research on social media cyberattacks on small retail businesses as part of my 

dissertation project. 

2. Introduce the research question, the purpose of the study and answer any initial 

questions the participant may have. 

The purpose of my study is to identify and explore strategies some U.S. retail 

leaders use to deter social media cyberattacks. The research question I’m trying to 

address is: What strategies do some leaders of U. S. small retail businesses use to deter 

social media cyberattacks? Do you have any initial questions before we get started? 

3. Thank the participant for their participation in the study. 

Thank you again for agreeing to participate in my study.  

4. Review the informed consent form and answer any questions the participant may have. 

Before we continue, I need to verify that you have signed the consent form and 

understand the ethical standards for this interview. All personal information will be 

stored electronically and may only be accessed to me via a password. Raw data, such as 

field notes, will be kept locked in a file cabinet only accessible to myself. When the 

information from the interview is published in the final study, participant confidentiality 
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will remain. All transcripts and recordings of the interview will be kept private on a 

password-protected computer accessible to myself only. Do you have any questions about 

the consent form or any of the measures taken to preserve your confidentiality? 

5. Provide the participant with a copy of the informed consent form for their personal 

records and review. 

Here’s a copy of the informed consent form for your personal records and review. 

6. Begin recording the interview. 

Do I have your permission to begin recording the interview now? 

7. Introduce the participant using their respondent number, the date and time of the 

interview. 

During this interview, I’m going to refer to you as Participant (Insert participant 

number). Today’s date is (insert today’s date) and the time of the interview is (Insert 

Today’s time). 

8. Start the interview using the interview questions. 

1. What has been your experience with social media cyberattacks? 

2. What strategies do you use to protect your business from cyberattacks? 

3. What is your risk assessment process for cyber security? 

4. What risk management strategies do you use to identify and evaluate cyberattack 

risks?  

5. Please describe how you respond to cyberattacks. 

6. What systems and processes do you use to protect your business from 

cyberattacks? 



162 

 

7. What are the important systematic interdependencies and feedback loops that 

impact the quality of your cyber-defense tactics against social media 

cyberattacks? 

8. What employee training strategies do you use for security procedures with 

electronic devices?  

9. What steps would you advise someone in your position to follow if a cyberattack 

threatened their small retail business? 

10. What is your cyberattack contingency plan? 

11. Before we conclude the interview, what additional information about 

cybersecurity strategies would you like to share? 

9. Ask any follow-up questions. 

10. End the interview and stop the recording. Explain to the participant of the member 

checking and transcription review process. 

We have reached the end of this interview. Thank you for your participation in 

this study and sharing your personal experiences with me. I appreciate your transparency 

and honesty in each of your responses. Do you have any questions about the interview or 

the research process?  

As a reminder, I will take the audio from these recordings and transcribe them 

verbatim. I will be emailing you a copy of the interview transcript. It would be great if 

you can review the transcript and make sure that you’re comfortable with all of the 

responses. If you’d like any changes to be made to the transcript so that it more 
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accurately reflects your thoughts and ideas, please let me know. That’s an important part 

of the research process. 

11. Thank the participant for the participation in the study. 

Thank you again for participating in my study. You can contact me at any time if 

you have any questions or concerns. 

 


