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Abstract. Learning with Errors (LWE) is an important problem for
post-quantum cryptography (PQC) that underlines the security of sev-
eral NIST PQC selected algorithms. Several recent papers [6123], [3IUT3]
have claimed improvements on the complexity of so-called dual attacks
on LWE. These improvements make dual attacks comparable to or even
better than primal attacks in certain parameter regimes. Unfortunately,
those improvements rely on a number of untested and hard-to-test sta-
tistical assumptions. Furthermore, a recent paper [I8] claims that the
whole premise of those improvements might be incorrect.

The goal of this paper is to improve the situation by proving the cor-
rectness of a dual attack without relying on any statistical assumption.
Although our attack is greatly simplified compared to the recent ones,
it shares many important technical elements with those attacks and can
serve as a basis for the analysis of more advanced attacks.

Our main contribution is to clearly identify a set of parameters under
which our attack (and presumably other recent dual attacks) can work.
Furthermore, our analysis completely departs from the existing statistics-
based analysis and is instead rooted in geometry. We also compare the
regime in which our algorithm works to the “contradictory regime” of
[I8]. We observe that those two regimes are essentially complementary.

Finally, we give a quantum version of our algorithm to speed up the
computation. The algorithm is inspired by [7] but is completely formal
and does not rely on any heuristics.

Keywords: Learning with Errors, Dual attack, Lattice-based cryptography,
Quantum algorithm

1 Introduction

The Learning With Errors (LWE) problem [38] has become central to the secu-
rity of several cryptosystems. Most notably, Kyber (public-key encryption) and
Dilithium (signature) have been selected by the NIST for the Post-Quantum
Cryptography (PQC) Standardization and rely on algebraic version of LWE for
their security proofs. Other advanced cryptographic primitives such as FHE can
be built with LWE [12]. This makes LWE security estimates critical for the fu-
ture of PQC. The search LWE problem asks to recover the secret s given one



or more “LWE sampleﬁﬂ” of the form (A,b) where b = As + e, A is chosen
uniformly at random and e has small entries (more details in Section.
There are two main approaches to attack the LWE problem: so-called primal
and dual attacks. In this paper, we will exclusively focus on dual attacks which
have recent attracted some interest due to significant improvements in their
complexity. Both primal and dual attacks rely on the BKZ lattice reduction
algorithm [40] to obtain short vectors in lattices. The fundamental idea of dual
attacks is to use short vectors in the dual of the lattice to detect whether points
are close to the lattice or not, an idea that can be traced back to [4]. This
allows us to solve the distinguishing LWE problem where one is asked to detect
whether a sample comes from an LWE distribution, or a uniform distribution
[34]. In conjunction with some guessing step, this allows one to recover part of
the secret by trying several values until we get a point close to the lattice. By
repeating this operation a couple of time, we can solve the search LWE problem.
Originally, the main limiting factor (on the complexity) of dual attacks was
the need to compute one short vector (a very expensive operation) per LWE
sample (more details in Section [3)) and compute a score for each secret guess.
Since then, a series of improvements have found their way into these attacks.
First, a series of work on lattice sieving have shown [37J35/10] that those algo-
rithms produce not only one but in fact exponentially many short vectors “for
free”. [8] suggested that this idea could be used in dual attacks but it appears
that [21] was the first paper to try to analyze it. Independently, [6] used a “re-
randomization” technique to produce many short vectors from a single BKZ
reduced basis. All those technique greatly reduce the complexity of attack al-
though its correctness relies on an unproven assumption about the quality of
those many short vectors. Then [23] noted that instead of computing the score
for each secret guess separately, all the scores can be computed at once using a
discrete Fourier transform (DFT), essentially reducing the cost to that of a single
guess. Following this work, a technical report by the MATZOV group [31] has
claimed further improvements by the use of a “modulus switching” techniqu
that significantly reduces the size of the DFT. Two recent work have modified
this attack to include a quantum speed up [7] and lattice coding speed up [13].
One issue with the papers above is that the number of statistical assumptions
that are necessary to justify the correctness of the algorithms has grown signif-
icantly, notably in [31]. While certain assumptions could probably be justified
(almost) formally, others are subject to more controversy [I8]. In particular, the
most controversial aspect of [23] and [31] is that the attack only uses a SingleEl
LWE sample and all the short vectors are derived from this single sample. When
using a single LWE sample, the problem becomes very close to the Bounded Dis-
tance Decoding which has been extensively studied. The status of [6] is unclear

3 Note that this is a matrix sample, so it contains several vector samples.

* A modulus switching technique was also suggested in [23] but it is unclear to us how
it compares to [31], and [18] suggests that they are different.

® Recall that in this paper, an LWE sample is always of the form (A, b) where A is a
matrix and b a vector.



since it also computes many (exponentially) short vectors for each LWE sample,
but they also use many (exponentially) LWE samples. One could in principle
model this as an algorithm operating on a single LWE sample but this sample
would then have exponential size and the dual vectors would be extremely spe-
cial. This makes it unclear whether an argument like that of [18] applies to such
a case.

The purpose of this paper is encourage a more rigorous analysis of dual at-
tacks on LWE to better understand under what set of parameters they provably
work. We note in that regard that a recently accepted paper at TCC 2023 [32]
has focused on similar problems in statistical decoding/“dual attacks” in coding
theory. The authors claim in the conclusion that at least part of their results
apply to lattice dual attack. We believe that it would indeed be interesting to
see what this approach yields for lattices, however we point out that the notion
of dual attack that the authors have in mind looks quite different from the one
in this paper. In short, and with our notations, the “dual attack” of [32] would
be akin to splitting A horizontally instead of vertically. This splitting would
not correspond anymore to a decomposition of Ly(A) as Lq(Aguess) + Lg(Adual)
and therefore looks incompatible with existing works on dual attacks on LWE.
Furthermore, our understanding of [32] is that generating parity check vectors
h corresponds to generating many short dual vectors in LqL(A), independently
of the splitting of A. This is completely at odds with lattice dual attacks where
we split A to generate dual vectors in L;- (Agua1) which is much cheaper. Over-
all it looks like [32] might be a completely different kind of dual attack. See
Appendix [A] for more details.

1.1 Contributions

The main contribution of this paper is to provide a completely formal, non-
asymptotic analysis of a simplified dual attack. To simplify the presentation, we
do not include elements such as the guessing complexity and modulus switchindﬂ
to focus on the most controversial element, namely the fact that the attack only
uses a single LWE sample and that all the short vectors are derived from this
single sample.

Our approach completely departs from the existing statistics-based attacks
and is instead rooted in geometry. This allows us to obtain a relatively short
proof and leverage existing results on the geometry of lattices.

One of the most important technical contribution of this paper is to make
completely clear (Theorem under what choice of parameters the attack works,
without any statistical assumption. As far as we are aware, no other dual attack
has been formally analyzed in this way. We believe that this is important since
virtually all algorithms in the literature rely on statistical assumptions that
clearly cannot hold for all parameter regimes but without a proper analysis, it
is impossible to tell when and why they hold.

5 See Sectionlzl for more details about modulus switching.



We also provide some new results on random g-ary lattices in a similar spirit
to that of Siegel, Rogers and Macbeath. This allows us to obtain some sharper
bounds on A; for random g¢-ary lattices and show that the Gaussian Heuristic
is quite tight for such lattices. This heuristic is usually considered valid for
“random” lattices and has been extensively tested. Up to our knowledge, the
only formal analysis of A for random g-ary lattice is in [43] Lemma 7.9.2] which
only analyzes the expected value and therefore provides a much weaker bound
on \;. We refer to Section 2.5 for more details.

Finally, we give a quantum version of our algorithm to speed up the com-
putation. The algorithm is inspired by [7] and reuses some technical lemmas to
speed up the computation of sums of cosines that appear in the algorithm. Sim-
ilarly to our classical algorithm, we prove that our quantum algorithm is correct
without relying on any heuristics.

1.2 Comparison with [I8]’s Contradictory Regime

A recent paper [18] has claimed that virtuall all recent dual attacks rely on an
incorrect statistical assumption and that they are, therefore, probably incorrect.
They do so by formalizing what they claim is the key statistical assumption of
those paper, and show that for the parameter regime of the attacks, it falls into
what they call the “contradictory regime”, a regime where this assumption can
be proven not to hold.

As a byproduct of our analysis, we are able to compare the regime in which
our analysis works with the contradictory regime of [I§]. Interestingly, the two
are essentially complementary with a small gap inbetween. This suggests that
our analysis and that of [I8] are quite tight and provide an almost complete
characterization of when dual attacks work in our simplified setting. However,
we nuance this conclusion by noting that the statistical model used in [I§] to
argue about the contradiction does not seem to match what happens in our
algorithm. We refer to Section [] for more details.

1.3 Organisation of the paper

In Section [2] we introduce the various technical elements that are necessary
to analyse the dual attack. In Section [3] we first present a basic dual attack
whose purpose is to introduce the reader to the ideas of dual attacks without
overwhelming them with technical details. This dual attack is very naive and
computes one short vector per LWE sample, in the spirit of [4]. We emphasize
that this attack and Theorem [d] are not new but that our analysis is significantly
simpler than in previous papers. In Section ] we introduce our simplified dual
attack in the spirit of [31] and formally analyse its correctness without assump-
tion. In Section [} we give a quantum version of the algorithm from Section
and prove its correctness. In Section@7 we compare our regime with that of [I8].
Finally, in Section[7} we describe what we believe is the main obstacle to develop
a formal analysis of the full algorithm in [31].



2 Preliminaries

We denote vectors and matrices in bold case. We denote by x” the transpose
of the (column) vector x, which is therefore a row vector. We denote by I,
the identity matrix of size n x n. For any vector x € R”, we denote by ||x]| its
Euclidean norm. For any integer ¢, we say that a vector x € Zg is totally nonzero
if all the coordinates of x are nonzero. We denote by (x,y) the scalar product
between two vectors x and y. For any function f : R" — C, we denote by ]?
its Fourier transform over R™ defined by f(x) = [5. f(y)e™2"*¥) dx. For any
n € N and R > 0, we denote by B, (R) (resp. B,(R)) the open (resp. closed)
ball of radius R in R™. We also let BZ(R) = B,,(R) N Z" be the set of integers

points in this ball, and similarly for Ei(R). For any two distributions P and
@, we denote by dry (P, Q) the statistical distance (or total variation distance)
between P and Q.

2.1 Probabilities

For any finite set X, we denote by U(X) the uniform distribution over X. As
usual, if P and @ are two probability distributions over X and Y respectively,
we denote by P(Q the product distribution over X x Y. Recall that we have the
following facts.

Theorem 1 (Hoeffding’s inequality). Let X1,...,Xn be independent ran-

dom variables such that a; < X; < b;. Consider the sum Sy = X1+ -+ Xn.

Then Pr[Sy —E[Sn] > t] < exp (Wﬁ:ﬁ) and Pr[|Sy —E[SNn]| > t] < 2exp (ﬁiam)
for allt > 0.

2.2 LWE

Let n,m,q € N and let x. be a distributions over Z,, which we call x. the noise
distribution. For every vector s € Zy, we denote by LWE(m, s, x.) the probability
distribution on Z{**™ x Z* obtained by sampling a matrix A € Zg**"™ uniformly
at random, sampling a vector e € Z;" according to x¢*, and outputting (A,b)
where b := As + e.

We have chosen the “matrix form” for the LWE distribution where each sam-
ple is really m LWE samples in the sense of [38]. We have chosen this formalism
because it is simpler for dual attacks. The value of m is typically in the order
of n and depends on the cryptosystem. In the rest of this paper, we will always
refer to a sample of the form (A, b) as one sample.

The search LWE problem is to find s given oracle access to a sampler for
LWE(m,s, xe). The decision LWE problem is to decide, given oracle access to
either LWE(m, s, xe) or U(Zg*"™ x Zy'), which one it is. In practical scenarios,
the attacker may not have access to the sampler but rather only possess a limited
number LWE samples. In this case, the search LWE problem asks, given those
LWE samples, to recover s if possible.



The LWE secret s is usually generated according to a distribution x; over Zj.
One can therefore, in principle, analyse the success probability of an algorithm
for search/decision LWE on a distribution LWE(m, s, x.) where s < x7. In this
paper, we will not need to make any assumption on the distribution of the secret
since our algorithms work for every secret.

2.3 Discrete Gaussian distribution

Let n € N and s > 0. For any x € R", we let py(x) := e "I¥I/s* As usual,
we extend to ps to sets by ps(X) = > .y ps(x) for any set X. For any lattice
L C R™, we denote the discrete Gaussian distribution over L by

Dr) = 2253

for any x € L. We denote Dr, 1 by Dy, for simplicity.

In general, the smaller s is, the harder it is to construct a sampler from
Dy, s. The notion of smoothing parameter [33] captures the idea that sampling
for a valuer of s above this threshold is significantly easier than sampling below
because the distribution looks more like a continuous Gaussian. There are many
algorithms to sample above the smoothing parameter [26/22/T1], including a
time-space trade-off [2]. Sampling below the smoothing parameter is much more
challenging and usually inefficient [3]. At the extreme, sampling for sufficiently
small values of s allows one to solve the Shortest Vector problem (SVP) [3] which
is known to be NP-hard under randomized reduction [5].

For any ¢ € N, we denote by ng,s the modular discrete Gaussian distribution
over Zq defined by

ps(x +qZ")
DZn s\ X)) = ——7+
ey PREZD)
for any x € Zj. We define the periodic Gaussian function fr, s : R" — R by
ps(L+t)
frot) = 220
© ps(L)

We have f1,/51(t/s) = fr,s(t). In the following, we denote fr; as fr.
Lemma 1 ([I5, Lemma 2.14]). For any lattice L, s > 0 and x € R,
fL,s(X) 2 ps(X)-
Lemma 2 ([9, Lemma 7], see also [42, Theorem 1.3.4]). For any lattice
LCR" xeR" and u > 1//27,

po((L =)\ Bu(usv/m) < (uv2mee™")" py(L)
Corollary 1 ([42], Corollary 1.3.5]). For any lattice L C R, t € R™ and
r >0 :=s/n/2m,

ps((L - t) \Bn(’r)) < ps(r - 6)/05(L)

Lemma 3 ([4, Claim 4.1]). For any lattice L and s > 0, we have f/L: =
D+ 1/s which is a probability measure over the dual lattice L.



2.4 Distinguisher

All dual attacks rely on an algorithm to distinguish between the uniform distri-
bution and the modular discrete Gaussian over Z,. Specifically, we are given N
independent samples X1, ..., Xy either from the uniform distribution or modu-
lar discrete Gaussian and we want to decide from which it was sampled. Several
algorithms exist for this task but the most common one is to compute the dis-
crete Fourier transform of the samples (at 1) and to compare against a threshold.
The informal argument usually goes as follows. Consider the sum

N N
S = Z cos(2nX;) =R Z %X
j=1

Jj=1

It is well-known (see Lemma [5| below) that the expected value of S is 0 for
the uniform distribution and we can bound the variance of S easily. For the
modular discrete Gaussian, we note that S is a sum of many (N is typically
exponential) independent various so by the central limit theorem is essential
Gaussian. We can analyze the expected value and variance of each e2"Xi by
Lemma[f] which provides us with an estimate of the expected value and variance
of S and therefore of the parameters of the “Gaussian approximation” of S. We
then use classical tail bounds on Gaussian to bound the probability that S is far
away from its expected value. For example, for a modular discrete Gaussian of
parameter s, the expected value will be at least Ne—ms’k/q”,

The analysis above is quite informal since it requires the central limit theorem
(CLT) to argue that the sum is close to a Gaussian. Unfortunately, a more formal
analysis of this step is often lacking in the literature. Many papers refer to |28,
Section 4] to identity the advantage of distinguishing although the argument
quite informal. [23] Lemma 1] gives a more formal statement of this advantage
but without proof. The analysis of [3I] is essentially the one above with an
explicit mention of the CLT. We find this usage of (a non-quantitative version of)
the CLT problematic since the rate of convergence is usually quite slow. In fact
a proper analysis shows that the minimum value of N needed for convergence is
roughly the same as the value needed for distinguishing so this is no small detail.
[21] contains a fully formal analysis that relies on the Berry—Esseen theorem but
which requires a bound on the third moment of the variable. More puzzling is the
fact that these analysis are both lacking and overkill since a simple application
of Hoeffding’s inequality immediately provides the same result. Although we will
not use this lemma directly, we keep it for reference and also it helps understand
the algorithm and proofs that we use in the dual attack.

Lemma 4 (Appendix . Let Xy and X5 be two distributions over R. Let
E; = Exsx,;[cos(X)] and assume that Ey # Es. There is an algorithm A that
gwen N independent samples from X; for j € {1,2}, correctly finds j in time
O(N) with probability at least 1 — 2exp(—N|E; — F»|?) on the choice of the
samples. Formally, for all j € {1,2},

Pry, . xyest AKX, ., XN) = j] 21— 2exp(— % |Er — Bof?).



The above lemma requires to compute the average Ex . sx[cos(X)] for the
distributions of interest. For distributions over Zg, this is essentially the Fourier
transform of the distribution at 1. We refer to [14] for a well-written analysis of
such transforms on various distributions such as the (modular) discrete Gaussian,
the rounded discrete Gaussian, the central binomial and the bounded uniform
distribution. In this paper, we only require the following result which is well-
known.

Lemma 5 ([14]). Let ¢ > 1 be an integer and s > 0. Then

Exuz,)lexp(2ikr X/q)] = 0 for all k # 0,
e RIC CExiap,, [exp(2iknX/q)] < 207K for ke {~[g/2].....a/2] } .

2.5 Lattices
We denote by L the dual of a lattice L C R™ defined by

L={xespan(L):Vy €L, (y,x) € Z}.

We denote by L* = L\ {0} the set of nonzero vectors of a lattice L. We denote
by A1(L) the length a shortest nonzero vector in L.

Let n € N, 1 < k < n and g be a prime power. We say that a lattice L is
a n-dimensional g-ary lattice if ¢Z™ C L C Z"™. Given a matrix A € Z"<*  we
consider the following n-dimensional g-ary lattices:

LyA)={x€Z":3scZ" As=xmodq},
qu(A) ={xecZ":ATx=0modq}.

We refer the reader to [20], [43] Section 2.5.1] or [34] for more details on those con-
structions. Note that, equivalently, we can write Ly(A) = AZ’; +qZ™. Tt is well-
know that for any g-ary lattice L, there exists A and B such that L = L,(A) =

Ly (B), and that I?(X) = %Lq(A). Furthermore det(Ly(A)) = ¢" kA > gn*
and therefore det(Ly (A)) = ¢"*# < ¢". Finally, since Z, is a field, a random
matrix A has full rank (equal to k) with high probability:

k—1

Pry iz ik(A) =k = [TQ - > 1 - k"1 (1)
=0

Given k and n, we will consider the distributions L, ;4 and ﬁf;k
lattices defined over the set of integer lattices by

Lok,q(L) = Prp gygmewy[L = Ly(A)],
LE, (L)=P [L=L (A)].

n,k,q

4 of g-ary

VA csu(@p*m=m)y

In other words, the distribution is obtained by taking a matrix A € Z;LX’“ with
uniform and i.i.d entries, and looking at the g-ary lattice generated by A; and



similarly for the orthogonal version. Note that contrary to the Loeliger ensemble
L, k4,1, we do not have the rescaling factor ¢ */" see e.g. [43), Definition 7.9.2].
It will be more convenient to use ETJL-) k. for proofs, but we often want to apply
them for £,, 1, . Whenever neither £ nor n — k are too small, those two distribu-
tions are very close. The following lemma was inspired by [I7, Lemma 2] which
does not contain any proof.

Lemma 6 (Appendix } . dTV(Eik,qa Ly s.q) < poly(n, k)g= mintkn=Fk)

Those distribution satisfy good uniformity properties when ¢ goes to infinity.
In particular, the following theorem shows that we can computed statistical
properties of lattices sampled according to Ei k,q- Lhe first part of this theorem
is close to [29, Theorem 1]. This result is in some sense the g-ary version of the
result by Siegel on random (real) lattices and its generalization by Rogers and

Macbeath [41I39130].

Theorem 2 (Appendix [D.2). Let 1<p<n and f: (Z;)’ — R, then

ELHBL;M Z fxi,.00%xp) | = Z gFmmIreaexe) f(x) L x,)

X1,..,XpE€EL X1y, Xp ELT
where r(X1,...,Xp) 1= rkzn (X1, ..,%p) is the rank of the x; mod q over Zy.

We can apply this theorem to bound the expected number of lattice points
in a ball, and therefore obtain bounds on ;.

Theorem 3 (Appendix [D.3). For any 0 <r < g,

Epescs, (1170 B = ¢ (IB2)| - 1).

=q
Vieser, 1070 Ba(r)]] < 4" "(g — D(1BEr)| ~ 1).

In particular, if |BZ(r)] < ¢"F, then
—n 2
Pry o, (L) <1 < (@] BE())”.

Recall that the Gaussian heuristic says that for a “random” lattice L, A;(L)
is approximately

_(vol(By) -1/n B det(L)l/nF(l—i—Q)l/”
GH(L) - <det(L)> = ﬁ 2

This heuristic is usually considered valid for “random” lattices and has been ex-
tensively tested. Up to our knowledge, the only formal analysis of A\; for random
g-ary lattice is in [43] Lemma 7.9.2] which only analyzes the expected value and
not the variance. The following corollary shows that this heuristic is indeed very
sharp for random g-ary lattices.

n

~ det(L)Y/™ oo



Corollary 2 (Informal, Appendix. Under the assumption that | BZ(r)| ~
vol(By, (1)), which holds when v >> \/n, we have for any o < 1 that

Pricse, (L) < aGH(L)] 5 (ga")?.

Lemma 7 (The Pointwise Approximation Lemma [4, Lemma 1.3], mod-
ified). Let L be an n-dimensional lattice, and let h be a function from R™
to R that is periodic over L and whose Fourier series his a probability mea-
sure over the dual lattice L. Let N be an integer, § > 0 and X C R™ a finite
set. Let W = (wq,--- ,wy) be a list of vectors in the dual lattice chosen ran-

domly and independently from the distribution h. Then with probability at least
1—|X|27 20

N
oy (x) = % 3 cos(2n(wi.x) @)

satisfies that |hy (x) — h(x)] < 6 for allx € L+ X.

Proof. The proof is exactly the one in [4] with the following modifications. Let
6 > 0. For any x € R", the Chernoff-Hoeffding bounds guarantees that the
mean of N samples is not within a window of § of the correct expectation with
probability at most 2-?& 5%). Since f is periodic over the lattice L, it suffices
to check that the inequality that we want holds for all x € X, and there are | X|
such points. Hence, by a union bound, the probability that the approximation
is within a window § of the correct expectation for all x € X simultaneously is
at least 1 — | X |2 2(N5%), O

2.6 Short vector sampling

For the purpose of this paper, we will only need to know that there is a way to
sample relatively short vectors (SV) in a lattice and we will treat such an algo-
rithm as a black box. Since such an algorithm would typically be parametrized
(see below), we introduce an integer parameter § to capture this fact.

Black box 1. For any integers n < m, 8 and prime power q, there exists a
deterministic algorithm B and two functions Tsy and lsy such that when B is
given A € Z'*", it returns a monzero vector in L,JZ‘(A) in time Tgy(m, 5, q")

and B g [IBAP] < bsv(m. 8,077

One way to implement this black box is to use lattice reduction algorithms
such as BKZ: they provide a very flexible way to take a basis of lattice and
compute relatively short vectors in this lattice. Since the literature on this topic
is quite extensive and there are many cost models associated to that task, we
refer the reader to e.g. [23] for more details. For simplicity, we assume that the
algorithm is deterministic but we could make it probabilistic by adding random
coins to the input of the algorithm and take those into account in the expected
value. In the case of BKZ, the parameter (8 is the block size.

10



3 Basic dual attack

In this section, we present a basic dual attack whose purpose is to introduce the
reader to the ideas of dual attacks without overwhelming them with technical
details. This dual attack is very naive and computes one short vector per LWE
sample, in the spirit of [4]. We emphasize that this attack and Theorem [4] are
not new but that our analysis is significantly simpler than in previous papers.

Fix s € Z; an unknown secret and (A,b) a LWE sample. Recall that b =
As + e for some unknown e € Zg". In its simplest form, a dual attack splits the
Nguess

secret s into two parts Sguess € Zq and Squal € ng"ﬂl where 7 = Nguess +Ndual-
The matrix A € Zg'*™ is correspondingly split into two parts:

S uess
A= [Aguess Adual] ) s = g . (3>
Sdual
Therefore,
b= Aguesssguess + Adualsdual + e.
The algorithm now makes a guess Sguess € Zg‘g“e“ on the value of sgyees and tries

to check whether this guess is correct. Consider the lattice

L;‘(Adual) ={xezZ™: x7 A qual = 0 mod qlt. (4)
By the inequalities of Section we have that

det(Ly (Adual)) < g (5)
Check that for any x € qu (Adual)s
xTb = xT A gessSguess + X7 AdualSdual + X7 € = X! AguessSguess + X1 € (mod q).
Therefore,
x" (b — AguessSguess) = X Aguess(Sguess — Sguess) X' e (mod g).

The main observation is now that:

— if the guess is correct (Sguess = Sguess) then X7 (b — AguessSguess) = X. e

(mod q) follows roughly a modular Gaussian distribution,
— if the guess is incorrect (Sguess 7 Sguess) then it follows a uniform distribution
because x # 0 and A was chosen uniformly at random.

A crucial ingredient in the reasoning above is the length of x. Indeed, the dot
product xTe will follow a modular Gaussian whose deviation is proportional to
Ix||. This is where the BKZ lattice reduction algorithm comes in: from a basis
of L;- (Agual), we compute a short vector x using Black box

The algorithm for this dual attack is described in Algorithm [T} In this attack,
we compute one dual vector for each LWE sample. While this kind of attack is

11



already known to be correct, we reprove it for several reasons. First, we are not
satisfied with the informal treatement of the proof in the literature. Second, our
proof does not use any assumption whereas most papers in the literature use the
Central Limit Theorem or approximate sums of Gaussian as a Gaussian at some
point (see Section for more comments). Figure [1] gives a high level view of
the variable involved and their dependencies.

Theorem 4 (Appendix . Let n,m, 3 be integers, q be a prime power,

NguesstNdual = N, S € Zy, 0c > 0 and N € N. Let 0 < < € := exp (—wogﬁsv(m, 3, q"d“al)Q/qQ),
where lsy comes from Black bo:c Let (AW bW . (AN W) be samples

from LWE(m, s, Dz, 5.), then Algorithm on (M, Nguess, Ndual, ¢, 0, IV, (A® b))

runs in time poly(m,n)- (N -Tsy(m, B, ¢") + ¢ =) and returns Sgyess With prob-

ability at least

N(e —6)? N§?
1—exp ((2)) — (g"#ues — 1) exp (2>

over the choice of the (AW b)),

Remark 1. As expected, we recover the well-known fact that for the attack to
succeed with constant probability, we can take § = /2 and then we need at least
N = Mwﬂ(l) samples. Furthermore, a careful look at the proof shows
that Black box 1| can be weakened even further to only require an inequality on

the moment-generating function of || B(A)|°.

Algorithm 1: Basic dual attack
Input: m, 1 = Nguess + Ndual (see (3)), ¢ prime power, § > 0 and N € N.
Input: list of N LWE samples (A ,b(1>), ey (A<N), b(m).
Output: (Guess of) the first nguess coordinates of the secret or L.

1 for j from 1 to N do

Compute a basis of Ly (AY))

Compute a short vector x; € L (AY)) using Black box

for Sguess € Z;Lg“ess do

2

3

4

5 Compute the list y1,...,yn where y; = ij(b(j) — Ag,>ességuess)
6 | S+« 301, cos(2my;/q)
7 if S > NJ then

8

9

‘ return Sguess

return |

4 Modern dual attack

The main limitation of the basic dual attack is the requirement to compute one
short vector for each LWE sample. Looking at Figure [I} this is necessary to en-
sure the statistical independence of the variables that go into the distinguisher.
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Fig. 1. Conceptual representation of the variables involved in Algorithm [I] and their
dependencies.

Furthermore, the attack requires an exponential number of LWE samples, some-
thing which is not always possible.

As explained in the introduction, a series of work have progressively intro-
duced the idea of generating all short vectors from a limited number, or even a
single, LWE sample (A, b). This is the case in [6]23]21], and [3I] where only a
single LWE sample is used, and it dramatically reduces the complexity of the
attack. Unfortunately, the statistical analysis of these attacks has been lacking
in the literature: [6], [2I]7] and [23] offer no real proof of correctness to speak
of. Only [31] tries to provide a complete proof of correctness, which is very de-
tailed, but has to rely on statistical assumptions. Those assumptions have been
called into question [I8], and more importantly are extremely difficult to verify.
Stepping back, we believe that the reason for this situation is that they try to
analyse their attack using a similar proof strategy to that of our basic dual at-
tack (Section . The problem stems from the fact that the basic dual attack
requires the independence of many variables to work. Since those variables be-
come dependent in their attack, these papers inevitably have to assume that
non-independent quantities are “independent enough”.

In this section, we start completely from scratch: we design and analyze
without any assumption a modern dual attack. Our proof scheme is completely
different from the basic one and shows that those attacks do work. The main
outcome of this proof is that we can finally understand the constraints on the
various parameters that are necessary for the attack to work.

4.1 Intuition

Fix s € Zy an unknown secret and (A, b) an LWE sample. Recall that b = As+e
for some unknown e € Z*. As in the basic dual attack, we split the secret s into

" Part of [21] presents an attack that is similar to our basic attack and analyzes this

attack formally. This paragraph only applies to the part that relies on sieving to
produce many short vectors from a single LWE sample.

13



Nguess

two parts Sguess € Zg and Squal € ngual where n = ngyess +Ndual- The matrix
A € Z7*™ is correspondingly split into two parts:

S
A= [Aguess Adual] s s = |: guess:l . (6)
Sdual
The algorithm now makes a guess Sguess € Z;‘g“e“ on the value of Sgyess and tries

to check whether this guess is correct. Check that
b — Aguess . éguess = Aguess . (Sguess - éguess) + Adual * Sdual T €. (7)
Consider the lattice
qu(Adual) = {XEZm ZXT~Adua1 = 0 mod q}. (8)

Fix N € Nand s > 0, and let W = (wq,...,wy) € L;-(Adual)N be sampled
according to DL(JI_(Ad“al)’S. For any x € R™, define

N
1
gw(x) =+ > cos(2m{x, w;)/q) 9)
j=1
for all x € R™. We will evaluate gy at b—Aguess Sguess for all Sguess € Zg®'*™ and

keep the highest value. We now explain the intuition for this. Let L = L;(Aquai)
to simplify notations. Recall that in Section we have defined the standard
periodic Gaussian function

_ pl/s(x + L)
pl/s(L)

for any x € R™ and s > 0. The important fact is that for large IV, with high
probability on the choice of the w;, the two functions above are close everywhere
for integer vectors (Lemma[§). This fact essentially comes from [4].

Recall that we evaluate gy at points b — Aguess - Sguess Which are all integers.
Since gy is very close to f, over the integers, we have to analyse the behaviour
of fr,1/s. For this, we rely on standard Gaussian tailbounds (Lemma@ to get
that for any s > 0 and x € R™, we essentially have

fr,ays(x) = p1ys(dist(x, L)). (10)

In other words, fr, 1,5 measure the distance to the lattice L.

fLJ/s(X)

We are now ready to see what makes the attack work. The intuition is that
for most choices of A and e, for all Sgyess € Zg®* \ {Sguess }

dist(b — Aguess - Sguess; L) < dist(b — Agyess - Sguess: L) (11)
and therefore

fL,l/s(b - Aguess : Sguess) > fL,l/s(b - Aguess : §guess)

14



and the same will be true for gy, which means that the algorithm will correctly
output Sguess- This is the main idea of our analysis but making it formal requires
some care. In order to make that statement precise, we need a quantitative
version of . The first step (Lemma is to show that that essentially

if 2|le|| < A1(Lg(A)) then f, 1(e) > f, 1(e+x) for all x € Lg(Aguess)\L. (12)

This requires some explanations. Going back to , we have that

dist(b — Aguess - Sguess, L) = dist(e + Adual - Sdual, L)
= dist(e, L) since Adual * Sdual € L
= |lell if flef < Au(L)/2.

On the other hand, if Sgyess 7 Sguess then

dist(b — Aguess - Sguesss L)

= dist(e + Aqual * Sdual + Aguess (Sguess — Sguess); L)

= dist(e + Aguess(Sguess — Sguess), L) since Adual * Sdual € L
= dist(e + x, L)

where
X = Aguess(sguess - ég;uess) S Lq(Aguess)
Assume for now that x € Lg(Aguess) \ L which we will see below is not always

true but holds with probability exponentially close to 1 over the choice of A.
Then

dist(b — Aguess - Sguess; L) = dist(e +x, L)
=min{|le+x+z|:z€L}
>min{|le+y+zl|:2€ Ly € Ly(Aguess) \ L }
zmin{ |y +zl|:z€ L,y € Ly(Aguess) \ L} — [l
2 M (L + Ly(Aguess)) — [le]l-

The last step holds because y +z # 0 for all z € L and y € Ly(Aguess) \ L-
This is where our assumption that x € L;(Agyess) \ L is crucial. The condition
in now becomes

llell < Ai(L + Lg(Aguess)) — [lell

and this gives us because L+ Lq(Aguess) = Lg(Adual) +Lq(Aguess) = Lg(A).

Now that we have , the second step is to apply it to A. Recall that we
made a crucial assumption above: it only applies to e +x for x € L;(Aguess) \ L
where X = Aguess(Sguess — Sguess) a1d Sguess 7 Sguess- This condition is equivalent
to x ¢ A quarZyduat 4 qZ™ since L = Ly(Aqguar). A sufficient condition for this to
hold is that A has full rank over Z, which happens with probability exponentially
close to 1 over the choice of A. This allows us to conclude (Theorem [5]) that
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Algorithm [2] which essentially performs the steps highlighted above, works for
almost all A and e that satisfy roughly 2|le|| < A1(A). At this point, one can
make two interesting observations:

— It tells us that if 2||e|| < A1(Lq(A)) then we can distinguish e from any e+x
by using fr,1/s. This makes intuitive sense since this condition guarantees
that e is the closest vector to 0 in L,(A) which is a necessary condition for
the algorithm to work unconditionally.

— Even though we take short vectors in the dual lattice Lq(Adual), it looks like
only the length of the shortest vectors in A matters for the analysis! This
is just a result of the simplifications that we have made above to give the
intuition. The length of the dual vectors does play a role in Lemma [I0] and
the subsequent lemmas.

4.2 Formal Analysis

This section gives a formal analysis of the intuitions from the previous section.
We will reuse the notation defined there.

Lemma 8. Let B € Z;", s,6 > 0 and N € N. With probability at least
1—qg™- 2-R2(NS*) oyer the choice of W = (wy,...,wy) from DLL(B) » we have
lgw (x) = fr,B),1/s(X)| < & for all x € Z™, where gw is defined in @D and
fr, ) is defined in Sectzon

Ijmof. Let L = Ly(B) and for any j, let w} = %wj and W' = (w’);:. Since
L= %L;-(BL we indeed have that W’ is sampled from from DJEVS which is a
probability distribution over L.Leth = J1,1/s Which is L-periodic, then h= D5
by Lemma [3] For any x € R™,

gw ZCOS 2m(x,w;)/q) = ZCOS 2m(x, W/ >) = hw (x).

Apply Lemmalﬂto h with X ={0,...,¢g—1}" to get that with probability at
least 1 — |X]27 N&*) over the choice of W', we have |h(x) — hw(x)] < § for
all x € L+ X. But L = Ly(B) is a g-ary lattice, i.e. ¢Z™ C Lso L+ X D
qZ™ +{0,...,q—1}" = Zm which concludes the proof. O

Lemma 9. Let L C R™ and s > 0, then for any x € R™:

= fras(x) = pl/s(diSt(X L)),
— if dist(x, L) > 7 := 1\/m/27 then f11/5(x) < p1/s(dist(x, L) — 7).

Proof. The first fact is a direct consequence of Lemmal[I] Indeed, write x = z+t
where z € L and t € R™ are such that dist(x, L) = ||t||. Since f7 1/ is L-periodic
and z € L,

Jrays(X) = fri/s(x—2) = fr1/:(t) = p1/s(t) = p1ys(lIE]]).
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For the second fact, let ¢ = dist(x, L) and observe that by definition (L — x)
B,,(¢) = L — x. By assumption, ¢ > 7 := \/ m/2m, so we can apply Corollary
to get that

p1/s((L = %)\ B (£)) < prys(€ = 7)p1ys(L)

and therefore

prsL=%) _ pijs((L =)\ Bu(0))
pl/s(L) P1/s(L)

fL,l/s(X) =

Lemma 10. Let B € Z;»*", L C Z™ a lattice, e € Z™, 5,6 > 0 and N € N.
Let 7= 1\/m/2m and n > 0 and assume that \\(L + Ly(B)) = 7 + ||e|| and
p1/s(€) = prys(Ma(L + Lo(B)) — [le]| = 7) > 26 + 1.

Then, with probability at least 1—q™-2=2(N*) oper the choice of W = (W1i,...,WnN)

from DLL(B) s> we have

gw(€) = prya(e) — 6 > s (L + Ly(B)) — lel = 7) + 5+ > gwle+x) +1
for allx € L\ Ly(B), where gw is defined in (9.

Proof. Apply Lemmato get that with probability at least 1—g¢™ -2~ ) over
the choice of wy, ..., wy Lid. from Dy (g, s, we have lgw (¥)—fr,B),1/s(Y)| <0
for all y € Z™. By LommaEI, we have

gw(e) = fr,m)1/s(€) =3 = p1/s(e) — 0.

Let x € L\ Ly(B), then z—x € L+ L,(B) and z —x # 0 for any z € L,(B).
As aresult, Ly(B) —x C (L + Ly(B)) \ {0 }. Hence,

dist(x, Lq(B)) = L %+ 2] > E(Hg}g))\{o}lly\\ = A (L4Le(B)) = 7+|el|.
(13)
But then
dist(e + x, L,(B)) > dist(x, L,(B)) — |le| > 7. (14)

We can therefore apply Lemma[9] to get that for any x € L\ {0},
gw(e+x) < fr,m)1s(e+x)+0< pl/s(dlst(e +x,L,(B)) —7)+ 0.
Since py /5 : [0,00) — R is decreasing, and reusing ) and we further have

p1/s(dist(e +x, Lg(B)) = 7) < p1/s(dist(x, Le(B)) — [le]| = 7)
< p1/s(M(L+ Lg(B)) — [lef| — 7).

Putting everything together, we have

gw(e) —gw(e+x) = p1/s(e) — pr/s(M(L+ Lg(B)) — |lef| —7) =26 >

by our assumption. O

17



Algorithm 2: Modern dual attack
Input: m, 1 = Nguess + Ndual (S€€ ), q prime power, N € N
Input: LWE sample (A,b), list W = (w1,...,wy) of vectors in Ly (Adual)-
Output: (Guess of) the first nguess coordinates of the secret, or L.
Sguess — 1
Smax < 0
for Sguess € ZZ}W“ do

Compute the list y1,...,yn where y; = w]-T(b — AguessSguess)

S+ Z;.\le cos(2my;/q)

if S > Shax then

Smax < S

Sgucss — Sgucss

© o N A W N

return Sgyess

We can now finally start our main result by putting everything together. It
will be useful to note that Ly(Aguess) + Lq(Adqual) = Lg(A) which is readily
verified.

Theorem 5. Let A € Zj"*", e € Z™, s € Z;, 8,6 > 0 and N € N. Let

T =1y/m/2r. Assume that m >n, A has full rank, A\ (Lg(A)) = 7+ |le||, and
p1/s(€) = p1s(Mi(Lg(A)) — [le| —7) > 26.

Let b = As+emod q. Let W = (wy,...,wy) be samples from DJLVL(Adual) o

then Algorithm on (M, Nguess; Ndual, ¢, N, (A, b), W) runs in time poly(m,n) -

(N 4+ g"=ve==) and returns Sguess With probability at least 1 — ¢"™ - 2=R(NS*) pyer

the choice of W.

Proof. Let B = Aqual and L = Ly(Agyess). Then L + Ly(B) = L,(A). Our
assumptions are therefore exactly that of Lemma [I0] for 0= 0 which we can
apply to get that with probability at least 1 — ¢ - 27 2(N9%) gver the choice of

_ N _ DN
W = (wi,...,wy) from DLqL(B),s = DL,,l(Adual),s’ we have

gw(e) > gw(e+x) (15)
for all x € L\ Ly(Agual), where gy is defined in (E[) Furthermore, A has full

rank and m > n so its columns are linearly independent over Z, and

L \ Lq(Adua]) = Lq(Aguess) \Lq (Adual) - Lq (Aguess) \qu. (16)

Assume that we are in the case where W satisfies the above inequalities
and consider the run of Algorithm [2[ on (m, ngyess; Ndual; ¢, N, (A, b), W). The
algorithm tests all possible values of Sgyess € Z’;g““s and returns the one that

. . -~ Ng ss -~ -~ .
maximizes S. Let Sguess € Zg®"*™ and ASgyess = Sguess — Sguess- First note that

b — Aguessgguess = (AS + e mod Q) - Aguességuess

= A dualSdual + AguessAgguess + e mod q.
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For any j, let y;(8guess) be the value computed at Line El Note that

Yj (gguess) = W,]T(b - Aguességuess)

= W] AquaiSdual + W, (AguessASguess + €) mod g
but w; € LqL(Adual) SO W?Adual = 0 mod ¢, hence
= ij(AguessAéguess +e) mod gq.
Let S(Sguess) be the value computed at Line [5| and check that
N
S (Bauess) = D, €08(2my;(Sguess) /)
= Zjvzl cos(27rij(AguessAéguess +e)/q) by periodicity of cos
= Ngw (Aguess ASguess + €).
There are two cases to distinguish:

- If §gucs.s = Sguess then S(ggucss) = NgW (e)

— If Sguess 7 Sguess then S(Sguess) = Ngw (e + x) where X = Agyess ASguess €
Ly(Aguess) = L. But A (and hence Agyess) has full rank by assumption and
ASguess # 0 s0 x # 0mod ¢. It follows by , X € Ly(Agqual) \ ¢Z™ =
L \ Lq(Adual)- Hence, by 7 S(gguess) < NgW(e) = S(Sguess)-

This shows that S(Sguess) > S(Sguess) for all Sguess 7 Sguess- Therefore, Algo-
rithm |2 correctly returns sguess- Note that the entire argument was under the
assumption that holds for W, which we already argued holds with proba-
bility at least 1 — ¢ - 9~ RN,

The naive analysis of the complexity is straightforward and gives
g - poly(m,n) - N.

By using the DFT trick as we did in the proof of Theorem @] we can improve the
running time to
poly(m, n) - (N + ")

4.3 Informal Application

Choosing the parameters in order to apply Theorem [5|is not immediately obvi-
ous. In this section, we explain how to do so in a concrete case of interest. In
order to simplify things, we will neglect some factors and point out the various
lemmas that can be used to make this reasoning completely formal.

Fix n,m and let ¢ be a prime power. Let s € Zg be a secret and o, > 0.
Let (A,b) be sample from LWE(m,s, Dz, ), and e so that b = As +e. By

Corollary [I} we have
lell $ oer/mom
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with high probability. Let s > 0 to be defined later. We choose § to be quite
smaller than the smallest possible value p;/,(||e]]), for example

—ms?0?
§ = %pl/s(ae\/m/%r) = %e /2,

We choose N accordingly so that the success probability is very high, i.e.

_ poly(m) + nlogy(q)
- .

By (1)), A has full rank with high probability and therefore det(Lq(A)) = ¢™ ™.
By Theorem [ and the informal Corollary 2] we have

N

i,

M(Ly(A)) & GH(Ly(A)) = vol(Br) V7" ey [ 1
s

Let 7 = %\ /m /27 In order to apply Theorem we need to satisfy the conditions
M (Lg(A)) =7+ el and  pi/s(e) = p1ys(Ai(Lq(A)) —[lef —7) > 26.

Since we have chosen § to be very small compared to p;/,(e), those inequalities
are almost equivalent to

A (Lg(A)) =7+ 2]e]|.

This condition will be satisfied roughly when

m —n/m
%ql /mo> %\/m/QW—I—Qae\/m/Qﬂ
that is

qlfn/m > (%+2ae)\/a

In other words, we have a lower bound on s. We observe that there is a trade-off
between the cost of sampling from D L (Adua),s and the cost of running Algo-
rithm [2] since a large value of s:

— makes it easy to sample from DL‘J{(Adual),S,

— but makes § = 75p1/5(0cy/m/27) small and therefore N = £2(572), and the
complexity, gigantic.

We note that the total complexity of the attack, including the cost of gener-
ating the small dual vectors, is a highly nontrivial function of the parameters.
Consequently, it is not at all clear that the optimal choice of s is the lower
bound identified above. In previous papers on the topic, the optimal choice of
the parameters has usually been obtained by running an optimisation procedure
for concrete LWE instances. Furthermore, the majority of such papers, includ-
ing ours, only provide a complexity up to polynomial factors which makes any
comparison very delicate at best. Since this paper is mostly concerned with the
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correctness of the algorithm, we do not attempt to give a closed form formula
for the overall complexity or give any numbers for concrete LWE schemes. We
simply state that the overall cost of the attack isﬂ, up to polynomial factors,

Tshort—vec(s, N(S)) + N(s) + q"gueSS

where Tghort-vec(IV) is the cost of generating N independent dual vectors ac-
cording to DLé_(Ad‘ml)’s and we write N(s) := N to emphasize that its value
depends on the choice of s. As an example, one could implement this by first
applying BKZ with block size 8 to a basis of L;‘(Adual) and then use the
resulting matrix in a Klein’s sampler [22]. If done this way, the value of s
depends on the quality of reduced basis and therefore of 8 and would give
Tshort—vec(87 N) = TBKZ (6) + Npoly(m).

5 Quantum dual attack

In this section, we present a quantum version of Algorithm 2] and show that we
can obtain a speed-up on the complexity. The technique is inspired by [7] which
was never published and is a quantum variant of [3I]. The authors of [7] have
confirmed to us that they have no objection to our adaptation of this idea.

5.1 Algorithm and analysis

We will need a quantum algorithm which estimates the mean value of cos(27({w;, b))/q)
where the w; are vectors accessible via a quantum oracle. This mean value can
be used to compute the DFT sums in the algorithm much faster than with a
classical computer. The idea is inspired by [I, Theorem 47] and can be seen
as a special case of quantum speedup of Monte Carlo methods [36]. For more
background on quantum algorithms, we refer the reader [7, Sections 2.4 and 4].

Theorem 6 ([7, Theorem 5]). Let N be a positive integer and W be a list
of N wectors in Z": wy,...,wy_1. Let fw(b) = % Eﬁ\:}l cos(2m({w;, b))/q),
where b € Zy. Let Ow be defined by

Ow = 17)[0) = 15} [w;) . (17)

For any €,6 > 0, there exists a quantum algorithm A that given b € Zy and
oracle access to Oy outputs A°W (b) which satisfies |A°W (b) — fuw(b)] < €
with probability 1 — 6. The algorithm makes O(e~! - log %) queries to Ow, and
requires O(log(L) + poly(log(n))) qubits.

We will have to search for a minimum element in a collection but the oracle
that computes the value of each element is probabilistic and may return a wrong
result with small probability. We say that a (probabilistic) real function f has

8 Recall that this complexity already takes into account the DFT trick to compute
the sum in time N + ¢"#"*> instead of N - g™suess.
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bounded error if there exists € R such that f() returns x with probability at
least 9/10. The problem of finding the minimum in a collection (without errors)
has been studied in [I9, Theorem 1]. On the other hand, the problem of searching
for a marked element in a collection with bounded-error oracle has been studied
n [24]. This idea can easily be used to adapt the algorithm of [I9] to bounded-
error oracles. Indeed, the algorithm in [I9] simply performs a constant number
of Grover searches by marking nodes that are bigger than the current value.
Therefore it suffices to replace this Grover search by the algorithm of [24].

Theorem 7 ([24]4[19]). Given n algorithms, quantum or classical, each com-
puting some real value with bounded error probability there is a quantum algo-
rithm that makes an expected O(\/n) queries and with probability at least 9/10
returns the index of the minimum among the n walues. This algorithm uses

poly(log(n)) qubits.

Algorithm 3: Quantum modern dual attack

Input: m, 1 = Nguess + Ndual (S€€ ), q prime power, N € N, n > 0.
Input: LWE sample (A, b).
Input: Oracle Ow for a list W = (w1,...,wxn) of vectors in qu (Aduar).
Output: (Guess of) the first nguess coordinates of the secret, or L.
Use Theorem@ to create an algorithm A with § = %, e =mnand q
create oracle O(Sgyes):

‘ return AOW (b - Aguességuess)
Use Theorem to find Fguess such that O(Sguess) is maximum
return Sgyess

oUW N

Theorem 8 (Appendix [E.1). Let A € Z;**", ec Z™, s € L, 5,6 > 0 and

N € N. Let 7 = %\/771/27‘( and n > 0. Assume that m > n, A has full rank,
A (Lg(A)) =7+ |lell, and

p1/s(€) = pr/s(Mi(Lg(A)) — [lef =) > 26 + .

Letb = As+emod q. Let W = (wy,...,wy) be samples from DiVL(Ad y,s and
Ow an oracle for W in the sense of . Then Algom'thm@ 0N M, Ngyesss Ndual, G5
N,n/2,(A,b), Ow makes an expected O (n~" - q"g“ess/Q) calls to Oy and returns

Sguess With probability at least 1 — g™ - 2-2(N&) oper the choice of W. The
algorithm uses O(log(n~1) + poly(log(N)) qubits.

In terms of proofs, the correctness of the quantum algorithm is very similar
to the classical one. The main difference is that we use Theorem [f] to compute
gw which only returns an approximation. This adds an additional error term
that we can take into account in Lemma [I0] using .
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5.2 Applications

In order to apply Theorem [8] one needs to provide an oracle Oy to access
the samples. The implementation of this oracle has a significant impact on the
complexity since it is queried an exponential number of times by the algorithm.
We outline two possible implementations. Before that, note that in practice we
will usually choose 1 to be a small value compared to § in Theorem say
n = §/100. This way, n has almost no influence on the maximum length of the
errors e that we can handle.

BKZ preprocessing with a quantum Klein sampler. For a value of s that
is not too small, one can first compute a basis qu(Adual) of the dual lattice and
reduce it using BKZ with block size § to obtain a new basis M. One then creates
a quantum circuit that implements the Klein sampler with M hard-coded in the
circuit. This circuit will be the oracle Oy . In the details, the Klein sampler is a
probabilistic algorithm so we can view it as a deterministic algorithm that takes
random coins (and M) as input. We can see the input j of the oracle as the value
of the random coins so that the outputs wy,..., wy that correspond to inputs
1,..., N are distributed according to the Gaussian distribution. Since the Klein
sampler [22] runs in polynomial time, each call to Oy takes polynomial time. The
BKZ preprocessing is purely classical and done only once before the quantum
algorithm runs. This means that the total runtime will beﬂ per Theorem

Tekz(B) + VN - glvess/2 poly(log(m)).

This is always better than the classical complexity since /N - qPeuess < N +
q"=we=. Note that when using a Klein sampler, the value of s is a function of the
quality of the basis M and therefore depends on 5. Furthermore, it is impossible
for s to be smaller than the smoothing parameter of the lattice this way.

Classical sampler with a quantum memory. A feature of the Klein sampler
is that it can output only one sampler and the running time is proportional
to the number of samples. This is not the case of all samplers. For example,
[3] describes Gaussian samplers that works for smaller values of s than the
smoothing parameter and produces 2"/2 samples but runs in time 2", even if
we only require one sample. [2] contains another such algorithm with a time-
space trade-off. Using such samplers with our quantum algorithm is problematic
because the samples are produced and stored in a classical memory, but the
algorithm requires quantum oracle access to those samples. We have two options:

— We can assume that we have access to a QRACM (classical memory with
quantum random access) [27]. A QRACM of size N is a special quantum
memory holding N classical values but providing O(log(N))-time quantum
access to those values. Such a QRACM directly implements the oracle Oy,
so the total execution time becomes

Tsampler +VN- qngUESS/2 : log(N) ' poly(log(m))
9 We chose 7 = §/100 and we explained in Sectionthat we need to choose N = 1/§°
up to polynomial factors so ' = poly(log(m)) - v'N.

23



We note however that practical realizability of QRACM is debated and is
potentially a strong assumption. We refer the reader to [25] for more details.

— We can replace A in the algorithm by a very large circuit containing all
N hard-coded samples that computes the sum gy in a naive way (without
Theorem [6]). This circuit will take time Npoly(log(m)) to evaluate, therefore
the total complexity will be

Tsampler + N - qng"eSS/Q : poly(log(m))

Note that this might be worse than the classical algorithm if the value of N
is larger than qnguess/2.

Finally, we note that presently samplers such as [2] are still too expensive to be
useful in dual attacks but future samplers might get more efficient.

6 Comparison with [18]’s Contradictory Regime

In [18], the authors claim that [31] falls into what they call the “contradictory
regime” and conclude that the result is most likely incorrect. They similarly
conclude the recent derivative works [TUI3], as well as [23] are flawed. They
do so by reconstructing the key heuristic claim of [3I] and showing, both by
theoretical arguments and experiments, that this heuristic is incorrect. We copy
this heuristic below, slightly adjusted to our notations.

Heuristic 1 ([18, Heuristic Claim 3]). Let A C R" be a random lattice of
determinant 1, W C A be the set consisting of the N = (4/3)"/? shortest vectors
of A. For some o >0 andT > 1, consider tgpp +$ N(0,02)" and i.i,dt(z)if 3

un

UR"/A) wherei € {1,...,T}. Leﬂ = +/4/3-GH(n), ¢ = exp(—2n202¢?). If
InT < Ne2,

Pr|fw(tspp) > fW(t’ELZ’r)L'Lf) forallie{1,... ,T}:| >1-0 (\/1117)

where N'(0,0?) denotes the normal distribution.

In this heuristic, the function fyy is the same as hyy in Lemma [7} which is
the same as gyy defined in @D up to a factor 1/¢ in the cosine. There are several
obvious (minor) problems about this heuristic since [3I] works with integer lat-
tices and discrete Gaussians. As a first step, we rewrite this heuristic in a way
that is closer to [31] and we also change the notations to ours (see Appendix
for details about the rewrite).

Heuristic 2 ([18, Heuristic Claim 3] adapted). Let A € Z;"*" with i.i.d.
coefficients. Let L = Lq(A) C Z™ and W C L;(A) be the set consisting of

10 We overload the notation GH: in [18], GH(m) corresponds to our GH(L) for L of
volume 1, that is vol(B,,)~"/™.
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the N = (4/3)%4? shortest vectors of Ly (A). For some o > 0 and T > 1,
consider e s Dy . and i.i.d t(i)if s U(Z™/L) where i € {1,...,T}. Let

un

0= /4/3-GH(L), e = exp(—mo20?). IfInT < Ne&?,

In [I8], Section 4.2 and 4.3], the authors argue by theoretical arguments that
Heuristic |1 does not hold. Although [I8] did not define what they mean by
“random lattice” in the heuristic, they in fact use random g¢-ary lattices in their
experiments and also the theoretical properties of “random lattices” that they
use hold for g-ary lattices. Therefore, their analysis hold also for Heuristic

Their reasoning is as follows: assume that we have a large number of random
candidates (the tv(fr)zif) and one point close to the lattice L (the point e), then
Heuristic [2] says that we can always distinguish e from the candidates (since
it has maximum value of gy ). The contradiction comes from the fact that in
reality, for T' large enough, many of candidates will be closer to L than e and
therefore no algorithm can distinguish them [16]. This gives rise to what [I§]
calls the “contradictory regime” where an algorithm would somehow be able to
distinguish indistinguishable distributions.

We first compare this regime to that of our algorithm and we then discuss
the statistical model chosen by [I8] in Heuristic

6.1 Almost complementary regimes

In Section [4.3] we have applied our main theorem to a concrete instance and
derived that['’| for a typical LWE problem where the ratio m/n is fixed (and
not too close to 0 or 1), ¢ is large and the error follows a discrete Gaussian of
parameter o, our algorithm works as soon as

"M = (L 4 20,)0 /e (18)
where y(m) logs, (4)
poly(m +n 0go(4q 1 _—ms202/2
N = 62 s 5 = Toe C/ .

In our attack, T" is the number of guesses that the algorithm makes, that is
T = q"suess, In order to match [I8] page 21], we will choose s so that InT = Ne?:

_poly(m) +nlogy(q) -
= €
52
2(2

& Nguess In(q) = (poly(m) + nlog,(q))100e2™* 7/ 2e =27

InT=Ne?2 & Nguess In(q)

Nguess ln(q) _ (ms2727rlz)cr€23

100(poly(m) + nlog,(q))

11 Under some mild technical simplification to make the computation easier.

25



Note that nguess < n < m so for large enough value of g and m, the left-hand side
of this expression is smaller than 1 (recall that poly(m) comes from the choice of
N so we can always make it slightly bigger to artificially increase the denominator
if we want). It follows that we can always choose such that In7 = Ne? in such
a way that holds (see Appendix and therefore Theorem [5| ensures that
our algorithm works in this regime.

We will now compare this with [I8]’s contradictory regime. This regime,
defined in [I8, page 21] is WherE

r GH(Ly(Adual)) < 4 /QE% where r = T~/™, (19)
7

Note here that the lattice is Agua because [I8] modularizes the algorithm by
separating the lattice in which dual-distinguishing is done, with the part of the
lattice that is enumerated over (see Section [6.2)). Indeed, this regime comes from
Heuristic[T[Jand the lattice in question is the one where dual vectors are generated.

Recall that for the algorithm to work, A and therefore A 4,, must have full
rank, so det(Lq(Adua1)) = ¢ ™. Now observe that

r GH(Lq(Adual)) _ Tﬁl/mw / %qlfﬂd“al/m B q*ngucss/mqlfndual/m

m m
2:0e 2:0e Veoe

Recall that 7 = ngyal + Nguess S0 the contradictory regimes corresponds to
g™ < go/e. (20)

Comparing between the working regime and the contradictory one (20)),
and recalling that we can choose s as large as we want, we observe that they do
not overlap and the bounds only differ by a factor of two. This suggest that, for
our algorithm, the “theoretically working” regime and the contradictory regime
almost characterize whether the dual attack will work or not. However, the next
section will explain that those regimes are based on different distributions of
targets.

6.2 On the distribution of targets

The authors of [18] decided to modularize the algorithm by separating the lattice
in which dual-distinguishing is done (L;(Agduar)) from the part of the lattice
that is enumerated over (Lg4(Aguess)). In fact, Heuristic [1] only mentions the

dual-distinguishing and not the enumeration. This however, poses a difficulty
()

because it is clear that the “targets” (b — AguessSguess) i our terminology, toni 7

in Heuristic [1]) are not arbitrary but have some structure.
The authors of [I8] decided to model the statistics of the targets in a way that
is independent of the actual choice of Agyess: they chose the uniform distribution

12 Recall that because of the difference between the normal distribution and the dicrete
Gaussian, we have 0 = g./v/27 in our analysis, see Appendix
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over the fundamental domain of Ly(Agya1). In the case of [3I] and our algorithm,
the algorithm exclusively works over integers which is why we propose Heuristic[2]
as an integer-version of Heuristic [I] This means that we now have two different
settings:

—In Heuristic t0 s sampled uniformly in Z™ /L.

unt

f

— In reality, tq(fmf = e+x where x(* can be any vector in L'\ ¢Z™ where L'
is another random g-ary lattice, chosen independently of L. In our algorithm,
L= Lq(Adual) and L = Lq (Aguess)-

Indeed, a key point in the proof of Theorem [fis to show that points of the form
e + x as described are always far away from L, a fact that does not hold for
completely uniform targets. As a result, with high probability over the choice of
A the targets (except for the correct guess) are all bounded away from 0 in the
dual lattice. For uniform targets, the argument of [I§] is statistical in nature:
while there can be very short vectors, they are unlikely and the contradiction
comes from the fact that if we try too many targets, we will eventually find
a short one and get a false-positive. On the other hand, our algorithm and
analysis is not statistical: for the vast majority of choices of A, all targets satisfy
the bound unconditionally and we can safely look at all targets without the risk
of any false-positive.

In conclusion of this section, it seems that the contradictory regime of [18]
nicely complements the working regime of our algorithm. On the other hand, the
statistical model that underlines this contradictory regime and what happens in
our algorithm are different. We leave it as an open question to explain exactly
why the two regimes seem to align perfectly.

7 Open questions

We have analyse formally a dual attack in the spirit of [31]. However, as noted in
[18], the algorithm used by [3I] produces many short dual vectors in a sublattice
L" of L;-(Adual) (instead of the entire L;- (Agua)). In other words, W is roughly
the set of vectors of L” in a ball and therefore gyr does not exactly measure the
distance to L but rather to a more complicated lattice. This fact makes the
analysis of gy considerably more challenging and we believe that more research
is needed to understand how this affects the choice of the parameters.

Another issue that we have avoided is that of modulus switching. Indeed,
while [31] claims that this techniques bring significant improvements in the
complexity, [I8] claims that geometric arguments contradicts this statement.
We leave as an open problem the study of a modification of our algorithm that
would include modulus switching. We believe that a formal analysis would be
the best way to resolve this issue. A priori, we do not see any major reason why
this could not be analysed formally but it may prove to be a nontrivial technical
challenge due to the effects of rounding modulo p on the uniform distribution
modulo ¢. We note in this direction that the approach of [13] of using lattice
codes instead of modulus switching might be a better fit for a formal analysis.
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Supplementary material

A Details on the comparison with [32]

In this section, we try to compare our approach (and more generally lattice dual
attacks) with the approach of [32]. As much as possible, we will try to express
things with our notations.

The starting point of the “coding dual attack” is to consider a code C of
dimension k and length n with parity matrix H. Following our notation, we will
instead use n to denote the dimension and m the ambient dimension, i.e. k — n
and n — m. In our language, this corresponds to a lattice L = LqL (H) C z™

for some H € ZJ™™™™  We get a vector b = ¢ + e with ¢ € L and e sampled
according to some distribution and the goal is to recover c. Let h be a parity-
check vector of L, i.e h € ¢L. Note that since L = Lf]- (H) then there exists a
matrix A € Zg"*" such that qL = L,(A). Therefore h € Ly(A).

The idea of the attack is to partition the coordinates {1,...,m} into two
sets P and . Then observe that

(b,h) = (e, h) = (ep, hp) + (ex, hy).

Therefore, (b, h) can be seen an “LWE” (LPN) sample given by

a= h'Pa
(a, (a,u) +e) where ¢ u=-ep,

e = (ex,hy).

The idea is that by generating many parity-check vectors h, we can obtain
many “LWE” samples for the same secret u. The attack then continues using
the so-called RLPN (or ISD) algorithm to recover the secret u = ep and then
recursively solve the rest of the problem in a much lower dimension.

Superficially, it may look like the partition between P and N is similar to
our splitting between sgya1 and Sguess, and the corresponding split of the matrix
A. In the details, however, this is quite different since P and A correspond to
a “horizontal/row” split of the matrix A whereas lattice dual attack perform
a “vertical/column” split of A. Furthermore, the distribution of the “LWE”
samples is completely non-standard. Since hp and hys are components of a
single parity check vector h € L,(A):

— the components of a are not independent and not uniform,
— a and e are not independent.

In particular, it looks like [32, Proposition 1] is needed to fix the dependency
introduced by this particular approach. By comparison, such a problem does not
appear in our approach and therefore we do not need a similar proposition.

13 The factor g is necessary to keep h an integer vector.
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In conclusion, it looks like [32], if applied to lattices, might be a completely
different kind of “dual attack” on LWE, probably quite different from the existing
ones. In particular, we are not sure where [32, Proposition 1] would fit in existing
attacks.

B Distinguisher

B.1 Proof of Lemma [4]
Proof. Fix j € {1,2}. Let X1,..., Xy <5 X;. Let

N
SN = ZY“ Y; == cos(X;).
i=1

By linearity of the X,
EXiengj [SN] = N]EX<—$X]' [COS(X)] = NEJ

Furthermore, it is clear that —1 < Y; < 1. Therefore, by Theorem for all t > 0,

2

Prx,con IS — NEj| > 1] < 2exp (w) .
Set t = &|Ey — Es| > 0, then |Sy — NEi| < t implies that [Sy — NEs| >t
and vice versa. Therefore the algorithm can simply compute |Sy — NE;| and

check whether this quantity is strictly less than t. This algorithm is correct with
probability at least 1 — 2exp(—&|Ey — E»|?).

C Basic dual attack: proof of Theorem

Lemma 11. Let q be a prime power, k € N and f : Z’; — Zq be linear map. If
[ is not the zero map then f(U(Zq)) = U(Z,).

Proof. Since g be a prime power, Z, is a field. Since f is not the zero map, f(Z,)
has at least dimension one, therefore f(Z,) = 7Z,. But then for any u € Z,,
S71({u}) has size exactly |ker f|. It follows that for any u € Z,,

el Jker f]
|Z%| q*

Procqu(n)f(x) = u]

is independent of w which proves the result. a

Proof (Proof of Theorem. Denote by B the algorithm from Black box which
we assume to be deterministic (otherwise we would need to add the random
bits to the probability below which can be done easily). By the algorithm and

Equation , X; = B(Aé{l)al) € L;-(Ag{l)al). Furthermore, by Black box

mMXndqual |:||B(Adual)||2:| < éSV (m7 Bv qnd‘ml)Q (21)

A gual$Zg

33



Furthermore, note that since ¢Z™ C LL(Aé]u)al), we can always make sure that
the coordinates of x; are HE{ lg/2],...,q/2] }

Denote by A the algorithm from Algorithm Again we assume that A is
deterministic for simplicity, i.e. the loop looks at the elements in deterministic
order. For any Sgyess, let

N
Y; (Sguess) = X?(b( 9 - Aé;u)esbéguebb) 5(Sguess) = Z cos(2my; (Sguess)/q)
j=1

be the values computed at Lines [f] and [6]

Let 81,...,8¢neuess be the order in which the algorithm tries the values of
Sguess- Let M be the index such that Sp; = Sguess- Therefore, the algorithm
returns the correct value if the test at Line [7] fails during the first M — 1 itera-
tions of the loop, and succeeds at the M*" iteration. In other word, the success
probability of the algorithm is

M-1

p= Pr(A(J) b;)«sLWE(m,s,Dz, o) /\ S(gj) < N(S/\S(SgueSS) = N5:|

M-1 ~
=1- PrA(j)7bj |:\/j1 S(Sj) = N(;\/S(Sguess) < N5:|
M—-1 _
> 1-— Zj:1 PrA(]‘)’b, [S(S]) > N(ﬂ — Pr(A(j)}bj)[S(Sguess) < N5]

Sguess §

J=1
where for any § € Zg®"**,
Q(égueSS) = Pr(AU‘),bj)e$LWE(m,s,DZq,c,E [S(gguGSS) > NoJ.

Recall that by definition of the LWE distribution, b) = AGs + () where
eV) < Dy, o, and AW «sU(Z7*"). Therefore,

Yj (gguess) = X? (b(]) - Agl)essgguess)
_ W T(AG <
- Xj (A(J)S + e(J) Agu)ess )
= X?(Agu)alsdual +el) + Aéju)ebb(sguess —8))
,jr(e(j) + Agu)ess(sgucss - Sgucss))
since XTAEl]u)al = 0 by definition of x;. Recall, as this is crucial for the proof,
that x; = B(A du)al) only depends on Agju)al which is independent of Aéu)ess. We

now analyse two cases. To emphasize the various (in)dependence between the
variables, the coming calculations will be extremely detailed.

14 This is a technical condition, we obviously expect the coordinates to be much smaller
than that.

34



o If Sgucss 7 Sguess then for every j,

Eaw e [COS(QTryj (gguess)/q)]
=N (EA(J')ye(J') [eXp(QiWyj (gguess /q)])

=R (EA(j))e(j) [eXP(QiWX ( () + Aéju)ess (Sguess - égueSS))/‘])})

=R (EA@-)’e(j) [exp(2i7rx?e(j))/q) exp(217rx Aguebb(sguess — §guess)/q)D

but AY)  and Ak are independent so

ol T exp2inB(AYL ) e) /)
= Aé:\fﬂ AP e J) T AU -
X exp(2z7rB( dual) Agess (Sguess Sguess)/Q)

but Agl)ess and e are independent so

[exp<2m6< S)Te)/q)]
(4)
AdJ"dl A(J) {e 2”TB Afiju)al)TAgl)esb (Sguess - éguess)/q):|
(

[exp 2irB(AY,)Te®)/q)]
Affu)dl E . 9 L (AW
XEpq) |exXP(2mfg a0 (Agiess)/q)

=R|[E

=R[E

where for any nonzero x € Z, we let fx : Aguess = X’ Aguess(8 — Sguess) Which
is a linear map and not the zero-map since Sguess 7 Sq

uess; but then for any
fixed A((iual’ fB N )(M(me’ﬂguchb)) =U(Z,) by Lemma and since Agu)ess 3
U(Zq ") is independent of AW

dual’

=R ( AL {]Eem [exp(QiﬂB(Aé{l)al)Te(j))/q)] Eacsu(z,) [exp(ina/q)}D
=0
since Eqq/(z,)exp(2iTa/q)] = 0 by Lemma It follows that

N N

E[S(gguess Z E COs 27‘—?/3 (Sguess /q Z Eyeﬁ/{ Z )[COS(27Ty/Q)]
j=1 j=1

On the other hand, note that —1 < cos(27y; (Sguess)/q) < 1 for all j. Further-
more, note that the y;(Sguess) are independent since the (AU el)) are indepen-
dent. Therefore, we can apply Theorem [I] to get for any § > 0 that

) ) 2(N3)?
= . . > < -~
Q(Sgucss) Pr(A(.JLb(J))[S(Sgucss) = N(ﬂ X €eXp ( N (1 — (_1))2>

N§? -
= exp (—2> when Sguess 7é Sguess-
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o If 5 = sg40ss then for every j,

Eat) et [cos(2my; (Sguess)/q)]
= §R EA(]) el [eXP(QWyJ (Sgueba)/Q)])

—R (EAm e [GXP (2imxje j)/Q)D
=R (EAm e [GXP (2imB(AL,,) e /Q)D

=R (EA(J') [Ee(j) {GXP(%WB(Adjual)Te(j)/q)}})

but the coordinates of e) are independently sampled from Dz, 0.

— R (IEAm lH Eecsn,, .. [exp(mzs(Ag{jal)pe/q)”)
p=1
but note that each expected value in the product is real and lower-bounded by

Lemma 5

= Eam

[T e (~ro?BALL)2/g )]

2
>Eam {exp <—7TU2 ‘ /q2>}

but the function X — exp (—ﬂ'O'EX / q2) is convex so by Jensen’s inequality,

[Jre)

, and Aéu)egs are independent so by

(Af))

eXp( e YN {HB dual)

but AY)

dua!

> exp (—mollsy(m, B, q"")? /%)

€
3

where ¢ is defined in the statement of Theorem [ It follows that

E[S(Sguess)] = Z]E[cos(?wyj(sguess)/q)] > Ne.

j=1

On the other hand, note that —1 < cos(27y; (Sguess)/q) < 1 for all j. Further-
more, note that the y;(Sguess) are independent since the (A7), e?)) are indepen-
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dent. Therefore,
Q(Sguess) = Pr(A(J')’b(J')) [S(Sguess) P N(S]
=1- Pr(A(j),b(J))[S(Sguess) < N(S]
=1- Pr(A(j),b(j))[Ng - S(sguess) > N(5 - 6)]
=1—Prau b)) [E[S(Sguess)] — S(Sguess) > N(e — 0)]

_— _ 2(N(e—9))* by Theorem [I] applied

TP TN A (C))e t0 — S(Sguess) When & > 6
52

— 1 exp <_N<825>> ,

Putting everything together, we get that

pzl-ow (‘W) — (M —1)exp <_N252)

and we conclude by nothing that M < g™svess.
The naive analysis of the complexity is straightforward:

— the first loop has complexity N - (poly(m,n) + Tsy(m, 8, ¢"),
— the second loop has complexity g"suess - N - poly(m, n),

hence a total of
N - poly(m,n) - (Tsv (., B,4") + "=+=).

By using the DFT trick of [23], we can compute all scores S using a DFT for a
total cost of IV 4 ¢"suess instead of N - g™evess g0 the final cost is

p0|y<m’ TL) : (N : TSV(m7 ﬁa qn) + qnguess).

D Random g-ary lattices

As usual, an (n, k,q) (linear) code is a k-dimensional subspace of Zj. For any
subset E of Zj, we denote by E* the set {e € E': e # 0} of nonzero elements.
For any matrix A € ZZX’“, welet Cp = AZy ={x € Zy :3s € Zf; :x = As}. For
any matrix B € Z?X("_k), we let Cf = {z € Zy : BTz = 0}. It follows almost

from the definition that such codes satisfy the following averaging lemma.

Lemma 12. Let f:7Zy; — R, then

Ep v @pxo—m, Z f)| =4 Z f(v).

veE(CE)* ve(zZn)*
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More generally, let 1 <p <n and f: (Z})? — R, then

v1,...,0p € Ch
Ep v@gxn-m) [Z [ lin indep |1 (V1,5 vp)

. e U, €T
e [ s,

lin indep

Proof. For any v € Z!, let N, = |{B € ZZX("_k) :v € Cg }. We observe that
if v # 0 then N, = ¢"("=F) =tk Tndeed, let ¢ : Z§ "™ — Zn* defined by
#(B) = BTv. If v # 0 then rk ¢ = n—k and therefore dim ker ¢ = n(n—k)—rk ¢.
The result follows immediately by writing

1
EBNU(ZZ}X(”_’“)) Z flo)| = X (n—k), Z Ny f(v).
ve(CE)* |Zq | ve(Zn)*

The more general result follows the same proof by considering the map ¢ :
2y "M 5 (ZnF)P defined by

¢(B) = (B"v,...,B"v,)
which has rank (n — k)p for any v1,..., v, are linearly independent. a
Theorem 9. Let 1 <p<nand f: (Z;‘)p — R, then

IEBNU(Z”;X“L*’“)) Z Z fler, ... cp)

1 €CE cp€ChH

p
= (k—n)r Cly...,Cp € Zg
Zq Z|:rk(cla-~-,cp>:r f(017-~-,cp>.

r=0

Proof. Let 0 < r < p and let

- Cly...,cp €ECH
We can write

EB Z Z f(cla"'acp) :ZUT

1 eCE cpeCph r=0
so it suffices to compute each o,. Note that if cy,...,c, € Cj are such that
rk(eq,...,¢p) = r then r among them must be linearly independent and the

others are in the span of those. Let G be the set of permutations on {1,...,p}.
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Then by Lemma [12}

Ur:EB

ceG

— o(k—n)p Cly---,CTEZZL
1 Z lin indep Z [CTJrl’ e Cp € Span(cla ERRR) Cr)] Z f(CU(l),

ceG

_ (k—n)r Cly-..,Cp € ZZ
! Z[rk(cl,...,cp):r flets. .. cp).

D.1 Proof of Lemma [6]

Proof. Let n,k € N and ¢ be a prime power. Let L be a g-ary lattice and let
AL) ={A ez L=LyA)}, A (L)={Bez>*"M.L=LrB)}.

By definition of L, L mod g := {xmod ¢q:x € L} is a linear subspace of Z;
of dimension 1 < r < n. We denote this dimension by rkz, (L) = r. Now
observe that by definition, if L = Lq(A) then L,(A) mod ¢ = AZ and therefore
rk(A) = rkz, (L). Similarly, if L = L, (B) then L mod ¢ = ker(B”) and therefore
rk(B) = rk(B”) = dim(Im(B”)) = n — rkg, (L). Now let

F={L:qZ" CLCZ"vkz, =k}.
Then

PrLesBCn,k‘q[L € f] = PrLessLn,k)q [I‘kzq (L) = k]
= Pracazn [rkz, (Lq(A)) = k] Dy definition
= Praquzn<r[rk(A) = k] by the analysis above

1—kg*t=" by .
Similarly,

Prpcoes, [L€F]=Prpoyes, [the, (L) = ]
=Pr rky, L = k} by definition

Bsu(Z3 ("R [ a

=Pr B sz - k>)[rk( )=n— k] by the analysis above
>1-(n —k)qk boby (I -
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Now observe that

drv (L g Loikg)
7Z|‘anq nkq(L)|

1 1
< 5 Z ’ﬁik,q(L) - ﬁn,k,q(L)’ + 5 Z (‘Cn k,q( ) + Lmk,q(L))
LeF L¢F
1
Z |‘C’n k q - n k,q(L)’ + 5 PrL(*&Cn,k,q[L ¢ J:]
Le}'

1
+5 PTL<—$L§’,€7G[L ¢ F]

1 o )
<5 D2 [Lnkg(L) = Lukg(D)] +kd* 7" + (n = k)" (22)
LeF

Furthermore, we observe that

D L D) = Loka(D)] = 3

LeF LeF

|A(L )| _ A
q qn(nfk) '

We now claim that for L € F, M;S%)‘ — ﬁi(i))l is a constant independent of L.
To see that, first observe that if L = L,(A) for some A € ZZX’“ of full rank (i.e.
rk(A) = k) then the columns of A form a basis of L mod q. Therefore, A(L)
is simply is the set of all basis of L mod ¢, a k-dimensional subspace, which is
well-known to have cardinal

AL = (" - 1)(¢" —q) -+ (¢" —¢" ).

Similarly, if L = L (B) for some B € 72" k) of full rank (i.e. tk(B) = n — k)
then the columns of B form a basis of the orthogonal subspace of L mod ¢ which
has dimension n — k. Therefore, AL (L) is simply is the set of all basis of the
orthogonal subspace of L mod ¢, a n — k-dimensional subspace, which is well-
known to have cardinal

AL (L) = (¢" % = 1) ("% —q) -+ ("% — g"F1).

We can then notice that F is in fact isomorphic to the set of all k-dimensional
subspaces of Zg since a lattice L of F is uniquely identified by L mod g which is
a k-dimensional subspace, and every such subspace can be trivially realized by
L,(A) where A is a basis. Therefore

@ -D@"—q) (" —q’“ Y
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It follows that

Z 1Ly e a(L) = Logeg(L)]

LeF
1 k—1 1 n—k—1
_ - N A n—k _ i
= I71| [ -d) pricey IT @ q')
1=0 1=0
n n n — n—k—1, n_ 7
("= —q) (" =) 1_q—n(n—2k)Hi=O (" * —q)
- nk k—1 i
q ITizo (6" — %)
n—k—1, pn_— i
< 1= q—n(n—Qk:) Hi:O (q k— q )

k_ .
Hi:ol(qk —q')
There are two cases to consider.
olf k <n—k, then n — 2k > 0 and

k1, - k=1 ek iy n—2k—1
[y (% —q¢) I[= (@ —a)" H (" = ¢f)

k—1 . - k—1 :
[Tizo (¢* — 4%) [Tizo (¢ — 4 i=0
H?;g (qn—k _ qn—2k+j) n—2k—1
= -1 - H (¢

Hi:o (qk -q) i=0

n—=k

- q")

k=1, k j n—2k—1
=" —¢) ok
== g2k TT ("% - )

= THk—1 -
Hi:O (qk - ql) i=0
n—2k—1
— q(n—Qk)k H (qn—k _ qz).
1=0

And therefore

n—k—1, np_— i
1— qfn(n72k) Hi:O (q b q )
E—1 .
Hizo (¢* —q)

n—2k—1
= 1= q(nf2k)(k7n) H (qnfk o qz)
i=0
n—2k—1
= 1= H (1 qifnJrk)
i=0
n—2k—1
-1— H (1 qi7n+k)
i=0
n—2k—1
< Z ¢~ "** by Weierstrass product inequality
i=0

< q(n—Qk)—n+k

= q_k.
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olf K > n — k, then 2k —n > 0 so exactly the same argument yields

I @ —d) _ I @ —q)
(@ —a)  Tlipen(d® —a) 15" ek — )
_ | Ci’d)
10 (" — g2t 155" ek — q)
_ I (" * = q)
q@k=m)(n=k) [TV (gnk — g0 [T gk — gf)
g2k=n)(k=n)

— H2k-n—1 N
Hz‘:on (qk_ql)

And therefore

IS | o C et D)
IS (@ — @)
g (2k—n)
12" e — a)
1
I -k
1
SIS
1
NS
= I 1)7n after calculation

qtqr-1-¢"

qkfn

< .
q+qF—1—gn

I—-gq

— 1 by Weierstrass product inequality

(24)

Recall that £k < n—k so if ¢ > 3 then the denominator is at least 1 so the above
quantity is less than ¢®*~". If ¢ = 2 then the denominator becomes 1427% —2k—n
which can be seen to be at least 1/2. Therefore in all cases, this quantity is
bounded by 2¢*~".

Putting everything together, it follows from , and that
Aoy (Lo gogr Lnkg) < 3max(qg",2¢" ") + kg" 17" 4 (n — k)g" !

D.2 Proof of Theorem 2
nx(n—k)

Proof. Recall that to each matrix B € Z, , we associated the code C3 =
{rezy:BTx=0}. We now let Az = {x €Z": (z mod q) € Cp }: this is
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clearly a lattice and in fact, Lj(B) = A%. In what follows, for any set X we
write f(X) for >y f(z). We can therefore write

EL~L*kq [Z [l 1 BNU(Z"X(" )y Z flo

xeL* ve Aﬁ)*

=Ep|f((¢Z"))+ Y. flo+qZ")
ve(Cg)*
where the last step follows because Af = ¢Z" + C3. Using Lemma we get

ELlZf ] (@Z")) +¢"" > flu+qZ")

xeL* ve(Zy)*

= (1 =¢""f(Z) +d " D f

ve(zZm)*

D.3 Proof of Theorem [3l

Proof. Let 0 < r < ¢ and let f,. be the indicator function of B, (r). Note that if
x € q(Z")* then ||x|| > ¢ so x ¢ B,(r) and f.(x) = 0. By Theorem 2}

pi=Epcas, [L°0 B ()]

= ]ELesﬁtykyq [ Z fr(x)]

xeL*
1 _ q n Z f'r‘ V k n Z fr
vK(Z”)* x€e(Zm)*

= (1B20) - 1).

Similarly,

pr=Ep s [IL°0 By ()]

- ELessLn kg ( Z fr(x)>

xeL*

- ELessLi kg Z fr(x)f (y)

| x.yeL*

= Y T (x) f(y)

x,yE€(Zm)*
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where rk := rkz». We now consider the various cases that can occur. If x € ¢(Z")*
then f.(x) = 0 so this term is zero, and similarly if y € ¢(Z™)*. Therefore
all nonzero terms must have rk(x) = rk(y) = 1 and rk(x,y) € {1,2}. For
i€{1,2}, let

Si ={(x,y) :x,y ¢ ¢Z" and rk(x,y) =1i}.

Let (x,y) € Sy, then there exists u € Z, such that y = ux mod ¢, and u # 0
since a shifted sphere of radius r < g cannot only contain at most point of gZ™.
In other words,

Si={(x,ux+qz):x ¢ qZ" , u € Zy,zcL"}.

Assume that f.(x) # 0, then x| < r. Let u € Z, then [{ux+qz:z€Z"} N
B, (r)] < 1 since r < q. It follows that |S;| < (¢ — 1)(|BZ(r)| — 1). On the other
hand, |S2| < (|BZ(r)| — 1)2. Tt follows that

pio = |S1]g" " + | Sa|gP k)
<" g = DB~ 1) + ¢ (B - 17
=q¢" (g —1)(|BLZ(r)| — 1) + p*.

It follows that

0® = Vycser, 170 Ba(r)]] = p2 — 1 < ¢ (g = D(IBL(r)| = 1).

We can now apply the above results to study A; of a random lattice. For any
lattice L, let X,.(L) = |L* N B,(r)|. First note that for any radius r > 0,
A1(L) < rif and only if X,.(L) > 2 since as soon as there is one point in the ball,
there are at least two (a vector and its opposite). Therefore we need to study
the probability that X,.(L) > 2. Choose r such that u < 1, which is equivalent
to

|BZ(r)| —1 < ¢" 7%, and therefore implied by |BZ(r)| < ¢"F.
Then observe that
[(X:(L) 2 2] = PrLeMj;yk‘q[Xr(L) —p=2—yp

< PrL<—$£ikwq[|X7'(L) - U‘ z2- M]

Pr L
Le$£m,m

2 \2
< (20 #) by Chebyshev’s inequality

<ot
< @P* M (g —1)%(IBE(r)| — 1)%.
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D.4 Proof of Corollary

Proof. Note that by Section if L is sampled according to E#qu then L =
L4(A) for some A € ng(n_k) and therefore det(L) < ¢"~*. As a result,

GH(L) = det(L)/™ vol(B,)~ Y™ < r == ¢ /" vol(B,,)~1/™.
Note that since o < 1, ar is such that
|BZ(ar)| = vol(By(ar)) = a™r" vol(B,) = a"det(L) < a"¢"* < ¢"*.
We can therefore apply Theorem [3] to ar to get that

—n 2 n
Proycs, (L) < ar] < (@B ar)]) = (ga™)?.

By Lemmal?} the distributions lli koq and L, j 4 are very close and therefore the
same holds for L, i 4. a

E Quantum dual attack

E.1 Proof of Theorem

Proof. Let B = Aqual and L = Ly(Agyess). Then L + Ly(B) = L,(A). Our
assumptions are therefore exactly that of Lemma which we can apply to
get that with probability at least 1 — ¢™ - 27(N9°) oyer the choice of W =
(Wi,...,wy) from DiV(JI'(B),S = Divé'(Adual)ys’ we have

gw(e) > gw(e+x)+n (25)

for all x € L\ Ly(Agual), where gy is defined in @D Furthermore, A has full
rank and m > n so its columns are linearly independent over Z, and

L \ Lq(Adual) = Lq(AgueSS) \Lq (Adual) = L,y (Ague5s) \ qZ™. (26)

Let ' = n/2. Assume that we are in the case where W satisfies the above
inequalities and consider the run of Algorithm [3| on m, nguess, Ndual, ¢, N, 7',
(A,b), Ow. Let Sguess € Zq#*** and ASguess = Sguess — Sguess- Recall that for
X €Ly,

1 N T
gw(x) = N Z - cos(2mw; x/q)

and that since b = As + e, we have

B 1 N -
aw (b - Aguesssguess) = N Zj:l COS(Z#W?(AgueSSASguess + e)/Q)

= gw (AguessAgguess + e)-
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We claim that for all §ges5, With probability at least 9/10, we have

/

|O/(§guess) —agw (AguessAgguess + e)' <n.

Indeed, O (Sguess) returns AW (b — AgyessSguess) Where A was built by Theo-
rem@with " = %0, e =1’ and ¢. Therefore, with probability at least 9/10, we
have

|‘AOW (b - Aguessgguess) — 9w (b - Aguességuess” < "= 77/2

and the equations above conclude.

The reasoning above shows that O is a (real) bounded-error oracle for gy £’
Therefore by Theorem [7] the algorithm will correctly return, with probabability
at least 9/10, a value Sgyess that maximizes O. We claim that when this happens,
Sguess = Sguess- Assume the contrary, for sake of contradiction. We have

Ié(éguess) —agw (b - Aguességuess” < 77,

and

|O(Sguess) —agw (b - Aguesssguess)‘ < 77/-
Recall that by ,
gW(b - Aguesssguess) = gW(e) > gW(e + X) + n

for all x # 0. But since Sguess 7 Sguess Dy our assumption, we have that b —
A guessSguess = € + x for some x # 0. Hence,

O(ggueSS) w(e+x) + n
w(e) —n+n

(Sguess) +n' —n+n
(

Q@ <«

<
<
<

> &

sguess)

since 2n = n’. But this contradicts the fact that Sguess Was maximizing O. There-
fore we must have Sguess = Sguess and the algorithm is correct. Note that the
entire argument was under the assumption that holds for W, which we al-
ready argued holds with probability at least 1 — g™ -2~ 20V 5%)
w.

Regarding the complexity, the algorithm in Theorem [7] makes an expected
O(y/q™) queries to O and uses poly(log(n)) qubits. By Theorem@ each call

to O makes

over the choice of

0 (n’_l -log(10)) =0(n™")

queries to Oy and requires O(log(n~!) + poly(log(N))) qubits.
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F Comparison with [18]

F.1 Rewrite of Heuristic [I] into Heuristic [2]

Similarly to our algorithm Algorithm[2] and as was made clear by the analysis of
Section [31] only works with g-ary lattices. Therefore we can specialize the
heuristic to L = L,(A) where L is random in the sense that A is sampled from
U(Z7>™). The dual of L is L (A) by Section In a similar way to what we
did in the proof of Lemma [8} we can “integrate” the 1/g factor directly in the
score function which because gy defined in @D and therefore the set W becomes
a subset of qu (A). The target tgpp corresponds to the error e of our algorithm
and is sampled according to a discrete Gaussian Dz, ,, instead of a normal
distribution. Care must be taken at this point since the normalization factor in
the exponent of the normal distribution is 1/2 whereas it is = for the discrete
Gaussian. This means that Dy, ., corresponds to N'(0,0%) where o = 0./v/2.
We reflect this change in value of . Finally, note that Heuristic [I] assumes that
L has determinant 1 which is clearly not the case of L,(A). Instead of rescaling
L, we observe that the only place where this makes a difference is the Gaussian
Heuristic: [18] defines GH(m) as the typical value for a m-dimensional lattice of
volume 1. In contrast, we define GH(L) as the typical value for a m-dimensional
lattice of volume det(L).

F.2 Analysis of the value of s

Recall that we choose s such that

Nguess ln(Q) _ e('msz—27r€2)ag

100(poly(m) + nlogy(q))

Note that the left-hand side is less than 1 and so its value is 1/P where P is a
polynomial in m,n and In(q). Hence, we need to take

82 _ 2L€2 + 11'1 — 271— \/> 1 —n/m IH(P)
m m02 V ome mo?

—In(P)
2(l=n/m) 4 — 7\" )
3e q + mo?

Since P is polynomial, the second term of the right-hand side is negligible com-
pared to the first one and therefore

4
S —
3eq

1-n/m

We want to verify that it satisfies , that is

g" ™ > (L 4 20,) Ve
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In our choice of parameters, n = 2m/3 so 1 —n/m = 1/3 and q is large so ¢*~"/™

is much larger that 20.+/e. Hence to satisfy the condition it is essentially enough
to satisfy
s> \/Eqn/m—l

which is trivially satisfied since s is very large (multiple of ¢'~"/™) and the
right-hand side if very small.
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