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Abstract—The proposed system makes use of steganographic method along with visual cryptography for hiding data in images and to provide
better security. Even though extensive research work has been done previously, but most of the research work gives no robust security for the
image that has been encrypted. The method proposed in this paper is capable of hiding some secret message in least significant bits of the original
image, thereby hiding the secret message in way to make its detection difficult. The secret image is then under went to visual cryptography
algorithm. Thereby, creating shares of the secret image, which are noise like structures. Further, the method proposes to hide these shares in least
significant bits of different images so as to create three levels of security for the message. The main objective of the proposed method is to combine
the use of data hiding techniques, steganography and visual cryptography algorithms for designing a secure algorithm so that security, reliability

and efficiency of secret message can be improved. The framework is implemented in matlab.

l. INTRODUCTION

Digital images are one of the most important data that is
transferred over these networks. Some important solutions of
secure communication for data images such as secret key
cryptography, watermarking, secret sharing schemes, etc. are
presented [19, 20, 21]. Image encryption is applied to secure the
communication with digital images. Traditional image
encryption schemes encrypt the image based on mathematical
algorithms using some keys. Image decryption without the keys
is impossible and image data cannot be retrieved correctly. One
of the disadvantages of image encryption schemes is that the
decryption process requires computing devices.

Focusing on this matter, Naor and Shamir proposed a new
cryptographic scheme for binary images called Visual
Cryptography (VC) [17]. Contrary to traditional encryption
schemes, VC does not have any keys. Visual cryptography is
applied to encrypt a binary image into two separate binary
images called shares that are apparently random, and reveal no
information about the original image. Shares are generated
based on the original image pixels values; and Human Visual
System (HVS) is the decryption device. To achieve this,
encrypted images are generated block by block corresponding
to each pixel in the original image. Table 1 illustrates an
example of blocks that are used in share images. If the pixel in
original image is white, both blocks placed in encrypted images
are the same, as well as if the pixel is black, blocks values are
adverse. Blocks for both black and white pixels are shown in
table 1. Superposing shares results a fully black pixel block for
each black pixel in the original image; and a pixel block with
black sub-pixels for each white pixel. Using transparency
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specification and HVS ability, original image is revealed if the
encrypted images are superposed correctly

TABLE 1: BLOCKS USED IN SHARES AND STACKING

RESULTS
Secret, pixel White Black
|
Share 1 | ]
Share 2 ] —.. ]
Stacking result |

. Figure 1 illustrates an example of shares obtained for a secret
image and the image retrieved after superimposing the obtained
shares.

(a) (b) (c) (d)
Figure 1: Binary visual cryptography
(@) Cameraman binary image ; (b) Share 1; (c) Share 2; (d)
Retrieved image;

Steganography is a technique that is used for hiding the secret
by immersing it into an innocuous medium [9]. Steganography
was used many years back when messages were hidden on
things of everyday use, eg: watermarks on letters, carvings on
bottom sides of tables, and other objects. But nowadays this
concept has emerged with the dawn of the digital world. It has
already been proved in that we can hide data inside different
digital files like image, audio, video files [8] in different ways.
The main benefit of the method steganography is that just
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sender and receiver are aware of the existence of the hidden
information; but to all others, the object carrying the hidden
information seems like just a normal object.

Unfortunately, when using steganography alone it will be quite
easy for an intruder to decrypt the secret message. For image
security, both the topics of steganography and visual
cryptography have been considered as a distinct one. The use
of steganography in combination visual cryptography is a
powerful model for providing security to data [7] and adds a lot
of challenges in identifying such hidden and encrypted data. A
lot of work has been done to provide dual layer security to
data[1][2][4][6] but no one gives satisfactory results. To add on
security to data we can hide data in three layers.

The main objective of the proposed framework is to improve
security, reliability, and efficiency for secret message.

1. LITERATURE REVIEW

Steganography is a data hiding technique that can use any cover
medium to hide the information. In [1] the authors considered
text as the secret information. They text was hide using DES
encryption algorithm. The key used for encryption was hidden
using RSA algorithm. The algorithm provided two layers of
security to the secret information. First by hiding the secret
using DES algorithm and secondly by hiding the key using RSA
algorithm. The algorithm proposed provides high reliability.

Visual cryptography and steganography are both data hiding
techniques and abundant research is being done in these areas.
In [2] the authors presented a method that combines the concept
of steganography and visual cryptography. The secret is
encrypted using Matrix embedding method and hamming code
method. Shares of secret were generated using Random Grid
method. Since there is no pixel expansion using Random Grid
method, so secret was completely obtained from the shares. The
idea presented by authors can be used in research areas in the
field of forensics.

With rise in internet, communication has increased and so is the
need of security and privacy , as a lot of confidential
information is being shared over internet. In [3] the authors
proposed double layer security to data using the concept of
visual cryptography and steganography. The authors
implemented the work using Matlab. First the hide the secret
using visual cryptography to create shares and then in second
layer of security they used steganography to embed the share in
images. The main advantage of the system obtained is that
computation time for decryption is just for one level.

In [4], the authors used the concept of visual cryptography and
steganography for hiding the secret. The authors encoded the
cover message and encrypted secret message as noise-like
structures using (2, 2) VC where concept of digital invisible ink
of steganography is used with VC (DIIVVC) to hide the secret
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message. Unlike classical steganography, shares are modified
to hide secret message instead of cover image. At receiver side,
decryption of shares is performed using conventional Visual
Cryptography, which results in poor contrast of the cover
image. The receiver decrypts the secret from the obtained cover
image by using the proposed algorithm. Finally, using the secret
key, the original secret message is revealed.

Cryptography and steganography are two different techniques
to hide the data from intruders. No technique is much effective
alone and can be compromised. In [6], authors presented a
system that provides double layer security to data using DCT
steganography and visual cryptography. First layer of security
uses visual cryptography and second layer of security is
provided using DCT steganography. The proposed method has
advantage as it requires computation time for one level only.
The method can be used in online transactions and various
online contracts.

I1l. SYSTEM ARCHITECTURE

For creating the proposed framework, existing methods have
been analyzed. There are few techniques that can be used to
implement steganography and visual cryptography, both
together. From them a superlative technique can be developed
by analyzing the existing methods, which are implemented
using the known techniques. Each method/technique has got
their own pros and cons. Using the existing methods of both
steganography and visual cryptography a more effective
algorithm can be developed[7], which could be better for
sharing the secret information over unreliable network. As,
mentioned both steganography and cryptography have pros and
cons. Whenever these algorithms are used standalone one could
only have single level of security which can easily be broken
by eavesdroppers. By combining the features of both visual
cryptography and steganography we would have two levels of
security. So, by using these two methods together we are hiding
the hidden data, which ensures multi level of security. So, here
we suggest blending of both steganography and visual
cryptography. The main virtue of visual cryptography is that
there is no computation involved for decryption of the
encrypted data. Visual cryptography doesn’t work with any
key[11]. It can be well perceived through human visual system
(HVS). What we require is, only the required number of shares
of the original information which are created during encryption.
Types of VC schemes differ in pixel expansion and contrast
[12].

Previously the technique used for encrypting information is
either cryptography or steganography. But here we used both.
A lot of work has been done using both techniques but with
visual cryptography the image obtained after decryption is
distorted[13] so it is not possible to obtain the secret message
hidden inside the image. In proposed method we tried to obtain
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the same secret image containing hidden data after applying
XOR operation. The algorithm is as follows. Initially, the
information which is going to be transmitted over unsecure
channel is encrypted using steganography. So there we achieve
first level of security. Then the image containing hidden data is
encrypted using visual cryptography. This gives second level of
security. Finally, the obtained shares are embedded in other
images, using steganography. That gives third level of security.
Hence multilevel security is achieved.

A. Encoding Process

The encoding process is carried out at the sender’s side. The
sender needs to send the data secretly to the receiver. To hide
the data from intruders, the concept of cryptography or
steganography can be used. But when used individually, one
could have single level of security. So, both of the techniques
can be used by the sender to have multi level security. Figure 2
illustrates the encoding process.

The sender hides the information (text to be sent to receiver) in
an image file. This image becomes the secret image. At this
point the sender gets the first level of security. Now the sender
uses the concept of visual cryptography to make multiple shares
of the secret image. Each share is a noise like structure. At this
point the sender gets second level of security. Now the sender
uses the concept of image steganography for hiding the shares
in different images. At this point the sender achieves the third
level of security. Now, the obtained secret images are sent to

the receiver.
[ Image ] { TextFile }
N S

Share 1

Share 2

=) [0

Figure 2: Hiding data and slicing of image

1. Choose Image to be encrypted, say Mi.

2. Choose the text to be hiding.

3. Using the method of text steganography (LSB
Method) hide the text file into the image file (Here
we get first level of security).

4. The image (Mi) is divided into n shares using visual
cryptography (here we get second level of security)

5. Each share will be treated as information.

6. Shares obtained by visual cryptography are hidden
inside separate images..
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7. Select an appropriate images so that the shares of the
original image can be embedded into selected
images. Instead of sending the shares immediately
they will be embedded into an image or images.
(Here we get third level of security).

By using different images for hiding different shares, system
can be made much more secure and it will become very difficult
for intruders to find out the information.

B. Decoding Process

The decoding process is carried out at receiver’s side. The
receiver receives the two secret images (carrying the
information) sent by the sender. The receiver needs to apply the
decryption process to obtain the secret text. At the first step,
decryption process of image steganography is applied to extract
the hidden shares from the received secret images. Then the
extracted shares need to be overlapped in order to obtain the
original secret image containing the hidden text. For this the
receiver applies the Bit ORing on the obtained extracted shares.
After this the receiver applies the decryption process of
steganography to decode the secret text from the obtained secret
image. Figure 3 shows the complete decoding process.

| Image file 1 Image file 2

Y
[ Share 1

[\megel \ [Shere2 }

Share 1 Share2

i

—

Image 2 ]

3
o
oo
o

SecretImage Text File

i
H

Figure 3: Extracting hidden data from shares

1. Decrypt both image files. After decoding the images we
will obtain the hidden shares of the image. They are in
encrypted form (encrypted by visual cryptography).

2. The obtained shares can then be decrypted without the use
of any complex computation. We only need to super
impose these shares on one another so that we will get the
original image, containing the hidden information (for that
XOR operation is used).
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C. Algorithm

Function steganography(image, message, key)
1. Read the image and transform it into grayscale. Resize
if needed

2. Read the secret message and transform it into binary
format

3. Initialize output image same as input image
4. Fir each pixel of the image perform the following:
e Transform the pixel to its binary value

e Read the next bit of the secret message to be
hidden

e Create a temporary variable, temp

e |f the message bit and the LSB of the pixel are
same, set temp = 0 else set temp=1

e Update the pixel of output image as

output image pixel value=input image pixel
value + temp

5. Repeat till all the bits in the message are embedded

6. Write the output image.

function visual(output)

1. Read the image.

2. Read the ASCII values of pixels of image and no of
rows and columns of image

3. Create sharel and share2 images with same number
of rows and columns and with value zero.

4. Read the ASCII value of each pixel of image

5.  If the value of pixel is odd then store that pixel in
sharel else in share2.[rows , cols] = size(output);

V. SYSTEM DESCRIPTION

The sender who wants to send the secret information/message
to the receiver initiates the encryption process. The sender
firstly applies the encryption process of LSB steganography for
hiding the secret information/message inside an image. The
sender then uses the concept of visual cryptography to make
multiple shares of the secret image obtained at first step. For
obatining shares the concept of even odd pixel is applied on the
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secret image. Then sender applies the concept of LSB
steganography for hiding the obtained shares in different
images. With this the sender achieves the three level of security.
The obtained two secret images are then forwarded to the
receiver’s side. Figure 4 shows the complete system model.

At the receiver side the reverse process of the one applied by
the sender is applied. The receiver receives the two secret
images. The reciver firstly decrypts the obtained secret images
by applying the decryption process of LSB steganography for
obtaining the shares. Next the receiver applies the decryption
process of visual cryptography for obtaining the original secret
images. For this the receiver alligns the obtained shares by Bit
ORing of the shares. Now the receiver has the secret image
containing the hidden information/message. The receiver now
applies the decryption process of LSB steganography for
extracting the hidden secret information/message from the
secret image.

User

%mage Steganography
Figure 4: System Model

V. RESULTS AND DISCUSSIONS

The framework is implemented and data is encrypted
successfully. The results are shown in terms of matrix
representation of pixel values of images and ASCII values of
text file used. Figure 5 — Figure 14 shows the result obtained at
different levels and Table 2 depicts the comparison of different
sizes of text files and images.
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A. Encryption Process
a) Data Confidentiality: Hide data in image

Welcome to a secure framework
for data hiding.

Secret Message Original Image Secret Image

Figure 5: Data Confidentiality

Secret message
87 101 108 99 111 109 101 32 116 111 32 86

67 83 58 32 65 32 78 101 119 32 83 101

99 117 114 105 116 121 32 70 114 97 109 101
119 111 114 107
+

Original image (The actual matrix of image is 100*86*3. For reference here we are showing a part of matrix only.)

255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255

Secret image (The actual matrix of image is 100*86)
254 255 254 255 254 255 255 255 254 255 255 254 254
255 254 255 254 255 255 254 255 255 254 254 254 255
255 254 254 254 255 255 254 255 255 254 255 255 255
255 254 255 255 254 255 255 254 255 254 255 255 254
255 255 254 254 254 254 255 254 254 254 254 254 254

b) Image Slicing (Visual Cryptography)

Secret Image

Share 2

Share 1

Figure 6: Shares of image
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Secret image (The actual matrix of image is 100*86)
254 255 254 255 254 255 255 255 254 255 255 254 254
255 254 255 254 255 255 254 255 255 254 254 254 255
255 254 254 254 255 255 254 255 255 254 255 255 255
255 254 255 255 254 255 255 254 255 254 255 255 254
255 255 254 254 254 254 255 254 254 254 254 254 254

Share 1 (The actual matrix of image is 100*86)
0 255 0 255 0 255 255 255 0O 255 255 0 0

255 0 255 0 255 255 O 255 255 O 0 0 255
255 0 O 0 255 265 0 255 255 O 255 255 255
255 0 255 255 O 255 255 O 255 O 255 255 0
255 255 0 0 0 0 255 O 0 0 0 0 0

&
Share 2 (The actual matrix of image is 100*86)
254 0 254 0 254 O 0 0 254 0 0 254 254
0 254 0 254 O 0 254 0 0 254 254 254 0
0 254 254 254 O 0 254 0 0 254 0 0 0
0O 254 0 0 254 O 0 254 0 254 0 0 254
0 0 254 254 254 254 0 254 254 254 254 254 254

¢) Hiding sharel

Secret Imagel containing
hidden sharel

Figure 7: Hiding Sharel

Cover imagel (The actual matrix of image is 240*320*3)
244 244 248 253 249 248 253 255 254 255 255 255
242 242 247 252 238 239 243 246 248 248 252 251
244 243 249 254 236 239 241 243 243 242 243 243
246 247 253 255 246 248 250 250 246 242 240 238
246 246 252 255 254 255 255 255 255 251 248 246
+
Share 1 (The actual matrix of image is 100*86)

0 255 0 255 0 255 255 255 O 255 255 0 0
255 0 255 0 255 255 O 255 255 O 0 0 255
255 0 O 0 255 255 0 255 255 O 255 255 255
2556 0 255 255 O 255 255 O 255 O 255 255 0
255 255 O 0 0 0 255 O 0 0 0 0 0

Secret image containing hidden sharel (The actual matrix of image is 240*320)
244 244 248 252 248 248 252 254 255 255 255 255
243 243 247 253 238 238 242 246 248 248 252 250
245 243 249 255 237 239 241 243 242 242 242 242
246 246 252 254 247 249 251 251 247 243 241 239
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Cover Image2 Share2

d) Hiding share2

Secret image2 containing
hidden share2

Figure 8: Hiding Share2

Cover image2 (The actual matrix of image is 1800*2800*3)

205
203
206
204
200
254 0 254
0 254 O
0 254 254
0 254 O
0 0 254

206 207 206 207 207 207 206 206 208 208 209

204 208 205 206 206 206 207 206 202 201 200

206 209 209 206 204 207 209 206 202 200 199

206 205 206 205 204 204 206 203 202 202 202

204 206 199 206 206 204 200 198 199 201 200

+

Share 2 (The actual matrix of image is 100*86)

0 254 O 0 0 254 O 0 254 254
254 0 0 254 0 0 254 254 254 0
254 0 0 254 0 0 254 0 0 0
0 254 O 0 254 0 254 0 0 254
254 254 254 0 254 254 254 254 254 254

Secret image containing hidden share2 (The actual matrix of image is 1800*2880)

205
202
206
205
200

207 207 207 207 207 207 206 206 208 208 208
204 208 204 207 207 207 207 207 203 201 200
206 208 208 206 204 206 208 207 203 201 199
207 205 206 204 204 204 206 202 202 202 202
204 206 198 206 206 204 200 198 198 200 200

B. Decryption Process
a) Extracting sharel from secret imagel:

H o

Secret imagel containing Extracted sharel

hidden sharel

Figure 9: Extracting Sharel

Secret image containing hidden sharel (The actual matrix of image is 240*320)

244
243

244 248 252 248 248 252 254 255 255 255 255
243 247 253 238 238 242 246 248 248 252 250

245 243 249 255 237 239 241 243 242 242 242 242
246 246 252 254 247 249 251 251 247 243 241 239

0 255 O
255 0 255
255 0 O

255 0 255

1
Share 1 (The actual matrix of image is 100*86)

255 0 255 255 255 O 255 255 0 0

0 255 255 0 255 255 O 0 0 255
0 255 255 0 255 255 O 255 255 255
255 0 255 255 O 255 O 255 255 0
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255 255 0 0 0 0 255 O 0 0 0 0 0

b) Extracting share2 from secret image2:

Secret image2 containing Extracted share2
hidden share2

Secret image?2 containing p Extracted Share2 hidden share2
Figure 10: Extracting Share2

Secret image containing hidden share2 (The actual matrix of image is 1800*2880)

205 207 207 207 207 207 207 206 206 208 208 208

202 204 208 204 207 207 207 207 207 203 201 200

206 206 208 208 206 204 206 208 207 203 201 199

205 207 205 206 204 204 204 206 202 202 202 202

200 204 206 198 206 206 204 200 198 198 200 200

!
Share 2 (The actual matrix of image is 100*86)

254 0 254 0 254 O 0 0 254 O 0 254 254
0 254 0 254 O 0 254 0 0 254 254 254 0
0 254 254 254 O 0 254 0 0 254 0 0 0
0O 254 0 0 254 O 0 254 0 254 0 0 254
0 0 254 254 254 254 0 254 254 254 254 254 254

c) Obtaining the original Secret Image from the extracted shares:

Obtained original
Extracted sharel Extracted share2 .
secret image

Figure 11: Obtaining Secret Image

Extracted sharel (The actual matrix of image is 100*86)

0 255 0 255 0O 255 255 255 O 255 255 0 0
255 0 255 0 255 255 0 255 255 O 0 0 255
255 0 O 0 255 255 0 255 255 O 255 255 255
2556 0 255 255 O 265 255 O 255 O 255 255 0
255 255 0 0 0 0 255 0 0 0 0 0 0

XOR
Extracted share 2 (The actual matrix of image is 100*86)
254 0 254 0 254 O 0 0 254 O 0 254 254
0 254 0 254 O 0 254 0 0 254 254 254 0
0 254 254 254 O 0 254 0 0 254 0 0 0
0 254 0 0 254 O 0 254 0 254 0 0 254
0 0 254 254 254 254 0 254 254 254 254 254 254
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Obtained original secret image (The actual matrix of image is 100*86)
254 255 254 255 254 255 255 255 254 255 255 254 254
255 254 255 254 255 255 254 255 255 254 254 254 255
255 254 254 254 255 255 254 255 255 254 255 255 255
255 254 255 255 254 255 255 254 255 254 255 255 254
255 255 254 254 254 254 255 254 254 254 254 254 254

d) Obtaining the secret message from the secret image :

Welcome to a secure framework
for data hiding.

Secret message

Obtained original

secret image

Figure 12: Extracting Secret Message
Obtained original secret image (The actual matrix of image is 100*86)
254 255 254 255 254 255 255 255 254 255 255 254 254
255 254 255 254 255 255 254 255 255 254 254 254 255
255 254 254 254 255 255 254 255 255 254 255 255 255
255 254 255 255 254 255 255 254 255 254 255 255 254
255 255 254 254 254 254 255 254 254 254 254 254 254
l
Obtained secret message
87 101 108 99 111 109 101 32 116 111 32 97
32 115 101 32 65 32 78 101 119 32 83 101
99 117 114 105 116 121 32 70 114 97 109 101
119 111 114 107

e) Comparison of text files containing secret message:

| aaa - Motepad - O >

File Edit Format View Help
Welcome to a secure framework for data hiding.

Figure 13: Text file containing secret message at sender’s side

At sender’s side : Text file containing secret message
87 101 108 99 111 109 101 32 116 111 32 97
32 115 101 97 117 114 101 32 102 114 97 109
101 119 111 114 107 32 102 111 114 32 100 97
116 97 32 104 105 100 105 110 103 46

| aaal - Notepad — O *

File Edit Format Yiew Help
klelcome to a secure framework for data hiding.

Figure 14: Text file containing secret message at receiver’s side
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At receiver’s side : Obtained Text file containing secret message
87 101 108 99 111 109 101 32 116 111 32 97
32 115 101 97 117 114 101 32 102 114 97 109
101 119 111 114 107 32 102 111 114 32 100 97
116 97 32 104 105 100 105 110 103 46

Table 2: Comparison of different sizes of Text files and images

Cover Text Stego Sharel Share2 Cover Cover Stego Stego Retrieve
Image File File Imagel Image2 Imagel Image2 Message
2.75 40 9.64 9.64 KB | 9.64 KB 19.1 KB 3338.24 76 KB 5058.56 v
KB Bytes KB KB KB
2.75 246 9.64 9.64 KB | 9.64 KB 19.1 KB 3338.24 76 KB 5058.56 v
KB Bytes KB KB KB
3.34 40 164 | 164KB | 164KB | 322KB | 395KB | 250KB | 333KB v
KB Bytes KB
3.34 246 16.4 16.4KB | 16.4KB | 32.2KB 39.5 KB 250 KB 333 KB 4
KB Bytes KB
VI.CONCLUSION Technology eISSN: 2319-1163. pISSN: 2321-7308.

Steganography and visual cryptography have different uses in
the digital and real worlds. There are different methods for
steganography and visual cryptography. Each method has its
own advantages and power, as well as disadvantages and
weaknesses. Certain methods can be compromised easily than
others. When both techniques, i.e. steganography and visual
cryptography are used together, it is almost impossible for
intruders to uncover the encrypted or hidden information. We
notice that using an algorithm with a better reconstruction
method will allow us to reconstruct shares back into the
original, i.e. unaltered image. Till now, visual cryptography has
been used along with steganography for hiding the pictorial
representation of data and not for hiding the written
information. But with the proposed method, written
information can be secured and retrieved using these two
techniques. This algorithm would present a great area for
further exploration which would open up some more venues in
the world of data security.
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