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ABSTRACT Increasing concerns regarding wireless systems’ security are leading researchers to exploit the
physical properties of a medium while designing any secured wireless network. The secrecy performance of
a mixed radio frequency-free space optical (RF-FSO) system with a variable gain relaying scheme is inves-
tigated in this paper under the attempt of wiretapping by an eavesdropper. We assume that the eavesdropper
can intrude the target data from the RF link only. Both the RF links (main and eavesdropper) undergo the
o — u fading statistics and the FSO link experiences the exponentiated Weibull fading statistics. Exploiting
the amplify-and-forward (AF) relaying scheme while considering two detection techniques (i.e. heterodyne
detection and intensity modulation/direct detection) with pointing error impairments, the mathematical
formulations of the unified probability density function and cumulative distribution function are performed
for the equivalent signal-to-noise ratio of the considered dual-hop RF-FSO link. Closed-form analytical
expressions for average secrecy capacity, secrecy outage probability, and the probability of non-zero secrecy
capacity are derived in terms of Meijer’s G and Fox’s H functions to quantify the system performance.
Capitalizing on these expressions, the secrecy performance is further analyzed for various channel parameters
of RF links, aperture sizes of the receiver, pointing errors, and atmospheric turbulence severity. The results
reveal that aperture averaging can improve the secrecy performance remarkably by suppressing the effects
of turbulence. Monte Carlo simulations are provided to justify the accuracy of the proposed model.

INDEX TERMS «-u fading, exponentiated Weibull fading, variable gain relay, physical layer security,
average secrecy capacity, secrecy outage probability, probability of non-zero secrecy capacity.

I. INTRODUCTION
A. BACKGROUND
Communication is one of the most important fundamental
elements for the survival of any human or organization.

The associate editor coordinating the review of this manuscript and

approving it for publication was Ayaz Ahmad
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Researchers around the world have realized this truth and are
working very hard to install a state-of-the-art communication
system. Due to their efforts, the mankind is enjoying the ben-
efits of 4G communication systems with 5G systems around
the edge and already research has also begun towards the next
generation / 6G communication systems. The main feature
of the upcoming generation is the high-speed data-transfer to
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the users with maximum security. Free space optical (FSO)
communication is a suitable candidate for this due of its very
high bandwidth, higher data rate, and sturdiness to electro-
magnetic interference [1]. These excellent qualities of FSO
system have emerged as a well-qualified solution to the “‘last
mile access” problem. Although FSO has some nonpareil
qualities, its’ sensitivity to atmospheric turbulence and unfa-
vorable weather conditions degrades the performance and
tends to reduce the data rate of this system.

B. RELATED WORKS

In recent times, significant research has been done to measure
the performance of FSO communication system [1]-[13].
A survey was conducted in [1] on FSO systems with some
inventive concepts such as adaptive transmission and cooper-
ative communication diversity which deduced that FSO can
be complementary to radio frequency (RF) technology. But,
as mentioned earlier, there are some adverse effects that tends
to minimize the performance of such system. Hence, authors
in [2] presented some ways to deal with these malign issues.
Spatial diversity can be one of these ways that was applied
in [3], [4] to measure the average bit error rate (ABER)
of exponentiated Weibull (EW) fading model. Another way
to reduce the effect of atmospheric turbulence (AT) is the
employment of cooperative (relay assisted) network that can
significantly upgrade the performance of the FSO system
by using single [5] or multiple [6] relays. This upgraded
system not only can be used for general purposes but also
for businesses or military applications [7].

Although, multihop communication using multiple relays
presents a solution to the long distance communication prob-
lem via FSO network, the immoderate expenditure of this
network makes it less feasible for practical applications.
As a result, researchers started exploring some other means
of long distance communications with high data rates and
came up with a brilliant idea of mixed RF-FSO network that
has been investigated thoroughly in [14]-[30]. In a RF-FSO
network, the long distance communication takes place via
the RF channel whereas the first / last mile access is pro-
vided via the FSO communication system [14]. Performance
evaluation of the RF-FSO network adopting Gamma-Gamma
(GG) fading model for the FSO link with various RF fading
models (both multipath and generalized) have been presented
in [15]-[19] where the effects of AT, pointing error (PE),
and aperture size have been investigated. The advantages
of having multiple antennas at the relay was also displayed
in [15]. The deteriorating impact of PE and AT on generalized
Gamma and Mdlaga fadings for FSO channels was analyzed
in [20] and [21], respectively. Here, GG and Mélaga fadings
for FSO channel offers a good match with the experimental
and simulation data for weak or strong AT. On the other
hand, EW fading model shows a very tight match with both
simulation and experimental data for all (weak-to-strong)
turbulence conditions considering a large sized aperture in the
system [6]. Because of this reason, most of the researchers
have opted EW over other FSO turbulent models [22]-[26]
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among which the authors of [22]-[24] analyzed the impact of
AT on this fading model and the impact of both AT and PE
was evaluated in [25], [26]. The design and evaluation of cog-
nitive radio RF-FSO network employing EW model was also
shown in [27]. In [28], the performance of a RF-FSO network
was compared with the RF-RF network, where RF-RF link
exhibited slightly better performance than RF-FSO link that
can be compensated by the very high data rate of the RF-FSO
link. This advantage of RF-FSO network in both commercial
and military communications was also confirmed by the Air
Force Research Laboratory, USA [29].

In today’s era, security is the most important requirement
in wireless communication, especially in case of personal
and military information. Hence, the RF-FSO communica-
tion systems must be secure from any eavesdropping along
with it’s high speed data transfer rate that has been ana-
lyzed in [31]-[36]. The secrecy outage probability (SOP)
considering multiple antennas at both relay and eavesdropper,
imperfect channel state information (CSI) at the RF channel,
and misalignment at the GG FSO link is evaluated in [31].
Similar analysis was again performed over the same FSO
link in [32] considering a simultaneous wireless information
and power transfer (SWIPT) system. The impact of imperfect
CSI and different relaying schemes was analyzed over the
RF-FSO system with Mélaga fading at the FSO link in [33],
[34]. A trade-off analysis between security and reliability was
also addressed in [36] considering multiuser scheduling over
a Nakagami-m-GG RF-FSO model.

C. MOTIVATION AND CONTRIBUTIONS

In most of the aforementioned works, researchers have
worked with GG and Mélaga fading model as they can rep-
resent both weak or strong AT appropriately. But in case
of aperture averaging reception, both these models fail to
capture the exact practical scenario [37], [38]. This problem
has been solved by introducing the EW fading model that can
perfectly represent the aperture averaging at all (weak, mod-
erate, and strong) AT conditions and this benefit of EW model
has raised it’s reputation among the researchers. Although
some generic performance of EW has been analyzed for
RF-FSO network in recent years, the security issues of this
model have not been explored yet. On the other hand, @ — p
fading channel has some excellent qualities such as gener-
ality, flexibility, and mathematical tractability. This channel
can also represent the non-linearity of the physical channel.
All these positive attributes of the o — p fading channel
make it a proper candidate to be utilized as RF link in the
high speed RF-FSO network. Hence, in this presented work,
a secure mixed RF-FSO single-input single-output (SISO)
communication link is modeled with generalized o —  fading
channel at the RF hop and EW fading at the FSO hop.
As the narrow and highly directional beams of the FSO link
make wiretapping very difficult, the eavesdropper can only
interfere with the secure transmission of the RF link. The
main contributions of this proposed model are:
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FSO channel

Destination (M)

g

Eavesdropper (E)

FIGURE 1. The mixed RF-FSO relaying system with source (T), relay (R),
destination (M), and eavesdropper (E).

1) At first, we present a unified probability density func-
tion (PDF) for the EW fading channel including both
detection techniques (i.e. HD and IM/DD) and pointing
errors. Utilizing the PDFs and cumulative distribution
function (CDF) of the respective signal-to-noise ratios
(SNRs of RF and FSO links), the PDF for end-to-end
SNR of dual-hop RF-FSO link is derived. To the best
of authors’ knowledge, the presented PDF is novel as
a mixed o — p and unified EW structure is missing in
the existing literature.

2) The secrecy performance of the proposed model is
analyzed by evaluating novel closed-form analytical
expressions for average secrecy capacity (ASC) and
SOP by exploiting the Meijer’s G and Fox’s H func-
tions. Subsequently, we also present a mathematical
formulation of the probability of non-zero secrecy
capacity (PNSC) from the expression of SOP for a
particular case with zero target secrecy rate. Since,
no security networks over EW channel is modeled
in the previous works, the proposed model paves the
way to analyze the secrecy performance when aperture
averaging is considered.

3) The effect of strong-to-weak AT, pointing errors, and
different fading conditions on the security of the pro-
posed RF-FSO model is numerically analyzed and also
proven through the Monte-Carlo (MC) simulations.
A comparison between two detection techniques is also
presented that reveals the superiority of HD technique
over the IM/DD technique.

The rest of the paper is organized as follows. The pro-
posed system RF-FSO model and the PDFs and CDFs for
every individual link are presented in Section II. Section III
demonstrates the derivation of closed-form expressions for
ASC, SOP, and PNSC, by that order. Analytical and simula-
tion results are exemplified in Section IV. Finally, Section V
summarizes our work.

Il. SYSTEM MODEL AND PROBLEM FORMULATION
A mixed RF-FSO framework is proposed in Fig. 1, where
a source, T, is transmitting a stream of secret and confi-
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dential information to the target user, M, through an inter-
mediate relay, R, under the eavesdropper’s, E, attempt to
wiretap the RF link. Here, R is equipped with a single receive
antenna and a single transmit photo-aperture, 7' and E are
both furnished with a single antenna, and M houses a single
receive photo-aperture. We assume that there is no direct
communication link between 7" and M. Overall transmission
takes place in two hops. Initially, 7' transmits information to
R viathe RF, T — R, link, R then converts the data signal to an
optical signal, and finally R forwards the information to M.
The T — R and T — E links experiences «-u fading whereas
R — M link follows EW fading scenario with pointing error
impairments.

The direct channel gain between 7' and R is defined as
&tr € C™! and that between 7' and E is defined as
hie € C™1, We denote z ~ N(0, Pr) as the transmitted sig-
nal from 7', where N denotes a complex Gaussian distribution
and Pr is the transmit power. Therefore, the received signals
at R and E can be written as

YR = &1,r 2+ qr, (D
YE = M2+ qE, )

where gp ~ J\N/(O, Ng) and gg ~ f\7(0, Ng) are the imposed
noises at R and E, respectively, considering Ng and Ng as
the corresponding noise powers. Here, after receiving ygr, R
converts it to optical form and then re-transmits to M via
R — M link with a transmit power of Pg. Therefore, received
signal at M is given by

M = hrm YR+ qm
= hr,m (gt,r Z+ ‘IR) + gm
er,mZ+WMa 3)

where A, ,, is channel gain~0f the link between R and M,
Wr 2 e qr+au1, qu ~ N0, Nap), Ny is the optical noise
power at M, and jr , = hy mg:.r. We can relate the electrical
(P,.) and optical (P,) powers utilizing an electrical-to-optical
conversion ratio (u) where P, = u P,.

A. PDF AND CDF OF SNR FOR THE T — R LINK

The instantaneous SNR of the RF main channel can be
denoted as y,, = %Hgl,,llz. We assume y,, follows o —
distribution that can perfectly illustrate each phenomena due
to the non-linearity of the propagation environment and clus-
ters of multipath waves in terms of two setting parameters: o
and u. The PDF of y,, is expressed as [39, Eq. (1)]

fu(y) = Ap e 27"y Gntin=1, (4)

where A = %, A = U V", @y = A o > 0is
the non-linearity parameter of the propagation environment,
Mm > 01is the number of multipath clusters, ,, stands for the
average SNR of the 7' — R link with respect to which we have
plotted multiple graphs in this work, and I'(x,,) designates
incomplete Gamma function.

Another most important attribute of o-p fading distribution

which drives the authors to deal with this particular model is

VOLUME 9, 2021



N. H. Juel et al.: Mixed o — i and Exponentiated Weibull RF-FSO Cooperative Relaying System

IEEE Access

TABLE 1. Special cases of «-u fading channel [39], [40].

Fading Distributions Qm Km
Rayleigh 2 1
Gamma 1 4
Nakagami-m 2 3
Weibull 3 1
Exponential 1 1

that many classical small-scale RF channels can be obtained
as special cases by exploiting different combinations of o,
and i, as summarized in TABLE 1. Even some large scale
and composite fading models can be unified utilizing the
proposed RF model [8], [39].

The CDF of y,, is defined as Fu(y) = [J fu(y)dy.
Utilizing (4) and exploiting [41, Egs. (3.381.8, 8.352.6, and
8.339.1)], the CDF is expressed as

Fuly) =1 — Age=2y™ yitn, ©)
where A4 = ]H:'"Oil jl!Azj .

B. PDF AND CDF OF THE SNR FOR THE EXPONENTIATED
WEIBULL CHANNEL

We consider the FSO link undergoes unified EW turbulence.
Considering pointing error, atmospheric path loss, and atmo-
spheric turbulence as i, h;, and h,, respectively, the channel
gain of the FSO link 4, ,, can be defined as

hr,m = hlhahp- (6)

Here, h, and h, are random terms and /; is a deterministic
term. Without any loss of generality, we assume &; = 1. In the
following subsections, we derive the expression of the unified
EW distribution with pointing error impairments.

1) ATMOSPHERIC TURBULENCE MODEL
The PDF of A, is given as [42, Eq. (2)]

oo [ h Bo—1 O\ P
= (1) (2)
No No No
h ﬂo 0{0—1
x{l—exp|:—<—) i“ ) @)
No

where 1o is a scale parameter, and «, and By are
shape parameters. The values of these parameters depend
on the scintillation index (SI) 012, which is defined as
of = E[h2]/E*[h,] — 1 [43]. The mathematical definitions
of these parameters are [44, Eq. (5)]

2/3
. 7.220; sa)
0o — 2/6 s
T[2.4870;7° — 0.104]
Bo =~ 1.012[ao071~ 1325 £ 0.142,  (8b)
1
No = , (8¢)
© T a1+ 1/Bo] A (0, Bo)
- )
(—=1YT(etp)
B, = . 8d
/\(Olo ﬂ()) ;]'F(O{g —])(1 +j)1+1/'3" ( )
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Note the infinite series in A(ag, Bo) converges quickly within
just few terms of j (10 or less numbers of terms) and hence
the numerical values of A(xp, Bp) are computed very easily.
It can be pointed that for o, = 1, (7) takes the form of Weibull
fading channel. Likewise, for g = 1 and By = 2, we obtain
Rayleigh fading distribution and negative exponential distri-
bution is obtained for g = By = 1.

2) APERTURE AVERAGING
If the irradiance correlation width is greater than the receiving
aperture of the communication system, the aperture behaves
as a ‘point aperture’. With the increase in aperture size beyond
the correlation width of the irradiance fluctuation, several
correlation patches are observed at the receiver and the SI
level begins decreasing, which is well-known as aperture
averaging. This aperture averaging is widely used in detec-
tion system for reducing scintillation and increasing mean
SNR [45]. The SI due to variation in aperture size for three
optical models (i.e. Gaussian, plane, and spherical beams) are
discussed below.

Gaussian Beam: According to [45], 0’12’ (D) for a Gaus-
sian beam propagating through a Gaussian lens (i.e. a thin
lens and Gaussian limiting aperture) can be expressed as

of ¢(D) = exp I:Gl%lx,G(D) + Uliy,G(D)] -1, ©)

where ‘71%1)( c(D) and aﬁw (D) are the large-scale and
small-scale log-irradiance flux variances that are calculated
as

0.49 (Hl )2 o2
5

2 s+
UInX’G(D) - 12 12 % ’
[0.56(1 + Al)aﬂ? +04 rla; + 1}
5
12 6
05107/ (0.69%5 + 1)
Oy (D) = :

2 e}
{[1.2 (j—f;) T +0.838; } /(s+x1)} +1

where s = 4/d* = 16L/ (kD2) = 8AL/ (erz), Rytov vari-
5
ance of beam wave cré =3.866%10.4[(1+2A1)% + 4|7

3 _ 12
X COS [gtan_l (%)] — %Jff’ }, 7] = (2—A1)/|:5R7 (s+

], A =

iﬁ. Here, L, is the distance between

<oy

— =2
x1) (% — A+ %Al)

A, and »; =

L+ 3 A =1 -

input plane (transmitter) and the Gaussian lens, Lp is
the distance between the Gaussian lens and the output
plane (photodetector), propagation length L = L; + Lo,
k = 27” is the wave number, A is the wave length,
81% = 1.23 C,% K7/6 1176 W, is the beam radius, and Fj
denotes the phase front radius of curvature at the front plane
of the lens. In this particular case the coherence radius is given
by po = {8/[3(ar +0.62¢"1/6)])" (146 C2 k2 L)
where a; = (1 —A8/3)/(1 —A) when A > 0 and
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a; = (1+|A®3)/(1—A) when A < 0, A =1+LJF,
A = —L/F, and » = 2L/(kW2). Here, F and W denote
the receiver plane phase front radius of curvature and beam
radius.

Plain Beam: We obtain 012, p(D) considering the plane
beam in the absence of inner scale and outer scale effects

as [45]
o p(D) = exp [0, (D) + 0, D) = 1, (10)

where large-scale and small-scale log-irradiance flux vari-
ances are calculated as

) 0.49 53
Olny,p(D) = 0 76 (D
(1115 Sy 0.65s2+1)
—5/6
. 0.518% (06987 +1)
Oy p(D) = , (12)
P 062528, +0.952 + 1
where s> = 27D?/(4)L) and 81% is the Rytov vari-

ance of plane beam. The coherent radius is given by
00 = (1.46 C2 k> L)73/3.

Spherical Beam: 012’ 5(D) for spherical beam can be
expressed as [45]

ofs(D) =exp[of, s(D) + ol (D] =1, (13)

where large-scale and small-scale log-irradiance flux vari-
ances are calculated as

Iiny,s(D) = 049" 776 (14
’ (0.56 B12/5 +0.185% 4 1)
-5/6
0.5182(0.69 B12/5 + 1
opy.s(D) = ( ) . (19

0.62812/352 + 0952 + 1

where 8% = 0.4181% is the Rytov variance of spherical wave
and s> = 27 D?/ (4AL). In this case, the coherence radius is
given by p, = (0.55C2 k? L)=3/5.

3) POINTING ERROR MODEL

If the jitter pointing errors are taken into account, the PDF of
hy, can be given as [26, Eq. (11)]

)

€ he —1 (16)

00

Jp(h) =

where A, is the fraction of the collected optical power con-
sidering the fact that there is no distance between optical spot
center and the detector center, and the equivalent beamwidth
is represented by Wz Moreover, A, = [erf (v)]2 and
a)zzeq = wlmerf (v)/ (2v e’”)z, where v = /7 /2a/w, is
the ratio between aperture radius and beam-width when the
distance is z, a = D/2 is one half of the receiver aperture size,
w, represents the beam waist at distance z, and erf(.) describes
the error function. Further, €, = w,, ” /(2 oy) is the ratio of the
equivalent beamwidth and jitter standard deviation, where o
denotes jitter standard deviation. In subsequent subsections,
we combine atmospheric turbulence with pointing error to
generate the novel composite EW PDF.
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4) COMPOSITE ATMOSPHERIC TURBULENCE AND
POINTING ERROR MODEL

The PDF of composite fading 4, ,, can be determined as [26,
Eq. (13)]

Frm(h) = / Fun (Gl (ha)lha, (17)

where fip, (hlha) = 1 fi, ( iz ) Substituting (7) and (16)
into (17) and using Newton’s ge;nerahzed binomial theorem
1+ 2 = f.io j”ﬂr((;%zf [41, Eq. (1.110)], fu(h) is
expressed as

0 A R N 1yr(aa)
fr,m(h) ﬁO(A h )62 Z 'F(Clo _
o ﬂo*fgfl [ ha Po
X hy exp|—-(1+)|— dhy,.
/%h/ Mo

(18)

Now, by performing random variable transformation,
=—B,In ﬁ, (18) takes the form as

ﬁo 1 (- 1)]F(Olu)
(noA hz)f’o jZ T (o —

o0 (L+phPo | (eg ) ]
X exp| ———¢e' — [ = —1 dy.
/0 p[ N RV R

Jrm(h) =

(19)
Utilizing [41, Eq. (3.331.2)], (19) is obtained as
p€2h6o 1 & (1 4 j)hPo
Jr, (h)— o(HT ( —) (20)
o (NoAohy )0 ; " (noAohi)Pe
N (=1T(@) 1 _ &% _
where o(j) = T v=1-2,T@x) =

j;coo e~'t%~1dt is the upper incomplete gamma function which
is defined as [41, Eq. (8.350.2)], and /; is assumed to be unity.
Utilizing [46, Eq. (8.4.16.2)], (20) is expressed as

€2 ho o1 (1+ k| 1
frm)==2 Z 0()G; [( S ,w]’ 21)

where G‘Cl 4[.1is Meijer’s G function.

5) PDF OF SNR WITH HD TECHNIQUE

The PDF of instantaneous SNR for the FSO link utilizing HD
technique is derived as

foly) = 225 "df y< 12@0)
T

j=0

2,0 N 4 Po 1
XGL2 (1 +)d E 0,y |’ (22)

where d = €3/[(1+ €2)n,]. For heterodyne detection
technique, the electrical SNR wpg = n.Ep[h]l/N, =
eElhp]E[hs]/No = ¥,,, where Yy, is the average
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SNR of HD technique and [E[.] symbolizes the expec-
tation operator and E[A"] = fooo W fr(h)dh. Utilizing
this equation, we obtain E[h,] = 062/(1 + 62) and
E[h,] = %23"20 (* (=1 (1,/(1 +w))Po+L. (proof is

given in Af)pendix).

6) PDF OF SNRs WITH IM/DD TECHNIQUE
The PDF of instantaneous SNR for the FSO link using IM/DD
technique is derived as

2 o0
foy) = =2 d% y 2713 " 0()
zﬂimTU j=0
R
2,0 N B [ Y
<629 | (1 + jya (-) X
1’2|: MHim O’l/f
where the electrical SNR, i = n2EX[hl/N, =

2B B Rl /Ny = Vo,(€2 + 2)€3/(e3 + 1)*/E[hZ]
where ¥, represents the average SNR of IM/DD tech-
nique and E’[h,] = AZed/(1 +62) and E2[h,] =
52 () (=1 (/1 4+ w2,

Proof: See Appendix .

7) UNIFIED EW TURBULENCE MODEL
WITH POINTING ERROR

The unified PDF of EW distributed atmospheric turbulent
FSO link under both HD and IM/DD techniques is expressed
as

foy) = ” a5 > o)
r Mr’ =0

@
xGig[(lﬂ)dﬂo(Ml)' 011//], (24)

where r = 1 and 2 denote the HD and IM/DD techniques,
respectively and w, denotes electrical SNR. Utilizing [46,
Eq. (2.24.2.2)], the unified CDF of instantaneous SNR is
derived as

2
Foly) =~ df "Zg(n
:Bolf‘ri =0
ASAERA
xGﬁ;;[(lﬂ)dﬁv(E) 0. ﬁz} (25)

C. PDF AND CDF OF SNR FOR T — E LINK
The 1nstantane0us SNR of the T — E link can be denoted as
VYn = NF' L A, ¢|I2. Similar to (4), the PDF of y,, is given as [39,

Eq. (1]

Jay) = Ey 7Y™yl (26)
where o, and p, represents the non-linearity and number of
@y

multi-path clusters of the T —F link respectively, £; =
52 = Un 7}1

TG’
, Oy = 2‘ , and y,, stands for the average SNR
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of the T — E link. Similar to (5), the CDF of y,, is expressed
as

Fu(y) =1— Ege &27™ yrin, @7)
where £ = Y 1! i—%

D. CDF OF SNR FOR DUAL-HOP RF-FSO LINK
The end-to-end instantaneous SNR of the variable gain relay-
ing RF-FSO channel is given as [47, Eq. (5)]

Yo Vm
Yo+ Vm + 1
A~ min{y,, Ym}- (28)

YD =

The CDF of yp is expressed as [48]

Fp(yp) = 1 — Pr[min{y,, ¥} = vpl
= Fo(y) + Fu(y) — Fo(¥)Fu(y). (29)

Substituting (5) and (25) into (29) and exploiting some basic
mathematical manipulations, the CDF of yp is expressed as

I‘Ll‘ﬂi‘l -
Fp(y) =1—= )" Age 7™ yiom
j=0
2 2 X
[0 (J 2 70
x| 11— ﬁ Z
Bo /" =0
Bo

x G2} |:(1+j)dﬂ” (%)
,

vl D (30)
0,y,—=

IIl. PERFORMANCE ANALYSIS
In this Section, we deduce the expressions of the performance
metrics (i.e. ASC, SOP, and PNSC) in terms of Meijer’s
G and Fox’s H functions. But if we consider different val-
ues of non-linearity parameters (i.e. ¢, and o), the math-
ematical derivations become intractable. Hence, we consider
o, = o, in the later sub-sections for the ease of mathematical
calculations.
A. AVERAGE SECRECY CAPACITY
ASC is the average value of the instantaneous secrecy
capacity that is mathematically defined as [49, Eq. (15)]

e 1
ASC:/
o l+wp

On substituting (27) and (30) into (31), ASC is derived as

F, (yp) [1 — Fp (yp)l dyp. (31)

ASC=7— T+ Js, (32)

where J1, J2, and J3 are derived as follows:

1) DERIVATION OF 7;
J1 can be written as

o0 1
Jl—/o 1+VDA4

e~ A2 vp" yﬁ”‘ dyp. (33)
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On utilizing Meijer’s G representations according to
[46, Eqgs. (8.4.2.5 and 8.4.3.1)], J1 is expressed as

o)

0| am (34)

o0
Wm 70 ~I71
=i [Tt | v

1,1
><G]:1 [yD

Solving (34) with the aid of [46, Eq. (2.24.1.1)], we obtain
V2A4

dap—1

2m) 2
G2+ 2,260 [J‘@

Ji =

AQay, —jotm)

w252 | 4| A2,0), A(zém,—j&w] 4>

a atl

where A(m, a) = (£, &t atmoly

2) DERIVATION OF 7,
J> is expressed as

Ay &y -
o l+wp

am(Ar+&y)
me 2+E2

I = YT gy (36)

On utilizing Meijer’s G function representations according to
[46, Eqgs. (8.4.2.5 and 8.4.3.1)], 7> is expressed as

— | Al1 0
0 i| GL] I:VD

O} EY)

Oo . ~
T =As &, / J/I()/Jrv)am
0

Gy} |:(A2 + &)y

which is solved, similar to (35), as

V2 AE
Jr = 25,,1:41
(2m)—2
2raman | (A2 + E2)? Ay, S)
XGam,2+am |: 4 AQ2,0), A, S) |’ (33)

where § = —( + v) &p.

3) DERIVATION OF J3
J3 is expressed as

*© Es X
j3:/A441e_
0

ng(A2+52) VD)}]_]
1+ yp

2,1 bo
’ r
XG2’3 Xavp

28
dyp, 39
0. w’_%} YD (39)

2 ge2 - 2
where X = % Y 200W), Vi =G+ vam+ £ +1,
Bo M;’T
_ (l+j)df e . e, .
and Xy = “—z*. On utilizing Meijer’s G function repre-

sentations acclgrding to [46, Eq. (8.4.2.5 and 8.4.3.1)], J3 is
expressed as
o]

¥, 1
€2 :| dyp.

Ovl/fa_ﬂ_z
0y _
/ xaz,,ll_lG(l):?[(Az—}-Ez)x 0]
0

v, 1
&2 |dx.
Oa ws _ﬂ_{;

o0 ~
Ty = Ay &4 Xy / v 7 Gy [(Az +&)vp"
0

0] 21 fe
0:| Gas |:X2VD

1,1
xGy'y |:VD

(40)
_ Ay E4 X

Um

T3

(41)

Note that, the integration operation in (41) includes three
Meijer’s G functions, which is mathematically difficult to
solve. To accomplish this task, we extend the Meijer’s G
function to Fox’s H function according to [50, Eq. (6.2.8)]
and obtain

_ A4(€4X1 o8} 2;717] 1o B
J3 = T/; xom Hy'y |:(A2+52)x (. 1):|
L1 210, 1)
><H1’1 |:x ©. 1)i|
2,1 Lo (¥, 1),(1,1)
xHj'3 |:X2x m ©, 1), (¥, 1), (_;_%’ 1 dx. (42)

We solve (42) utilizing [51, Eq. (2.3)] and further simplify
utilizing [39, Eq. (3)] as shown in (43) at the bottom of the

page.

B. SECRECY OUTAGE PROBABILITY

A perfect secrecy can only be achieved when the instanta-
neous secrecy capacity, Cy, is greater than a predefined target
secrecy rate, Ry, i.e. Ry < C;. When Cy falls below R;,
an outage occurs. The SOP of a mixed RF-FSO system in the
presence of an eavesdropper can be defined as [52, Eq. (14)]

SOP = Pr{Cs(yp, yn) < Ry}
=Priyp <O+ 1) -1}

- /0 Fo©yat© — 1) fy () dyns (44)

A
_ Ay E4 X1 (Ag + &) ¥m

T3
Um
_ M. 1. B 1
<HIS L [ o’ |
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where ® = 2% and R; > 0. Substituting (26) and (30) into
(44), the SOP is expressed as

SOP =1— K1 + K, (45)

where K and &, are derived as follows:

1) DERIVATION OF X,
KCy is written as

K = / T Ay e OOy
0
X (Oy + @ — 1ydmybutn=lgy, (46)
Exploiting [41, Eq. (1.111)], (46) is simplified as

Jom i )
Z Asgl A4 ‘7:1 / (-A3 +52) }’a’" yanﬂn+n1—1 d]/,
n1=0

47

where F = (]Zm) (O — 1yan—m@n | fs = g—AO-D%"
1

and A3 = A,0%. (47) is solved utilizing [41,
Eq. (3.381.10)] as
Jam ~
EV AL F
/C1=Z As &1 Ay Fy (anﬂf+nl_1)!. 48)
Oln!‘-n+n1 N O
m=0 (A3+&) @ ay
2) DERIVATION OF K,
ICy is expressed as
[e¢) ~ ~
Ky = / E1 A Xy e~ A2 @y +O-D —Ery®
0
x(Qy + 6 — l)lam+— Gppin—1
b| Y.l
xGyy | @y +0 - 17 e |dy. (49)
’ 07 1!/’ _E

Utilizing the binomial theorem of [41,
1.111)], (49) is simplified to

Ky = Z Z Z Z/ E1 As Xy As Fp yGntnthi=l

ny=0k1=0n3=0kr=
v, l
dy,
0,v,—

(50)

Egs. (1.110 and

xe~(As+E) Y G%é |:X2]:3 Vk

. i~ 2
where F> = (_1)1am+e§/r+n2 (Jotm + 60/r> om <n2) and
na ky
Fy = (=1pe/rtms <,3;/r e . Now, on utiliz-
3

ing Meijer’s G function representations according to [46,
Eq. (8.4.3.1)], IC; is expressed as

’CZ B Z Z Z Z/ gl A4X1 ASJ:Z yanﬂ«rqu 1

ny=0k1=0n3=0ky=
O}

v, 1
0. . __}d)/ (51

Now, letting x = y%n in (51), we have

Iy = Z Z Z 251.,44/\5'1./45.7:2

n2=0k;=0n3=0 kr=

x Gy [(A3 + &) o

X Ggé |:X2.7:3 yk

X apuntk
x/ X i g |:(A3+€2)x ]
0
ky 'lp', 1
><G23 XpJF3 xom " e dx. (52)
9 9 ﬂD

We solve (52) by utilizing [46, Eq. (2.24.1.1)] and obtain the
final result as expressed in (53), shown at the bottom of the

page.

C. PROBABILITY OF NON-ZERO SECRECY CAPACITY

C, must be positive to ensure a secure communication other-
wise, the transmitted data will be vulnerable to wiretapping.
In this respect, PNSC is a fundamental benchmark for secrecy
analysis that can be expressed as [53]

PNSC = Pr(Cs > 0)
= 1 — SOP|g,—o. (54)

Applying Ry = 0 in (45), the PNSC is derived as shown
in (55), as shown at the bottom of the next page.

D. GENERALITY OF ASC, SOP, AND PNSC EXPRESSIONS

In order to design a perfectly secure RF-FSO framework,
we derive the expressions for secrecy performance metrics
such as ASC, SOP, & PNSC with respect to the fading param-
eters of both RF and FSO hops. Based on aforementioned
literature, to the best of the authors’ knowledge, our derived
expressions in (32), (45), & (55), respectively, are novel. For
a special case of «, = 1, the PDF of EW distribution reduces

(260*;/30 +1> 24y +2mpin =G
(k2)

2am

Ky = Z Z Z Z E1 Ay X1 As Fp (a)

(27-[)2(1(2 ])+2(am*1)(A3 + 82) am

ny=0k1=0n3=0 kr=0

2Elm +k2 5 355m

26, Gk [(Xz]:z)a’" (&)~

(As + E)l k;
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(9, Boy No)=
(4.82,1.07, 0.47)

(9, Boy No)=
(39.11, 0.29, 0.005)

(Ao, Boy No)=
(2.69, 0.43,0.178)

0 D=3mm
© D=13mm
A D=100mm
—Simulation

Average Secrecy Capacity (Bits/sec/Hz)

0 10 20 30 40 50 60
Electrical SNR of FSO Channel (dB)

FIGURE 2. ASC versus p;p, for selected values of D under strong
turbulence condition, and IM/DD detection where oy = ap = 6,
“m = pn="5,7m =20dB,and y, = —20 dB.

to the PDF of Weibull distribution [54, Eq. (8)]. Furthermore,
the PDF of Weibull distribution can be reduced to the PDFs
of negative exponential and Rayleigh for cases when 8, = 1
& B, = 2, respectively, as mentioned in [54].

IV. NUMERICAL RESULTS

We utilize the expressions in (32), (45), and (55) to present
some numerical examples with figures for better understand-
ing of each system parameter (i.e. atmospheric turbulence,
fading, pointing errors, detection techniques, etc.) on the
secrecy performance. At the same time, in each figure, a set
of curve is corroborated with the results obtained from MC
simulations by generating 10° random samples in MATLAB.
Various atmospheric turbulence conditions are assumed on
the basis of Rytov variance. The weak, moderate, and strong
turbulence conditions are specified by 81% <1, 81% ~ 1, and
51% > 1, respectively [55, Eq. (2)]. The values of «g, Bp, and
no for weak-to-strong atmospheric turbulence conditions are
extracted from the best PDF fitting in [54], [56].

Figure 2 illustrates the ASC performance of the dual-hop
system as a function of p;, with D = 3 mm, D = 13 mm,
and D = 100 mm. In this figure we consider strong atmo-
spheric turbulence condition i.e. 51% = 19.2 for which we
assume a Gaussian beam of A = 780 nm propagating along
a 1500 m horizontal path with a RI structure constant of

0
04 +D=3mm

-<-D=25mm
-+-D=60mm
+¢D=80mm
X Simulation (D=80mm)

(9, By No)=
(2.4,0.95, 0.55)

10

(95, Bor No)=
®(1.52, 4.02, 0.99)

&

Secrecy Outage Probability
S

&~ (A5, Bo, No)=
~ (261, 1.37,0.68)

(0, Boy No)=
(1.15, 7.96, 1.03)

104
-20 -15 -10 -5 0 5 10
Average SNR of FSO Channel (dB)

FIGURE 3. SOP versus 7, for selected values of D under moderate
turbulence condition, anJIM/DD detection where o = ap = 6,
m = n =5,Ym =20dB, and y, = —20 dB.

458 x 10713 m?/3 and py = 2.94 mm. It is noted from
the figure that ASC increases with the aperture averaging.
Similar to Figs 4 and 3, it can be safely concluded that
receiver with smaller aperture size (D = 3 mm) requires a
higher SNR to ensure higher level of security compared to the
aperture averaged receiver (D = 13 mm, 100 mm) since the
irradiance fluctuations over an aperture are always averaged
by an aperture averaged receiver that results in a lesser scin-
tillation [57]. Moreover, a perfect similarity between MC and
analytical results explore that expression of ASC in (32) is
accurate.

Figure 3 depicts SOP versus the average SNR of the FSO
link ¥, demonstrating the effects of various aperture sizes
under moderate turbulence scenario for which we assume
A =780nm,L = 1,225m, C? = 2.1 x 10~ m?/3, and the
corresponding 81% and pg are 1.35 and 9.27 mm, respectively.
We choose four aperture sizes i.e. D = 3, 25, 60, and 80 mm,
where D = 3 mm acts like a point receiver since D is smaller
than pg in this particular scenario. We can observe the SOP
performance enhances with increasing D that in turns helps
to minimize the transmit optical power. For example, a SOP
of 107* is obtained at a SNR of 3 dB for D = 25 mm
whereas same SOP can be obtained at —5 dB and —10 dB
with D = 60 mm and D = 80 mm, respectively.

Jan As & As Fy (M _ 1>y
Anpntng

PNSC = > o
m=0  (A3+&) @ @,

np oo n3

2k +20m jtn —am

x E1 As X1 As T (@ )_<ZE§’3+”50+1>(1<) 2
_2222141520% 2 am

ny=0k1=0n3=0 k=0

20,0 +ky

(X F3)%m (&)~

20m+k2, 30
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A(ams 0)9 A((xm’ I//)s A(amv _ﬂ_(;)

VOLUME 9, 2021



N. H. Juel et al.: Mixed o — i and Exponentiated Weibull RF-FSO Cooperative Relaying System

IEEE Access

100

D=25mm, €, = 1.251
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Simulation (D=100mm, €, = 1.58)
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FIGURE 4. SOP versus p g for selected values of D under weak
turbulence condition while employing HD detection technique in
presence of pointing error with om = op =3, pm = un =1, Rs = 0.5,
Ym =25dB,and y, = 0dB.
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(2.69, 0.43, 0.178)
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* D=100mm Weak

O D=100mm Moderate
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2 35 L
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% s
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05 &
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Average SNR of RF Channel (dB)

FIGURE 5. ASC versus y, for selected values of D under different
turbulence conditions, and IM/DD detection where «m = ap = 6,
m = Kn =15, 702 =20 dB, and Yn=-20 dB.

In Fig. 4, the SOP is plotted against pupg for spherical
beam, to inspect the effects of aperture size on SOP per-
formance under weak turbulence (512e = 0.15). For this
analysis, we consider A = 780 nm, L = 1000 m, and
C,% = 7.2 % 10~ m?/3 thereby corresponding py is obtained
as 35 mm. Four aperture sizes are considered (i.e. 25, 50,
80, and 100 mm). It is clearly observed from the figure that
the SOP performance improves considerably with an increase
in D that is also confirmed in [6]. It is also noted with an
increase in D, the diversity gain also increases. It is obvious,
since in the case when the lens aperture at M is greater than
the fading correlation length, the aperture averaging can be
treated similar to the spatial diversity [55]. In each curve,
it is also observed that the MC simulation exhibits a good
agreement with the analytical results that clearly justifies the
correctness of the derived result in (45).
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FIGURE 6. PNSC versus y, for different turbulence conditions of
D =3 mm, and IM/DD detection where «y = ap =5, um = 3, tn = 2, and
¥n =0dB.

4
O Y,=5dB
Y,=3dB
351 Ao Y.=odB
X Y,=-5dB h
3 o Y,=-10dB
— Simulation

25

N

Average Secrecy Capacity (bits/sec/Hz)
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FIGURE 7. ASC versus y, for selected values of 7, under moderate
turbulence condition for the aperture size of D =3 mm (xo = 2.4,
Bo = 0.95, and 5o = 0.55), and IM/DD detection where o = ap = 3,
m =2, up =1, and 702 =20 dB.

The impacts of various turbulence severity on ASC, SOP,
and PNSC are demonstrated in Figs. 5, 8, and 6, respec-
tively, for a wide variety of aperture sizes (i.e. D = 3 mm,
D = 25mm and 100 mm). Although an increased D is
beneficial for security enhancement as noted in the previous
figures, Figs. 5, 8, and 6 clearly reveal that higher the severity
level of turbulence, lower the secrecy performance is. This
indicates stronger turbulence affects the SNR at M more
drastically rather than moderate and weak turbulence scenar-
i0s. Moreover, in Fig. 6, our simulation results are identical
with the analytical results for 7, = 0 dB that ensures the
preciseness of the derived PNSC expression in (55).

The ASC is depicted against y,, in Fig. 7 to observe and
demonstrate the impact of 7, under moderate turbulence. It is
observed that ASC decreases with ,,. This is expected as an
increase in y,, makes S — E link stronger relative to the main
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FIGURE 8. SOP versus u, for D = 25 mm under different turbulence
conditions, and pointing error (¢o = 1.251) with om = ap =3,
m=pn=1,7Ym=25dB,and y, = 0dB.
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FIGURE 9. SOP versus y, for D = 50 mm under weak turbulence
condition and pointing error (eo = 1.31) withaem =apn =3, km =pn =1,
Ym =25dB,and y, = 0dB.
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FIGURE 10. SOP versus y, for selected values of « and u of both the RF
channels under moderate turbulence condition for the aperture size of
D =25 mm (xo = 2.61, o = 1.37, and 5o = 0.68), and IM/DD detection
where Yo, =10 dB.

channel and so the ASC deteriorates. Same observations were
also made in [58] that confirms our results are correct.

72352

N
o
&

-
o
IS

N
<

Secrecy Outage Probability

106
= M=
107 [ = Hn=Ha=2 k
= b3
S| 7 HmTH.=
10| = p=p,=5
X Simulation(y,,=H,=5)
109
0 5 30 35

10 15 20 25
Average SNR of FSO Channel (dB)

FIGURE 11. SOP versus y,, for different values of 1 of both the RF
channels under weak turbulence condition for the aperture size of

D =3 mm (xo = 5.24, fo = 1.78, and 5o = 0.62), and IM/DD detection
where y,,, =20 dB and y, = 0 dB.
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FIGURE 12. PNSC versus ¥, for different values of « and y,, of both the
RF channels under moderate turbulence condition for the aperture size of
D = 100 mm (xo = 3.52, Bo = 2.15, and 5o = 0.76), and IM/DD detection
where Yo, = 20dB, um =3, and up =2 dB.

Figures 8, and 9 describe the SOP performance against
electrical SNR of FSO link to demonstrate the impact of
the considered two detection techniques. It is noted that HD
technique leads to a better secure outage performance relative
to IM/DD technique. This is because the SNR is better at
the receiver for the HD technique compared to the IM/DD
technique as testified in [49].

A number of existing classical scenarios obtained as
special cases of our proposed RF model are illustrated
in Fig. 10. It is definitely observed that based on the proposed
o — p channel at the RF path, we can easily obtain Rayleigh,
Gamma, Nakagami-m, Weibull, one sided Gaussian, Expo-
nential etc. distributions as special cases (TABLE 1) simply
via altering the values of the shape parameters (i.e. « and ).
This generic nature of the proposed RF-FSO scenario exhibits
ample versatility over existing RF-FSO models that clearly
boasts about the novelty and superiority of the proposed
system.
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FIGURE 13. SOP versus yupg for different values of o5 under weak
turbulence condition for the aperture size of D = 100 mm (¢ = 1.84,
Bo = 7.11, and 5o = 0.99) and HD detection with y,,, = 25 dB and

¥n =0dB.
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FIGURE 14. PNSC versus p;,, for different values of o5 under weak
turbulence condition for the aperture size of D = 100 mm («o = 1.84,
Bo = 7.11, and 5o = 0.99) and IM/DD detection with 7, = 25 dB and
¥n = 0dB.

In Figs. 11 and 12, the SOP and PNSC are plotted with
respect to y,, and ¥, to analyze the impacts of oy, &y, hm,
and p,, with weak and moderate turbulent conditions, respec-
tively. If we consider that S — R and S — E links undergo
same amount of fading (i.e. o, = @y, and w,,, = w,,) then the
SOP will decrease and PNSC will increase significantly with
the increased values of the fading parameters as described
in [59]. Although smaller values of «,, and «, represent
severe non-linearity whereas smaller values of w, and u,
indicates a sparse clustering for both S — R and § — E links.
The S —R link parameters impose more significant impacts on
the secrecy performance rather than the S —FE link parameters.

Figures 13, and 14 illustrate the SOP and PNSC perfor-
mances, respectively, as a function of electrical SNR of FSO
channel with a view to observing the impacts of o, as well
as the pointing errors. It is obvious from the figures that with
the increase of oy, the outage performance deteriorates. This
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occurs since an increase in oy signifies decrease in aperture
size with an increased pointing error. The authors in [60]
showed the same results that clearly justify our outcomes.

V. CONCLUSION

In this work, we examined the secrecy performance of a
hybrid RF-FSO system over «-u and unified EW mixed
fading system with AF based variable gain relaying scheme
under the attempt of an eavesdropper. Closed-form analytical
expressions for the ASC, SOP, and PNSC were derived in
terms of Meijer’s G and Fox’s H functions and MC sim-
ulations were performed to verify the derived expressions.
The impacts of fading, pointing error, detection techniques,
and other system parameters of both RF and FSO hops
were demonstrated and numerical results safely concluded
that increasing lens aperture of the receiver is beneficial
for secrecy capacity but as soon as the turbulence changes
from weak-to-stronger conditions, the secrecy performance
significantly deteriorates. Moreover, aperture averaging is
more convenient for enhancing security of the mixed RF-FSO
system in the case of HD technique than the IM/DD tech-
nique. Furthermore, the proposed model offers enormous ver-
satility by exhibiting unification of secrecy performance over
some well-known classical models as its special scenarios.
Authors’ next interest is to extend this work while modeling
multi-hop networks and considering co-channel interference
at the RF link.

APPENDIX.
We can express E[h[’,] as [17]

E] = [ hy'fo(hyp)dhy. (56)

Substituting (16) into (56) and after some mathematical
manipulations, we obtain

r Ao r 63 €21
EW]= [ ' —2%5h% dn,
o

A,
<
= A, 57
63+r o ( )

Similarly, substituting (7) into (56), E[/] ] is expressed as

E[K] = / ha! fula)dhe
/ r“oﬂo(ha)ﬂo_l <ha)ﬂ0
= | hy — | — exp| —| —
No No No
oG]
x11 —exp —(n—“) ” dhyg. (58)

Utilizing binomial theorem of [41, Eq. (1.110)], along with
some basic manipulations, we express

oooo 0_1 w
s - 5 (o

o w=0

ha

o

0 Bo
x / haPot " lexp —(1+w)< ) dhg. (59)
0

72353



IEEE Access

N. H. Juel et al.: Mixed & — 1« and Exponentiated Weibull RF-FSO Cooperative Relaying System

Utilizing [41, Eq. (3.383.10)], eq. (59) is obtained as

E[/] = (60)

%Z(aov;l){l(;w—l});ﬂ.

o w=0 7
o
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