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Over the past 15 years, digital evidence has been identified as a leading cause, or contributing factor, in wrongful
convictions in England and Wales. To prevent legal decision-makers from being misled about the relevance and
credibility of digital evidence and to ensure a fair administration of justice, adopting a balanced, systematic
and transparent approach to evaluating digital evidence and disseminating results is crucial. This paper draws
on general concepts from argumentation theory, combined with key principles and concepts from probabilistic
and narrative/scenario approaches to develop arguments and analyse evidence. We present the “Argument-
Based Method for Evaluative Opinions”, which is a novel method for producing argument-based evaluative
opinions in the context of criminal investigation. The method may be used stand-alone or in combination with
other qualitative or quantitative/statistical methods to produce evaluative opinions, highlighting the logical
relationships between the components making up the argument supporting a hypothesis. To facilitate a structured
assessment of the credibility and relevance of the individual argument components, we introduce an Argument
Evaluation Scale and, ultimately, an Argument Matrix for a holistic determination of the probative value of the

evidence.

1. Introduction

Digital evidence is a crucial component of modern criminal investi-
gations. Due to the complex nature of such evidence, expertise is often
required not only for securing and analysing the evidence but also for
evaluating and communicating its probative value to legal decision-
makers. In contrast to several other forensic science domains, there
is no fixed or standardised knowledge base for digital evidence, par-
tially due to digital technology’s rapidly changing and complex nature.
Hence, providing an evaluative opinion about digital evidence often
requires domain expertise combined with extensive and rigorous ex-
perimentation and analysis. Such a process is characterised by many
considerations, assessments and decisions made by the digital forensic
practitioners — and thus, a high degree of subjectivity is involved.

The Case Assessment and Interpretation (CAI) framework (Cook et
al., 1998a,b), developed in the 1990s by the Forensic Science Service
in England and Wales, aimed to improve the form and reliability of
scientific opinions. The principles were incorporated in authoritative
guidelines such by ENFSI (European Network of Forensic Science Insti-
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tutes, 2015) and the UK Forensic Science Regulator (Forensic Science
Regulator, 2021). The ENFSI guidelines promote that the value of sci-
entific findings should conform to the requirements of balance, logic,
robustness and transparency and that evaluation and reporting should
be performed in light of competing hypotheses (i.e., prosecution and
defence); it recommends a probabilistic approach for measuring uncer-
tainty. The process aims to prevent bias and subjectivity, although no
method involving human reasoning can guarantee an error-free or un-
biased opinion.

Research on miscarriages of justice in England and Wales during the
last 15 years suggests a shift from more traditional forensic evidence (in-
cluding medical, biological, chemical, and feature comparison) driving
the majority of identified wrongful convictions before 2007 to digital
evidence as the primary cause or contributing factor after 2007 (Helm,
2022). Smit et al. (2018) studied case transcripts of rulings between
2010 and 2016 regarded as unsafe by the Court of Appeal of England
and Wales, and found that misleading evidence was the reason for the
unsafe ruling in 235 cases. Their analysis showed that relevance, pro-
bative value, and validity of evidence were often misunderstood and
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miscommunicated within a criminal trial when expressing beliefs in
(competing) hypotheses. Transparency of the reasoning associated with
an opinion is crucial to enable an effective internal audit through, e.g.,
peer review, external scrutiny and cross-examination in court.

An empirical study of digital forensic opinions (Sunde, 2021)
showed that practitioners tended to use categorical expressions of
credibility to support conclusions in their reports. The reports were
characterised by one-sidedness since the conclusions were all related to
a single explanation or hypothesis and were not presented in a balanced
manner. Although all participants had analysed the same evidence file,
their conclusions - which were quite convincing - varied greatly and
pointed in various directions. Some concluded that criminal activity
did happen and that the suspect was responsible for it, while others
suggested that the suspect did not perform any criminal activities. If
the participants had assessed and presented the evidence in light of
opposing hypotheses (as suggested by ENFSI), some would have seen
that the evidence was strong and relevant for both hypotheses (support-
ing the suspect’s guilt and innocence) and, therefore, that the evidence
would help discriminate between them. Argumentation theory provides
a framework and terminology for argument-based analysis of evidence
under a hypothesis. It has been introduced in the context of digital
forensics to increase rigour, standardisation and scrutiny in practices
and reporting (Franqueira and Horsman, 2020). Therefore, it facilitates
increased transparency of the reasoning behind practitioners’ opinions
and provides insights into how the components are linked. Argumen-
tation theory helps display uncertainties not only to the credibility of
evidence but also to the logical relationships between the components
involved due to its attention towards the inferential leaps from the evi-
dence to a hypothesis.

The overall objectives of the proposed method were to (1) ensure
fair administration of justice and safeguard the rule of law by promoting
a balanced approach, (2) enable scrutiny by increasing transparency in
the reasoning of expert opinions, and (3) offer an accessible and flexible
way to provide evaluative opinions, which can be used as a stand-alone
method or in combination with other methods.

1.1. Contribution and organisation of the paper

This paper draws on argumentation theory combined with the EN-
FSI requirements of balance, logic, robustness and transparency and
presents the Argument-Based Method for Evaluative Opinions as a method
for structured evaluation of the probative value of evidence. It expands
the practitioners’ toolbox and offers an alternative, non-numerical,
method to elaborate expert opinions.

The proposed method is novel in the sense that it empowers practi-
tioners to apply an argumentation-based framework to equally consider
opposing hypotheses when assessing evidence. It allows systematic as-
sessment of both the credibility and relevance of the evidence, as well as
the implications of missing evidence, enabling them to elaborate evalu-
ative opinions in a clear and transparent qualitative manner.

The method emphasises the logic, which acts as the glue between
the evidence and the hypothesis, therefore adding logical reconstruction
to the existing strategies within digital forensics such as the temporal,
relational and functional reconstruction strategies (Casey, 2011; King,
2006). The method is probabilistic and commits the evaluator to as-
sess the evidence and other components of the argument in light of
at least two opposing hypotheses. This prevents misinterpretations of
probative value since a high probative value of an argument does not
necessarily mean that the opposing argument would have a low pro-
bative value, a phenomenon referred to as the false dichotomy fallacy
(Cederblom and Paulsen, 2012, Page 145). The Argument-Based Method
for Evaluative Opinions may be used stand-alone to assess the relative
probative value between the hypotheses or in conjunction with other
qualitative or quantitative/statistical methods for determining a more
accurate value, e.g., a likelihood ratio. It is flexible and may be applied
for targeted analysis of one or a few pieces of evidence from a single
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forensic domain, such as digital forensics, as demonstrated in this pa-
per. However, it may also be feasible for a holistic analysis of different
types of evidence from different forensic domains.

The paper is organised as follows. First, the related applications of
argumentation theory in digital forensics are discussed, followed by an
elaboration on the key theoretical concepts constituting an argument
and the concepts used for argument evaluation (Section 2). Then, the
Argument-Based Method for Evaluative Opinions is outlined in Section 3,
and elaborated with two examples for the application of the method
and its associated Argument Evaluation Scale and Argument Matrix in Sec-
tion 4. Finally, in Section 5, the utility and limitations of the method are
discussed before conclusions are drawn in Section 6.

2. Using arguments for reasoning about evidence

There are three normative approaches to reasoning with legal ev-
idence: probabilistic, narrative or scenario and argumentation based
approaches (Verheij, 2012).

In probabilistic approaches to evidence evaluation, the uncertainty
is handled within probabilistic terms and methods, and the Bayes’ the-
orem is a fundamental formula. It applies an atomic perspective to
evidence evaluation and allows for precision through a mathemati-
cal expression of evidential value in likelihood ratio. This approach
includes a prior and an updated probability after the evidence is con-
sidered (Kolflaath, 2023). The main critique is that a knowledge base
from which calculations may be obtained rarely exists in digital foren-
sics, and the atomic approach does not consider dependencies between
items of evidence (Kolflaath, 2023). Another limitation pointed out is
that it does not consider the completeness of evidence (Tecuci et al.,
2016).

Narrative (i.e., storyline) approaches to evidence evaluation allow
for exploring whether there is an internal coherence and correlation
between the events (e.g., a timeline) and whether they are backed up
(anchored) with common sense generalisations and evidence generali-
sations (Pennington and Hastie, 1993; Wagenaar et al., 1993). It applies
a holistic perspective to evidence evaluation, focusing on totality and
coherence (Kolflaath, 2023). Evaluation criteria are coverage, unique-
ness, coherence and completeness (Mackor and Van Koppen, 2021).

Scenario approaches offer further explication of stories, including
explanations and causal relationships. Here, the evidence is evaluated
in light of various scenarios and investigates how well the scenarios
explain the evidence and related circumstances (Kolflaath, 2023), of-
ten referred to as inference to the best explanation. The process has two
stages. The first involves generating potential explanations based on
available evidence, and here, the general background knowledge plays
a central part. The second stage involves assessing which scenario is the
best based on evidence evaluation in light of each one. The criteria for
testing the quality of causal explanations are uniqueness, consistency
and plausibility (Mackor and Van Koppen, 2021). Robustness is yet an-
other essential criterion for assessing the thoroughness of the search for
evidence (and counter-evidence) and search for explanations (Mackor
and Van Koppen, 2021). Falsification is the primary methodology for
putting scenarios to the test. A limitation is that the incompleteness and
uncertainties related to criminal evidence do not necessarily allow for
scenarios to be straightforwardly falsified.

Argument approaches in reasoning with evidence are systematic
approaches to assess the credibility and relevance of evidence by appli-
cation of argumentation theoretical concepts. According to Bex (2021,
Page 183), “Argumentation is the construction of arguments by per-
forming consecutive reasoning steps, starting with an item of evidence
and reasoning towards some conclusion using general rules of infer-
ence or generalizations where not just arguments for a conclusion but
also counterarguments against a conclusion have to be considered”. Ar-
gument approaches can span from simple evidential arguments from
evidential data to premises and further to a conclusion — to complex
arguments derived from multiple pieces of evidence chained together
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by multiple inferences, with intermediate and ultimate conclusions. De-
scriptive argumentation is assessed by considering the credibility of the
grounds/premises and the relevance of the inferential leaps/warrants,
which, and ultimately, the strength or probative force in light of the
hypothesis or claim (Kolflaath, 2023; Bex, 2021). The approaches rep-
resent different styles of evidential reasoning and formal development,
and all have their strengths and limitations. Researchers have explored
various ways of combining probabilistic, scenario and argument based
approaches for evidential reasoning (see, e.g., Verheij, 2012; Verheij
et al., 2016). The main critiques of the argument-based approach have
been the need for a systematic account of degrees of uncertainty in ar-
gumentation (Bex, 2021) and that argumentative reasoning does not
explicitly allow for the construction and comparison of alternative sce-
narios to maintain an overview of a mass of evidence (Prakken et al.,
2020).

The academic discourse around evidence evaluation in the broader
forensic science domain, including the digital forensics discipline,
mainly draws on probabilistic approaches (see, e.g., Kwan et al., 2011;
Overill et al., 2013; European Network of Forensic Science Institutes,
2015; Casey, 2020; Casey et al., 2020; Tart, 2020). Although narrative
and scenarios are well-known strategies for reconstruction during the
investigative stage, such approaches to evidence evaluation have not
influenced the digital forensics domain notably.

While argumentation approaches have played a significant role in
reasoning about evidence in court contexts (see, e.g., Bex, 2021; Walton,
2002; Anderson et al., 2005; Kolflaath, 2023), there are few examples
of such approaches to evidence evaluation in the digital forensics do-
main, e.g., applied to the validation of evidence (Boddington, 2012,
2016). Franqueira and Horsman (2020) proposed a broader use of
Toulmin’s argumentation structure (Toulmin, 1958, 2003) with recur-
siveness (Newman and Marshall, 1991) — therefore creating “threads of
arguments” — applied to digital forensics. The dialectic structure allows
exposure and review of key evidence and assumptions useful to sup-
port conclusions, logical reconstruction, and communication between
stakeholders involved.

This paper draws on concepts from general argumentation theory
mainly influenced by the Baconian probability view (Cohen, 1977,
1989; Schum, 2001, 2002) and the application in intelligence and in-
vestigative contexts by, e.g., Tecuci et al. (2016). This is combined
with the key principle from the probabilistic approach of evaluating the
evidence under opposing hypotheses (European Network of Forensic
Science Institutes, 2015). Such a flexible approach allows for evalu-
ating evidence under narrow or broad hypotheses and, similar to the
narrative/scenario approach, may involve sequences and causal rela-
tionships. In essence, the proposed Argument-Based Method for Evaluative
Opinions integrates foundational principles from argumentation theory
with theoretical concepts from both probabilistic and narrative/sce-
nario approaches.

2.1. Argument components

Fig. 1 illustrates the generic layout of an argument and, for clarity,
the components are explained next.

A hypothesis is what is under evaluation, i.e., what one wants to
establish the probability of being true or false. The hypothesis can be
broad, involving relations to multiple and different types of grounds ob-
tained by expertise from several domains, e.g. witness statement, DNA,
fingerprint, digital evidence, or narrow, involving relation to one or a
few grounds originating from a single domain.

An evidence is a piece of data or information obtained through an
investigation.

A ground is an evidence-based assumption (often referred to as a
fact) that links one or more pieces of evidence to the hypothesis. The
value of a ground is assessed in context with the associated evidence
and is understood to have two facets that constitute its credibility — the
source and the information — which is further elaborated in Section 2.2.
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Fig. 1. Generic layout of an argument; meaning of different arrows explained
in the text.

An inferential leap is a bridge statement or glue that connects
the evidence and ground to the hypothesis. The inferential leap can
be explanations of different types, e.g., a cause/effect relationship, an
empirical generalisation, and any form of “common sense” statement
universally regarded as true. The inferential leap is assessed according
to its relevance: its ability to make the hypothesis more or less likely.
An attack challenges any part of the argument, encompassing the as-
sessment of both the credibility of the grounds and evidence presented,
as well as the relevance of the inferential leaps made. Furthermore,
apart from its role in critically appraising the existing evidence, an
attack plays a significant function in evaluating the robustness of the
foundational evidence and highlighting potential gaps or inadequacies.
Moreover, it serves to identify any deficiencies in the reasoning process
leading from the available evidence to the formulated hypothesis.

2.2. Evaluating the probative value of arguments

The assessment of an argument seeks to establish its probative value,
as mentioned and is made up of two independent criteria (Kolflaath,
2023; Reitan, 2016; Tecuci et al., 2016): credibility and relevance.

+ Credibility is the extent to which the ground and the associated ev-
idence may be believed to be true, and is sometimes referred to as
their “believability” (Tecuci et al., 2016). The credibility is assessed
without considering the hypothesis in question, and by asking: What
is the probability that the ground is true?. We underline that this is
an expression of subjective and empirically founded non-numerical
probability, i.e., an expression of the evaluator’s belief based on the
empirical findings, as opposed to aleatory or statistically determined
numerical probability. The credibility of the ground would encom-
pass two distinct components — the source and the information of the
associated evidence. Sources may be humans or machines (devices
or systems). The credibility of the source would, in a digital foren-
sics context, relate to whether the source itself or handling of the
source during the investigation process may have introduced evi-
dence dynamics, which is described as “any influence that changes,
relocates, obscures, or obliterates evidence, regardless of intent be-
tween the time evidence is transferred and the time the case is
resolved” (Casey, 2011, Page 27). The information concerns in-
terpretation at the semantic level and relates to factors such as
authenticity, accuracy, clarity, completeness, and resolution of the
information; for example, the accuracy of location data based on a
cell tower position, the completeness of a chat log, or the resolution
of a CCTV recording.

Table 1 suggests criteria for assessing the credibility of the
grounds and associated evidence. A conservative approach should
be applied, meaning that if the ground meets the criteria of high
credibility (value C4) on source and good credibility (value C3) on
information, the lowest value (value C3) should be assigned.

» Relevance refers to the inferential leap between evidence/ground
and hypothesis, and not the ground itself. The relevance of an item
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Table 1

Argument Evaluation Scale: credibility of evidence & ground.
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Credibility of evidence &
ground

Source

Information

(C1) Very weak

(C2) Weak

(C3) Good

(C4) High

The evidence is derived from a source which is regarded as highly
questionable or lacks credibility. There is reason to believe that
evidence dynamics have led to substantial changes affecting the
meaning of the data.

The evidence is derived from a source of unknown credibility. It is
likely that evidence dynamics have led to substantial changes
affecting the meaning of the data.

The evidence is derived from a credible source. Although there are
some limitations and uncertainties, there is little reason to believe
that the evidence dynamics have led to substantial changes affecting
the meaning of the data.

The evidence is derived from a highly credible source. It is unlikely
that the evidence dynamics have led to substantial changes affecting

The meaning is of high elasticity and very inconclusive due to
vagueness, inaccuracy, low resolution or incompleteness. The ground
is not supported by any evidence.

The meaning is elastic to some degree, and may be interpreted in
more than one way. The ground has some evidential support.

The meaning is quite clear and unambiguous, with little elasticity.
The ground has good evidential support.

The meaning is very clear and unambiguous, with very little

the meaning of the data.

(C5) Very high

changes affecting the meaning of the data.

The evidence is derived from a source of unquestioned credibility. It
is highly unlikely that evidence dynamics have led to substantial

elasticity. The ground has strong evidential support.

The information is of high precision, level of detail, and completeness.
The meaning is very clear and unambiguous. The ground has very
strong evidential support.

Table 2
Argument Evaluation Scale: relevance of inferential leaps.

Relevance of inferential leap Inferential leap

(R1) Very weak
substantial or credible support.
(R2) Weak
questionable credibility.
(R3) Good
least one source.
(R4) High
(R5) Very high

The inferential leap makes the hypothesis barely likely. It is theoretically possible, however, highly questionable or highly implausible. It lacks

The inferential leap makes the hypothesis likely, however, questionable or implausible. The inferential leap has some support, but it is weak or of

The inferential leap makes the hypothesis more likely than unlikely. It is plausible and justifiable. It is supported by credible knowledge from at

The inferential leap makes the hypothesis very likely. It is supported by credible and highly consistent knowledge from multiple sources.

The inferential leap makes the hypothesis certain or almost certain. It is supported by universally accepted knowledge (e.g., nature laws) or

credible and fully consistent knowledge from multiple sources.

Table 3
Argument Matrix: assessment of the probative value of an argument.
Credibility
(C1) Very weak | (C2) Weak [ (C3)Good | (C4)High [ (C5) Very high
@ (R1) Very weak Very weak Very weak | Very weak | Very weak Very weak
E (R2) Weak Very weak Weak Weak Weak Weak
2 (R3) Good Very weak Weak Good Good Good
E (R4) High Very weak Weak Good High High
(R5) Very high Very weak Weak Good High Very high

of evidence indicates how strongly does it support the hypothesis
in question, and is assessed by asking: Assuming that the evidence is
true, what is the probability that the hypothesis is true? (Tecuci et al.,
2016). The criteria for assessing relevance are presented in Table 2.

When assessing relevance, the grounds and associated evidence
may be considered individually. However, if the relevance of the
ground under consideration rests on the relationship to another
ground, their relevance should be considered together.

A holistic evaluation of credibility and relevance is necessary
to determine the probative value of the argument (Anderson et al.,
2005). To facilitate a structured assessment, we introduced argu-
ment evaluation scales (see Tables 1 and 2). We draw on a matrix
introduced by Reitan (2016, Page 128), and present the Argument
Matrix for a holistic determination of the probative value of the ar-
gument based on the assigned relevance and credibility, as shown
in Table 3. Reitan’s original matrix is expanded to enable a more
detailed assessment and communication of an argument’s probative
value. As shown, the probative value can only be high if both the
credibility and relevance are high.

3. The proposed method

Fig. 2 illustrates the steps of the proposed method, which are further
elaborated in the remaining of the section.

The Argument-Based Method for Evaluative Opinions complies with the
ENFSI principles for evaluative opinions (Section 1) mentioned above.
The suggested method involves the assessment of at least two opposing
hypotheses (propositions). It provides a detailed framework for artic-
ulating the reasoning concerning the credibility and relevance of the
components of an argument. It provides a supplement to other methods
due to the focus on the evidence itself, the inferential leaps necessary or
sufficient for the hypothesis to be true, and the ability to consider any
missing evidence.

The starting point of the proposed method is to define the investiga-
tive question from which the opposing hypotheses are derived. In the
context of a criminal investigation, regardless of whether performed
on pre-trial or trial stage — the hypotheses should represent both the
prosecution and defence perspectives. If a suspect or defendant has not
provided a hypothesis, one involving innocence should be constructed
on the defendant’s behalf to operationalise the presumption of inno-
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Table 4
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Expressions of relative probative value for elaboration of evaluative opinion.

Comparison of levels of probative value

Qualitative expression

No difference between levels (e.g., very weak vs. very weak)
1 level of difference (e.g., e.g. very weak vs. weak)

2 levels of difference (e.g., very weak vs. good)

3 levels of difference (e.g., very weak vs. high)

4 levels of difference (e.g., very weak vs. very high)

The probative value of Hypothesis(a) is equal to probative value of Hypothesis(b)
Hypothesis(a) has a slightly higher probative value than Hypothesis(b)
Hypothesis(a) has a significantly higher probative value than Hypothesis(b)
Hypothesis(a) has a much higher probative value than Hypothesis(b)
Hypothesis(a) has a very much higher probative value than Hypothesis(b)

Evidence from an investigation

¢

Define investigative question
and opposing hypotheses

Step 1

Identify arguments’
components

}

Step 3 Assess the probative value of
arguments

!

Identify attacks to argument’s

Step 2

RiepS components

Step 5 Re-assess the probative
value of arguments

Step 6 | Evaluate arguments

!

Reasoned argument-based opinion

Fig. 2. Proposed Method for Argument-based Evaluative Opinion.

cence (European Convention on Human Rights (ECHR), 1950, Article
6(2)).

The method applies a rule that diverges from how argumentation
theory typically is utilized. In general argumentation theory, one would
construct an argument based on grounds that favour the hypothesis.
However, to evaluate evidence, we apply the rule of including all ev-
idence relevant to the investigative question under each hypothesis.
Different grounds may be derived from all evidence under each hypoth-
esis; nevertheless, the evidence should be included. By introducing this
rule, the evaluator is forced to articulate the explanations that would al-
low the evidence to be linked to the hypothesis as well as an evaluation
of their probative value.

Step 1: Define the investigative question and the opposing hy-
potheses

+ Define the investigative question.
+ Define Hypothesis(a) from the prosecutor’s perspective.

+ Define Hypothesis(b) from the defence’s perspective.

Step 2: Identify arguments’ components

Identify all pieces of evidence (E) relevant to the investigative ques-
tion. The same pieces of evidence should be considered for Hypoth-
esis(a) and Hypothesis(b).

» Identify grounds (G) based on the evidence under Hypothesis(a) and
Hypothesis(b).

» Determine inferential leaps (I) and supporting information, which
enable inference from grounds (G) to Hypothesis(a) and construct
the argument under it.

» Repeat the procedure for Hypothesis(b).

Step 3: Assess the probative value of arguments

+ Assess the credibility of the evidence/grounds and the relevance of
the inferential leaps by using the argument evaluation scales (Ta-
bles 1 and 2).

+ Assess the probative value of relevance and credibility in context by
using the argument matrix (Table 3).

Step 4: Identify attacks to arguments’ components

- Identify any relevant attacks on credibility (Ac) of the existing
grounds and associated evidence. Consider the robustness of the ev-
idence base and point out any missing evidence.

Identify any attacks against relevance (Ar) of the inferential leaps
from ground to Hypothesis(a) and the associated backing. Consider
the inferential leap from evidence to ground, and identify whether
there are any gaps or logical breaches.

 Repeat the procedure for Hypothesis(b).

Step 5: Re-assess the probative value of arguments

+ Consider the attacks in the former step and re-assess the probative
value of the arguments.

Step 6: Evaluate arguments

+ Evaluate the probative value of the evidence-based argument under
Hypothesis(a) versus Hypothesis(b).

+ Elaborate an opinion exposing the argument and the associated rea-
soning - including any attacks — underpinning Hypothesis(a) and
Hypothesis(b), respectively. For a standardised expression of the rel-
ative probative value, refer to Table 4. The first column in the table
provides options for the outcome when comparing the relative pro-
bative value of Hypothesis(a) vs. Hypothesis(b), illustrated by an
example. The second column provides a qualitative expression to
guide the formulation of the evaluation opinion.

4. Illustration of the proposed method

The proposed method is illustrated with two cases, elaborated in
Sections 4.1 and 4.2.

4.1. Case 1: Apple Health app data and arson

Case description:

This fictitious case is adopted from Vink et al. (2022). During the
questioned night, a man (Suspect Y) was suspected of setting a house
on fire (Location II). He lived in the same neighbourhood (Location I).
Eyewitness X stated that the fire started around 1:30 a.m. The suspect
owned an iPhone 7 with the Apple Health app, which registers step
count and travelled distances in time. The iPhone registered movement
between 1:21 a.m. and 1:40 a.m. and had registered 1450 steps and
1250 meters. An eyewitness (Eyewitness Z) stated that the suspect en-
tered a bar (Location III) around 1:40 a.m. The prosecution claimed the
suspect walked from Location I to Location III via Location II (Route
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1 - 1600 meters). The suspect told the police that he walked directly
from Location I to Location III (Route 2 - 900 meters) and that he,
therefore, did not pass the house that was set on fire. The computa-
tion in the paper by Vink et al. (2022) rendered a likelihood ratio of 5
in favour of Hypothesis(a). The assumptions concerning steps and trav-
elled distance underpinning this result rest primarily on findings from
experiments conducted by van Zandwijk and Boztas (2019).

An additional element was added to the original scenario: Suspect
Y agreed to participate in a reconstruction of Route 1 and Route 2. He
was asked to carry the iPhone 7 in the same place and walk the route
as similarly as possible as he did the questioned night. He walked both
routes at an even pace and carried the iPhone in the left front pocket of
his trousers. The registered Apple Health app data was:

» Route 1 (1600 m): 1478 steps / 1390 meters and 18 minutes of
movement.

» Route 2 (900 m): 810 steps / 730 meters and 13 minutes of move-
ment.

4.1.1. Proposed method applied to Case 1
This section applies the method introduced in Section 3 to the case.

Step 1: Define the investigative question and opposing proposi-
tions

+ The investigative question is: Was Suspect Y at the Location II when
the fire started?

+ Hypothesis(a): Suspect Y walked Route 1 (1600 meters from loca-
tion I-II-1II).

» Hypothesis(b): Suspect Y walked Route 2 (900 meters from location
I-11D).

Step 2: Identify arguments’ components

E1: Apple Health app data secured from Suspect Y’s iPhone 7: 1450
steps / 1250 meters between 1:21 a.m. and 1:40 a.m.

E2: Eyewitness X stated that the fire started at 1:30 a.m. at Location
II (supported by other evidence).

E3: Eyewitness Z stated that Suspect Y entered the bar at Location
III around 1:40 a.m. (supported by other evidence).

E4: Information from public registry — Suspect Y lives near Loca-
tion L.

Hypothesis(a):

Gla: Suspect Y walked from his home at 1:21 a.m., started the fire
at Location II at 1:30 a.m. and walked further to the bar at Location
III where he arrived at 1:40 a.m.

I1a: The Apple Health App data of 1250 meters makes Route 1 of
1600 meters corresponds with the research showing that the Apple
Health app tends to register a lesser distance than the actual when
walking.

12a: The results from the reconstruction support the research show-
ing that the Apple Health app registers fewer steps/meters than the
actual distance when walking.

I3a: Reconstruction of Route II with iPhone 7 and Apple Health app
led to a registration of 730 meters travelled distance. This result
corresponds with the research and makes Route II more likely.

Hypothesis(b):

G1b: Suspect Y walked from his home at 1:21 a.m. and directly to
location III (the bar), which is 900 meters apart, where he arrived
at 1:40 a.m.

I1b: Since the Apple Health app tends to register a lesser distance
than the actual when walking, the registration of 1250 meters indi-
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cates that something may have influenced the registration, leading
to more registered steps and longer travelled distance than Route II.
The exceeded registration was caused by influences such as walk-
ing style, where and how the iPhone was carried, or some other
unknown source of interference.

Step 3: Assess the probative value of arguments

+ The probative value of Hypothesis(a) is high.
+ The probative value of Hypothesis(b) is weak.

Reasoning:

The credibility of Gla under Hypothesis(a) is high (value C4)
based on the evidential support from E1-E4. The relevance of 11 -13
is high (value R4). Therefore, they make Hypothesis(a) very likely
due to the research foundation combined with the reconstruction
where similar tendencies were observed.

The credibility of G1b under Hypothesis(b) is high (value C4)
based on the evidential support from E1-E4. The relevance of I1
is rated weak (value R2) since it is — based on research experi-
ments (van Zandwijk and Boztas, 2019), less likely that walking
900 meters would render a higher registered distance. The recon-
struction also supports the experimental findings and makes the
Hypothesis(b) less likely.

Step 4: Identify attacks to arguments’ components

+ AcEl: There is no supporting information concerning Suspect Y’s
walking style or where he carried the iPhone on the night in ques-
tion other than Suspect Y’s account. It is uncertain whether Suspect
Y carried the iPhone consistently during the walk on the night in
question (hand, pocket, bag, etc.). It is also uncertain whether Sus-
pect Y walked or ran the distance from Location I-III on the night in
question. Hence, walking style and carrying location may have in-
fluenced the registered distance in the Apple Health app. Running is
more likely than walking to increase the registered distance above
the actual distance, especially when the iPhone is held in hand or
kept in a trouser pocket (van Zandwijk and Boztas, 2019, Pages
129-130).

Attacks on Hypothesis(a):

Arla: There is no supporting evidence that Suspect Y was at Loca-
tion II when the fire started.

Attacks on Hypothesis(b):

Arlb: There is no supporting evidence that Suspect Y was at another
place than Location II when the fire started.

Fig. 3 summarises the structure of the argument for Case 1 visually.
Step 5: Re-assess the probative value of arguments

+ The probative value of Hypothesis(a) is good when attacks are con-
sidered.

+ The probative value of Hypothesis(b) is very weak when attacks are
considered.

Reasoning:

The probative value of Hypothesis(a) is changed from high to
good based on the uncertainties introduced by the attacks. Although
the scenario of Suspect Z walked from Location I via Location II
before being observed at Location III is consistent with the iPhone
Health app registration, the lack of credible information about walk-
ing style and where the phone was carried, combined with the
absence of observations along Route 1 justifies to a decrease the
probative value from high to good.
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Fig. 3. Visual representation of the argument structure for Case 1.

Therefore, the attacks are equally relevant to Hypothesis(b) and
justify decreasing the probative value from weak to very weak.

Step 6: Evaluate arguments

The evidence-based argument is of significantly higher probative
value under Hypothesis(a) than under Hypothesis(b) (see Table 4). The
reasoning behind this opinion is the following.

Reasoning:

The registered data in the iPhone’s Apple Health app for the night
in question deviates equally from the distance in both Hypothe-
sis(a) and Hypothesis(b). However, research on how data is regis-
tered during different walking styles and iPhone carrying locations
shows that a discrepancy from the actual distance is typical. Re-
search shows that, when walking while carrying the iPhone 7 in
the trouser’s pocket, the registered distance in the Apple Health
app is more likely to be lower than the actual distance as opposed
to higher. Under the reconstruction, Suspect Y demonstrated that
he had walked the distance and kept the iPhone in the front left
pocket. Based on these grounds, the registration of 1250 meters has
a higher probative value under Hypothesis(a) compared to Hypoth-
esis(b). The evidential foundation could, however, be more robust.
There is no supporting evidence, such as witness observations or
CCTV evidence, supporting that Suspect Y took either Route 1 or 2
during the relevant timeframe, which equally weakens the proba-
tive value of the evidence-based argument under Hypothesis(a) and
Hypothesis(b).

4.2. Case 2: Theft from purse caught on CCTV

Case description:

The example case is largely inspired by a real case from 2009 con-
cerning the theft of a wallet with 800 NOK (approx. 70 Euro) from
an older woman’s purse while she was shopping at a grocery store.
The theft was recorded by the CCTV camera in the store, and although
the CCTV footage was blurry, a police officer identified the suspect as
Suspect A (anonymised). The police officer recognised Suspect A since
he had seen her before. Suspect A was arrested and later sentenced
in the city court based mainly on the CCTV evidence (TSTRO-2009-
172386); she appealed, but the sentence was upheld by the appeal court
(LF-2010-40043). An appeal to the supreme court was not accepted
(HR-2010-01789-U). She applied for reopening the case to the Norwe-
gian Criminal Cases Review Commission (the commission), and after
two rejections (GK-2014-183; GK-2017-26), the commission decided to
reopen the case after the third application (GK-2017-138). The woman
was acquitted in 2019 (LE-2019-24145). For the purpose of illustration,
some case details have been added or modified in the example below.

4.2.1. Method applied to Case 2
This section applies the method introduced in Section 3 to the case.

Step 1: Define investigative question and opposing hypotheses
+ The investigative question is: Who is the person taking the wallet from
an older woman’s purse?
» Hypothesis(a): Suspect A is the person on the CCTV footage.

+ Hypothesis(b): Suspect A is not the person on the CCTV footage.

Step 2: Identify arguments’ components

El: CCTV footage obtained from the CCTV system in the grocery
store. The footage is of low quality due to low resolution and devia-
tions in the colour representation (e.g. red colour appears as pink).
E2: The police officer who has seen the suspect in person has pro-
vided an identification report — identifying Suspect A as the woman
in the footage, referring to former knowledge of her.

E3: Photograph of Suspect A taken by the police on the day of the
arrest, the same day as the E1 was recorded. The image is of high
resolution and provides an accurate representation of the facial fea-
tures of Suspect A.

Hypothesis(a)

Gla: The visual facial features of the person on the CCTV footage
correspond to those of Suspect A.
I1a: The identification by the police officer is a recognition based
on former knowledge of Suspect A (as opposed to an identification
based on comparison of images).

Hypothesis(b)

G1b: The person’s facial features on the CCTV footage correspond
with those of Suspect A but are inconclusive due to the ambiguity
caused by low quality.

I1b: The police officer misidentified the suspect as the woman in
the footage due to low resolution and colour deviations of the CCTV
footage.

I2b: It is a higher risk of misidentification when the footage on
which it is based is ambiguous due to low quality (see, e.g., Ke-
val and Sasse, 2008; Lee et al., 2009).

I3b: The low quality of the CCTV footage (E1) does not provide for
an accurate evaluation of the facial features against several of the
visible features in the high-resolution photograph (E3).

Step 3: Assess the probative value of arguments

The probative value of Hypothesis(a) is weak.
The probative value of Hypothesis(b) is weak.
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Fig. 4. Visual representation of the argument structure for Case 2.

Reasoning:

The credibility of Gla under Hypothesis(a) is weak (value C2)
since, although it is based on evidence from a source of very high
credibility, the CCTV evidence is elastic despite some empirical sup-
port in the E2. Considering the relevance, the inferential leap Ila
makes Hypothesis(a) more likely than unlikely (value R3) due to
the police officer’s former knowledge and the corresponding facial
features between E1 and E3. Therefore, the probative value of Hy-
pothesis (a) based on the credibility and relevance in context is
weak.

The credibility of G1b under Hypothesis(b) is weak (value C2). It
is based on evidence from a source of very high credibility, although
the CCTV evidence is elastic despite some empirical support in E2.
Considering the relevance under Hypothesis(b), the inferential leaps
(I1b-12b-I3b) make Hypothesis(b) more likely than unlikely (value
R3). However, the low resolution in the CCTV footage increases
the risk of misidentification due to ambiguous features. Therefore,
the probative value of Hypothesis(b) based on the credibility and
relevance in context is also weak.

Step 4: Identify attacks to arguments’ components

Attacks on Hypothesis(a):

Arla: There is no empirical support from other information sources,
e.g., CCTV footage or location data linking Suspect A to the time
and place of the theft.

Ar2a: A systematic evaluation of facial image comparison would
probably be infeasible due to the low quality of the CCTV.

Ar3a: Although the visible features correspond with Suspect A’s
features, there are no significant or rare features such as scars or
tattoos, and the features thus correspond with many other similar-
aged women.

Attacks on Hypothesis(b):

Arlb: There is no empirical support suggesting that the suspect was
at a different location during the theft.

Fig. 4 summarises the structure of the argument for Case 2 visually.

Step 5: Re-assess the probative value of arguments

The probative value of Hypothesis(a) is very weak when attacks are
considered.
The probative value of Hypothesis(b) is very weak when attacks are
considered.

Reasoning:

The attacks show that both hypotheses lack empirical support
that would increase the credibility of the grounds, and both are
adjusted from weak to very weak.

Step 6: Evaluate arguments

Hypothesis(a) that Suspect A is the person in the CCTV footage has

equal probative value as Hypothesis(b) that Suspect A is not the person
in the CCTV footage (see Table 4). The reasoning behind this opinion is
the following:

5.

Reasoning:

The probative value of the evidence-based arguments under both
hypotheses is very weak, mainly due to the low quality of the CCTV
evidence. Although the police officer states in his report that he
recognises the person in the CCTV footage as Suspect A, there is
no other evidence supporting or contradicting that Suspect A was in
the store at the time of the theft. The footage is of too low-quality to
perform an identification based on the high-resolution image (E3).
The blurred CCTV footage corresponds with the facial features of
many similar-aged women and does not provide a sufficient foun-
dation to discriminate between Hypothesis(a) and Hypothesis(b).

Discussion

The proposed Argument-Based Method for Evaluative Opinions pro-

vides a structured way of evaluating evidence and arriving at an opinion
and aids practitioners to be transparent about the reasoning behind
their assessments. As the method obliges articulation of the reasoning
from evidence/ground to hypothesis, implicit assumptions, tacit knowl-
edge and generalisations become explicit not only to the practitioners
themselves but also become available for peer scrutiny. This may reveal
flawed judgements based on insufficient knowledge or flawed assump-
tions which otherwise would remain hidden. It serves as a method that
gives the legal decision-maker insights into each component of the ar-
gument, the credibility of each piece of evidence, the inferential leaps
that make the evidence relevant to the case, and to which of these com-
ponents the identified uncertainty relates. Increased transparency also
facilitates cross-examination in court, which is a crucial safeguard for
the fair administration of justice.

The proposed method may be used alone or combined with other

methods. It does not, in itself, require any computations. However, sup-
port for inferential leaps may very well be based on calculations and
statistics, as shown in Case 1 (Section 4.1) — where the original work by
Vink et al. (2022) calculated the likelihood ratio for the opposing hy-
potheses. As individual pieces of evidence may be subject to Bayesian
probabilistic analyses, the proposed argument-based method can be ap-
plied as an “add-on” (Di Bello and Verheij, 2020; Prakken, 2020). It
is flexible and enables the combination of multiple evidence of similar
kinds as well as different types of evidence.

A strength of the proposed method is the ability to consider and

describe the robustness of the evidence foundation and the empirical
uncertainty introduced by missing pieces of evidence. As shown in Step
5 of Case 1, the probative value of both arguments is lowered after
consideration of attacks highlighting evidential gaps. However, the ad-
justment does not affect their relative probative value. This allows the
legal decision-makers insight into essential aspects when considering
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whether the evidence is sufficient to meet the standard often expressed
as “proven beyond any reasonable doubt”.

The dialectic process of taking one perspective at a time may min-
imise cognitive bias. The process of articulating argument components
may counter the confirmation bias, which is a tendency not only to
look for information that corresponds with one’s beliefs and to over-
look and explain away contradicting information (Nickerson, 1998).
The argument-based method proposed may help the practitioner to
avoid fast and intuitive “system 1 thinking” (Kahneman, 2011), and
rather apply analytical and slow “system 2 thinking” by scrutinising
their own assumptions and decision making, explicating the compo-
nents and logic within each argument, and systematically identifying
uncertainty (attacks) under each hypothesis. Case 2 (Section 4.2) serves
as an illustration of this point. Intuitively, one would put much weight
on a police officer claiming to recognise a person which he or she has
prior knowledge of. The argument-based method directs the attention,
forcing an evaluation of the digital evidence upon which the identifica-
tion is founded. A systematic evaluation reveals that, despite the police
officer’s strong conviction, the poor quality footage diminishes its pro-
bative value - or, as the adage warns: “you can’t make a silk purse out
of a sow’s ear”.

It should be emphasised that, as the proposed method involves sub-
jectivity and discretion, it does not entirely eliminate cognitive bias
influencing the many judgements and decisions made throughout the
process. Despite that, the explicit reasoning will make a possible bias
more visible to peers, which increases the possibility of bias detection
and correction.

The uncertainty is articulated in qualitative terms and encompasses
not only the credibility of evidence but also a separate evaluation of
the relevance of inferences. Since the digital forensics domain is chal-
lenged by changing technology, many issues subject to evaluation do
not have an associated reference database. Therefore, the evaluations
must often rely on the practitioners’ expertise combined with rigorous
experimentation and testing. Under such circumstances, the proposed
argument-based method may be a helpful supplement in their toolbox
for performing subjective and non-numerical probabilistic analyses as a
basis for evaluative opinions.

A limitation of the proposed method is that it becomes complex if
many pieces of evidence and grounds are to be considered under one
hypothesis, with different inferential leaps and supporting tests and ex-
perimentation. To avoid losing oversight, visualisation may be helpful.

The granularity of the values for assessing probative value may also
be a limitation. As argued by Casey (2020), a detailed scale grasps
the result of smaller adjustments. The argument matrix (Table 3) may
thus sometimes not capture minor changes in relevance or credibility.
However, since the method highlights transparency in reasoning, such
adjustments may be expressed in qualitative terms when conveying the
reasoning behind the selected values.

As with other hypothesis-based methods, the fairness of the outcome
depends on whether the hypotheses are balanced towards the ultimate
investigative question of guilt. Suppose both hypotheses are framed as
guilt hypotheses in Step 1 of the proposed method (Fig. 2). In that case,
the outcome will render a probative value of one guilt hypothesis vs.
the other and, consequently, not the probative value of a plausible hy-
pothesis pointing towards innocence. To avoid a misleading outcome,
the practitioner should pay close attention to this issue when defining
hypotheses in Step 1 and include hypotheses such as “Suspect Y walked
Route 2 (900 meters from location I-III)” entailing that the suspect did
not pass the house that was set on fire (Case 1), or “Suspect A is not the
person in the CCTV footage” (Case 2) meaning that the suspect did not
commit the theft that was caught on CCTV.

In addition to evaluation, the proposed argument-based method may
be used as an investigative tool at the pre-trial stage. If information col-
lection is still ongoing, the method may be employed to assess what
needs to be investigated further through, for example, additional col-
lection of evidence or through testing and experimentation to reduce
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uncertainty related to the existing evidence — as a logical reconstruc-
tion mechanism. It can also supplement other analytical approaches
used during the investigation stage, such as the Analysis of Competing
Hypotheses (ACH) (Heuer Jr., 1999, 2005). ACH is primarily used for
assessing and eliminating hypotheses; however, it does not inform the
probative value of the evidence under each hypothesis or relative to an-
other hypothesis in qualitative terms. ACH applies an atomic approach
to evidence evaluation, and assesses the consistency of each piece of in-
formation (evidence) with each hypothesis. Therefore, it fails to capture
the dependencies between individual pieces of evidence. For example,
the credibility of a ground may be conditioned by another ground, an
aspect which the “atomic consistency test” in ACH fails to capture.
The proposed argument-based method may thus supplement the ACH
method, providing insights into the logical connection between compo-
nents under a hypothesis and the probative value of the evidence under
one hypothesis vs. the other.

6. Conclusion

The paper presents the Argument-Based Method for Evaluative Opin-
ions, which is a novel method for a balanced, non-numerical, evaluation
of evidence. The method is primarily founded on general concepts from
argumentation theory combined with key principles and concepts from
probability and narrative/scenario-based approaches and meets three
objectives stated at the end of Section 1.

The proposed method may mitigate bias by obliging the practitioner
to assess the argument under two opposing hypotheses. To ensure fair-
ness and adherence to the presumption of innocence, at least one of the
hypotheses should be framed as an “innocence” hypothesis, as demon-
strated in example Case 1 and Case 2 in this paper. In both cases, digital
evidence is central, and the application of the method shows that it is
useful for determining the probative value of the evidence under one
hypothesis vs. another. However, as with any novel method, application
and testing in a real life setting is essential for examining its effective-
ness.

The proposed method guides practitioners, through several steps,
to follow a rationale from identifying opposing hypotheses, identifying
argument components and possible attacks to them, and, ultimately,
assessing the probative value of the arguments. This leads to the elab-
oration of an evaluative expert opinion which follows logically from
the assessment of the opposing hypotheses. Therefore, documentation
of all the steps promotes transparency in reasoning about the credibility
of evidence and grounds and the reliability of the inferential leaps from
these steps and onwards to a hypothesis. Transparency concerning rea-
soning around the value and uncertainty associated with the evidence is
crucial to facilitate audit, peer scrutiny and effective cross-examination
in court.

The proposed method applies a qualitative approach for argument
evaluation, providing a scale for assessment of the credibility of evi-
dence and ground (Table 1) and of the relevance of inferential leaps
(Table 2). Such support scales allow practitioners without competency
and experience in quantitative approaches to use the proposed method.
Despite the qualitative foundation, the proposed method is flexible and
can be combined with quantitative methods for uncertainty assessment.
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