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Abstract: We propose an effective, low complexity and multifaceted scheme for peak-to-average
power ratio (PAPR) reduction in the orthogonal frequency division multiplexing (OFDM) system for
underwater acoustic (UWA) channels. In UWA OFDM systems, PAPR reduction is a challenging task
due to low bandwidth availability along with computational and power limitations. The proposed
scheme takes advantage of XOR ciphering and generates ciphered Bose-Chaudhuri-Hocquenghem
(BCH) codes that have low PAPR. This scheme is based upon an algorithm that computes several keys
offline, such that when the BCH codes are XOR-ciphered with these keys, it lowers the PAPR of BCH-
encoded signals. The subsequent low PAPR modified BCH codes produced using the chosen keys
are used in transmission. This technique is ideal for UWA systems as it does not require additional
computational power at the transceiver during live transmission. The advantage of the proposed
scheme is threefold. First, it reduces the PAPR; second, since it uses BCH codes, the bit error rate (BER)
of the system improves; and third, a level of encryption is introduced via XOR ciphering, enabling
secure communication. Simulations were performed in a realistic UWA channel, and the results
demonstrated that the proposed scheme could indeed achieve all three objectives with minimum
computational power.

Keywords: underwater acoustic; PAPR; OFDM; BCH codes; XOR cipher

1. Introduction

Acoustic signals enable short, medium and long-range data transmission in the un-
derwater channel [1]. Severe multi-path fading, variation in the speed of sound and
absorption-based pathloss severely limit the communication bandwidth and make the
channel complex. Moreover, the underwater acoustic (UWA) channel is wideband in na-
ture, since the bandwidth is of the order of carrier frequency [2]. This results in a larger
delay spread of the channel and causes inter-symbol interference (ISI). Since the propaga-
tion speed of sound is quite low compared to radio frequency (RF) signals, even a small
motion of the transmitter and receiver in the channel causes Doppler spreading and signal
shifts. This complexity of the underwater channel severely limits the transmission data-
rates. Consequently, for a better utilization of the limited bandwidth and to increase the
data-rate of the system, several multicarrier communication schemes have been suggested
in the past two decades [3-8].

For enabling multicarrier high data-rate acoustic communication, orthogonal fre-
quency division multiplexing (OFDM) has recently gained a great deal of attention in the
UWA domain, and several research works have evaluated the performance of OFDM sys-
tems for underwater acoustic channels [2,9-11]. It is a reliable and well-studied multicarrier
technique with the ability to deal with frequency selectivity of the channel and longer delay
spreads [12,13]. Because of the longer duration of the OFDM symbols, it can counter the
ISI caused by the severe multipath in the UWA channels. Despite its advantages, one of
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the foremost issues associated with OFDM is the high peak to average power ratio at the
transmitter. It is a widely studied topic in the field of RF OFDM [14-18], whereas computa-
tional and bandwidth limitations render it a unique problem in the acoustic domain [19].
A large peak-to-average power ratio (PAPR) value usually results from the constructive
overlapping of random symbol phases to create peaks in the time domain. The presence
of non-linear power amplifiers at the transmitter side makes it mandatory to reduce the
average power of the system, which causes a loss in performance. In-band distortions and
spectral spreading are observed when such a signal passes through non-linear devices, such
as high-power amplifiers (HPA). Thus, a high peak to average power ratio causes in-band
distortions in an OFDM system and further increases the complexity of the implementation
of other blocks, such as analog-to-digital (A /D) and digital-to-analog (D/A) convertors [20].
Various techniques have been suggested to reduce the PAPR of OFDM systems including;
(1) signal distortion techniques, e.g., clipping and filtering, windowing, companding and
peak cancellation; (2) probabilistic techniques, including partial transmit sequences (PTS),
selective mapping (SL), tone injection and tone reservation; and (3) schemes based upon
coding, such as linear block coding (LBC), Golay sequences and turbo coding [18].

Bose-Chaudhuri-Hocquenghem (BCH) codes have been used in communication
systems for error correction to reduce bit error rates [21]. BCH codes are cyclic codes
operating on a group of data bits or blocks, rather than individual bits [22]. Due to their
ability to fix multiple errors and simplicity in coding and decoding implementations, they
find their uses in various applications. The decoding energy consumption of BCH codes is
observed to be a linear function of the number of corrected errors t and the length of code-
words [23]. Some of the common codes used in this work and their generator polynomials
generated using MATLAB's bchgenpoly() function are mentioned in Table 1.

Table 1. BCH coding parameters.

Code n k t Generator Polynomial
BCH (31,6) 31 7 11001011011110101000100111
BCH (31,11) 31 11 5 101100010011011010101
BCH (31,16) 31 16 3 1000111110101111
1010100110010001001011011
BCH (63,7) 63 7 15 0001110100001101011100111
1011111
1001110101100100100110001
BCH (63,10) 63 10 13 0110101011101010100000110
1101
1100110110010011000010111
BCH (63,16) 63 16 1 10111010011101100101011
BCH (63,24) 63 o4 7 1111011010011010110000100

000100100100001

1110001001110101101000001
0101011110100100001100011
BCH (127,8) 127 8 31 0101001100111110010010100
0101110011011101111110110
11001011000010001111

1010011011111110000111000
10000010011101001010101001
BCH (127,22) 127 22 23 0100011101100100101110010
1101100111111101001110001
00011
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Table 1. Cont.

Code n k t Generator Polynomial

1100110011000011110011011

0110101010010000111101000

10010011111010010111110011
1010001111011101

10110010010011010100101010
BCH (127,50) 127 50 13 10100110110011000000010101
00010001101000001100010001

BCH (127,36) 127 36 15

The Vernam cipher was first used by Gilbert Vernam in 1917 to encrypt telegraph
messaging [24]; also called the XOR cipher, its biggest advantage is that encryption and
decryption are both achieved using the same operation. At the transmitter, the input data
is converted into binary and divided into blocks. An XOR operation is performed for the
input message data with a predefined key of the same block length. The obtained ciphertext
is then transmitted, whereby the receiver performs an XOR operation for the received data
with the same key to get the original message.

In this work, we use XOR ciphering on BCH codes to propose a low-complexity PAPR
reduction scheme for an underwater acoustic OFDM. The proposed XOR-ciphered BCH
codes not only have low PAPR, but they also provide a medium level of encryption of
the transmitted data while improving the bit error rate (BER) at the same time. The main
contributions of this paper are:

e A low-complexity scheme based on XOR-ciphered BCH encoded symbols for PAPR
reduction in UWA OFDM systems.

e An offline vector identification technique to shortlist random key vectors that will
result in the lowest possible PAPR of XOR-ciphered BCH codes.

e  Evaluation of the proposed technique using a shallow underwater channel model
showing PAPR as well as BER reduction.

The rest of the paper is structured as follows: Section 2 details the recent advances in
the domain of PAPR reduction for underwater acoustic channels, coding techniques pro-
posed for UWA OFDM and using coding for PAPR reduction in OFDM systems. Section 3
briefly describes the OFDM transceiver architecture, the UWA channel model and the
coding technique utilized. Section 4 gives a detailed overview of the proposed PAPR
reduction technique, followed by Section 5 which is devoted to the results and discussions.
In the end, a short conclusion is provided in Section 6.

2. Literature Review

In this section, we detail some of the recent advances in the domain of PAPR reduction
and error correcting codes for UWA OFDM systems. Various schemes to reduce PAPR
on an OFDM system have been proposed for underwater channels [4,19,25-30] including
partial transmit sequences (PTS), low-density parity-check (LDPC) coding, DFT precoding
and companding transforms, to name a few.

To deal with the high peaks of OFDM modulated systems, Rojo and Stojanovic [20]
proposed a tone injection technique to reduce the peak to the average power of an underwa-
ter acoustic OFDM system. The tones are injected out of the normal transducer bandwidth
to minimize the peaks and are added to the system just before D/A conversion. These
tones are subsequently filtered out after the signal has passed through the power amplifier
before transmitting the final signal. This filtering is an additional process that is required
for tone suppression. Multiple techniques have been proposed by Rojo and Stojanovic for
the optimal placement of the chosen tones, including a random search technique based
on limited selection from a set of sequences, as an exhaustive search is not feasible. A
PAPR reduction of approximately 0.5 dB to a maximum of 2.5 dB takes place based upon
whether the tones have been injected above or below the useful bandwidth and how far
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the tones are from the useful bandwidth. The data-rate is unaffected in this scheme as there
are no overheads. The authors of [31] proposed orthogonal signal division multiplexing
(OSDM) for underwater acoustic communication due to its enhanced PAPR reduction
performance. However, the complexity of the direct channel equalizer is quite high. An
indexed modulated OFDM scheme is proposed in [32], with a PAPR improvement of up to
7 dB over traditional systems.

Historically, various implementations, such as [33-36], have explored block coding
techniques to reduce the PAPR of OFDM systems for radio channels. Jones, Wilkinson, and
Barton explored block coding for PAPR reduction in OFDM systems [37]. Input data is
organized into blocks, and for each block a code with the lowest PAPR is chosen from a
list of selected code words. However, they require exhaustive search and lookup tables
incurring heavy processing costs. Tasadduq and Rao [38] analyzed the performance of
a PAPR reduction technique based on linear block codes and weighting functions for an
OFDM system. The codes are chosen according to the number of subcarriers used, e.g.,
Hamming (7,4) for an 8-subcarrier system. While the resulting coded words are not in
powers of two, a redundant bit is added for easy inverse fast Fourier transform (IFFT)
implementation. If the number of sub-carriers used in an OFDM system are N, we use the
fundamental principles of [37,38] while employing BCH(#, k) codes to perform an offline
exhaustive search for lower orders of k and random selection sets in the case of higher
orders of k, to come up with a single key vector of (N — 1) bits that results in the lowest
PAPR values for most of the combinations.

Carrascosa and Stojanovic employed quadrature phase shift keying (QPSK) signals
encoded using BCH(64,10) in a low-complexity channel estimation technique for under-
water acoustic MIMO OFDM systems [39]. Kim et al. evaluated various error correcting
coding schemes for an underwater OFDM system [40]. The short-length codes evaluated
were convolutional, turbo and BCH codes. Simulations using Bellhop [41] and real sea test
results demonstrated that the BCH codes had the best overall error correction performance
for acoustic OFDM in underwater channels.

Additive ciphers [42] work by adding a sequence of k bits to an input sequence m
to obtain a ciphered sequence c. Huo and Gong [43] compared the performance of the
XOR cipher and the phase cipher for an OFDM system. The encryption was performed
both before channel coding and after channel coding. The XOR ciphering technique is
computationally less intensive while having a similar symbol error rate to the phase cipher.
Instead of a traditional first encrypt then encode technique, Gligoroski et al. evaluated
the concept of cryptcoding schemes [44], whereby encryption and channel coding are
integrated into a single block. The evaluated combined systems were more efficient and
less complex.

In an underwater acoustic channel, frequency dependent pathloss, doppler spreading
and multipath fading make it very difficult to achieve a good bit rate. Similarly, securing
the transmitted data while maintaining computational simplicity is a challenge. Thus, the
idea of a reliable channel coding technique, combined with a moderate level of security,
that can depress the high PAPR of a UWA OFDM system is intriguing.

3. System Architecture

In this section, we briefly explain the various components of our proposed system,
including the OFDM transmitter and receiver, the underwater channel model and the
cipher and coding technique used.

3.1. OFDM Transceiver

An OFDM based transceiver model is demonstrated in Figure 1. The input binary
stream b; is randomly generated, having a value of 0 or 1 wherei =0,1,2,.... The serial
stream is then block encoded using a BCH(#, k) encoder.
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Figure 1. Proposed ciphered BCH OFDM architecture.

The output from the BCH encoder then undergoes XOR encryption. In a typical
BCH(n, k) code, the value of n is a prime number, while the number of sub-carriers N in
an OFDM system are in powers of two. Therefore, a single bit is appended to each of the
encoded sequence. Then, the bits pass through the modulator block where MPSK, QAM or
DPSK mapping takes place. Typically, the output of the modulator is a complex number.
Next, the serial stream of complex numbers is converted into a parallel stream that can be
represented in vector form as:

T
Cp = [Cp,Or Cp1,Cp2s--- Cp,N—l] 1)

where C, is a vector of complex numbers for pth OFDM symbol and ¢y, 4 is the complex
number for pth OFDM symbol and gth subcarrier. These signals are then converted to
their discrete time-domain complex equivalents using an IFFT block of size N, and are
represented as:

XP = [xp,()/ xp,l/ s ,Xp/N,]} ! (2)

where X}, is a vector representing the pth OFDM symbol and x4 is the gth sample of the
pth OFDM symbol. A parallel to serial operation is performed and a cyclic prefix (CP) is
attached at the start of the OFDM symbol by copying the tail samples of the symbol.

The discrete-time OFDM symbols are then converted into continuous-time signals
using the digital to analog conversion block followed by a high-power amplifier block. The
final output of the transmitter is then given by:

X (t) — L A]ilc ejznfqt (3)
p \/T = pAa

where x,(t) is the continuous-time equivalent signal of the pth OFDM symbol and the
duration of an OFDM symbol is T. The symbol x(#) is used for the OFDM signal that
has been transmitted for all the symbols. The transmitted signal then passes through the
underwater acoustic channel. On the receiver, all the steps that were performed at the
transmitter are performed in the reverse order. The received signal £(t), which is the
degraded form of the transmitted signal, is converted back to discrete-time symbols using
an analog to digital convertor. The CP is discarded and a serial to parallel operation is
performed. The FFT block then produces the discrete frequency domain symbol vector
given as:

A

a A A a T
Cp = [Cp,O/ Cp,l/ Cp,2/ e Cp,N—l] (4)
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A zero-forcing equalizer is employed, assuming the channel state information (CSI) is
known. The symbols are de-mapped after parallel to serial conversion. This is followed
by an XOR decryption block and, finally, BCH decoding takes place, giving the estimated
binary sequence b;.

3.2. XOR Encryption

Figure 2 depicts the basic operation of an XOR encryption system [43]. The input
message blocks m are bitwise XORed with the same size key k to generate encrypted data
blocks c. In the proposed OFDM system, each binary plaintext/ciphertext block and key
has the same size as the number of OFDM sub-carriers. However, the keys here are unique,
and are determined based on the maximum PAPR reduction they can achieve when XORed
with a BCH code.

plaintext > + > ciphertext
m=my m; ..., my_, C = Cp Cpy vev » CnN_ g
keys

k=rkpyky...,bky_,

Figure 2. XOR encryption [43].

3.3. Shallow Underwater Acoustic Channel

The system is tested using a shallow water underwater channel model [45] based on
Rician fading along with absorption path loss and UWA noise [46]. Due to the doubly
selective behavior of the underwater channel, acoustic signals experience both time and
frequency selectivity [47]. The carrier spacing is greatly reduced [48], since the available
bandwidth is of the order of several kHz over longer distances due to the presence of
ambient noise as well as losses incurred because of the absorption of acoustic waves under-
water [49]. In addition, the propagation velocity of sound waves in water is lower compared
to terrestrial radio signals [50]. Thus, the chances of an OFDM system experiencing ICI are
greatly enhanced, deteriorating the communication. Equation (5) expresses an underwater
acoustic channel response [47] with L multipaths as:

L
H(t, 1) =Y Ax(t)d(T — (1)) (5)
x=1

where 7, (t) represents the delay coefficients, A,(t) is the amplitude of the xth multipath
and 6(t) is the Dirac delta function. The delay spread for underwater acoustic channels
can be anything between approximately 10 ms to 100 ms [51]. The Doppler shifts affect
different subcarriers differently since the channel is wideband in nature.

Figure 3 details the channel model [45] used in this work. The transmitted signal rep-
resented by s(t) passes through the absorption loss block, followed by Rician distribution-
based fading and the addition of frequency-dependent ambient noise.
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Figure 3. UWA channel model [45,52].

The acoustic pathloss in an underwater channel is a result of the absorption and
geometric spreading of the acoustic signals. Thus, the obtained channel transfer function
H,(f,d) [53,54] can be written as:

Ha(f,d) = Age ")? ©6)

where A is the scaling constant, d represents the transmitter-receiver separation in meters
and 7(f) is the propagation constant, which is complex. The signal ¢y (t), shown in Figure 3,
is then computed as the convolution of the inverse Fourier transform of the transfer function
and the transmitted signal s(t).

c1(t) = ha(t,d) ® s(t) @)

It is evident from experimental data fitting models that the fading observed in a sound
signal in an underwater channel can be modelled using a Rician distribution [55-57]. The
parameters used in this work are: k = 2.0; m = 0.4 [56]. The signal c,(t) becomes:

ca(t) = hy(£) @ c1(t) +n(t) ®)

where n(t) represents the additive channel noise and #, (t) represents the inverse Fourier
transform of transfer function [58]. Figure 4 shows an instance of the delay profile used in
this work and the average path gains.

: Channel Impulse Response

—0 Path Gain
Channel Filter Coefficients

0.8} 1

_g 061 1
2
c
)
©

=04} |

0.2 1

0 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

0 0.5 1 1.5 2 25 3 35 4 45 5

Delay (s) x10°°

Figure 4. Channel impulse response sample.
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For an underwater channel, the ambient noise is a combination of various frequency
dependent noises, and major noise sources include thermal noise, shipping activity, noise
from turbulence and wave noise [59]. Additionally, from the noise equation, it is evident
that the noise is location dependent. Furthermore, the amplitude is higher at the low and
high ends of the spectrum and at its minimum at the frequency of 60 kHz [60].

3.4. Peak to Average Power Ratio

PAPR refers to the ratio between the peak power and average power of the system.
OFDM adds a PAPR of 10log K dB to the original PAPR of the system, where K is the
number of subcarriers used. The PAPR of an OFDM system [61] is calculated as:

max[|xn|2]

PAPR (dB) = 10 log
" E[|xal?

)

where x;, is the discrete time domain OFDM signal, max [|x, |2] is the peak signal power
and E[|x, \2] is the average signal power. The PAPR performance is usually evaluated using
a complementary cumulative distribution function (CCDF). A CCDF is a plot that shows
the probability of exceeding a certain value of PAPR. Additionally, in this work, we use
“PAPR gain” to evaluate the effectiveness of a certain ciphered BCH code. We define “PAPR
gain” as the amount of reduction in PAPR compared with the maximum possible PAPR of
an OFDM signal. The maximum possible PAPR of an OFDM signal with N subcarriers is
given by 10log;, N.

4. Proposed Technique

We propose a ciphered BCH (C-BCH)-encoded OFDM scheme that uses predetermined
keys to obtain the lowest possible PAPR for an N sub-carrier system. It may be noted that
the proposed key selection algorithm is offline and several keys that would produce low
PAPR are determined for each code. These key vectors are then used in the live system to
produce ciphered codes for reducing the PAPR, as depicted in Figure 5, improving the error
performance and providing secure communication. Since the key vectors are obtained in
advance using a computer, real time calculations for determining low PAPR combinations
are not needed at the transmitter. The only overhead is an XOR operation; however, this
operation also adds a level of encryption to the system.

The n value of the BCH(n, k) encoder is selected based on the number of bits required
in one OFDM symbol. For example, for an OFDM system with 64 subcarriers and binary
phase-shift keying (BPSK) modulation, BCH(63, k) would be selected. BCH(63, k) would
also be used for an OFDM system that has 32 subcarriers and quadrature phase-shift keying
(QPSK) modulation since in this case, one OFDM symbol will have 64 bits as well. The
value of k is based on the desired error and PAPR performances. It is known that the lower
the code rate (k/n), the better the error performance. Additionally, such lower code rates
can also translate to higher PAPR gains using the proposed algorithm—as will be shown in
Section 5. Hence, a BCH(63,10) code will give a better error performance as well as better
PAPR gain than a BCH(63, 45) code.

Algorithm 1 summarizes the steps for determining the best key vectors for an N
sub-carrier BPSK-OFDM scheme and works as follows. A BCH(n, k) encoder is chosen
based upon the value of N, such that # = N — 1. Since the value of k is a design parameter,
it is chosen based on the desired error performance and required PAPR gain. If the value
of k is reasonably small, such that all possible k-bit words can be generated, then Ng, i.e.,
the number of k-bit words to be generated, is given by 2*. If the value of k is large enough,
such that it is computationally impractical to generate all possible k-bit words, then Ny
is chosen to be an arbitrarily large number. After generating Ng number of k-bit words,
the words are encoded using the chosen BCH(#, k) encoder. Next, Ny, number of n-bit key
vectors are randomly generated. The value of Ny, is chosen based upon trial and error, and
will be described in detail in Section 5.
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Figure 5. An example of the generation of ciphered BCH(n,k) codes for an 8 subcarrier OFDM system
withk=4,n=7.

One key vector is chosen from the set of N, key vectors and all the BCH-encoded
words that were generated in the previous step are XORed with this key vector, resulting in
a new set of BCH codes called “ciphered BCH codes”. The PAPR of each of these ciphered
codes is computed and the maximum value is stored. Then, the next key vector is chosen
from the set of N, key vectors and the process of producing ciphered codes, determining
their PAPRs and storing the maximum PAPR is repeated until all N, key vectors are
exhausted. This results in N, values of maximum PAPRs along with their corresponding
key vectors. Finally, the minimum value from the stored maximum PAPRs is selected
along with its corresponding key vector. Since there will be multiple instances of minimum
PAPRs and their corresponding key vectors, several key vectors are selected for later use
in the live system. The number of key vectors to be selected is a design parameter that
depends upon the desired level of security. The higher the level of desired security, the
more the number of key vectors selected. The selected key vectors are then used in the
live system in a round-robin fashion to perform the XOR operation as shown in Figure 2.
The set of selected key vectors are shared with the receiver before switching the system to
live operation. However, in the proposed system, side information is not required to be
transmitted to the receiver.

A single bit (either 0 or 1) is appended to each of the encoded symbols to make them
N-bits long. This step is necessary for two reasons. First, higher PAPR gains are possible
only when the number of bits in the encoded sequence are equal to the number of bits in
one OFDM symbol.

Second, to facilitate the efficient computation of the FFT algorithm, the number of
sub-carriers in an OFDM system are kept in powers of two. There are three options for
appending the extra bit to the ciphered BCH code. One option is to add this bit arbitrarily.
This will make the total encoded bits equal to N and will save computational power.
However, the added bit will not be used and will be wasted. The second option is to
utilize this bit for channel estimation. This may marginally increase the computational
complexity of the system; however, it can improve the error performance of the system.
The third option is to use this bit to obtain further gains in PAPR. However, to determine



J. Mar. Sci. Eng. 2022, 10,91

10 of 22

whether appending a bit 0 or a bit 1 provides more gains in PAPR, the PAPR will have to
be computed twice for each OFDM symbol: once while appending a binary 1 and again
while appending a binary 0. Our observation is that the computational power required in

the third option far outweighs the gain obtained in PAPR.

Algorithm 1 Key Vector Selection

d. PAPR,,, = maxPAPR;
]

Initialize Ny, Ng, j =0
Repeat Ny times
Generate a k-bit binary sequence R;
Encode R; using BCH(, k) and generate encoded sequence E;

Repeat N, times
Randomly generate an n-bit key vector k;

. Repeat Ng times

PAPR,,;,, = rr\;iinPAPRi,,ax

l= arg{n%/iinPAPR%ax}

1.
2.

a.

b.

o j=j+1

3. i=0

4.

a.

b. j=0

C

Cj =k @ Ej

PAPR; = PAPR{C]}
j=j+1

e. i=i+1

5.

6.

7. Keypest = ki

Hence, out of the three options, the second option is the most feasible. Table 2 lists
some of the key vectors computed for several BCH codes using the proposed algorithm.
For each BCH code, we use four key vectors and use them in rotation after every subcarrier
block. The vectors and their rotation orders are known at the receiver side; thus, the data is
encrypted and only a receiver with the knowledge of the key vectors used will be able to

decipher the received information.

Table 2. Keys selected and gains achieved.

Code Sl;lgb‘:)fls No. of Vectors Key Vectors (Hex) ]cg;él[f[l ?(:‘II];;
900 x 10% 0DA1BDB0 7.6588
10 x 10° 5813A4C0 7.4783
k
BCH (31,6) All2 50 x 103 7C2157D4 7.4397
100 x 103 243ADB40 7.6109
30 x 10° 0C912BDC 4.9975
30 x 103 31CF7963 4.9975
k
BCH 3L 1) All2 30 x 10° 45EE06B4 49975
30 x 103 03BC0550 4.9975
10 x 10° 778D14A4 3.2545
10 x 10° 6E9E5E56 3.2545
k
BCH (31,16) All2 2500 37D46C5D 3.2545
2500 4599D87C 3.2545
20 x 103 31DCOA4E92769604 9.8923
50 x 103 64F1EA51AFD4CF7E 9.7317
k
BCH (63,7) All2 50 x 103 344DDD2044A4BEAC 9.8782
50 x 103 2924410DE70648C3 9.8218
10 x 103 3AB7480E3466653B 8.5194
10 x 103 25FD2809A8DA12B5 8.5194
k
BCH (63,10) All2 20 x 103 571232A7E4372046 8.5194
10 x 103 17ACO3EFE0B5814D 8.5194
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Table 2. Cont.

No. of Gain over
Code Symbols No. of Vectors Key Vectors (Hex) BCH (dB)
1000 ACEF656704A38285 6.0206
1000 6E892F8204CA75FE 6.0206
k

BCH (63,16) All2 1000 4CA8A16F750B7891 6.5812
1000 47C2E8CODD58608D 6.0206
6000 1BD6BEBS58DIAFSD 1.4927
500 42B4DF5FA1F308A0 1.5664

18
BCH (63,24)  Random 2 1000 3D4DBDC2F65CO0AEC 1.0067
400 33B03FB68BC55EF3 1.4927
100 3938BBED30C10407F8AB226D735D56AC  11.6499
100 2E5678670CCE3D50F32840268A11AB4E 117250

20
BCH (1278)  Random 2 500 3D430D3A3A137AA36128FDIAFO5C4853 11,5146
100 195AE63DC2718151B55338F761F95625 11.7058
300 455EA099475B134A14C375EA9CBFS018 7.8241
1000 1F27F92B1A3EEE260B89073BCDC4854B 85194

20
BCH (127,22)  Random 2 1000 6ED23998D6EDA9D4939D85F76738753B  8.5194
100 7C72213050301219B2ECEC77FF2COEC3 8.1648
100 51874DFOE5A3550DEFA7C12EADDESI2E  1.8035
100 372AC8B3BD34F81FCE3A58193396A821  1.7430

20
BCH (127,36) ~ Random 2 100 0BIDYE7FC5D042409B3A77AA4A0ES370  1.5278
100 1D23FAA5C239438B4E9D917118A172E2  1.8035
100 6B9372C81B6A95SCABEA7BCIF543F5ADB 09485
100 0E6950513B228A58D4809ACTAF7CASA0  0.6437

20
BCH (127,50)  Random 2 100 77EAC718EA54FC99141B0983B1055CE6 0.9485
100 3C13DCY82F9922E6ECS8AEF7AB35CBOD  0.8899

5. Simulation Setup and Results

We implemented an OFDM transceiver model in MATLAB 2019b together with a
UW channel realization. Table 3 shows the configurations for the transceiver used in our
simulations, whereas Table 4 shows the UW channel parameters used. We present the PAPR
performance as well as the BER performance of the proposed algorithm in the following
two subsections.

Table 3. Transceiver parameters.

Symbol Quantity
No. of subcarriers 32, 64,128
Mapping BPSK
FFT size 32, 64,128
CP length N/4
Equalizer Zero Forcing
Bandwidth 10 kHz
Table 4. Channel parameters.
Symbol Quantity
TX-RX distance 500, 1500 m
Depth 10m
Max doppler shift 10Hz
Gain vector [0; —1.5; —2.5; —2] dB
Tau vector [0;1;2.5; 7] ms
Atmospheric pressure 1.01325 x 10° Pa
Salinity 35 parts /1000
Density 10° Kg/m3
Water temperature 25°C

5.1. PAPR Performance

In this work, “gain in PAPR” refers to reduction in maximum possible PAPR, and the
maximum possible PAPR for an OFDM system with N number of subcarriers is given by
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10 log;,N. We simulated three OFDM systems with 32, 64 and 128 subcarriers. Ciphered
BCH(31, k) codes and the associated keys were used for the 32-subarrier system, ciphered
BCH(63, k) and the associated keys for the 64-subcarrier system and ciphered BCH(127, k)
and the associated keys for the 128-subcarrier system. Although, for large values of k,
a large number of possible keys are randomly generated, it was observed that using a
very large pool of randomly generated keys did not produce a key that would give any
appreciable gain in PAPR. In other words, a small subset of randomly generated keys is
enough to provide the most appropriate keys that provide a substantial gain in PAPR. One
such example is shown in Figure 6, where increasing the pool of random keys only provides
a marginal improvement in PAPR, and a 6 dB gain is possible using a key obtained from a
set of 50 randomly generated keys.

. Key Vectors for BCH (63,16)

T T

Gain (dB)
e [

5]
T
1

50 100 500 1000 2500 gy10% 1x10° 5x10°
No. of Vectors

Figure 6. Possible PAPR gain from the most appropriate key obtained from a set of multiple random keys.

Figure 7 shows the gain in maximum PAPR for the three types of ciphered BCH codes
used in this work. It should be noted that the smaller the value of k, the greater the gain in
PAPR. For a 32-subcarrier OFDM system, the maximum gain obtained was approximately
8 dB for a ciphered BCH(31,6) OFDM system. The maximum possible PAPR for an uncoded
32-subcarrier OFDM system was 15.05 dB; this means that the maximum PAPR of the
proposed system never exceeded 7.05 dB. For a 64-subcarrier OFDM system, the maximum
gain obtained was approximately 10 dB for a ciphered BCH(63,7) OFDM system, which
means that the maximum PAPR of the proposed system never exceeded 8.06 dB. Similarly,
for a 128-subcarrier OFDM system, the maximum gain obtained was approximately 12 dB
for a ciphered BCH(127,8) OFDM system.
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Gain in PAPR (dB)

12

—
o

Qo

k=24

BCH(31.k) BCH(63k)  BCH(127.k)

Figure 7. Gain in maximum PAPR as a function of various ciphered BCH codes.

Figure 8 compares the PAPR performances of the proposed 32-subcarrier OFDM
systems with uncoded and BCH-encoded OFDM systems using CCDF plots. Figure 8a,c,e
compare the PAPR performances of ciphered BCH(31, k) with those of uncoded systems,
while Figure 8b,d,f compare the PAPR performances of ciphered BCH(31, k) with those
of BCH(31, k) encoded systems. For the sake of illustration, Figure 8a shows the gain
achieved in PAPR as an example for a 32-subcarrier system. As shown in Figure 7, the
PAPR performance of the ciphered BCH(31, 6) system was much superior to that of an
uncoded OFDM system, as the PAPR of proposed system never exceeded about 7.5 dB. As
shown in Figure 8b, when comparing the PAPR performance of a ciphered BCH(31, 6) with
that of conventional BCH(31, 6) system, it was observed that the PAPR of a conventional
BCH(31,6)-encoded system remained high with a high probability, unlike the uncoded
OFDM system. A similar phenomenon is observed in Figure 8d. As would be expected,
the PAPR performance of ciphered BCH codes for higher values of k was not at par with
the systems where the value of k was small, as shown in Figure 8e,f. This is because when
the code rate k/n becomes large, there are fewer number of possible key vectors that will
produce low PAPR sequences. Hence, there does not exist a key vector that would give the
same gain in PAPR as is given by the key vector when the code rate is low.
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Figure 8. PAPR performance of the proposed technique for ciphered BCH(31,k) systems. (a) Ciphered
BCH(31,6) vs uncoded OFDM, (b) Ciphered BCH(31,6) vs original BCH(31,6), (c) Ciphered BCH(31,11)
vs uncoded OFDM, (d) Ciphered BCH(31,11) vs original BCH(31,11), (e) Ciphered BCH(31,16) vs
uncoded OFDM and (f) Ciphered BCH(31,16) vs original BCH(31,16).
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However, it must be noted that although there is not an appreciable gain in PAPR for
the higher-rate ciphered BCH codes, their PAPR performances are still much better than
the conventional BCH codes. As a result, the bit error rate performance is significantly
improved without any deterioration in PAPR performance.

Figure 9 compares the PAPR performances of the proposed 64-subcarrier OFDM
systems with uncoded and BCH-encoded OFDM systems using CCDF plots. Figure 9a,c,e
compare the PAPR performances of ciphered BCH(63, k) systems with those of uncoded
systems, while Figure 9b,d,f compare the PAPR performances of ciphered BCH(63, k)
systems with those of BCH(63, k) encoded systems. As shown in Figure 9a, the PAPR
performance of the ciphered BCH(31, 6) system was much superior to that of an uncoded
OFDM system as it never exceeded about 8 dB, while that of uncoded scheme increased
to about 13 dB. As shown in Figure 9b, when comparing the PAPR performance of the
ciphered BCH(63,10) with that of the conventional BCH(63, 10) system, it was observed
that the PAPR of the conventional BCH(63, 10) encoded system remained high with a high
probability, unlike the uncoded OFDM system—a phenomenon that was also observed in
the case of the 32-subcarrier system. A similar phenomenon is observed in Figure 9d. In
this case also, the PAPR performance of the ciphered BCH codes for higher values of k was
not at par with the systems where the value of k was small, as shown in Figure 9¢ h.

101 r T —3 10 T — - 7
—HB—Uncoded OFDM —&—0Original BCH(63,7)
y 107 1 w 102 H
0 ]
O o]
O (o]
107 9 104k F
4 6 10 12 14 4 G 8 10 12 14 16 18
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PAP, 0
(0) (d)

Figure 9. Cont.
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Figure 9. PAPR performance of the proposed technique for ciphered BCH(63,k) systems. (a) Ciphered
BCH(63,7) vs uncoded OFDM, (b) Ciphered BCH(63,7) vs original BCH(63,7), (c) Ciphered BCH(63,10)
vs uncoded OFDM, (d) Ciphered BCH(63,10) vs original BCH(63,10), (e) Ciphered BCH(63,16) vs
uncoded, (f) Ciphered BCH(63,16) vs original BCH(63,16), (g) Ciphered BCH(63,24) vs uncodedand
(h) Ciphered BCH(63,24) vs original BCH(63,24).

The PAPR performances of the 128-subcarrier OFDM systems are shown in Figure 10.
It was observed that the PAPR performance of the proposed system was significantly better
than the uncoded and BCH encoded OFDM systems for ciphered BCH(127, 8) codes—as
is shown in Figure 10a,b. However, for other codes, we did not observe an appreciable
reduction in PAPR. The reason for this is the relatively large value of k. When the value of
k is 22, 36 and 50, the space of possible key vectors becomes very large as the number of
possible key vectors are 222, 230 and 2%, respectively. Hence, the problem of finding the
best key vector becomes intractable.
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Figure 10. PAPR performance of the proposed technique for ciphered BCH(127,k) systems.
(a) Ciphered BCH(127,8) vs uncoded OFDM, (b) Ciphered BCH(127,8) vs original BCH(127,8),
(c) Ciphered BCH(127,22) vs uncoded OFDM, (d) Ciphered BCH(127,22) vs original BCH(127,22),
(e) Ciphered BCH(127,36) vs uncoded, (f) Ciphered BCH(127,36) vs original BCH(127,36),
(g) Ciphered BCH(127,50) vs uncoded and (h) Ciphered BCH(127,50) vs original BCH(127,50).

5.2. BER Performance

In this section, we demonstrate the BER performance of the proposed ciphered BCH
codes and show that the error correcting capability of the original BCH codes remains
preserved for the proposed system. Figure 11 compares the BER performance of the
proposed system against the ordinary uncoded OFDM for a transmitter-receiver distance
of 1500 m. It was observed that all the ciphered BCH codes improved the BER performance
of the OFDM system, as would be expected. It is pertinent to mention that the BER results
for ciphered BCH codes having the lowest k values showed significant improvement;
however, the overhead is too high, and these codes are ideal for scenarios where a very
reliable transmission of low data-rate information is required. The channel state information
was assumed to be known and used in the zero-forcing equalizer. For BCH(31, k), the
lowest BER values were associated with k = 6. For the same codes, we did not report k
values higher than 16, as there was a very insignificant improvement in BER performance
and PAPR reduction due to the lack of unused combinations at higher k values. This holds
true for BCH(63, k) and BCH(127, k) as well.
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Figure 11. BER performance of C-BCH(31,k), C-BCH(63,k) and C-BCH(127,k), (a) explanation,
(b) explanation and (c) explanation.
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6. Conclusions

We proposed a low complexity PAPR reduction technique for an underwater acoustic
OFDM transceiver. It consists of multiple pre-determined cipher keys, generated using a
high-end PC, that are used for XOR ciphering of the BCH-encoded and decoded data at
the OFDM transmitter and receiver, respectively. Our findings suggest that while reducing
PAPR, the ciphered BCH technique improves the BER performance of the system using
channel coding. It is observed that a higher PAPR reduction and a lower BER is achieved
when lower code rate BCH codes are used. Using multiple keys, known to both the
transmitter and receiver, a level of encryption is achieved as an added advantage. Given the
power and processing limitations of the underwater acoustic nodes, the proposed technique
is easy to implement and reduces the computational complexity of the transceiver, as most
of the processing for the key vector search is performed offline. The most appropriate
keys generated are stored in both the transmitter and receiver and are used for ciphering
purposes and to reduce the PAPR of the OFDM signal.
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