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Preface

This volume contains the proceedings of the Primeras Jornadas de Investigacion
Predoctoral en Ingenieria Informatica - First Doctoral Consortium in Computer Science,
JIPIlI 2021, which was held online on June 15th, 2021.

The aim of JIPIl 2021 was to provide a forum for PhD students to present and discuss
their research under the guidance of a panel of senior researchers. The advances in their
PhD theses under development in the Doctoral Program in Computer Science were
presented in the Consortium. This Doctoral Program belongs to the Doctoral School of
the University of Cadiz (EDUCA).

Different stages of research were covered, from the most incipient phase, such as the
PhD Thesis plans (or even a Master’s Thesis), to the most advanced phases in which
the defence of the PhD Thesis is imminent.

We enjoyed twenty very nice and interesting talks, organized in four sessions. We had a
total of fifty participants, including speakers and attendees, with an average of thirty-two
people in the morning sessions and an average of twenty people in the afternoon
sessions.

Several people contributed to the success of JIPII 2021. We are grateful to the Academic
Committee of the Doctoral Program in Computer Science and the School of Engineering
for their support. We would like also to thank the Program Committee for their work in
reviewing the papers, as well as all the students and supervisors for their interest and
participation.

Finally, the proceedings have been published by the Department of Computer Science
and Engineering. We hope that you find the proceedings useful,
interesting, and challenging.

Guadalupe, Inmaculada
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Técnicas avanzadas para la mejora de la prueba
del software

Kevin J. Valle-Gémez, Pedro Delgado-Pérez, Inmaculada Medina-Bulo

Departamento de Ingenieria Informética, Universidad de Cédiz, Espana
{kevin.valle,pedro.delgado, inmaculada.medina}@uca.es

Abstract. La verificacién y validacién de software es una etapa crucial
en cualquier proyecto de desarrollo de software, independientemente de
su alcance. Desde pequefias aplicaciones informdticas en las que un
defecto puede provocar una salida errénea en la pantalla, hasta
complejos sistemas industriales en los que las consecuencias de un mal
funcionamiento pueden ser devastadoras. A pesar de su importancia,
suele ser una tarea costosa y muy dificil. Junto con otros obstéculos,
como los estrictos plazos de entrega, a veces no se le presta la atencién
que merece. En este trabajo, se presenta el plan de investigaciéon de una
tesis doctoral cuyo objetivo principal consiste en reducir el coste total
del desarrollo de software via pruebas de software. Para ello, se
analizan diferentes técnicas y se propone una solucién para la
generacion automaética de casos de prueba.

Palabras clave: Generacién de Pruebas - Prueba de Mutaciones -
Ejecucién Simbdlica Dindmica

1 Introduccién

La prueba del software conlleva un esfuerzo tan elevado que sirve como
motivaciéon para el desarrollo de soluciones que permitan reducir costes sin
comprometer la calidad de dicha etapa. En la busqueda de dichas soluciones,
encontramos herramientas que, aunque tienen un buen funcionamiento en casos
especificos, resultan insuficientes cuando se introducen en entornos reales [1].

Este trabajo de tesis surge de la necesidad de encontrar técnicas aplicables a
entornos reales, independientemente sean proyectos open source o industriales,
con las limitaciones de cada uno. Resulta esencial el andlisis de las técnicas
actuales y las necesidades de los proyectos, lo que permitird adaptar o combinar
las soluciones en busca de un proceso automatizado, de bajo coste y gran calidad
para la generacién de casos de prueba. El objetivo principal de esta tesis consiste
en la reduccién del esfuerzo y coste total de los proyectos a través de la prueba
del software, que a menudo resulta dificil y costosa.

Este trabajo sigue la siguiente estructura: esta seccién sirve de introduccién
al trabajo de tesis, la Seccién 2 describe los objetivos y la metodologia a seguir
y en la Seccién 3 se muestran los conceptos basicos del trabajo. En la Seccion 4
se describe la propuesta principal y, finalmente, en la Seccién 5 se resumen las
conclusiones y el trabajo futuro.



2 Objetivos

Para alcanzar el objetivo principal, descrito en la Seccién 1, proponemos una serie
de objetivos secundarios, que se detallan a continuacién junto con la metodologia
a seguir en cada punto:

1. Diseno de un método de aplicacion de diferentes técnicas de
prueba: se trata de proponer y disenar mejoras en las técnicas existentes,
usadas actualmente durante la prueba del software.

— Metodologia: a partir de los trabajos vistos en la literatura, disenar a
través de diagramas métodos de mejora o combinacién de técnicas de
casos de prueba. Estos diagramas seran UML, siguiendo las lineas de
disenio propuestas por otros autores para trabajos de verificacién y
validacién de software [4].

2. Desarrollo de un proceso de generacién de casos de prueba:
desarrollo de pruebas de concepto que permitan demostrar la viabilidad de
las técnicas estudiadas o desarrolladas a lo largo del trabajo de tesis.

— Metodologia: a partir de los diagramas disenados en el objetivo
anterior, codificar prototipos que permitan verificar la viabilidad de las
soluciones propuestas. Para ello, se seguird el modelo de desarrollo por
prototipos [5], donde en cada iteracién de desarrollo se implementa,
prueba y arregla cada prototipo hasta conseguir el producto final.

3. Integracion y evaluacién de todos los resultados: se evaluara el proceso
en proyectos open source y, de tener oportunidad, en proyectos industriales.

— Metodologia: evaluar los prototipos del objetivo del punto anterior no
solo con proyectos propios, sino también con proyectos libres y, siempre
que sea posible, con proyectos aplicados directamente a la industria.
Dicha evaluacién seguird las lineas establecidas por diferentes autores
para evaluar algoritmos aleatorios [2], que serdn ttiles debido a la
naturaleza de los datos generados por las distintas técnicas de prueba.

De forma general, el trabajo se realiza de forma iterativa e incremental, de
manera que se pueda trabajar a la vez en varias etapas. Esto permite generar
prototipos que permitirdan evaluar constantemente la viabilidad de las ideas,
ayudando en la toma de decisiones de cara a tomar un rumbo concreto en cada
parte del trabajo.

3 Conceptos basicos

El estudio realizado hasta el momento revela que la combinacién de dos
conocidas técnicas de prueba de software conlleva una mejora general del
proceso de pruebas, especialmente en la calidad de los casos de pruebas
generados automaticamente. Estas técnicas son la ejecucion simbdlica dindmica
(ESD) y la prueba de mutaciones (PM).

La ESD [3] es una técnica disenada para explorar al mismo tiempo varios
caminos gracias a la utilizacién de valores simbdlicos. Este tipo de valores, a



diferencia de los concretos, pueden evaluarse para decidir de qué manera se
exploran las diferentes partes del codigo, lo que convierte a la ESD en una
técnica con buenos resultados en criterios de cobertura como el de lineas
(ntimero de lineas de cédigo cubiertas por las pruebas) o de decisiones (nimero
de ramas cubiertas por las pruebas). Por otro lado, la PM [10] introduce la
puntuacién de mutacién, una métrica que permite medir la calidad de un
conjunto de casos de prueba. Esta técnica introduce de forma controlada
pequenos cambios en el cdédigo, asemejandose a fallos reales que podrian
cometer los programadores. Estos cambios se conocen como mutaciones,
mientras que el programa con los cambios introducidos se conoce como
mutante. La puntuacién de mutacién representa la proporcién de mutantes
detectados con respecto del total y, por lo tanto, mide la capacidad de los casos
de prueba para detectar los cambios en el comportamiento del programa.

Dos herramientas conocidas para aplicar la ESD y la PM, respectivamente,
son KLEE [6] y MuCPP [8]. KLEE es una herramienta de generacién
automatica de casos de prueba que, internamente, usa un motor propio de
ESD. Durante su ejecucion, utiliza los valores simbdlicos para construir unas
férmulas que, tras su resolucién, sirven como entradas para casos de prueba.
Estas férmulas se resuelven a través de un resolvedor externo, lo que dota a
KLEE de una gran versatilidad a la hora de adaptar sus resultados a distintos
propdsitos. A su vez, MuCPP es una herramienta que aplica la prueba de
mutaciones al cédigo, independientemente del framework de pruebas utilizado
por los proyectos software. Esto es posible gracias a la introduccién de
multiples categorias de operadores de mutacién (operadores que describen y
aplican los cambios en el cédigo), entre los que se incluyen, ademds, un
conjunto de operadores tradicionales [8].

4 Propuesta para la generacién automatica de casos de
prueba

Como al usar la ESD para generar casos de prueba produce buenos resultados
en cuanto a criterios de cobertura estructurales, surge la pregunta sobre cémo
de buenas son estas pruebas para detectar fallos, por lo que la PM juega un
papel crucial. Hemos visto en la literatura cémo la combinaciéon de ambas
técnicas produce buenos resultados en situaciones concretas. Algunos autores
usan la ESD para explorar mutantes con determinadas caracteristicas, como
aquellos en los que, tras una cantidad suficiente de pruebas, son muy dificiles
de detectar [7]. As{ mismo, otros autores modifican ciertos elementos de la ESD
para identificar mutantes equivalentes [9], que son indistinguibles del programa
original al producir las mismas salidas en su ejecucién a pesar de la mutacién.
Esto sirve como motivacién para elaborar un estudio a mayor escala que
combine ambas técnicas de forma md&s genérica, con el objetivo de generar
casos de prueba con una mayor calidad. Para evaluar la viabilidad de la
propuesta, se ha desarrollado un prototipo que permite comprobar Ila
puntuacion de mutacion de las pruebas generadas con ESD sobre determinados



programas. Para ello, usamos KLEE y MuCPP. Ambas herramientas estan
pensadas para cédigo escrito en C o C++, por lo que, como caso de estudio,
utilizamos el conjunto de utilidades GNU Coreutils', incluidas en la mayoria de
distribuciones de sistemas operativos GNU.

Los primeros resultados indican que la ESD no detecta una gran parte de los
mutantes generados por MuCPP en el conjunto de herramientas propuesto, lo
que deja disponible un amplio margen de mejora. Sobre estos mutantes, podemos
observar dos casos claramente diferenciados. El primero, relacionado al caso de
estudio, donde los mutantes hacen que aparezcan férmulas muy complicadas de
resolver, por lo que no se genera un caso de prueba especifico. El segundo, es
que los operadores de mutacién relacionados con los operadores aritméticos no
suelen ser detectados por las pruebas iniciales, debido a los valores concretos
que estas usan. Como prueba de concepto, se ha vuelto a aplicar ESD sobre los
mutantes no detectados, lo que provoca que aparezcan nuevos casos de prueba
capaces de detectar hasta un 20% mds de mutantes que tan solo analizando el
programa sin mutar. En un prototipo como este, la mejora es lo suficientemente
notable como para tenerla en cuenta, lo que motiva a seguir explorando esta
linea de investigacién. Por lo tanto, es conveniente estudiar las distintas formas
que hay para combinar la ESD con la PM con el objetivo de obtener conjuntos
de casos de prueba con una alta calidad.

5 Conclusiones

En este trabajo, se ha mostrado un resumen del plan de investigacién de un
trabajo de tesis para la mejora de las técnicas de generacion de casos de
prueba. El estado actual del trabajo muestra cémo la combinacién de
diferentes técnicas de pruebas produce una mejora notable, lo que sirve de
motivacion para continuar con esta linea de trabajo.

Como trabajo futuro, se estd centrando el esfuerzo en el desarrollo de una
solucién que, expresamente, combine la ESD con la PM. Esto permitird analizar,
en mayor profundidad, los beneficios de esta combinacién y su aplicabilidad a
diferentes proyectos software.
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Abstract. The lack of experience with correct use of formal verification
techniques and specifications, makes it a difficult and not so popular choice for
industrial applications. Moreover, it is also considered an expensive affair, both
in terms of project scheduling and financing. Automated integration of the
complete process of model-checking with Model Driven Engineering can help
bypass all these concerns and still achieve formal-verification of Real-Time
Embedded systems (RTE) without the need of any special training in the domain.
This paper presents a discussion about the significance and existing state of the
art research in relation to the formal verification of UML-RT models used in
Model-Driven Development of RTE systems.

Keywords: Real-Time Systems. Model Driven Development. Self-Adaptive
Systems. ROOM. UML-RT. Verification. Model Checking.

1 Introduction

Over the past two decades, there have been multiple works aimed towards automatic
verification of diagrammatic model semantics using model-checkers. Starting with state
charts and sequence diagrams of the original Unified Modeling Language (UML), the
modeling constructs were later extended to include time constraints and behavioural
capabilities. With the introduction of Real-Time Object-Oriented Modeling (ROOM)
[1] and Model-Driven Development (MDD), a more formalized version called UML
for Real-Time (UML-RT) became the standard for diagrammatic system model design
of Real-Time Embedded (RTE) systems. The UML-RT modeling standards combines
the powerful and better formalized constructs from ROOM concepts together with role
modeling and UML representations, thereby providing a complete solution for
modeling complex real-time systems [2]. UML-RT should not be confused with
terminologies such timed-UML or Real-Time UML (RT-UML), which are basically
UML diagrams annotated with time and not necessarily supporting software automation
and other ROOM concepts. ObjectTime Developer (OTD) is one of the oldest MDD
tool based on ROOM [3]. As of today, the Eclipse-based eTrice Real-Time Modeling
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Tool [4] seems to be the only tool implementing the original ROOM methodology.
IBM’s Rational Software Architect Real Time Edition [5] and the Eclipse-based open-
source project named Papyrus-RT [6] are two of the popular and publicly available
MDD tools implementing UML-RT at present. Although UML-RT seems to be majorly
derived from ROOM concepts, it has its own modifications. This makes it very
important to formally define its semantics before any further work.

This paper presents an insight into the research activities conducted so far with
regards to the verification of UML-RT models in coordination with MDD of RTE
systems. In addition, a tentative work-in-progress proposal, aimed towards integrating
automated verification of UML-RT, is also discussed.

The paper is structured as follows: Section 2 discusses the state-of-art research
works. Section 3 proposes an approach for a possible integrated verification. Finally,
the last section presents the conclusions and future lines of research.

2  State of Art

Most of the early researches focused mainly on verifying individual UML diagrams and
used mainly the SPIN model-checker (Promela) [7, 8, 9]. The tools HUGO-RT [10] and
TABU [11] however, considered two or more UML representations in combination and
also added a time constraint. However, none of these works provided standardized
semantics nor did they support MDD.

With the new UML-RT models, one of the most advance works was found in a
technical report from 1999 written by Saaltink and Meisels [12]. Their work used the
SPIN model-checker and was based on IBM’s RoseRT tool, supported by IBM until
2003. They also presented a prototype that transformed certain features of UML-RT
into SPIN. However, their work does not seem to handle timers, which is one very
important aspect for Real-Time Systems. Another concern with their work was the use
of shared state variables. UML-RT does not support the concept of shared memory and
the only way to exchange information of the local attributes is through payloads
associated with messages. Another work that considered SPIN based verification of
UML-RT models, was performed by Carlsson and Johansson in 2009 [13]. They also
initially considered RoseRT, but later migrated to IBM’s RSARTE tool built on Eclipse
platform. Their prototype tool for generating Promela models was built using the Java
Emitter Template transformation, which is a part of the Model-to-Text project of
Eclipse. However, unlike [12], they considered an even smaller subset of UML-RT,
excluding not only signal payloads and guard conditions but also multiplicity of model
elements, hierarchical state machines and pseudo-states. Their work does seem to
handle concurrent capsules, but there is not enough information with regards to
handling of threads, timers or the message queue system.

Another significant work based on RoseRT makes use of Petri-Nets for verifying
UML-RT models [14]. It proposes an automation of the complete process, starting with
model transformation, property verification and back translation of feedback. They
were able to detect deadlock and flaws for smaller systems with less than 10 capsules,
but for fairly larger systems, their meta-data generator and the analyser ran for hours
without generating any results. The limited capability of Petri-nets to deal with detailed
system behaviour, especially condition-based actions [15], does not make them a
preferred choice over SMV based model checkers. However, Petri-nets do offer better
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concurrency in comparison to state-machines, but since UML-RT already makes use of
state-machines and not Petri-nets, this advantage may not be very helpful.

Apart from RoseRT, a research on the FUJABA Real-Time Suite [19], which is also
based on similar concepts as UML-RT, introduces an interesting aspect, where the
researchers adapt an incremental and compositional model-checking. The approach
seems to work in the particular case, as the case study used is a system composed by
replicating the same sequence of channels and communicating partners. However,
unlike most researches in the domain, where a behavioral state-diagram exists only for
the communicating partners, they have formulated a behavioural state-diagram even for
the communication channel to include delays and reliability in communication. But
because the work is specific to the selected case study, it must be generalized in order
to apply a similar approach for UML-RT based system models.

The most recent research on verification of UML-RT shifts its focus from model
transformation to building model-checking capabilities within MDD tools [ 16]. Instead
of translating UML-RT into the input language of traditional model-checkers their
attempt performs verification of temporal properties using Symbolic Analysis of the
UML-RT models (SAUML). The tool is based on Symbolic Execution Trees (SETs)
and is implemented as a plugin to the RSARTE tool. The implementation however, only
works on unit level i.e., for single state machines and not a composite system. Another
important concern with building a completely new model-checker is the detection of
mutually exhaustive as well as mutually exclusive set of outgoing transitions for any
given state in the state-machines. The UML-RT modeling semantics is not capable of
validating either of the two properties by itself, which otherwise would be checked by
default when using traditional model-checkers. Another work in the same direction
performs bounded verification of UML-RT state machine using SMT solvers [17].
However, here too the state machines of the system are checked only in isolation and
not in composition.

3 Proposed concept for the integration

Formal Verification in the form of model-checking is not only helpful to prove
semantic correctness of system designs, but also generates counter-traces for the
unsatisfied system properties, pointing out the exact source of erroneous behaviour.
In order to ensure that the integration of model-checking does not add complexity to
the use of MDD tools, but actually helps to detect flaws at the modelling stage, it is
required that one takes care of every minute details involved in the verification
process.
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Fig. 1. Proposed steps for integrating Model-Checking with MDD
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As shown in Figure 1, the whole process is divided into three sub-processes — In the
first step it is required to develop a methodology for creating an input model for a
model-checker, which is equivalent to the UML-RT representation of the system model
developed using an MDD tool. Then as 2™ step, the system requirements need to be
converted from neutral language into formalized temporal logic properties, preferably
in LTL (Linear Time Logic) or CTL (Computational Tree Logic). For now, this
ofcourse is a manual effort and requires an understanding of the temporal logics. The
generated formal system model along with the formalized property specifications are
fed together into a model-checker to perform the desired verifications and provide
feedback including counter-traces. This feedback, then needs to be converted back into
auser readable format such that the error-points could be identified and corrected in the
original UML-RT model. The proposal is still a work in progress with current focus on
development of a generic mechanism [20] for achieving step one and its subsequent
automation.

4 Conclusion

The basic idea behind integration of Formal Verification with UML-RT models is
about defining a mathematical approach that can be unambiguously applied for
modeling and analysis of complex communication systems with respect to properties
like correctness, reachability, deadlock, safety and liveness [18]. From the state of art
analysis, it is significant that the most common choices for achieving verification have
been model-checking (NuSMV, SPIN, Prism, etc.) and theorem-proving (ACL2, HOL,
Isabelle, etc.), while process-algebra (sysML, pi-calculus, CSP, event-B, etc.) is
intensively used for the formalization of the modelling semantics. A more detailed
analysis of the same can be found in the technical report by researchers from Queen’s
University [21]. The report not only analyses the key features associated with formal
verification techniques, Self-Adaptive Software (SAS) systems and MDD, but also
highlights the concerns associated with verification of model-based SAS systems.

In UML-RT, the system behaviour is mainly defined using state diagrams, and
because model-checking deals with closely resembling Finite State Machines, it
becomes a favorable choice for verifying UML-RT models. As future work, it is
intended to develop a software application that can automatically generate
behaviourally equivalent nuXmv input model for a given UML-RT system model, the
first step from Figure 1. In order to achieve this, a set of low-level objectives have been
also been identified. The immediate next steps planned in this direction is the
formulation of formal semantics for both the source and target languages.

References

. Selic B.: Tutorial: real-time object-oriented modeling (ROOM). Proceedings Real-Time
Technology and Applications, USA, 1996, pp. 214-217. doi: 10.1109/RTTAS.1996.509538.

2. Lyons A.: UML for real-time overview. Technical report, ObjectTime Limited, April 1998.

3. Gaudreau D., Freedman P.: Temporal analysis and object-oriented real-time software
development: a case study with ROOM/ObjecTime. Proceedings Real-Time Technology
and Applications, USA, 1996, pp. 110-118, doi: 10.1109/RTTAS.1996.509528.

14



“w

10.

1L

12
13

14.

15.

16.

17.

18

19.

2L

Eclipse eTrice - Real-Time Modeling Tools (2012-2017), http://www.eclipse.org/etrice/.
Mattias Mohlin. "Modeling real-time applications in RSARTE." IBM, White Paper (2015).
Hili N., Dingel J., Beaulieu A. Modelling and code generation for real-time embedded
systems with UML-RT and papyrus-RT. In 2017 IEEE/ACM 39th ICSE-C, IEEE, 2017, pp.
509-510, DOI: 10.1109/ICSE-C.2017.168.

Lilius J., Paltor I.P.: vUML: A tool for verifying UML models. In 14th IEEE international
conference. on automated software engg., pp. 255-255. IEEE Computer Society, 1999.
Schéfer T., KnappA., Merz S. 2001.: Model Checking UML State Machines and
Collaborations. ENTCS 55 (3): 357-369. doi:10.1016/S1571-0661(04)00262-2.

Jaroslav Rab.: Design and Verification of Real-Time UML System Models. IFAC
Proceedings Volumes 36, no. 1 (2003): 311-314, doi:10.1016/S1474-6670(17)33762-X.
Knapp A., Merz S., Rauh C.: Model checking timed UML state machines and collaborations.
In Int. Symp. on Formal Techniques in Real-Time and Fault-Tolerant Systems, pp. 395-414.
Springer, Berlin, Heidelberg, 2002, DOI: 10.1007/3-540-45739-9 23.

Beato M.E., Solorzano M.B., Cuesta C.E, de la Fuente P.: UML automatic verification tool
with formal methods. ENTCS 127, no. 4 (2005): 3-16, DOI: 10.1016/j.entcs.2004.10.024
Saaltink M, Meisels I.: Using SPIN to analyse RoseRT models. Tech report, Canada, 1999.
Carlsson M.G.I., Johansson L.G. Formal verification of UML-RT capsules using model
checking. MS Thesis (2009). https://hdl.handle.net/20.500.12380/117319.

Leeuwen V., Marcel L.S., Voorhoeve M., J. M.E.M. van der Werf. Verification of RoseRT
models using Petri nets. In International Workshop on PNDS'08, China, pp. 1-16. 2008.
Fant JS, Gomaa H, Pettit RG. A comparison of executable model based approaches for
embedded systems. In 2" Int. Workshop on SEES, Zurich, 2012, pp. 16-22, doi:
10.1109/SEES.2012.6225484.

Zurowska K., Dingel J. Language-specific model checking of UML-RT models. SSM’16,
no. 2 (2017): 393-415. https://doi.org/10.1007/s10270-015-0484-y

Kahani N., James R. Cordy. Bounded Verification of State Machine Models. In Proceedings
of the 12th SAM20. ACM, USA, 23-32. doi: https://doi.org/10.1145/3419804.3420263
Souri A., Rahmani A.M., Navimipour, N.J.: Formal verification approaches in the web
service composition: a comprehensive analysis of the current challenges for future research.
International journal of communication systems 31, no. 17 (2018): e3808

S. Burmester, H. Giese, M. Hirsch, and D. Schilling, “Incremental design and formal
verification with UML/RT in the FUJABA real-time tool suite,” in SVERTS, 2004.

. Sneha Sahu, Ruth Schorr, Inma Medina-Bulo, Matthias Wagner. “Model Translation from

Papyrus-RT into the nuXmv Model Checker.” In: Software Engineering and Formal
Methods. SEFM 2020 Collocated Workshops. pp: 3-20. Lecture Notes in Computer
Science, vol 12524. Springer, Cham. (2021). Doi: https://doi.org/10.1007/978-3-030-67220-
11

Kahani, Nafiseh, Jeremy S. Bradbury, and James R. Cordy. "A Review of Model-Driven
Verification Techniques for Self-Adaptive Systems: A Feature-based Analysis." (2018).

15


http://www.eclipse.org/etrice/
https://hdl.handle.net/20.500.12380/117319
https://doi.org/10.1007/s10270-015-0484-y
https://doi.org/10.1145/3419804.3420263
https://doi.org/10.1007/978-3-030-67220-1_1
https://doi.org/10.1007/978-3-030-67220-1_1

Navigation Problems of an Assistive Robot
"ROSWITHA”

Sudeep Sharan'-2, Juan Jose Dominguez-Jimenez!, and Peter Nauth?

! UCASE Software Engineering Group, School of Engineering, University of Cadiz,
Avda. de la Universidad de Cédiz 10, 11519 Puerto Real, Cddiz, Spain
2 Department of Computer Science and Engineering, Frankfurt University of Applied
Sciences, 60318 Frankfurt am main, Germany
s.sharan@fb2.fra-uas.de, juanjose.dominguez@uca.es,
p.nauth@fb2.fra-uas.de,

Abstract. The navigation problem is a crucial theme in an assistive
robot. There are many navigation methods developed and recently the
artificial intelligent and bio-inspired based algorithms are drawn an at-
tention in the robotics community. This paper discusses the navigation
problems such as localization and path planning in a dynamic and com-
plex environment and the gaps to be solved in the problem of navigation.

Keywords: Robots - Mobile System - Navigation - Localization - Path
Planning - Artificial Intelligence - Bio-inspired Algorithm

1 Introduction

Nowadays, with increasing life expectancy, more and more elderly people need
help in their routine activities, such as moving to different rooms, and perform-
ing different tasks. To this end, numerous robotic technologies are available and
being used in the care of the elderly, but some technical issues remain unresolved
[1]. This paper focuses on the issue of mobile systems to perform an application.
In any assistive robots, the mobile system is one of the most crucial aspects that
needs to be taken care wisely. In the Laboratory for Autonomous Systems and
Intelligent Sensors at the “Frankfurt University of Applied Sciences”, Frankfurt
am Main, Germany, a human assistive intelligent robot called “ROSWITHA”
(RObot System WITH Autonomy) with different kind of sensors and actua-
tors is being developed (see figure 1). ROSWITHA is a robot that operates
autonomously using three major systems - the vision system, the robotic arm
and the navigation system. Moreover, the problems such as localization and path
planning in the complex and dynamic environment is still not solved. Therefore
in this paper, our main goal is to define the existing navigation problems in
the dynamic scenarios for an autonomous assistive robot, and to consider our
research work to develop a solution to improve it.

Section 2 expresses the background and related works. Section 3 introduces
the new approaches to solve the problem of navigation for the robot ROSWITHA
and finally the paper is concluded in Section 4.
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Fig. 1. An Assistive Robot "ROSWITHA”

2 Background and Related Work

A robot in any surrounding environment may be thought of as being faced
with some questions: “what do I have to do?”, “where am I standing?”, “where
to go?”, and “how to go?” The robot has to face these questions repeatedly
until it reaches the final destination/target. Thus, the robot has to find the
answer to these questions of the navigation system. Navigation system is an
important and challenging robotic task. It needs to be very effective, when the
robotics is applied to mobile systems like assistive service robots, autonomous
automobiles, and aerial systems. Navigation system uses several sub algorithms
such as mapping, localization, path planning, tracking algorithms to achieve the
motion towards the destination/target (see figure 2).

To define the mobile system’s motion, the system should have two qualities:
one is to localize/estimate its location, and second is constructing a model/map
of the environment. This is known as Simultaneous Localization and Mapping
(SLAM) [2], [3]. In SLAM, the mobile robot estimates the map of an environment
and simultaneously finds its location related to the created map.

Path planning [6] refers to the prediction of the optimal/shortest path, to
the destination/target while moving from a start location.

Recently, researchers are trying to solve the complicated task of navigation
in dynamic and complex environment by using different types of sensors and
their information. Moreover, the biggest problem is to get the relation between
the forefront objects of a dynamic surroundings and the robot’s manoeuvering
[7].

Additionally, researchers are currently working on artificial intelligence for
object recognition to cope with the problem of a dynamic environment [5]. Bio-
inspired Intelligent Algorithms (BIAs) are also effective in solving the different
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Fig. 2. Flow Diagram of Navigation System.

problems of robot mobile intelligence. In [8] authors presented an overview of
current BIAs used in different mobile robot control applications.

In [9] we have a survey of behavior based bio-inspired intelligent algorithms.
Moreover, researchers are working on solving the problem of navigation including
path planning and SLAM, using some heuristics methods including bio-inspired
algorithms such as swarm intelligence, ant colony optimization, etc.

In [10] authors presented a survey on different bio-inspired algorithms used to
solve the path planning optimization problem. Three primary robot path plan-
ning optimization approaches are swarm intelligence, evolutionary algorithms,
and neurodynamics are reviewed and analyzed. Authors also discussed the ad-
vantages and disadvantages of different bio-inspired robot path planning meth-
ods. In [11], authors discussed the problem of SLAM and presented a novel
approach of bio-inspired methods to improve the scan matching step within the
SLAM problem by using three methods of swarm intelligence optimization algo-
rithms: particle swarm optimization, artificial bee colony and firefly algorithm.
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3 A new system to solve the navigation problem in

ROSWITHA

In Section 2, we expressed the problem of robust navigation in a complex or
dynamic environment and the factors interfering the results in the complex sur-
roundings. Our main goal of the research is to contribute to solve these problems
of navigation of an assistive robot system in a difficult/complex indoor environ-
ments by developing and improving the available algorithms using bio-based
algorithms and evaluate the results with the robot ROSWITHA.

The path tracking often fails in presence of moving objects/targets and in
complex environments where sensors receive too many but similar features (i.e.
reference points) which might contradict and are difficult to understand for the
robot’s location systems. Hence, the robot does not get precise measurement
information from sensors used and it is difficult to develop an accurate measure-
ment model.

Our objective is to improve the robust navigation of the assistive robot
ROSWITHA, while additionally being able to cope in practice with the dy-
namic environment. The localization of the robot will be considered robust when
the robot get the details of the position and the orientation. We will focus on
different methods like use of WiFi field infrastructure and other artificial land-
marks to determine the robot location. However, the localization of the robot
will be more robust when the robot gets the details of the position and the
orientation. To achieve the robust localization the sensors such as LIDAR (2D
SICK LMS100), depth cameras (Intel Realscence), and ultrasonic indoor GPS
(Marvelmind Starter Set HW v4.9-NIA (915 MHz)) will be integrated with the
WiFi-based position determination method. Also, the sensor fusion technologies
will be used to fuse the information of the sensors to get more robust results.
Moreover, the new bio-inspired based algorithms can also be in-cooperated to
solve the problem of localization. Thereafter, the path planning problem will be
improved by using a bio-inspired algorithm. Other algorithms like fuzzy logic
approaches [12], Timed-Elastic-Band [13], dynamic window approach [14], etc.
can be utilized to solve the other problems of navigation system such as obsta-
cle avoidance, and motion control. Thus, our future research will be focused on
finding the efficiency of the methods by implementing and evaluating with the
robot ROSWITHA.

4 Conclusion

As mobile systems have become more prevalent in assistive robotics, the methods
are still not robust enough to perform application in a dynamic environment.
Although new methods like bio-inspired algorithms are developed, they need to
be improved and integrated with the available navigation methods to improve
the robustness and accuracy of the system. Bio-inspired methods have some
advantages and disadvantages. One of the gaps for bio-inspired algorithms is
that most of the algorithms are not available and implemented to provide results
in the real-time navigation problem.
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Abstract. Purse seine fishing uses buoys (called FADs) to increase the catch-ability
of tuna, which is known to aggregate under floating objects. The ecological trap
hypothesis discusses that small fishes may be biologically trapped by their strong
association to FADs. This work uses real data collected from acoustic records of
FADs, as well as interventions performed by fishers on those buoys, to test this
hypothesis.
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1 Introduction

Many species of marine fishes, such as tuna, aggregate around floating objects [2], also
called natural logs. Starting on the late sixties, fishers exploited this associative behaviour
by performing purse seine fishing on floating objects [8]. Because of the increase on tuna
catch-ability provided by natural logs, fishing companies started to develop and release
artificial floating objects, called fish aggregating devices (FADs) [3]. Modern drifting FADs
implement satellite-linked echo-sounder buoys [6]. These devices remotely inform fishers in
near real-time about the accurate geo-location of the FAD and also provide rough estimates
of the fish biomass underneath them [9].

In order to improve the tuna estimation from these acoustic records, some authors
have applied Machine Learning approaches, specifically Random Forest [1]. These models
are trained using the acoustic records prior to catch events, and learn how to predict the
amount of tuna caught by using the echo-sound information, and even asses the risk of
bycatch [7].

While FADs have improved the fishing of tuna and other marine species, some studies
suggest that the use of artificial floating objects may be detrimental to the fish population
and to the sustainability of marine fishing [4,5]. The ecological trap hypothesis was first
formulated by Marsac et al. [8] and states that drifting FADs may alter the natural move-
ments of the tuna schools associated with them, affecting negatively the growth and the
natural mortality of these schools.

In this work, we will use echo-sounder data to model the association of tuna stocks
with drifting FADs. We first estimate the average time that tuna schools spent associated
to a specific floating object. Then, we study which factors affect their length of stay. The
conclusions derived from this work will be used to test the ecological trap hypothesis.

* Supported by Komorebi AI, Satlink, OPAGAC and the Spanish Institute of Oceanography.
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2 Material and methods

Our data consist on acoustic records coming from Satlink drifting FADs on three different
oceans: Atlantic, Indian and Pacific. Data was collected over three years, from January 1st
of 2018 to September 25th of 2020. A total of 5151 drifting FADs are used in this study,
each having an average operation time of 200 days, storing one record per hour. Each
record contains the following information:

— Tons of biomass detected by the echo-sound, divided by 10 layers at different depths.

— Date of the record.

— Geo-location of the FAD, registered daily by a GPS satellite. Map on Figure 1 shows
the distribution of acoustic records over the ocean.

For this study, we aggregated the records on a daily level, taking the maximum acoustic
record out of all layers and hours. This aggregation was performed to dismiss the variations
over the day-night cycle.
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Fig. 1. Distribution of FAD location over the world. Color represents the amount of days spent
by FADs at that coordinates.

In addition, we know the operations performed by the OPAGAC fishing boats when
they are linked to a FAD. These operations include deploying new buoys, visiting them,
fishing and ending the service of a buoy. Using this source of information, we split the
recording period of each FAD in smaller series of “no intervention”, were we know no
human operation affected the tuna associated to the buoy. Thus, each series starts with an
operation and ends when another intervention happens. Figure 2 shows the distribution of
echo-sound series by starting event, recording time and ocean. We end up with a total of
9794 series, and an average duration of 100 days each.

There is an additional type of split between series that does not come from human
intervention: the “missing records”. When a buoy does not register any biomass under it,
the FAD will not store the record, thus leaving a missing day in the dataset. This can
happen multiple days in a row. When facing missing records, it is safe to assume that there
were 0 tons of tuna under the FAD. However, long periods of missing data are not reliable,
so we set a threshold: if N or more days are missing, the series is considered invalid and we
split the period in two series, one before and one after those missing records. Our current
threshold is N = 6.
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3 Preliminary results and future work

We approximated the tons of tuna under a FAD at a given day as the maximum acoustic
record of that day at any layer depth. This value is just an estimation, as there is no
established method to compute the amount of tuna under a FAD given its acoustic record.
One of the goals of this work is to build Machine Learning models able to estimate the tuna
biomass from the acoustic records. These models will be trained using data from fishing
boat catches, assuming the tuna caught close to a FAD is directly proportional to the size

of the school associated to it.
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Fig. 3. Evolution of the tons of tuna under the FADs. Orange band comprehends the quantiles
25 to 75. Observe how, as days pass, less series are available, and thus the results become noisier.
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Figure 3 shows the averaged evolution of the estimated tons of tuna associated to each
FAD, in periods of no intervention. A few observations can be derived from this graph.
First, we see that during the first month of recording, the number of series available seems
to increase in time. This is caused by our definition of “day 0”: it is not the first date of
acoustic records, but the last intervention that happened to the FAD. There are buoys that
do not start the recording until several days after the intervention, thus we do not have
data for those first days.

Looking at the median, the tuna mass tends to increase, then keeps steady on roughly
8 tons after 50 days have passed. This could be the result of tuna associating with FADs.
However, when we study individual echo-sound series, we did not observe this tendency. As
an example, twenty series are shown in Figure 4. This implies that averaging all the series
is not a reliable method for studying the general behaviour of tuna. Finer studies must be
made, like averaging lesser groups of echo-sound series, aggregating by ocean or season.
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Fig. 4. Sample of 20 echo-sound series. Dashed line shows the mean of their acoustic records.

Our next steps involves studying the distribution of times in which tuna schools remain
associated to FADs. This analysis will be performed individually to each acoustic series.
We will smooth the series and study the variation of biomass in time. The space-time
correlation between neighboring FADs will also be taken into account, to study whether
tuna schools move within buoys.
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Resumen La microscopia electrénica de barrido en transmisién (STEM en inglés)
ha sufrido una profunda revolucion como resultado del desarrollo de nuevos
sensores de imagen pixelados para electrones y la aplicacién de técnicas de
inteligencia artificial. El estado del arte, conocido como 4D STEM, se logra
mediante el uso de sensores que capturan imagenes en cada posicion de la sonda del
microscopio. Sin embargo, este método produce enormes cantidades de datos que
requieren repensar las metodologias y tecnologias actuales de transmision,
almacenamiento y procesamiento de los datos. En nuestro trabajo investigamos
diferentes enfoques para adquirir y tratar imagenes generadas en 4D STEM, y coémo
el software y el hardware pueden trabajar conjuntamente para reducir la tasa
efectiva de transmision de los datos.

Palabras clave: sensores de imagen, compresion de datos, procesamiento en el
plano focal, microscopia electronica

1. Introduccion

A pesar de la disponibilidad de detectores de electrones de alto rendimiento (EMPADs
en inglés), que ha impulsado la creciente popularidad de la técnica 4D STEM [1] en el
ambito de la microscopia electrénica, la adquisicion, grabacién y procesamiento de datos
es el cuello de botella actual. Se ha identificado que la adquisicién y el procesamiento de
datos serian el area donde se necesitarian futuros desarrollos en microscopia electronica.
Uno de los enfoques mas importantes para lidiar con el procesamiento de grandes
cantidades de datos en disciplinas cientificas es la aplicacién de técnicas de Machine
Learning. El objetivo es automatizar la extraccion de informacion Gtil a partir de datos en
bruto. Hoy en dia, debido a la complejidad y el tamafio de los datos que se generan, cada
vez se requiere mas esfuerzo, tiempo y conocimiento especificos por parte del cientifico
que los analiza.

Por ejemplo, en el contexto del 4D STEM, aunque los EMPAD estan revolucionando
la forma de detectar electrones, lo anterior supone la generacion de un creciente conjunto
de datos en forma de imagenes que requieren de plataformas de computacion de muy alto
rendimiento para el procesamiento los datos en tiempo real [2,3]. Es por ello, que, en
muchos de los casos solo se registra y analiza un pequefio subconjunto de los datos
seleccionado manual o automaticamente. Hay un gran interés en nuevas estrategias de
procesamiento de datos masivos en el ambito de 4ADSTEM. Cabe mencionar el desarrollo
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de software open source como py4DSTEM [4] o LiberTEM [5] que optimizan la
transmision, almacenamiento y procesamiento de los datos por medio de formatos de datos
jerarquicos como el .HD5 y la paralelizacion de procesos en sistemas computacionales
distribuidos. En nuestro trabajo usamos un paradigma diferente para optimizar el
procesamiento, almacenamiento y transmision de los datos ya a partir del pixel mismo
ddnde se captura el dato en bruto.

El articulo estd organizado como sigue. La Seccion 2 expone las principales limitantes
en el tratamiento de imagenes 4D STEM. La Seccidn 3 presenta una propuesta basada en
procesamiento en el plano focal. Finalmente, en la Seccién 4 son presentadas las
conclusiones y lineas de trabajo futuro.

2. Cuello de botella en microscopia electronica 4D STEM

El enfoque actual existente en el disefio de los EMPAD no es adecuado para el
procesamiento en tiempo real. Como ejemplo, analicemos los requisitos de la
infraestructura de datos fisicos para la obtencion de imagenes por nano-difraccion usando
EMPADs actuales. Un experimento STEM 4D tipico puede constar de medir en 256 x 256
posiciones de sonda, generando un conjunto de patrones de difraccion de 144 x 144 pixeles
con 16 bits de rango dindmico. El experimento se puede grabar en menos de 70 segundos
(tiempo de adquisicion de 1 ms por patrén de difraccion) representando aproximadamente
21 Gb de almacenamiento. Para procesar esta cantidad de datos en tiempo real, deben
transferirse y procesarse en una PC host a una velocidad de datos de 1 Gb / s. Siendo el
cuello de botella la memoria y la potencia de procesamiento disponibles instantaneamente.

Es bien sabido que los datos contenidos en imagenes son en gran parte redundantes y que
la informacidn contenida en las imagenes se puede extraer de subconjuntos reducidos de
los datos de la imagen sin procesar. Esto ha motivado el interés en los sensores de iméagenes
centrados en la informacion, a veces llamados retinas de silicio con inteligencia
incorporada y concebidos para entregar informacion, en lugar de datos sin procesar. Esta
estrategia, que también es adoptada por los sistemas de vision natural, relaja los requisitos
a nivel del sistema con respecto al almacenamiento de datos y las comunicaciones y permite
sistemas de visibn muy compactos y rapidos. Otra limitacion es que los EMPAD
comerciales ofrecen un modo de adquisicion de imagenes llamado "modo de conteo™ que
se usa para detectar la posicion del impacto de electrones individuales [6]. Se construye
una imagen con la acumulacion de millones de tales impactos individuales. Sin embargo,
las arquitecturas del sistema de los EMPAD estan centradas en los datos, por lo que
requieren una monitorizacion constante del area de deteccién completa. Si la tasa de dosis
de electrones es moderadamente alta, la electronica no puede hacer frente a la gran cantidad
de eventos de electrones y el sensor se saturara, funcionando Gnicamente para dosis bajas.
Esto es un factor limitante para su aplicacion practica en el modo de conteo. Aunque se ha
propuesto un enfoque hibrido que utiliza el modo de integracion y conteo dindmicamente
en diferentes regiones de la misma imagen, aln se requiere un procesamiento externo e
intensivo, especialmente para el caso 4DSTEM [7].
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Figura 1. Diferencias entre paradigmas convencionales centrados en datos y centrados en
informacion. Los ultimos también conocidos como sensores de imagen computacional, sensores de
visién, retinas de silicio y similares [8].

Las arquitecturas de deteccién de imagenes capaces de extraer e interpretar la
informacién contenida en las imagenes y de provocar comandos de reaccién han sido
usados recientemente para las aplicaciones opticas. Estos sensores no convencionales ya se
utilizan y son cruciales para implementar calculos a partir de imagenes con una respuesta
ultrarrapida en sinnimero de aplicaciones. Como muestra la Figura 1, en el caso de un
sensor de imagen convencional centrado en datos, los resultados basicos son solo iméagenes,
comunmente en formato digital. Por el contrario, los resultados de una retina de silicio
pueden no ser imagenes, sino caracteristicas de la imagen o incluso decisiones basadas en
el andlisis espaciotemporal de la informacion contenida en la escena [8].

3. Resultados

De la misma manera que una memoria caché en una CPU se ubica més cerca del nucleo
del procesador para hacer mas eficiente el intercambio de datos, la implementacion del
procesamiento de imagenes en 4D STEM se puede efectuar lo mas cerca posible del lugar
donde se sensa, y asi, no incurrir en retrasos/cuellos de botella en la transmision.
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En nuestro trabajo exploramos la aplicacién de un paradigma de procesamiento
sensorial diferente, denominado Procesador en Plano Focal (FPP), una plataforma
adecuada para el procesamiento de imagenes ultra eficiente que ha sido ampliamente
estudiado tedricamente, utilizando simuladores y que también se puede implementar en un
solo chip con tecnologia CMOS (Figura 2). Estos sistemas se basan en matrices
bidimensionales de celdas interconectadas a los vecinos. Cada celda es un pixel complejo
que el sensor de luz y amplificador, y, ademas, a diferencias de la mayoria de los sensores
de imagen contiene memorias locales digitales y analdgicas, unidades de multiplicacion y
suma analdgico y circuitos para la aplicacién de operadores I6gicos. De este modo es
posible llevar a cabo complejas operaciones de imagen (filtrado, umbralizacion,
operaciones aritméticas, ...) directamente en la matriz, operando todos los pixeles en
paralelo. Recientemente, hemos demostrado por ejemplo la implementacion de una red
neuronal convolucional (CNN) del tipo LeNet en un FPP [9] con tiempos de inferencia de
imagenes de menos de 300 ps, casi dos 6rdenes de magnitud por debajo del tiempo
requerido para aplicaciones tipicas que operan en tiempo real a unos 30 cuadros por
segundo, y por debajo de los tiempos de captura de imagenes en 4D STEM en el orden de
1 ms (1000 cuadros por segundo).

4. Conclusionesy Trabajo Futuro

En nuestro trabajo investigamos como la microscopia electronica (por ejemplo) 4D
STEM puede beneficiarse utilizando enfoques basados en el procesamiento embebido de
iméagenes en el plano focal concebidos inicialmente para aplicaciones como loT, por su
eficiencia en términos de velocidad y consumo, o que requieren alta velocidad de respuesta
como es cadenas industriales. Concretamente, estamos estudiando la implementacion de
algoritmos de interés para aplicaciones reales en microscopia electrénica.

Nuestros ensayos demuestran que el paradigma de los FPP permitiria procesar las
iméagenes generadas en experimentos 4D STEM en tiempo real. Mé&s aun, la salida de la
FPP es informacidn de alto nivel (por ejemplo, el nimero de pixeles con intensidades por
encima de un umbral), de modo que s6lo es necesario transmitir fuera del sensor una
fraccion de los datos que se transmiten con los sensores actuales. Esto ultimo es importante
para reducir las exigencias de los sistemas computacionales que analizan los grandes flujos
de datos generados en los experimentos de 4D STEM.
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Abstract. Choosing a particular data protocol for a specific application is no easy
task. There is a variety of protocols that follow different communication para-
digms and offer vastly different ways of achieving effective communication in
the network. In this article we aim to summarize the main practical differences
between some of the more often deployed 10T data protocols and find out the key
areas where these protocols might benefit from future development. We explore
their communication scheme, performance (regarding bandwidth use and la-
tency), security and reliability.

Keywords: Internet of Things, loT, Data protocols, performance, security, reli-
ability, MQTT, AMQP, CoAP, DDS.

1 Introduction

Since the concept of the Internet of Things became mainstream, development of proto-
cols has advanced at an accelerated rate. The task of choosing the appropriate protocols
for a given task has become very confusing and time-consuming for non-experts.

In our research, our main goal is to find out the main areas where current loT data
protocols have room for improvement in terms of features, security and reliability, and
then address some of these areas.

Table 1. Summary table

Feature HTTP MQTT AMQP CoAP DDS
Comm. scheme  Req/resp Pub/sub Pub/sub, reg/resp Regq/resp Pub/sub
Transport TCP TCP TCP UDP UDP, TCP
Bandwith use very high  medium/low  medium/low very low medium/low

Multthreaded

implementations yes yes yes yes yes
Reliability N/A (Qf_?(%%/Z high confirmable/non-confirm Configurable/high
Security HTTPS TLS TLS DTLS/none DDS Security
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In this paper we will focus on protocols that lay above the transport layer in the OSI
model, often called data protocols. We will firstly describe the architecture and com-
munication patterns used by some of the more prevalent protocols. Then we will com-
pare their strengths and weaknesses regarding performance, security and reliability. See
Table 1 for a summary of these features.

2 Communication Schemes

One key difference between data protocols is how the flow of information is organized:
what mechanisms allow data to reach those destinations where it is needed.

2.1  Request/response

In this scheme, when a device needs a piece of information, it sends a request to the
device that can provide it, which responds with the information requested. This re-
sponse can be returned synchronously in the same connection, or asynchronously in a
later message.

HTTP REST web service calls follow the request/response scheme with synchro-
nous response in a client-server architecture. This method is in general use in the Web
and it can be used in the 10T, but generally more specific methods are usually preferred.
Web Service calls are synchronous, which requires connection stability, longer uptime
for clients and permanent (or near-permanent) uptime in some cases. This is a serious
limitation for many loT applications.

CoAP [1] is a request-response protocol aimed for constrained devices (those with
low computing power or narrowband or lossy connections). In CoAP, responses are
asynchronous. It is also based on the REST model, but with small headers, compact
encoding and UDP as the underlying transport protocol. This protocol can also use one-
to-many communication by means of IP multicast and it can also use a publish/sub-
scribe scheme by means of an extension [2].

2.2 Publish/subscribe

In this model, information is organized in hierarchical topics. Messages, each catego-
rized in a topic, are sent from producers to the event service (broker). Then this broker
relays the information to those consumers that are subscribed to that topic. Publication
can be triggered by timers or by changes in data; because of this, publish/subscribe is
considered an event-driven communication model [3, 4].

The main strength of publish subscribe (pub/sub) is the decoupling between produc-
ers (publishers) and consumers (subscribers), since they only need to interact with the
broker, which handles all storing and forwarding issues.

A publish/subscribe protocol can follow one of two paradigms: a Message Service
or a Message Queue.
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In a Message Service, messages are distributed immediately to those subscribers that
are available and, typically, only the last message in each topic is retained for tempo-
rarily unavailable subscribers. MQTT is a publish/subscribe Message Service protocol
[5, 6]. DDS [7] is another pub/sub protocol that also fits within this category. As a key
difference between the two, the MQTT architecture is centered on the broker, which
relays information from publishers to subscribers, while DDS is brokerless, working in
a decentralized, peer-to-peer fashion.

In a Message Queue, messages are stored in queues and wait for the recipient to
retrieve them. This makes the message transmission completely asynchronous between
sender and receiver. AMQP [8] is a Message Queue protocol.

3 Performance

Bandwidth use and server load. HTTP-based systems, like HTTP REST, are practi-
cal solutions for many situations, but the HTTP protocol generates relatively large over-
heads that can impact performance. That is especially relevant when there is a high
volume of messages with a small payload. In these cases, protocols that limit overhead
can yield higher throughputs.

Like HTTP, other protocols that use TCP as transport layer incur in TCP’s connec-
tion overheads. However, protocols aimed for the 10T have small headers and more
compact messages than HTTP. MQTT is estimated to generate around half the over-
head and server load than HTTP [9]. AMQP generates messages that are marginally
larger than those of MQTT [10] but still much smaller than HTTP.

Latency. In experimental setups with constrained networks comparing MQTT
against CoAP, DDS and a custom protocol, MQTT suffered more than double the ex-
perienced telemetry latency than CoAP and DDS, which only suffered an experienced
latency marginally higher than system latency [11]. Also, when the available bandwidth
was limited, MQTT experienced more notable increases in latency due to higher band-
width usage. When the controlled limitation is packet loss rate, MQTT suffers lower
delay than CoAP and DDS for lower loss rates (up to 20% loss rate) but much higher
for packet loss rates of 25% and above [12].

DDS provides additional ways to regulate bandwidth usage, like a time-based filter
which indicates that a subscriber should not receive all updates in a topic but only pe-
riodical updates in fixed intervals.

4 Security

Of all the studied protocols, DDS is the only one that has its own security specifica-
tion that includes cryptography [13]. Other protocols rely on the transport layer to pro-
vide security. Protocols based on TCP recommend TLS, while those based on UDP,
like CoAP, employ DTLS. However, DTLS increases the computational cost so heavily
that some users choose to remove this security layer entirely. This has proven to be one
of the most significant security holes in the history of the loT [14].
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5 Reliability

Protocols that use TCP as a transport layer (HTTP, MQTT, CoAP) count on the relia-
bility offered by this transport. Still, nodes can be offline for periods of time, so an extra
layer of reliability is often used by these protocols.
MQTT defines three QoS (Quality of service) levels. Level 0 (“fire and forget”), 1
(acknowledge delivery, can produce duplicates) and 2 (double-confirm delivery; mes-
sages are delivered exactly once, without duplicates), while AMQP offers two QoS
levels that are equivalent to MQTT QoS 0-1. AMQP does not offer a way to avoid the
possibility of duplicate messages, which means the receiver must take care of managing
duplicates. DDS allows for a wide range of QoS options such as resending lost mes-
sages, deadlines on delivery, or whether data must be delivered in order or not.

All of MQTT, AMQP and DDS demonstrate effective reliability even against a high
rate of packet loss [15]. CoOAP, on the other hand, offers a choice between confirmable
and non-confirmable messages, but still does not guarantee delivery [15].

6 Conclusion

We have reviewed the main characteristics of the most prevalent 10T data protocols
and compared them to HTTP REST web services. When choosing a data protocol for
an loT application, all of MQTT, DDS and AMQP are effective choices for non-con-
strained systems, and the choice between these will depend on which communication
scheme fits the application most. Lighter, UDP-based protocols like CoAP are efficient
and useful in constrained systems, but their security issues should not be overlooked.

We also conclude that the areas where there appears to be more room for future
development are the following:

— Broker-based protocols like AMQP and especially MQTT could benefit from an ex-
tra set of DDS-like options that could be negotiated between a client and a broker,
indicating ways to reduce bandwidth consumption, like a frequency-based filter (e.g.
“do not update more than once every minute”) or a content-based filter (e.g. “send
updates to this topic only if value exceeds this minimum”).

— Lightweight protocols like CoAP could benefit from a custom security layer that is
lighter than DTLS. Even if it provides a lesser level of security than DTLS, that
would still be preferable to switching all security options off, like it often happens
in networks with very constrained devices.
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Abstract. Machine learning (ML) based security mechanisms are in-
creasingly being developed with federated ML, in order to obtain models
trained with high amounts of data, while complying with data protec-
tion regulations. Nevertheless, in order to achieve high quality models in
a secure way, federated ML requires support for compliance processes, co-
ordination among partners, and collection of historical metadata. There-
fore, the assessment of the quality of data and models, as well as careful
monitoring of all the processing steps is needed, to ensure that the models
created suit the needs of the federated partners. Accordingly, this paper
introduces ideas on how data governance can be adapted to federated
ML processes. We discuss the alignment of different needs of involved
partners, and how to achieve high quality models, ensuring privacy and
security of participants.

Keywords: Data Governance, Federated Machine Learning, Data Qual-
ity, Data Access

1 Introduction

Today, the world is undergoing a digitalization process. Many transactions are
made through web-based systems. This raises the need to ensure that the user
performing such actions has not been impersonated by someone else. This is usu-
ally achieved by authentication mechanisms, some of which use machine learning
(ML) [7]. ML mechanisms perform better when the data is of good quality [6].
Usually, the owners of such mechanisms need to get data elsewhere, as their data
may lack examples of attacks, making such attacks undetectable by the security
systems. However, the sensitive nature of such data makes it difficult to share,
as any leakage would compromise the users and organization. Federated ML
was conceived to comply with these privacy requirements. It obtains a trained
model from many data sources of different organizations that could not share
the training data due to data protection regulations [8].

Nevertheless, a new problem arises where the former was solved. Not all par-
ticipants in the federated training process will possess the same type and quality
of data. Moreover, some of them can even try to impair the resulting model in
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purpose. Therefore, checking the quality of the resulting model is necessary to
ensure that it does not contain any bias or other malfunction, and that its effect-
ing predictions can be trusted. Recently, data governance has been proposed for
governing artificial intelligence (AI) systems [4], tackling the problems above.
However, there is no proposal for governing AI across multiple organizations
matching the requirements of federated ML. Therefore, the adaptation of data
governance to federated ML is still an open problem and this paper discusses
ideas, on how data governance could support the federated ML process.

The rest of the paper is organized as follows. Section 2 explains the necessary
background. Section 3 introduces ideas for the application of data governance
to federated ML. Section 4 discusses related aspects of data governance in the
literature. Section 5 concludes this paper.

2 Background

2.1 Data Governance for Al

Data governance for Al can be defined as organizations defining, applying and
monitoring processes, for the proper management of data and ML models, as
well as defining responsibilities among the partners, and holding accountable
those responsible for an infraction [4].

To this end, data governance can be designed based on five principles [5]:
Data Principles, to define how different assets must be used (by partners); Data
Quality, for quality standards of data and models; Data Access, for defining
how privacy and responsibilities for access to assets must be handled, and how
data should be audited by third parties; and Data and Model Lifecycle, which
establishes how data and models will be stored across their lifetime in the system.
Finally, Metadata supports the other design principles by providing a historical
record of all the processes and describing the assets in use.

Regarding Al governance, there are additional requirements. Models must
not only be assessed in terms of accuracy. They should also be checked for the
presence of bias and vulnerabilities to adversarial or inference attacks.

2.2 Data and Model Quality

Data quality can be defined as fitness for use [10]. In recent years, one of the
most popular techniques to measure the value of data in the ML context is the
calculation of Shapley values for data points [3], or for the dataset features [6].
The Shapley values concept is based on game theory. The goal is to calculate
how much each participant contributes to reach a goal in a collaborative game.
This concept can help on understanding how much a data point increases the
accuracy of a MIL-model, or how much a feature impacts the result.

However, model quality cannot be measured by Shapley values alone, as it is
necessary to check a possible presence of bias in the model. There are multiple
definitions of bias [9], and many of them can only be checked after the training
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process [2]. Also, there are multiple additional requirements to look at, like
interpretability of the model, or response time of model-based inference, which
is similar to the timeliness requirement in data quality.

2.3 Federated Machine Learning

Federated ML was conceived by Google to create ML-models for the predictions
of inputs to mobile device keyboards [1]. The novelty was that no user data left
the owners’ devices, as the model was trained directly inside the devices.

The federated ML process starts with the eligible participants downloading
the last version of the model to their devices. The model is then trained in each
device with local data, updating the global model to a local model version. Once
the training has been completed, the local model is encrypted and sent back to
the server, where it is aggregated with the other local models. The result of the
aggregation is a new version of the global model.

3 Data Governance for Federated ML Environments

In the following, we discuss options to apply Al governance for federated ML.

Some of the problems for federated AI governance include that federated
partners need to agree on the goals they want to achieve, before starting the
federated ML process. The goal is not only the training of a federated ML-
model, but the creation of a model that suits all the needs of the different
partners. Additionally, there are other requirements in the process, like that
no sensitive data get leaked, or can be inferred from the ML-model, or that a
created ML-model is resistant to tampering, including adversarial attacks.

In order to tackle the requirements above, we follow the strategy to extend
governance mechanisms in order to ensure different aspects before, during and
after the training process. Before, partners have to share the minimum amount of
information that allows them to map their data to a valid dataset. Furthermore,
data access should define the data that can be shared among the partners. It
should be kept to a minimum and it should be encrypted, so no sensitive data
can be inferred. E.g., the weights after each local training round could denote
information about the data. Concerning quality assessment, it is difficult to use
Shapley values for data points as those can not be accessed by partners. Still,
feature importance, along with other data quality measurements, can be shared.
Its combination can better establish the real importance of the features.

During and after the training process, the local and global ML-models can
be tested, based on jointly agreed ML quality requirements. Additionally, a ded-
icated data life cycle should manage how data and model will be stored, for
how long, and what uses can be given. E.g., old models can be stored, but it is
important to discern, which versions to keep, in order not to hold redundant or
unlawful information.

Finally, metadata should be a supporting tool across the different princi-
ples. It can help to describe different elements across the federation, like the
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different features in the datasets. It can also be collected and processed, like the
information collected in the training process, to know how much each partner is
contributing to the global model, or if their updates are valuable.

4 Related work

To the best of our knowledge, there is no prior work of using data governance
for controlling federated ML across different organizations. Jannsen et al. [4]
proposes some guidelines on how to develop data governance for Al within a
single organization.

Shapley values, although being an old concept, have been used recently for
defining the most valuable data points, which are those that help in the training
process the most [3]. They have also been used for explaining ML-systems by
computing the importance of a feature in the decision [6].

5 Conclusions

Federated learning is quite a complex process, in which many entities with highly
sensitive data combine models that are trained locally into a global model in or-
der to protect the privacy of their users. Ensuring a high quality model will result
from the training process, while monitoring that no participants will launch ad-
versarial attacks needs proper mechanisms of control.

Data governance appears as a promising solution to gain trust and reliability
in the federated ML-process. Moreover, it will increase the confidence in the
decisions made, such as ML-based security mechanisms of web services.
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Resumen El progresivo envejecimiento de la poblacién europea, conse-
cuencia de la baja natalidad y los avances médicos, supondrd un desafio
a la hora de mantener un nivel adecuado de atencién y cuidado para to-
das aquellas personas dependientes que vivan de forma auténoma. Como
consecuencia, en los iltimos anos la investigacién ha prestado especial
atencién al desarrollo de sistemas que permitan solucionar este proble-
ma, dando lugar a la llamada Vida Asistida por el Entorno (Ambient
Assisted Living, AAL). Fruto de ello, han surgido numerosos sistemas
que implementan funcionalidades como la monitorizacién del usuario,
el reconocimiento de actividades o la deteccién de caidas. Sin embargo,
una de las caracteristicas mas interesantes consiste en la deteccién de
situaciones de interés en tiempo real, lo que requiere el andlisis de una
gran cantidad de datos. Ademds, dicho anélisis no es sencillo, al requerir
técnicas como la agrupacién de los datos en ventanas temporales y la
correlacién de los mismos. Para solucionar este problema, este articu-
lo presenta una linea de investigacién que integra los sistemas AAL y el
Procesamiento de Eventos Complejos (Complex Event Processing, CEP),
tecnologia que permite analizar, en tiempo real, un volumen elevado de
datos para la deteccién de situaciones de interés. Por ltimo, se describen
algunos retos y oportunidades que quedan pendientes en la integracién
entre CEP y AAL.

Keywords: Vida Asistida por el Entorno (Ambient Assisted Living,
AAL) - Procesamiento de Eventos Complejos (Complex Event Proces-
sing, CEP).

1. Introduccién

Segun los datos de la AAL Association [2], en 2017 un 19.5 % de la poblacién
europea tenia mas de 65 afios. Sin embargo, como consecuencia de la baja tasa de
natalidad y los avances médicos, en 2060 se estima que este porcentaje alcance el

30 %. Esta tendencia no solo se limita a nivel europeo, sino que, segiin los datos
de la ONU [1], en 2050 el 16 % de la poblacién mundial tendrd més de 65 anos.
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Este envejecimiento de la poblaciéon supondra un aumento de situaciones como
enfermedades crénicas o problemas de salud, dificultando la vida auténoma y
autosuficiente de las personas dependientes.

Con el objetivo de ofrecer una solucién a este problema, la tecnologia se po-
siciona como una herramienta fundamental. De hecho, en los tltimos anos han
surgido una gran cantidad de sistemas orientados a mejorar y facilitar la vida de
las personas dependientes utilizando diferentes areas de la tecnologia. Todos ellos
se engloban en la denominada Vida Asistida por el Entorno (Ambient Assisted
Living, AAL), disciplina que pretende mejorar las capacidades de las personas
dependientes mediante entornos digitalizados, garantizando una atencién conti-
nua e incluso facilitando el dia a dia de todas las personas que vivan de forma
auténoma [7].

Existen numerosas soluciones que acometen esta tarea, pero a veces no pre-
sentan la flexibilidad e inteligencia necesarias para el AAL. Por ejemplo, un
sistema podria obtener el pulso del usuario y, en el momento en que este exceda
cierto umbral, generar una alerta. No obstante, que el pulso en un momento pun-
tual exceda un umbral puede no significar nada. Seria mas interesante evaluar
los datos durante un periodo de tiempo fijado por un experto y comprobar si,
durante ese tiempo, el pulso sigue aumentando o no. Esto presenta una dificultad
importante para sistemas de procesamiento tradicionales, ya que, por una parte,
es necesario poder gestionar una gran cantidad de datos, y por otra, realizar
operaciones muy concretas con los mismos, como su correlacion y agrupacion en
ventanas temporales.

Para facilitar esta tarea y permitir la deteccion de situaciones de interés en
tiempo real, este articulo propone el uso del Procesamiento de Eventos Comple-
jos (Complex Event Processing, CEP) [6]. Esta tecnologia permite la deteccién
de situaciones de interés en tiempo real gracias a la definiciéon de patrones me-
diante un Lenguaje de Procesamiento de Eventos (EPL). Posteriormente, dichos
patrones se despliegan en un motor encargado de analizar los datos, tratando
de buscar coincidencias entre dichos datos y los patrones. En caso de detectar
alguna coincidencia, se genera un evento complejo ante el cual se podria ejecutar
alguna accién.

Las posibilidades ofrecidas por esta tecnologia hacen que su integracién con
el AAL sea de gran interés para desarrollar sistemas mas inteligentes y capaces
de reaccionar ante diferentes situaciones. No obstante, con el objetivo de lograr
una integracién 6ptima entre ambos, es necesario realizar un andlisis de los retos
y oportunidades que pueden surgir de dicha integracion.

2. Trabajo relacionado aplicando CEP al AAL

Existe una gran cantidad de trabajos enfocados al desarrollo de sistemas AAL
de diversa naturaleza. No obstante, a pesar de los interesantes beneficios que la
integracién de CEP y AAL podria proporcionar a diferentes tipos de sistemas, es
més complicado encontrar trabajos que realicen dicha integraciéon. Autores como
Gonzalez-Usach et al. [5] han detectado la utilidad de esta tecnologia en el &mbito
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del AAL, haciendo uso de ella en el desarrollo un sistema de monitorizacién de
residencias de ancianos. En concreto, dicho sistema hace uso de CEP para la
deteccién de determinados patrones personalizados para cada residencia. Otros
autores como L. La Blunda et al. [3] han utilizado CEP para implementar un
sistema de deteccién de caidas que aprovecha la capacidad de procesamiento de
dicha tecnologia, evaluando datos de diferentes sensores para detectar una caida
en tiempo real. Estos dos ejemplos demuestran cémo la idea de aplicar CEP al
AAL es totalmente factible. A pesar de ello, el uso de dicha tecnologia en sistemas
AAL todavia es muy escaso. CEP tiene el potencial para desarrollar sistemas mas
inteligentes, capaces de aprovechar su potencial de procesamiento para correlar
datos que provengan de diferentes sistemas. De esta forma, es posible aportar
un mayor contexto a los patrones. Por ejemplo, si sabemos que el usuario esta
cocinando, es posible que aparezca una variacién en la concentracion de los gases
de la cocina. Sin embargo, esa variacion no tiene ningun interés, y se estabilizara
una vez el usuario finalice la actividad de cocinar. Si obviamos dicha actividad,
al crear un patréon para detectar la acumulacién de gases nocivos, podriamos
obtener falsos positivos. Sin embargo, si aportamos a dicho patréon mas contexto
(en este caso la actividad realizada por el usuario), podremos desarrollar sistemas
mas utiles e inteligentes.

3. Retos y oportunidades

Al igual que con otras muchas tecnologias, las posibilidades que ofrece CEP
estan, en ocasiones, acotadas por las habilidades del usuario. Si el experto en el
dominio no tiene suficiente conocimiento en el EPL, no se utilizara el potencial
ofrecido por CEP. Para solucionar este problema, existen herramientas graficas
que permiten modelar, de forma visual, los patrones a detectar, facilitando de
esta manera la tarea del experto en el dominio [4]. Sin embargo, otro proble-
ma a considerar es que eventos de interés no sean detectados, no por fallos en
los patrones, sino porque dichos eventos ni siquiera fueran considerados por el
experto. Esta situacién es especialmente preocupante en entornos cambiantes,
donde entran en juego una gran cantidad de variables. Por este motivo, uno de
los principales retos es la definicién automatica de patrones mediante Machine
Learning. En esta linea, Simsek et at. [8] presentan un framework capaz de ex-
traer reglas de CEP sin intervencion de los expertos. Para ello, en primer lugar
almacenan los datos en una base de datos. Posteriormente, se etiqueta cada dato
como normal o anormal utilizando para ello un conjunto de redes neuronales de
Deep Learning, entre las que se encuentran Long Short-Term Memory (LSTM),
Convolutional Neural Network (CNN) y Recurrent Neural Network (RNN). La
estrategia utilizada para la deteccién de valores anormales comienza por el en-
trenamiento de las redes neuronales. A continuacién, se realiza una prediccién
de los valores esperados y se calcula el error de reconstruccién, siendo este la
diferencia entre el valor real y el valor predicho. Finalmente, utilizando el error
de reconstruccién se puede determinar la existencia de valores anormales, ya
que estos se alejarian mucho de los valores predichos por las redes neuronales.
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Una vez estan etiquetados todos los datos, se utilizan aquellos que se consideran
anomalias para generar las reglas de CEP con la sintaxis correspondiente. Por
ejemplo, en el caso de un sensor de temperatura donde la media son 30 grados,
se podria generar una regla a partir de un valor anémalo de 100 grados. Esto
resulta muy interesante, aunque la diversidad de sistemas CEP existentes, cada
uno con una sintaxis EPL diferente, puede complicar la idea de una herramienta
de generacion de patrones que funcione de forma independiente del motor. Por
este motivo, también se considera la idea de sustituir la deteccion de eventos ba-
sada en patrones por otro método. En este aspecto, diversas técnicas de anélisis
de series temporales se han postulado como una de las opciones mas interesantes
a considerar, especialmente las basadas en extraccién y andlisis de shapelets [9].
Un shapelet no es mas que una porcién de una serie temporal que es lo sufi-
cientemente discriminatoria como para representar a una clase. Por ejemplo, si
tenemos una serie temporal creada a partir de las lecturas de un sensor de tem-
peratura, un shapelet podria ser la porcién que se corresponda con los valores en
el momento de un incendio. Por tanto, a diferencia de los métodos basados en
creacion de reglas de forma automatica, los métodos basados en shapelets per-
mitirfan también detectar situaciones anémalas sin necesidad de crear ningin
patrén, simplemente analizando las series temporales de forma continua en bus-
ca de esos shapelets que, por su propia definicién, representarian una situacién
de interés.

4. Conclusiones

El AAL, surgido como respuesta al inevitable envejecimiento de la poblacion,
requiere de arquitecturas y tecnologias capaces de lidiar con el procesamiento
de una gran cantidad de datos en tiempo real. Por este motivo y por las po-
sibilidades que ofrece la deteccién de patrones y la ejecucién de acciones en
consecuencia, CEP es una tecnologia que presenta un gran interés para el desa-
rrollo de sistemas AAL inteligentes y con capacidad de reaccién. Sin embargo,
a pesar de los interesantes beneficios que puede ofrecer esta tecnologia en un
campo como el AAL, no existen muchos sistemas que integren CEP en sus he-
rramientas, y los que la implementan hacen un uso muy limitado de la misma.
Posiblemente, el hecho de tratar con entornos muy cambiantes, donde es compli-
cado definir patrones fijos, sea uno de los motivos. Por ello, técnicas de Machine
Learning capaces de sustituir a la definicién de patrones, se postulan como un
complemento de gran interés en la aplicacién de CEP al AAL.
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Abstract. Machine Learning and Deep Learning models have proven to
be suitable methods for handling missing data problems. However, the
scope of the comparison between these techniques and some traditional
methods have not been widely explored. In this paper, an approach using
Denoising Autoencoder model is proposed to automate data imputation
procedure. Performance of Denoising Autoencoder model is compared to
methods such as Mean/Mode, k-NN or Bayesian Ridge regression using
a total of eight data sets exposed to different percentages of missingness.
Selected data sets cover a wide range of number of variables and registers
which guarantee a fair comparison.

Keywords: Missing data - Imputation - Deep Learning

1 Introduction

Nowadays, large amounts of data are handled daily. Moreover, the sources where
they are obtained have been steadily growing with the appearance of new plat-
forms. However, data acquisition systems does not guarantee the absence of any
kind of problem. One of them is the missing data which need to be handled in
order to perform some type of processing (i.e. classification, regression or de-
cision making). The procedure for resolving missing data problem is known as
data imputation, where complete registers are used to estimate which value is
appropriate to fill the gap. This process allows to generate a complete data set
without errors that is prepared to perform a knowledge extraction process.

Missing data is not a contemporary problem. Since it was reviewed in [4],
many methods have been proposed such as Mean/Mode, those based on regres-
sion or likelihood. However, these approaches may present biased estimations.
As a result, machine learning has grown as an effective alternative to traditional
methods, specially with Neural Networks and Decision Trees based models.

In the field of neural networks it can be highlighted the works of Jerez et
al. [3] They applied data imputation techniques for predicting recurrence in
a breast cancer data set. Conclusion was that Multilayer Perceptron (MLP)
and K-Nearest Neighbours (k-NN) obtained the best results which showed the
superiority of machine learning methods above traditional methods.

Also, fuzzy approaches were reviewed in Garcfa-Laencina et al. [2]. They
concluded that these type of methods supposed a feasible approach for handling
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missing data and that its performance would depend on the type of application
after imputation.

Subsequently, Neuro Fuzzy Inference Systems were proposed considering
properties of Neural Networks such as being an universal approximator and fuzzy
systems interpretability. In Silva-Ramirez and Cabrera-Sénchez [§], CANFIS-
ART method was proposed. A comparison of its effects on data quality and clas-
sification performance was carried out, showing that proposed method achieved
not only closer results to original data set, but also higher accuracy in the clas-
sification task than other methods.

In the recent years, Deep Learning has become the trend in terms of missing
data research. Multiple models have been proposed to handled it, such as Denois-
ing Autoencoders (DAE), Variational Autoencoders or Generative Adversarial
Networks (GAN). Sdnchez-Morales et al. studied the effects of a preimputation
using different methods such as MLP, Singular Value Decomposition (SVD) or
Multiple Imputation by Chained Equations (MICE) as preprocessing step for
DAE imputation [6]. They concluded that preimputation along with a deletion
and compensation process improved classification accuracy in data sets with
presence of missing data.

2 Proposed method

Considering the conclusions in [5], there are existing challenges considering Au-
toencoders as an imputation method. Thus, it is the chosen model for carrying
out initial experiments in PhD course.

Autoencoders (AE) have been a widely used model for multiple applications
such as dimensionality reduction and lately for generative modeling. In the first
case, under certain conditions AE achieve similar results to PCA method. One of
these is an undercomplete structure which means that each layer of the encoder
has a lower dimensionality than the previous layer. On the other hand each layer
on the decoder side has higher dimensionality than the previous layer.

However, in missing data problems there are particularities that need to be
handled differently. So instead of using an AE, a Denoising Autoencoder is con-
sidered. This model allows to reconstruct a perturbed copy of the input rather
than simply copying it to the network output. Equally to original Autoencoders,
DAE can present an overcomplete and undercomplete structure. These two ap-
proaches requires specific treatment. Contrary to undercomplete representations
which escape from the overfittings effects by compresing the inputs, overcom-
plete DAE need some method in order to do so such as batch normalization or
dropout. Moreover, theoretically there should be no need to include regulariza-
tion but some researchers do it in any case [3].

Therefore, some recommendations were followed such as relative increment,
combination of activation functions for encoder and decoder and the overcom-
plete structure of the autoencoder, which can be observed in figure [1} being h;
the number of hidden neurons in each layer and A the increment factor.
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Fig. 1. Structure of Denoising Autoencoder

As a factor, an increment of 125% of the number of features is selected, this
means that each layer of the encoder would be 2.25 times higher than previous
layer. Identically, each layer of the decoder would be 2.25 times lower than the
previous one. Also, a Rectified Linear Unit (ReLU) is considered as activation
function for encoder while Sigmoid function is chosen for decoder. For avoiding
overfitting dropout layers were added to encoder with a drop rate of 40%. This
means that each neuron of the hidden layers of the encoder has a probability of
0.4 of being ignored during an epoch. In other words, its output to next layer is
zZero.

3 Experiments

The main objective for these experiments is to compare how well Denoising
Autoencoder estimates values in respect of ground truth. There are some con-
siderations to be made such as what kind of preprocessing is performed, how
missingness is generated and what data sets will be used for the comparison.
First, each data set is scaled using a normalisation algorithm, so values are
within an [0, 1] interval. Second, missingness is generated using a MCAR mech-
anism following Santos et al. [7] with a 5%, 10%, 25% and 50% missing rates to
generate five perturbed versions of each data set. Also, this procedure consider
that MCAR follows a non-monotone pattern, meaning that any variable of any
register may present an absent of value. Related to how missingness is coded a
zero imputation is contemplated as a manner to compare DAE to other methods
without considering other time consuming preimputation methods. Finally, all
data sets to conduct these experiments but Twonorm, which can be found in
[1], were selected from UCI Repository. As can be observed in Table |1} a variety
of types of databases are considered, being n the number of registers and p,
number of quantitative variables.

Also, a 5-fold Cross Validation is applied to split each perturbed data set
in training and validation sets. This suppose that 25 trials are carried out for
each missing rate, meaning a total of 100 runs per database. In addition to
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Name n Pq

Image-Segmentation 2310 18

Tonosphere 351 34
MAGIC 19020 10
Robot_Exe 463 90
Sonar 208 60
Twonorm 7400 20
Wine 178 13
Yeast 1484 8

Table 1. Data sets

proposed methods, other methods are considered for comparison: Mean/Mode,
k-NN (k = 5) and Bayesian Ridge. They are available in Scikit-Learn library,
while proposal was developed by authors using Tensorflow library.

For comparison purposes, R? metric, also known as coefficient of determina-
tion is considered as it is widely used in regression problems. It allows to compare
how accurate is predicted value in respect to original values. Best scenario is to
obtain a score near to 1, which means estimated values are close to original data
set. This metric is defined as follows:

Sy — 1)?

Note that in this case, ground truth value y; correspond to original dataset
value X;, as reconstruction error is calculated while g represents estimated value.

RZ=1-

3.1 Results

In Figure [2 mean of R? metric for the mentioned 25 trials of all data sets is
represented for each missing rate. As can be observed, proposed method is closer
to original data set in all situations. Furthermore, the higher the missing rate,
the greater the difference compared to other methods.

In such situations, DAE achieves an improvement up to 5% —10% in compar-
ison to Mean/Mode, while Bayesian Ridge and k-NN situated around 2.5% — 5%
below the proposal.

4 Conclusions

In this paper, a Denoising Autoencoder approach for data imputation is pro-
posed. In order to measure proposal accuracy, it was compared to several meth-
ods such as k-NN, Bayesian Ridge or Mean/Mode, considering R? metric. So ex-
periments with various missing rates and diverse data sets were carried out, cov-
ering multiple situations and following a non-monotone pattern for the MCAR
mechanism in regards to perturbation procedure.

Results show that DAE approach achieves better results than the other meth-
ods with scores near to 1 up to 25% of missingness. Although in low rates there
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Fig. 2. Comparison of data imputation methods

are no significant differences, as it increases, gap between proposed approach and
the others widens. In particular, when missing rate is 50% there is a divergence
of at least a 10% in comparison to other methods, showing so DAE robustness.

To conclude, carried out experiments suggest that Denoising Autoencoders
suppose a suitable method for handling missing data problems, specially when
missingness is relatively high.
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Resumen En la actualidad para controlar las constantes vitales de
neonatos en incubadoras se emplean diferentes sensores que se adhieren
fisicamente a la piel, y que estdn conectados a monitores fuera de la
incubadora mediante varios cables. Esto implica molestias para el bebé y
también para el personal sanitario que los tienen que manipular con
frecuencia. La finalidad de este trabajo es investigar el uso de la vision
artificial para mejorar la monitorizacidn sin contacto de bebés prematuros
en incubadoras, particularmente para la medicion de las principales
constantes vitales del recién nacido, como son la presion arterial, la
frecuencia cardiaca, la frecuencia respiratoria, la temperatura corporal y
la saturacion de oxigeno. Mas aun, se estudiaran nuevas aplicaciones del
empleo de camaras en incubadoras, por ejemplo, el acceso visual y
auditivo remoto para la optimizacion de la comunicacion con
progenitores y personal sanitario, o la deteccién temprana de indicadores
de deficiencias cognitivas.

Palabras claves: Vision artificial - Machine Learning - Edge Computing
- Monitorizacion - Neonatos

1. Introducciény estado del arte

La monitorizaci