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Abstract- Smart contracts are automated agreements in which the conditions between the 
purchaser and the vendor  are encoded directly into lines of code, allowing them to execute 
automatically. Smart contracts have  emerged as a ground-breaking technology, facilitating the 
decentralized and trustless execution of  agreements on blockchain platforms. However, the 
widespread adoption of smart contracts exposes them  to various security threats, leading to 
substantial financial losses and reputational harm. Artificial  Intelligence has the capability to aid 
in the detection and reduction of vulnerabilities, thereby enhancing  the overall strength and 
resilience of smart contracts. This integration can create highly secure and  transparent systems 
that reduce the risk of fraud, corruption, and other malicious activities, thereby  increasing trust 
and confidence in these systems and improving overall security. This research paper  delves into 
the innovative applications of Artificial Intelligence techniques to enhance the security of  smart 
contracts.
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Smart contracts are automated agreements in which 
the conditions between the purchaser and the vendor  are 
encoded directly into lines of code, allowing them to execute 
automatically. Smart contracts have  emerged as a ground-
breaking technology, facilitating the decentralized and 
trustless execution of  agreements on blockchain platforms. 
However, the widespread adoption of smart contracts exposes 
them  to various security threats, leading to substantial 
financial losses and reputational harm. Artificial  Intelligence 
has the capability to aid in the detection and reduction of 
vulnerabilities, thereby enhancing  the overall strength and 
resilience of smart contracts. This integration can create highly 
secure and  transparent systems that reduce the risk of fraud, 
corruption, and other malicious activities, thereby  increasing 
trust and confidence in these systems and improving overall 
security. This research paper  delves into the innovative 
applications of Artificial Intelligence techniques to enhance the 
security of  smart contracts. Investigating the potential of AI in 
detecting vulnerabilities, identifying potential  attacks, and 
offering automated solutions for safer smart contracts will 
significantly contribute to the  development and flawless 
execution

 

of this emerging technology.
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I.

 

Introduction

 

ome of the most popular blockchain platforms 
include Ethereum, Corda, EOS, and Tron. Each of 
these  platforms has its own unique programming 

language for creating smart contracts. For example, 

  

Ethereum uses the contract-oriented programming 
language Solidity, which is designed to be as  
accessible as JavaScript. Hyperledger Fabric utilizes 
chain code, which can be written in Go, Java, or  

 

JavaScript. Corda, on the other hand, employs Kotlin, a 
language closely associated with Java, for its

 

smart 
contract

 

development. EOS and Tron utilize C++ and 
Solidity, respectively, for smart contract

 

development. 
Different blockchain platforms employ a range of 
programming languages for smart

 

contract develop-
ment, but their common goal is to simplify the process 
of creating secure and efficient  smart contracts that can 
operate on the blockchain.  

 

Smart contracts are software programs stored 
on a blockchain, and they are designed to execute 

  

automatically when certain predefined conditions or 
events are fulfilled. By doing so, they eliminate the

 

need 

for intermediaries and ensure that all participants 
involved can instantly verify the outcome. This  
automated process brings several advantages, such as 
faster execution, reduced delays, and increased  
certainty compared to traditional contract enforcement. 
The versatility of smart contracts allows them to  
automate various workflows and initiate subsequent 
actions based on predetermined conditions, making  
them an efficient and powerful tool for optimizing 
processes in a decentralized and trustless  environment. 
However, alongside its disruptive benefits, this 
technology also faces significant challenges, with 
security being a top concern. 
  In this context, Artificial Intelligence emerges as 
a promising and innovative solution to bolster the 
security of smart contracts. Despite the immense 
potential of smart contracts, their vulnerabilities have 
been frequently exploited by malicious actors, resulting 
in catastrophic consequences. From the infamous DAO 
hack to various token thefts and vulnerabilities, the 
smart contract ecosystem has witnessed a string of 
security breaches that have undermined trust in the 
technology.  

 Whereas traditional security measures such as 
manual audits and code reviews have been employed to 
detect and mitigate smart contract vulnerabilities, these 
approaches are labour-intensive, time-consuming, They 
may still overlook certain types of threats. As the smart 
contract ecosystem continues to evolve and scale, there 
is an urgent need for more robust and efficient methods 
to enhance  the security of smart contracts.  
  AI has the capability to analyze vast amounts of 
data, identify patterns, and detect potential  
vulnerabilities at a scale and speed that surpass human 
capabilities. By harnessing AI-powered tools and  
techniques, the smart contract development community 
can significantly enhance the detection and  prevention 
of security flaws, thereby reinforcing the overall integrity 
of blockchain-based applications.  

 As we strive to unlock the full potential of 
blockchain technology, ensuring the security and  
trustworthiness of smart contracts remains an imperative 
task. By embracing the power of AI to fortify  the security 
landscape, we can pave the way for a more robust and 
secure future for decentralized  applications, fostering 
confidence and enabling further innovation in this 
exciting domain.  

 

S
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II. Background on Smart Contracts 

Smart contracts are automated agreements 
with their terms written directly into code, and they are  
utilized on various blockchain platforms. Ethereum is 
one of the pioneering platforms for smart contracts, 
hosting a vast ecosystem of decentralized applications 
(dApps) and using Solidity as its programming 
language. Binance Smart Chain (BSC) is a popular 
alternative, offering compatibility with Ethereum's Virtual 
Machine (EVM) for those seeking lower transaction fees. 
Cardano distinguishes itself in the blockchain space 
with a focus on sustainability, scalability, and secure 
smart contracts, using  Plutus as its programming 
language. Polkadot offers a unique multi-chain 
environment, allowing custom blockchains with smart 
contract functionality to interact seamlessly. Other 
notable blockchain platforms supporting smart 
contracts include EOS, Tron, and Tezos. Each of these 
platforms caters to various application domains and 
contributes to the growth of decentralized applications 
and programmable financial ecosystems.  
  Smart contracts function through the use of 
simple 'if/when…then…' statements written in code on a 
blockchain. Once predefined conditions are verified, a 
network of computers executes the actions specified in 
the contract. These actions can encompass a variety of 
tasks, including releasing funds to designated parties, 
registering vehicles, sending notifications, or issuing 
tickets. The immutable nature of the blockchain 
guarantees that completed transactions cannot be 
altered, and access to the results is restricted to 
authorized parties only.  
 

 

 

 

 

and online resources to simplify the process for  
businesses. These advancements aim to promote the 
broader adoption of blockchain technology across  
various industries. Within a smart contract, participants 
can incorporate multiple stipulations to ensure  
satisfactory task completion. Participants collaboratively 
decide on the contract's terms, including rules  
governing transactions, data representation on the 
blockchain, potential exceptions, and dispute  resolution 
frameworks. This approach facilitates smart contract 
creation and encourages wider adoption across 
industries.   

Smart contracts have revolutionized contract 
management by offering several key benefits. They 
operate on blockchain technology, ensuring enhanced 
security and trust. Once deployed, smart contracts 
become immutable, making them resistant to tampering 
and fraud. Their transparency on the blockchain fosters  
trust among parties, reducing the chances of disputes. 
The automation and efficiency of smart contracts  
streamline processes, eliminating the need for 
intermediaries and saving time and costs. Furthermore,  
their global accessibility simplifies cross-border 
transactions. Smart contracts execute with precision  
based on predefined conditions, guaranteeing the 
accurate fulfillment of contractual obligations. They  
have also fueled innovation by enabling decentralized 
applications across various industries. With these  
advantages, smart contracts are transforming contract 
execution and bringing significant improvements  to 
business operations.   

Smart contracts bring numerous advantages 
that have significantly transformed the traditional 
contract landscape and unlocked new possibilities 
across various industries. Operating on blockchain 
technology, these self-executing digital agreements offer 
benefits such as enhanced trust, security, transparency,   
efficiency, cost savings, global accessibility, accuracy, 
innovation, and eliminating intermediaries.  

• Trust is a fundamental aspect of smart contracts, as 
they eliminate the need for intermediaries like banks 
or lawyers. The reliance on decentralized blockchain 
networks ensures that contract execution is 
guaranteed by the system's consensus mechanism, 
enhancing trust between parties involved in the 
agreement.  

• The security offered by smart contracts is a critical 
factor in their adoption. Once deployed on the  
blockchain, these contracts become immutable, 
preventing unauthorized alterations or tampering.  
This cryptographic immutability ensures the integrity 
of the contract, making it resistant to fraud and 
unauthorized access.  

• Transparency is inherent in blockchain technology, 
and smart contracts leverage this feature to  provide 
a high level of transparency. All contract 

© 2023   Global Journals

G
lo
ba

l 
Jo

ur
na

l 
of
 C

om
pu

te
r 
Sc

ie
nc

e 
an

d 
Te

ch
no

lo
gy

  
  

  
 V

ol
um

e 
X
X
III

 I
ss
ue

 I
I 
V
er
sio

n 
I 

  
  
 

  58

  
 (

)
Y
e
a
r

20
23

D
Strengthening Smart Contracts: An AI-Driven  Security Exploration

In a smart contract, participants can include 
numerous stipulations to ensure the satisfactory
completion of the agreed-upon task. To establish the 
contract's terms, participants collaborate to determine 
how transactions and their associated data will be 
represented on the blockchain. They reach a consensus 
on the "if/when...then..." rules that govern these 
transactions, consider potential exceptions and devise a 
framework for dispute resolution.

Smart contracts are typically programmed by 
developers, but organizations are increasingly providing  
user-friendly tools such as templates, web interfaces, 

This paper explores the intersection of AI and 
smart contract security, diving into the numerous ways 
AI  can be leveraged to mitigate risks and bolster the 
robustness of smart contracts. We will investigate AI  
applications across various phases of the smart 
contract development lifecycle, encompassing design,  
coding, auditing, and monitoring. Moreover, we will 
address the challenges and constraints linked to AI 
based security measures and propose potential 
avenues for future research in this rapidly advancing  
field. 



transactions and codes are publicly recorded on  
the blockchain, enabling easy verification of the 
contract terms by anyone without the need for a  
third-party intermediary. This transparency fosters 
trust and reduces the likelihood of disputes arising 
from hidden clauses or undisclosed information.  

• The accuracy of smart contracts is paramount. With 
precise coding, these contracts execute actions 
based on predetermined conditions, minimizing the 
potential for misinterpretation or  human error. This 
precision ensures contractual obligations are 
fulfilled as intended, reducing the likelihood of 
disputes or breaches.  

Smart contracts have diverse and impactful 
applications across various industries. In financial 
services, they streamline transactions, automate asset 
management, and facilitate decentralized finance (DeFi)  
applications. Supply chain management benefits from 
smart contracts by enhancing transparency, automating 
processes, and improving traceability. Real estate 
transactions become more efficient as smart contracts 
automate property transfers and manage rental 
agreements. Voting systems become  more secure and 
transparent with smart contracts, ensuring the integrity 
of the voting process. In the realm of intellectual 
property, these contracts help manage copyrights and 
enforce fair compensation.  Gaming industries leverage 
smart contracts to enable the creation and trade of non-
fungible tokens (NFTs) for unique digital assets. 
healthcare benefits from secure patient record 
management and automated insurance claims 
processing. Legal and notary services are streamlined 
by smart contracts, reducing the need for 
intermediaries.   
  Additionally, smart contracts empower energy 
and utilities through peer-to-peer energy trading. Finally, 
decentralized governance relies on smart contracts for 
transparent decision making within decentralized 
autonomous organizations (DAOs). These applications 
demonstrate the wide-ranging impact of smart contracts 

in shaping various industries and creating more efficient,   
transparent, and secure processes.  
  Security breaches can have severe 
repercussions for the blockchain ecosystem. The 
immutability of smart contracts means that any 
vulnerabilities or exploits can lead to significant  financial 
losses for users and investors. Beyond the economic 
impact, breaches also damage the reputation and trust 
in blockchain platforms and applications, hindering 
mainstream adoption. In extreme cases, security 
breaches can lead to contentious forks or hard forks in 
the blockchain, dividing  the community and generating 
significant uncertainty. Regulatory scrutiny may 
increase, leading to potential stifling of innovation. 
Project failures, negative media coverage, and losses in 
DeFi and NFT sectors are also possible outcomes. To 
mitigate such breaches, developers must conduct 
thorough  security audits, adhere to best practices, and  
employ formal verification tools. Collaboration among  
blockchain communities is essential to share knowledge 
and enhance security practices, safeguarding the  
integrity of the entire blockchain ecosystem.  

a) Classification of Smart-Contract Vulnerabilities 

 Reentrancy Attack 
  A reentrancy attack represents a security 
vulnerability that can arise in smart contracts. It takes  
advantage of the asynchronous execution of smart 
contract functions, allowing an attacker to repeatedly  
call a contract function before the previous call finishes 
its execution. Consequently, this vulnerability can lead to 
unintended consequences, providing unauthorized 
access to funds or enabling manipulation of the 
contract's state. Safeguarding against re-entrancy 
attacks is essential to ensure the security and  integrity 
of smart contracts and the associated decentralized 
applications.  

 Simplified bank smart contract is written in 
Solidity that contains a reentrancy vulnerability.  
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i.



In this simplified bank smart contract, users can deposit and withdraw Ether from their accounts. The  
contract also has a function called ‘toggleLock’, which allows the contract owner to lock or unlock the  contract to 
prevent further deposits and withdrawals. 

 

 

The re-entrancy vulnerability exists in the 
‘withdraw’ function. Here's how it can be exploited. 

1. An attacker deploys a malicious contract with a 
`fallback` function that performs a reentrant call to 
the `withdraw` function of the ‘SimpleBank’ contract 

2. The attacker then calls the ‘startAttack’ function of 
the ‘MaliciousContract,’ initiating the reentrancy 
attack. 

3. The `withdraw` function of the ‘SimpleBank’ 
contract transfers ‘1’ ether to the attacker's contract. 
However, before the `withdraw` function completes 
its execution, the fallback function of the attacker's 
contract is triggered again due to the reentrancy 
call. 

4. The re-entrant fallback function continues to call the 
`withdraw` function of the `SimpleBank` contract, 
resulting in multiple withdrawals of 1 ether each, 
even though the attacker's balance in the 
`SimpleBank` contract is already zero. 

Prevention  
Artificial Intelligence (AI) holds the potential to 

enhance the security of smart contracts by identifying  
and mitigating reentrancy vulnerabilities. One approach 
involves utilizing AI-powered tools to detect such 
vulnerabilities in smart contracts at the EVM bytecode 
level. Researchers have examined a large dataset of 
real-world smart contracts, allowing them to identify 
patterns of false positives and design effective path 
filters to eliminate them. Another approach employs AI-
based fuzz testing to automatically generate inputs that 
simulate attacks on smart contracts. Subsequently, the 
execution logs  are analyzed to determine the presence 
and intent of any re-entrancy processes. These AI-driven  
methods contribute to improving the accuracy and 

efficiency of detecting and preventing reentrancy  
vulnerabilities in smart contracts.  

 Overflow and Underflow 
Integer overflow and underflow vulnerabilities 

pose significant risks in the realm of blockchain-based  
applications, especially concerning smart contracts 
responsible for managing value transfers and storing  
sensitive data. These specific vulnerabilities are a subset 
of the general vulnerabilities we previously  addressed. 
Smart contracts, being self-executing agreements 
governed by code, find widespread deployment on 
blockchain platforms such as Ethereum.  

 A simplified bank smart contract implemented 
in Solidity with potential integer overflow and  underflow 
vulnerabilities. 
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ii.



 

1. The contract ‘SimpleBank’ allows users to deposit 
and withdraw Ether (the native currency of the  
Ethereum blockchain).  

2. The ‘balances’ mapping stores the balance of each 
account. When an account deposits Ether, its   
balance is increased; when it withdraws, the 
balance is decreased.  

3. The ‘deposit’ function allows users to deposit funds 
into their account.  

4. The ‘withdraw’ function allows users to withdraws a 
specified amount of funds from their account. It  first 
checks whether the user has enough balance to 
withdraw the requested amount before transferring  
the funds.  

Integer Overflow 
The ‘balances’ mapping uses the ‘uint256’ data 

type, which has a maximum value of 2^256 - 1. If a 
user deposits a large enough amount, it could cause an 
integer overflow when adding to their current balance. 
This would wrap the balance back to zero and effectively 
allow the user to  withdraw the entire contract balance.  
  For example, if an account with a balance of 
‘balances [msg.sender] = 2^256 - 2’ tries to  deposit 3, 
the balance will become 1 (due to overflow) instead of 
the expected value of ‘2^256 - 2 + 3’. 

Integer Underflow 
The ‘balances’ mapping is using the ‘uint256’ data type, 
which cannot represent negative values. If a user tries to 
withdraw more funds than they have, it could cause an 
integer underflow. In Solidity, underflow on a ‘uint256’ 
wraps the value to its maximum value (2^256 - 1).  

 For example, if an account with a balance of 
‘balances [msg.sender] = 100’ tries to withdraw 200, 
the ‘require’ statement will pass because ‘amount <= 
balances [msg.sender]’ evaluates to ‘false’  (since 200 
is not less than or equal to 100), and the subtraction 

operation ‘balances [msg.sender] -=  amount’ will wrap 
around to the maximum value of ‘uint25’, i.e., ‘2^256 - 
1’.  
Prevention  

To mitigate these vulnerabilities, you can use 
safe math libraries like OpenZeppelin's SafeMath or,  
starting from Solidity version 0.8.0, use the built-in 
‘checked’ arithmetic operations (e.g., ‘a + b’, ‘a - b’,  ‘a 
* b’, and ‘a / b’) which automatically revert on 
overflow/underflow. 

iii. Denial of Service (DoS)  attack 
DoS attacks directed at smart contracts 

represent a significant security threat. In these attacks, 
malicious individuals aim to disrupt the regular operation 
of the smart contract intentionally. The main goal is to   
render the smart contract unavailable to legitimate 
users, either temporarily or permanently. Such attacks   
can cause severe consequences, including the 
disruption of critical functionalities, suspension of 
contract execution, and depletion of resources. 
Ultimately, this leads to financial losses and 
disturbances in decentralized applications, making it a 
serious concern for the blockchain community.  

iv. Access Control Vulnerabilities 
Access control vulnerabilities in smart contracts 

refer to security flaws that arise when unauthorized  
users gain unintended access to certain functions, data, 
or funds within the contract. These vulnerabilities can 
have severe consequences, including loss of funds, 
unauthorized manipulation of critical contract logic, or 
unauthorized access to sensitive data.  

v. Timestamp Dependence Aulnerability 
Timestamp Dependence vulnerability refers to a 

security flaw in a smart contract where the contract's  
logic or behavior is influenced or manipulated by the 
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timestamp provided by blockchain miners while  mining 
a new block. This vulnerability mainly affects blockchain 
platforms that include a timestamp as  part of the block 
data, such as Ethereum.  

vi. Gas Griefing Attacks 
These attacks exploit the Gas payment 

mechanism in the Ethereum network. Gas serves as a 
unit of measurement for the computational resources 
required for transactions and smart contract executions.  
Hackers can employ these attacks to inflate the cost of 
executing smart contracts, resulting in prohibitively 
expensive transactions and trading.  

vii. Oracle Manipulation Attacks 
These attacks exploit vulnerabilities in smart 

contracts associated with oracles. Oracles are third-
party services that provide real-world information for 
smart contracts. If hackers can manipulate the  
information provided by oracles, they can falsify smart 
contracts as fraudulent.  

b) Real-world Incidents and Consequences 
 Smart contracts are computer records that are 

stored on the blockchain and can be used to transact.  
They are mostly used in decentralized finance (DeFi) 
and can be used to borrow and exchange  
cryptocurrencies. However, smart contracts are not 
immune to hacking. there have been a lot of  promising 
smart hacks in recent years. Some of the most 
important are  

i. The DAO Hack 
The DAO attack was a significant security 

breach that occurred in June 2016. DAO, short for  
Decentralized Autonomous Organization, was a financial 
resource managed by the Ethereum  community, raising 
over $150 million worth of ether (ETH) through a token 
sale. However, on June 17, 2016, hackers exploited a 
vulnerability in the DAO's code, withdrawing 3.6 million 
ETH, which was  valued at around $70 million at the 
time. This attack triggered turmoil within the Ethereum 
community, sparking a debate between those who 
advocated for making it harder to recover stolen funds 
and those who argued that such actions would 
compromise the principles of blockchain evolution.  

Finally, the Ethereum community has decided 
to challenge the blockchain. This resulted in two 
separate  blockchains: Ethereum and Ethereum Classic. 
Ethereum Classic is the first blockchain without a hard 
fork. Ethereum is a forked blockchain that receives 
stolen funds. The DAO hack is a big problem for the   
Ethereum project. However, it also brings some 
improvements in smart contract security. Smart 
contracts are more secure today than they were in 2016.  

ii. Yearn Finance hack  
 Yearn Finance is a DeFi platform that enables 

users to generate profits from their cryptocurrency  
investments through the use of smart contracts. 

However, on April 13, 2023, Yearn Finance experienced  
a security breach resulting in the loss of approximately 
$11.54 million worth of cryptocurrencies. The attackers 
exploited a vulnerability within yUSDT, a stable currency 
linked to the US dollar value of the  Yearn Finance smart 
contract. yUSDT is created by depositing USDT into the 
Yearn Finance platform.  The attackers took advantage 
of this vulnerability to deposit significant amounts of 
USDT on the platform and subsequently generated 
large quantities of yUSDT. They then utilized the yUSDT 
to purchase other tokens on the Yearn Finance platform, 
causing the tokens' values to increase and enabling the 
attackers to profit. The hackers managed to steal 
approximately $11.54 million worth of cryptocurrency 
before the vulnerabilities were addressed. This hack 
posed a significant challenge for the Yearn Finance 
project. However, the project's team has since taken 
measures to enhance platform security, including the 
identification of smart contract vulnerabilities and the 
implementation of new  security measures.  

iii. Merlin Hack 
 Merlin is a decentralized exchange (DEX) built 

on top of the zkSync layer 2 scaling solution, offering 
users the ability to exchange coins without incurring gas 
fees. However, on April 26, 2023, Merlin fell victim to a 
security breach in which approximately $1.8 million 
worth of cryptocurrency was stolen. The attackers 
exploited a vulnerability in the way Merlin's smart 
contracts managed liquid pools-collections of tokens 
used to facilitate DEX transactions. Merlin's smart 
contracts utilize a single pool for all traded tokens on the 
platform. Exploiting this vulnerability, hackers removed a 
substantial number of tokens from the liquid pool, 
causing their values to plummet. Subsequently, the 
attackers repurchased these tokens at a lower cost. 
They then sold the tokens back to the liquidity pool, 
ultimately profiting by approximately $1.8 million. The 
Merlin Hack posed a significant challenge for the Merlin  
project. Nevertheless, the project's team has taken 
steps to enhance platform security, including the use  of 
multiple repositories and the implementation of new 
security measures.  

iv. Bonq Dao Exploit 
  Bonq DAO is a decentralized autonomous 
organization (DAO) that facilitates cryptocurrency  
borrowing and lending through smart contracts to 
expedite the loan process. On February 1, 2023, Bonq  
DAO was launched with approximately $120 million 
worth of cryptocurrencies. However, it fell victim to a 
security breach when hackers exploited a vulnerability 
within its smart contract related to price feeds. Price 
feeds serve as real data sources utilized by smart 
contracts to determine asset values. In Bonq DAO's 
case, it relied on the Tellor oracle to obtain price 
information for the AllianceBlock  (ALBT) token.   
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The attackers took advantage of this 
vulnerability by manipulating Tellor oracles to provide 
incorrect  values for ALBT tokens. This allowed them to 
borrow significant amounts of BEUR stablecoins from   
the Bonq DAO platform at an exceptionally low cost. 
Subsequently, the hackers drained the pool of ALBT 
tokens used as collateral for BEUR loans. This action 
caused the value of the ALBT token to plummet, further 
reducing the cost of their borrowing. While the attackers 
ultimately repaid the BEUR loans, they retained the 
ALBT tokens. This incident resulted in a loss of 
approximately $120 million for the Bonq DAO platform.  

The Bonq DAO vulnerability posed a substantial 
challenge for the project. Nevertheless, the team has  
taken measures to enhance platform security, including 
diversifying the use of different divination  services and 
implementing new security measures  

v. Euler Finance Hack 
 Euler Finance is a decentralized finance (DeFi) 

platform that facilitates cryptocurrency borrowing and 
lending through the use of smart contracts, streamlining 
the lending process. However, on March 13, 2023, Euler 
Finance experienced a security breach resulting in the 
loss of approximately $196.9 million worth of 
cryptocurrencies. The attackers exploited vulnerabilities 
within Euler Finance's smart contracts related to revenue 
management.   

In Euler Finance, a 'call' is a notification 
requiring borrowers to add additional collateral to their 
loans.  Failure to do so can result in the lender freezing 
the borrower's position. Hackers capitalized on this  
vulnerability by sending a large number of 'calls' to the 
Euler Finance smart contract, causing it to enter  a state 
where it could no longer process any further calls. This 
effectively granted hackers access to the  Euler Finance 
platform.   

The Euler Finance hack represented a 
significant setback for the project. However, the team 
managed to  recover the majority of the stolen funds.  

iii. Artificial Intelligence for Smart 
Contract Security 

 Artificial Intelligence (AI) plays a pivotal role in 
enhancing smart contract security by providing  
advanced tools and techniques to identify vulnerabilities, 
detect anomalies, and mitigate risks. This  integration of 
smart contracts with AI has the potential to revolutionize 
various industries and domains,  spanning from finance 
and healthcare to logistics and energy. By harnessing 
the combined power of smart contracts and AI, 
developers can create applications that are more 
efficient, secure, and  autonomous, enabling innovative 
business models and services.  

For instance, AI can enhance the adaptability of 
smart contracts by incorporating logic, neural graphs,  
and neural networks². This fusion of technologies has 

the potential to significantly reduce the manpower  
required to manage both contracts and the entire 
contracting process, adding substantial value to  
organizations.  

AI offers a wide array of applications within the 
realm of smart contracts. It can be directly integrated  
into smart contract code or utilized to validate and 
ensure contract integrity. Furthermore, the  combination 
of AI techniques with deep learning concepts, such as 
Tensor, holds promise for advancing  blockchain-based 
smart contracts. Additionally, cognitive computing, a 
subset of AI, aims to emulate human thought processes 
within computing infrastructure.  

a) AI for Testing and Evaluation of Smart Contracts 
AI can play a crucial role in testing smart 

contracts through various methods, encompassing  
performance testing, vulnerability detection, and 
correctness evaluation. By harnessing AI as a utility  
service for blockchain, the performance of blockchain-
based smart contracts can be significantly  enhanced, 
marking a substantial contribution of AI to the field of 
blockchain technology.  

In a study by Marwala et al. [39], the utilization 
of AI for verifying smart contracts was discussed. The  
authors highlighted the potential advantages of applying 
AI to blockchain-based smart contracts, which  include 
heightened security and scalability. Furthermore, they 
emphasized the feasibility of employing AI-based formal 
verification techniques to assess the correctness of 
smart contracts.  

b) Federated Learning 
Federated learning is an innovative approach to 

collaborative and decentralized learning, aligning well  
with the decentralization capabilities of blockchain 
technology. In this approach, training data remains 
secure and private, making it particularly valuable in 
scenarios involving sensitive information, such as  
healthcare data. By combining federated learning with 
blockchain, various functionalities, including data  
access control and enhanced privacy preservation, can 
be achieved.  

In a study by Lu et al. [40], a novel privacy 
preservation mechanism for industrial IoT was 
proposed, leveraging a combination of federated 
learning and blockchain. They integrated federated 
learning into the consensus process, resulting in 
improved computing resource consumption and 
operational efficiency. However, challenges persist, 
particularly in addressing resource constraints within 
computing infrastructure, necessitating a deeper 
exploration of data privacy requirements.  

In another work by Kang et al. [41], a federated 
learning system based on a consortium blockchain was  
presented. The authors introduced an incentive 
mechanism based on contract theory to evaluate 
workers  with a high reputation for reliable training, thus 
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enhancing the learning process. Nevertheless, there is  
room for further improvement in the realm of reputation 
calculation.  

 

c) Smart Contracts and Cognitive Computing 

Cognitive computing represents an advanced 
field of AI research that aims to replicate human thinking  
within computer systems. By adopting human thinking 
patterns and limitations in its execution, cognitive 
computing achieves notably higher accuracy than other 
AI techniques. Integrating blockchain based smart 
contracts into cognitive computing can potentially 
enhance service values across various application 
scenarios.  

  Blockchain-based smart contracts bring 
essential features to the forefront within the realm of

 

cognitive computing, including data transparency, 
decentralized access control capabilities, and  
decentralized trust. These attributes significantly 
enhance the applicability of cognitive computing in the  
healthcare domain. Nonetheless, as emphasized in a 
study by Daniel et al. [42], implementing  blockchain for 
healthcare is a complex undertaking. It necessitates 
meticulous consideration of

 
compliance requirements to 

ensure the utmost data privacy and security. 
 

d) Smart Contracts with Tensor Networks 

Smart contracts integrated with tensor networks 
present a compelling fusion of blockchain technology  
and quantum computing. Tensor networks, rooted in 
mathematical constructs from quantum physics, hold 
the promise of quantum-enhanced computing within 

smart contracts. This potential allows for the execution 
of more intricate calculations and simulations than 
classical computers can handle, offering  transformative 
applications in data analysis, optimization, and 
cryptography within blockchain-based systems. Further-
more, tensor networks enable secure multiparty 
computations, facilitating collaborative efforts without 
compromising sensitive information. Promising areas for 
advancement encompass quantum machine learning, 
quantum randomness generation, and decentralized 
optimization. However, while this integration holds great 
promise, it faces challenges related to quantum 
hardware and scalability, demanding careful 
consideration for its full realization. Charlie et al. [43], in 
their research, contribute valuable insights and solutions 
to address some of these challenges, further advancing 
the  field.  

iv. Comparison of ai Based Smart-
Contract Vulnerability Detection 

tools 

This table serves as a valuable reference, guiding 
readers to relevant materials for further exploration. It  
provides insights into the AI methods employed by each 
tool, ranging from supervised learning to  reinforcement 
learning and semi-supervised learning. Additionally, the 
table offers information about dataset sizes used in the 
research, allowing readers to gauge the impact of data 
scale on model performance and reliability. 
Furthermore, the table outlines the AI classification 
approaches utilized by these tools, elucidating the 
distinctions between different methods.   

 By analyzing this comprehensive table, readers 
can gain a deeper understanding of various AI-based 
smart contract vulnerability detection tools. It serves as 
an indispensable resource for both  further research and 
practical applications in this domain.  

Table 1:
 
Comparison of AI Based Smart-Contract Vulnerability Detection Tools

 

References
 

Classification
 

Dataset
 
Size

 Adopted
 

Technique
 Contribution

 

 
 

[1]
 

 
 

Supervised 
Learning

 

 
 

More
 

than
 

50,932
 

 

DL, Modular and  
Systematic

 

Vulnerability
 

Detection
 

Framework 

DeeSCVHunter is a proposed deep
 

learning-based framework for
 

detecting 
vulnerabilities such as re entrancy and time 
dependence in a

 
systematic and modular 

manner. It offers an innovative approach to
 

identifying and addressing these
 

types of 
vulnerabilities.

 

 
 

[2]
 

 
 

Supervised 
Learning

 

 
 

7000
 

 
 

LSTM, ANN,  GRU
 

GRU, ANN, and LSTM, were trained and 
utilized to predict the presence of  
vulnerabilities in smart contracts.  This 
approach offers a new way to

 
identify and 

address potential
 
vulnerabilities in a more 

efficient and  effective manner.
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In summary, the integration of federated 
learning and blockchain presents exciting research  
opportunities for enhancing privacy and efficiency 
across various domains, such as healthcare and  
industrial IoT. However, certain issues, particularly those 
related to resource constraints and reputation  
calculation, warrant additional attention and 
development. 



 
[3] 

 
Supervised 

Learning 

 
47,398 

 
Deep Learning 

ReVulDL is a deep learning-based two-
phase smart contract debugger for re-
entrancy vulnerability. It integrates the 
vulnerability detection and localization into a 
unified  debugging pipeline. 

 
 

[4] 

 
 

Semi-Supervised 
Learning 

 
 

20,829 

 
 

BERT 

ASSBert is a model that uses active and 
semi-supervised learning with BERT for 
smart contract vulnerability detection. It 
aims to improve the accuracy and 
scalability of vulnerability detection by 
combining deep learning with expert 
patterns in an explainable fashion. 

 
 

[5] 

 
 

Reinforcement 
         Learning 

 
 

Not 
provided 

 
Reinforcement 
Learning and  

Fuzzing 

Vulnerability-guided fuzzer based on  
reinforcement learning, namely RLF, for 
generating vulnerable transaction  seque-
nces to detect sophisticated vulnerabilities 
in smart contracts. The experimental results 
demon-strate that RLF outperforms state-of-
the-art vulnerability-detection tools. 

 
 

[6] 

 
 

Supervised 
Learning 

 
 

40.932 

 
 

GNN and Expert  
Knowledge 

The use of graph neural networks and   
expert knowledge for smart contract  
vulnerability detection. Empirical results 
show significant accuracy improvements 
over state-of-the-art  methods on three 
types of  vulnerabilities. 

 
 

[7] 

 
 

Supervised 
Learning 

 
 
 

70,000 

 
 
 

Machine Learning 

SmartMixModel is a machine learning-
based vulnerability detection model for 
Solidity smart contracts. It considers an 
expanded feature space covering both the 
source- and byte codes of the Solidity smart 
contracts, and achieves improved detection   
performance compared to state of the art 
models. 

v. Conclusion 

In conclusion, there exists a compelling need 
for continued research into the application of artificial  
intelligence (AI) in the detection of flaws within smart 
contracts. This research seeks to offer invaluable  
insights through the comparative evaluation of existing 
AI-based algorithms for smart contract fault  detection, 
shedding light on the efficacy of various AI approaches. 
While the potential of combining AI  with formal methods 
has been acknowledged, there remains untapped 
potential in need of exploration.   

Future research endeavors in the realm of smart 
contracts will pivot towards the development of AI 
powered detection tools capable of addressing security 
breaches associated with smart contracts while  
handling large datasets efficiently and effectively. 
Additionally, attention must be directed towards the  
utilization of SSL (Semi-Supervised Learning) and RL 
(Reinforcement Learning) to potentially  overcome the 
limitations of SL (Supervised Learning). A 
comprehensive investigation into smart contract flaw 
detection using AI is imperative, serving as a 

foundational reference and a wellspring of  inspiration 
for forthcoming research.   

Ultimately, the integration of AI with formal 
techniques holds the promise of substantially enhancing 
the  security of smart contracts, ensuring their reliability 
and robustness in blockchain-based applications  
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