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Abstract 

Banking institutions in Latin America are the target of increasingly sophisticated and advanced 

cyber-attacks and threats, which increase every year and leave substantial economic losses, due to 

the high level of global interconnection and digitization of their operations. The objective of this 

work is to design a model to guarantee information security in a Central Bank in Latin America 

using Blockchain technology. Exploratory research, observation and inductive and deductive 

methods are used to propose Blockchain solutions in a Central Bank. The results are a model for 

secure transactions in Blockchain, Smart Contract functions and a data management process. It was 

concluded that the security model for a central bank provides high level of information management 

and storage of transactions in a secure and immutable way.  

Keywords: Central Bank, Blockchain, Hyperledger, Ethereum, Latin America. 

1 Introduction 

Organizations belonging to Latin American countries have a low level of cybersecurity capacity to face 

the increasingly sophisticated and advanced attacks and threats, which increase every year and leave 

substantial economic losses. (Romero Izurieta, R., 2023). The banking sector is one of the first targets 

of cybercrime, because it handles money, with high level of global interconnection and digitization; that 

is why it is a sector that invests heavily in cybersecurity and tries to control the risks of cyberattacks 

                                                           
Journal of Internet Services and Information Security (JISIS), volume: 13, number: 2 (May), pp. 117-127. 

DOI: 10.58346/JISIS.2023.I2.007 

*Corresponding author: Universidad Continental, Cusco, Peru. 

https://orcid.org/0000-0002-3387-6661
https://orcid.org/0000-0002-3387-6661
https://orcid.org/0000-0003-3341-7382
https://orcid.org/0000-0003-3341-7382
https://orcid.org/0000-0003-2560-1876
https://orcid.org/0000-0003-2560-1876
https://orcid.org/0000-0002-4773-0647
https://orcid.org/0000-0002-4773-0647
https://orcid.org/0000-0002-6763-760X
https://orcid.org/0000-0002-6763-760X
https://orcid.org/0000-0003-1263-2454
https://orcid.org/0000-0003-1263-2454


Security Model for a Central Bank in Latin America using 

Blockchain 
                                                        Richard Romero et al. 

 

118 

(Vedral, B., 2021). In 2020 the Bank for International Settlements reported that globally 36 central banks 

planned to implement central bank digital currency (CBDC); this decision also brings security risks to 

central banks, such as counterfeiting, fraud and cyber-attacks (Han, D., 2021). The benefits of 

implementing a digital currency are to improve financial inclusion and speed up the time of international 

transactions, but as disadvantages we have increased cyber security risks (Kesavaraj, S.V., 2022). 

The accelerated development of new technologies such as Blockchain, Internet of Things, Big Data, 

Artificial Intelligence, has changed consumer behaviors and the business model of financial institutions, 

due to the ease and efficiency provided by these technologies, but as disadvantages brings fraud risks 

that can cause large financial losses. (Zhou, H., 2021). Blockchain technology allows to implement 

CBDC and decrease security problems, we have experience of many countries that have carried out 

projects with Blockchain with excellent results for their central banks (Sethaput, V., 2023). 

This paper aims to propose a general conceptual model to ensure information security through the 

use of Blockchain technology of a Central Bank of a Latin American country. Why design a model for 

information security through Blockchain of a Central Bank of a Latin American country? To ensure that 

the Central Bank of any Latin American country performs secure and reliable transactions, mitigating 

cyber attacks and system vulnerabilities. 

Exploratory research and observation are used to study the problem of implementing Blockchain 

technology in a Bank or institution. We also employ the inductive and deductive methods to general 

general and specific conclusions about the implementation of Blockchain in a Central Bank based on 

the literature review conducted. 

The results are a model for secure transactions in Blockchain, general functions of the Smart Contract 

and a flowchart of the data management process. It is concluded that the proposed security model based 

on Blockchain for a Central Bank, guarantees the security and reliability of information, in transactions 

and storage of the banking system. 

2 Materials and Methods 

Materials 

 

Figure 1: Central Bank Interaction with Users 
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Central Bank 

In general terms, the functions of a country's central bank are: to issue legal tender, manage international 

reserves, serve as lender of last resort and banker to credit institutions, regulate currency, international 

exchange and credit, and serve as fiscal agent of the government; these functions may vary from country 

to country. (Bjerg, O., 2017). The role and functions of central banks have undergone changes 

throughout history, pointing towards digitization and total globalization of their activities, such as the 

issuance and supply of money and the flow of credit in an economy; the application of disruptive 

technologies such as Blockchain are fundamental to fulfill the functions of central banking (Mehrotra, 

A., 2021). Fig. 1 shows the interaction of the Central Bank with internal and external users, which, 

through its processes and operations with the help of ICT, information systems and new technologies 

can successfully provide its functions considering different types of money. 

One of the global trends of Central Banks is the creation of digital currency, taking advantage of 

Blockchain features to manage and monitor transactions; since 2020 when Bahamas implemented its 

CBDC, other countries followed this initiative, such as Jamaica, Dominica and Grenada, which are from 

the Caribbean. By 2022, 105 countries are studying the feasibility of creating their CBDC, among them 

Brazil from Latin America; CBDC can improve financial inclusion and make international transactions 

in less time, but it has higher cybersecurity risks (Kesavaraj, S.V., 2022). 

Blockchain Environment 

Blockchain technology has been successfully tested in different areas, from finance, medicine, logistics, 

insurance, among others; banking has applied this disruptive technology in its products and services, 

taking advantage of its characteristics of being a decentralized, secure and reliable system to perform 

transactions without the involvement of intermediaries; central banks have implemented Blockchain for 

projects of: CBDC, payment clearing and settlement, asset transfer, audit trail, and standards 

enforcement. (Dashkevich, N., 2020). Blockchain has the ability to store data in unalterable blocks, 

related to its secure point-to-point applied to authorization and validation of decentralized transactions 
(Hosen, A.S., 2020). 

Blockchain technology is a database that shares information in a distributed environment, where 

nodes/participants are involved, containing encrypted information and identification to create a secure 

blockchain (Han, J., 2021). Blockchain is used to record, validate and secure peer-to-peer transactions, 

Hyperledger is one of the most widely used Blockchain platforms in organizations for a private network, 

with Smart Contract facilitates the fulfillment of agreements between two parties (Rabbi, M., 2021). 

Ethereum is also a recognized platform for global payments, open source, which also allows to execute 

Smart contract (Joseph, S., 2021). 

Blockchain in Central Bank 

Literature review of articles pertaining to the topic of financial sector security using Blockchain 

technology was conducted: They propose a Central Bank Digital Currency System (CBDC) using 

Blockchain, with a transparent unspent transaction output approach (Islam, M.M., 2022). They present 

a three-layered architecture to address all CBDC processes, using Blockchain (Han, X., 2019). They 

propose generic framework for CBDCs using DLT platform for a financial services case. (Opare, E.A., 

2020). They propose a hybrid Blockchain system with a modular network for CBDCs, with data storage 

in slices to improve network concurrency (Zhang, J., 2021). They analyze cybersecurity benefits and 

risks, and their economic and financial impacts of implementing a CBDC, in addition, cryptographic 
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solutions are presented (Kesavaraj, S.V., 2022). They developed a two-tier architecture for improving 

CBDC electronic cash processes and account and currency management (Liu, Y., 2022). They present 

CBDC founded on Cosmos blockchain employing the Inter-Blockchain Communication protocol. (Han, 

J., 2021). They analyzed the effects of implementing CBDC with Bitcoin distributed architecture. (Yang, 

J., 2020). Developed a management accounting system of commercial banks using Blockchain 

technology conjugating performance and intelligent data management, to improve the management level 

and competitiveness (Han, J., 2021). They analyze risk control, Blockchain technology adoption and 

countermeasures in the implementation of CBDC (Zhang, X., 2020). They evaluate the main internal 

and external aspects to implement CBDC in developing countries, to have an efficient payment system 

and monetary policy, financial inclusion and illicit activity monitoring (Syarifuddin, F., 2023). They 

present a two-layer CBDC environment, the wholesale distribution layer using Blockchain and the retail 

user layer using tokenization (Kumar, S., 2021). They analyze the money laundering scenarios of China's 

CBDC, the anonymous transaction scenario and the real-name transaction scenario (Li, Z., 2022). They 

use the advantages of Blockchain to create a development project management process in a Bank, to 

improve the transparency of public money allocation (Arantes, G.M., 2018). They present a Time 

Banking system through Blockchain, using smart contracts, to improve the use of digital currencies (Lee, 

Y.T., 2020). They implement security evaluation to the insurance trading chain via partially 

decentralized Blockchain (Liu, Y., 2019). They analyze Blockchain technology to improve 

authentication processes in public and private organizations (Mamunts, D.G., 2018). Investigate defense 

tools in banking systems, using tokenless Blockchain technology (Popova, N.A., 2019). They present a 

CBDC architecture using Blockchain technology, to manage payments more quickly. (Sun, H., 2017). 

They designed a scalable Panda model of CBDC, which employs efficient consensus protocols. (Tsai, 

W.T., 2018). They propose improved system performance through parallelized in-memory processing 

to enhance Blockchain transactions (Wang, Q., 2019). Examine the basic architecture and security flaws 

of the Blockchain platform layers. (Zhang, P., 2020). proposes a blockchain-based trusted data 

management scheme (called BlockTDM) in edge computing to solve the above problems, in which we 

proposed a flexible and configurable blockchain architecture including mutual authentication protocol, 

flexible consensus, smart contract, block and transaction data management, blockchain node 

management and deployment (Zhaofeng, M., 2019). 

Methods 

A literature review of scientific articles on information security models and banking transactions using 

Blockchain was carried out. The structure and general functions of central banks in Latin American 

countries were studied. The proposed security model guarantees monetary transactions, increases 

reliability among the actors of the banking process. Scientific articles proposing robust storage systems, 

which improve data confidentiality and privacy, were taken as a basis. (Zhaofeng, M., 2019), models of 

value transfers proposed for banking entities with Blockchain technology. (Mamunts, D.G., 2018). 

A Blockchain environment is proposed to ensure the security and reliability of transactions and 

storage. We recommend Blockchain Hyperledger / Ethereum platforms to improve the security and 

management of data storage and digital transactions of the bank. A digital transaction management 

process is developed. 

3 Results 

The results generated in this work are: 
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a) Model for Secure Transactions using Blockchain 

To obtain the security that guarantees optimal protection of a central bank, we designed a six-layer 

modular security model, where each layer specializes in a particular task, combating and preventing 

potential attacks and cyber threats. Fig. 2 shows the security model for the transactions of a central bank 

in a Latin American country. The six layers of the proposed security model are detailed below: 

User layer: the central bank system interacts with internal users, who are employees, managers and 

collaborators of the central bank; external users are also involved, which can be a natural or legal person 

that uses the information and services of the central bank, such as institutions of the financial system, 

control bodies, public companies, citizens in general. The user layer interacts with the application layer 

to obtain the information and services requested by authenticated users, and interacts with the 

Blockchain layer to ensure security (Jung, S.W., 2022). 

Application layer: provides network services to the banking transaction software applications used 

by users. The application layer is related to the Blockchain layer for key management, digital signature, 

transaction creation, among other functions. 

Business layer: contains the banking application logic of the application layer. It interacts with the 

application layer and the database layer to process user requests. 

Storage layer: it is the repository of the data recorded by the databases and the Central Bank's IT system; 

it corresponds to the physical storage of data and is related to the data management layer and the 

Blockchain layer. For the functional part of the system requirements, it is related to the business layer. 

Database administration layer: generally there are database management systems (DBMS), which 

are specialized software that allow database administration, i.e., making configurations, managing 

information, performing transactions, managing users, roles and permissions. This layer is closely 

related to the storage layer and also interacts with the user, application and business layers and, in terms 

of security, with the blockchain layer. 

Blockchain layer: This layer makes use of all the functionalities to guarantee the security provided 

by the Blockachain platform, both in user authentication, banking transactions, data storage, smart 

contracts, etc. To implement this Blockchain layer, a hybrid scheme is proposed using two platforms: 

Hyperledger for the authentication of internal users of the Central Bank and local Banks that have been 

granted their respective system authentication credentials; with the Ethereum platform for the 

authentication of external users, who process their authentication credentials through Smart Contract, 

according to the rules and conditions regulated by the Central Bank. 

 

Figure 2: Architecture for Transaction Security Management 
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b) Smart Contract Functions 

In order to achieve the objectives of the proposed model it is necessary to make use of the Smart Contract 

functions of Blockchain Ethereum, for the services and transactions of the Central Bank with its external 

users, in this way we automate the operations and create an account for each user. Fig. 3 shows the 

general transactional scheme of the Central Bank, using Smart Contract, the transaction starts with the 

access to the system of a registered user who uses his private key that is created with the new transaction, 

for which a Smart Contract is generated with the necessary data of issuing user, receiving user, account, 

amount and other agreements. This Smart Contract is added to the Blockchain network, once the public 

key and other transaction data are validated, it is sent through the network to the receiving user's address. 

This transactional scheme using Blockchain's Smart Contract ensures the traceability of the 

movements made by users and increases confidentiality, through the use of public and private keys that 

are the Blockchain network identifications, using cryptographic methods to encrypt and decrypt 

messages through a mathematical algorithm. Smart Contract increases security by verifying compliance 

with the policies implemented in the central bank system. 

 

Figure 3: Transactional Scheme Smart Contract 

c) Data management procedure 

Fig. 4 shows the procedure for the security management of transactions generated by the Central Bank's 

clients, which guarantees the security of transactions through the Blockchain network. As we observe in 

the flowchart, to enter the system the validation of private keys is performed, after the system validates 

the access, it allows the user to generate a new transaction, otherwise the user's connection is prevented; 

the user generates a new transaction and the system verifies the data, terms and conditions; if it does not 
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comply with the terms and conditions the system terminates the transaction; if it complies with the terms 

and conditions the system asks the user for the data of the user receiving the transaction and requests the 

public key generated by the Blockchain manager; then, a connection is made with the Blockchain 

network to register the transaction generated and the process ends. With this process, the proposed model 

guarantees the security of Central Bank transactions, verifying the identity, terms and conditions. 

 

Figure 4: Data Management Procedure 

4 Discussion 

The proposed model improves security for Central Bank transactions, both of digital money movements, 

of the information stored in the system, the administration of internal and external users of the central 

bank, to ensure security from start to finish of each transaction through the use of Blockchain. 

The information management model and functions defined in the Smart Contract ensure traceability 

and safeguard information in an effective and leak-free manner; the transactional functions and 

algorithm complement the security prototype with the connection in the database and the connection to 

Blockchain; the model in hybrid Blockchain and the data model focus on maintaining a management of 

information that are generated in the interactions with the system to increase the security and 

immutability of the information. 
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In the literature review we found scientific articles with similar models that developed systems using 

Blockchain technology for the security of their transactions, user management, data tracking according 

to the roles of each user, information availability, among others. 

This proposal does not determine the budget, time and resources for the implementation of the 

proposed model, since it varies according to the conditions of the Central Bank of each country. 

5 Conclusions and Future Work 

As future work we should evaluate the proposed security model for a Central Bank by simulating or 

experimenting with Blockchain, with a dataset provided by a Central Bank. 

It was concluded that the information security model for Central Bank transactions provides 

improvements in the management and storage of transactions in a secure manner. 

With the Smart Contract functionality, traceability and security is generated throughout each 

transaction, of the information generated and stored in the nodes; the hybrid Blockchain network 

provides greater security and reliability in the transaction system from the issuing user to the receiving 

user of the transaction. 

The proposed security model improves the management of users and their accounts in the database, 

through the storage of their records in the Blockchain network, which are generated after the registration 

in the conventional database. 
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