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making it difficult to access learning media sites in the network because there is
no network security management that regulates the data exchange traffic of each
user. The right solution to overcome this problem is to implement malware
security and proxy server configurations as the method used to manage traffic
for data exchange activities. The methodology used is dynamic analysis by
analyzing malware on a system and looking at the activities or processes
activated by the malware. By applying the security malware method and proxy
server configuration, the quality of the network will be better because it
minimizes malware traffic on the network system according to the configuration
that is applied and also users will be restricted from accessing certain sites.

I. INTRODUCTION

Education is basically an effort to create a learning process and a planned learning atmosphere so that students
actively develop personal potential to have personality, noble character, self-control, intelligence, religious
spiritual strength, and have skills that will later be useful for themselves. and society in the future.

In supporting developments in the world of education, technology and information are needed to support
teaching and learning activities in schools. In using information technology, there are definitely advantages and
disadvantages. One of the advantages of technology and information in the world of education is that it makes it
easier to find information related to learning and increases the ability of pupils and students to utilize technology
and information at school. However, the drawback of technology and information is that it is easy for students
and female students to access information that is not related to teaching and learning activities so that students
and students do not understand the material presented by teachers during teaching and learning activities.

Malware (Malicious Software) is a program designed with the aim of infiltrating a computer system, which will
damage the computer system. Malware can enter many computers via internet networks such as email, downloads
from the internet, or through infected programs. Malware can cause damage to computer systems and also enable
data/information theft.

A proxy server is a server that is placed between a client application and the server application being
contacted[12]. This server is used for filtering and monitoring data packets from the internet network which will
later be forwarded to the local network. With this server, at least it minimizes data packets that are not needed by
the client and is also one way to increase network security.

Students often access sites that are not related to teaching and learning activities during practicums using
computers connected to the Al- Wildan Islamic School 3 BSD internet network via cable or wireless.

Therefore, the author is interested in conducting research on "Implementation of Malware Security and Proxy

Layer 7 Protocol on Mikrotik Routers"
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Il. RELATED WORKS/LITERATURE REVIEW (OPTIONAL)

The first research was conducted by Md Rifat Bin Emdad and Md Shahun Khan, students of the Computer
Science and Engineering study program at Jahangirnagar University (2019) A Stardard Data Security model Using
AES Algorithm in Cloud Computing. In their research, researchers analyzed data security through Cloud
Computing” [2] which discusses data security standards in cloud computing using the AES algorithm method.
Here, AES security is guaranteed by implementing a good key management system and a well-developed
structure. This model can be applied on various cloud computing platforms to get a more efficient way of cloud
computing like SaaS, PaasS etc.

The second research was conducted by Rinto Erlando, Diana Diana and Maria Ulfa (2018) conducted research
on the Implementation of Firewall Security Systems on Cisco 1841 Routers and Monowalls on the BSD Operating
System (Berkeley Software Distribution [4] which discussed Primary Data Collected directly from the object
under study, using the Firewall and Monowal methods with the results of DDoS attack trials using the Firewall
security system on the CISCO 1841 router with 10 attempts, the results were 6 failed attempts to enter and 4
successful attempts to enter using the Firewall security system using Firewall and monowall methods.

The third research was carried out by [6] who conducted research on Comparative Analysis of Mikrotik Site
Filter Using Address List Techniques, Layer 7 Protocols, Web Proxy, Mangle and Static DNS which discussed
methods that can be used to filter data packets to certain sites using RouterOS Mikrotik, then carried out an
analysis of the effectiveness of site filtering using site filtering methods provided by RouterOS Mikrotik, including
the Address List Method, Layer 7 Protocols Method, Web Proxy Method, Mangle Method and Static DNS
Method. By carrying out site filtering, it is hoped that it can improve the quality of network services in every
company that uses the internet in its daily activities.

Il. METHODS

In preparing this writing, the researcher applied research methods to obtain the data needed so that the writing
could be completed well. The research methods that the author carried out are as follows:

A. Identify the Problem

The author made direct observations at the location of the research object to find out what needs to be done and
will be done regarding problem solving. In the previous network there was no malware and proxy security
configuration because the network device used did not have features for configuring malware and proxy
security. At this stage the author makes observations and then formulates the problem and appropriate solutions.

B. Needs Analysis
This stage is carried out for the hardware and software requirements that will be used, which will be
implemented according to the needs and solutions to problems that exist at the location of the research object.

C. Design Planning

At this stage the author designs the proposed network topology in the form of cabling layout, network flow
from the internet source to the user as a clear picture of the network infrastructure that will be implemented.
This stage was carried out after the author obtained data from observations at the location of the research object.

D. Infrastructure Development

After the design process, then develop the proposed network infrastructure by creating a topology as a network
scheme that will be implemented in accordance with the stages in the Network Development Life Cycle
(NDLC) method.

E. Network Simulation
This stage is the process of carrying out network simulations using supporting software such as CiscoPacket
Tracer to ensure the network is connected properly according to the design that has been made.

F. Configuration Implementation
After the simulation stage, we then implement the design that has been created by configuring the hardware
used in this research.
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IV. RESULTS

The author carried out network analysis and design before proceeding to the implementation stage of malware
security management and proxy configuration to optimize quality of service using RouterBoard RB750r2. This
network device is used as a replacement for existing wireless routers and already has features for configuring

firewall and proxy layer 7 protocol settings. The following is the proposed network scheme proposed by the
author
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Figure 1. Proposed Network Scheme

In Figure 1, it is a network schematic of the firewall filtering management process from the ISP with an IP
address that is given dynamically by the ISP and then connected to port 1 on the routerboard. On the
routerboard, firewall filtering and layer 7 proxy protocols are configured according to needs which will be
forwarded to each available port on the routerboard.

Al-Wildan Islamic School 3 BSD|

Figure 2. Proposed Network Topology Design

The topology that the author proposes in this research uses a hybrid topology, which is a combination of several
topologies commonly used for local networks, including star topology and tree topology. The application of
this hybrid type of topology is intended to anticipate that if one day a network problem occurs, it can be resolved
quickly and precisely so that it does not interfere with other network activities because with this network
topology it has a central path division in each room in the form of a hub which has one internet source cable
from the routerboard which then distributed to devices in the target room. The following is the proposed

network topology design that the author will apply to the network at Al-Wildan Islamic School 3 BSD. The
design that will be used is as in Figure 2 above:
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Figure 3. Adding new Filter Rules

After entering the Filter Rules menu, click the add (+) button -> After entering the New Firewall Rule menu in
the Comment menu, fill in the name Malware=1CQ Trojan, then Apply -> OK
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Figure 5. Adding Comments to Firewall rules for Malwar security

On the Comment tab, we add information or can customize it with the name of the malware. Then on the chain
menu, select what is written in the Comment menu, chain = ICQ Trojan. The firewall rule display can be seen

in Figure 5
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Figure 6. Chain selection

In this chain menu, we select the Malware name or according to what we wrote in the command menu. On the
Protocol menu, enter tcp, protocol -> tcp. because this type of malware runs on the TCP protocol. The chain
selection display can be seen in Figure 6.
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Figurné 7 Results of Malware Firewall Settings on Mikrotik

After all the malware lists have been added to the firewall rules, a list of blocked malware ports will appear in
the Rules filter menu. The results of the settings will be seen in Figure 7 above. Meanwhile, adding malware
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rules with ports and various other types of malware can be studied and obtained from various other sources
because the number of malware and ports continues to increase. The display of malware security results on the
firewall can be seen in Figure 7.
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Figure 8. Layer 7 firewall protocol configuration display for site filtering

configure Layer 7 Protocols which functions as website filtering so that clients cannot access several sites that
have been blocked on the routerboard. To add a site to be blocked, there are steps that need to be taken, including
selecting the Layer 7 Protocols tab in the firewall feature then selecting the "+" sign and a text box will appear.
In the name section, fill in the name of the site you want to block, and in the Regexpn section, fill in the
following command A +(youtube.com).*$[*.+(facebook.com).*$|™.+(instagram .com).*
$|".+(whatsapp.com).*$| ~.+(detik.com).*$| .This command is used to block Youtube, Facebook, Instagram,
Whatsapp, and detik sites. The site filling display can be seen in Figure 8.
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Figure 9. Display of firewall settings results on Mikrotik

The display of the results of the layer 7 firewall protocol block site configuration can be seen in Figure 9.
A. Malware Security Testing
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Figure 10. Display of filter rules working on the firewall
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Figure 11. Traffic Filter rules display

At this stage, the author tested the malware security that had previously been configured on the RB750r2
routerboard with the aim of finding out whether the configuration was running well or not.

The results that have been studied can mean that there is malware on some of the computer devices used. To
see statistics on malware that exists or passes through the network, you can see the statistics menu tab in the
Filter rules that have been created for malware security. The display of malware activity can be seen in Figures
10 and 11.

A. Layer 7 Protocol Filtering Testing
At the proxy filtering testing stage, the site that will be blocked is Youtube by displaying the Youtube site page
before and after applying the Layer 7 Protocols method. The following are the results obtained at this testing

stage
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Figure 13. Testing before using the Layer 7 proxy protocol
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At this stage, testing is carried out on accessing the YouTube site before implementation of the layer 7 firewall
proxy filtering protocol is implemented. When the user wants to access the YouTube site, there are no obstacles
at all in accessing the site. after activating the filter rule used to block the YouTube site. When a user wants to
access the YouTube site, a page will appear as if they don't have an internet connection. This is because the
Layer 7 Protocols configuration in the Filter Rule has been activated so that request data packets from the user
to the server will go through filtering first. Before appearing like the image above, the characteristics that appear
are when after typing in the URL address, the page requested by the user does not appear immediately but must
wait for the data request process and if the process takes too long a page will appear explaining that the site
cannot be accessed. The appearance of the site block firewall rule can be seen in Figures 12 and 13.

V. DISCUSSION

The result of this research is a Security Malware to prevent network access by unauthorized users or users
connected to the network using the firewall filtering method on MikroTik thereby blocking unwanted traffic. From
the results of testing that has been carried out on the software, it can be said that the system can run well.

VI. CONCLUSIONS

Based on the results of analysis, design and implementation of Security Malware and proxy server configuration

at Al-Wildan Islamic School 3 BSD, this research can be concluded as follows:

1) In optimizing the quality of internet network security at Al Wildan Islamic School 3 BSD, implementing
Malware Security is one effective way to prevent unauthorized network access by users or users connected
to the network using the firewall filtering method on MikroTik so as to block unauthorized traffic. desired.

2) In limiting site access during learning, the proxy server method is the right method for restricting students
and girls from accessing sites that are not related to teaching and learning activities using the layer 7 protocol
on MikroTik so that access to certain websites will be limited to each computer used students and students
in the computer laboratory.

Suggestion

Based on the conclusions drawn from this research, the author hopes that this research can be continued and

developed by further researchers in the future. Some suggestions from the author include:

1) To optimize security from malware attacks, you can add firewall hardware which is functionally for security
and hopefully this test can be further developed for students and can be a guide for students who choose a
final assignment regarding malware security on Mikrotik.

2) In this research, there are no restrictions on internet users who can connect to the network using hotspot user
logins

3) In this research, the proxy server configuration used is the layer 7 protocol. The author hopes that in the
future the proxy server used will use another method that is more effective than the previous method.
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