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Abstract: E-voting is a method of voting and vote counting in general elections using 
digital devices. There are still many errors and fraud that occur during village head 
elections in Indonesia. Then the idea was created to carry out village head elections by 
utilizing existing technological developments, especially Android-based smartphone 
technology. The data source used in this study is secondary data which uses population 
data of citizens who will exercise their right to vote, vote data for citizens' voting rights, 
and data from the results of vote acquisition during the village head election process. In 
this study, a number of important data were needed in the village head election process 
which was carried out using documentation techniques. This research produced an 
Android-based application system for securing e-voting data for village head elections 
using the AES-256 cryptographic algorithm called Vodes. The application produced in 
this study was built using the Kotlin programming language on the Android frontend 
side by utilizing the Android Studio IDE as a tool in the development process. While on 
the backend side it uses the Javascript programming language using the Node js 
framework. The database used in the Vodes application uses MySQL. Based on the 
results of this study, it can be concluded that an e-voting data security application for 
village head elections has been created using the AES-256 cryptographic algorithm. The 
application produced in this study has succeeded in properly securing all aspects of the 
data in the village head election process. 
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Introduction 
 

The development of communication technology 
in Indonesia, especially Android smartphones, is very 
rapid (Simsir et al., 2022; Wijayanti et al., 2022). 
Reporting from the Ministry of Communication and 
Information (Kominfo) states that in 2021 as many as 167 
million people or 89% of the total population of 
Indonesia use smartphones (Nugroho et al., 2019; Said et 
al., 2018). The majority of Indonesia's population uses 
Android type smartphones. This has become a trigger 
for changing every existing bureaucratic system in 
society into a digital system (Pan et al., 2020). One of 
them is changing the conventional general election 
bureaucracy system to an electronic voting system (e-
voting). E-voting is a method of voting and counting 
votes in general elections using digital devices (Petitpas 

et al., 2021; Risnanto et al., 2022; Verma et al., 2022; Yi, 
2019). 

The bureaucratic system in general elections in 
Indonesia is still carried out manually, including village 
head elections. Citizens who have the right to vote are 
required to come to the polls on Election Day. Residents 
who come will then vote on the ballot paper and then 
put it in the ballot box. After the voting process is 
complete, then the vote counting process will be carried 
out. The conventional election bureaucratic system for 
villages has several weaknesses. Some of the weaknesses 
of the conventional process include (Eka Putri et al., 
2021). 

In Indonesia, it takes up to several weeks for the 
vote counting process and it is difficult to re-count the 
votes if there is distrust of the vote count results. 
Inaccurate vote count results. There is often debate about 
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whether ballot papers are valid or invalid, making the 
results of the vote count less accurate. Residents who 
will vote sometimes do not know who the candidate for 
village head will be elected because of the lack of 
information provided. Errors often occur, such as voters 
voting for more than one candidate, voters not voting, 
and voters wrongly marking the ballot paper (Djuyandi 
et al., 2019; Yi, 2019). 

Based on research conducted states that there are 
still many errors and fraud that occur during village 
head elections in Indonesia. Supported by this research 
and the many problems above, especially regarding data 
security issues, an idea was created to carry out village 
head elections by utilizing existing technological 
developments, especially Android-based smartphone 
technology. This is also supported by the increasingly 
widespread and even distribution of internet networks 
and cheaper internet costs. With e-voting focused on 
data security and the use of Android-based technology, 
it is expected to be a solution. In this writing, the 
researcher explores information from several previous 
studies as a comparison material, both regarding the 
shortcomings or advantages that already exist. The 
results made for comparison are inseparable from the 
research topic, namely the security of village head 
election e-voting data using the AES-256 method 
(Fitriani et al., 2020; Hao et al., 2019; Zhao et al., 2017). 

This research regarding the development of the 
Pilkades e-voting mobile application, where system 
design uses the Waterfall method. The result of this 
research is the creation of an android application which 
functionally runs smoothly with the black-box testing 
method and is compatible with various versions of 
Android, at least the Jelly Bean version and above 
(Guntur, 2020; Prasetyawan et al., 2018; Rachawati et al., 
2022). 

E-voting system by implementing blockchain to 
secure election voting results (Anjarsari et al., 2020; 
Oprea et al., 2023). The blockchain technology used is 
able to help store voting results data that is transparent 
and accessible to the public. The technology also helps 
maintain the confidentiality of voters (Pratama et al., 
2021; Yulianton et al., 2018). The result of this research is 
to create an e-voting application that helps the voting 
process to be easier in terms of managing related parties, 
voting, to vote counting as well as helping in terms of 
data security (Hu et al., 2019; Noor, 2020). 

Research regarding securing data transfers on the 
API for e-voting applications using the RSA algorithm, 
where the research method uses the waterfall model. 
The result of this research is to design and create an E-
Voting application that focuses on how to ensure that a 
voter is a valid voter according to applicable rules and 
ensures that data transfers when voters elect one of the 
candidates cannot be interrupted or tampered with by 

anyone who irresponsible by randomizing the results of 
voter choices using RSA Encryption (Siswanto, 2020). 

E-voting design system for village head elections 
for information transparency in Lueng Bata District, 
Banda Ache City. The research method used is the 
observation method. Observations were made to obtain 
the data needed in making the design of the e-voting 
application. This observation method is in the form of 
collecting data from sources related to the application to 
be designed, namely the village head election 
application. The results of the system design are to 
obtain data quickly and accurately, so it is hoped that the 
selection of geuchik online can be carried out in a 
transparent, efficient and professional manner. Elections 
by e-voting can also be carried out quickly and at a lower 
cost compared to conventional elections (Fischhoff, 
2019). 

Research on the e-voting application for village 
head elections was also carried out designing a web-
based e-voting application using the implementation of 
the classical Caesarean cryptographic algorithm. The 
results of this study are creating applications using the 
Caesar Classical Cryptographic Algorithm for securing 
data and voting results so that the system that is run runs 
according to the corridor and there is no repetition or 
abuse of the identity of vote users who choose potential 
partners in a school organization where the system that 
is running produces the expected output and there is no 
vote fraud (Hidayat, 2020; Pandit et al., 2014). Based on 
some of the literature reviews, researchers want to make 
an application for securing village head election e-voting 
data as a cryptographic algorithm. This e-voting data 
security system is intended to assist the voting process 
to make it easier in terms of managing related parties, 
voting, to vote counting as well as assisting in terms of 
data security and transparency. Judging from the 6 
reference sources, the difference between the six 
references with titles raised by researchers lies in the 
method used, namely the use of Advanced Encryption 
Standard Analitycal (AES) 256 as a cryptographic 
method to improve the security of e-voting data for 
village head elections in Indonesia (Cahyo et al., 2022; 
Hasibuan et al., 2022; Indapwar, 2020). 

The purpose of this research is to build an 
android-based village head election application by 
utilizing AES-256 as a cryptographic method in order to 
minimize the occurrence of fraud in the village head 
election process. While the benefits of developing this 
application are that it makes it easier to carry out the 
process of voting and counting village head elections 
and reducing problems or fraud during the voting and 
counting process for village head elections. Based on the 
background of the problem, the formulation of the 
problem is obtained on how to build an android 
application to conduct village head elections which are 
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expected to reduce the problems that have occurred 
during conventional village head elections. 
 

Method 
 

Primary data that has been further processed and 
presented either by primary data collectors or by other 
parties, for example in the form of tables or diagrams. 
The data source used in this study is secondary data. The 
secondary data is population data for citizens who will 
exercise their right to vote, data on prospective 
candidates, vote data for citizens' voting rights, and data 
on the results of the calculation of vote acquisition 
during the village head election process. Secondary data 
in the form of citizen population data consists of resident 
Identification Number (NIK), name, place of birth, date 
of birth, gender, and complete address consisting of 
RT/RW, village/kelurahan, sub-district, district/city, 
province, and phone number. Secondary data in the 
form of village head candidate data consists of name, 
place of birth, date of birth, gender, complete address 
consisting of RT/RW, village/kelurahan, sub-district, 
district/city, province, photo or image of the candidate's 
partner, vision and mission of the prospective candidate 
pair and work. 

In this study, a number of important data were 
needed in the village head election process which was 
carried out using documentation techniques. 
Documentation is done by collecting documents in the 
form of photos and digital files. Henceforth it can be 
used to interpret, strengthen, and test the validation of 
the system to be built. In this study a number of data 
were needed which were obtained using several 
methods, including: 

 
Observation 

Observations were made to collect information 
about the needs of researchers in collecting data by 
means of observations related to the process of selecting 
village heads conventionally or using an electronic 
system or what is commonly called e-voting. 

 
Library Studies 

Data collection by reading books and other 
literature that can be used as a reference related to 
research to develop new systems, both reading 
conventional books and ebooks. The time for data 
collection in this study can be seen in Figure 1. The time 
the researchers used for this research was carried out 
from 10 to 18 October 2022 which was divided into 3 
sessions. In the first session on October 10-13, secondary 
data was collected in the form of citizen population data 
and data on candidates for Pilkaded candidates. Then on 
October 15, the process of making citizens' voting rights 
data was carried out. The last session on October 18 

carried out the preparation of secondary data in the form 
of data on the results of vote acquisition. The business 
rules for conventional village head elections can be seen 
in Figure 1. The process begins with voting by residents 
who have the right to vote. Followed by the vote 
counting process, signing the minutes of the vote 
counting results, and ending with the announcement of 
the village head election results. 
 

 
Figure 1. Model architecture 

 
The stages of this research describe how the initial 

conditions differ when this application does not yet exist 
with the conditions when this application was proposed, 
as well as with the final conditions when this application 
can already be used. The following below is Figure 2 
which is the framework of this study. This is done so that 
research can be more easily understood because later in 
the research report the distribution can be consistent. 
 

 
Figure 2. Research framework 
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Result and Discussion 
 
Results 
Running System Analysis 

System analysis that runs on the village head 
election system in Indonesia is still running 
conventionally, although there are several technological 
developments that can improve the election process to 
be more efficient and transparent. Currently, village 
head elections in Indonesia are generally carried out 
using the direct voting method at the polling stations 
(TPS). This conventional system involves several stages, 
such as compiling voter lists, updating voter data, 
nominating candidates for village heads, campaigning, 
to carrying out physical elections at TPS. However, there 
are several obstacles in this system that affect the 
continuity and trust of the community in the village 
head election process. One of the main obstacles is the 
accuracy of voter data. The process of compiling and 
updating voter data is still done manually, so it is prone 
to errors in recording and verifying voter data. This can 
result in problems such as multiple voters or voters who 
are not legally registered. However, there have been 
efforts to improve the village head election system in 
Indonesia. The government and various parties have 
started to apply information and communication 
technology to increase efficiency and transparency in the 
election process. One example is the use of an electronic 
voter information system (e-voting) or an electronic 
voting system (e-voting) which can replace the manual 
voting process at TPS. The application of technology in 
the village head election system can help speed up the 
process of updating voter data, improve data accuracy, 
and reduce the risk of fraud. In addition, technology can 
also enable voters to vote electronically through secure 
and encrypted platforms, thereby reducing the hassle 
and costs associated with manual voting at polling 
stations. 
 
Proposed System Analysis 

The analysis of the system proposed in this study 
can be seen in Figure 3. It can be seen that there are 3 

entities, namely general users, in this case the voters, the 
village head election committee, and an independent 
institution, namely the Village Consultative Body (BPD). 
The three entities use an Android-based application 
system that is connected to the Application 
Programming Interface (API) as a bridge between the 
user entity and the server which contains program code, 
storage space, and system database. 

 

 
Figure 3. Model architecture 

 
Functional Analysis 

Functional requirements are all the processes 
carried out by the system and show the facilities needed 
in the system. Functional requirements also contain 
information that must exist and be generated by the 
system. The following are some of the functional 
requirements of the application that will be 
implemented as follows: The following is an analysis of 
input requirements for research: 

 
Table 1. Input Needs Analysis 
User Input Requirements 

Independent Institution - Independent institutions input email and password data to perform the login process. 
- Independent institutions input data on citizens who will exercise their voting rights by importing 

csv/xlsx extension files. 
- Independent institutions input email and password data for the committee login process. 

- Independent institutions input data on village head candidates. 
- Independent institutions input election data for the village head election process. 

Election Committee - The committee inputs email and password data to perform the login process. 
Voters - Voters input NIK and password data to perform the login process. 

- Voters input voting data to determine their voting rights in the village head election process. 
- Voters input PIN code data for verification when going through the election process. 
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The following is an analysis of output requirements in 
this study: 
  
Table 2. Output Needs Analysis 
User Output Requirements 

Independent Institution - An independent organization 
reports on the results of the village 

head election. 
Election Committee - The committee prints the village 

head election result report. 
Voters - Voters view the village head 

election result report. 

 
The following is an analysis of the process requirements 
in this study: 

 
Table 3. Analysis of User Needs 
User Process Requirements 

Independent 
Institution 

- Independent institutions can perform the 
login process. 

- Independent institutions can schedule the 
village head election process. 

- Independent institutions can enter data on 
citizens who will exercise their voting rights. 
- Independent institutions can enter data on 

village head candidates. 
- Independent institutions can create a 

committee account. 
- Independent institutions can view voter data. 

- Independent institutions can view vote 
results. 

Election 
Committee 

- The committee can perform the login process. 
- The committee can generate a QR code. 
- The committee can view the vision and 

mission profile of the village head candidate 
- The committee can perform the decryption 

process to view the vote result report. 
- The committee can view voter citizen data. 

Voters - Voters can perform the login process. 
- Voters can view citizen voter data. 

- Voters can perform the process of selecting 
candidates. 

- Voters can enter a PIN code for verification 
when going through the election process. 

- Voters can view village head candidate data. 
- Voters can view the vote results. 

 
Non Functional Analysis 

Non-functional requirements are requirements 
that describe how the system will work in the future. In 
determining non-functional requirements is not easy, 
because you have to understand the characteristics and 
limitations of the system. Requirements specification 
involves hardware and software analysis as follows. The 
software needed in making this system is as follows 
android studio, visual studio codes, xampp, 
microsoftWord 2010, figma, mySql. The hardware 

needed in making this system is as follows and 
computer/laptop. 

The computer specifications used are as follows 
intel(R) Core(TM) i5 CPU M350 @2.27GHz, 2.27GHz, 
random Access Memory (RAM): 4 GB, HDD : 500GB, 
VGA  Intel(R) HD Graphics, screen resolution: 1280 x 
800, android device. The required Android device 
specifications are as follows OS is Android 5.0 Lollipop, 
processor: isQualcomm MSM7225 chipset and Memory 
64 GB ROM, 4 GB RAM. 
 
Logic Design 

UML or Unified Modeling Language is a visual 
modeling method that functions as a means of designing 
object-oriented systems. UML can also be said as a 
development, a modeling language in the field of 
software engineering which is intended to provide a 
standard way to visualize the design of a system. At this 
stage, the application begins to be designed using the 
UML (Unified Modeling Language) model which 
describes the existing structure of the application by 
considering the performance of the application built by 
the researcher. The following (Figure 4) is a display of 
use case diagrams in this study. 

 

 
Figure 4. Vodes Use Case Diagram 
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Discussion 
Implementation 

The following is an implementation of the village 
head election e-voting data security application system 
using the AES-256 algorithm. The hardware used to 
operate the village head election e-voting data security 
application system using the AES-256 algorithm is 
laptop Acer Predator PH315-54, 11th Gen Intel(R) 
Core(TM) i7-11800H @ 2.30GHz (16 CPUs), ~2.3GHz, 
RAM 16GB, SSD 512GB, NVIDIA GeForce 3070. The 
software used in building the village head election e-
voting data security application system using the AES-
256 algorithm is android Studio Flamengo, visual Studio 
Code and XAMPP 
 
Backend Implementation 

Connection.js is a file that contains program 
syntax for configuring and establishing connections 
with databases. It implements a common approach that 
separates connection-related logic from the core logic of 
the application, allowing the management of 
connections to databases to be more centralized and 
structured. 

In particular, it plays an important role in 
handling aspects of connecting and interacting with 
databases using MySQL. Through the use of MySQL, 
applications can store, retrieve, and manipulate data 
efficiently. However, by separating the connection logic 
into the Connection.js file, the application becomes more 
organized and easier to manage. 

This principle is particularly useful in software 
development, as separating database connections from 
the main application logic helps avoid unnecessary code 
repetition and facilitates necessary connection fixes or 
changes throughout the application. With this file in 
place, managing access to the database can be done 
cohesively, and if at any point the database is replaced 
or reconfigured, only the Connection.js file needs to be 
modified without having to break the integrity of the 
entire application code.  

The system is designed to operate using a 
JavaScript runtime based on Node.js. The app.js file acts 
as the main file used as the gateway to the system. In this 
file, you'll find a collection of code that manages the 
server, routes requests, applies middleware, and 
formulates the core logic of the system. When it comes 
to communication between the client and the server, an 
HTTP protocol connection is used. 

However, more than that, the app.js file also takes 
on the responsibility of connecting various central 
functions in the system. This involves calling various 
modules or components that are necessary in carrying 
out the main functionality of the system. Hence, it acts 
as a control center that integrates and coordinates the 

various aspects required to run the application 
seamlessly. 

With this structure, your application becomes 
more structured, manageable, and easy to organize. The 
separation between the main code in app.js and other 
functions in separate files makes it easier to develop, 
maintain, and fix bugs in the long run. The app.js 
configuration file can be seen in Figure 5. 
 

 
Figure 5. The app.js connection script 

 
Encryption.js is a file that plays an important role 

in configuring the execution of each encryption and 
decryption process in the system. The module relied 
upon to carry out both processes is the AES-256-CBC 
crypto module. Aside from the encryption and 
decryption processes that utilize AES-256, extra steps are 
also involved in the form of encoding and decoding 
using base64. This encoding technique ensures that the 
encrypted data can be safely represented in a text format 
that can be transmitted over various communication 
channels. 

The Encryption.js file also plays a role in 
providing the settings and parameters needed to 
configure the encryption algorithm, such as the secret 
key used to secure the data. With centralized 
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configuration, the system becomes more organized and 
easier to keep secure. 

In this context, the use of the AES-256-CBC crypto 
module and encoding and decoding using base64 form 
a solid security foundation. The encryption process 
protects the confidentiality of data by transforming it 
into a form that cannot be read directly, while the 
decryption process allows the data to be restored to its 
original form. The combination of strong encryption 
algorithms and careful encoding techniques is essential 
for maintaining the confidentiality and integrity of the 
information transmitted and stored in the system. The 
encryption.js file can be seen in Figure 6. 

 

 
Figure 6. File encryption.js 

 
This research produces an Android-based 

application system for securing village head election e-
voting data using the AES-256 cryptographic algorithm 
called Vodes. The application produced in this study 
was built using the Kotlin programming language on the 
Android frontend side by utilizing the Android Studio 
IDE as a tool in the development process. While on the 
backend side it uses the Javascript programming 
language using the Node js framework. The database 
used in the Vodes application uses MySQL. Basically the 
application built is an e-voting application for village 
head elections in general, but with the development of 

various features, especially on data security. The data 
that is entered, processed, and generated in this 
application almost completely goes through the 
encryption and decryption process using the AES-256 
algorithm. Data security is not only on the backend side. 
But on the Android frontend there is also data security. 
Security on the backend by utilizing the library on Node 
js, namely the Node.js Crypto Module. Meanwhile, 
security on the Android frontend utilizes the Chiper 
class algorithm, which is available by default in Android 
Studio. 

The Vodes application can be used in any village 
throughout Indonesia to simplify the village head 
election process. This application is used by three main 
entities, namely independent institutions, committees, 
and voters. An independent institution in this case is the 
Village Consultative Body (BDP) which has main access 
to enter data on citizens who will vote, enter village head 
candidate data, schedule Pilkades, and create committee 
accounts. The committee only has access to create an 
election QR code and receive a report on election results 
by first decrypting it by entering the token code. While 
the electorate entity, has access to embarrassment the 
process of voting or voting and see the results of the 
election votes. The way this application works when you 
want to carry out the election or voting process is by 
moving the QR code generated by the committee. If the 
QR code matches, then new voters will be able to carry 
out the voting process. You will then be asked to verify 
the PIN code to validate each village head's choice made 
by the voting entity. The voice data will be encrypted 
using the AES-256 algorithm. In addition, citizen data, 
candidate data, and election results data in the form of 
reports are also encrypted using AES-256. 
 
Citizen Data File Encryption Process 

The stages of the citizen data file encryption 
process use the AES-256 cryptographic algorithm. The 
entity entitled to carry out this process is an independent 
institution. The first stage that must be carried out by an 
independent institution is to input a citizen data file in 
xlsx format. The file will first be converted into a text file 
using the base64 encoding system. Then an automatic 
process will be carried out to input the secret key. In this 
case, the secretkey has been determined, which contains 
the text 
"ABCDEFGHIJKLMNOPQRSTUVWXYZ123456". 

The next step is to do the AddRoundKey process. 
The AddRoundKey process is carried out by XOR 
operation between plaintext and secretkey. This 
encryption process consists of 4 types of transformation 
bytes, namely SubBytes, ShiftRows, Mixcolumns, and 
AddRoundKey. At the beginning of the encryption 
process or Round = 0, the input will undergo a byte 
AddRoundKey transformation. After that, the state will 
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undergo a repeated transformation of SubBytes, 
ShiftRows, MixColumns, and AddRoundKey as much 
as Round = 13. If Round = 14, it will perform three 
transformation processes of SubBytes, ShiftRows, and 
AddRoundKey and will produce ciphertext. The 
encryption process is complete. All encryption data will 
be stored in the database. 

The stages of the vote data encryption process 
when the voting entity conducts the village head 
election process using the AES-256 cryptographic 
algorithm. The voice data encryption process occurs on 
the Android and backend parts. The encryption process 
on the Android part is carried out to ensure data security 
when sending via the internet. The stages of the voice 
data encryption process are almost the same as in the 
process of encrypting citizen data files, the difference is 
that at this stage what is input as plaintext is text of type 
string data. Then an automatic process will be carried 
out to input the secret key. In this case, the secretkey has 
been determined, which contains the text 
"ABCDEFGHIJKLMNOPQRSTUVWXYZ123456". 

The next step is to do the AddRoundKey process. 
The AddRoundKey process performs an XOR operation 
between the plaintext and the key. This encryption 
process consists of 4 types of transformation bytes, 
namely SubBytes, ShiftRows, Mixcolumns, and 
AddRoundKey. At the beginning of the encryption 
process or Round = 0, the input will undergo a byte 
AddRoundKey transformation. After that, the state will 
undergo a repeated transformation of SubBytes, 
ShiftRows, MixColumns, and AddRoundKey as much 
as Round = 13. If Round = 14, it will perform three 
transformation processes of SubBytes, ShiftRows, and 
AddRoundKey and will produce ciphertext. The 
encryption process is complete. 

The stages of the process of decrypting all data use 
the AES-256 cryptographic algorithm. The decryption 
process in simple terms can be interpreted as a process 
to change back the form of disguised data that has gone 
through the encryption process into readable data. In 
this study, the decryption process begins by entering the 
ciphertext generated from the encryption process. In the 
system designed in this study, the intended ciphertext is 
in the form of a token code. The ciphertext will be 
merged with the same secretkey during the encryption 
process into one block by carrying out the 
AddRoundKey process. AddRoundKey is the process of 
adding ciphertext to the state by XOR operation with 
secretkey. 

This decryption process consists of 4 types of 
transformation bytes, namely InverseSubByte, 
InverseShiftRows, InverseMixcolumn, and 
AddRoundKey. At the beginning of the decryption 
process or Round = 0, the state input will undergo a byte 
AddRoundKey transformation. After that, the state will 

undergo a transformation of InverseSubBytes, 
InverseShiftRows, InverseMixColumns, and 
AddRoundKey repeatedly as much as Round = 13. If 
Round = 14, it will perform three transformation 
processes InverseSubBytes, InverseShiftRows, and 
AddRoundKey and will produce plaintext or original 
data. The decryption process is complete. When the 
village head election process has been completed. The 
system will automatically generate a report in pdf 
format. Then the file will be encrypted first using AES-
256. To see the results of the report, the user must 
decrypt it first. 

 

 
Figure 7. Report AFTER description 

 
During the voting process, residents will vote for 

one of the village head candidates. The system will send 
the selected village head id for processing. Before the 
citizen's chosen data is sent to the backend via the API 
for processing, the village head's id data is encrypted 
first on the Android side. Then, the encrypted data is 
decrypted before being processed. After that, the system 
will automatically calculate incoming votes. Voice data 
will be encrypted first before being stored in the 
database. To process the voice data, the encrypted voice 
data will be decrypted first. Then after processing, the 
voice data will be encrypted again. 
 

Conclusion 
 

Based on the results of this study, it can be 
concluded that an e-voting data security application for 
village head elections has been created using the AES-
256 cryptographic algorithm. The application produced 
in this study has succeeded in properly securing all 
aspects of the data in the village head election process. 
Important data such as citizen data, village head 
candidate data, election results report data, and election 
vote acquisition data can be properly secured on the 
backend and frontend using the AES-256 cryptographic 
algorithm. The suggestion for the village head e-voting 
system is to develop a face recognition feature as 
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verification for validation when selecting potential 
Pilkades candidates. In addition, it is necessary to 
develop security-related networks that are used to 
minimize digital attacks. 
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