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Abstract: With the increasingly extensive application of UAV technology, UAV accidents are increasing, and the safety problem 
is becoming more and more serious. Therefore, it is urgent to ensure the safety and reliability of UAV. This paper fi rstly introduces the 
application requirements and research signifi cance of the fault-tolerant control system of UAV; Secondly, the classifi cation of fault-tolerant 
control system of UAV is introduced. Finally, taking the nonlinear system of UAV as an example, the controller and its parameters are 
derived, and Simulink simulation model is established with MATLAB software to verify that the designed adaptive fault-tolerant controller 
can eff ectively maintain the stability and reliability of the system.
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1. Introduction
Unmanned Aerial Vehicle(UAV) is more and more widely used in military and civilian fi elds by its advantages of being more fl exible, 

low cost and small size than man-machine, and the complexity of tasks entrusted to it is also increasing. Therefore, the ability to adapt to 
complex task environments and cope with interference, emergencies and failures also needs to be improved. In August 2017, the US Army’s 
MQ-1 Predator drone crashed due to actuator failure; In May 2018, a large area crashed in Xi ‘an due to communication interference of GPS 
sensors during a drone formation performance; In June 2019, a Boeing CV2 logistics drone suff ered serious damage after an unexpected 
landing due to strong crosswind. According to the US Military Aircraft Accident Investigation Board, system failures accounted for more 
than 69 percent of military UAV failures, while system failures accounted for more than 86 percent of civilian UAV failures. Literature 
lists some common fault types of UAVs. Multi-source interference and various kinds of faults are the main factors leading to UAVs safety 
accidents. Therefore, it is necessary to enhance the fault-tolerant control of UAV.

Fault-tolerant control system is a redundant control system which can guarantee the original performance index of the system or 
complete the control task safely under the condition of the performance index reduction when the fault occurs. Early fault-tolerant control 
technology mainly through hardware redundancy method combined with software processing to minimize the impact of faults. This physical 
redundancy technology increases mass, maintenance and other costs, making the overall UAV system more complex and more suitable for 
large aircraft. After years of development, the fault-tolerant control technology of fl ight control system has achieved fruitful results. For 
diff erent research objects and fault types, experts and scholars have put forward corresponding fault-tolerant control methods. In this paper, 
the nonlinear system of UAV is taken as an example, and the adaptive fault-tolerant controller design and simulation experiments are carried 
out to verify the stability and reliability of the system.

2.	Classifi	cation	of	fault-tolerant	control	systems	for	UAVS
The fault-tolerant control system is mainly designed to maintain closed-loop system stability and acceptable transient and steady-state 

performance in the event of component-level failure or failure. Generally speaking, fault-tolerant control systems can be divided into two 
categories: passive fault-tolerant control systems and active fault-tolerant control systems.

Passive fault-tolerant control systems are generally used for component-level fault determination, and can maintain certain performance 
of UAVs without fault monitoring, diagnosis and control reconstruction. The key of passive fault-tolerant control system is robust control 
design to ensure that the faulty control system still has enough closed-loop performance to deal with variable faults with an unchanged 
controller, so the passive fault-tolerant control system is also known as a reliable control system. Passive fault-tolerant control systems are 
generally used to deal with external interference, system uncertainty, component-level failures/failures, and sensor noise.

The active fault-tolerant control system reconstructs the control law online according to the real-time information of the control system 
to adapt to component-level faults, so that the system still maintains stability and certain performance. The control reconstruction of the 
active fault tolerant control system is to compensate for the changes of system parameters and performance caused by faults. By changing 
the parameters of the control law or the structure of the controller, the original performance of the system is guaranteed or the safety of 
the system is still guaranteed in the case of performance degradation. In the active fault-tolerant control method, it can be divided into two 
forms according to the diff erent reconfi guration control design. (1) Off -line controller reconfi guration design, complete the design of a group 
of controllers according to known fault types before fl ight, and switch diff erent controllers according to fl ight conditions during fl ight. This 
method is suitable for all predictable fault situations, but it may cause false alarm and other situations. (2) Online controller reconstruction 
design, when the fault is detected, online real-time control law reconstruction.

3.	Design	and	verifi	cation	of	fault-tolerant	control	system	of	UAV
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3.1 Problem Description
This paper will study the following nonlinear system model, assuming that this is a nonlinear system of an unmanned aircraft:

1 2

2

x x
x u d
=

 = +





 (1)

1x And 2x  is the state of the system, for the control input of the system u , the control input disturbance d, so that the fault tolerance of 
the sensor and actuator of the UAV system is:

F
i i ix xρ= , 1,2i =

0u vρ=  (3)

In the above formula, the external uncertainty interference d is added to the input of the system, d D≤ , 0ρ and iρ  is the unknown 

constant of the uncertainty of the system, whose value range is 00 1i iρ ρ≤ ≤ ≤ , 00 00 1ρ ρ≤ ≤ ≤ .

The expected command of the system output 1x  is dy , and the output actually measured by the sensor is 1
Fx  and 2

Fx . In this way, we set 
the control objectives of the system as follows: ① Design the control law v  of the system so that all signals in the closed-loop system are 

bounded; ② when t →∞ , 1 2,F F
d dx y x y→ →  .

3.2 Controller Design
According to the control goal of the system, we will use the reverse step control algorithm combined with Lyapunov function to design 

the control law v  of the UAV nonlinear system.

First defi ne 1 1
F

dz x y= − , 2 2 1
F

dz x a y= − −   , then

1 1 2 dz x yρ= −   (4)

2 2 2 1 dz x a yρ= − −   (5)
Design the following Lyapunov function:
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May be obtained by defi nition
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Using the adaptive method, the following Lyapunov function is designed
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Design adaptive control law for

1 2 2
ˆ Fz xφ γ=  (12)

According to the adaptive theorem
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Synthesizing the above design process, it can be seen that when ( )V t bounded on top )0, ft t∀ ∈  , so that, 1z and 2z are bounded on 

top )0, ft t∀ ∈  . When the λ and 2γ  are large enough, it can be guaranteed that when t →∞ the 1z  and 2z are small enough to 

make 1 2,F F
d dx y x y→ →  .
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3.3 Simulation modeling and verifi cation
Using MATLAB software to establish Simulink simulation model, the model includes nonlinear system dynamic equation, Lyapunov 

function and reverse step controller and other components, instruction take sindy t= , take sind tπ= , take 0 0.50ρ = , 1 0.95ρ = , 2 0.95ρ = . 
Set the simulation time t=20, the simulation results are as follows.

      Figure 1 Angular response          Figure 2 angular velocity response                                  Figure 3 Control input
Figure 1 shows the angular response of the UAV when it is moving, refl ecting the tracking of the command when the UAV motor is 

rotating. The solid black line is the input command of the system, the dotted red line is the actual output of the sensor, and the solid blue 
line is the actual output of the system. It can be seen from the fi gure that the output response of the sensor and the output of the system 
Angle response have a good tracking eff ect on the ideal Angle response, and the system state is always fl oating within a reasonable range. 
Figure 2 shows the angular velocity tracking under this control method, indicating that the output response of the sensor and the output of 
the system angular velocity have a good tracking eff ect on the ideal angular velocity response, and the system state always fl uctuates within 
a reasonable range. FIG. 3 is the control input of the system. It can be seen from the fi gure that after the simulation runs for about 0.5S, the 
control input of the system tends to be stable and straight, and then fl uctuates up and down within a reasonable range, indicating that the 
control method achieves good control eff ect.

4. Conclusion
This paper fi rst introduces the application requirements and research signifi cance of the fault-tolerant control system of UAV, then 

introduces the structure and classifi cation of the fault-tolerant control system of UAV, and then introduces some current research results of 
the active fault-tolerant control of UAV. Finally, taking the nonlinear system of UAV as an example, the controller and its parameters are 
obtained through derivation. The Simulink simulation model is established by MATLAB software. The model includes dynamic equation 
of nonlinear system, Lyapunov function and reverse step controller. The simulation results show that the designed adaptive fault-tolerant 
controller can eff ectively maintain the stability and reliability of the system, and it can adaptivelyadjust the control strategy when facingthe 
uncertainties.
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