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Distributed Detection Over Blockchain-Aided
Internet of Things in the Presence of Attacks

Yiming Jiang and Jiangfan Zhang™, Member, IEEE

Abstract— Distributed detection over a blockchain-aided Inter-
net of Things (BIoT) network in the presence of attacks is
considered, where the integrated blockchain is employed to
secure data exchanges over the BloT as well as data storage
at the agents of the BIoT. We consider a general adversary
model where attackers jointly exploit the vulnerability of IoT
devices and that of the blockchain employed in the BIoT. The
optimal attacking strategy which minimizes the Kullback-Leibler
divergence is pursued. It can be shown that this optimization
problem is nonconvex, and hence it is generally intractable to find
the globally optimal solution to such a problem. To overcome this
issue, we first propose a relaxation method that can convert the
original nonconvex optimization problem into a convex optimiza-
tion problem, and then the analytic expression for the optimal
solution to the relaxed convex optimization problem is derived.
The optimal value of the relaxed convex optimization problem
provides a detection performance guarantee for the BIoT in the
presence of attacks. In addition, we develop a coordinate descent
algorithm which is based on a capped water-filling method to
solve the relaxed convex optimization problem, and moreover,
we show that the convergence of the proposed coordinate descent
algorithm can be guaranteed.

Index Terms— Blockchain, double-spending attack, Internet
of Things, distributed detection, Kullback-Leibler divergence,
capped water-filling.

I. INTRODUCTION

ITH the rapid development of smart devices and high-

speed networks, the Internet of Things (IoT) has
recently brought about an unprecedented increase in sen-
sor resources and the deployment of sensor-like objects in
safety-critical applications of vital societal interest, such as
smart grids, healthcare informatics, manufacturing, and smart
city [1], [2].

Typically, an IoT network consists of spatially distributed
mutually-distrusting devices which sequentially generate and
process exclusive data of a physical phenomenon of interest,
and share their processed data with other devices over the
network. In a conventional IoT (CIoT) network which is
equipped with a cloud (or a fusion center), IoT devices
transfer their data to a cloud where the IoT devices’ data are
stored and processed. Thereby the CloT is vulnerable to a
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single point of failure since if the cloud does not function
normally, the CIoT is paralyzed. The data stored in the cloud
is also at risk of being modified or deleted by malicious
attackers aiming to hack into the cloud. Moreover, the CloT
is vulnerable to some other security threats as well, including
attacks on data exchanges between IoT devices and the cloud
and impersonation of IoT devices. This has recently led to
great interest in studying the vulnerability of the CIoT in
various applications, see [3], [4], [S], [6], [7], [8], [9], [10]
and the references therein.

Blockchain technology, an emerging secure distributed
database technology that revolutionizes the way information is
secured, distributed, and shared, has attracted enormous atten-
tion in recent years due to the following vital components [11],
[12]: (i) a chronologically ordered sequence of blocks that are
cryptographically linked to each other and are shared, stored
and synchronized over a network; (ii) strong cryptography
enabling secure data storage and secure data exchanges, and
(iii) a mutual consensus protocol that enables verification and
validation of the authenticity and the integrity of stored and
exchanged data, and thus enables mutual trust over a network
instead of relying on a central authority.

By taking advantage of the security-by-design and dis-
tributed nature without needing any central authority,
blockchain lately has been integrated into IoT networks, and
this kind of newly emerging blockchain-aided IoT (BIoT) net-
work has been applied to a great deal of security-related appli-
cations, such as smart grids [13], [14], vehicular networks [15],
[16], and smart city [17], [18]. Blockchain provides feasible
solutions to address many common security threats to IoT
networks. For example, in a blockchain network, by virtue
of a consensus protocol, each node maintains a local copy
of a blockchain which can be guaranteed to be identical to
other nodes’ copies. If one node’s copy of the blockchain is
maliciously corrupted, it can be retrieved from other nodes in
the blockchain network, and hence a single point of failure can
therefore be prevented. Moreover, the communications over a
blockchain network are secured by the cryptographic algo-
rithms of the blockchain network which can prevent attacks
that manipulate either transmitted messages or the identities of
senders, such as the man-in-the-middle attack and the Internet
protocol address spoofing attack [7], [8], [19], [20].

However, blockchain technologies cannot eradicate all secu-
rity threats to the BIoT, and the vulnerability of the BIoT is
determined by the vulnerability of IoT devices and that of
the blockchain employed in the BIoT. This is because on one
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hand, IoT devices in a BIoT are typically resource-limited and
low-cost which makes them vulnerable to hacking. If hacked
IoT devices in a BIoT deliberately transmit misleading data,
then any task performed by the BIoT which unwittingly
utilizes the data from the hacked IoT devices can be signif-
icantly compromised. On the other hand, the data stored in
a blockchain is not perfectly secure. As mentioned in [21],
[22], and [23], blockchains are prone to the double-spending
attack (DSA), which is considered one of the most devastating
attacks against blockchains. The DSA aims at falsifying the
data which have already been stored in existing blocks of a
blockchain. DSAs can be extremely injurious to blockchain
networks. For example, one of the Bitcoin forks, Bitcoin Gold,
suffered double-spending attacks in 2018, and again in 2020,
with more than 17 million dollars lost in total. For a BloT,
a successful DSA can falsify the data stored in its blockchain
without being perceived, and hence seriously compromise the
data security of the BIoT.

Detection problems which aim to distinguish between dif-
ferent hypotheses are prevalent among BIoT applications, such
as intrusion detection [15], [24], anomaly detection [9], [25],
and object detection [17], [26]. In a BIoT, the blockchain
which stores the data from IoT devices are shared, distributed,
and synchronized across different agents. Hence, the decision
between different hypotheses can be distributedly made at
different agents which maintain local copies of the blockchain.
Moreover, the decisions made by different agents can be
guaranteed to reach a consensus since different agents’ local
copies of the blockchain are the same owing to the consensus
protocol of the blockchain. In this paper, we are interested in
distributed detection over a BIoT in the presence of attacks
which jointly exploit the vulnerability of IoT devices and that
of the blockchain employed in the BIoT.

A. Summary of Results and Main Contributions

We consider a detection task over a BIoT which aims
to make a decision between two hypotheses based on IoT
devices’ data stored in its blockchain. A general BIoT model is
considered which is generalized from most existing works on
BIoT applications where a blockchain is integrated into an IoT
network to secure data storage and exchanges [16], [18], [27],
[28], [29], [30], [31], [32], [33], [34]. It is worth mentioning
that if the task of the BIoT application which makes use of data
stored in the employed blockchain has to be accomplished by a
time instant, such as the detection task considered in this paper,
then from the perspective of this task, the blockchain employed
in the BIoT should be considered finitely long. For example,
for a practical detection task, a decision should be made within
a limited period of time by using a limited amount of data
stored in a finite number of blocks of the blockchain. Once the
decision is made, the growth of the blockchain can be regarded
as being terminated from the perspective of the detection task
since the data stored in the blocks that are generated after the
decision is made do not affect this detection task.

Based on the general BIoT model, we adopt the
Kullback-Leibler divergence (KLD) as the performance met-
ric, which is one of the most popular performance met-
rics for detection problems [35], and develop the detection

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 18, 2023

performance guarantee for the BIoT in the presence of attacks
which jointly exploit the vulnerability of IoT devices and
that of the blockchain employed in the BIoT. To be spe-
cific, considering the attacks which jointly attack the IoT
devices and the blockchain of a BIoT, we pursue the detec-
tion performance guarantee by minimizing the KLD between
two hypotheses over all possible malicious-data distributions.
However, it can be shown that this minimization problem is
nonconvex, and hence it is generally intractable to find the
globally optimal solution for such a problem. To overcome
this issue, we first propose a relaxation method to convert the
nonconvex optimization problem into a convex optimization
problem, and then the analytic expression for the optimal
solution to the relaxed convex optimization problem is derived.
In addition, we develop a coordinate descent algorithm which
is based on a capped water-filling method to solve the relaxed
convex optimization problem, and moreover, we show that
the convergence of the proposed coordinate descent algorithm
can be guaranteed. The optimal value of the relaxed convex
optimization problem which is obtained from the proposed
algorithm provides a performance guarantee for the BIoT in
the presence of attacks.

B. Related Work

Recently, there has been great interest in integrating
blockchain into diverse IoT applications to enhance data
security, see [13], [16], [18], [27], [28], [29], [30], [31], [32],
[33], [34], [36] and the references therein. In [33], the authors
propose a blockchain-based vehicular announcement network
where a blockchain is employed to protect data against tam-
pering and make them widely available and accessible over the
network. In [16], a peer-to-peer vehicle network is proposed
where traffic information is stored in a blockchain which
secures information sharing. The blockchains in these works
are considered as highly secure, immutable, and transparent
distributed ledgers so that the data stored in the blockchains
are assumed to be perfectly secure in these works. However,
the data stored in a blockchain cannot be perfectly secured.
For example, blockchains are vulnerable to the DSA which,
if successful, can falsify the data stored in the blockchain
without being perceived. In contrast, in this paper, we take
into account the vulnerability of the blockchain employed in
a BIoT when studying the performance of BIoT applications.

The performance guarantee for distributed detection in the
presence of attacks has been studied in various applications,
see [5], [7], [37], [38] for instance. In [5], the KLD is adopted
as the performance metric, and the authors develop the mini-
mum KLD for distributed detection over a CIoT. The system
and adversary models considered in [5] are different from
those considered in this paper, and it is shown that the KLD
minimization problem in [5] is a convex optimization problem.
In contrast, we consider a distributed detection problem over
a BIoT in the presence of attacks, and the minimization of the
KLD for this problem can be shown to be nonconvex. In [37],
the performance limit of collaborative spectrum sensing over
a ClIoT in the presence of attacks is analyzed where KLD is
also adopted as the performance metric. A zero-sum game is
employed in [37] to model the interaction between a fusion
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center and an attacker. Since decision makers are assumed to
be unable to interact with attackers in the model considered in
this paper, the game theory approach developed in [37] cannot
be applied to the problem considered in this paper.

The paper is organized as follows. In section II, the BIoT
model and the adversary model are described. The optimal
attacking strategy and the detection performance guarantee for
the BIoT are investigated in Section III. Numerical simulations
are presented in Section IV, and Section V provides our
conclusions.

II. BLOCKCHAIN-AIDED IOT DETECTION NETWORK AND
ADVERSARY MODELS
A. Blockchain-Aided IoT Detection Network Model

We consider a general BIoT model which is generalized
from most existing works on BloT applications [13], [16],
[18], [271, [28], [29], [30], [311, [32], [33], [34].

Unlike the CIoT where IoT devices send their data to a
cloud for further processing, the BIoT employs a blockchain
which eliminates the need of a central authority to verify and
store IoT devices’ data. According to functions, a BIoT which
performs a detection task is usually composed of three types of
agents, that is, IoT devices (or “things”), miners, and decision
makers.

The first type of agent, the IoT device, forms the IoT layer
of the BIoT. IoT devices are usually embedded with sensors,
communication modules, software, and other technologies for
the purpose of producing data and exchanging data with
other agents over the BIoT. The second type of agent, the
miner, forms the blockchain layer of the BIoT. The miners
are assumed to have massive memory and computational
power, and their duties are generating blocks which store
the information produced by IoT devices. The third type of
agent, the decision maker, aims to make an accurate and
consistent decision based on the information stored in its
local copy of the blockchain. It is worth mentioning that in
a BIoT, the agents owning local copies of the blockchain
can play the role of a decision maker and make their own
decisions. Moreover, their decisions can be ensured to reach an
agreement due to the blockchain consensus protocol. Hence,
a single agent may play different roles simultaneously in a
BIoT. For example, a miner can also play the role of a decision
maker. In view of the popularity of the Proof-of-Work (PoW)
consensus protocol, we assume that the BIoT considered in
this paper employs the PoW consensus protocol. The BloT
employing other consensus protocols will be considered in
future work. The working mechanism of the BIoT is similar
to that of a PoW blockchain [21], [39], which are briefly
summarized as follows.

1) Data Model: Let N denote the number of IoT devices
in the IoT layer, and each IoT device makes measurements
under the same unknown binary hypothesis (i.e., Ho or H1)
over time. Let X;; denote the vector measurement made
at the j-th IoT device in the /-th measurement sampling
interval, VI = 1,2,... and Vj = 1,2,...,N. The j-th
IoT device processes its raw measurement X;; to produce
a discrete data uj; by employing a function Q;(-), that is,
uj; = Qj(x;;) € K £ 1{0,...,|K| — 1} for each j and I,
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where KC is the alphabet set of u;; with cardinality equal to
||, and u; denotes the j-th IoT device’s data produced in
the /-th measurement sampling interval, Vj = 1,2, ..., N.Itis
worth mentioning that the process Q;(-) implemented at each
IoT device may be necessary in practice. For example, Q;(-)
can be an analog-to-digital converter employed at the j-th
IoT device which is generally required for digital processing
and digital communications. We assume that {uj,};,; are
statistically independent and identically distributed, and the
alphabet sets of u;; under H; and H are the same. The
probability mass functions (PMFs) of u ;; are denoted by

" =1Ipy, ... Ll 1T, (D)

under hypotheses H; and Hp, respectively. As such, Vk =
0,1,....IK| -1,

Pr{u;; = klH1} = pf > 0 and Pr{u;; = k|Ho} = qu > 0.
(2)

2) Data Exchange: In each measurement sampling interval,
every IoT device produces a data u j;, and the data u ;; will be
sent along with its index / to every miner. The communications
over the BIoT are secured by asymmetric encryption which is
similar to that of the PoW blockchain [21], [39]. To be specific,
each agent of a BIoT owns a public-private key pair that forms
the digital identity of the agent. The public key is created
from the private key and is available at the other agents,
while the private key is only available at its owner. A secure
hash algorithm (SHA), e.g., SHA-256 and SHA-512 [40],
is used in the data encryption process of every data exchange
between two agents of the BIoT. Consider the data exchanges
between the j-th IoT device and a miner as an example. In the
[-th measurement sampling interval, the j-th IoT device firstly
processes its message that contains data u;; and the data
index / by employing an SHA, and obtains a message digest.
It then encrypts the message digest via its private key by
using a digital signature algorithm, e.g., Elliptic Curve Digital
Signature Algorithm [12], and produces a digital signature.
Finally, the j-th IoT device sends the data package consisting
of the message and the corresponding digital signature to the
miners of the BloT.

Once a miner receives the data package from an IoT device,
it first decrypts the received digital signature via the public
key of the IoT device, and obtains a message digest. Then,
the miner processes the received message via the SHA to
obtain another message digest. Only if these two message
digests exactly match with each other, the authenticity of the
received message from the IoT device is verified and the
received message will be used in future processes. Otherwise,
the received data package will be discarded and retransmission
can take place. Note that the received digital signature at the
miner can only be decrypted via the public key of the sender.
It is worth mentioning that it is computationally intractable for
an attacker to either find a different message which yields the
same message digest or generate a valid digital signature for a
fake message digest without the private key of the sender [12],
[40]. Thus, the authenticity of the data package received at
the miner and the identity of the sender can be validated and
secured, which can prevent impersonation of the sender.

o] and ¢ =1gd, ..
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3) Block Mining and Consensus Protocol: Each miner
maintains a local copy of the blockchain which is a chrono-
logically ordered sequence of cryptographically linked blocks.
For each [, after collecting and verifying the authenticity of
the messages {u;}v;; from all the IoT devices, each miner
constructs a local block which is a candidate for the /-th block
of the blockchain. To be specific, each miner puts {u;}v;,
the data index /, and the digital signatures associated with the
IoT device messages into a block with a header. The header
of a block consists of a discrete timestamp, a difficulty value,
the hash value of the last block (parent block) of the longest
branch in the miner’s local copy of the blockchain, a Merkle
Root which is the root of the Merkle tree constructed by
recursively hashing pairs of data packages until there is only
one hash [21], [39], and a number called nonce which is the
solution to a puzzle problem. The hash value of the parent
block in the header cryptographically links the block to its
parent block.

Next, the miners compete with each other in solving a
difficult PoW puzzle for their local blocks, which is called
mining. The PoW puzzle is to find a nonce for a block
such that the hash value of the block is smaller than a given
value, i.e., the Difficulty in the header [21], [39]. Each miner
searches for such a nonce for its local block via brute-force
search. Once a miner solves its PoW puzzle, i.e., find a
valid nonce value for its local block which meets the hash
value requirement, it has successfully mined its local block,
and it broadcasts its local block to all the other miners and
the decision makers. After the other miners and the decision
makers complete the verification of the authenticity of the
data in the received block and the verification that the hash
value of the received block is indeed smaller than the difficulty
value and the data index stored in the received block is just
one greater than that in its parent block, they add this block
after its parent block in their local copies of the blockchain,
and switch to work on mining the next block. The block
mining process described above can be considered as a hashing
competition among the miners, where the probability that
a miner solves its PoW puzzle first among the miners is
proportional to its hash rate which is defined as the ratio of its
computational power to the total computational power in the
network [21].

We assume that every decision maker has enough memory
resources to store a full copy of the blockchain, and each
decision maker only employs the IoT devices’ data stored in
the longest branch of its local copy of the blockchain to make
its decision between two hypotheses. Note that for detection
problems, it is generally true that the more the data, the smaller
the decision error [35]. For a detection task, each decision
maker only makes its decision when the number of blocks
in the longest branch of its local copy of the blockchain
grows to L so that the decision error can be guaranteed
to meet some prescribed requirement. As such, from the
perspective of this detection task, the growth of the blockchain
can be considered being terminated once the longest
branch of the blockchain employed in the BIoT grows to
L blocks.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 18, 2023

B. Adversary Model

The vulnerability of a BIoT comes from both the vulnera-
bility of its IoT devices and that of the blockchain employed
in the BIoT, which provides adversaries an opportunity to
undermine the detection performance of the BIoT. In partic-
ular, with the goal of misleading the decision makers of the
BIoT into making erroneous decisions, adversaries can jointly
exploit both the vulnerability of IoT devices and that of the
blockchain employed in the BIoT to falsify the data utilized
by the decision makers.

1) Attacks Against IoT Devices: In order to falsify IoT
devices’ data in the blockchain without being perceived in the
verification and validation processes described in Section II-A,
an attacker first has to hack into IoT devices and obtain their
private keys to generate valid falsified data packages!. If an
IoT device has been hacked and controlled by an attacker,
the attacker can use its private key to generate valid falsified
data packages and send them to miners. Once the blocks
which contain valid falsified data packages are successfully
mined, the valid falsified data packages will be stored in the
decision makers’ local copies of the blockchain without being
perceived.

Generally, cybersecurity measures are taken at IoT devices
to keep attackers from hacking into the IoT devices and
stealing their private keys. To this end, an attacker may not
be able to hack into every IoT device within a limited time
period. But the longer the period that the attacker spends on
hacking into an IoT device, the higher the probability that
the attacker successfully hacks into the target IoT device.
For example, as a basic preventative measure, IoT devices
can be equipped with password protection to prevent hacking.
In consequence, an attacker has to employ a brute force attack
which works through all possible keystrokes hoping to guess
the password correctly. The longer the hacking period, the
higher the probability that the attacker guesses the password
correctly [41].

2) Attacks Against Blockchain: As pointed out in [21], [22],
and [39], if an attacker aims to falsify the data which have
already been stored in the blockchain of a BIoT, it has to
launch a successful double-spending attack? on the blockchain.
To be specific, the attacker has to generate valid counterfeit
blocks® containing valid falsified data packages (i.e., solve
PoW puzzles for the valid counterfeit blocks) to form a
counterfeit branch in the blockchain which must surpass the
authentic branch. A DSA is deemed successful if its coun-
terfeit branch grows to L blocks before the authentic branch
does, and hence its counterfeit branch is the longest branch
in the blockchain when decision makers make their decisions.
Under a successful DSA, the decisions will be made based on

1valid falsified data packages mean those which can pass the cryptographic
algorithms based authenticity verification process employed by the BloT.

2Double—spending attacks were firstly introduced in financial blockchain
applications [21], [39], [42]. That we use the same terminology is because
the attacking mechanism here is the same as that of double-spending attacks
against blockchain financial applications.

31If a block contains any falsified data package, this block is referred to as
a counterfeit block. Otherwise, it is called an authentic block.
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the falsified data stored in a counterfeit branch, and therefore,
can be seriously misled.

In this paper, we consider an adversary model which jointly
exploits the vulnerability of IoT devices and that of the
blockchain employed in the BIoT. The IoT devices usually stay
in sleeping mode during long intervals of inactivity to reduce
energy consumption and reduce the risk of being targeted by
an attacker [43], [44], [45]. Once the BIoT starts to work, its
IoT devices wake up to make measurements of an unknown
hypothesis and connect to the Internet to transfer their data
to the miners in the network, which provides attackers an
opportunity to hack into these IoT devices. We assume that
there is a portion of miners, called malicious miners, which
are under the command of an attacker. The attacker first
commands the malicious miners to attempt to hack into every
IoT device via the Internet, while the honest miners, which are
not controlled by the attacker, follow the standard blockchain
protocol to mine blocks for storing IoT devices’ data, which
form an authentic branch in the blockchain. At a time instant
o, we assume that the probability that an IoT device has
been hacked and controlled by the attacker is o (¢ > 0),
and the honest miners have built Ly (Ly > 0) blocks in
the authentic branch of the blockchain. Thus, the expected
percentage of IoT devices which are hacked and controlled
by the attacker is « at #y. If an IoT device has been hacked
by the attacker, then the IoT device is called a malicious IoT
device. Otherwise, it is called an honest IoT device. Starting
from the time instant 7o, the malicious IoT devices’ data can
be deliberately falsified by the attacker since the attacker has
already controlled these IoT devices and obtained their private
keys to generate valid falsified data packages. As a result, the
blocks of the authentic branch of the blockchain whose indices
are greater than L are counterfeit blocks since in these blocks,
the data from the malicious IoT devices are falsified by the
attacker without the need to launch a DSA. Next, in order
to falsify the malicious IoT devices’ data which have already
been stored in the authentic branch’s blocks whose indices
are smaller than or equal to Lo, we assume that the attacker
devotes all the computational power of the malicious miners
to launching a DSA on the blockchain. Let A denote the set of
malicious IoT devices, and we assume that the attacker aims at
falsifying the malicious IoT devices’ data {u;}jec A 1 <i<Lo>
which have been stored in the authentic branch’s blocks with
indices greater than or equal to Ly, to {itj}jed 1, <i<L,
where* 0 < Ly < Lo. For the cases where Lo > 0, the
counterfeit branch built by the malicious miners diverges from
the authentic branch at the (L4 — 1)-th block of the authentic
branch. It is worth mentioning that the counterfeit branch
includes the authentic blocks with indices smaller than L4
and the counterfeit blocks in the counterfeit branch whose
indices are greater than or equal to L 4. The authentic branch
consists of the authentic blocks with indices from 1 to Ly and
the counterfeit blocks in the authentic branch whose indices
are greater than or equal to (Lo + 1). Once the attacker

4If Lo = 0, then the attacker can falsify all the malicious IoT devices’ data
stored in the blockchain without the need to launch a DSA. Therefore, when
Lo =0, we define L4 = 0 which signifies that the attacker does not launch
a DSA. For the cases where Lo > 0, L4 is greater than 0.
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extends the counterfeit branch to become longer than the
authentic branch, all the honest miners switch from extending
the authentic branch to working on extending the counterfeit
branch according to the PoW consensus protocol [21], [22],
[39], [42]. Therefore, the authentic branch stops growing, and
the counterfeit branch will remain the longest branch in the
blockchain as time goes by which implies that a successful
DSA has been launched.

It is worth mentioning that the honest IoT devices’ data in
counterfeit blocks are authentic and cannot be falsified by the
attacker since the attacker does not have their private keys
to generate valid falsified data packages for the honest IoT
devices. In addition, the attacker has to command the malicious
miners to find a valid nonce value for each counterfeit block
in the counterfeit branch so that the counterfeit block can
be accepted by the decision makers and the other miners in
their local copies of the blockchain due to the POW consensus
protocol. If the counterfeit branch built by the attacker is the
longest branch in the blockchain when the decision makers
make their decisions, the counterfeit branch is considered as
the only valid branch by the decision makers according to the
PoW consensus protocol. In consequence, the attacker may
be able to fool the decision makers into reaching erroneous
decisions since every decision maker employs the falsified
IoT devices’ data stored in the counterfeit branch to make
its decision.

We assume that if the j-th TIoT device is
controlled by the attacker, the attacker falsifies the
j-th TIoT device’s data {u j,,},L:LA to {i N},L:LA which is
an independent and identically distributed sequence and
follows the malicious-data PMFs

,Cl\l}}q_l]Tv 3)

under hypotheses H; and Hp, respectively. As such, if the
j-th IoT device is malicious, then VI = L4, L4+ 1,...,L
and Vk =0,1,...,|K| -1,

p? =[P§~-~’P€C\_1]T and q® = [¢¥, ...

Pr{ii;; = k|Hi} = pf and Pr{i;; = k|Ho} = ¢f. (4

It is worth mentioning that if Lo = L, then when the attacker
starts to launch a DSA, the authentic branch has already grown
to L blocks, and each decision maker has already made its
decision. Therefore, it is pointless for the attacker to launch
a DSA to impair the detection performance of the BIoT, and
hence the case that Ly = L is a trivial case. The case where
o = 0 is also a trivial case since if o« = 0, the attacker cannot
falsify any data stored in the blockchain since the attacker
does not obtain any IoT device’s private key to generate valid
falsified data. Before proceeding, to avoid these trivial cases,
we make the following assumption throughout this paper.

Assumption 1: We assume that 0 < o < 1 and Ly <
Lo < L.

III. OPTIMAL ATTACKING STRATEGY AND GUARANTEED
DETECTION PERFORMANCE

In this section, we investigate the detection performance of
a BIoT in the presence of attacks, and pursue a guaranteed
detection performance under any attacks. It can be shown that
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the probability that an attacker successfully launches a DSA is
a constant depending on Lg, L4, L, and the malicious miners’
hash rate [46]. We use P; to denote the probability that the
attacker successfully launches a DSA on the BlIoT.

When the longest branch of the blockchain grows to
L blocks, let &; £ [ij1,dj2,....04;.]7 and U =
[aj, 02, ...,0y] denote the data of the j-th IoT device
and all IoT devices’ data stored in the longest branch of
the blockchain, respectively. Note that @ gl o= uj, vl €
{1,2,...,La — 1}, while’ ¥ € {LT, LT +1,...,L}, i,
can be either u;; or #;; depending on whether the j-th IoT
device is malicious and whether the DSA launched by the

attacker is successful. Define R; £ [rm, 1(2)’ ... (N)] eR
where 1\ 2 [r) 70 L rT € O, V) e (1,2,... N},
and r(j ) € K for any i and /. R denotes the set of all poss1ble

|O|N, and O denotes the set of all
= |K|L. Under hypothesis

R; Wlth cardmahty IR| =

possible r; ) with cardinality |O]|
‘Hy, for any R, e R,

Pr{U=R;|H}
=Pr{U=R;|E, H} x Pr{€|H;}

e | <prfe]0])

=r|e. ]
=Sl

due to the fact that {i1; W j=1 are statistically independent.
The notation £ in (5) stands for the event that the DSA is
successful, and £C is the event that the DSA is not successful.

If the j-th IoT device is honest, then i;; = uj;, VvVl €
{1,2,..., L}. On the other hand, if the j-th IoT device is
malicious, then itj; =u;;, V1 € {1,2,...,La—1}and i1;; =
ujg, ¥l € {Lo, Lo+1, ..., L}. Moreover, if the DSA launched
by the attacker is successful, i.e., £ happens, then &;; =i,

Vie{L L, +1,...,
{LhLi+1,...,

Lo — 1}. Otherwise, itj; = uj;, VI €

Lo — 1}. As such, we can obtain®

Pr{ﬁj =r§j)’5,7'(1}
:Pr{ﬁj =r§j)‘j ¢A,6,H1}
xPr{j ¢ Al &, Hi}
+Pr{ﬁj :rl(j)‘j € A,S,Hl}

xPr{jGAIE Hi}
La—1

—(1—05)1_[[7(])4‘0[1_[[7(])1_[17(,), (6)

SWe define LX £ max{L,, 1} to subsume the case where L4 = 0 and
Ly=0.
5We define Hﬁ’f(.) —1ifly <1y.
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due to the fact that {z j,1)i are statistically independent, and
similar to (6), we can obtain

Pr {ﬁ m]ec Hl}

—(1—W)HPI<1>+“HP () H i ()

=1 pger M

(7

From (5), (6), and (7), we can obtain that under Hi, for any
R,‘ (S R,

Pr{U = R;|Hy)
N La—1

=7 1] (1—a)1'[p<,)+a H P H Pl
j:1 1, l,

N Lo
+a-ry{[] (1—a>]'[pff,l->+aHpr’_{,l->
=1 " =1 "

j=1

L
X H P(/>:| (®)

Z=L0+1

Similar to (8), we also can obtain that under hypothesis Hy,
for any R; € R,

Pr{U = R;|Ho}
N La—1
=P <1—a>qu+a H 9,0 H 40
j:l 1, 1,
N Ly
H H
+(1— Py 1‘[1 1“")qu5-5> +a111q,;5>
j= = ’ = ’

X H qm 9)

I=Lg+1

By evaluating (8) and (9) for all possible R;, we can obtain
the probability mass functions p £ [p1, p2, .-, p|R|]T and
q =2 [q1.92,...,qr /)" of U under hypotheses H; and Ho,
respectively, where p; £ Pr{U = R;|H;} and ¢; £ Pr{U =
R;|Ho} are the probabilities of the event {U = R;} under
hypotheses H; and Hp, respectively.

According to Stein’s lemma, the KLD indicates
the best error exponent of the miss probability under
the Neyman-Pearson setup [47]. To this end, we choose the
KLD as the performance metric for the BIoT, and pursue a
guaranteed detection performance of the BIoT for all possible
malicious-data distributions p® and q®.

It is seen from (8) and (9) that the probability mass functions
p and q are functions of p? and q® in (3), and hence, the KLD
D(q||p) between q and p is also a function of p? and g,
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which can be represented by Do(pB s qB ), that is,

Do (pB, qB) £ D(qllp)
R|

Pr{U = R;|Ho)
=" Pr{U = Ry|Ho} log ———— =170
- U = RilHoHog 5o =R 17y)
(10)

A guaranteed KLD for all possible malicious-data distribu-
tions can be obtained by solving the following optimization
problem

min Dy (pB,qB) (11a)

p2.q8

st.0<pP<1,0<q¢f <1, Vkek, (11b)
dpi=1 Dlgf=1 (11c)

kekC kelC

In general, the objective function Do(p ,q By in (11a) is
a nonconvex function of p? and qf. Thus, it is generally
intractable to obtain the optlmal solut1on to (11). To address
this issue, we propose a relaxation method which converts
the nonconvex optimization problem in (11) into a convex
optimization problem, which is elaborated below.

Note that for each R; € R, Pr{U = R;|H;} in (8) can be
rewritten as

Pr{U = R-IHl}

—(1—G)NHP<1>HP<2> HP<N>

L=1 tlll th

+ > FlmP<”+ Z AimP, (12)
meM meM
where W; is the probability that U = R; and all the N IoT
devices are honest under H;. M £ {1,2,...,2Y — 1} whose
elements are used to specify all possible states of the N IoT
devices except for the state that all the N IoT devices are
honest. The state of the j-th IoT device is indicated by S,I,Y )
which is the j-th digit of the N-bit-long binary sequence SZ
converted from a decimal number m. We define that S,I,\,’ () =
1 indicates that the j-th IoT device is malicious, and S,IX ()=
0 indicates that the j-th IoT device is honest. In (12), I'; p,

rY A m, and P? are defined as’

i,m’ ,m

Tim 2 Py(1 — )N g™ H v, (13)
j=1
N
1 1
P & H i) (14)
Aim & (1= P =) ~"ma HA,“,,Z, (15)
Jj=1
N
2 2
Pi(,rri = H pi(,j),m’ (16)

j=1

7For simplicity of notation, we define 00 = 1, and hence when o = 1 and
nm = N (e, m =2 — 1), we have (1 — )N —"m =1,
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La-1 . )
) o 12 Pf_(’j)’ it SN(j) =1,
yl m L H o . Ny, (17)
[ P if S, (j) =0,
il
M-, pB,. ifSVG)=1,
Pl(lj)m 2 =L} P, m as)
1, if SN(j) =0,
L : .
. [T2 Plfj)’ it SN(jH)=1,
AR (19)
o [T P Gy it SN (j) =0,
il
L . )
2 a Hl:Lo-H pﬁj)’ if Srz;;](]) =1,
Pijm = il . (20)
L, if Spy(j) =0,

and n,, is the number of malicious IoT devices when the states
of the N IoT devices are specified by Sz . In other words,

o =310 [ 0],
j=1

where 1y[x] = 1,if x € X, and 1x[x] =0, if x &€ X. For
example, if N = 3 and m = 1, then S? = 001, Sf(l) =0,
S3(3) =1, and n; = 1. As such, I';, mP( ) is the probability

,m

that U = R;, the DSA is successful, and the states of the N
IoT devices are specified by S,/,\f under H;j. !sz(n: is the
probability that U = R;, the DSA is not successful, and the
states of the N IoT devices are specified by S,Ix under H;.

Similar to (12), Pr{U = R;|Hp} in (9) can be rewritten as

2y

Pr{U = R'IHO}
L
_(1—a)NHq " Hq@) 11 g%l
=1 ’ll In=1 ily
£,
1 2
+ > AmQ + D @m0, (22)
meM meM
where
Ai,m 2 P (1 —_ a)N Tt yMm H Sl(JW)” (23)
j=1
N
1 1
oM 2 T4, o
N .
Sim £ (1= PYA— )" e [T o), (29)
Jj=1
N
2 2
0 2 [ T4 (26)
j=l
La—-1 H . N/
() a 1=Al qrﬁj)’ if Sm () =1,
Sm SV L H e N 27)
[li= q if S¥(j) =0,
il
L B . Ny
gV - Mry 9,0 it 5, (j) =1, o8)
R R if SN (j) =0,
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L . _
| ) qu(j), it SN(j)=1,
il

) &
¢ = L Ny (29)
b H1L=1 ‘I:{j)v if Srlr\z](]) =0,
il
M, ifsyG) =1,
2 =Lo+11 () m
ql{j{m 2 0 T (30)

1, if SN(j)=0.

In fact, Ajn Q! is the probability that U = R;, the DSA is
successful, and the states of the N IoT devices are indicated
by SZ under Ho. P; Qﬁiz is the probability that U = R;,
the DSA is not successful, and the states of the N IoT devices
are specified by SZ under Hy. Note that from their definitions,
r p® Q(l) and Q,(Zrzl are products of quantities between

im’ " i,m’ i,m’
zero and one. Hence we have PV Pl.('zz, Ql(lrl, Ql(zril e [0, 1]

forany i =1,2,...,|R| and mlém/\/l.

For simplicity of notation, we define Z = {1,2,...,|R|}.
Note from (2), (13), (15), (17), (19), (23), (25), (27), and (29)
that for different i € Z, the signs of I';,,, Ajn, Aim, and
®; ,, remain unchanged, respectively. Hence, we can define
Mr 2 (m € M[Tim # 0}, Ma 2 {m € M|Aj, # O},
Ma & (m € M|Ajm # 0}, and Mo £ {m € M|®;y # 0)
for any i € Z. We also define P,(nl), Vm € Mr, Pg),

VYm € My, Qf,}), Vm € My, and Q,(,%), Ym € Mg as vec-

tors stacking {P\))}icz. (Pmliez. (@) }icz. and {QF) }icT.
respectively. Note from (12) that if I';,, = 0, then Pi(’llz
does not affect Pr{U = R;|H}, and thus does not affect
Do(p?,q®). Similarly, if either A;,, = 0, A;, = 0,
or ®;,, = 0, then the corresponding Pl.f%n), Qf’lrzl, or Ql(zrzl

does not affect Dy(p?, q®). In light of this, we define 8 as

a one by [, .7(IMr| + [Ma] + [Ma| + [Ms]|)] vector

. 1 2 1
stackmg {Pi(’nz}iez,me./\/lr’ {Pl‘(,ng}iel—,mEMA’ {QE’,Z,}iEI,mEMA9

and {QEZ,L}iEI,mG M, Which are the parameters of Do(p®, q®).
It is seen from (8), (9), (10), (12), and (22) that Do(p®, q®)
can be rewritten as

D1 ®) 2 Do (", a")

— . ; (1) . @)
L ’ i,m 2 r,m
=> (@ + D AimQi+ D Pim0 )

> >

iel meM meM
1 2
e+ > Ai,leg,,Z,‘i' > cbivmgz(‘,nl
meM meM
x In 0 @)
v+ > LimP;,, + > Aim Py
meM meM
1 2
ZZ @i‘l‘ Z Ai,mQE’yzl"_ Z (Di’leg,er
ieZ meMa meMeo
1 2
O+ X AmQ+ > ®iw0l)
meMap meMo
x In o @ 3D
\I’i“r‘ Z 1—‘i,mpl',m'i_ Z Ai’mpi,m
meMr meMp

Note that if S,f{ (j) = 1 which indicates that the j-th [oT device
. . H La—1 L

is malicious, then yi(,irz)pi(,j),m = [1,4 pgf,') HI:LX pﬁj)) =
Prii; = r'|j € A, &, Hy}. It SN (j) = 0 which indicates that

the j-th IoT device is honest, then yl.({n) pl.(lj)m = H1L=1 pl‘(1j> =
’ e Tt
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Pr{a; = rgj)|j ¢ A, £, H1}. Hence, we can obtain that

N N
> [Tt = 3 TPty =10, 70

ieZ j=1 i€l j=1
N .
= > > > ] ertay =
00 fMeoi=l
=1, (32)

where V; € {{j € A, &}, {j € A, £}}. By following a similar
argument, we can obtain

N
2 xnrn =1

ieZ j=1

(33)

By employing (11c¢), (32), (33) and Zkelc p,fl = 1, we can

obtain two constraints on Pi(2 and Pi(fn) that

N
1 — i (1
S ity = Bt =0 e 3 [T

ieZ i€l j=1
= P,(1 — )N "™ Vm e Mr, (34)
N
2 - IR
S AimPl) = (1= Py =)V e > 40 p2),,
ieZ i€l j=I1

=1 - P)(1—a)N g™ ¥m e Mp. (35)
Similar to (34) and (35), by employing (11c) and Zkeo q,f{ =

1, we also can obtain two constraints on Ql(lril and QEZIL that

> AimQ =PI —a)Y e ¥me Ma,  (36)
i€l
> im0l =1 = Py =)V e Vm e M.
iel

37

Hence, the optimization problem in (11) can be relaxed to the
following optimization problem

moin D1 () (38a)
st. PO e[0,1], VieZ, ¥me Mr, (38b)
P2 €[0,11, VieZ, Vme My, (38c)
0!) €101, VieZ, VmeMa, (38d)
0% 10,11, VieZ, Vme Mo, (38e)

constraints (34)—(37).

Moreover, the optimal value of (38) provides a lower bound
on that of (11a), and hence indicates a guaranteed performance
for the distributed detection over the BIoT in the presence of
attacks.

Lemma 1: Unlike the original optimization problem in (11)
which is nonconvex, the optimization problem in (38) is a
convex optimization problem.

Proof: Refer to Appendix A. [ ]
Note that the feasible set of the problem in (38) is the
intersection of the closed sets specified by (38b)—(38e) and the
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affine hyperplanes specified by (34)—(37). Hence, the feasible
set of the problem in (38) is closed. In addition, since the
feasible set of the problem in (38) is bounded and the objective
function in (38) is continuous, we know from Weirstrass’
Theorem that an optimal solution to the optimization problem
in (38) exists [48]. In the following theorem, we provide
the analytic form of the optimal solution to the optimization
problem in (38).

Theorem 1: The {P, ,(,l }zeI meMr>
{ *(2

im }IEImEMAr {Q }ZEIMEMAY and {Q }IEImEMq>
to the optimization problem in (38) has the followzng analytic

expressions that Vi € Z,

optimal solution

(g*(l)A* \Pi_Zm’eMAAl m’ P,*mz) *
. _Zm’ m lm’P*(l)
P:’(nl) =min EM;\( } = v, Yme Mr,
i,m
(39)
(f*(Z)A*_\IJ Zm eMrrt m’P*(l) "
. _Zm m Al m’P*(Z)
Pffnz)zmm EM/I\\\( } - v, Yme My,
i,m
(40)
(g*(l)B*_() ZI"’EM@ lm/ Q*(Z) ] +
. Z"l I71 Al.”'l Q*(lz
Q;k,irll) =min EMAA\ L JAp, Vme My,
i,m
(41)
(g*(Z)B*_() Zm’eMA lm’Q, (,-,1,) 1)
. Zm m q)l.W, Q,' m'
Q?ﬁ) =min EM‘;\ ! : Ay, Vme Mo,
i,m
(42)
where [x]T £ max{0, x} for any x, Al’.‘ £ @ +
*(1) *(2) A
ZmEMA Ai»m Qz m +1 ZmEMq> iin m’ zal’ld ]B* 2*
i + Zme./\/lr [ sz*l(n) + ZmEMA Ai, mP*( ) C*( )’ g*( :

*(2)

*(1) and  $qm

S
! - 2
ZiEI Fi’mP:l’(n) = P_;(l — Ol)N l’lmanm, ZieI Ai,mP'*( ) —

i,m
(1 — P — )N Tmemn, 3 2 AW QFY = P -
N and ¥ g @i Q% = (1= P)(1—a)N"mg™n,
respectively.

Proof: Refer to Appendix B. ]
Theorem 1 provides the analytic form of the optimal solu-
tion to the problem in (38). However, as shown in (39),
(40), (41), and (42), the analytic expressions of P*(l) pr®

i,m ’
Ql*;ll) and Q*(Z) are coupled with each other. In light
of this, we propose a coordinate descent algorithm to
obtain the optimal solution to the problem in (38) which
is summarized in Algorithm 1. In order to describe the
Algonthm 1 concisely, we first define 0" as a vector stacking

{Pt(m (t)}’GI meMrs {Pz m, (l)}tef meMp s {Q, m, ([)}IGI meMap>s

are positive constants which ensure

3453

Algorithm 1

1: Initialization: Arbitrarily initialize the PMFs p® and q?
in (3) and then initialize P, Vim € M, PP, Vm € My,
anl), VYm € M, and Qﬁ,%), VYm € Mg in 6 by using (14),
(16), (24), and (26), respectively. Update 8 with 6. Set

t = 0, and choose a small constant € > 0.
2: Calculate D) £ D1(0¥) by using (31).

3: Repeat

4 form=1,....,2Y — 1 do

5: Calculate n,, by using (21).

6 fori=1,...,|R| do > minimize over Pﬁ,})

7: if I'; ,, # 0 then

8: Calculate A; by using (43) with 8 < ).

9 Update Pl(rz (t+1) by using right-hand side of
(39) with AY < A;, Pl*’(nz) Pl(?n),, m' € May,
and Pl*,(nl,) <« PI(’B,, m’ € Mr\{m}.

10: end if

11: end for '

12: PD  p! )(r+1) and update 8" by replacing Pm o

with Pm)(t+l)

13: fori=1,...,|R| do > minimize over Pﬁf)

14: if A,-,m ;é 0 then

15: Calculate A; by using (43) with § < 0,

16: Update P; nz (t+1) by using right-hand side of
(40) with A7 < A;, P < P m’ e M.,
and P2 « P2 m' € Mp\{m}.

17: end if

18: end for )

19: P2 « P’(n)([ 41y and update 0" by replacing Pm 0

with P?
m, (t+1)

20: fori=1,...,|R| do > minimize over Qﬁ,})

21: if Ai,m 7& 0 then

22: Calculate B by using (44) with @ < ).

23: Update Ql m.(t+1) by using right-hand side of
(41) with B < B;, 072 <02 'm' € Mg,
and Q7)) < 01" m' € Ma\(m).

24: end if

25: end for

26: Q\l « Qm (r+1) and update 0 by replacing Qm ©

with Qm (t+1)"

27: fori=1,...,|R| do > minimize over Qﬁf)

28: if ®;;, # 0 then

29: Calculate B by using (44) with = 0.

30: Update Q i1 by using right-hand side of
(42) with Bf < B;, 0} < 0\ .m' € My,

(2) @)
and Q7 ) < Q). m' € Mg\{m}.

31: end if

32: end for 5 s

33 QY « an)(ﬂrl) and update ) by replacing Q’;?([)

with Q).

34: end for

35: 90D 9@,

36: 1 <t + 1. Calculate Dy 2 D1(8) by using (31).
37: Until | Dy — Dg—1y| < €.

38: Output: D;(0"), 9.
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v

Fig. 1. The diagram of the capped water-filling method.

and {Qf’z,zl’(t)}ief meMeg» and define PY v e Mr, p?

m, (t)’ m,(t)’
Vm € My, Q,(" (t), Vm € Mp, and Q Vm € Mg as

vectors stacking {P, m, (t>}t€I’ {P, m, (t)}tef’ {Q, m, (Z)}IGI, and
{Ql( . (l)},d, respectively. We also define

m,(t)°

A2 O+ D MmO+ D im0l (43)
meMap meMg

Bi2Wi+ > TimPh+ D AmPl.  (44)
mEMr mEM/\

Theorem 2: Algorithm 1 can converge to the globally opti-
mal solution to the problem in (38).
Proof: Since the problem in (38) is a convex optimization
problem and the objective function (38a) is twice continuously
differentiable, the coordinate descent method can converge to

its optimal solution [49]. m
The constants {lf(,il), ;;‘y(n%), ;;’(7}1), and ;*(2) in

(39)-(42) can be obtained by employing a variant of
the water-filling procedure which is referred to as a capped
water-filling method. We take Step 9 of Algorithm 1
as an example to describe this procedure, which is
illustrated in Fig. 1. Note that in Step 9 of Algorithm 1,
P e mevimy PG bemtn - AQ0 hwera - 1Q b
are considered as known constants. For each i € Z, we first
calculate A; by using (43). Then we calculate the minimum
B; by using (44) with P;g = 0 and the maximum B; by
using (44) with Pl.(j,z = 1, which are denoted as €2; ; and
Q;.u, respectively. In Fig. 1 where |Z| = 4, for each i € Z,
we first draw a rectangle with the area, the base, and the
height equal to €2; 7, A;, and €; yy/A;, respectively.

Then we start to gradually increase the level {J,(,,lq) of “water”
from its initial value zero. Once {D( ) reaches ;1 /A;, the
water begins to fill the portion of the i-th rectangle that is
above ;1. /A; (see the red parts of the rectangles in Fig. 1).
As ;'*(1) increases, if {;f,},) passes €2; y/A;, then the portion
of the i-th rectangle that is above $2;/A; has been filled
up, and hence the water can no longer fill the i-th rectangle.
The water in the rectangles is indicated by the rectangles
filled with inclined lines in Fig. 1. The process of increasing
{f,k,(,;,) is stopped when the total area of the rectangles filled
with inclined lines is equal to Py(1 — )Y "7/, and the

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 18, 2023

—+—Minimum KLD obtained by the PGD
—#— Performance Guarantee from Algorithm 1

Minimum KLD

0 0.2 0.4 0.6 0.8 1
o

Fig. 2. Comparison between the minimum KLD and its guarantee.

corresponding value of CS‘% is the desired value of g“p(l)
in (39) which is depicted by the green line in Fig. 1. The
procedures to solve (40), (41), and (42) are similar to this
capped water-filling procedure.

IV. NUMERICAL RESULTS

The optimal objective of the problem in (38) yielded by
Algorithm 1 provides a guarantee on the detection perfor-
mance of the BIoT in the presence of attacks. To corroborate
this performance guarantee, we numerically investigate the
optimal solution to the problem in (11) by using the pro-
jected gradient descent (PGD) method with multiple initial
points [50]. In all the following simulation results, we con-
sider the scenario where C = {0, 1}, N =4, pH = [0.1,0.9],
q’ =10.9,0.1], and L = 4.

As the probability « that an IoT device has been hacked
into varies from O to 1, Fig. 2 depicts the minimum KLD
obtained by using the PGD with multiple initial points and
the performance guarantee yielded by Algorithm 1 for the
case where Lo = 3,Ls = 3, and P; = 0.0118, which are
marked with ‘+’s and pentagrams, respectively. It is seen from
Fig. 2 that the performance guarantee yielded by Algorithm 1
provides a lower bound on the minimum KLD obtained by the
PGD, which provides valuable insights into the worst detection
performance of the BIoT in adversarial environments.

Next, we investigate how the value of P; impacts the
minimum KLD and the performance guarantee obtained from
Algorithm 1. As « varies from O to 1, Fig. 3 depicts the min-
imum KLD obtained by using the PGD with multiple initial
points and the performance guarantee yielded by Algorithm 1
with different P for the case where Lo = 2 and Ly =
2. The blue curve marked with ‘x’s and the orange curve
marked with triangles illustrate the minimum KLD obtained
by using the PGD and the performance guarantee obtained
from Algorithm 1 when Py = 0.0027. The yellow curve
marked with squares and the purple curve marked with circles
illustrate the minimum KLD obtained by using the PGD and
the performance guarantee obtained from Algorithm 1 when
P; = 0.0118. The green curve marked with ‘+’s and the cyan
curve marked with pentagrams illustrate the minimum KLD
obtained by using the PGD and the performance guarantee
obtained from Algorithm 1 when Py = 0.1278. It is seen from
Fig. 3 that the performance guarantees yielded by Algorithm 1
still provide lower bounds on the minimum KLDs obtained by
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Fig. 4. Comparison between the minimum KLD and its guarantee for
different Ly and L 4.

the PGD for different P. In addition, Fig. 3 shows that as P
increases, the minimum KLD and the performance guarantee
both decrease. This is because as P; increases, the probability
of successfully launching a DSA becomes greater, and hence,
the detection performance of the BIoT is degraded to a larger
extent.

Fig. 4 depicts the minimum KLD obtained by using the
PGD with multiple initial points and the performance guar-
antee yielded by Algorithm 1 with different Lo and L4 for
the case where P; = 0.0118. The blue curve marked with
squares and the orange curve marked with circles illustrate
the minimum KLD obtained by using the PGD and the perfor-
mance guarantee obtained from Algorithm 1 when Ly = 2 and
L4 = 2. The yellow curve marked with ‘4+’s and the purple
curve marked with pentagrams illustrate the minimum KLD
obtained by using the PGD and the performance guarantee
obtained from Algorithm 1 when Lo = 3 and L4 = 3. The
green curve marked with ‘x’s and the cyan curve marked
with triangles illustrate the minimum KLD obtained by using
the PGD and the performance guarantee obtained from Algo-
rithm 1 when Lo = 3 and L4 = 2. Fig. 4 also shows that the
performance guarantee yielded by Algorithm 1 provides valid
lower bounds on the minimum KLD obtained by the PGD.
In addition, Fig. 4 shows that as Ly and L4 increase, the
minimum KLD and the performance guarantee both increase.
This is because as Lo and L, increase, the numbers of
counterfeit blocks in the counterfeit branch and the authentic
branch both decrease. Therefore, the detection performance of
the BIoT becomes better.

V. CONCLUSION
In this paper, we considered distributed detection over
a BIoT in the presence of attacks which jointly exploit
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the vulnerability of IoT devices and that of the blockchain
employed in the BIoT. The pursuit of a detection performance
guarantee for the BIoT has been cast as a relaxed convex
optimization problem, and the analytic expression for the
solution to the relaxed convex optimization problem has been
derived. Moreover, based on a capped water-filling method,
we have developed a coordinate descent algorithm with guar-
anteed convergence to solve the relaxed convex optimization
problem.

APPENDIX A
PROOF OF LEMMA 1

Let 6 denote a vector stacking {P( YieZ,meMp
POz mentns (O Viczmentss and (02 )iz ments.
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(1 —py i+ > Fl,mP + > AlmPi,m
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where the inequality in (45) comes from the fact that for
any nonnegative daj, az, ...,a, and by, ba, ..., b,, we have

>0 ailog Zi >0 a,)log Z‘ ‘ 4 Therefore, D (0) is a

(40)
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convex function with respect to #. Moreover, since the inequal-
ity constraint functions in (38b)-(38e) are convex and the
equality constraint functions in (34)—(37) are affine functions
of 0, the optimization problem in (38) is a convex optimization
problem.

APPENDIX B
PROOF OF THEOREM 1
Define P;(l), Ym € Mrp, P,’;(Z), Ym € My,
QWM. vm e Ma, and Q:?, Vm e Mg as
vectors  stacking  {P\hiez.  {PIDVier. (O Vet
and {Qz(rﬁ)}iez, respectively.  Let D]"(Qi,})) =

1 1 1 1
Di®NQY = Qe raimys (P = PEV ) e aare,

P2 =P, Q) = an(?)}m/e M, Which indicates
that we only consider Q" in @ as the variable of
D¥(Q!)), and the other parameters in @ are set to
be the globally optimal solutions to the optimization
problem in (38). Similarly, we  define D;(Q,(f)) £

DiOHQY = QP hwemaorim- PG = P2 he

P2 =P e, Q) = QM e, D@D 2
DiOIP) =P py iy (P = PEP e,
QY = QM wers. Q2 = QP Ywerts.

D;®2) 2 DiOIPY =P P cnty\im. (P) =P
wemr QY = QM ety {Q@) Qe Mo-
PVt meMr’ (P ieT meMy -

{Q:k(m)}teImEMA’ and {Q, m }leI,mqu> are the globally
optimal solutions to the optlmization problem in (38),
we know that

and
x(1)
m’ }

Since {P,

QMY = argmin D} (Q,(,l)) ,Vm e Ma “47)
o
s.t. constraints (36), (38d).
Q'@ = arg min D} (Q,(,f)) ,Vm € Mg (48)
@
s.t. constraints (37), (38e).
P*(l) = arg min D} (P(l)) ,Vm € Mr (49)
p(h
s.t. constraints (34), (38b).
P*® — argmin D} (pg,?) Vi € My (50)

Py
s.t. constraints (35), (38c).

From (31), we can obtain the following property of the optimal
solution.

Claim 1: The globally optimal solution to (38) cannot give
rise to that AT > 0 and B} =0 for any i € 1.

Proof of Claim 1: We prove this claim by contradiction.
Suppose that the globally optimal solution to (38), denoted
by 6%, gives rise to that A% > 0 and B} = 0 for some
i’ € T. We know from (31) and the definitions of A and B}
in Theorem 1 that D;(8*) = oo. From (12), (13), (15), (17),
(19), and the definition of B, we know that B;? = 0 only
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if « =1 and F/2N IPT(zll)V 1—Ar2N IPT(2212/ ]—0 Note

that if « = 1 and Py > 0, then T'y ,v_; > 0, and hence

P} =0.Ifa=1and Py =0, then A;,v_, > 0, and

i’ 2N 1 (2)
k
hence P’ZN |

I|P*§1N) [ > 0pif P> 0(oritefie I|P*§V) |

P; = 0). It’'s worth mentioning that when ¢ = 1 we can

= 0. We first arbitrarily pick an i" € {i €
> 0} if

always find such an it due to the constraint in (34) that
ez Tion_ 11’*;}1) , = Ps > 0if P > 0 (or (35) that

Sier Ao 1P*§2N) | =1-P;>0if P, = 0). We increase

*(1)
i, 2N — 1
min{1, (I';+ 2N_1Pﬁ’2N_1)/ Cyov_q} if Py > 0 (or increase
#(2)
i',2N~1

min(1, (Azi v PEO, |
*(IZ)N , by the constant €'y ov_y/ T vy
> 0 (or decrease the value of P”;(?N .
constant €Ay on_1/Asiov_y if Py = 0) so that the value
of > ez Tion_ lpé}v) oo e Ao 1P*§v ;) doesn’t

change and hence the constraint in (34) (or (35)) still holds.

the value of P, by some constant € where 0 < € <

the value of P, by some constant € where 0 < € <

)/ Ay on_1}if Py = 0), and decrease
the value of P

if Py by the

By domg so, the adjusted B, denoted by I§ can be written
as B,—Gr/zN 1>01fPS>0(0rB,_eA/2N 1> 0if
Py = 0). Moreover, since P* 2N y— €Ly /Ty ov ) >0

(or P*%)N = (€Ayon /A gv_p) > 0), the adjusted B,

ie., B;, satisfies él.t > 0.
By following the same procedure for all i’ € Z such that
A7, > 0 and Bj; = 0, we obtain a new solution based on

the globally optimal solution, denoted by é*, which gives rise
to A;" > 0 and Iéi* > 0, Vi € Z. We know from (31) that

. Lo . L Ak
this new solution # leads to a finite objective value D (6 ),

and hence Dl(é*) < D{(#%). This contradicts the optimality
of the globally optimal solution #* to (38). Therefore, the
globally optimal solution to (38) cannot give rise to that AT >
0 and Bf =0 for any i € 7. |

We can know from Claim 1 that for the globally optimal
solution to (38), if B} =0, then A} =0, and if A* > 0, then
Bl.* > 0. Next, we will solve (47)—(50). First, we consider
the optimization problem in (47). Since the problem in (38) is
a convex optimization problem, the problem in (47) is also
a convex optimization problem. Noting that the inequality
constraints in (38d) of the problem in (47) are affine, and the
feasible set of (47) is not empty, the weaker Slater’s condition
for (47) holds, and hence, the Karush-Kuhn-Tucker (KKT)
conditions are the necessary and sufficient conditions for the
optimality of the solution to the problem in (47) [51]. Hence,
we can pursue the optimal solution to the optimization problem
in (47) by solving the KKT conditions for the problem in (47),
which can be written as Vm € M,

Vb F (Qﬁr}), Bims B2, ms 3.m) = 0, (3la)
(t) f(l)) =0, I’Lgan (Ql)(') =0, Viel, (51b)
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fggl)’g(gl)<1> =0, Viel, o)
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(1) O S0 VieT
Hyms Mo =V, VI EL, (51e)
(i) & D (l) A M
where fQ(]) = Q, m’ Qf,l) = Qi,m -1, hQir}) 2
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0
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(52)
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1

(Ql?’p Ql(rZz 1 <0, and f(l<|> +g(l)(1) l, we know from

(51Db) that,

@ @)

MlmMZm—O,ViEI,VmEMA. (53)

Let MT(Z’ P‘;(Z’ and %, be the optimal Lagrange multipliers.
For any m € M and any i € Z, we know from (51b), (51¢),

(51e), and (53) that the optimal solution Q ) to (51) satisifies

Q;(r’? =0, if /,L*() > 0 and ,u*(') =0, (54
o1V =1, if M*() =0 and ,u*(') >0, (55)
01 10,11, if u}") = 3 = 0. (56)

For any i € {i € Z|B]" = 0}, we know from Claim 1 that if
Bf =0, then AT = 0. Moreover, we know from the definition
. . x(1)
of AT in Theorem 1 that A7 = 0 implies that Q;, =0 for

all m € Mx.
From (31) and (51a), by taking the partial derivative of (52)
; (1) . .
with respect to Q; ) for any m € Mx and any i € {i €
Z|B; > 0} and setting it to zero, we can obtain that Ym € Mx
and Vi € {i € Z|B} > 0}, the optimal solution Q; (1) satisfies

,m
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Ot X Aiw Q) A O+ S i OF)
1 m'e M a\{m} m'eMaeg
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—Aig + 150 = 130 — kA
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Next, we will develop Q*(l) for any m € M, anyi € {i €
Z|B; > 0}, and different value of ;,Lg . Dy using (58). We first
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define

1},

Sam = exp =3, — (59)

which only depends on w3, .

Claim 2: For any m € Mpa and any i € {i €
I1B; > O}, if Ggo' BY < O + Xentayom D OF0) +
> 'eMe zm/Q, Sn/, then in order to make (58) hold,

1
o 2

Proof of Claim 2: For any m € M and any i € {i €
Z|B} > 0}, if K*(I)B* < O+ Xemapm Diw Q) +

Zm’qu) ,-,m/Qi m,, then by using the definition of Bl?" i
Theorem 1, we can obtain
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that

Ot > Aw Q)+ Am Q)+ S 0w Q)
m'e Ma\{m} m'eMaeo
1 2
v+ > Fi’m,p:’(n/) + 3 A m’P*( )
m/e./\/lr m EMA
0; + z 1 m’Q*(l) + Z ; m/Q:k(,i)
m' e Ma\{m} meMeg
Wit > TP+ > AP
i i,m ’ im' i
m'e Mr m' e My

> L4t (61)

Comparing (61) with (58), we can obtain that in order to make
(58) hold,
(i) (i)
s %
Pim — Pom >0, (62)
At,m

*(l) = 0 due to the fact that

(i)

which yields /L*() > 0 and u,
there are only three combmatlons of the signs of w,  and
1159 which are illustrated in (54), (55), and (56). If M*“)
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which implies that Q') = 0. The proof of Claim 2 is
completed. |
Claim 3: For any m € Mpa and any i € {i €

I\BF > 0}, if (XWBr > @ + D rena\pm i Q50 +
Aim+ zm,qu) z,m’Q,- m,, then in order to make (58) hold,
x(1) ’

Qi,m =1L

Proof of Claim 3: For any m € M and any i € {i €
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Aim + DweMe i,m/Q:.ksﬂf, then by using the definition of
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which implies that Q*(]) = 1. The proof of Claim 3 is

completed. ]
Claim 4: For any m € Mpa and any i € {i €
IIBf > O} if Lo Bf € O + X enta\om A,m on) +

zm’qu; lym/Q;k,(m?’ Oi + 2w ‘e Ma\{m} Az,m/Qi,m/ + A+
Zm,qu) @i,m/Q;(n?), then in order to make (58) hold,
Q;-k,(,,l,) = ((;,(;711)3,-* — O — 2 eMa\im) Ai,m’Qz(nll? -
S e ma Pim Qi) Aim.

Proof of Claim 4: First, we show that for any m €
Mpa and any i € {i € Z|B} > 0}, in order to make

(58) hold, ,u*(') = ,u;(') = 0 for the case that ¢y B¥ €
@ (@]
(©; + zm "e Ma\{m} Al m Q;km + Zm 'eMo Dim Q;km; 0; +
Zm 'eMa\{m lm,Ql m’ +Al m +Zm "'eMo tm/Q*( ))
Note that there are only three combinations of the signs of

/LTO) and M;(i) which are illustrated in (54), (55), and (56).
It 'u*(z) ~ 0 and M*(l) = 0, then from (54) we know that

1,m

Q;k,(nlz) = 0. Hence, (58) is equivalent to

®i + Z l m' Q*(l) Z
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m' e Mr m'e Mp
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1
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im’Q
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> Lqm -
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for the case that (i0)B¥ € (O +

M0l ety P 01201 +

Zm’eMA\{ IM’QT(,,I,) + Aim + Zm 'eMo zm’Q*(z))
we have g“q(m)B* > 0; + ZmeMA\{m}Azm’Q*(l)

2 om'eMe i,m/Qi m, which implies that

However,

2 m'eMa\m)

0; + Z t m’ Q*(l) Z t m/Q*(z)
m/EMA\{m} m EMQ) < g_*(1)
D) *2) q.m>
Uit > TiwP+ X AP
m EMF l m EMA l
(72)
which contradicts (71). Hence, u 1( '~ 0and [,L = 0 cannot

make (58) hold for this case. If ul(') =0 and u*( D> 0, then

from (55) we know that Q*(l) = 1. Hence, (58) is equivalent

to
®i+ Z Al m’ Q*(])+Al m+ Z i, m’Q*(Z)
| m' e Ma\{m} m'eMeo
n _ D) )
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which yields
1
O;+ Z l m’Q*( ) + Az m + Z q>i,m’ Qi,m’
m'e Ma\{m} m'eMeo

Vit Y TiwP+ 3 AP
m'e Mr m'e My
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1 2
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m'e Mr m'e My

*(2)

*(2)

*(1)
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make (58) hold for this case. For the last case that /Ll(l) =

0 and u*(’) = 0, we know from (56) that Q*(l) € [0, 1], and
(58) is equlvalent to

which contradicts (74). Hence, u} 1 » = 0and ,u

1 1 2
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1 Zm M \m‘,-Atm’Q
Q7 = (77
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q,m m' e Ma\{m} =i.m

*(2) *(1)
zm’qu) im’ Qi,m/ ’ ®i + Zm’eMA\{m} Ai,m’ Qi,m’ +

Aim + Demy Lo Q:‘(n?) we can know from (77) that
Q:kgl) € (0, 1) which satisfies the constraint Q (1) [0, 1].
Therefore, for any m € Mp and any i € {i € I|B* > 0},

in order to make (58) hold, u’f‘;j = 130 = 0if g0 B; €

2
(@ + Zm 'eMa\{m} AII;n Ql m/ + Zm ‘e Mo (Dl m’ Q;kgn) @(12)+
k
Zm’eMA\ {m} A m/Qz m’ + .A%m + ZM’EMq) i»m/Qi,m’)'
From (58) and u*(l) = ,u;(;rz = 0, we can get (77) which
completes the proof of Claim 4. ]

Note that (47) holds for any m € Ma. H(e]r)lce from
k

Claim 1, 2, 3, and 4, the expression for Q can be
summarized as that Vi € 7 and Vm € My,
(za‘ﬁ?Bu) Swrermg®in 2O\
. _Zm’ M m Ai,m’Q;kE,l,;
Q;k(nli)=m1n M\ : . (78)

Ai,m

Note that (78) only satisfies the constraint Q*(l) e [0, 1].

i,m
(1)

In order to satisfy the constraint in (51d), g, should ensure
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a)N""mg"n It’s worth mentioning
*(1)

>ier Aim Q) = Pi(1—
that we know from (78) that ¢g ), must be positive so that the
constraint in (51d) can be satlsﬁed.

The processes of solving (48), (49), and (50) are similar to

the process of solving (47). Similar to (78), the solutions Q

i,m,’
Pl*r(nl), nd P*(z) to the optimization problems in (48), (49),

and (50) can be expressed as (42), (39), and (40), respectively,
which completes the proof.
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