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A B S T R A C T

The widespread adoption of Cooperative, Connected, and Automated Mobility (CCAM) applications requires
the implementation of stringent security mechanisms to minimize the surface of cyber attacks. Authentication
is an effective process for validating user identity in vehicular networks. However, authentication alone is not
enough to prevent dangerous attack situations. Existing security mechanisms are not able to promptly revoke
the credentials of misbehaving vehicles, thus tolerate malicious actors to remain trusted in the system for
a long time. The resulting vulnerability window allows the implementation of complex attacks, thus posing
a substantial impairment to the security of the vehicular ecosystem. In this paper we propose a Distributed
Ledger-based Vehicular Revocation Scheme that improves the state of the art by providing a vulnerability
window lower than 1 s, reducing well-behaved vehicles exposure to sophisticated and potentially dangerous
attacks. The proposed scheme harnesses the advantages of the underlying Distributed Ledger Technology
(DLT) to implement a privacy-aware revocation process while being fully transparent to all participating
entities. Furthermore, it meets the critical message processing times defined by EU and US standards, thus
closing a critical gap in the current international standards. Theoretical analysis and experimental validation
demonstrate the effectiveness and efficiency of the proposed scheme, where DLT streamlines the revocation
operation overhead and delivers an economically viable yet scalable solution against cyber attacks on vehicular
systems.
1. Introduction

In recent years, the symbiosis of Transportation Industry and In-
formation and Communication Technology (ICT) has become real and
created a new generation of vehicles with strong communication capa-
bilities, intending to give people a better and safer driving experience.
Besides the industrial growth of these technologies, Vehicular Ad-hoc
Networks (VANETs) and, more broadly, Cooperative Intelligent Trans-
portation System (C-ITS) have attracted much attention in academia
also, where research and standardization efforts are focused on creating
secure frameworks that enable a set of applications in the domain of
road safety, traffic efficiency and driver assistance (Tesei et al., 2018).

There are two well-established types of communication in C-ITS,
namely Vehicular-to-Infrastructure (V2I) communication and Vehicle-
to-Vehicle (V2V) communication. Communication devices installed in
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vehicles are called On-Board Units (OBU), and the ones installed in
road infrastructures are named Road-Side Unit (RSU). Using these
standardized communication protocols, vehicles can exchange safety
messages with each other and communicate directly with RSUs (Lu
et al., 2019a).

The open and vulnerable nature of the C-ITS communication infras-
tructure requires sophisticated security mechanisms to ensure a safe,
real-life deployment. Consequently, C-ITS industrial standards define
stringent security requirements, considering all the technical, societal,
legal, and economical concerns (e.g., privacy, unlinkability, anonymity,
etc.) Tesei et al. (2018).

Authentication is essential to the security of C-ITS communica-
tions. Harmonization efforts from different stakeholders have reached
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a consensus on the use of Vehicular Public Key Infrastructure (VPKI)
to manage credentials of vehicles. Among those stakeholders, it is
worth mentioning the Car2Car Communication Consortium (C2C-CC),
the Institute of Electrical and Electronics Engineers (IEEE) 1609.2
Work Group (WG) (IEEE, 2019a) and the European Telecommunication
Standards Institute (ETSI) Technical Committee (TC) ITS WG 5 with TS
102 940 (ETSI, 2021a). With a number of Trusted Authorities (TAs),
VPKI systems issue different certificates to vehicles: the Enrollment
Credentials (ECs) are the long-term certificates used to enroll vehicles
in the system; the Authorization Tickets (ATs) entitle the vehicle to
access C-ITS specific applications and guarantee driver anonymity in
the system.

However, to ensure the correct recognition of misbehaving and
malicious drivers, the privacy of the driver is said to be conditional:
the union of these two types of certificates (i.e., an EC and one or more
ATs) can reveal the driver’s identity. Indeed, the TAs are authorized to
start the vehicle identity resolution process only if it is liable for any
violation (Khodaei et al., 2018). In fact, in the recent years several re-
searchers have demonstrated that Connected and Autonomous Vehicles
(CAVs) are vulnerable to cyberattacks in real world (Parkinson et al.,
2017; Xu and Guo, 2022). As discussed in Hasrouny et al. (2017), the
attackers can be classified as insider when they are authenticated and
authorized users, while they are defined as outsider representing all the
malicious actors that do not own valid credentials. Leveraging the VPKI
security architectures described above can potentially mitigate the risk
of outsider attacks, but there can still be disruptive and dangerous
insider attacks, as demonstrated by Amoozadeh et al. in Amoozadeh
et al. (2015). In their work, the authors simulated an attack directed to
a stream of cooperative driving CAVs assuming that the malicious actor
is a compromised and trusted vehicle with a valid certificate. The attack
consists of sending falsified messages containing wrong neighboring
vehicles’ positions and speed: this falsified information causes the gap
between vehicles to dangerously change, increasing the risk of collision.
Similar attack scenarios are reported in Sun et al. (2022), Chim et al.
(2009), Rawat et al. (2012).

In these situation, misbehavior detection capabilities are mandatory
to recognize these attacks, either based on the analysis of attacker
behavior or on message data (Wang et al., 2020a). Finally, once a
misbehavior is detected, a method is needed to promptly revoke valid
certificates to the compromised vehicle, as well as a mechanism to
disseminate revocation information securely.

Unfortunately, misbehavior detection and revocation mechanisms are
not well covered by the latest US and EU industrial standard (IEEE,
2016, 2017, 2019b; ETSI, 2021a, 2020). Indeed, the current standards
exploit the revocation by expiry method that exposes harmless vehicles
o prolonged vulnerability windows in case of an attack (i.e., the
xposure can last up to 3 months in the worst case with certificate pre-
oading European Commission, 2018). This standard gap is limiting the
eployment of Cooperative Intelligent Transportation Systems (C-ITS).
n turn, research works related to vehicular revocation mechanisms lack
comprehensive method that matches the complex VANETs’ require-
ents. Indeed, research endeavors aiming to evolve the current C-ITS

ecurity state of the art should be fully compatible with the existing
tandards and requirements to have a concrete chance to be effectively
dopted in the real world.

In this paper, we present a novel transparent certificate revocation
echanism that encompasses the immutable archive of revocation

nformation using Distributed Ledger Technology (DLT). The proposed
LT-backed Certificate Revocation List (CRL) can be exploited by ve-
icles to retrieve revocation information on the fly, directly accessing
he distributed ledger every time a new secured message is received.
his method eliminates the need to distribute CRL’s content, lowering
he vulnerability window period to underneath 1 s. The results obtained
how a substantial improvement with respect to the vehicular security
tate of the art. Furthermore, this paper contributes to close a gap
2

n current US and EU C-ITS standards, which do not provide any
effective revocation mechanism for vehicles. To this end, we designed
the proposed revocation scheme to be fully compatible with the cur-
rent vehicular standards. This standard-focused research methodology
assures that the proposed scheme can be accepted in the industry,
thus enabling a wider base of adoption. Furthermore, this approach
increases the possibility to apply research results in real-world use
cases.

The capabilities of the revocation scheme are demonstrated in
laboratory experiments, thanks to the integration with our Blockchain-
based VPKI, named IOTA-VPKI, previously presented in Tesei et al.
(2018) and Tesei et al. (2021a). To this end, we generalize the IOTA-
VPKI customization for the logistics use case presented in Tesei et al.
(2021a) to support the general C-ITS environment. Furthermore, in this
paper we introduce a detailed theoretical analysis of the IOTA-VPKI
security scheme proposed in Tesei et al. (2018) complemented with the
new revocation scheme described herein. In addition, we present an
extensive security analysis based on the security objectives presented
in Section 4.2, particularly important to discuss the effectiveness of the
IOTA-VPKI vehicular security scheme.

Experimental results show that the delay of revocation information
distribution and the revocation checking time matches the require-
ments stated in the standards. Finally, we show that the delay of
the revocation checking procedure is independent of the status of
the certificate (i.e., valid or revoked), as well as of the number of
revoked certificates, both critical requirements for a real usage of the
proposed revocation scheme. We perform the validation in a pseudo-
real environment composed of an OBU, a RSU, and an instance of
the generalized IOTA-VPKI version equipped with our new revocation
method.

To summarize, the key contributions of this article are the following:

• A novel DLT-based revocation scheme to transparently revoke
misbehaving vehicles, fully compatible with current EU and US
vehicular standards, thus closing a gap in the current industrial
standards.

• A new generalized version of our previous work IOTA-VPKI (Tesei
et al., 2021a), supporting the general vehicular environment.

• A detailed theoretical analysis of the generalized version of the
IOTA-VPKI security scheme, including the details of the secu-
rity objectives considered, allowing the reader to understand the
whole picture of our research path.

• A complete security analysis of the proposed revocation scheme
based on a detailed threat model that considers different threats
for each security objective.

• Experimental results that demonstrate that the delay in checking
the revocation status of the certificate, introduced by the pro-
posed scheme, is independent of the status of the certificate and
of the number of revoked vehicles.

• Experimental results demonstrating that the proposed scheme has
a vulnerability window lower than 1 s, thus improving the prior
art, and providing a security scheme fully compatible with the
timeliness requirements of safety-related vehicular applications.

The rest of the paper is organized as follows: in Section 2 we in-
troduce preliminary concepts to let the reader understand the problem
addressed in this paper; in Section 3 we discuss relevant related works
about vehicular security schemes and certificate revocation mecha-
nisms; Section 4 presents the system overview, detailing the security
objectives and threat model, whereas Section 5 provides a detailed de-
scription of the proposed revocation scheme with extended theoretical
analysis; in Section 6 we discuss the security analysis of the IOTA-VPKI
credential management system; in Section 7 the experimental setup and
hypotheses are presented together with the discussion of the obtained
results and the comparisons with other reference implementations;
finally in Section 8 we further discuss our findings and conclude the
paper with future works. All the acronyms used in the text are reported

in Table 1.
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Table 1
List of acronyms.
V2I Vehicle-to-Infrastructure
V2V Vehicle-to-Vehicle
V2X Vehicular-to-Everything
ITS Intelligent Transportation System
ITS-S ITS Station
OBU On-Board Unit
RSU Road-Side Unit
VPKI Vehicular Public Key Infrastructure
TA Trusted Authority
AA Authorization Authority
EA Enrollment Authority
H-AA Authorization Authority in Home Domain
H-EA Enrollment Authority in Home Domain
F-AA Authorization Authority in Foreign Domain
F-EA Enrollment Authority in Foreign Domain
RA Revocation Authority
MA Misbehavior Authority
EC Enrollment Credential
AT Authorization Ticket
F-TKT Ticket to move from Home to Foreign domain
DLT Distributed Ledger Technology
CRL Certificate Revocation List

2. Preliminaries

2.1. Proactive & reactive security

Considering the vulnerable communications and untrusted networks
typical of VANETs, a privacy-preserving authentication scheme is re-
quired to protect vehicles from potential attacks. On the one hand,
authentication prevents a malicious user from impersonating an au-
thorized vehicle and broadcasting forged messages. On the other hand,
the privacy-preserving characteristic of such an authentication scheme
guarantees that the vehicles are protected against tracing.

Methods to protect vehicular systems can be broadly categorized as
proactive or reactive (van der Heijden et al., 2019). Proactive security
onsists of the prevention of potential attackers from accessing the
ystem (i.e., every mechanism that enforces a security policy, for ex-
mple, a VPKI), while reactive security consists in the detection and the
eaction steps that aim to identify and correct malicious activities within
he system (i.e., misbehavior detection and revocation mechanisms).
owever, only the fusion of these two types of protection can ensure

he high level of security required in C-ITS applications.
For example, considering the proactive security method provided

y a VPKI, having valid credentials is not enough to ensure that each
ctor of the system behaves as stated in the standards and protocols.
here are many cases in which an issued certificate should no longer
e valid. For example, related cryptographic material could become
ompromised, or changing specific fields within the issued certificate
s necessary for administrative reasons. Or even worse, when a vehicle
ecomes compromised and starts violating registration terms or obliga-
ions. Under these conditions, a reactive security mechanism is needed
o identify misbehaving vehicles. Moreover, a method to revoke the
ertificates issued to the compromised vehicle must be enforced (that
s, a vehicular revocation scheme). If a reactive security method such
s the one described is missing, false and malicious messages can be
otentially trusted by other vehicles, leading to serious accidents (Wang
t al., 2020a). To avoid this situation, the security measures must
onsider a mix of proactive and reactive methods.

.2. Standard vehicular revocation schemes: an overview

Revocation schemes mainly depend on the underlying authentica-
ion available in the vehicular security architecture. As described by

ang et al. in Wang et al. (2020a), a revocation mechanism is usually
ivided into three stages: revocation information resolution, revocation
nformation distribution, and revocation information usage.
3

To succeed in permanently revoking a compromised vehicle, it is
ecessary to resolve its real identity. This is the revocation information
resolution stage and it can be done by analyzing the malicious messages
sent by the compromised vehicles and their corresponding anonymous
certificates. Once the real identity of the compromised vehicle has
been resolved, updated information on revoked certificates should be
distributed to vehicles in the network as soon as possible, so that the
vulnerability window can be minimized. This second stage is the revo-
cation information distribution one. Finally, the revocation information
is used by vehicles to determine whether a received message should
be trusted. This final stage is the revocation information usage and it
consists of the revocation check process performed every time a new
secured message is received.

The sum of the duration of the first two steps described above,
plus the misbehavior detection time corresponds to the vulnerability win-
dow, that is, the period in which a recognized misbehaving vehicle
remains trusted by non-compromised vehicles. Furthermore, consid-
ering the delay-sensitive vehicular scenario, the revocation information
usage should be as efficient as possible to minimize the impact on the
processing latency of vehicular messages.

Generally speaking, each vehicular revocation mechanism should
take into consideration the following requirements:

• The distribution of revocation information to non-revoked vehi-
cles should be as fast as possible to minimize the vulnerability
window (Rigazzi et al., 2017);

• The revocation process should be transparent, i.e., each entity
should be able to check and track the whole revocation process
for a specific certificate;

• The revocation check process should be as efficient as possible so
that the message processing latency constraints can be matched
(at most 25 ms, i.e., 1

4 of the critical V2X messages latency time
requirement defined by ETSI in ETSI (2019a) and ETSI (2019b)
for the different basic set of vehicular applications).

As stated in Section 1, standardization bodies have reached a con-
sensus on the use of a VPKI-based scheme to authenticate and authorize
vehicles. However, an active revocation method is still missing for vehi-
cles that meet the requirements described above. From the US standards
point of view, IEEE 1609.0 (IEEE, 2019a) and IEEE 1609.2 (IEEE, 2016,
2017, 2019b) explicitly state that a method to distribute revocation
information is still an open point that needs to be addressed. From the
European perspective, neither ETSI standards (ETSI, 2021a,b, 2020),
nor the European Commission (EC) certificate policy (European Com-
mission, 2018, 2016; European Parliament, 2019) for C-ITS consider
a revocation method for vehicle certificates (i.e., ATs, and ECs). They
explicitly state that no revocation method is available for authorization
tickets and enrollment credentials (ETSI, 2021b). Existing standards
adopt a passive revocation by expiry mechanism to exclude malicious ve-
hicles from the C-ITS system. With this passive revocation mechanism,
when a vehicle is recognized to be misbehaving, the VPKI stops to issue
new certificates to that vehicle. Once the issued certificates expire, the
system definitely revokes the malicious actor. This method results in
typically long vulnerability windows. Indeed, considering the current
standards, the vulnerability window can reach 3 months in the worst
case (i.e., in the case of certificate pre-loading European Commission,
2018). This severely limits the deployment of C-ITS applications in real-
life scenarios. The evolution of security mechanisms (e.g., revocation
checking) towards minimizing the communication overhead can be
instrumental in scenarios that encompass emerging C-ITS technologies
facing stringent timeliness requirements (e.g., EDGE computing) (Tesei
et al., 2021b).

2.3. CRL-based revocation schemes limitations

The current standards define only a revocation method suitable for
Trusted Authority (TA) revocation (i.e. the VPKI’s certification author-

ities). This revocation mechanism is based on a Certificate Revocation
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List (CRL), which is a blacklist containing the certificates that have been
revoked by Trusted Authorities (TA).

In addition to the wider adoption of CRL-based revocation, this
approach comes with several issues. First, as discussed earlier, vehicular
networks are delay-sensitive. Hence, revocation information should be
delivered to vehicles as quickly as possible to minimize the vulnerability
window. To match these requirements, CRLs should be distributed
frequently causing high bandwidth consumption. This problem can be
alleviated by using compression techniques (e.g., Bloom Filter, 𝛥-CRL),
or by doing selective broadcasting based on geographic regions. For
example, in Khodaei and Papadimitratos (2020), Khodaei and Papadim-
itratos proposed a vehicle-centric efficient CRL distribution protocol.
The proposed approach fuses the concept of 𝛥-CRL (i.e., partial and
non-complete CRL updates) and Bloom Filter techniques, so that the
vehicles receive only region and time-relevant revocation information.

The proposed distribution technique is very efficient with respect to
the prior art in terms of the CRL size and vulnerability window (15 s
to distribute CRL; up to 60 s to collect all the 𝛥-CRL). However, the
size of the CRL is still dependent on the number of vehicles revoked as
reported by the results, which affects the scalability of the solution.
Furthermore, vehicle-centric approaches increase the complexity of
the RSU/OBU side. In fact, considering the RSU case, a geographic-
aware lookup on the CRL needs to be executed to broadcast the
revocation list that applies to the covered region. This issue can be
alleviated if the Trusted Authorities (TAs) directly publish the different
𝛥-CRL components with geographic information. As for the OBU, it
needs to implement a Bloom Filter algorithm to retrieve the revocation
information and use it once a new secured message is received.

Another issue of CRL-based revocation is related to the absence of
transparency of TAs in the revocation process. It is well known that
TAs are necessary for VANETs because they are responsible for vehicle
registration, network maintenance, and dispute arbitration (Lu et al.,
2019b). However, their operations should be transparent to all entities
participating in the network. CRLs are published by the TA without any
mechanism useful to check the whole certificate revocation process. If
a TA becomes compromised, nobody can assure the correctness of the
CRLs’ content.

Finally, as the CRLs start growing with a large number of revoked
certificates, the revocation checking delay will increase accordingly,
and this may imperil the safety latency constraints defined in the
standards.

2.4. The IOTA Distributed Ledger Technology

The IOTA Distributed Ledger Technology (DLT) (IOTA, 2022b) is a
promising implementation of a Transaction-based Direct Acyclic Graph
(TDAG) ledger. Unlike standard blockchain technologies (e.g., Bitcoin)
characterized by a ledger structure made up of chain of blocks each
of them containing a batch of valid transactions, in the DAG-based
DLTs the blocks have been replaced directly by the transactions, which
are linked with each other to create a DAG of transactions. This
new ledger shape enables unprecedented scalability level, overcoming
several standard blockchain’s limitations (Kannengießer et al., 2020).

The IOTA ledger is a public and feeless DLT designed to support
secure, transparent, and unmodifiable data flows for Internet-of-Things
(IoT). The IOTA DLT is based on a special TDAG ledger structure, the
Tangle, that was first presented in Popov (2018). In the Tangle every
user is free to issue new transactions and attach them on the public
TDAG, as long as they follow the basic rules of the protocol. Conse-
quently, the Tangle is composed of a network of parallel processed
transactions, the so-called Tips, which acts as multiple attach points
for new transactions (Anon, 2022b).

The absence of a central entity that decides when and if the ledger
can be updated, makes it possible for each user to create new trans-
actions autonomously without paying fees. In this sense, IOTA is said
4

to be a leaderless consensus mechanism. On the contrary, in nearly all
blockchain-based DLT, a limited group of authorities (i.e., the miners)
can decide which new transactions will be included in the next block
based on the fee that the users are willing to pay: this will create a
kind of oligarchy of miners which favors who pays higher fees and
creates an unfair behavior of the ledger. Moreover, since only one miner
will succeed in attaching a new block to the blockchain, only that
single authority will earn the reward, while the others have wasted
computational power and electricity that may have been used for other
activities.

Considering the energy cost per transaction, the benchmark results
reported in Anon (2022c,a) demonstrated that the IOTA network is
designed to be lightweight and energy-efficient. Hence, the IOTA net-
work is suitable to be used also by devices with limited computational
resources, as the ones adopted in IoT and Cooperative, Connected, and
Automated Mobility (CCAM) environments.

Finally, it is worth mentioning that the IOTA supports also no-value
transactions containing pure data (i.e., the zero-value transactions),
that is stored with immutable, unforgeable, and secure properties in
the Tangle. This feature can be exploited in several use cases where
IOTA DLT can be an enabler to unlock unprecedented functionalities
in different environments (e.g., CCAM, IoT, etc.). We will discuss in
details the zero-value transactions and other functionalities of the IOTA
DLT in the subsequent Section 4.

3. Related work

The most widely used certificate revocation schemes in vehicular
networks are based on Certificate Revocation Lists (CRL) and have
been proposed in many previous contributions. Wang et al. (2020a)
presents a systematic review on the available revocation methods,
focused on CRL-based approaches. Different approaches are classified
according to the location where the revocation information is placed.
They considered revocation mechanisms implemented at the RSU side
and the vehicle side, explaining the issues and limitations of different
approaches. As previously discussed in Section 2, CRL-based revoca-
tion schemes have several drawbacks that affect the requirements of
vehicular networks.

We report in this section several research works which aim to
exploit Distributed Ledger Technology (DLT) and Merkle Hash Trees
(MHTs) as an enabler to mitigate the aforementioned limitations. We
focus our discussion on the way these technologies are employed,
without exploring the details of the specific Blockchain technology used
in each work. For further details about this topic, the interested reader
can refer to the original works.

In Ali et al. (2019) Ali et al. designed an efficient Certificateless
Public Key Signature (CL-PKS) scheme using bilinear pairing to pro-
vide conditional privacy-preserving authentication. In their proposed
scheme, there are two Merkle Tree-based blockchains to which the
different entities are connected: the Blockchain for Pseudo-Identities,
which provides Proof of Presence of the pseudo-identity issued to the
vehicles, and the Blockchain for Revoked Pseudo-Identities, which works
as the Proof of Absence public database for all those pseudo-identities
that have been revoked by the TA. Even if the proposed scheme is
cryptographically cost-effective and eliminates the need to distribute
revocation information, the numerical results showed that the commu-
nication delay grows with the number of vehicles, and thus the scheme
does not apply to large-scale deployments.

The Merkle Hash Tree (MHT) is a fundamental component of
blockchain and Distributed Ledger Technologies. For this reason, this
data structure technology have attracted much attention to overcome
the limitations of existing vehicular security mechanisms. In Lu et al.
(2019b) Li et al. proposed a particular implementation of MHT data
structure named the Merkle Patricia Tree (MPT). The authors pro-
posed an authentication scheme that uses the MPT in conjunction
with a Chronological Merkle Tree (CMT) to extend the conventional
blockchain structure and provide a distributed authentication scheme
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Table 2
Comparisons of revocation schemes available in research.

Scheme Authentication method Revocation method Main limitations

Ali et al. (2019) Blockchain-based Certificateless Active revocation High computation delay which grows with the number of
signature/verification operations to be done in a single sign/verify
batch (i.e., more than 100 ms for few messages)

Lu et al. (2019b) Blockchain-based Active revocation Authentication delay grows with the number of vehicles (i.e., only
feasible in less populated environments)

Ma et al. (2020) Blockchain-based with smart contacts Active revocation Non-negligible smart contract fees (i.e., more than 40.000 USD per
year for 1000 registered vehicles)

Yang et al. (2021) Blockchain-based CRL-based active revocation CRL distribution algorithm not covered by the proposed scheme

Mendiboure et al. (2020) Blockchain-based Active revocation Non-negligible vulnerability window in the case of cross-domain
revocation (i.e., the vehicle to be revoked is registered to multiple
domains)

Chulerttiyawong and
Jamalipour (2021)

Blockchain-based with CRL passive revocation High revocation checking delay which grows with the size of the
CRL

Noor et al. (2020) Blockchain and notary system based Active revocation High vulnerability window depending on the validity of the
notarized public-keys

Zhang et al. (2020) Blockchain-based Active revocation Non-negligible transaction fees

Qi and Gao (2020) CRL-based with Bloom Filter CRL-based active revocation Revocation checking delay dependent on the Bloom Filter algorithm
efficiency

Wang et al. (2020b) Trusted Party secret generation Secret-based active revocation Delay grows with the number of vehicles (i.e., only feasible in less
populated environments)

Yang et al. (2020) EDGE-based Active revocation Huge delay incompatible with VANETs (i.e., more than 600 ms
authentication delay per vehicle in presence of only 10 entities)

Kumar et al. (2017) Pre-issued Certificate Active revocation High vulnerability window and huge delay of certificate activation
key distribution which grows with the number of revoked vehicles
(i.e., more than 1 min for 1000 revoked certificates)

Verheul et al. (2019) Pre-issued Certificate Active revocation High vulnerability window (i.e., 90 days)
without the need for a revocation list. The certificate revocation is
obtained by broadcasting a revocation transaction containing the re-
voked certificate entity. The experimental results showed that the
distributed authentication process is very fast, but the measurements
are susceptible to the number of vehicles. Also, it is not clear if the
scheme applies to blockchain implementations other than Hyperledger
Fabric.

A promising approach to overcome the current vehicular security
limitations consists in deploying multiple TAs that are entitled to
authenticate and authorize a small subset of vehicles. In Yang et al.
(2021) Yang et al. proposed a multi-domain vehicular authentication
architecture that exploits blockchain technology to store and share
cross-domain information among multiple administrative domains. In
the proposed scheme, a dedicated pseudonym service stores certificates
issued by TAs to vehicles on the blockchain. In turn, the pseudonym
distribution is delegated to the RSU. However, the revocation mech-
anism is still based on CRL without enough details on the way this
list is distributed to vehicles. Furthermore, there is no performance
analysis about CRL distribution time, revocation checking delay, and
other measurements needed to assess the vulnerability window of the
proposed scheme.

A blockchain-based security scheme specifically designed for Soft-
ware Defined Vehicular Networks (SDVN) is proposed in Mendiboure
et al. (2020). In this paper the authors proposed a scalable archi-
tecture based on a set of interconnected Blockchain sub-networks to
implement an efficient authentication and authorization scheme for all
SDVN devices (vehicles, roadside equipment, SDN controllers). The pro-
posed scheme exploits multiple blockchain technologies to distribute
the vehicles’ security management: each blockchain subnetwork is
responsible of a specific geographical area and it manages authenti-
cation/authorization/revocation of a limited number of devices. How-
ever, the revocation checking delay is not reported in the performance
analysis, thus it is very difficult to accurately estimate the vulnerability
window of the proposed scheme.

Another interesting approach is presented by Zhang et al. in Zhang
et al. (2020). The authors proposed a privacy-preserving authentication
5

scheme for VANETs based on consortium blockchain. Instead of relying
on standard certificate, the paper describes a novel data structure based
on the unspent transaction output (UTXO) to let the authenticity of a
vehicle or a road-side unit be represented by its transaction capability
on blockchain. Consequently, authentication between two entities is
accomplished by on-chain verification and corresponding communica-
tions. However, the proposed scheme has several limitations: on the one
hand, it is based on the Bitcoin blockchain and thus subject to trans-
action price fluctuation; on the other hand, the reported evaluation is
not mature enough to demonstrate its real and large-scale deployment
feasibility.

Alternative blockchain-based schemes use smart contract techniques
to implement certificate management. In Ma et al. (2020) Ma et al.
proposed a decentralized key management mechanism (DB-KMM) that
implements automatic registration, update, and revocation of user’s
public keys based on the smart contract technique. Performance mea-
surements showed quite good computational overhead in terms of
authentication and key management, but with non-negligible fees con-
nected to smart contract functions. Another smart contract based ap-
proach was proposed in Chulerttiyawong and Jamalipour (2021). The
authors exploited a permissioned consortium blockchain system to fa-
cilitate secure and conditional privacy-preserving vehicular pseudonym
issuance and management in a multi-jurisdictional road network. The
proposed scheme takes advantages of the wide availability of Roadside
Units (RSU) that act as an interface between the blockchain network,
trusted authorities’ certificate services, and vehicles. However, the
revocation scheme does not support any active revocation checking
performed by vehicles upon new received messages. This is mitigated
by issuing short-lived certificates, but still the vehicles are exposed
to a non-negligible vulnerability window. Furthermore, the revocation
mechanism is still based on CRL, and thus the revocation checking
delay is dependent on the size of the CRL.

Other interesting approaches base the authentication and revocation
schemes on third-party Trusted Authority (TA) clearance to authorize
vehicles in the system. Wang et al. (2020b) proposed a tamper-proof

device (TPD) based and privacy-preserving authentication scheme that
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uses an RSU to generate up-to-date secrets needed by the vehicle to
generate private signing keys. Whenever a vehicle is recognized to
be misbehaving, the RSU stops generating secrets for that vehicle.
However, the numerical results presented showed that the proposed
scheme delay increases with the number of vehicles. Another interest-
ing approach was proposed by Verheul et al. (2019), named Issue First
Activate Later (IFAL). This scheme can pre-issue a set of pseudonym
certificates, which are valid only in a configurable time epoch and are
only usable upon receiving small activation codes by TAs. In this way,
the need for a Certificate Revocation List (CRL) is eliminated, but a
misbehaving vehicle remains trusted in the system for the entire epoch
duration time (i.e., 90 days according to experimental results). Kumar
et al. proposed a similar approach in Kumar et al. (2017), where vehi-
cles are provisioned at the start of their lifetime with all the certificates
they will need in encrypted format: vehicles can decrypt a certificate
only after a trusted authority delivers the corresponding decryption
key. The revocation, in turn, happens by avoiding the misbehaving
vehicle from receiving the decryption keys. However, the experimental
results reported high delays in distributing the decryption keys (up to
1 h) that are not compatible with delay sensitive VANETs applications.

Another activation-based security scheme was proposed by Noor
et al. in Noor et al. (2020). The authors presented a Secure and Trans-
parent Public Key Management System (ST-PKMS) based on blockchain
and a notary system specifically designed for Vehicular Social Networks
(VSNs). In ST-PKMS, each vehicle has multiple short-lived anonymous
public keys, which are recorded on a blockchain platform. Those public
keys are activated only when a notary system notarizes them. Other
vehicles accept only notarized public keys during mutual authentica-
tion. Compromised vehicles can be effectively removed from the VSN
by blocking the notarization of their public key. Even if the proposed
scheme eliminates the need of CRL, thus decreasing dramatically the
vulnerability window, the revocation mechanism is still based on a
blacklist of misbehaving and compromised vehicles that can affect
the scalability of the system. Furthermore, the performance evaluation
showed that the communication overhead increases with the number
of V2X communication handshakes, thus showing that the proposed
scheme is not applicable in the presence of large numbers of vehicles.

Conversely, the certificate management is delegated to the EDGE
in the authentication scheme presented in Yang et al. (2020). Unfortu-
nately, the performance evaluation reported high delays, which do not
match VANETs time requirements, especially in hazardous situations
(i.e., more than 600 ms authentication delay per vehicle in presence of
only 10 entities).

The Bloom Filter (BF) compression technique is a promising ap-
proach to limit the CRL size and mitigate the limitations of related
revocation methods. An example of this technique is proposed by Qi
and Gao in Qi and Gao (2020). The authors improved the existing Ve-
hicular Public Key Infrastructure (VPKI) introducing BF to compress the
CRL and support the batch revocation of pseudonyms, while keeping
them unlinkable. Even if the proposed scheme can effectively reduce
the CRL size, it is well known that BF is vulnerable to false positives:
this exposes the system to the situation where revoked vehicles are
considered trusted (and vice versa). This possibility is not well covered
by the authors; thus, there are not enough elements to evaluate the
vulnerability window of the proposed scheme. Furthermore, in addition
to the CRL size reduction enabled by BF, the proposed scheme is still
dependent on the size of the revocation list, reporting high certificate
status checking in particular cases.

The aforementioned related works proposed several methods to
manage authentication and revocation in vehicular networks, reporting
performance results that put into question their suitability for spe-
cific dangerous and hazardous situations that may arise in vehicular
environments. Even if some existing work already takes advantage
of distributed ledger technology (DLT), the delay introduced by the
proposed methods is mainly dependent of the number of vehicles,
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therefore only feasible in less populated environments. Considering
the fundamental role of the security mechanism in the deployment
of vehicular technologies, a comprehensive certificate management
scheme that proposes an efficient revocation scheme must be studied
and developed to increase vehicle safety. The considered research
works and their limitations are summarized in Table 2.

The performance evaluation reported in this paper demonstrates
that the proposed revocation scheme outperforms other related works
with an unprecedented vulnerability window lower than 1 s, and
a very fast and scalable revocation checking delay close to 10 ms,
independent of the number of the message frequency, certificate status,
and registered vehicles. Furthermore, the proposed scheme is fully
compatible with US and EU standards, assuring a wide base of adoption
in the real world. Moreover, the exploitation of IOTA Distributed
Ledger Technology (DLT) assures feeless transactions and enables full
transparency in the issuance and revocation process, as described in the
Security Analysis reported in the next Section 6.

4. System overview

As introduced in Section 2, the current EU and US vehicular stan-
dards lack of an active revocation method for vehicles. This standard
gap actually exposes well behaved vehicles to dangerous situations,
thus impeding a real-life and large-scale deployment of ITS technolo-
gies. To close this gap, an evolution of the existing security infrastruc-
ture is needed to support vehicle misbehavior detection and to exclude
malicious vehicles from the system. However, the compliance with
international standards should be the starting point of each research
work that aims to have broader adoption in the real world and that
effectively envisages the state of the art evolution of ITS technologies.

For this reason, we have started our research work generalizing
the previous IOTA-VPKI work (Tesei et al., 2021a) to support generic
Intelligent Transportation System (ITS) environments. The resulting
architecture encompasses two new authorities to meet ITS security
requirements: the first named Misbehavior Authority (MA), which im-
plements every method that can recognize misbehaving vehicles and
mark them as malicious; the second named Revocation Authority, which
actually implements the novel vehicle certificate revocation mechanism
proposed in this article, thus being able to exclude malicious vehicles
from the system. For the sake of self containment, in the following
subsections we describe all the Trusted Authorities (TAs) that compose
the new version of the IOTA-VPKI architecture. Furthermore, we pro-
vide a detailed discussion of the design concepts, threat model, and
security objectives, which are the cornerstone of the new IOTA-VPKI
architecture equipped with the proposed active certificate revocation
scheme.

4.1. Blockchain-based vehicular PKI: IOTA-VPKI

We introduce IOTA-VPKI in Tesei et al. (2018) as an adaptation of
the SECMACE credential management system (Khodaei et al., 2018).
SECMACE was proposed by Khodaei et al. and it is fully compliant with
the current US and EU standards described and analyzed in Section 2.
We use the SECMACE reference architecture as our starting point, and
we extend it with the introduction of IOTA DLT implementation as
the transparent storage backend of each certificate issued to vehicles.
As extensively described in Tesei et al. (2018), IOTA is a DAG-based
DLT implementation well suited for the IoT domain. Devices with small
resource capacity can issue a transaction by communicating with the
nearest neighbor IOTA Reference Implementation node (IRI).

Our VPKI architecture is depicted in Fig. 1 and it is composed of the
following entities with distinct roles:

• Root Certification Authority (RootCA): is the highest-level authority
and represents the trust anchor of the whole system;

• Enrollment Authority (EA): is responsible for vehicle enrollment in

the system and Enrollment Credential (EC) issuance;
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Fig. 1. IOTA-VPKI architecture: new version.
• Authorization Authority (AA): is responsible for vehicle access
authorization to system applications and facilities by issuing an
Authorization Ticket (AT);

• Misbehavior Authority (MA): is responsible for vehicle action and
message checking to recognize eventually misbehaving entities to
be excluded from the system;

• Revocation Authority (RA): can revoke a misbehaving, malfunc-
tioning or outdated vehicle resolving also its identity, thus avoid-
ing it to obtain valid credentials anymore;

• IOTA DLT : is an instance of the IOTA Tangle which can be either
the publicly available ledger or a private Tangle managed by the
VPKI Manager.

Apart from the Root CA which is managed offline by the VPKI manager
(e.g., the national authority), each of these entities are connected to
the Internet and equipped with an IRI Node to have direct access to the
IOTA DLT to read and write certificates, as well as to let the revocation
information be available to vehicles.

We borrow also from SECMACE the concept of home and foreign
domains: a Home domain is the one where the vehicle is registered from
the beginning; while a Foreign domain is the one which a vehicle can
reach after leaving its Home domain. Namely, a domain is defined as
a set of vehicles, registered with their Home-EA (H-EA), subject to the
same administrative regulations and policies (e.g. a country).

When an ITS station (i.e., a vehicle) 𝛿 wants to send a message,
it must first acquire the rights to access C-ITS communications from
the H-EA by sending its own pre-registration receipt (steps 1 and 2
in Fig. 1). Once issued, the H-EA immutably stores the certificate
over IOTA Tangle (step 2bis). Then, it negotiates the rights to access
the C-ITS services from H-AA (steps 3 and 4 in Fig. 1). Even in
this case, the H-AA is responsible to immutably store the pseudonym
certificate over the IOTA Tangle (step 4bis). Subsequently, it digitally
signs V2X messages with its private signing key 𝐾𝛿

𝑠 (corresponding to
the currently valid 𝐴𝑇𝛿), and, finally, sends the message if and only if
all the previous steps are successfully completed. Similarly, when the
vehicle 𝛿 drives in a Foreign domain (e.g., after crossing the frontier of
the home domain), it receives a Foreign EC from the F-EA after sending
its own H-EC (Step I, II, and III in Fig. 1). Then, it can use the obtained
F-EC to negotiate the rights to access the C-ITS services in the Foreign
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domain (Steps IV and V in Fig. 1). The same storage operations over
IOTA Tangle apply in the Foreign domain (steps IIIbis, Vbis). When a
misbehavior action is recognized by the MA (blue arrows in Fig. 1),
the RA is notified to start vehicle certificate revocation process. Even
in this case, the RA is responsible to store revocation information over
the IOTA Tangle: in this way when a vehicle 𝛿 receives a digitally
signed V2X message from another entity 𝛾 it can verify the validity
of the sender’s certificate directly accessing the IOTA Tangle without
interacting with the authorities.

In particular, in our first IOTA-VPKI version (Tesei et al., 2018)
we used the IOTA feature named Masked Authenticated Message (MAM)
channels to implement the data flow between TAs and vehicles. MAM
channels are always managed by a channel owner that publishes new
data on such channels. In turn, devices can subscribe to the channel
with read-only permissions and get the available data (IOTA, 2022c).
There are three modes for MAM channels:

• Public: everyone can view the data;
• Private: only the owner can view the data;
• Restricted: the data are protected by a sideKey, and the owner

gives this key only to authorized viewers.

In the first IOTA-VPKI architecture version, the TAs created a re-
stricted MAM channel to establish a certificate data flow and spread
the sideKey with pre-registered vehicles to allow them to decrypt the
content of the messages (i.e., security management messages) that the
TAs publish on the channel. The use of MAM restricted channels acts
as a Group Signature (GS) based approach (Boneh and Shacham, 2004;
Boneh et al., 2004), in which revocation can be obtained by changing
sideKey whenever a new vehicle is revoked.

However, when we started implementing the customization of
IOTA-VPKI for the logistics use case (Tesei et al., 2021a), we realized
that MAMs have many limitations. Firstly of all, using the GS approach
with a restricted MAM channel is not a scalable solution because the
sideKey needs a distribution algorithm that extends the attack surface
of the whole system (e.g., Man-in-the-middle attacks during the key
distribution phase). Secondly, the only way to perform the revocation
of a vehicle consists of changing sideKey. This creates a potentially
unbounded vulnerability window that depends on the execution time
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of the key distribution algorithm. Lastly, using a core feature of a
specific DLT implementation would lock our architecture to this specific
technology, becoming dependent on its future evolution.

For these reasons, in Tesei et al. (2021a) we abandoned the MAM-
based approach and leveraged the concept of zero value IOTA trans-
actions (IOTA, 2021c) as a means of immutably storing the revocation
status of the seaport logistic vehicles and the position of the goods in
the underlying DLT. Furthermore, we introduced for the first time a
new authority named Misbehavior Authority (MA) responsible for the
misbehavior detection process of malicious logistic vehicles.

The promising results obtained in the limited logistic scenario and
reported in Tesei et al. (2021a) motivated us to evaluate whether the
IOTA-VPKI logistics customization was eligible to be generalized to
support generic vehicular environments. Indeed, the general vehicular
scenario is more complex with respect to a ‘‘controlled" seaport environ-
ment. The vehicles need to be authenticated, authorized, and eventually
revoked in a multi-domain scenario (i.e., home and foreign) without
impairing the security level and performances of the vehicular system.
This article addresses the new version of the IOTA-VPKI architecture
that supports the general vehicular scenario. As shown in Fig. 1, we
have replaced the MAM messages related to VPKI operations with
general storage in IOTA Tangle that exploits zero-value transactions.
In this way, we were able to overcome the scalability limitations of
the MAM-based approach, and establish the transparent and immutable
data flow between the Trusted Authorities (TAs) and the authorized
vehicles. Furthermore, for the sake of completeness, we have also
generalized the scope of misbehavior detection of the MA to recognize
malicious actions in a vehicular environment, broader than the limited
seaport area. However, the presence of this TA is only to let the reader
understand where the revocation process actually starts: the way that
the MA performs the detection of misbehaving vehicles is out of the
scope of the present paper and is currently under investigation.

As previously discussed in Tesei et al. (2021a), the known limitation
of zero-value transactions is related to the IOTA Snapshot process: when
this process takes place, all zero-value transactions are reset. Hence, the
stored information gets lost. To overcome this issue, an IOTA permanent
node is required to store the IOTA-VPKI zero-value transactions and
let them remain available even after a Snapshot process. This kind of
permanent node is called Chronicle, which is a permanode solution that
takes transactions from a node and stores them in a distributed database
that is secure and scales well (IOTA, 2022a).

The new generalized IOTA-VPKI version was designed in such a way
that it can be extended to support different available DLT technologies,
thus avoiding the technology lock-in problem previously described. In
fact, it exploits the basic transactions of the IOTA DLT implementation,
i.e. zero-value transactions (IOTA, 2021c), which enable data storage
over the IOTA Tangle. As a result, the proposed solution can be imple-
mented using any DLT implementation that supports data storage over
the distributed ledger. The IOTA-VPKI stores and distributes revocation
information through DLT in a very short time, also supporting the inter-
domain certificate revocation status checking (i.e., home and foreign
domains).

4.2. Security objectives

The final goal of Vehicular Ad-hoc Networks (VANETs) and Intelli-
gent Transportation Systems (ITS) technologies is to provide comfort
and safety to drivers and passengers. To this end, an effective and
comprehensive security mechanism should be designed to ensure the
appropriate implementation of VANET services and operations. This
means that the correct security objectives must be taken into account
when evaluating a vehicular security scheme.

The VANET security and privacy requirements are well defined in
industrial standards and discussed in the research literature. As Lu et al.
presented in Lu et al. (2019a), every VANETs’ security scheme must
8

exhibit specific key security properties, which are confidentiality, data
integrity, availability, non-repudiation & accountability, and authentic-
ity. These requirements are the baseline to be covered by every security
mechanism that aims to make the V2X communication channels secure,
the core security problem of VANETs (Lu et al., 2019a).

From the industrial standards point of view, the ETSI Threat, Vul-
nerability and Risk Analysis (TVRA) report (ETSI, 2017) confirmed the
security requirements discussed above. Furthermore, this report uses
the TVRA method to identify VANETs and ITS-specific risks by isolating
the vulnerabilities of the system. The report assesses the likelihood of
malicious attacks on the recognized vulnerabilities, also determining
the impact that such an attack will have on the whole system.

We briefly describe below the security objectives that we considered
in our proposed security scheme:

• SO1. Confidentiality : all information sent to or from an authorized
entity should not be revealed to any non authorized party. Fur-
thermore, it should not be possible for an unauthorized party to
deduce the location, identity, and route taken by a vehicle based
on communication traffic analysis;

• SO2. Integrity : every information sent to or from an authorized
entity should be protected from unauthorized modification, dele-
tion, malicious modification, or manipulation during transmis-
sion;

• SO3. Availability : access to ITS services by authorized entities
should not be prevented by malicious activity within the system;

• SO4. Non-repudiation & Accountability : all registered and autho-
rized entities should be accountable for their actions and cannot
deny having sent a message. In case of deviation from system
policies, the misbehaving entity should be excluded from the
system. Furthermore, it should be possible to audit all changes
to security parameters and applications like updates, additions,
and deletions;

• SO5. Authenticity : it should not be possible for an unauthorized
user to impersonate an authorized entity when communicating
with other authorized parties.

It is worth noting that the first security object SO1 is said to be
conditional. That property guarantees the possibility to perform identity
resolution of registered and authorized entities that are recognized to
be misbehaving. In those cases, Trusted Authorities (TAs) are entitled to
collaborate to reconstruct the real identity of the vehicle to effectively
exclude it from the system. The exclusion of malicious entities also
guarantees the safety of other well behaved vehicles.

4.3. Threat model

For each security objective, we considered a set of vulnerabilities
that can be exploited by malicious actors to degrade the security level
of the whole system. We selected threats from ETSI (2017) and Lu et al.
(2019a) that may apply to our security scheme, with particular refer-
ence to the impact on the IOTA-VPKI architecture and the proposed
revocation scheme.

• Confidentiality :

– Man-In-The-Middle attack: a malicious actor can actively
route packets to a controlled entity that impersonates a
trusted actor (e.g. TA or harmless vehicle), thus gaining
knowledge of identity, location and other confidential in-
formation;

– Eavesdropping attack: an attacker can eavesdrop messages
on the channel to gain knowledge of identity, location and
other confidential information about well behaved vehicles;

– Traffic Analysis: an attacker can analyze the message traffic
to reveal which subscription services are being used by
individual users, thus being able to launch direct attacks on

a particular vehicle;
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• Integrity :

– Manipulation attack: malicious modification or manipulation
of credential management information can severely limit
the integrity security objective;

– Insertion of information attack: insertion of crafted malicious
information aims to degrade the integrity of the informa-
tion available in the system. If the malicious information
will be trusted by harmless vehicles to take decisions, the
consequences can weaken the correctness of security oper-
ations and management, or worse, endanger the life of the
passengers;

– Replay attack: the attacker may continuously re-send previ-
ously received messages into the network, which will con-
fuse other connected vehicles and traffic authorities while
identifying vehicles in emergency incidents. The replay of
messages could happen at a similar location but at dif-
ferent time, or at a different location and different time
(i.e. wormhole attack);

• Availability :

– Denial of Service (DoS) attack: this kind of attacks can sub-
stantially degrade the availability of the whole system with,
for example, the intentional introduction of the high volume
of messages that result in a limitation of access to ITS
services by authorized and harmless vehicles;

– Spamming attack: the attacker can inject a large number of
spam messages in the VANETs system occupying the band-
width to impede non-faulty vehicles to access ITS services;

– Broadcast Tampering attack: fake warning messages may be
broadcasted by malicious actors to conceal the correct safety
messages to authorized and non-faulty vehicles;

• Non-repudiation & Accountability :

– Repudiation attack: the attacker may deny having sent or
receiving critical messages in case of dispute or liability.
This happens because no proof exists that any particular
message was ever sent by the specific ITS Station (ITS-S);

• Authenticity :

– Sybil attack: a malicious actor may create a Sybil node to
forge many fake identities to disrupt normal operations of
VANETs and gain advantage on the road (e.g. simulate
traffic jam to enforce well-behaved vehicles to change their
routes and leave the road clear);

5. Proposed revocation scheme

Starting from the generalized version of the IOTA-VPKI architec-
ture depicted in Fig. 1, we developed a novel certificate revocation
mechanism fully compliant with EU and US standards as well as Euro-
pean Certificate Policy (European Commission, 2018). This certificate
revocation method takes advantage of the DLT to store and distribute
the revocation information to all participants in the network. The
resulting active certificate revocation scheme overcomes the limitations
described in previous Section 2.3, thus aiming at closing the gap in
the current US and EU standards. In the following subsections, we
will present the details of the proposed vehicular revocation scheme,
describing also the way the DLT is integrated and used in the proposed
scheme. All the algorithms reported in this section have linear time
complexity if considered alone (i.e., without evaluating function calls).
The time complexity evaluation of the IOTA functions is beyond the
scope of this work. For the sake of clarity, we report in Table 3 the
notations used in the presented algorithms.
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5.1. Certificate Issuance Procedure

We introduce here the Certificate Issuance Procedure that allows a
ehicle to access a secure Intelligent Transportation System (ITS). As
ntroduced in Section 4.1, it is necessary for an ITS station 𝛿 to acquire

rights (i.e., certificates) before accessing any secured ITS system. These
rights are obtained in two steps: first, the vehicle 𝛿 requests an Enroll-
ment Credential (𝐸𝐶𝛿) to be enrolled in the system; then, it will ask
for an Authorization Ticket (𝐴𝑇𝛿) that entitles it to access the available
services according to the granted permissions. To this end, once the
vehicle 𝛿 has correctly obtained a valid EC (𝐸𝐶𝛿), it will request a fresh
AT as presented in Algorithm 1. For simplicity, we present only the AT
issuance procedure since it shows to the reader the complete interaction
between IOTA-VPKI’s TAs. However, the EC issuance algorithm is very
similar to the one presented here.

Algorithm 1 Authorization Ticket issuance in IOTA-VPKI

Input: 𝐾𝛿
𝑣 , 𝐸𝐶_𝑃𝑜𝑃𝛿 , 𝜋, 𝜎𝑐𝑟, 𝑚𝑘𝑜

if isValidECPoP(𝐸𝐶_𝑃𝑜𝑃𝛿 , 𝜋) then
𝐴𝑇𝛿 ⇐ generateNewCertificate(𝛿, 𝐾𝛿

𝑣 , 𝜋, 𝐴𝑇 )
𝑐𝑢𝑟 ⇐ wholeCertificateHash(𝐴𝑇𝛿|}}𝐴𝑇 ε)
𝑖𝑜𝑡𝑎_𝑎𝑑𝑑𝑟𝑒𝑠𝑠 ⇐ tryte_encoder(𝐻𝑎𝑠ℎ𝑒𝑑𝐼𝑑8(𝑐𝑢𝑟))
𝜎𝑐𝑖 ⇐ sign(𝐾𝐴𝐴

𝑠 , 𝐴𝑇𝛿)
𝑚𝑐𝑖 ⇐ (𝐴𝑇𝛿 | 𝜎𝑐𝑖)
𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 ⇐ attachToTangle(𝑖𝑜𝑡𝑎_𝑎𝑑𝑑𝑟𝑒𝑠𝑠, 𝑚𝑐𝑖)
if 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑖𝑠 𝑎𝑡𝑡𝑎𝑐ℎ𝑒𝑑 then
𝜎𝑐𝑖𝑟 ⇐ sign(𝐾𝐴𝐴

𝑠 , 𝐴𝑇𝛿)
𝑚𝑐𝑖𝑟 ⇐ (𝐴𝑇𝛿 | 𝜎𝑐𝑖𝑟)

else
𝜎𝑐𝑖𝑟 ⇐ sign(𝐾𝐴𝐴

𝑠 , 𝑚𝑘𝑜)
𝑚𝑐𝑖𝑟 ⇐ (𝑚𝑘𝑜 | 𝜎𝑐𝑖𝑟)

end if
else

𝜎𝑐𝑖𝑟 ⇐ sign(𝐾𝐴𝐴
𝑠 , 𝑚𝑘𝑜)

𝑚𝑐𝑖𝑟 ⇐ (𝑚𝑘𝑜 | 𝜎𝑐𝑖𝑟)
end if
To effectively perform an AT certificate issuance request, vehicle

𝛿 first generates a pair of asymmetric keys for signing operations,
namely a signing key 𝐾𝛿

𝑠 and a verification key 𝐾𝛿
𝑣 . This step is done

using the 𝗄𝖾𝗒𝗀𝖾𝗇𝑠𝑖𝑔𝑛(𝜆) cryptographic function, providing the security
parameters 𝜆 as defined in IEEE 1609.2 standard (IEEE, 2019b). A
fresh pair of asymmetric keys is generated for each certificate request
to reduce the risk of using compromised keys in the communications.
Then, the vehicle 𝛿 provides to the IOTA-VPKI the following inputs:
the generated public verification key 𝐾𝛿

𝑣 to be inserted by the IOTA-
VPKI in the new certificate 𝐴𝑇𝛿 ; the Proof of Possession (𝐸𝐶_𝑃𝑜𝑃𝛿) of
the valid EC (𝐸𝐶𝛿) issued to the vehicle 𝛿; the set of permissions 𝜋
requested to the AA; the signature 𝜎𝑐𝑟 of the certificate request message
to be used by the IOTA-VPKI to verify the integrity of the provided
inputs (i.e., matching the SO2 discussed earlier). With this information,
IOTA-VPKI first contacts the EA to verify if the provided 𝐸𝐶_𝑃𝑜𝑃𝛿 is
alid. This step is fundamental to check if the vehicle 𝛿 is entitled

to request the received permissions 𝜋. To guarantee the separation of
duties between the EA and the AA, the Proof of Possession can only
be verified by the EA so that the AA cannot infer the real identity
of the vehicle 𝛿. If the EA responds negatively, a certificate issuance
rejection message (𝑚𝑘𝑜) is returned to the vehicle 𝛿. Conversely, if the
EA confirms the validity of the provided 𝐸𝐶_𝑃𝑜𝑃𝛿 , the new 𝐴𝑇𝛿 certifi-
cate is generated with the dedicated function (generateNewCertificate),
including the provided verification key 𝐾𝛿

𝑣 and the requested permis-
sions 𝜋. Then, the certificate unique representation (𝑐𝑢𝑟) is obtained
executing the whole-certificate hash algorithm (wholeCertificateHash)
and then calculating the IOTA address (𝑖𝑜𝑡𝑎_𝑎𝑑𝑑𝑟𝑒𝑠𝑠) corresponding to
the tryte_encoded representation of the certificate 𝐴𝑇𝛿 HashedId8 value.

At this point, the AA prepares the IOTA certificate issuance transaction
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Table 3
Primitive functions used in the algorithms.
Primitive function Explanation

tryte_encoder(m) Given an arbitrary string m, this function returns a unique string of 81 trytes as described in IOTA
(2021b), that corresponds to the IOTA address representation of the provided string.

attachToTangle(addr, m) Given a valid IOTA address addr, and an arbitrary message m, the function attaches a new zero-value
transaction to the IOTA Tangle as described in IOTA (2021c).

existsTransactionAt(addr) On input of a valid IOTA address addr, the function checks if a transaction exists on the given
address and returns the content of the retrieved transaction.

wholeCertificateHash(𝐶𝑒𝑟𝑡𝛿) Given a valid certificate 𝐶𝑒𝑟𝑡𝛿 issued to an authorized vehicle 𝛿, the function calculates the
whole-certificate hash as described in clause 6.4.3 of IEEE 1609.2 standard (IEEE, 2016).

HashedId8(hash_value) Given a valid hash binary value ℎ𝑎𝑠ℎ_𝑣𝑎𝑙𝑢𝑒, the function returns the eight low-order bytes of the
provided hash input, as defined in clause 6.3.27 of IEEE 1609.2 standard (IEEE, 2016).

keygen𝑠𝑖𝑔𝑛(𝜆) This function receives on input a set of security parameters 𝜆 and returns an asymmetric key pair to
let the requesting entity 𝛿 executes the signing (i.e. 𝐾𝛿

𝑠 ) and verification (i.e. 𝐾𝛿
𝑣 ) operations.

sign(𝐾𝛿
𝑠 , m) On input a signing key 𝐾𝛿

𝑠 issued to an entity 𝛿, and an arbitrary message m, the function calculates
the signature 𝜎 over m.

verify(𝐾𝛿
𝑣 , 𝜎, m) On input a verification key 𝐾𝛿

𝑣 issued to an entity 𝛿, and an arbitrary message m, this function
verifies if the provided 𝜎 is a valid signature for the message m.

notifyInvalidSignature(𝜌𝛾 ) This function accepts on input an invalid signature event 𝜌𝛾 , and is used by any harmless entity 𝛾 to
notify the Misbehavior Authority about some invalid actions made by a misbehaving vehicle.

deregisterVehicle(vehicle_id) Upon an input of a vehicle identifier 𝑣𝑒ℎ𝑖𝑐𝑙𝑒_𝑖𝑑, this function removes the given identifier from the
list of authorized vehicles in the Enrollment Authority.

isValidECPoP(𝐸𝐶_𝑃𝑜𝑃𝛿 , 𝜋) This function accepts on input the Proof of Possession (PoP) of 𝐸𝐶𝛿 and the related set of permissions
𝜋 requested by the vehicle 𝛿 and returns the value True when the PoP is valid and the entity 𝛿 is
entitled to receive the requested permissions 𝜋.

generateNewCertificate(𝛿, 𝐾𝛿
𝑣 , 𝜋, CertType) On input a valid verification key 𝐾𝛿

𝑣 , a vehicle identifier 𝛿, and a set of permissions 𝜋, the function
returns a new valid certificate of 𝐶𝑒𝑟𝑡𝑇 𝑦𝑝𝑒 (i.e., EC or AT).
Fig. 2. Revocation process sequence diagram. Once misbehavior is recognized by the Misbehavior Authority (MA), the Revocation Authority (RA) is triggered to complete the
evocation process. This last process is composed of two phases: the unique vehicle identifier resolution, and the storage and distribution of the revocation information over the
OTA Tangle.
𝑚𝑐𝑖) containing the concatenation of the issued certificate (𝐴𝑇𝛿) and
the corresponding AA’s digital signature (𝜎𝑐𝑖) to guarantee the integrity
SO2) and the authenticity (SO5) of the issued certificate, as well as
he transparency of the issuance procedure. Finally, if the transaction
ttachment (attachToTangle) succeeds, a certificate issuance response
essage (𝑚𝑐𝑖𝑟) containing the issued certificate 𝐴𝑇𝛿 is digitally signed

y the AA (𝜎𝑐𝑖𝑟) and sent back to the vehicle 𝛿. Otherwise, a certificate
issuance rejection message (𝑚𝑘𝑜) is returned to the vehicle 𝛿.

.2. Vehicle certificate revocation mechanism

As described in Section 2.2, the revocation process starts when a
ehicle 𝛿 is detected to be malfunctioning or misbehaving. Regardless of
hat the intent is (i.e., faulty or malicious node), the valid credentials
10
(i.e. 𝐴𝑇𝛿 and 𝐸𝐶𝛿) previously issued to the misbehaving vehicle need
to be revoked, and all other participants need to be promptly informed.

The flow diagram of the revocation process that starts from a
misbehavior detection event is depicted in Fig. 2. As discussed ear-
lier, in each certificate revocation scheme there are two fundamental
operations: the Certificate Revocation operation, which is executed by
the Revocation Authority (RA), and the Certificate Revocation Status
Verification operation, which is executed on the On-Board Unit (OBU)
upon the reception of each new message.

The revocation information is stored in the underlying IOTA DLT by
means of zero-value transactions, thus enabling each vehicle to retrieve
the revocation information with direct access to the distributed ledger.
To avoid clashes in revocation information transactions, we considered
the unique certificate representation defined in IEEE 1609.2 (clause
6.4.3) (IEEE, 2016). This standard defines the so-called whole-certificate
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hash algorithm, namely the way to encode the whole certificate with a
secure hash function. In fact, this algorithm produces a unique hash
value of 3, 8, or 10 bytes (i.e. ASN.1 definitions: HashedId3, HashedId8,
and HashedId10 respectively). Given this unique and standard hash
representation of a generic certificate, we analyzed the current IOTA
address format defined in IOTA (2021b), and used the official IOTA
library to encode the certificate hash value into a valid tryte IOTA
address format.

Algorithm 2 Certificate Revocation Process in IOTA-VPKI
Input: 𝐴𝑇𝛿 , 𝑚𝑜𝑘, 𝑚𝑘𝑜
𝑐𝑢𝑟 ⇐ HashedId8(wholeCertificateHash(𝐴𝑇𝛿)
𝑖𝑜𝑡𝑎_𝑎𝑑𝑑𝑟𝑒𝑠𝑠 ⇐ tryte_encoder(𝑐𝑢𝑟)
𝜎𝑟𝑖 ⇐ sign(𝐾𝑅𝐴

𝑠 , 𝐴𝑇𝛿)
𝑚𝑟𝑖 ⇐ (𝐴𝑇𝛿 | 𝜎𝑟𝑖)
𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 ⇐ attachToTangle(𝑖𝑜𝑡𝑎_𝑎𝑑𝑑𝑟𝑒𝑠𝑠, 𝑚𝑟𝑖)
if 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑖𝑠 𝑎𝑡𝑡𝑎𝑐ℎ𝑒𝑑 then

𝜎𝑟𝑚 ⇐ sign(𝐾𝑅𝐴
𝑠 , 𝑚𝑜𝑘)

𝑚𝑟𝑚 ⇐ (𝑚𝑜𝑘 | 𝜎𝑟𝑚)
else

𝜎𝑟𝑚 ⇐ sign(𝐾𝑅𝐴
𝑠 , 𝑚𝑘𝑜)

𝑚𝑟𝑚 ⇐ (𝑚𝑘𝑜 | 𝜎𝑟𝑚)
end if

The Certificate Revocation Process is presented in Algorithm 2. For
the sake of clarity, the reported algorithm describes the steps to revoke
an Authorization Ticket (AT): the same operation is executed to revoke
an Enrollment Credential (EC). Upon receiving a certificate (𝐴𝑇𝛿) pre-
viously issued to a vehicle 𝛿, the Revocation Authority (RA) executes
he whole-certificate hash algorithm (wholeCertificateHash) compliant
ith IEEE 1609.2 to obtain the unique representation of the certifi-

ate HashedId8 (𝑐𝑢𝑟). Then, the RA prepares an IOTA transaction to
e issued at the address (𝑖𝑜𝑡𝑎_𝑎𝑑𝑑𝑟𝑒𝑠𝑠) representing the tryte_encoded
epresentation of 𝐴𝑇𝛿 . The message (𝑚𝑟𝑖) is created by concatenating
he certificate (𝐴𝑇𝛿) and the corresponding RA’s digital signature (𝜎𝑟𝑖)
o guarantee the integrity (SO2) and the authenticity (SO5) of the
evocation information. If the transaction attachment (attachToTangle)
nds without errors, a success message (𝑚𝑜𝑘) is digitally signed by the
A (𝜎𝑟𝑚) and correctly sent back to the Misbehavior Authority (MA). On

he contrary, when an issue arises during IOTA transaction issuance, a
ertificate revocation rejection message (𝑚𝑘𝑜) is returned to MA.

Algorithm 3 Revocation Status Verification in OBU
Input: 𝑚𝛿 , 𝜎𝛿 , 𝐴𝑇𝛿

if verify(𝐾𝛿
𝑣 , 𝜎𝛿 , 𝑚𝛿) then

𝑐𝑢𝑟 ⇐ HashedId8(wholeCertificateHash(𝐴𝑇𝛿)
if existsTransactionAt(tryte_encoder(𝑐𝑢𝑟)) then

if verify(𝐾𝑅𝐴
𝑣 , 𝜎𝑟𝑖, 𝑚𝑟𝑖) then

𝑖𝑔𝑛𝑜𝑟𝑒 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑚𝛿
else

𝑝𝑟𝑜𝑐𝑒𝑠𝑠 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑚𝛿
end if

else
𝑝𝑟𝑜𝑐𝑒𝑠𝑠 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑚𝛿

end if
else

𝜎𝑚𝑟 ⇐ sign(𝐾𝛾
𝑠 , (𝑚𝛿 | 𝜎𝛿 | 𝐴𝑇𝛿))

𝑚𝑚𝑟 ⇐ ((𝑚𝛿| 𝜎𝛿| 𝐴𝑇𝛿) | 𝜎𝑒𝑐𝑟𝑖)
notifyInvalidSignature(𝑚𝑚𝑟)
𝑖𝑔𝑛𝑜𝑟𝑒 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑚𝛿

end if
Upon receiving a new secured message, the OBU executes the

ertificate Revocation Status Verification operation to effectively check
the validity of the sender’s certificate. To this end, the OBU accesses the
IOTA Tangle at the address obtained by tryte-encoding of the sender’s
11

p

certificate: if at least a transaction exists, the certificate was revoked,
and the message cannot be trusted. Since the revocation checking
consists only of the tryte value calculation of the sender’s certificate
hash value, the time needed to check revocation status is constant and
it is independent of the number of the revoked certificates. We will
discuss this finding later in Section 7, where we report the numerical
results measured during the test sessions.

As reported in Algorithm 3, the OBU first verifies the signature (𝜎𝛿)
of the arrived message (𝑚𝛿): if the verification fails, the message is ig-
nored. Furthermore, a digitally signed notification (𝑚𝑚𝑟) of this invalid
signature event is sent by the OBU 𝛾 to the MA (notifyInvalidSignature)
to let it know about this vehicle misbehavior 𝛿. The notification con-
tains all the information needed to replicate the signature error, namely
the received message (𝑚𝛿), the received signature (𝜎𝛿), and the sender’s
ertificate (𝐴𝑇𝛿). The details on the different misbehavior events that
he OBU can notify, as well as the way MA treats those notifications
re out of the scope of this work.

If the signature is correctly verified, the OBU calculates the unique
ashedId8 representation (𝑐𝑢𝑟) of the sender’s certificate (𝐴𝑇𝛿) execut-

ng the whole-certificate hash algorithm (wholeCertificateHash). Then, to
ffectively verify the revocation status of the provided certificate, the
BU checks the existence of a revocation transaction issued by the
A at the IOTA address corresponding to the tryte-encoded certificate
epresentation (𝑐𝑢𝑟): if a transaction exists at the given address, and
he RA’s digital signature contained in the IOTA message is verified
y the OBU, the 𝐴𝑇𝛿 has been revoked and thus the received message
𝑚𝛿) shall be ignored by the OBU. If no IOTA transaction exists at the
btained address, the message 𝑚𝛿 is correctly processed by the OBU.

As described above, the revocation checking process happens di-
ectly by accessing the IOTA Tangle without V2I communication: this
voids increasing the traffic through VPKI elements. This implementa-
ion increases the availability of revocation information (SO3), which
s in fact always accessible by vehicles and trust authorities, under the
ypothesis that vehicles have always Internet access. When, for some
eason, a vehicle has limited access to the network, fallback connectiv-
ty (e.g. satellite network) can be exploited to provide Internet access,
hus allowing one to obtain updated revocation information. Another
olution can benefit from Peer-to-Peer (P2P) communications enabling
he delegation of the revocation check process to a neighboring vehicle.

similar P2P communication process is defined in IEEE 1609.2 (IEEE,
016) as well as in ETSI 102 941 (ETSI, 2021b) for P2P Certificate
istribution (P2PCD) used when the end entity has limited access to the
ellular network connection. However, even if current communication
echnologies make this assumption realistic, we have considered the
orst-case scenario in which there is no Internet access at all. In this
articular case, the revocation checking process cannot be performed.
herefore, to avoid taking into account messages from vehicles that
ay have been compromised, the received secured message is ignored.

.3. Identity resolution of misbehaving vehicles

Apart from the RA and the MA that are responsible for misbehavior
etection and the revocation process, other Trusted Authorities (TAs)
re also important to resolve the identity of the misbehaving vehicle
tarting from anonymous certificates (i.e., AT). They are involved in
he revocation process since the RA needs to resolve the misbehaving
ehicle identity before effectively revoking all the certificates previ-
usly issued to such vehicles. Furthermore, once the malicious vehicle
s revoked, all the TAs need to be promptly informed so that they can
eject any new certificate requests received by the revoked entity.

In Fig. 3 is depicted the flow diagram that models the identity
esolution of a misbehaving vehicle. Furthermore, we report its im-

lementation in Algorithm 4. The Vehicle Identity Resolution Process is
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Fig. 3. Identity resolution of a misbehaving vehicle sequence diagram. The Revocation Authority (RA) needs to collect Authorization Ticket (AT) information and Enrollment
Credential (EC) information in order to obtain the unique vehicle identifier (id). Once collected, the id is used to deregister the misbehaving vehicle, excluding it from the system.
Algorithm 4 Vehicle Identity Resolution in IOTA-VPKI
Input: 𝐴𝑇𝛿 , 𝑚𝑜𝑘, 𝑚𝑘𝑜

Step 1 ∶ 𝐴𝑇𝛿 𝑖𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝑟𝑒𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛
𝜎𝑎𝑡𝑟𝑖 ⇐ sign(𝐾𝑅𝐴

𝑠 , 𝐴𝑇𝛿)
𝑚𝑎𝑡𝑟𝑖 ⇐ (𝐴𝑇𝛿 | 𝜎𝑎𝑡𝑟𝑖)
𝐴𝑇 _𝑖𝑛𝑓𝑜 ⇐ requestATInfo(𝑚𝑎𝑡𝑟𝑖)

Step 2 ∶ 𝐸𝐶𝛿 𝑖𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝑟𝑒𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛
𝜎𝑒𝑐𝑟𝑖 ⇐ sign(𝐾𝑅𝐴

𝑠 , 𝐴𝑇 _𝑖𝑛𝑓𝑜.𝐸𝐶_𝑃𝑜𝑃 )
𝑚𝑒𝑐𝑟𝑖 ⇐ (𝐴𝑇 _𝑖𝑛𝑓𝑜.𝐸𝐶_𝑃𝑜𝑃 | 𝜎𝑒𝑐𝑟𝑖)
𝐸𝐶_𝑖𝑛𝑓𝑜 ⇐ requestECInfo(𝑚𝑒𝑐𝑟𝑖)

Step 3 ∶ Vehicle revocation in EC
𝜎𝑣𝑟 ⇐ sign(𝐾𝑅𝐴

𝑠 , 𝐸𝐶_𝑖𝑛𝑓𝑜.𝑣𝑒ℎ𝑖𝑐𝑙𝑒_𝑖𝑑)
𝑚𝑣𝑟 ⇐ (𝐸𝐶_𝑖𝑛𝑓𝑜.𝑣𝑒ℎ𝑖𝑐𝑙𝑒_𝑖𝑑 | 𝜎𝑣𝑟)
deregisterVehicle(𝑚𝑣𝑟)

divided in three steps: the 𝐴𝑇𝛿 information retrieving; the 𝐸𝐶𝛿 details
esolution; finally the vehicle 𝛿 full revocation in EA.

The first step starts once the MA sends a revocation request to the
A to effectively revoke the certificate 𝐴𝑇𝛿 of the misbehaving vehicle
. To this end, the RA digitally signs (𝜎𝑎𝑡𝑟𝑖) a request for AT certificate
nformation message (𝑚𝑎𝑡𝑟𝑖) to be sent to the AA (requestATInfo). The
A looks inside the list of issued certificates searching for the 𝐸𝐶𝛿 proof
f possession (𝐸𝐶_𝑃𝑜𝑃 ) received from vehicle 𝛿 during the 𝐴𝑇𝛿 issuance
rocedure (Algorithm 1). Using this proof of possession during the AT
ssuance avoids the AA to link the EC and the AT of the same vehicle,
nd helps to enforce the separation of duties between the EA and the
A. At this point, the RA begins the second step of determining the

dentity of the vehicle by contacting the EA. To do this, it digitally
igns (𝜎𝑒𝑐𝑟𝑖) a EC certificate information request (𝑚𝑒𝑐𝑟𝑖) containing the
eceived 𝐴𝑇 _𝑖𝑛𝑓𝑜.𝐸𝐶_𝑃𝑜𝑃 and sends it to the EA (requestECInfo). In
urn, the EA retrieves the 𝐸𝐶𝛿 issued to the misbehaving vehicle 𝛿 and
ends back to the RA the certificate details (𝐸𝐶_𝑖𝑛𝑓𝑜).

At this point, the RA is able to match the information received
rom the two trust authorities in order to extract the so-called canonical
identifier of the compromised vehicle (EC_info.vehicle_id). Hence, the
identity resolution process is completed, and the RA needs to commu-
nicate to the EA that the retrieved vehicle identifier needs to be banned
from the system and cannot obtain new valid certificates. To do this,
the RA prepares a digitally signed (𝜎𝑣𝑟) vehicle de-registration mes-
sage (𝑚𝑣𝑟) containing the vehicle canonical identifier (EC_info.vehicle_id).
Finally, the RA sends the message 𝑚𝑣𝑟 to the EA (deregisterVehicle)
to effectively exclude the misbehaving vehicle from the system. This
12

communication does not happen with the AA because, as stated in
the standards (ETSI, 2021a,b), a vehicle can request an Authorization
Ticket (AT) issuance if and only if it has already obtained a valid
Enrollment Credential (EC) from the Enrollment Authority (EA). As a
consequence, it is sufficient to de-register vehicle in EA to exclude the
vehicle from the system. Furthermore, this requirements is enforced by
the Authorization Authority (AA) that asks to EA the validation of the
EC proof of possession received by the vehicle wishing to obtain a new
AT.

Generally speaking, the proposed revocation scheme completely
matches the requirements discussed in Section 2.2. Indeed, it realizes
the distribution of the revocation information by exploiting the DLT
underlying technology. Furthermore, it guarantees zero overhead on
the vehicle during the revocation checking process. Finally, due to the
underlying storage of DLT, it also provides transparency to the whole
process.

6. Security analysis

In this section we analyze the new version of the IOTA-VPKI security
scheme presented in Section 4.1 according to the security objectives
presented in Section 4.2 and also against the threat model discussed
in Section 4.3. To briefly recap, the considered security objectives
are: SO1. Confidentiality to assure information sharing only between
authorized entities; SO2. Integrity to protect information from unautho-
rized modification; SO3. Availability to let the ITS services being always
accessible by authorized entities; SO4. Non-repudiation & Accountability
to assure that authorized entities are accountable for their actions;
and SO5. Authenticity to avoid unauthorized actors to impersonate
an authorized entity. In particular, we analyze the implementation of
the system, equipped with the proposed certificate revocation scheme
to assess if it effectively matches the considered security objectives.
Furthermore, we also measure the likelihood of exploiting the discussed
threats against IOTA-VPKI architecture and the proposed revocation
scheme.

V2I communication messages exchanged between vehicles and
IOTA-VPKI entities are protected with symmetric and asymmetric en-
cryption schemes that comply with the IEEE 1609.2 standard (IEEE,
2016). This is a mandatory requirement for each security scheme that
complies with EU and US vehicular standards, which is, in fact, one of
our research objectives. The exploitation of these encryption schemes
in V2I communications guarantees the confidentiality (SO1) of all
information exchanged by vehicles with the infrastructure. However,
as discussed in Section 4.2, the security objective SO1 is guaranteed
to any harmless and authorized vehicle until it is recognized to be

misbehaving. In this case, the resolution of the vehicle identity is
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obtained with cooperation between the Enrollment Authority (EA) and
the Authorization Authority (AA) as described in Section 5.3. The
vehicle identity resolution process is coordinated by the Revocation
Authority (RA) that is entitled to resolve the identity of the misbehaving
vehicle. In fact, the RA obtains the unique vehicle identifier by joining
the AA and EA local information, thus retrieving the Authorization
Tickets (ATs) and the Enrollment Credential (EC) issued to the vehicle.
The encryption schemes also guarantee protection against Main-In-
The-Middle attack, Eavesdropping attack, and Traffic Analysis since the
ttacker cannot access the content of the collected messages without the
eceiver’s decryption key. Also, the IOTA-VPKI security scheme issues
hort-lived ATs to mandate vehicles to change pseudonym frequently.
he supported pseudonym changing strategy is compliant with the one
efined by the ETSI TS 102 940 (ETSI, 2021a) and IEEE 1609.2 (IEEE,
016) standards, which are designed to prevent others from tracking
ehicles.

Furthermore, the IOTA-VPKI security system and its integrated cer-
ificate revocation scheme digitally sign every information (e.g. creden-
ial request/response messages; revocation information stored on the
OTA Tangle). In this way, any harmless vehicle can check the signature
nd trust the content if and only if it was signed by the Trusted Author-
ties (TAs), thus guaranteeing the Integrity (SO2) and Authenticity (SO5)

of each V2I message. The same security objectives are ensured for V2V
messages. In fact, each authorized entity shall apply a digital signature
to each message and send it along the content to let the receiver verify
the authenticity and integrity of the message. Hence, by exploiting
signature cryptography, the IOTA-VPKI prevents malicious actors from
impersonating well behaved vehicles, as well as trusted security entities
from IOTA-VPKI. Furthermore, the signature also guarantees the Non-
repudiation & Accountability (SO4) security objective, since the sender
cannot deny having sent a message that contains a valid signature cal-
culated with its private key. Consequently, the security scheme is also
robust against Manipulation attack, and Insertion of information attack:
an attacker is not able to manipulate the content of the certificate
request messages, or even alter revocation information stored in DLT,
without the private signing key of the Revocation Authority (RA) or any
other TA. Furthermore, the scheme is also protected against Repudiation
attacks because the signature cannot be denied by the sender of the
message. It is worth noting that the security scheme leverages the IOTA
Distributed Ledger Technology (DLT) to enforce issuing and revoking
certificate process transparency: the append-only log feature of IOTA
DLT assures also a proof of execution for each issuance process made
by IOTA-VPKI TAs. Additionally, since the AA issues only ATs with
non-overlapping lifetimes, no vehicle can be provided with more than
one valid AT at any time: thus an attacker cannot create a malicious
Sybil node. Consequently, the security scheme is also robust against
Sybil attacks. Finally, the Replay attack protection deserves a separate
discussion. According to the standards, each message is bound with a
sequence number (i.e. a timestamp) that is included in the calculation
of the digital signature. To effectively implement a Replay attack the
attacker should be able to calculate the new signature with an updated
sequence number, and this is possible only with the sender’s private
signing key. Moreover, the AT certificate used to sign the messages
that the attacker wants to re-send in the network should be still valid
and not revoked at the time of the Replay attack implementation, and
that may not hold due to the fact that the vehicles change pseudonym
frequently as described earlier.

Finally, the system achieves the security objective Availability (SO3),
as the IOTA-VPKI as well as the proposed revocation scheme store the
results of the VPKI operation and the revocation information exploiting
the DLT technology. If an attacker wants to degrade the certificate
or revocation information availability the only way is to attack the
underlying DLT technology directly which is challenging as discussed
in Li et al. (2020). Consequently, the proposed security scheme is robust
against Denial of Service attack. Furthermore, the proposed scheme
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guarantees protection against Spamming attack and Broadcast Tampering
attack because any message that does not contain a valid signature is
refused and considered untrusted by other non-faulty vehicles. The at-
tacker can implement those types of attacks only by taking control of a
trusted vehicle and use its valid credentials to send malicious messages.
However, even in this condition, the Misbehavior Authority (MA) can
be able to quickly identify false warning messages broadcasted in the
network and promptly exclude the hacked vehicle from the system with
certificate revocation.

7. Performance evaluation

As introduced in Section 2.2, the delay-sensitive characteristic of the
vehicular environment imposes strict message processing latency re-
quirements. Therefore, these time requirements must be taken into ac-
count to measure the feasibility of the implementation of any vehicular
revocation scheme.

For this reason, we have concentrated our performance evaluation
on the revocation checking delay and on the revocation process delay
to demonstrate that the proposed revocation scheme performs well in
different conditions, typical of the vehicular environment. In fact, these
environments are characterized by a variable number of connected
and autonomous cars continuously joining the system and exchanging
messages at different frequencies depending on the road conditions
(e.g., the message frequency is higher in hazardous situations). Con-
sequently, each security system must not impact negatively the delay
of communications to abide by the latency requirements typical of
vehicular systems. Hence, the different types of experiments were been
selected in a way that it would be possible to demonstrate the mini-
mum impact on the communication delay introduced by the proposed
security scheme. To this end, we defined the test sessions considering
different message frequencies to mimic all the possible road conditions,
and we simulated different numbers of revoked vehicles to evaluate the
scalability of the system in presence of a huge number of entities.

In the following subsection, we present and discuss the numerical
results of our experiments, providing the reader with the details of
our experiment settings to assure the replicability of the test ses-
sions. Finally, we provide a detailed comparative analysis with other
implementations.

7.1. Experiment settings

To demonstrate the effectiveness of the proposed solution, a pseudo-
real environment was created in our laboratory. Multiple test runs were
conducted under different conditions to stress the revocation method
and evaluate whether it meets the requirements discussed above.

The experimental environment architecture is depicted in Fig. 5.
We used two workstations with 3.0-GHz Intel Core i5 CPU and 8-GB
RAM to deploy an RSU instance and an IOTA-VPKI instance extended
with the proposed certificate revocation scheme. Also, we equipped the
RSU with the IOTA Reference Implementation (IRI) node that acted as
a gateway towards the IOTA ledger for issuing transactions. The two
workstations were connected to each other through a 1-Gb/s switch.
We also used a Proof-of-Work (PoW) custom accelerator, encompassing
an FPGA, to speedup the revocation process. To this end, we equipped
the IRI node mentioned before with a Cyclone 10 LP FPGA, named
PiDiver (Bartolomeu et al., 2020), connected through its GPIO pins to
a Raspberry Pi 3B running an HTTP server, used by the IRI node to
perform PoW computation offloading. Finally, to simulate the OBU
we use our proprietary board equipped with SOM NXP i.MX 8M Quad-
core (4 x Cortex™-A53 1.5 GHz) and 4 GB RAM, which simulated the
revocation check procedure in different runs.

To avoid interference with public transactions, we have also de-
ployed an instance of Private IOTA Tangle on the IOTA-VPKI in-
stance (IOTA, 2022d). The main Tangle parameter is related to the
Proof-of-Work (PoW) setup. One of the main functions of PoW is to

reduce the ability of bad actors to spam the network with meaningless
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Fig. 4. Cumulative Distribution Function (CDF) of revocation checking delay for the different test runs. The tests were executed on the vehicle side by testing the different
supported message frequencies in order to evaluate the performances in all the workload conditions supported by the standards. We replicate the same tests with different numbers
of revoked certificates to check if the delay is dependent on the status of the certificates.
Fig. 5. Experimental environment architecture.

transactions/messages (Anon, 2022a). This avoids the allocation of a
significant amount of wasted computational load for a long period of
time. The Minimum Weight Magnitude (MWM) determines the compu-
tational load required for PoW calculation. In particular, The Private
Tangle instance depicted in Fig. 5 was executed with an MWM equal
to 9, similar to Devnet (IOTA, 2021a). However, the proposed method
is perfectly compatible with the public IOTA Tangle instance which
has a MWM equal to 14. To explain this compatibility, it is worth
describing the concept of confirmed transaction and IOTA throughput
(also known as, confirmed transactions per second (CTPS) Fan et al.,
2021). As detailed in Silvano and Marcelino (2020), after attaching
a new transaction to the Tangle, such transaction is considered an
unapproved transaction and it is called tip. Each new tip waits for
confirmation through direct or indirect approval until its accumulated
14
weight reaches the predefined threshold (Silvano and Marcelino, 2020)
at which point the tip becomes an approved and confirmed transaction.
As detailed in the experiments reported in Fan et al. (2021), the
transaction throughput (i.e., the CTPS) keeps a near-linear growth
against the transaction arrival rate, while it is negatively affected by the
network delay. However, our scheme does not depend on the approval
process because vehicles can trust the content of a new transactions
even when they are in the tip state thanks to the Trusted Authority (TA)
cryptographic signature, which is applied on every content attached to
the IOTA ledger (Tesei et al., 2021a). For this reason, in the experiments
reported in the next section we measured the delay of attaching a new
tip over the IOTA Tangle, which is much lower than the full approval
time, and has greater throughput compatible with the proposed security
scheme. Consequently, there is a full delay and throughput compatibility
of the proposed security scheme with the IOTA private network per-
formance reported in Fan et al. (2021), and we expect to experience
comparable delays even using the public available IOTA Tangle thanks
to the independency of our scheme on the transaction approval process.

7.2. Experimental results

In each run, we simulated that an OBU receives signed messages
at different frequencies from different senders. Upon receiving a new
message, the OBU first checks for the status of the sender’s certificate
by calculating the IOTA tryte address corresponding to the hash repre-
sentation of the given certificate. If there exists at least one transaction
on the obtained address, the OBU ignores the received message and
goes on processing a new message. The revocation checking is done
by exploiting the IRI node deployed on the RSU. This process was im-
plemented in Python for both the revocation execution and revocation
checking process.

In order to simulate real message frequencies, we have considered
what is stated by ETSI in the Basic Set of Applications Definitions
in ETSI (2009, 2019a,b). Considering the different message types
(i.e. Cooperative Awareness Message (CAM), and Decentralized Envi-

ronmental Notification Message (DENM)), and various conditions that
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Table 4
Revocation check delay statistics.

Frequency 1 Hz

# Revoked Average Maximum Pr{t ≤ x} = 0.95

500 10.9 ms 31 ms 16.1 ms
5K 11.7 ms 24 ms 14.2 ms
10K 11.6 ms 29.8 ms 15.2 ms

Frequency 2 Hz

500 10.2 ms 31.5 ms 15.6 ms
5K 10.1 ms 22.7 ms 13.2 ms
10K 11.8 ms 24.9 ms 14.7 ms

Frequency 10 Hz

500 10.5 ms 25.2 ms 15.6 ms
5K 10.1 ms 25 ms 12.4 ms
10K 10.5 ms 26.4 ms 16.1 ms

may occur on the road, the possible message frequencies are: 1 Hz;
2 Hz; and 10 Hz. The use of multiple message frequencies was required
to study the effectiveness of the proposed certificate revocation scheme
under different road conditions (e.g. vehicles increase the frequency in
hazardous situations). Furthermore, it allowed analyzing whether the
latency of the revocation process check is independent of the available
message frequency.

Finally, to demonstrate that the latency of revocation process check-
ing is also independent of the certificate status (i.e. valid or revoked),
we set up each run with half of the issued certificates in revoked status.
We know that in a real situation this condition is not feasible because
the number of valid certificates is typically much higher than those
revoked. However, that setting was mandatory to guarantee that the
OBU processes a message from a valid or revoked vehicle with equal
probability.

Fig. 4 illustrates the Cumulative Distribution Function (CDF) of the
revocation check procedure with different numbers of revoked certifi-
cates and different message frequencies. As summarized in Table 4, in
the first run (500 revoked certificates) there is a 95% of probability
that the delays are lower or equal to 16.1 ms when considering a 1 Hz
message frequency. Increasing the message frequency has almost no
impact on the delay for the 95% probability: 15.6 ms for the message
frequencies 2 Hz and 10 Hz. The average delay value is slightly higher
than 10 ms for all message frequencies in the first run, while the
maximum delay value of 31.5 ms was measured at a message frequency
of 2 Hz.

In the second and third runs, the measurements are very close
to the first one. In fact, with 5 K revoked certificates, the delays
are lower than or equal to 14.2 ms, 13.2 ms, and 12.4 ms in 95%
of the cases regarding frequencies of 1, 2, and 10 Hz, respectively.
Similarly, in the third run (10K revoked certificates) the Pr{t ≤ 15.2

s} = 0.95 for 1 Hz message frequency and remains close to this value
ith increased frequency values (i.e., 14.7 ms for 2 Hz and 16.1 ms

or 10 Hz). The average values are still very close to the first run,
amely around 11 ms (1 Hz), 10 ms (2 Hz and 10 Hz). Finally, the
orst-case scenario in the second and third runs is equal to 29.8 ms
nd was measured at a 1 Hz message frequency with 10 K revoked
ertificates. The results confirm that the delay in revocation checking
s independent of the number of issued and revoked certificates, as
ell as the frequency of the message. Furthermore, the majority of

he measurements (95%) are significantly lower than 25 ms, which
emonstrates that the proposed revocation method is compatible with
he vehicular application requirements defined by ETSI in ETSI (2009,
019a,b).

Furthermore, we randomly revoked 10k certificates to evaluate
he delay of the revocation process. As described above, this delay
orresponds to the vulnerability window of the proposed scheme. In
he proposed scheme, this delay represents the time to attach a zero-
ransaction on the IOTA Tangle at the address derived by the hash value
15
Table 5
Revocation process delay statistics.

IOTA PoW # Revoked Average Maximum Pr{t ≤ x} = 0.95

Software 10 K 8 s 82.96 s 18.57 s
FPGA 10 K 0.512 s 3.091 s 1.093 s

Table 6
Revocation checking delay comparison.

Revocation check Vulnerability
window

SEROSA (Gisdakis et al., 2013) N/A ≥2 s
EADA (Yang et al., 2020) ≤0.200 s N/A
SECMACE (Khodaei et al., 2018) ≤ 0.075 s ≈1.65 s
BPPA (Lu et al., 2019b) ≤0.015 s ≈2 s
Std. SCMS (Brecht et al., 2018) ≈0.123 s ≥7 days
IOTA-VPKI ≈0.010 s ≈0.50 s

of the certificate to be revoked. Fig. 6 illustrates the CDF of the results
obtained with a software implementation of the IOTA Proof-of-Work
(PoW) algorithm. As shown in Table 5, with the IOTA PoW software
implementation, the vulnerability window of the proposed scheme is
lower than 18.57 s in 95% of the cases, a very short interval when
compared to those in the revocation by expiry schemes. However, in the
worst-case scenario, a misbehaving vehicle remains trusted in the sys-
tem for 82.96 s, which means that at the maximum message frequency
available (i.e., 10 Hz), an attacker can send a maximum of 829 mes-
sages before the revocation information arrives at the other harmless
participants. However, this value is still much lower than what occurs
in the vulnerability window exposed by the current standards (i.e., which
is 3 months in the worst case with certificate pre-loading European
Commission, 2018).

Executing the certificate revocation process with the PiDiver PoW
accelerator provides significantly improved results, as comparatively
documented in Fig. 7 and Table 5. In this case, the proposed scheme’s
vulnerability window is lower than 1.093 s in 95% of the cases, which
corresponds to an 18-fold improvement with respect to the software
implementation. Even the worst-case scenario outperforms the soft-
ware implementation with a maximum delay of 3.091 s (27 times
improvement compared to software implementation), which means
that a misbehaving vehicle can send a maximum of 30 messages
before the revocation information is effectively distributed to all system
participants.

7.3. Comparison with other implementations

Several key implementations providing performance evaluation for
the revocation mechanism were considered and compared with our
solution. Furthermore, we considered the standard SCMS implemented
by Crash Avoidance Metrics Partners LLC under a cooperative agree-
ment with the U.S. Department of Transportation (USDOT) (Brecht
et al., 2018), analyzing its performance analysis reported and dis-
cussed also in Khan et al. (2022). The addressed works encompass
credential management systems and support active vehicle certificate
revocation. Other proposals available in the literature such as (Förster
et al., 2014), Bißmeyer et al. (2014), C2C-CC (2022), only support
revocation by expiry, thus they are not directly comparable with our
revocation mechanism proposal. The performance evaluation of the
selected related work was carried out under conditions similar to those
presented in Section 7.1. The key difference is that in the selected works
vehicles (i.e. OBUs) are simulated using generic laptops (or desktop
workstations), while we used specific vehicular hardware, which is
compliant with EU and US standards and has lower computational
power. Furthermore, we compare our results and the measurements
reported by the other considered implementations exploiting a simple

delay comparison. To this end, we compare our results with the delay
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Fig. 6. Cumulative Distribution Function (CDF) of revocation process delay with the IOTA PoW algorithm software implementation. We executed 10k revocation processes for
random certificates measuring the time needed to attach the revocation information over the IOTA Tangle.
Fig. 7. Comparison between the CDFs obtained from the execution of the revocation process with hardware accelerated (PiDiver) and software implementation of the IOTA PoW
algorithm.
in revocation checking and the size of the vulnerability window for
each of the considered implementations. Table 6 shows the result of
this comparison.

For what concerns revocation checking delay, the results confirm
a significant performance improvement of our scheme over the stan-
dard US SCMS (Brecht et al., 2018) (12-fold improvement), as well
as over SECMACE (Khodaei et al., 2018) (7-fold improvement) and
EADA (Yang et al., 2020) (20-fold improvement). It is worth noting that
16
the SECMACE solution takes advantage of the OCSP verification proto-
col (Santesson et al., 2013) but the verification is done after retrieving
the CRL from the EA: the performance evaluation available (Khodaei
et al., 2018) states that for a CRL with 100.000 pseudonyms the latency
for obtaining a CRL is less than 1500 ms. The same considerations
apply to the standard US SCMS (Brecht et al., 2018). In our solution,
this delay is completely absent since the vehicle accesses revocation
information directly on IOTA Tangle. Considering BPPA (Lu et al.,

2019b), the best case out of the analyzed solutions, our scheme reports
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a slight improvement of 5 ms. In turn, SEROSA (Gisdakis et al., 2013)
does not provide measurements about the time needed by an OBU to
check the revocation status of the sender’s message (i.e. revocation
checking delay). The authors reported only the pseudonym revocation
process time (i.e. the vulnerability window) that encompasses the
vehicle identity resolution (320 ms) plus the time needed by the other
authorities to perform a certificate revocation list update and vehicle
identity revocation (more than 1.6 s). Finally, the delay of our proposed
scheme is independent of the number of revoked certificates and reg-
istered vehicles, which is not the case for EADA (Yang et al., 2020)
and (Lu et al., 2019b). Similarly, the performance evaluation reported
by SEROSA’s authors demonstrates that the time needed to revoke
a pseudonym is independent of the number of revoked certificates.
However, since the certificate status checking is done by exploiting a
CRL-based approach, the revocation checking delay is susceptible to the
size of the whole CRL.

Similarly, our scheme outperforms the other considered implemen-
tations also in terms of vulnerability window. Considering the full revo-
cation time as the vulnerability window size, the obtained results with
hardware-accelerated IOTA PoW implementation confirm a significant
improvement with respect to the other considered implementations,
with a 3-fold improvement of the results reported for SECMACE (Kho-
daei et al., 2018), and a 4-fold improvement in both SEROSA (Gisdakis
et al., 2013) and BPPA (Lu et al., 2019b) implementations. The
comparison with the standard SCMS deserves a separate discussion.
Considering the revocation by expiry approach defined by the standards,
the vulnerability window strictly depends on two factors: the minimum
validity period of the credentials issued to the vehicles; the exploited
certificate changing strategy. The authors reported in Brecht et al.
(2018) the following parameter values:

• Certificate validity time period: 7 days
• Number of certificates valid simultaneously: min 20
• Overall covered time-span: 1–3 years

Even if these parameters can be fully customized by the SCMS Manager,
the absence of an active certificate revocation mechanism results in
a vulnerability window that can vary from 7 days to several months.
These values are very high compared with the ones measured with our
scheme.

All in all, our scheme outperforms the other considered imple-
mentation with respect to revocation checking delay and vulnerability
window size. As a result, our solution matches the VANETs time re-
quirements and critical latency discussed in Section 2, while increasing
the security level of the whole system. Furthermore, unlike all the
considered research works’ delays, which are highly dependent on the
number of registered vehicles, the performance evaluation of the pro-
posed scheme demonstrates that the delay introduced by the proposed
scheme is completely independent of the message frequency and the
number of issued and revoked certificates, thus independent of the
number of registered and available vehicles.

8. Conclusion

In this article, we have presented a new VANET revocation method
that closes a gap in the current US and EU standards implement-
ing a transparent active vehicle revocation mechanism through IOTA
Distributed Ledger Technology (DLT). The solution was a generalized
version of our previous work IOTA-VPKI customized for the logistics
use case (Tesei et al., 2021a). Starting on the first IOTA-VPKI archi-
tecture version presented in Tesei et al. (2018), we enhanced the Re-
vocation Authority (RA) to support the proposed vehicular revocation
mechanism taking advantage of the DLT technology to transparently
save revocation information. Furthermore, we extended the IOTA-VPKI
architecture with a Misbehavior Authority (MA) to allow the solution
to be compatible with any method that aims to detect malicious or
17

misbehaving vehicles on the road. Once the MA recognizes that a
vehicle is compromised, the RA is activated to publish the revocation
information on the IOTA Tangle ledger with a zero-value transaction.
In parallel, the RA starts the identity resolution process to retrieve the
vehicle identity and communicate it to other TAs, indicating that no
more valid credentials can be issued to the compromised vehicle. In
this way, once an On-Board Unit (OBU) receives a new secured message
it retrieves revocation information about the sender’s certificate with
direct access to the IOTA Tangle: if at least one zero-value transaction
signed by the RA exists at the address represented by the sender’s
certificate, the message must be ignored. To complement our proposal,
we considered five well-known security objectives and discuss a threat
model compatible with ETSI (2017) and Lu et al. (2019a). Furthermore,
we reported a complete security analysis that discusses IOTA-VPKI ro-
bustness against common attacks in the scope of the security objectives
considered.

Experimental results have documented that 95% of the revoca-
tion check delays are lower than or equal to 16 ms. These results
demonstrate the effectiveness of the proposed revocation method and
compatibility with the vehicular applications time constraints defined
by ETSI in ETSI (2009, 2019a,b), enabling its use in realistic ITS en-
vironments. Furthermore, results confirm that the revocation checking
delay is independent of the certificate status (i.e., issued or revoked)
as well as independent of the total number of issued certificates. This,
in turn, confirms also that the proposed scheme overcomes the issues
found in CRL-based approaches available in current US and EU stan-
dards, characterized by low scalability and high revocation checking
delays in presence of high number of revoked vehicles. Finally, the
underlying IOTA DLT storage guarantees the transparency of the whole
revocation process, as well as the permanent availability of revocation
information that does not require complex distribution protocols.

The presented RA revocation process delay measurements demon-
strate that the vulnerability window of the proposed revocation scheme is
ess than 1.093 s on the majority (95%) of the measurements. These re-
ults were obtained with a low-cost FPGA-accelerated implementation
f the IOTA PoW algorithm. This is an important improvement with re-
pect to the vulnerability window available in the current standards that
an reach 3 months according to the latest European security policy
certificate pre-loading case European Commission, 2018). In addition,
he proposed solution outperforms the other existing implementation
n terms of vulnerability window (3 to 4 times improvements), thus

advancing the state of the art in vehicle security.
Finally, the standard-focused research work approach that we ex-

ploited is mandatory for the proposed solution acceptance in the in-
dustry. This in turn fosters a wider base of adoption, as well as a real
contribution to the evolution of the current C-ITS security standards.
Last but not least, the approach also contributes to increase the se-
curity and safety offered to the drivers. In conclusion, we consider
our solution to be an extension of current EU and US standards in
order to close the current gap in the vehicle revocation mechanism.
Furthermore, the proposed solution mitigates risks and reduces the
vulnerability window of the current ITS security architecture. All in all,
the proposed revocation scheme perfectly matches the requirements
of VANETs, and it is ready to be used in a real and large-scale ITS
deployment.

As future works, we plan to test the IOTA-VPKI system integrated
with the proposed solution in two real testbeds: the first is available at
the Livorno seaport and highway (Italy); the second is available in a
Smart City context at Aveiro (Portugal). With these pilot sites, we will
demonstrate the effectiveness of the proposed solution in a European

large-scale testbed embodying a realistic ITS environment.
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