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ABRSTRACT

Ivtrusion Devsecion Syatem hos o imponan @k in deecting theeas or anacks m e compuer nerworks.,
Intrugion Betection System (ID8) is a network protection device used do identify and check datn packess in
etk raffle, Snort is free setiware used fo defeet sttacks and protsel compuer resworks, Snort can only
dedect nusmsie attocks, wherens to detect snomaly abacks usng Bayes Network, Maive Buyes, Basdam Tres,
LWAT aned J-48 C lassificarion Meihsod In |ui1np-:r. the experimental stady uses the KDDCLIP 9% daiase and
the datiset taken from Campas Network, The main ohjective of this research is o detect deceptive paciets
that pass comgister network taffic, The sieps taken in this sty are dsto prepasation. datm cleaning, datase
classification, feature extraction, mules swori for deinctieg, and deiecting packet as an stiack or normal. The
regalt of the prapeasd sysicm is on secwmabe detection rabe

Keywaords; Clavaiifoanion, fareasion, Swort, Aromiely, Wisee

I INTRODUCTION

All typesof attacks on 3 compater network
mmst be resisted @y dhat the network looks relioshle.
As we know that compaier setworks aed services
heave hecame: the Fackhone for activities in isdustry,
busimess, ond all aspects of humon Lif, An mireder
ablack in ke comguber network becomes an enemy
of secwrity posomnel and all fhose who have thi
reapensbility i provide pratection for the netwark
arsd its apseTs,. Insmective informsfion security with
mnformetion sorage capabalibes where coardimated
warehenee informition checks e used as o basic
principle of work [1]

Liser necments, peraomal fibss, posswonds
el bl notwork mesources mus be profecied by
network almimstratoes md security persoone @
creste o comforable amd seoure netwoerk
civirommend. Various methods ane wed hﬂlru-i:r::
tex carry et ther attacks on the network. Denial of
service (Do&h = one of the most commnky used
waws bo atlnck network resounoes and make nebwark
services paalyzed. Differcnt types of Do attacks
have their awn bebavier m aHocking network
resouroes (o achieve goals, bt the poing 1s that the
netwodk is nod available b ik wsers 2], Bemol: o
wier {H2L) = a0 bpe of compuler network atback,
whiere etz of pockets are send to other comgubers by

1

inmeders who oensally do met have pemiission o
mooose as usere. Liser dooroot (U2ZR) abacks are
another type of atack where network resousces are
ricd with various sttempes o be fully accessed by
inmeders like the crigingl wser [3], Prohing is the
nexd bpe of aitack where network devics are
scanmed by intruders in find wealmesees intupokgy
or open pons. This step is wsed by intredens o made
illegal access fo personal indiemation at the fime
the @il specify, Examples of this aiipck shroogh
the@Rtwark, wech xy ipsweep, nimgp, and porsweep.

Imtrisiom detection systems {125S) beoome
an impartand pan in capiuring stiocks like this
hecouse IDS & able to wark agzing all atacke
Classilication technigues are used by 105 'n']L"H.'L'l
and decide whether cach packet that passes through
thie network s normal packet or aback packet (ep
DS, UER RIL, PROBE).

Al typees of intruder stiacks, such as D05,
RIL, UZR. and PROBE wme the repasviony datnss
Tmm Knowladpe Discovery in Databases [KDDV
The KDEr datuset s used w evaluste clasiifions, The
mecthodoleery uead = sl o do e preprocessmp
siep in the KDD fatwsed. The dataset 15 ueed in
pralctemuined eoviromments. Then the -:laaﬂ'u:r (]
examing] enid evahsied o detenmine which 15 more
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accurmnle than the others in detectng all the attacks
bing studied (DS, R2L, UZR. and FROBE).

Cm ihe oiher hond, Snort s software hat
cait also detect nerwork mirsion. Snom s able w
by, smrch and match praeal conbent ine the
metworlk, Smon b5 copable of detecting varius
oempled obtecks sech g pom scanming, 03
fingerprint sttempts, O] adtacks, baffer overflow
Sk probcs, cast ol configueation g
fleibility in emtering ndes into the datahase are
examples of he benefits of snort Multi-v@§ant
prackets are irvestigated and detested by snort using
Smiffer mesle,
Memwotk Intmsion Dedeotiaon_Systemn mode.  and
Packetr Logger made Spont architecture is shown
in figure |
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Figyre | Snord Arefiderinne

Wiy rosmrs baers hive ussd data mining 1o
improve 108 by offering ewfemal detection that
identifics the presence of boundases in momnal
metwoak aetivily, Memmal and aboormnal pctivibes
can be distimpuished in this way (4] Do Mimng
can al=y be applied in identilying the presence of
attacks in the system and iscreasing Be kvel of
detection mcmacy. |n aklition, classifcation and
clusterm meodels can be developed o distinguish
between  packels  with meomnol and  abmarmal
behavior, Procedures o detecting intrusion of
coang lete and accurate network fraffic ore elassifisd
A 3 clmsification problems,

The chessilcation mods] can  klenify
ilanpernus anncks, redhice falae alarms and improve
the aecarsey aof detection rates, [ prodice of ficien
ICxS, several date minimg atgorithes hase been
profE¥ed previowsly such oe AdaBeost [5], KNM
[G). Suppan Yecter Mackines [7] eic. All of these
algnrithms are imegrated with differest models in
disingnishing &egerovs  ottncks and  nommal
behavier o defect  enksown attacks, The
clamification of (D5 depends on their delection
technbques, architectuse and pod-detection ootivites

i

Dhue b the imcrensing diversity of aiscks
and new atincks that are developed every day i1 pae
provide the system with feaibility and adapinbility,
Anomaly-based network imanison SERCTon Can
dutod new aftocks bufory socunity analysts gwven
Tenmm pboat i, while rubes! sipnature-hassd neraork
intnesion detectioa svstems are pood at detecling
Enown o defined anocks. The two approaches
togethicr creste o sysien Tor identifylog disoapive
hehavier. RBulehased uees o wipnature  hised
appeonch @nd machine leamisg hased uses onomaly
bassd sppreach.  Rule-based leaming is utilized fo
clossify packets as mommal or abnonnal, o o
meduce false positive and felse negotive raes o
intesion detection, machine learming hased sysbem
is ised [4] Rule-tased can identify known abiacks.
Ml eanwhile, maching letming eon leamn without
heing progrommed direcily, sioming by providing
input of some knowladge, s that @ cen molyae,
inrerpaet, and st the kmow ledge gothened.

Therefore,  this  apgrosch  provides
assuronee =1 mo packes with mingsion can pass
thringgh wer network systene b this paper, we
intmsdisced mule-hased leanving system and mochine
lenmming claseificnnon Rule-tased is used wcapiure
real-tinee data by nsing the SMORT and mochine
learming BIEI] is weed to solve the classification
problem. In this swedy, researchers have werked b
imprve the Haves (Baves Metwark, Naive Bayves)
and Decigion Tree (Rasdom Tres, LMT, 125 as
miachine lreming based, These Algoritlms as an
effort v deal with everimoreasing zml i:ag'mg
intnsder atocks. 11 okso protect: the metoork spminst
internal amd extermal ampcks by increasing the
accuricy of the detection rule and performoance af
amcemabows 108, We wsixd KD doase o beild
nachine leamning mode] [E)

According te par research hypothesia In
arder to mmake otecks identified by SNORT more
venlied ozl tme, raincd machine learmng
el el cam be applied in SNORT classifotion dala.
Uar approech can be divided indn two parts; In the
first, SMWORT e comfipored nceording fo some
pradeined rules o caplue sotwoerk fraflic in nal
time amd this mformetion s stored o the detobase.
I thee second pun, a machme leaming model i
trainsed using KDD dateser. Muochine leaming {Dato
mining clssilication] based = owed to slve the
clasification problem and bring up the defection
Tate ACCURCY.

The cominbuticas of shis pager are os
Follonws, (17 A Beal-time mberet irmffie dadaset has
heen develope] using snort and thew o exlused
leare datasel hax ako been developed nsmyg an
adimbale selection abporithm, ¢2). Fall feavere and
redwced feapare dateseds, Haves end Decigion Tres

16E0
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algonthms have boe pssl bor minesion imific
classification:  Bayes  Metwork,  Npive  Bayes,
Rondom Tree, LMT, asd J48 Algordlims, The
periormanee of all thess Classiflers is malyesd on
the hass of the clasificatsom accurey of clossifiers,

Retated Wirks
IDS defects: aacks in the metwark 1o
prongel dls systen om immoders, Based on (he
attnck detzetion met@ IDS e divided o reo
main clossifications. The firt is msuse detection
angl the second |8 momaly - depecrion.  Anomaly
detection methisd cam be used o defect sirange
hehavior of wsers in neteork mffic.
Comparative resslts hetaeen the SSEMe-
2001 @iz et and snori performamee in real-time dain
have proven that the seope of mon work is limited
and Vessdevim, AR ekl [H] uses sophisticeted
methadolegies 0 improve snen  performases.
Clade Twmer. ctul [9] Bas investignbed o
propoaad Snor-bass] Detection. Tests e carrisd
oaf i the nepwerk taffic wing five differem
wersions of the snort roles. The reswl s e aroend
aR% of the coafigensd meles fhil w0 provide
prodecton relaed w0 mework secunity, There is
pl:ni of room fior writing mone comglex snort nales
i i & wecurity stmndands. Armo L. Baceak |10}
wics mizchine leaming fechiigues e datn mining
appraaches @ deieer abiuse aed momaly sfiscks in
cytteer traffic impeal Fime
Drmevative Hybrkl detectian has been done
by Swed Rievi, etal [1E], they developed a
hcneypat-based sehesmne oo vined environment.
e resul is an inefficient mie of redwetion of o
bricl segnuture hesed man system. The EC logic
encisdimg lechmigue has bheen proposed by Mosksen
Fomachedoh, Hassen Sallay | 1 2], bt hos Limitations
in dealmg with varicus threats. To derect incorrecly
imjected data, Bo Sun etal [13] eses the "Extended
Kalman Filter® appocach. The nselt is beller
accuracy in PHNx
The security of the celluler ngend itself is an
ehetack: to minesion detection. mimsion detection
usizg cellular agends developed by Saidi |14] can
caplure flooding aitacks in the cloud exvinsmmem
such as DI and Da% aitecks,
The sebected atirihwte fesbure was eatructed
by Asnim L. Bluma and Pat @gley [15] using a
maching beaming algorndhm Web confent and o
large amound of low guality mitomition hane beem
wsied as ingwat datn for inbre sion detection
Artthaal Meurnl Metworks (ANN) and
¥ clusterme |FC) as boildng blocks of 105 haye
prapesed o fnd problems and aitacks ca the
||.|:'=h.'.'u-:|n Heaweser, twere are lmilalives such os
having o lack of necureey | o barmge of pitocks. The

S ——
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researchers bonk aver the Bowadaries by dividing the
heterogeneois trainisg s1 im0 o homapeioous
fraiming sei of pans, by raducing the complexity of
chch traiming group, so that detection performsance:
improved and sysom backups conld be mtriewved
suceessi§ly by using restore points [16].

The classifier selection mods] conducted
by HuvArh Npgoyen md Deskjs Choi [17)
exlrtad 4959 KOO demsel  sooples  and
compared 0 s ol clascifiers under the control
emvironmen, A different approach to dealisg with
KD datasets (s carricd owt by Kamdesh Labwest o
al 18], matlab is used o simulete siperyised ond
unsupervised methisds, and rescarchess st the
technicue witls furey rules fo identify swstem
performonee. L. Breiman [19] focused on random
ferests gl bow fe combise them amosg tree
predictors, ermors in randein foresis as o Hone on the
number of rees indle forest bave been proposed by
researchers,

Im the current scenanio, the intrsion ruffic
clossification wses machine beaming technigess [3],
T6L [T which is hased oo metwick traisng usiso o
s of previens exemples. Then this trainsd netwnrk
i ussd i predict the imkoowns class of fest semples,

In ihs pagper, o real-time indernet raffic
datset wing SWNOET hax boea developed, also
usizg an atribale sglection algedithan ond dhe
development af a redwced festure dataset, This full
fenture ond reduced feature dungets bave bezn used
fwe ML algorthims for intrugions maibc
climification: Bayes Netwark, Maive  Bayes,
Ramdam  Tres, LMT, and J4%  Algorithme
Classification ocouracy and classifier precision
virlues 2re used 0 perfonmamce vanshles of these
clusifiors,

L m-."l'l PO LY
X1, Archiecture

The propased immsion deqection syEem is
clivicled intn seven modules mmd the activities of ach
phize ore sl in Agune 2.
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LE Preprocessing

Preprocesaing s wsed ot remove
mgonsistent data, In pddinon, preprocsssing can
bamddle: pissing values, eliminste nelze from data
sty ond  chimamies  fnequeney aftnbobes Hom
umnecesgary datoscts, WERS wols ore used for
prepmocesssing [ 14, 20, 21] The resa lis are Four main
cotegorics of groups with 21 iffffes of atfacks in o
piEber o diTevenn evenis, The ks of s mcs
for each bype of ottack can be seen s Figare L The
crperimenl was camed owl by rasdomizing all
insaness afier eximcting (e KD dataset complete

wiils 148, 725 instavees, a5 shawn iy able |,
:

Table I Mumber of increwcee for such hpe of afect

'I'mu-ll.\titl. Instsaces Sumbsr
“Bdars Afer
iy [ L]

ilack 220 ]
lwfier uy 1}
i!:h-mﬁm
'|'_|'P 'l'|-nI|.' E -]
e [Yasrward 21 1k
irap 12 F]

[ Ewwp (REE]] EFH]

Lot bankile u 3
Adaltillap T ¥
L (TR BLREY
e T 2315 T
Pl 3 I

T i i
Y n4 10
Porussaap [ITETE il

Reotia I 5

| Sk | 5.HAE 447
Seermard kTR T EERH ]
Sy 3 [
Towikeep 9 3q
Warz Clical (= E]l
Warex Mosder AF T
ol XNl FLEITY

13 Classification

After the B preprocessing stage, the
e alp is the chesibcstion cxporimsnl usimg
Bayesion (Haves netwark, Naawe Bagpes] and tree
algorithon ¢lnssifier 13-4%, Random Tree, LMTE
Researchers use Weka sofivare s a clessifieation
by Tee ot of this phase is 1w produss a like for
Anomaly  Classbeation andl a hle for Misisg

S
1681

U lassification pravi diexd by the ki eupSI% datacet |23,
23], Bty of theese files are used 1o predict the attack.

L.4.1 Bayes Metwork

This 14 o groupang bor gided loaming usng
indepeadent  feature assumprioas. This leaming
theory represems e dstrietion of the nuive
Bayesian classifier, Bayves Matwork uses o variety of
aiffzrent seanch algoriiln il guality mesure men)
methisds which Hayes Metwork iz a3 erhancement
1o Malve Boves [1M4], Bovesian networks can help
undersiand the weorkd being modeled. BoyesMet can
b the besst becanse it canomodel mysierioks focis in
the web of decisions. Beyes Mot is ahle b makos
amert, justifisgle  ond memunble decisions o
improve ¢lassificarion performance. BayesMet helps
fior disgnisis, prediction, modeling, monitonng md
¢lossi [25

The En.jrew'.m Clngsifier congists of fwo
phises: firs, if the agent ks an iden and knows the
class, then be cam predict the value of other features,
Second, if the agent bas no ke or dogs ol kepw
thie class, themw the Baves nele can be wsmed fo predict

the givedfiass

The sheory of the Bayesisn Merwork is
alotam in Emnl:lm (1), where ihe symwhol 0
imBcates the traimng d&ta, the probahility of
hypothesis .
Pihjp) = E0REY 3l

#

The symbal 15 ba

Pyl probabiliny of pesterics
Pkt : probability of conditon
a0 previous prehabiling of b
P : mamzing] probebility of D

232 Maive Rayes

T type of classifier s o simple
prohabilizsbe clmssifier  where  in delinmg
diseriminamry - learming§hew  class values gne
pradicoed by retuming podyjal #ml cabculoting
probubilishe for ech clase in the ditosel. Furiber
miann formmalabans for Mive Bayes can be mead al

127

The tataset atintale§ X 5 linkad by the
Matve Classificstion s inpat b the class labe] T2
T2, O, where 2 s the clnss room and X & the
attribute space. For example X = IED. then [F 15 2
redal number., The Manve classihication mixdel that
uscs comtirmeas and discrele stiribetes s called te
malti-lehel problesn model. Discrinminoles model is
2 learming funmction that directly calowlates class

p= {ﬂTh-: mexin ohyeckve 1% o shody comfdianal
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clacses in nom-limear and multe-label priblems, Foe

theis puspose, sgunrion {2 s used:

aiey) _ PlElrin

pia s
E:"rllp'_, ]

piylx) = i)

The mepet is penerated by he Nane
Classifier based e the max argument fmction, as
el i equation 1)

flx)=y'(x) = argmax t(p [;}): (3

Prohibility dasabers heve dvaniages m

terie al [ 6]

a, The choice to reject or ignore the predicisd
resuls when mol swre of the resulis due w0
hanmam wfforts,

B Allow o change dhe learning fonetion wwd
commbing the prohabiliny fumcton to achieve the
hipghest perfomnance. 17 the direct lesming
function p = [£)) is used and the probsbility
fumctian 15 changsd: then p =|:£JIIHB nid
noed ba be recalcubied.

. A balonced closs of se@el data seis fat hosan
unbalang cd class. This meens Mati§ o madiion
el nubwork tralie rocomds ane owned and
there s andy [ abnormal cut of 1000 records,
the fraining dataset can b trained end sasily
reach Y% accurocy by using class always =
narrml

In sehing that problom-balmued closses
can wse egubion 4 and eguation (3L

Fhaliy|x) m= Fix, ¥1Phai (¥ 141
PIPHE'[].IF#_] & Plruelx, @) Pirus(y) o

Ml

e FIruet ) 15}

Dian st that costnin n'ii.l:mre af fzaiure
typer. mich as data pers where each feature vedsar
represends  differend dala  types  (lext, imapes,

mumhers] are very wschlil = 8 combination of

imaidels, Two of more classifiers cam be consinecied
by twe o more types of stirihetes - @ob use o
> 1 1 . l 1
cembination of model:, sechas F{.n}' pl::ﬂ::lmd
s om. Bquation (6} can be wied o combine teo
different sources ol miisrmsition:

Plxt, x2hy) = P(Z) P 16)

153 .15
Drecighon tree was introducsd by [27).
Decistom Tree i he comman type of classtbior used

R
1681

to manage ddshases for superaised leamang. One
tepe of decision tres. M8 createn Univoriate
Digeision Tregs thet provide predictions aboul new
unlaheksd dam. 48 usds anribe  Cormelions
sz em umbrapy and acguisition of infermaten for
cach auribate (28], Virioes fields of research such
ag infoamation extracton, date miming, te miing
& pattern recognition kave wsed this techaigue, It
is capabile of hamdbig vorious s of inpe daa
sioly ax mneaminal, evmal and namenical The 148
decision tree is anextension of the 103 al§rithin,
bt it bes advantages over 103, By using & depih-
first and divide-and-conguer appraach, M5 5 able
1o husild sl {es.

Tae decision tee consists of several
elements such as dhe nood node, idemal pode and
leal nade, Inernnl nodes represent the conditions
of e parameter values tobe fested. A decigion e
is hurilt froam the top-dewn root nede by particaning
date  ivo sehsets  thet  contain  the  sams
(homopeissus]  imstince,  The DS algeritho
calewlnes sample homogeneity using entrepy. 11
thie sample calkculated is ol bomaogenesus, dhen
the enmogy s #ern and if the wample 5 evenly
divided, then the entropo is one. Eniropy shows the
amofi of infonmation possessed, which mems
thiet the highes the entropy, the more informition
cament. & docision  ec i5  consbnected by
caleulating iwa tpes of endrapy using the mles
helow:

2] Entrapy usmg the fregeency fable ol one
atiribate: 11 can be mesred By

B[S}y = Ei., ~mingp i
hi Entropy wsimg the fregeency table af lwa
atiribaies;

E(T. X} = ¥oxPIOME) I%]

Informartion gain reveals the mmporiiono;
al leatures oo abribeies ond determmes whach
attrhauies s most impostant for distinguishing
benveen closses thal are knofl. This information
iz alsa colosloled  from  ining  doks,  The
Informetion gain helps in choosing the best
separaton: B it bms o high value then thas sphit s
goind, and if the value is low, then the splitis nod
pound crsoigh InBsrivation poin B calgelpied by
dlata abtaingd from entrapy:

Infermativr (anir = eatropy (parewt — Joverage
ey fekildvensf

L34 Ramdom Tree

Random Tree 15 2 spervissd Classifier.
RBamdam tree is am ensemdble leaming slporithm that
produces many individual leamers, This olgorithin
ilses the dden of bapping o baild random daa sis
in bunlding desision trecs. Each code i soparaix




Joarrnal of Theoretical asd Applicd Tnformation Technobagy
15" A D21, Vil 89 Mo 7
© 321 Lintke Lisn Sxwmitfic

il

LSEM: 19000l

wwnw Bl

E-LS5H: 190 7-0p04

wsimg |3 hest sepimation among all variahles inthe
standand tree, Ench mesle b5 split betwgen predasor
pans randomly selected gt et npode, This
algorithin kas been inmoduced by Leo Bredmen asd
Adele Cotler to doal with  clamsmbication  and
regression proslems,

The classifier will answer fhe avernge
resgsiss for all trees in the forést im dhe regression
cose, Basically, Randaom Trees B o conbiisdion of
twa algarithme that exist in Machine Learming: o
gingle tree model comvbined with mndom forest
thisking. Random Foress hove been shewn o
improve the perfonmmee of a single decision ee
whene rwo rendomization meethmds can create the
diwersity [1%, 2%]. The first way, the training daia
= sampled by replacing every single  irec,
Secondly, in calculaing the best split for ench
maide, only o random subser of all adrbokes are
cofciderad  and the best split of the sulset is
caleulated when growing & tros,

23,5 LM (Logistlc Model Trees)

EMT i & decizion tree basee algor thas
that adapas lgistic regression i DT inducticn o 4
combrination of two mehods in a smgle tee
ruciure [0, 31 LMT coniists of 3 smgple [T
struchure with logpshbc regression fusclions in the
leaves. The roe stuchere is almost similar o te
C4 3 algorihng. The probability of classification is
estimeed by the logistic regression flsnciion in the
LMWT structure [0, The LogitBeesl algonthm as
un LT famp lememtation, propased by Fricdman et
al. [32] to crente lomsbic regreasion faections at
cach ree node When the logistic regression
fumctoom is masched o a node using the LogiiBonst
nlgorithim, cross=validation ix used t determine the
manmher ol deceions that are run only ance, and we
the some member in all mees [33]

Logistic regression from the perent wode
v passed om Ao the Shild moide ot cach sphit. Al the
parent models e socamalaied as the lud medel in
the leal nade thas creating probability estinnades gar
each class, After prowing oll fls rees, prining is
applesd e meduce tree scee and  menease the
pereraliation of the medel [34). The additve
model of the leas sguares fit (S0 oswes the
LogiiBoesr Algeaithie For the datn provided for
ciach class f, which hias the following foom [35]:
Fi(x) = By + Lias Fix, 4
Where T b5 the number of feawres B s the
intercepl and & is the P component coellicier m
the x ahservation vecior, The posterior prohability
i) for class § is modeled by lineor logistic
regrissiom throeeh o linesr fenction imside x and
ensures thit all of them are number coe and remam

i UL LT The madiel folloas the fidloacing barm |35,
3t]:

Fjonn :
Fi{x) = T,'—M,ELI Fylx} =0 {1
B

2.4 Featiiiv Extvaciif§)

B increasing the effechivensss af all dan
mining  algorithms  and  daa  classification
performanee  penerally  uses  feiture  selection
procedores |34, Dataset containg many beatunss
whicl are ned all mparam. Scme of featanes
available are redundast and imelevant. Redendan
feamres  ofien do et provide  addivicesl
information, while frrelevant features  provide
uscless imforoadion related 80 the condext of the
date

In scleciing a subset of i ongisal
feniuwres vsed featiure sclecrion based o specific
criterin nnd 1o redsce e dimensions wsed
technicues thit ane o applicd in datg mining
procefores [37]. The featire selection process is
also uged 1o redece the number of featanes by
eliminating redunsdant. irrelevant, o soiss feabures,
In aldron, i.alwn.nl Feabtures cam increase the
oo Ity of the mosde] and the canvergence time
Forn goosd mnsdel anmre. Good feamire selection
cal scecherate the leaming process and modeling,
impreve the accumacy and guality of bearmng ancd
prvide a beter undersoading of exiding models
138

The evaluatar atiribube based on mefnes is
used forank all featunes. WEK A has provided this
evalunlor usng the "cis swhsel_eval” conrelation
subset leature extractionffeethod [3%, 40]. In
ecvalunting the imortance of & srhee of attribises,
this method ¢onsiders the predictive  abiline of
enfitivs of ench feture with en existng level of
redunidney. Local prodiction methesds are used b
identify, predict ard odd atributes with dhe highest
comelarion of ¢lass iterative [41]

Evahmiiom of missing stiribute vahes =
e as o weparate value, The Elﬁa used by the
clatmsiet mre nominal and numenc data, el the
attmbhaies sre pon-unery. There are six attribuses
st kected for the anemaly dilasel i the crder shomm
tahle 2. This stribube is used v handle the

s e aliscks shanvn in tzhle X

_Tn:l'n': 2: Frocdene wleviviad o ooy afecks
Frature Adtribute Name

3% | Detchostesrveserorrabe
kL Dsr-host-same-sro-port-rate
i1 LiEr-hast-grv-gount
ax Dist-hnst-caud
2E Erv-rerror-rabe
12 Lirged-in
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Tahle 4. The Feadwes dohed v e ssnedy
Feature | Aftribute Name
1 Predoscnl-type
3 Bervice
] “S_;';::.bim-: I
s Dlst-brytes;
AT Num-file-creation .
2} L
X Brvecoumt
s Sqv-rerrod-rale
3] Dt -hos-vonmd
i3 et-host-srv-conint
15 Dist- host-did sy rate
16 Dﬁ.-hi:l:ﬂnmlnmrrﬂn:mlr I
i LI er-Tiins- Erv-sa - g
1.5 8pnrd Hualex

The default snert nele canmot detect furiher
atlacks or new altacks= s o new signasure datbase is
reguired, The propesed systens wes soplisticsed
sigmadurey males. Mew sod roles have  boen
comtigered based on 15e events aad patlems of each
absck, Buck Attack |42, 43] miends o block weh
serviers where sttackers make requests with muliple
il LIRLs using mome aloshis, The scrver s

processed every mequest im oresponse bo Insomimg

repeesls, causing werver perhormenee fo clone down
and become: unable w0 process the original regueest
from the client,

In resplang tis siuation, snom nles are
writhem 1o connterattock by (ah bmvitmg the number
of sourge and destingtion byvies wonsfemed during
transmission when the passing protocel is TP, (b)
limiting flag values do prevent chopming @ server
e wouivgs, (i) Bl e nuembes ofiegquests W preven)
menre UIRL requesis from otinckers s ) Lyt the
spoofing rabe to 0.9 a7 [,

Anoither syps of attack is when an sftasker
semde 0 Gake SYMW wihy the some sowrce and
destinotion address. The nomber of sry_oount valees
is et to Jimit the SYM pecket ao that spoafing can
be prevented. DOS attacks (Mepiene or YN Flodf)
{4, 45 s on ibsnidasce of data smecures 1o
store informarion a3 cech new comnection
request received. An open TCP cennection coures
the server 10 always receive and add nodes o the data
struchune, s limited size canses the overow of datn
structures on the server, =0 hafhe daa srucure
calml receive mguests again wntil the old &t
structare i released. The proposed snont nules are
ahewsm i mble 4,

Bablie 4: Snars Budes for KD Cup

| Method af smort Hule
Adtack

Smarrt Aler te Pralecol=icmp service=eor 1, flap=5%F, e _bytes=1032,
il host counl=155, dst_host ¢l sre rade=0

Teardrop Alent to Protecol=wdpdep, servce=telnet, Mag=5F, sre_boes=237, dit_bates=1 140,
ekl host=coumt=255%, dsi host same srv mete=0, 1§

Muptune Alerd o Predocol=lup, sorvive= privabe mnipielset, lag=500 sweror_mte= 1094,
sty sermar_mabe=]. A1

Fad Aled w0 Protecol=icmp,  services  cor iftim 0, flag=8F, s bytes=1480,
wrang_[ragment=1, du host count=255, dsthest iff srv_rate=1

Mg Alen e Prosocol=icpiudplicmy,  service=  privaienpipiclnes,  flap=5F5H,
wre Brvles=207, daime v o= 1AL S, arw <l host mbe=1

Saan Aled w0 Prodpcal=tcp,  service=privatedelnel,  Aapg=5%F'REL  src_hytoe=5d,
ebit_host count=255, dst_host_same e port_rate=0 R

Fartsweep Alen do Probcol=fep,  service=  privatefipielnet,  flapg=SORSTR,
dst_hoel coumi=233, dst st sry couni=2

Epswesp Alert o Pretocol=iemp, servige=veo privals, Top=5FRETIVREL sre_byle=#,
coamt=1, st _hest_coumi=T1

Hack Alen o Pretocol=tep, service=hip, lag=SFSHRETR, src buvies= 54340054060,
il hyle=TIHVEI 14, host=2, srv_count=13, same_sn=1TLE

spy Alen 1o Prosocal=tep, servce=isinet, Nap=5F, d=_ st difl sry_rae=010z

WFERmEI T Alen o protocal=tep,  service=fipfip data,  fag=5F, da_hest count=118,
sl _hos sy count= [

winrvs i Alat ke Protocal=tep,  srvioe=fipfp data, lag-SFRETO, arg bytue==980,
el hyles 1208, huof= 10, @4 hasd conmi=255 @1 hosd sov sernor rade=0U02
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Tmlsihaip Aler  in Profocod=fp,  wendce=  ip damdelnsd, flag=-5F, o byles=14132,
chit_bybes=05RKI2 det hasdt v coumi=3, gl hedd same s pord rabe=|
Imag Alert 0 Prologol=ig,  service=imapd, flag=RF/8H, couni=4,
il hoed game sy mate=1, dst st gy pousi=|
Fip_wnie Al do Probssl=tep, service=lp/fip don'lsgin, flag=5F, s byles=£705,
chit_hyte=39445, loggrin_ine=|
Guess pasewd | Alent o Prodocol=wp, service=telnen,  flag=SF'RSTO. e bvies=123 or 1206,
it hyte=17, hat=1, numi_failed login=|
Enisd Alert to Profocol=tep,  senvice=hingertelnet, Nap=50, land=1, = coumi=1,
abil host sy sovoon rade={LFHTL] Z
Bonakin Alen w0 Proiccol=iepiadp, service=fip duntelner.  leg=8F, logged in=1,
chl_host count=255, dst_host_srv_rate=0 P L iR
Ferl Al i Prowcct=iep,  sorvice=  telmet,  flap=5SF,  legged_in=l,
dhal_host grv count=2, dsi bost diff srv rade=0.07
Loeaed Mfodule Al o Protocal=lep, saviee=lipip ddn’ieinet, One=5F, dail_hoit_coumi=i,
ckt_hogt same erc port re=1%135
Baffer Alen 1o Protocol=tep,  servige=fip'fip data,  lelnet, flap=SFRSTO,
Creerilaw e bytes=n247, dst byie=T0309, bopgin in= 1, dst_hest_same sov_rate=]
Fhi Alen fo Prosocel=tep, service= elnet, lop=5F, ae_byies=5 1, dahost_count=153,
chil_hoed samc mry mole=|

A RESULT AND DISCUSSION
A1 Dmplementation of ihe Selected ClasskHiers

The KD dateset bas d 1 Seahemes aboat
cach data pocket that mplemenls vanions ypes of
classifiers oncable nerworks. Experiments thar have
bemen carmied out present & Far Gsting evinamend
b the training  datasel s extracksd  from
148,755 instances of the fear sttack groups (IR,
B2L, L2E, and FRODE}, onmal dateset packsts are
&'n'.'mnun 1% of caperimental dom, and ariginal
D KDD datiser peckeds from e hizhes
prapeation for D08 attacks oken rom T9% ol
pxperimental dam. In onder o create a  fir
compasises of comrols between differend classificrs,
the =l sampliz was extract=d from the amgimal KD
et of T mndomly indepemdent sumples
aned mot mcleded 1= the mnnmg dlass.

Thix expuriment ues Weka version 3.8 an
Inte] Core (R] CPU 15240000 230062 X4 with
dUAHGE of availahle BEAM under the Windows 1
platform. The classilimttons used in this experimen
are Hayes (Bayes Network, Naive Haves) and
Decmeom Treo I:H.uunm Tres, LMT, Map Al
clhesifiers and their resulls are saved 1@ Begn o
comprehersive study of which classifer has the
higheesit level ol acamacy i debect athicks.

AL Snurt Resalts

The Snort Rule has been lested moreal-bme
tradflc and dain scie with aanck  experimenis
:l.mdwd and dituctod vvory doy for ong week
Dot files ve been downlomded from experimenis
om thie miemal netaork. The muomber of peckages

and anacks detecisnd inoone week s shawn in tehle
5. Puckets ore caplured and asalyeed ming ihe
" Wireshark” tool md the praphical representation of
thie pockets is shown in figure 5.

Thore are 330 anascks have been detected
by snort on Monfy, There ore a tstal af 1033
netwirk pockets, of which 993 are TCP packets and
dltare UDE packets. In detecting TCP packets, the
tistal Himse reguired is 00080 mxil lisgoomds, wikile i
detect UDE packets, the time reguired is 00003
millsecomds,

Tk 3. Ariacits chefecanl o chidy Basls fas o
Oi | Prote | Coem | Num | Hale Al
V¥ el I Bkl | i ack
Pk 5
ul | LTT]
gLl
d
Ma | LUIN N T [rr = Iz
;!‘*‘ TED W s
Tt LI LL3F (4 L] (R g A5§
P [ IR W— e
: Top w0 LR
L
We | UDP Gar | 1407 | abLa | 375
i e 0l LRI
T . )
Tie | LI 1775 | J06E | 00MS R
;d' TCh TH T
fn | ooe Wi | 24a | 0oes W
W e T i
Sk | LW FE R 78
el
o | |8 sy ]
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Saon mules are creatsd and bested in nesl
time traffie, with various security breach attempis
sich as TOF pochet flosndng (46, 47] 10 @50 aysiem
n'll.:ich;_'.'. The webaite thad s ested will prodsce
mare TCP packets during commumication, and the
miles that are tested on this packet ore for capiuing
o deteeting netwark threads

Ty

T
[ Wi i T B

P o o P ack

Figwre 3 Packers Newber oeken weiwe Snear

4]

The tetal member of sttacks defecied wsing
the awom male used is shown in figare 4. Snon mles
arsd performeance have been observed and tesed i
o weok poriod

7 T

E "

N -

T

I-a.--, Toepe S VAR ey BT
-
Eigure 4 Fhe Numberof Asocts Deroaed aneg searr
e

A5 Classification Akgorihm Resuls

"u'fa..ﬂu Boaned in mimy commen dadn
collecton  kchnigues  such as  datn  cleamng,
clamsificsfion,  grouping,  dais  pre-processing,
regression, visualeation, and featue selection In
this s, WEKA 5 & dua misdmg sechnigue 1o
comchocting many classification experimunts with
MEL-EDD ns a dotases.

WEKA wmle e gl wed o evaluale
algorithims and comgume resuhs with those obtained
using hEfame values and paramelers. Parameiers
stechy s the ageomacy of e teclidges i detecting
atticks thal pffect HEL KDD dataact traimmy ansd
festing ang used a5 & comparison, In addition, various
different clossifiers werne also tested such ps Bayes
{Baves Metwork, Maive Baves) mnd Decision Tree
(Rmmdoam Tree, LMT, H8) wling NSL KDEF Gt

This section deserites ol the poam@ls
values usad by the cleassifier in the cxperiment. A1
selected clesgifiers were tested with 7000 random
ingiances rendemly frem the KD dspset

The poromssters wsed are besied by the
Raves Metaork Classificarion: search technigue=K2
algorithm end search fechiiguees estimams vohe =
atinple estimator, while the parmmesters osed o fed
ihe Random Tree Classifler seed = | and Min
warance = DY, Pammeters wed teotest Decision
tble classifier: cvoss vobee = | md sesrch
fecaniques bt firsl, while the parameters used o
iest J48 classification: numFolds = 2, confidemce
faciar = [, seed = 1, smoemded sub ee = iree
unamed = Falae, mnd I'ﬂu. e = e

In figure 5. lists satistical values that
achieved in experiments and i can be sezn tha
Randam Tree classifier achieves the highest Kappa
statistic with rate oquals do 0,555 end the lowest
Knppa stafistic with Rwes hetwerk clissifier with
rabe eouals o, 5,

B Figens & and 7. reconds weaghied avemge
far rue pasidive | TF), false pegitive  FF). precision
and BOC Aren for eoch elassifier sebscted for
experiment, Figure 8 presemds the  experimen
reconds of accwmacy mbe, comectly classilied, and
incarrectly chssified. The highest accusicy s
wihieved by J4&8 Classification.
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Eo-fild cross validsion asd e s s
pravided = alye wsed o dotommine the accurocy of
e prediction model. In this o@hed, 10 diffieren
sliples are randomly divided, of which 4 samales
are uged for testing punpeses, whilie the rest ane wed
o traming  puposcsdn additnom,  he o authors
pravide a1 clisifier fest <2t o myveshgaie s
performanee i tenms of predicting the class ol the
sl e st taken from the Gle, Various parameters
are wEed o determine the socuracy and robusmess of
thir apprsich. Prowving the bed ocourasy o
performance compareil o cther echmgues = shown
bay the 348 algorithm

33,1 Testing usims 18-Toldd croas validaibon

Thiz ressrch  has ueed WEKA o
inwestigate the  algorithn ned the  sesults  ore
Bmpamd using sandard algorithms with the same
experimental conditions,

The swthors have compsred e reslis
ming many  alporithme such as Boyes | Bawes
Menwork, Naive Blaves) and Decigion Tree (Random
Tree, LMT, 1480 with the seme experimental
sl s,

Tahle b comganes the accuracy of inwasian
dedection for &ll the alporithme rescarched, This
experiment his wsed a1 compleir NSL I.'.DD

mngl Li-fold cross validmion ftest. A sppears dhad
Bayech et dhivwed the I:nu.a accurney of T3 58% far
all 41 fepheres and the 8 alporidun shows ple
Ivigheesst detection aecurney of 99 R 1%,

Tabker &: Awahiwdr ef peraracy wang TGkl croor

e vliutivn

_Drtection Accuracy _—,
Bayes Metwork T5.1%
Meive Bayes 3177
Rancom Tres .14
LMT T4
g Gl /1

152 Testing withowt Testore aglection bechnique

The  auilars e Nli'lpllllﬁd sveral
algorithme such as Bayes (Bags Motwork, MNaive
Bayesh and Decigon Trees [Random Treée, LMT,
J4@with the same parameters and values dssisied
by i sugiply lesl s,

The compariaon  meula ol detccisne
accarucy for all ol gerithams usaed in 105 ane shawn in
mble 7. e ditgset used is NSL KDD (KED Train

+.1 ond Full Test NSL KDD (KDOTes +) which
has 41 teatures and spplicd iest seis
3
Tt 7. Anuiysds of Dovarsey anieg sapmibad m.u!rd
Fali e ML KON dsdeewrt
Detection Accaracy
Bayes Metwork T4.38
Muive Bayes T
Rarsdom Tre LR
LT Ta4%
i wl.A]

3

Table 7 skeiws that the ghest delecbon
sccurncy of 91.81% for all 4 | feahees produced by
the 2% alperithm: while the lowest secumcy is
sl ey Bayes Menwor (T4 38%),

Tahke & .dra!m wf e gcouracy wang suyied deny

at Ter 2 WAL K0P diidssor

_Detection Accaracy
Bawves Metwerk J234
Muive Bayes 5065
Ramsdoimn Ties LA
LEIT 3]1.34
My 125,54

In the takle &, the suthors mﬂ.ﬂe thie
awcurocy of miruson detoction from the algorithan
with many sdher data mining fechnigues. Here, the
awthors have companed alzooithms suck as Bayes
{Bives Menwark, Maive Bayes) and Decision Tree
R mmdom Tree, LMT, ME) under the e valees
anie] it boms.

1680




Joarrnal of Theoretical asd Applicd Tnformation Technobagy
52 Al 2L, Vol B NG 7
i H;!Illllhl.hﬂ&mlﬂh: ﬁ
[SEN: 1990 Kbl wwn Bl E-IS5N- 198 7-01

4. CORCLUSNINS

Renl nime indernet walTic has been capaned
firsily wsimg Soor software whick is 8 packe
capluring tool and mele bassd élassifieation. The
pattern i matched woih the existmg sipsastere bosg
of the snort rale. Existing spor mles and tesbed
sysbeme prove that the gropesed rubes are #hle 1o
dedect more accurately, After that, nternet maffc is
classiliad usiigg fve machin lanvng classificrs,
This wirk phase beging with the preparion plase
of sxperiment and comgpleies the  isdepensdent
randans fest dats from KO,

Among  the  several  clsssification
techniques used (Bayes Metwork, Mave Boyes,
Random Tree, LMT, J48L all types of anacks from
the BCOIC datased (EH0E, R2L, U2R. ard probing) can
bz detected anil elassifiad by the 148 algorithm with
the lghes) aceuracy. Besulis show thon M43 gves
accurncy of %LE1% i experiment hes used o
comg lete MSL K DD (KD Train +) trxining datuse
thist has 4 1 fesmres and 10-fokd cross valklation st
Also in @ daisset used is NSL KDD (KD Train
) aed Full Test NSL KDD fl.’.DDI‘E:B'.l which
hass 41 fentures and supplicd et st the highest
deteption pocuracy of 9 £1% for all the complen:
records of the KD dataset 41 fenbmes) produced
by thee 18 algorithm.

For further rescarch relaved do this dota set
i ihe fisure, a dain engineering phase is nesied
focusing on adribures thet ore able 1o schicve the
hightessl acouricy for wed classifizrs.

REFERENCES

[1] %. Zhw, “A Dado Deoven Bdecationel Decisin

Sapport Svetem,”  feromararal dowee! of

Ewersiing Technologlvs (6 Leavive, Val 13,
Mo 11, 2018,

[2} M. Hey md C. Deokjar, *Applcation of Daia
Wlinizg  to Metwork  Ietrosion  Detecbon:
Classifier Sehection Medel, “Chalfomper o
MNext Generafion Netwwd Opembioey aod
Servicr Mamrgemert, pp. 399408, IHH.

[31 & Paliwel and E. Jupta, "Denizl=0f Serdice,
Probing & Remede e Leer (RIL) Arack
Deection weing Genetic Algorithm,*
foterwatioral Jowewal of  Compwier
Appficeifony, vil. B, mo. 1% pp 5762, 2012

[#}) Winen, LIL, Fonk, e. o, "Daos kinieg.
Pmctical  Machine Leaming  Teals  mnd
Techniques™. Momen K fmaonr, 2006

|5} Wenming I, Wa H., et al., "AdaBoost-hased
Algarithm for Metwork Ininsion Delection™,
TEEE Trares, Seav. M Cvberan, 8 Ovbern. 38,
S7T-5H3, J00R.

6] LI W, e al."A Mew Intrusiom Defechan
Swstem bpsed  on KMN O Classificaion
Algorithim in Wireless Sensor Mework™, 0
Ehecte. Coupd,  Emge -7 | 2004)
doiz L 1155201424021 7, 2014,

IM Ahmed ML etoal. “A Survey of Merwork
Ancmaly Detection Techniques", J Manork
Cowmipierer, Appl G0, 19-31, 2016,

i8] Vasudevan, AR E. Hashink axd 5
Bolynkumar, “SSEN=t200]: & Metwork
Intrusion Detection System Dotz and jis
Comgarison wish KDD CUP %9 Disnest™,
JEEE, WPS- P T 0T -0 2000

(%] Claude Tamer ot al, “A Role Sietes
Momitorisg  Algorithm for - Rule-Based
Imtrusion Defection and Prevention Svatems,
Comples  Adaplive  Systems,  Conlerence
wirganiFed by Missmun Uniersiny of Sclencs
wrd Technology - Lo Angeles O, Procedia
Comipieter Sofenoe B3, 301 - 308, [E77-0500,
i M O16G], proes 016,00, 346, 2014

[ 00) Anna L. Buezak, "A Servey af Daia Mg
aral Machine Learning PMethads for Cyber
Secumity Risimisinn Detection™,
0L T CRST. 200 8. 2494502, IEEE
Covmnitmiciions Sureeve & Titoeels, 1553-
HITA, 2015,

[U1} Sped BRizvi et ol “Advecating for  Hoyhrid
Intrusinn Deefection Prevention Svsteny and
Fromewerk Impaovemsen'’, Comp lex Adagtive
Systems, Conference Crganeed by Missourn
Liniversity of Science and Tecknokygy 2004 -
Lon Angeles, CA, Pracedia Conlpuler Sefome
L | 1) - 374, disi;
10, 1016 pprocs 200 6.00. 387, 2016,

[12f Mohsen Rowschiedab, Hassen  3allny, “An
Cificict Formaol Tromework &0 Intnesion
Dedection Systems™, e Jad faersatingal
Sumiposiom o Frorters 0 Adsdier gl
Matule SevteavdFAMSE, Procedin Comguler
Science, Y-S, 1770509, dod: 1001006 1
joprocs. 2012 4132, 3613

[13F SN et al, “Ancmaly  Dessction Brsed
Secure o= Network Ageregation for Wireless
Benmur Metworks”, IEEE Syxteer Soermal, Val.
T, W 1, March 2005, 13-25, - 19328154,
[hgital et Identifier
1D EI0SISYST.20012.222551 1, M3,

| L4} A. Zawli et al, “The fimcboml of A Maobile
Agent 3asten o Enbance Dod and DloS
Detection in Clewd", fetcrmrsionand Soormn of
Applied Ewpimeering Recearck, ISSN0AT.
4562, Yol 11, Moo f ppdal5=4617, 2016,

|15} Bdum, Avrim L. & Par Langley, “Selectioa of
Relevant Feaneres and Examples in Machine

1650




Juoarrnal of Thewretical asd Applicd Tnformation Technobagy
52 Al 2L, Vil #9. Mo 7
€ 3021 Littke Lien Scwminlic

b

FRED: 1909 bl A

E-IS5H: 195 7-1p08

Learming™, Ariffedad  foteflligrence. 970120,
245271, 1997

[16] D Gaikwad, 5. Jogiap, Ko Thakare and W
Hidhawam,  “Amponsaly  bBased  Bnfmasion
Duchon  Syaldm g Artifical  Meoral
herwork and Fuzey Clusenng”, fuvrsatiomal
Jowrpal of Engireering, wol 1, no, 9, 2011

[E7) H. Mpuyen and B Chai, " Application of Data
Felinbeg T Tetwark Ttk
Deeption:C lesifier Lelertinm el o] M
Challenger for Next Geaeranion Metwws
Choerartans and Service Wandgesenr, pp. 29-
A, 2O,

[1H} M. K. Lohre, B, T. Dhar, et al, "Anabyae
different appraaches for DS using KD
data se4,” Sererwanionel Sosrmal on Recend qud
Pemgiten Freads W Cowpaaiag  amd
Cramiricanem, vol, 1, md, 8, ppo643—45],
2013,

[19% L. Breimon “Random  forests”  Misokiee
Lewmimg, vol 45 oo, |, pp. 532,
st g 10030 000 Ra0a504,
201,

[} R Epohavi wnd GH. Iolia, “Wrapperss  For
Fenrare  Subser  Selection™.  Arniffctal
Tilfigence WF(L-2, 273- 124, 19907,

[21] Mattizwm  Khamphakdee, oL al,"Ilmproving
Imtrnusicn Detecionr Sysiens basod an Snen
Ruler  for  Metwork  Probe  Anack
Detection”,  Jrermenonr!  comfererce o
infarsration ead cemmurication cineloge,
[EEE 2014,

[22} Blum, Avrim L& Put Langley, “Selective of
Relevant Festures and Exmnples in Machine
Learming, “dvifcind  fntelfigence, 97[01-2),
3-2T] 99T

[25] M. Adic Avein, A Flabion Zaioy ad B Gokhan
Celvan, “A Hybma Inmasion Detection System
Desipn  for Comgiiter Nedwerk  Security™,
Crrampreer gad Electrion Enginecsmy A5, 517
Sin, )9,

[24] L. Fausent ssel L. Faused, “Fundomestols of

Ml Metwarks: Architeciures,
Adgorithmes,andd Applicmions”, Fremfice-Hall,
1454,

[25) X dorgensoi. et al., *A hierarchical Anomaly
Metwork Intrasion Detection - System Lsing
Meural Metweak Clssification,” i Warkshap
an fafmmiaiien, 2000

[2&] K. Ciumey, ~Introductuon o Newrasl Metworks™,
CRC press, 1997,

|27} Briomme Les, el al, "Chsaficaton
Repression Trees™, Fodswordly, Sefarons, O,
1984,

(28] W Bharpava, et al. "Deciion Tree Amalysic
an  ME  Algorithm for  Dadn Minieg®,
Proceadiogs o fotervmtone! Jowenal  af
Adviproad Reserecl I Cowhiaer Soiveoe aid
Snfhare Empameering, yol 1, no. 6, 20035,

T30 Amit. Yeli, et sl "Shape Onanteation and
Reeognition with Randomized Tres" (P
Mol Conmpatarion @ (71 | 3451 558, (997,

134 Lendwetr 1, Hall b, Fruk E “Logste
Mimdel Trees™. Machise Learimg. 39:161-
205, 205,

{31} Sammer M, et al., “Spesding up bogistic meds]
tree indwction, In; Jorge A Torgo L, Brazdil
B, Comecho B, Goms 1, editors”, Kron e
Migeovery ® Damphares O 008
Heidelberg: Springer; p. 6734683, 2003,

{32F Friedmean I, Hastie T, Tibshivani B " Additive
Logisthe Regression: A Smostcal View of
Bensting (with discussion and o rejoiader by
the awthars].” s Sar, 28337207, 2000,

{35F Witden IH, ef, ol, "Data misming: proctical
machine leaming toods and techmiques™, Jed
e Barifngpior (A Mongan Eoudfiman. 2001,

{34} Docch P, Buck O, @1 al, “Logistic Mode
Trees wish ALC Split Criferioa for the KDD

200 Small - Clallenge™.  Mackine
Lemming fos Peoe, TT7-TH, 2008,

[35] Skovebuscag W, ct ol, “HIV-1 CRFOL_AE
Coregepdor Llsape Predicion wsing  Kernel
Methods  based  Logistic Model  Trees™,
Crampreder Siefogy  Meabcime.  42:REES-E8G,
2012,

[3&} Rovags U., Asrathe M., et al “Feature
Sebection hosed Hyberid  Anomaly  Dsarusion
Detection System Using Kmeans amed  RBF
Kemnel Fumction”™. Procedn Compat, 501 45,
d2R-435, 20 5.

[37] D In Hee E, Oniz A, =t al. “PCA Filtering
amd Probabilistic SOM for Metwark Intrusian
Detectian. Newrocosrpatimg {64, TI-K1. 2015,

{38] Majufzbadi M., e ol "Evaluling Feature
Solection Methods  for Merwark  Intrusion
Detection with Eyota Dara”, e S Redab
Chud. Saf. Eng. 23(01), 163000, 2014,

139} REMabarmmael, Memamr %, el al. “Entmusion
Destection. Using Datn Mining  Techniques™,
JEEE, 2010,

fa0p G Y. Nadiomme amd M. Hemalsha,
“Handbing Intrusion Delechion System using
Saart baesd Sabistical Algoritham and Semi-
supervised  Appeoach”™, Besearck Jfewmal of
Appited Sl Erpineenimg amd
Techwalopy &{10): 19142922, 2013,

(41} Matthew V. Mabeney, “Metwark Toafhic
Anvmaly Detection based em Facket Byles™,
AT, 2003,

1691




Juoarrnal of Thewretical asd Applicd Tnformation Technobagy
52 Al 2L, Vil #9. Mo 7
€ 3021 Littke Lien Scwminlic

sl

FRED: 1909 bl A wwn BilLong E-IS5N: 180 7-0008

[42] Matthews V. Mashesey and Phalip Ko Chan,
“Leaming Bules for Anomaly Detection of
Hostile Ketwork Traffic”, Flaridi lrsiiee of
Fectmatagy, Melboume, FL 320031, 20413,

[43) Vinod Kumar snd (bmo Frokosh Sangean,
“Signamure-hased Inmusion Desection System
sing SMNORT", fwermataral Soarmral af
compier  agpptiootior & sfreraisos
decimeliagy, 2002

[44) B, Mape Surya Labshei, % Radhika
“Effective Approach For Intrusion Detection
Lsing Ksvm And B, Joivmal of Theorvtiond
and Applied fformarios Technedezy. Val93,
Mo 17, ISSH; 19928645, 15th  September
2T

[45] Samnary  Thaseen and  Aswoni  Kumar,
“lvrusica detection modd msing Rision of
A and opominsd 5% M7, IEEE, 2014,

[44] Maila Belhad] Aisn, Mohmmed Guerrowmiz,
“Remi-Supervised  Stdisticol  Approacl for
Metwork  Ampmaly  Detection™,  The &b
foreewanioral Sywiposivs on Fromniees i
Awdienr  and  Mabile  Swereas,  Procedio
Crmgater Seience B3 LRI - LGS, 1E7-080%,
2014,

[47] Divwe ad Surendrn Lakm, “SNORT: A
Hybrid Intrusion Defectiom System using
Anificinl  Inielligence  with & Saon™,
farprmatinmal Sl Cameputer Tecknnloos &
Appficrniog, Yol £(3), 265470, 2013,

168




NETWORK INTRUSIONS CLASSIFICATION USING DATA MINING

APPROACHES

ORIGINALITY REPORT

18, 19, 19

SIMILARITY INDEX INTERNET SOURCES PUBLICATIONS

B

STUDENT PAPERS

PRIMARY SOURCES

zuscholars.zu.ac.ae

Internet Source

.

0%

Submitted to Arab Open University

Student Paper

o

A

link.springer.com

Internet Source

e

4y,

www.ripublication.com

Internet Source

-~

A

Exclude quotes On Exclude matches

Exclude bibliography On

<3%



