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ELECTROMYOGRAPHY DEVICE FOR USER AUTHENTICATION 

 

BACKGROUND 

Field 

[0001] The present disclosure is generally related to authenticating users via an 

electromyography (EMG) device.  More specifically, the present disclosure includes performing 

user authentication by analyzing EMG signals to determine an input of a particular set of characters 

(e.g., a signature), a gesture, or other task, that can allow verification to authenticate a user. 

Related Art 

[0002] Traditional authentication methods include signals such as passwords, electronic 

signatures, fingerprints, gestures, and/or gait. Multiple signals may be used together to increase 

confidence (e.g., a user’s location together with a password). However, this can be cumbersome 

within the context of an augmented reality/virtual reality/mixed reality (AR/VR/MR) system. As 

such, there is a need to provide a more functional, cost effective, and seamless approach to user 

authentication in VR/AR/MR applications.  

SUMMARY 

[0003] The subject disclosure provides for systems and methods for authenticating users using 

EMG.  In one aspect of the present disclosure, the method includes receiving data from one or 

more sensors including at least an electromyography (EMG) sensor included in a client device 

worn by a user, extracting an EMG signal from the data received as the user performs a task, 

identifying features of the task based on the EMG signal, determining whether the features of the 

task match features of a reference task stored on the client device, extracting user embeddings from 

the EMG signal, determining whether the user embeddings match reference embeddings stored on 

the client device, based on the features of the task matching the features of the reference task and 

the user embeddings matching the reference embeddings, determining the user is an authorized 

user of the client device, and authorizing access to the client device. 
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[0004] Another aspect of the present disclosure relates to a non-transitory computer-readable 

storage medium having instructions embodied thereon, the instructions being executable by one 

or more processors to perform a method(s) for user authentication herein.  The method may include 

receiving data from one or more sensors including at least an electromyography (EMG) sensor 

included in a client device worn by a user, extracting an EMG signal from the data received as the 

user performs a task, wherein the task is performed by writing the task on a surface, identifying 

features of the task based on the EMG signal, determining whether the features of the task match 

features of a reference task stored on the client device, extracting user embeddings from the EMG 

signal, determining whether the user embeddings match reference embeddings stored on the client 

device, based on the features of the task matching the features of the reference task and the user 

embeddings matching the reference embeddings, determining the user is an authorized user of the 

client device, and authorizing access to the client device. 

[0005] Yet another aspect of the present disclosure relates to a system configured for user 

authentication.  The system includes one or more sensors including at least an electromyography 

(EMG) sensor, one or more processors, and a memory storing instructions which, when executed 

by the one or more processors, cause the system to perform operations.  The operations include 

initiating a user authentication request, receiving sensory data corresponding to a signature written 

by a user wearing the wrist device, extracting an EMG signal for the signature from the sensory 

data, identifying a set of characters in the signature, comparing the set of characters to characters 

in a reference signature stored on the wrist device, determining that the signature is a direct match 

to the reference signature based on the set of characters matching the characters in the reference 

signature, extracting user embeddings from the EMG signal, determining the user embeddings 

match reference embeddings, stored on the wrist device, corresponding to the reference signature, 

and identifying the user as an authorized user of the wrist device and authorizing access to the 

wrist device. 

[0006] These and other embodiments will be evident from the present disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] FIG. 1 illustrates a network architecture used to implement a user authentication, 

according to some embodiments. 
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[0008] FIG. 2 is a diagram illustrating an exemplary wrist device, according to some 

embodiments. 

[0009] FIG. 3 illustrates an example block diagram of a system for user authentication via the 

wrist device of FIG. 2, according to some embodiments.  

[0010] FIG. 4 is an exemplary graphical illustration of a 2-dimension (2D) projection of EMG 

signals, according to some embodiments.  

[0011] FIG. 5 is a block diagram of a streaming conformer model architecture, according to 

embodiments.  

[0012] FIG. 6 illustrates an exemplary flowchart of a method for initializing/setting up a client 

device, according to embodiments.   

[0013] FIG. 7 is a block diagram of a process of an AI model used for authenticating users, 

according to some embodiments.   

[0014] FIG. 8 illustrates a flowchart of a method for user authentication, according to some 

embodiments.   

[0015] FIG. 9 is a block diagram illustrating a computer system used to at least partially carry 

out one or more of operations in methods and/or processes disclosed herein, according to some 

embodiments. 

[0016] In the figures, elements having the same or similar reference numerals are associated 

with the same or similar attributes, unless explicitly stated otherwise. 

DETAILED DESCRIPTION 

[0017] In the following detailed description, numerous specific details are set forth to provide a 

full understanding of the present disclosure.  It will be apparent, however, to one ordinarily skilled 

in the art, that the embodiments of the present disclosure may be practiced without some of these 

specific details.  In other instances, well-known structures and techniques have not been shown in 

detail so as not to obscure the disclosure.  
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General Overview 

[0018] Traditional electronic methods for user authentication are costly, require significant 

device resources, or are cumbersome for the user to complete. For example, entering passwords 

requires a keyboard or touch sensitive device. Recognizing signatures requires a surface such as a 

touchpad to capture the unique strokes an individual makes with a pen or finger, or computer vision 

to recognize and verify the result. Similarly, fingerprints and gestures require additional sensors to 

pick up relevant signals for verification of identity. These capabilities may not be available in, for 

example, an AR system, such as AR glasses because using external touchpads/keyboards, or a 

physical paper and pen, and the like is not practical or convenient. Using biometric signals such 

as fingerprints or iris scans would require additional hardware and software which would in turn 

increase cost, computing resource consumption (memory, CPU, etc.), weight and the thermal 

footprint of an already highly constrained device. Similar issues arise for MR and VR systems. 

Additionally, techniques that simply use biometric signals alone do not have the additional check 

of requiring the user to enter a passphrase or pass gesture.  

[0019] Embodiments direct to an electromyography (EMG) device to perform user 

authentication. The EMG device can be part of the AR/VR system itself for functional reasons 

(e.g., to capture gestures for navigating in the system) and can be used as a signal for 

authentication, which incurs low marginal cost, device resources, more naturalness. The EMG 

device may be worn by the user, for example, as a wrist device, an EMG band, or integrated into 

a wristband, ring, or the like. The user can be directed to write a particular set of characters, make 

a well-known gesture, or other task, that allows signals to be picked up by the EMG device (i.e., 

the EMG sensors included in the device) and verified using artificial intelligence (AI) algorithms. 

Embodiments do not require additional hardware (e.g., a pen, keyboard, or touch sensitive device) 

to write the set of characters, etc. The user can simply use their finger to write on any surface such 

as, for example, a desk, the user’s arm or lap. The EMG device is configured to capture EMG 

signals as the user writes the characters. Different users will have distinct ways of writing, and 

thus the EMG signals will be distinct for different users and can be used to identify them. The AI 

algorithms used to verify users may be executed on the EMG device itself to provide increased 

privacy. In some embodiments, the AI algorithms are executed on a nearby smartphone or cloud 

server for increased accuracy. This EMG device, according to embodiments, is particularly 
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convenient for AR/VR devices where traditional electronic methods are costly, require significant 

device resources, and/or are cumbersome for the user. Additionally, using the EMG device to track 

signals from the wrist automatically integrates two factors of authentication into a single operation. 

That is, a first factor of authentication being embeddings of electrical signals monitored by an 

EMG sensor which is unique to individual users and a second factor of authentication being the 

performed gesture (or signature). As such, the EMG device authenticates a user based on the user’s 

unique neuromuscular activities in combination with a predetermined signature being performed.  

[0020] Embodiments, as disclosed herein, provide a solution to the above-mentioned problems 

rooted in computer technology, namely, optimizing a process of performing user authentication 

using EMG signals that differentiate among users and yet are consistent for a single user to provide 

accurate and secure authentication. According to embodiments, an intruder cannot simply mimic 

a user’s signature to gain access to the device. Because of the EMG signal authentication, both the 

EMG signal and the performed signature/task must match. The disclosed subject technology 

further provides improvements to the functioning of the computer, for example, reducing cost, 

computing resource consumption (memory, CPU, etc.), and weight and thermal footprint of a 

system. Accordingly, embodiments of the present disclosure improve the technological field by 

using an EMG device that offers superior convenience, naturalness, integration with the 

functionality of a system (e.g., AR/VR system), and improved confidence in authenticity. 

Example Architecture 

[0021] FIG. 1 illustrates a network architecture 100 used to implement user authentication, 

according to some embodiments.  Architecture 100 may include servers 130 and a database 152, 

communicatively coupled with multiple client devices 110 via a network 150.  Client devices 110 

may include any one of a laptop computer, a desktop computer, or a mobile device such as a smart 

phone, a palm/hand device, or a tablet device. In some embodiments, the client device 110 includes 

a wrist device worn by a user, wristband, wristwatch, or other wearable device. The client device 

110 may include one or more devices. In some embodiments, the client device 110 is a wrist device 

(or other wearable device according to embodiments) coupled to another device such as a VR/AR 

headset (or other wearable device such as a virtual reality or augmented reality headset or smart 

glass), which may communicate with one another via wireless communications and exchange data.  
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A user of the input device and the output device may be the same. The client device 110 is not 

limited to these examples and may include a head-mounted display (HMD), a finger-worn 

peripheral, etc.    

[0022] Client devices 110 may be communicatively coupled to the server 130 and the database 

152 over the network 150 to send and receive information, such as requests, responses, collected 

data, and commands to other devices on the network 150 in the form of datasets.  Communications 

can be made via, for example, modems or Ethernet cards, and may include radio hardware and 

software for wireless communications (e.g., via electromagnetic radiation, such as radiofrequency 

-RF-, near field communications -NFC-, Wi-Fi, and Bluetooth radio technology).    

[0023] Network 150 can include, for example, any one or more of a local area network (LAN), 

a wide area network (WAN), the Internet, and the like.  Further, network 150 can include, but is 

not limited to, any one or more of the following network topologies, including a bus network, a 

star network, a ring network, a mesh network, a star-bus network, tree or hierarchical network, and 

the like. 

[0024] Client device 110 may also include one or more sensors, a processor configured to 

execute instructions stored in a memory, and to cause client device 110 to perform at least some 

operations in methods consistent with the present disclosure.  The memory may further include an 

application including one or more modules configured to perform operations according to aspects 

of embodiments. Such modules are later described in detail with reference to at least FIG. 3.  

[0025] FIG. 2 is a diagram illustrating an exemplary wrist device 200, in accordance with one 

or more implementations.  The wrist device 200 may include one or more processors (or processing 

units) 210 which may include or one or more modules (e.g., modules described in FIG. 3). The 

wrist device 200 may include sensors (e.g., EMG sensor, biometric sensors, etc.) 220 configured 

to function as an input/output device. The sensors 220 may be located in various locations on the 

wrist device 200 and are not limited to the location illustrated in FIG. 2.  As an example, the sensors 

220 may be communicably coupled to a digital signal processor (DSP) on the wrist device 200. 

The sensors 220 and/or DSP may be communicably coupled to a central processing unit (CPU) on 

the wrist device 200. In some implementations, the sensors and/or processing unit(s) are wirelessly 

connected via, e.g., Bluetooth, to a second device such as a mobile device (e.g., smartphone).  The 
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output system may be on the smartphone, the wrist device 200, AR glasses, or a server.  The wrist 

device 200 may also include straps 230 for attaching to the user (e.g., on the user’s wrist).  In some 

implementations, the straps 230 is a wristband, or the link. In some implementations, the wrist 

device 200 includes a display such as a flexible electrophoretic display, light emitting diode (LED), 

organic light-emitting diode (OLED), or the like.  

[0026] FIG. 3 illustrates an example block diagram of a system 300 for user authentication via 

wrist device 200 using at least electrography, according to one or more embodiments. The wrist 

device 200 may be a functional component of the system 300 (e.g., an AR/VR system) and worn 

by the user. The system 300 may include computing platform(s) 302. Computing platform(s) 302 

may be configured to communicate with one or more remote platforms according to a client 

device/server architecture, a peer-to-peer architecture, and/or other architectures. Remote 

platform(s) may be configured to communicate with other remote platforms via computing 

platform(s) and/or according to a client/server architecture, a peer-to-peer architecture, and/or 

other architectures. Users may access the system via the computing platform(s) and/or remote 

platform(s).  

[0027] Computing platform(s) 302 may be configured by machine-readable instructions 304. 

Machine-readable instructions 304 may include one or more instruction modules. The instruction 

modules may include computer program modules. The instruction modules may include one or 

more of a receiving module 310, extracting module 320, analysis module 330, authentication 

module 340, communication module 350, outputting module 360, and/or other instruction 

modules.  

[0028] The receiving module 310 may be configured to receive sensory data from one or more 

sensors (e.g., sensors 120) included in the wrist device. The wrist device may correspond to, for 

example, the client device 110. The one or more sensors may include one or more EMG sensors. 

The EMG sensors may capture sensory data (e.g., sensor waveforms) as the user performs a task 

for user authentication. The sensor waveforms are user specific and may be used to identify a user. 

According to embodiments, user authentication includes verification of the task as well as the 

idiosyncratic writing style of the user identified using the EMG sensor. By non-limiting example, 

tasks may include writing a signature, a particular set of characters, phrase, pattern, gesture, or 
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other task on a surface. In some implementations, a user wearing the wrist device may perform the 

task (e.g., handwrite a signature) using their finger on a surface such as a desk, or the user’s body 

(e.g., an arm, palm, hand, or thigh). The task may be provided by the system 300 or may be selected 

by the user.  

[0029] The extracting module 320 may be configured to extract digital signals (hereafter “EMG 

signals”) from the sensor waveforms. In some embodiments, the EMG signals are augmented with 

additional signals from the one or more sensors. For example, when performing the task, the user 

may use a stylus or other device for task entry. Input received from the other device can be 

combined with the EMG signal to perform the user authentication.  In some implementations, the 

wrist device includes additional sensors such as, but not limited to, HMD sensors, electric/optical 

sensors, haptic feedback sensors, motion sensors, IMU sensors such as accelerometers, 

gyroscopes, and the like. Signals captured by the additional sensors (e.g., heart rate sensors on a 

wrist wearable, or gait detectors, or motion sensors used to determine when a user is writing and/or 

moving) may also be monitored and tracked for user authentication.   

[0030] The analysis module 330 may be configured to analyze the EMG signals to authenticate 

users using an AI model(s). The analysis may include comparing the EMG signals with reference 

information associated with the user. Reference information may include EMG patterns identified 

based on the user, a reference user task preset by the system or the user, and/or other data associated 

with the user. The reference information may be stored in a database (e.g., database 152) of the 

wrist device.  

[0031] In some embodiments, the analysis module 330 may be further configured to identify and 

map patterns in sensor waveforms and/or EMG signals (generated from sensory data captured at 

the wrist device) to a user. Patterns that differentiate a particular user from other users and are 

consistent for the particular user may be identified in EMG signals/sensor waveforms. These 

patterns may serve as a signature marker used to identify a user. In some embodiments, the analysis 

module 330 may be further configured to perform cross-spectral analysis of the EMG signals to 

identify user distinguishing features.  

[0032] The authentication module 340 may be configured to determine when a reference user 

task is performed by the user (e.g., based on an analysis of the analysis module 330) and 
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authenticate the user based thereon using the AI model(s). Accordingly, for a user to be 

authenticated or verified, the EMG signals must match reference information (e.g., identified 

patterns) associated with the user and a task matching the reference user task must be identified. 

For example, a user may be authenticated when features are identified and determined to match 

features of EMG signals generated when a reference user task (e.g., writing a signature) associated 

with a user is performed. The signature, in and of itself, is used to authenticate a user and is 

automatically integrated with the EMG signal. As such, embodiments as disclosed herein, allow 

for two factors to be checked naturally at the same time. 

[0033] In some embodiments, the AI model(s) may perform authentication using separate 

reference user task and EMG signal authentication models. That is, separately authenticate the user 

based on the EMG signals (i.e., an analysis of the analysis module 330), and separately identify 

whether the reference user task is performed, at the authentication module 340, using the EMG 

signals.  

[0034] For authenticating the user, the AI model may be trained to extract user embeddings of 

EMG signals. The user embeddings may be stored on the wrist device. User embeddings 

corresponding to each of the identified users may be stored on the device in association with 

respective user IDs. That is, user embeddings corresponding to a user may be stored in connection 

with their user ID. The AI model may set a criterion to determine whether user embeddings 

extracted from a current sequence of EMG signals belong to a same user. User embeddings 

extracted from the EMG signals can be used to identify users because signals generated from a 

user are unique to the user. FIG. 4 is an exemplary graphical illustration of a 2D projection of 

EMG signals. As shown in FIG. 4, EMG signals generated by different users form clusters 

corresponding to each user when graphed.  

[0035] For identifying a performance of the reference user task, the AI model may include a 

streaming conformer model, which leverages block processing to make the model streamable, to 

output characters that the user is writing and determine whether (1) the reference user task has 

appeared and (2) whether the reference user task is completed. FIG. 5 is a block diagram of a 

streaming conformer model architecture 500, according to embodiments. As shown in FIG. 5, the 

architecture 500 may include a feed forward module 510/511, convolution module 520, multi-head 
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self-attention module 530, and layernorm 540. The feed-forward modules 510/511 have half step 

residual connections sandwiching the multi-headed self-attention module 530 and convolution 

module 520 which is followed by a normalization layer (i.e., layernorm 540).  

[0036] The AI model may be trained to learn user embeddings using a training neural network 

(NN) based model. As a non-limiting example, the training NN model may include, but not limited 

to, emphasized channel attention, propagation and aggregation time delay NN (ECAPA-TDNN) 

model and/or additive angular margin loss for deep face recognition (ArcFace Loss) to train on 

collected and consented data. The ECAPA-TDNN model, commonly used in speaker identification 

in speech, may also be used to produce a well-clustered plot on new users. In some 

implementations, the AI model may be trained using other methods such as a siamese or 

transformer network, using mean square error (MSE)/triplet/cosine as loss based on a particular 

application scenario of the model. 

[0037] According to some embodiments, the AI model(s) may perform authentication using a 

combined reference user task and EMG signal authentication model. The system 300 may generate 

and store offline user embeddings, and then at runtime include that as well as EMG features in a 

combined model, rather than authenticating the two factors sequentially or in parallel. After the AI 

model is trained to learn user embeddings, the user embeddings are stored on the wrist device.  At 

runtime, the stored user embeddings are inserted as an input to an AI NN-based model. Given both 

processed features from EMG signals (e.g., from a cross-spectral analysis) and the user 

embeddings from the user, the AI model may process the EMG feature in a chunk-wise fashion 

and uses a beam search decoder to identify the potential written characters of a signature or phase 

and/or gestures (i.e., the performance of the reference user task is identified). For an authorized 

user, the signature, phrase, or gesture will be recognized. For unauthorized users, different phrases 

will be recognized. Even if a correct task is performed (e.g., the unauthorized user knows the 

reference user task and completes the task correctly), embeddings from the unauthorized user will 

not match those of the authorized user. Wrist anatomy and writing habits creates an idiosyncratic 

writing style for each user that is identifiable in EMG signals. The embeddings capture differences 

in each user’s idiosyncratic writing style. The NN model (with embeddings and EMG signal 

features as input) and the decoding process of the beam search decoder ensures that EMG signals 

are decoded correctly. As such, an intruder (i.e., the unauthorized user) has to know the reference 
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user task, and further be able to mimic the authorized user’s idiosyncratic writing style, which 

makes the barrier for gaining access much higher.   

[0038] In some embodiments, the wrist device may be a shared device amongst one or more 

users. The analysis module 330, or some other module, may be further configured to identify a 

user and associate the user with a user ID. Reference information and other data (e.g., sensory data, 

EMG signals, etc.) determined to match a user may be stored in association with their respective 

user ID. The database may include a list of user IDs associated with authorized users (also 

referenced as a list of authorized users). In some implementations, the list of user IDs are approved 

by a primary user. Each user corresponding to a user ID will have corresponding reference 

information unique to the individual user. Each user may have a different present task for 

performing user authentication. In some implementations, if there is a predefined user-specific ID 

associated with the wrist device, it can be sent to the authentication module 340 and used as an 

additional factor for user verification.    

[0039] The communication module 350 may be configured to communicate with one or more 

devices. The one or more devices may include, but are not limited to, an AR/VR device/application 

or other third-party device. By non-limiting example, the communication module 350 may 

transmit or receive data, sensory data, EMG signals, user information, and/or authentication 

information/status (e.g., a result of the authentication information). The system 300 may be 

implemented at the wrist device included in the one or more devices. As such, the user may be an 

owner of the one or more devices performing operations according to modules of the system 300.  

[0040] The outputting module 360 may be configured to provide an output to the user. In some 

implementations, the outputting module 360 is configured to display a result of the authentication 

to the user (e.g., at display 240). By non-limiting example, the results may include a status of 

authentication (e.g., access granted, user verified, access denied, etc.) and information on the user 

or authenticated user.  

[0041] In some implementations, computing platform(s) 302, remote platform(s) 326, and/or 

external resources 322 may be operatively linked via one or more electronic communication links. 

For example, such electronic communication links may be established, at least in part, via a 

network 332 such as the Internet and/or other networks. It will be appreciated that this is not 
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intended to be limiting, and that the scope of this disclosure includes implementations in which 

computing platform(s) 302, remote platform(s) 326, and/or external resources 322 may be 

operatively linked via some other communication media. 

[0042] A given remote platform 326 may include one or more processors configured to execute 

computer program modules. The computer program modules may be configured to enable an 

expert or user associated with the given remote platform 326 to interface with system 300 and/or 

external resources 322, and/or provide other functionality attributed herein to remote platform(s) 

326. By way of non-limiting example, a given remote platform 326 and/or a given computing 

platform 302 may include one or more of a server, an artificial reality device and/or system, a 

desktop computer, a laptop computer, a handheld computer, a tablet computing platform, a 

NetBook, a Smartphone, a gaming console, smartwatch or band, and/or other computing platforms. 

[0043] External resources 322 may include sources of information outside of system 300, 

external entities participating with system 300, and/or other resources. In some implementations, 

some or all of the functionality attributed herein to external resources 322 may be provided by 

resources included in system 300. 

[0044] Computing platform(s) 302 may include electronic storage 324, one or more processors 

226, and/or other components. Computing platform(s) 302 may include communication lines, or 

ports to enable the exchange of information with a network (e.g., network 150/332) and/or other 

computing platforms. Illustration of computing platform(s) 302 in FIG. 3 is not intended to be 

limiting. Computing platform(s) 302 may include a plurality of hardware, software, and/or 

firmware components operating together to provide the functionality attributed herein to 

computing platform(s) 302. For example, computing platform(s) 302 may be implemented by a 

cloud of computing platforms operating together as computing platform(s) 302.  

[0045] Electronic storage 324 may comprise non-transitory storage media that electronically 

stores information. The electronic storage media of electronic storage 324 may include one or both 

of system storage that is provided integrally (i.e., substantially non-removable) with computing 

platform(s) 302 and/or removable storage that is removably connectable to computing platform(s) 

302 via, for example, a port (e.g., a USB port, a firewire port, etc.) or a drive (e.g., a disk drive, 

etc.). Electronic storage 324 may include one or more of optically readable storage media (e.g., 
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optical disks, etc.), magnetically readable storage media (e.g., magnetic tape, magnetic hard drive, 

floppy drive, etc.), electrical charge-based storage media (e.g., EEPROM, RAM, etc.), solid-state 

storage media (e.g., flash drive, etc.), and/or other electronically readable storage media. Electronic 

storage 324 may include one or more virtual storage resources (e.g., cloud storage, a virtual private 

network, and/or other virtual storage resources). Electronic storage 324 may store software 

algorithms, information determined by processor(s) 328, information received from computing 

platform(s) 302, information received from remote platform(s) 326, and/or other information that 

enables computing platform(s) 302 to function as described herein. 

[0046] Processor(s) 328 may be configured to provide information processing capabilities in 

computing platform(s) 302. As such, processor(s) 328 may include one or more of a digital 

processor, an analog processor, a digital circuit designed to process information, an analog circuit 

designed to process information, a state machine, and/or other mechanisms for electronically 

processing information. Although processor(s) 328 is shown in FIG. 3 as a single entity, this is for 

illustrative purposes only. In some implementations, processor(s) 328 may include a plurality of 

processing units. These processing units may be physically located within the same device, or 

processor(s) 328 may represent processing functionality of a plurality of devices operating in 

coordination. Processor(s) 328 may be configured to execute modules 310, 320, 330, 340, 350, 

and 360 and/or other modules. Processor(s) 328 may be configured to execute modules 310, 320, 

330, 340, 350, and 360, and/or other modules by software; hardware; firmware; some combination 

of software, hardware, and/or firmware; and/or other mechanisms for configuring processing 

capabilities on processor(s) 328. As used herein, the term “module” may refer to any component 

or set of components that perform the functionality attributed to the module. This may include one 

or more physical processors during execution of processor readable instructions, the processor 

readable instructions, circuitry, hardware, storage media, or any other components. In some 

implementations, one or more of the modules 310, 320, 330, 340, 350, and 360 are included in and 

performed by a combination of processors included in the client device and the remote platform 

326 (e.g., a server, such as server 130).  

[0047] Although FIG. 3 shows example blocks of the system 300, in some implementations, the 

system 300 may include additional blocks, fewer blocks, different blocks, or differently arranged 
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blocks than those depicted in FIG. 3.  Additionally, or alternatively, two or more of the blocks of 

the system may be combined.  

[0048] FIG. 6 is an exemplary flowchart of a method 600 for initializing or setting up a client 

device (e.g., the wrist device), according to some embodiments. In some embodiments, one or 

more of the steps in method 600 may be performed by one or more of the modules 310, 320, 330, 

340, 350, and 360 and/or other modules.  

[0049] The techniques described herein may be implemented as method(s) that are performed 

by physical computing device(s); as one or more non-transitory computer-readable storage media 

storing instructions which, when executed by computing device(s), cause performance of the 

method(s); or as physical computing device(s) that are specially configured with a combination of 

hardware and software that causes performance of the method(s). 

[0050] In some implementations, one or more operation blocks of FIG. 6 may be performed by 

a processor circuit executing instructions stored in a memory circuit, in a client device, a remote 

server or a database, communicatively coupled through a network (e.g., processors 212, memories, 

client device 110, server 130, and network 150). In some implementations, one or more of the 

operations in method 600 may be performed by one or more of the modules 310, 320, 330, 340, 

350, and 360. In some embodiments, methods consistent with the present disclosure may include 

at least one or more operations as in method 600 performed in a different order, simultaneously, 

quasi-simultaneously or overlapping in time. 

[0051] In operation 610, the method 600 includes receiving an input of a reference user task. 

The user may choose a task to be the reference user task as the task that will be required to be 

completed correctly and by a same user in order to be authorized. For purposes of this example, 

the chosen task will be writing a signature. The signature may be unique to the user, a set of 

characters, a phrase, or the like. To complete initialization of the device, the user must perform the 

chosen reference user task by writing the signature on a surface (e.g., a table, on their person, or 

another surface).    

[0052] In operation 620, the method 600 includes storing a reference user task in a database of 

the client device, in other words, storing the signature corresponding to the reference user task in 
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the database. In some implementations, the signature is, alternatively or in addition to, stored in a 

server or other device communicably coupled to the client device.   

[0053] In operation 630, the method 600 includes extracting EMG signals from data captured 

by the device when the user is performing the reference user task (i.e., writing the signature). The 

EMG signal extraction may be performed in real time or simultaneous to the user writing the 

signature. In some implementations, the extracted EMG signals are stored in the database in 

association with the reference user task.  

[0054] In operation 640, the method 600 includes generating n-dimension reference embeddings 

based on the EMG signals using a pre-trained AI NN-based model (hereafter “AI model”). The 

EMG signals are fed into an AI model (e.g., ECAPA-TDNN model). The AI model and model 

parameters are stored on the client device. The AI model is trained to learn embeddings and outputs 

n-dimension reference embeddings extracted from the EMG signals.   

[0055] In operation 650, the method 600 includes storing the n-dimension reference embeddings 

in the database on the client device. The n-dimension reference embeddings may be stored and 

associated with the corresponding signature in the database. In some implementations, the n-

dimension reference embeddings are linked to the corresponding signature in the database. As 

such, when authenticating a user, both a currently written signature and the embeddings extracted 

from the currently written signature must match the reference user task and the n-dimension 

reference embeddings, respectively. As a non-limiting example, when a user is asked to 

authenticate themselves while using an AR/VR application while wearing an EMG wristband 

(assuming that the AR/VR application is communicably coupled to the EMG wristband), the 

current EMG signal is compared with that of the EMG signal of the stored reference user task.  

[0056] In some implementations, embodiments do not require a same user in order to be 

authorized. Embodiments may include a list of authorized users. Users from the list of authorized 

users may also complete the same reference user task or a different reference user task selected by 

the respective users to authenticate themselves. As such, method 600 may be performed for each 

user in the list of authorized users.  
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[0057] Although FIG. 6 shows example blocks of the method 600, in some implementations, the 

method 600 may include additional blocks, fewer blocks, different blocks, or differently arranged 

blocks than those depicted in FIG. 6.  Additionally, or alternatively, two or more of the blocks of 

the method may be performed in parallel.  

[0058] Methods and/or processes of an AI model for performing user authentication will now 

be described in further detail. According to embodiments, the AI model may be comprised of one 

or more models. As previously described, the AI model may include separate reference user task 

and EMG signal authentication models or a combined reference user task and EMG signal 

authentication model.  

[0059] FIG. 7 is a block diagram of a process 700 of an AI model used for authenticating users, 

wherein the reference user task and EMG signal authentication are performed by separate models 

(e.g., a first model and a second model), according to some embodiments. The two models may be 

implemented in parallel or simultaneously. Embodiments of FIG. 7 are exemplary in nature and 

are not intended to be limiting. In some embodiments, processes consistent with the present 

disclosure may include at least one or more steps as in process 700 performed in a different order, 

simultaneously, quasi-simultaneously or overlapping in time. Steps in process 700 may be 

performed by one or more of the modules 310, 320, 330, 340, 350, and 360. Process 700 assumed 

that a reference user task has already been initialized, for example, as described with reference to 

FIG. 7.  

[0060] At S702, the process 700 includes feeding an EMG signal into a first model and a second 

model. The first and second models are a part of the AI model used to authenticate users. The 

EMG signal may be generated based on a currently performed task and corresponding sensory 

data. For exemplary purposes, the currently performed task is assumed to be writing a signature. 

The first model is configured to identify whether a currently performed task matches at least one 

of the stored reference user tasks on the client device. The first model may include a conformer 

model and a decoder to identify features of the currently performed task. The second model is 

configured to determine whether a current user (who performed the currently performed task) is 

an authorized user. The second model may include an ECAPA-TDNN model used to generate 

embeddings based on the EMG signal.  

17

Defensive Publications Series, Art. 6272 [2023]

https://www.tdcommons.org/dpubs_series/6272



17 

 

[0061] At S704, the first model outputs a sequence of characters identified in the signature (i.e., 

the currently performed task) based on the EMG signal generated when the signature was written. 

[0062] At S706, the process 700 includes determining whether the sequence of characters match 

at least one of the stored reference user tasks on the client device. If the sequence of characters in 

the currently performed task is a direct match for a reference user task (YES at S706), the process 

700 proceeds to S708. At S708, the current user is partially authenticated based on the performed 

task. If the sequence of characters in the currently performed task does not match a reference user 

task (NO at S706), the process 700 proceeds to S710. At S710, the currently performed task is 

determined to be incorrect and the authentication is rejected.  

[0063] At S712, the second model extracts n-dimension embedding based on the EMG signal 

generated when the signature was written and outputs the n-dimension embedding. The n-

dimension may be in the range of, for example, 32 and 1024.  

[0064] At S714, the process 700 includes determining whether the n-dimension embedding 

matches an n-dimension reference embedding generated from at least one reference user task 

stored on the client device. If the n-dimension embedding from the currently performed task is a 

match for an n-dimension reference embedding (YES at S714), the process 700 proceeds to S716. 

In some embodiments, the match may be based on a predetermined threshold for checking 

similarity between a current embedding and a user stored embedding. The predetermined threshold 

may be defined in a way to ensure a small false acceptance. The acceptance rate may be determined 

by the dot product of the n-dimension embedding and the n-dimension reference embedding. As a 

non-limiting example, if the dot product is less than or equal to the predetermined threshold (i.e., 

dot product >= threshold), the n-dimension embedding is determined to be a match for an n-

dimension reference embedding. 

[0065] At S716, the current user is determined to be an authorized user and the current user is 

partially authenticated based on the embeddings. If the n-dimension embedding from the currently 

performed task does not match an n-dimension reference embedding (NO at S714), the process 

700 proceeds to S718. At S718, the current user is not determined to be an authorized user and the 

authentication is rejected. As such, the user is denied access to the device.   
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[0066] When the results of the first and second model lead to a partial authentication (at S708 

and S716, respectively), the user is authenticated (S720) and authentication is complete. That is, 

the current user is an authorized user who has performed the correct task, and thus, e.g., may gain 

access to the device and system, application, or the like, connected to the device.  

[0067] FIG. 8 illustrates a flowchart of a method 800 for user authentication of a client device, 

according to some embodiments.  The techniques described herein may be implemented as 

method(s) that are performed by physical computing device(s); as one or more non-transitory 

computer-readable storage media storing instructions which, when executed by computing 

device(s), cause performance of the method(s); or as physical computing device(s) that are 

specially configured with a combination of hardware and software that causes performance of the 

method(s). 

[0068] In some implementations, one or more operation blocks of FIG. 8 may be performed by 

a processor circuit executing instructions stored in a memory circuit, in a client device, a remote 

server or a database, communicatively coupled through a network (e.g., processors, memories, 

client device 110, server 130, and network 150). In some implementations, one or more of the 

operations in method 800 may be performed by one or more of the modules 310, 320, 330, 340, 

350, and 360. In some embodiments, methods consistent with the present disclosure may include 

at least one or more operations as in method 800 performed in a different order, simultaneously, 

quasi-simultaneously or overlapping in time. 

[0069] In operation 810, the method 800 includes initiating a user authentication request. The 

user may be asked to provide authentication via a display of the client device or the like. The client 

device may be a wrist device worn by the user. In some implementations, the client device is 

different from the wrist device and communicably coupled to the wrist device. For example, users 

may be asked to provide authentication via a VR/AR system (on a headset or the like) and the wrist 

device may be configured to perform the authentication (i.e., method 800).  

[0070] In operation 820, the method 800 includes receiving data from one or more sensors 

included in the client device. The one or more sensors may include at least an EMG sensor. The 

received data may correspond to a task performed by a user wearing the client device. In some 
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implementations, the data is considered to correspond to the task based on it being received within 

a predetermined amount of time after the user authentication request is initiated.  

[0071] In embodiments, the task is a signature, set of characters, gesture, pattern, or phrase. The 

user may perform the task by writing the signature, set of characters, gesture, pattern, or phrase on 

a surface. 

[0072] In operation 830, the method 800 includes extracting an EMG signal from the data 

received as the user performs the task.  

[0073] In operation 840, the method 800 includes identifying features of the task based on the 

EMG signal. For example, when the task is a signature, a set of characters in the signature are 

identified.  

[0074] In operation 850, the method 800 includes determining whether the features of the task 

match features of a reference task stored on the client device. A set of characters, patterns, or the 

like are compared to that of the reference task. For example, the set of characters in the signature 

may be compared to characters identified in a reference signature. If the set of characters are a 

direct match for the characters in the reference signature, a first verification in the method 800 is 

complete (approved). If the features of the task do not match or directly match the features of a 

reference task, the user is determined to be an unauthorized user and access to the client device is 

denied.  

[0075] In operation 860, the method 800 includes extracting user embeddings from the EMG 

signal.  

[0076] In operation 870, the method 800 includes determining whether the user embeddings 

match reference embeddings stored on the client device. The reference embeddings are 

embeddings extracted from EMG signals generated by the performance of the reference signature 

by an authorized user. If the user embeddings match the reference embeddings, a second 

verification in the method 800 is complete (approved).  If the user embeddings do not match the 

reference embeddings, the user is determined to be an unauthorized user and access to the client 

device is denied.  
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[0077] In some implementations, the determination of a match between the user embeddings 

and the reference embeddings is based on a comparison of similarity between the user embeddings 

and the reference embeddings being greater than or equal to a predetermined threshold of 

similarity. 

[0078] In operation 880, the method 800 includes determining whether the user is an authorized 

user of the client device based on operation 850 and operation 870. That is, if both the first and 

second verifications in the method 800 are complete (approved), then the user is determined to be 

an authorized user of the client device.  

[0079] In operation 890, the method 800 further includes authorizing access to the client device. 

Further, if the client device is connected to a VR/AR system, authentication at the client device 

may also authorize the user’s access to the VR/AR system and/or other devices in the VR/AR 

system.  

[0080] In some embodiments, the method 800 further includes initializing the reference task at 

the client device. The initialization may include receiving an input of a (current) reference task, 

extracting EMG signals from data received when the reference task is performed, extracting the 

reference embeddings from the EMG signals, and storing the reference task in association with the 

reference embeddings in a database on the client device. The database may include a list of 

authorized users. The initialized reference task may be linked to a new authorized user and added 

to the list of authorized users with a corresponding user ID to reference the associated reference 

task and reference embeddings. In some implementations, the reference embeddings from the 

EMG signal are determined to match an existing authorized user. In this case, the current reference 

task may override or replace the reference task associated with the existing authorized user in the 

database. In some implementations, the current reference task is added to the database as another 

task acceptable for authorizing the specific user.  

[0081] In some embodiments, the method 800 further includes outputting a result of 

authentication to the user at the client device. The result may include a status of the authentication 

(e.g., authorized or denied). The output may be displayed to the user at the client device.   
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[0082] In some embodiments, the method 800 further includes generating the list of authorized 

users stored on the client device. The list of authorized users may include a primary user of the 

device. In some implementations, the primary user must allow/approve the addition of users to the 

list. Each user in the list of authorized users has corresponding reference information (i.e., a 

reference task and reference embeddings) distinct to each user.  

[0083] Although FIG. 8 shows example blocks of the method 800, in some implementations, the 

method 800 may include additional blocks, fewer blocks, different blocks, or differently arranged 

blocks than those depicted in FIG. 8 based on one or more embodiments disclosed herein.  

Additionally, or alternatively, two or more of the blocks of the method may be performed in 

parallel.  

Hardware Overview 

[0084] FIG. 9 is a block diagram illustrating an exemplary computer system 900 with which the 

client and server of FIGS. 1 and 2, and method(s) described herein can be implemented.  In certain 

aspects, the computer system 900 may be implemented using hardware or a combination of 

software and hardware, either in a dedicated server, or integrated into another entity, or distributed 

across multiple entities.  Computer system 900 may include a desktop computer, a laptop 

computer, a tablet, a phablet, a smartphone, a feature phone, a server computer, or otherwise.  A 

server computer may be located remotely in a data center or be stored locally. 

[0085] Computer system 900 (e.g., client 110 and server 130) includes a bus 908 or other 

communication mechanism for communicating information, and a processor 902 (e.g., processors 

328) coupled with bus 908 for processing information.  By way of example, the computer system 

900 may be implemented with one or more processors 902.  Processor 902 may be a general-

purpose microprocessor, a microcontroller, a Digital Signal Processor (DSP), an Application 

Specific Integrated Circuit (ASIC), a Field Programmable Gate Array (FPGA), a Programmable 

Logic Device (PLD), a controller, a state machine, gated logic, discrete hardware components, or 

any other suitable entity that can perform calculations or other manipulations of information. 

[0086] Computer system 900 can include, in addition to hardware, code that creates an execution 

environment for the computer program in question, e.g., code that constitutes processor firmware, 
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a protocol stack, a database management system, an operating system, or a combination of one or 

more of them stored in an included memory 904, such as a Random Access Memory (RAM), a 

Flash Memory, a Read-Only Memory (ROM), a Programmable Read-Only Memory (PROM), an 

Erasable PROM (EPROM), registers, a hard disk, a removable disk, a CD-ROM, a DVD, or any 

other suitable storage device, coupled to bus 908 for storing information and instructions to be 

executed by processor 902.  The processor 902 and the memory 904 can be supplemented by, or 

incorporated in, special purpose logic circuitry.   

[0087] The instructions may be stored in the memory 904 and implemented in one or more 

computer program products, e.g., one or more modules of computer program instructions encoded 

on a computer-readable medium for execution by, or to control the operation of, the computer 

system 900, and according to any method well-known to those of skill in the art, including, but not 

limited to, computer languages such as data-oriented languages (e.g., SQL, dBase), system 

languages (e.g., C, Objective-C, C++, Assembly), architectural languages (e.g., Java, .NET), and 

application languages (e.g., PHP, Ruby, Perl, Python).  Instructions may also be implemented in 

computer languages such as array languages, aspect-oriented languages, assembly languages, 

authoring languages, command line interface languages, compiled languages, concurrent 

languages, curly-bracket languages, dataflow languages, data-structured languages, declarative 

languages, esoteric languages, extension languages, fourth-generation languages, functional 

languages, interactive mode languages, interpreted languages, iterative languages, list-based 

languages, little languages, logic-based languages, machine languages, macro languages, 

metaprogramming languages, multiparadigm languages, numerical analysis, non-English-based 

languages, object-oriented class-based languages, object-oriented prototype-based languages, off-

side rule languages, procedural languages, reflective languages, rule-based languages, scripting 

languages, stack-based languages, synchronous languages, syntax handling languages, visual 

languages, wirth languages, and xml-based languages.  Memory 904 may also be used for storing 

temporary variable or other intermediate information during execution of instructions to be 

executed by processor 902. 

[0088] A computer program as discussed herein does not necessarily correspond to a file in a 

file system.  A program can be stored in a portion of a file that holds other programs or data (e.g., 

one or more scripts stored in a markup language document), in a single file dedicated to the 
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program in question, or in multiple coordinated files (e.g., files that store one or more modules, 

subprograms, or portions of code).  A computer program can be deployed to be executed on one 

computer or on multiple computers that are located at one site or distributed across multiple sites 

and interconnected by a communication network.  The processes and logic flows described in this 

specification can be performed by one or more programmable processors executing one or more 

computer programs to perform functions by operating on input data and generating output. 

[0089] Computer system 900 further includes a data storage device 906 such as a magnetic disk 

or optical disk, coupled to bus 908 for storing information and instructions.  Computer system 900 

may be coupled via input/output module 910 to various devices.  Input/output module 910 can be 

any input/output module.  Exemplary input/output modules 910 include data ports such as USB 

ports.  The input/output module 910 is configured to connect to a communications module 912.  

Exemplary communications modules 912 (e.g., communication module 350) include networking 

interface cards, such as Ethernet cards and modems.  In certain aspects, input/output module 910 

is configured to connect to a plurality of devices, such as an input device 914 and/or an output 

device 916.  Exemplary input devices 914 include a keyboard and a pointing device, e.g., a mouse 

or a trackball, by which a user can provide input to the computer system 900.  Other kinds of input 

devices 914 can be used to provide for interaction with a user as well, such as a tactile input device, 

visual input device, audio input device, or brain-computer interface device.  For example, feedback 

provided to the user can be any form of sensory feedback, e.g., visual feedback, auditory feedback, 

or tactile feedback; and input from the user can be received in any form, including acoustic, speech, 

tactile, or brain wave input.  Exemplary output devices 916 include display devices, such as an 

LCD (liquid crystal display) monitor, for displaying information to the user. 

[0090] According to one aspect of the present disclosure, the client device 110 and server 130 

can be implemented using a computer system 900 in response to processor 902 executing one or 

more sequences of one or more instructions contained in memory 904.  Such instructions may be 

read into memory 904 from another machine-readable medium, such as data storage device 906.  

Execution of the sequences of instructions contained in main memory 904 causes processor 902 

to perform the process steps described herein.  One or more processors in a multi-processing 

arrangement may also be employed to execute the sequences of instructions contained in memory 

904.  In alternative aspects, hard-wired circuitry may be used in place of or in combination with 
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software instructions to implement various aspects of the present disclosure.  Thus, aspects of the 

present disclosure are not limited to any specific combination of hardware circuitry and software. 

[0091] Various aspects of the subject matter described in this specification can be implemented 

in a computing system that includes a back-end component, e.g., a data server, or that includes a 

middleware component, e.g., an application server, or that includes a front-end component, e.g., a 

client computer having a graphical user interface or a Web browser through which a user can 

interact with an implementation of the subject matter described in this specification, or any 

combination of one or more such back-end, middleware, or front-end components.  The 

components of the system can be interconnected by any form or medium of digital data 

communication, e.g., a communication network.  The communication network (e.g., network 150) 

can include, for example, any one or more of a LAN, a WAN, the Internet, and the like.  Further, 

the communication network can include, but is not limited to, for example, any one or more of the 

following tool topologies, including a bus network, a star network, a ring network, a mesh network, 

a star-bus network, tree or hierarchical network, or the like.  The communications modules can be, 

for example, modems or Ethernet cards. 

[0092] Computer system 900 can include clients and servers.  A client and server are generally 

remote from each other and typically interact through a communication network.  The relationship 

of client and server arises by virtue of computer programs running on the respective computers 

and having a client-server relationship to each other.  Computer system 900 can be, for example, 

and without limitation, a desktop computer, laptop computer, or tablet computer.  Computer 

system 900 can also be embedded in another device, for example, and without limitation, a mobile 

telephone, a PDA, a mobile audio player, a Global Positioning System (GPS) receiver, a video 

game console, and/or a television set top box. 

[0093] The term “machine-readable storage medium” or “computer-readable medium” as used 

herein refers to any medium or media that participates in providing instructions to processor 902 

for execution.  Such a medium may take many forms, including, but not limited to, non-volatile 

media, volatile media, and transmission media.  Non-volatile media include, for example, optical 

or magnetic disks, such as data storage device 906.  Volatile media include dynamic memory, such 

as memory 904.  Transmission media include coaxial cables, copper wire, and fiber optics, 
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including the wires forming bus 908.  Common forms of machine-readable media include, for 

example, floppy disk, a flexible disk, hard disk, magnetic tape, any other magnetic medium, a CD-

ROM, DVD, any other optical medium, punch cards, paper tape, any other physical medium with 

patterns of holes, a RAM, a PROM, an EPROM, a FLASH EPROM, any other memory chip or 

cartridge, or any other medium from which a computer can read.  The machine-readable storage 

medium can be a machine-readable storage device, a machine-readable storage substrate, a 

memory device, a composition of matter affecting a machine-readable propagated signal, or a 

combination of one or more of them. 

[0094] To illustrate the interchangeability of hardware and software, items such as the various 

illustrative blocks, modules, components, methods, operations, instructions, and algorithms have 

been described generally in terms of their functionality. Whether such functionality is implemented 

as hardware, software, or a combination of hardware and software depends upon the particular 

application and design constraints imposed on the overall system.  Skilled artisans may implement 

the described functionality in varying ways for each particular application. 

[0095] As used herein, the phrase “at least one of” preceding a series of items, with the terms 

“and” or “or” to separate any of the items, modifies the list as a whole, rather than each member 

of the list (i.e., each item).  The phrase “at least one of” does not require selection of at least one 

item; rather, the phrase allows a meaning that includes at least one of any one of the items, and/or 

at least one of any combination of the items, and/or at least one of each of the items.  By way of 

example, the phrases “at least one of A, B, and C” or “at least one of A, B, or C” each refer to only 

A, only B, or only C; any combination of A, B, and C; and/or at least one of each of A, B, and C. 

[0096] To the extent that the term “include,” “have,” or the like is used in the description or the 

claims, such term is intended to be inclusive in a manner similar to the term “comprise” as 

“comprise” is interpreted when employed as a transitional word in a claim.  The word “exemplary” 

is used herein to mean “serving as an example, instance, or illustration.”  Any embodiment 

described herein as “exemplary” is not necessarily to be construed as preferred or advantageous 

over other embodiments. 

[0097] A reference to an element in the singular is not intended to mean “one and only one” 

unless specifically stated, but rather “one or more.”  All structural and functional equivalents to 
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the elements of the various configurations described throughout this disclosure that are known or 

later come to be known to those of ordinary skill in the art are expressly incorporated herein by 

reference and intended to be encompassed by the subject technology.  Moreover, nothing disclosed 

herein is intended to be dedicated to the public regardless of whether such disclosure is explicitly 

recited in the above description.  No clause element is to be construed under the provisions of 35 

U.S.C. §112, sixth paragraph, unless the element is expressly recited using the phrase “means for” 

or, in the case of a method clause, the element is recited using the phrase “step for.” 

[0098] While this specification contains many specifics, these should not be construed as 

limitations on the scope of what may be claimed, but rather as descriptions of particular 

implementations of the subject matter.  Certain features that are described in this specification in 

the context of separate embodiments can also be implemented in combination in a single 

embodiment.  Conversely, various features that are described in the context of a single embodiment 

can also be implemented in multiple embodiments separately or in any suitable subcombination.  

Moreover, although features may be described above as acting in certain combinations and even 

initially claimed as such, one or more features from a claimed combination can in some cases be 

excised from the combination, and the claimed combination may be directed to a subcombination 

or variation of a subcombination. 

[0099] The subject matter of this specification has been described in terms of particular aspects, 

but other aspects can be implemented and are within the scope of the following claims.  For 

example, while operations are depicted in the drawings in a particular order, this should not be 

understood as requiring that such operations be performed in the particular order shown or in 

sequential order, or that all illustrated operations be performed, to achieve desirable results.  The 

actions recited in the claims can be performed in a different order and still achieve desirable results.  

As one example, the processes depicted in the accompanying figures do not necessarily require the 

particular order shown, or sequential order, to achieve desirable results.  In certain circumstances, 

multitasking and parallel processing may be advantageous.  Moreover, the separation of various 

system components in the aspects described above should not be understood as requiring such 

separation in all aspects, and it should be understood that the described program components and 

systems can generally be integrated together in a single software product or packaged into multiple 

software products.  Other variations are within the scope of the following claims.  
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CLAIMS 

WHAT IS CLAIMED IS:  

 

1. A computer-implemented method for user authentication, performed by at least 

one processor, the method comprising: 

receiving data from one or more sensors including at least an electromyography 

(EMG) sensor included in a client device worn by a user; 

extracting an EMG signal from the data received as the user performs a task;  

identifying features of the task based on the EMG signal;  

determining whether the features of the task match features of a reference task 

stored on the client device;  

extracting user embeddings from the EMG signal; 

determining whether the user embeddings match reference embeddings stored on 

the client device;  

based on the features of the task matching the features of the reference task and 

the user embeddings matching the reference embeddings, determining the user is an 

authorized user of the client device; and  

authorizing access to the client device. 

   

2. The computer-implemented method of claim 1, wherein the task is at least one of 

a signature, set of characters, gesture, pattern, or phrase.  

   

3. The computer-implemented method of claim 1, wherein the task is performed by 

writing the task on a surface.  

   

4. The computer-implemented method of claim 1, further comprising: 

determining the user embeddings match the reference embeddings based on a comparison 

of a similarity between the user embeddings and the reference embeddings being greater than or 

equal to a predetermined threshold of similarity.  

 

5. The computer-implemented method of claim 1, further comprising: 
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generating a list of authorized users stored on the client device, wherein the list of 

authorized users includes a primary user, and each user in the list of authorized users has 

corresponding reference information, including the reference task and the reference embeddings, 

distinct to each user.  

   

6. The computer-implemented method of claim 1, wherein the client device is a 

device in a virtual reality/augmented reality (VR/AR) system including the client device and one 

or more other devices.  

 

7. The computer-implemented method of claim 6, further comprising: 

authorizing access to the VR/AR system and the one or more other devices based on the 

determination that the user is an authorized user of the client device.  

 

8. The computer-implemented method of claim 1, further comprising: 

based on at least one of the features of the task not matching the features of the reference 

task or the user embeddings not matching the reference embeddings, determining the user is an 

unauthorized user; and  

denying access to the client device.  

 

9. The computer-implemented method of claim 1, further comprising outputting a 

result of authentication to the user at the client device.  

 

10. The computer-implemented method of claim 1, further comprising: 

initializing the reference task at the client device, the initializing comprising:  

receiving an input of the reference task; 

extracting a reference EMG signal from data received when the reference task is 

performed;  

extracting the reference embeddings from the reference EMG signal; and  

storing the reference task in association with the reference embeddings on the 

client device. 
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11.  A non-transitory computer-readable storage medium having instructions 

embodied thereon, the instructions being executable by one or more processors to perform a 

method for user authentication and cause the one or more processors to: 

receive data from one or more sensors including at least an electromyography 

(EMG) sensor included in a client device worn by a user; 

extract an EMG signal from the data received as the user performs a task, wherein 

the task is performed by writing the task on a surface;  

identify features of the task based on the EMG signal;  

determine whether the features of the task match features of a reference task 

stored on the client device;  

extract user embeddings from the EMG signal; 

determine whether the user embeddings match reference embeddings stored on 

the client device;  

based on the features of the task matching the features of the reference task and 

the user embeddings matching the reference embeddings, determine the user is an 

authorized user of the client device; and  

authorize access to the client device. 

 

12. The non-transitory computer-readable storage medium of claim 11, wherein the 

task is at least one of a signature, set of characters, gesture, pattern, or phrase. 

 

13. The non-transitory computer-readable storage medium of claim 11, wherein the 

instructions further cause the one or more processors to: 

determine the user embeddings match the reference embeddings based on a comparison 

of a similarity between the user embeddings and the reference embeddings being greater than or 

equal to a predetermined threshold of similarity.  

 

14. The non-transitory computer-readable storage medium of claim 11, wherein the 

instructions further cause the one or more processors to: 

generate a list of authorized users stored on the client device, wherein the list of 

authorized users includes a primary user, and each user in the list of authorized users has 
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corresponding reference information, including the reference task and the reference embeddings, 

distinct to each user.  

 

15. The non-transitory computer-readable storage medium of claim 11, wherein the 

client device is a device in a virtual reality/augmented reality (VR/AR) system including the 

client device and one or more other devices.  

 

16. The non-transitory computer-readable storage medium of claim 15, wherein the 

instructions further cause the one or more processors to: 

authorize access to the VR/AR system and the one or more other devices based on the 

determination that the user is an authorized user of the client device.  

 

17. The non-transitory computer-readable storage medium of claim 11, wherein the 

instructions further cause the one or more processors to: 

based on at least one of the features of the task not matching the features of the reference 

task or the user embeddings not matching the reference embeddings, determine the user is an 

unauthorized user; and  

deny access to the client device.  

 

18. The non-transitory computer-readable storage medium of claim 11, wherein the 

instructions further cause the one or more processors to: 

output a result of authentication to the user at the client device. 

 

19. The non-transitory computer-readable storage medium of claim 11, wherein the 

instructions further cause the one or more processors to initialize the reference task at the client 

device, initializing the reference task comprising:  

receiving an input of the reference task; 

extracting a reference EMG signal from data received when the reference task is 

performed;  

extracting the reference embeddings from the reference EMG signal; and  
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storing the reference task in association with the reference embeddings on the 

client device. 

 

20.  A system for user authentication using a wrist device, the system comprising: 

one or more processors;  

one or more sensors including at least an electromyography (EMG) sensor; and 

a memory storing instructions which, when executed by the one or more processors, cause 

the system to: 

initiate a user authentication request;  

receive sensory data corresponding to a signature written by a user wearing the 

wrist device; 

extract an EMG signal for the signature from the sensory data;  

identify a set of characters in the signature;  

compare the set of characters to characters in a reference signature stored on the 

wrist device;  

determine that the signature is a direct match to the reference signature based on 

the set of characters matching the characters in the reference signature;  

extract user embeddings from the EMG signal; 

determine the user embeddings match reference embeddings, stored on the wrist 

device, corresponding to the reference signature; and  

identify the user as an authorized user of the wrist device and authorizing access 

to the wrist device. 
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ABSTRACT 

A method and system for user authentication. The method includes receiving input data 

from an electromyography (EMG) sensor included in a client device worn by a user. The method 

includes extracting an EMG signal from the input data received as the user performs a task. The 

method includes identifying features of the task based on the EMG signal. The method includes 

determining whether the features of the task match features of a reference task stored on the 

client device. The method includes determining whether the user embeddings extracted from the 

EMG signal match reference embeddings corresponding to the reference task. The method 

includes, if the features of the task match the features of the reference task and the user 

embeddings match the reference embeddings, determining that the user is an authorized user 

authorizing/allowing access to the client device. 
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