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Abstract. This paper presents the architecture of a Web app designed to deliver 
personalized content to museum visitors both indoors and outdoors. The app uses 
a tangible type of interface to obtain information about the museum's exhibits. 
For this purpose, each exhibit can be associated with an NFC tag, a Bluetooth 
Low Energy (BLE) beacon or a geofence in open-air museums. The service au-
tomatically profiles its users based on statistics about the preferred type of exhib-
its, media formats and time spent viewing each exhibit. Visitors can get the in-
formation they want about an exhibit even when the app is not running. Push 
notifications are used for this purpose. The necessary experiments have been con-
ducted to prove the applicability of the service for real-time delivery of person-
alized content. 
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1 Introduction 

The main aim of smart museums is to transform static exhibitions into interactive ones 
by using modern technologies in the field of communication and Internet technologies 
ElDamshiry, & ElFouly,2022). The information about the available exhibits should be 
presented in such a way that every visitor is satisfied. This is possible if personalized 
content is delivered to visitors according to their interests and preferences. Visitor per-
sonalization is more successful the more accurate the visitor profiling. Visitor profiling 
can be implicit, explicit, or combined (Antoniou et al., 2016). Implicit profiling is 
mainly implemented by completing surveys. Explicit profiling is realized by analyzing 
visitor activity within the museum and time the visitor stays near the exhibits. 

In addition to an enjoyable experience and satisfaction, most museums aim for their 
visitors to gain new knowledge (Vassilakis, 2017). For this to be possible, visitor en-
gagement with the information presented about exhibits needs to be increased (Fan, 
2022). To maintain high visitor engagement, it is very important how the user interface 
is designed and implemented and how information about the exhibits is visualized. 
Very good results are obtained when using tangible user interfaces (TUI). Tangible user 
interfaces are a form of human-computer interaction based on physical interaction with 
objects in the environment. The goal of this type of interfaces is to simulate the familiar 
way for humans to interact with objects, e.g., touch. The main advantage of tangible 
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interfaces is the reduction of cognitive load. Users do not have to be trained for long to 
use TUI successfully (Petrelli & O’Brien, 2018).   

At the current stage, two technologies are mainly used to create a tangible type of 
user interface for mobile devices: 1) Near Field Communications (NFC) tags and Blue-
tooth Low Energy (BLE) beacons (Dragović et al., 2018). After associating an object 
with an NFC tag, it is easy to recognize the object by reading its identification code. 
With NFC technology, the distance at which communication is possible between the 
phone's NFC reader and the tag is less than 4cm. If you need to detect objects from a 
greater distance (several meters) you can use BLE beacons. The beacons broadcast a 
data packet during a set time interval. The structure of the packet depends on the beacon 
protocol. The packets may contain a variety of data, the most important of which are 
the beacon identifier (UUID), Minor and Major values, and transmitter power. When 
associating an object with a BLE beacon, we can recognize when we are approaching 
the object by analyzing the signal strength received from the beacon.    

When the objects to be recognized are of large size, for example a building or a 
monument, beacons are not suitable. In this case, so-called geofences can be used 
(Shoji, 2021). The term "geofence" defines a virtual perimeter for a real geographical 
region. This region is most often described as a polygon or circle. The use of geofences 
to create location-based services for users is called geofencing. 

A proven way to increase mobile user engagement is the use of push notifications. 
Push notifications allow services to send messages to their users even when the mobile 
app is not running. They can be used to deliver information and updates as well as 
encourage users to engage with the information delivered by the service. The engage-
ment rate of push notifications is many times greater than the engagement rate of a 
normal user interface. 

The main aim of this paper is to describe the design and preliminary tests of an ap-
plication with tangible interface that delivers personalized content for museum exhibits. 
The app segments visitors according to their location and a profile that is dynamically 
built. A combination of requests/responses and push notifications are used to deliver 
content to visitors. The visitor receives structured content related to an exhibit, in vol-
ume and media formats according to their profile. 

The remainder of this paper is organized as follows. In Section 2, we describe the 
overall app architecture. Section 3 discuses validation of the proposed service, and fi-
nally Section 4 concludes the paper. 

2 The Proposed App Architecture 

The application has a client-server architecture. The business logic is implemented as 
a Node.js Web app and hosted in Microsoft's Azure cloud. For this purpose, the Azure 
App Service is used, which provides a scalable and self-patching Web hosting service 
using the Linux OS. The clients of the service are museum visitors. The service is de-
signed to deliver personalized content to both indoor and outdoor museum visitors. Fig. 
1 shows the architecture of the proposed app.  
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Fig. 1. General overview of the app architecture 

2.1 Mobile App 

Clients of the service must have a mobile device with the Android OS version 9+ app 
installed. It is foreseen that this app can be installed automatically after scanning an 
NFC tag placed in a suitable location, e.g., at the museum entrances. The main tasks of 
the mobile application are: 

• Scan for available BLE beacons and NFC tags. 
• Obtain visitor GPS positions at open-air museums. 
• Recognition of visitor activity. 
• Communication with Web app @ Azure cloud. 
To implement the required functionality, the mobile application must have access to 

the following sensors and modules embedded in the mobile device: 
• Accelerometer, compass, and gyroscope (optional). 
• GPS receiver. 
• NFC reader. 
• Bluetooth Low Energy (BLE). 
The accelerometer, compass and gyroscope are used to detect the activity of the cli-

ents. This algorithm classifies the activity by assigning each client to one of the follow-
ing classes: still, walking, and running. The activity type recognition is used by the 
service which gets the GPS position of the clients. This service, to extend the battery 
life of the mobile device, reads and sends to the Web app the client's position only if a 
significant movement of the client relative to its previous position is detected. To make 
this possible, we use foreground service in Android version 9 to 11. Since in Android 
version 12+ it is forbidden to start foreground services from the background another 
approach must be used. Google recommends using WorkManager, but in this case the 
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programmer has no control of the sensor scan time. For this reason, a service of class 
JobIntentService is used, which is periodically activated by onUpdate method of class 
AppWidgetProvider. 

2.2 Web Service 

The Web app @ Azure cloud is implemented as a Node.js service that communicates 
with clients via REST requests that are processed by an Express server. Communication 
between clients and the Web app is through secure HTTPS communication channel. 
The Web app is responsible for the following more important functionality: 

• Clients’ registration. 
• Clients profiling and segmentation. 
• Sending push messages to a specific visitor or group of visitors who are from 

the same segment. 
The registration of visitors is realized automatically, without any action of the visi-

tor. For this purpose, when the mobile app is first launched, it registers to use the One-
Signal service to be able to receive push notifications. After this registration, the value 
of the userId is retrieved, which is also used as the client identifier. 

Visitor profiling aims to deliver personalized content. For this purpose, the profiling 
module analyses the following information sent by the mobile app: 

• Which exhibits the visitor viewed and how much time was spent on each exhibit. 
• Which type of exhibit description the visitor chooses (text, photos, audio, or 

video). 
If it is not possible to profile a customer based on this information, the Web service 

sends a push notification after opening which the visitor is prompted to complete a short 
survey.  

Visitor segmentation aims to assign visitors to a particular interest group or 
geofence. The main purpose of segmentation is to optimize the sending of push mes-
sages. Instead of sending the same message to several visitors in sequence, it can be 
sent once to visitors from a given segment. For example, all visitors from the "painting" 
segment can be informed via a push message that the museum has acquired a new paint-
ing.  

Push notifications are used as an additional channel to deliver messages and content 
to visitors. Business logic uses OneSignal service to send push notifications to its users. 
In turn, OneSignal uses Google Firebase service to send the push notifications. This 
communication channel is mainly used in open-air museums. In this case, visitors travel 
longer distances and cannot constantly look at the mobile app display. For this reason, 
the mobile app must be able to run in the background. The Web app sends a push mes-
sage only when the visitor is in the vicinity of an exhibit described as geofence. Push 
notification can also be used as a reliable channel to deliver information when visitors 
need to be evacuated. 
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2.3 Databases 

The business logic from the Web app uses a MongoDB NoSQL database. The connec-
tion between the Web app and the database is implemented through Azure Cosmos DB 
for MongoDB. Three collections are used at this stage: Clients, Exhibits and Geofences. 

The Clients collection contains information about each client of the service. The 
userId value obtained when registering the mobile app to receive push notifications 
through the OneSignal service is used as the key to this collection. For each client, the 
following information is stored: current location of the client (country, city, museum 
name, room name and GPS position); profile information (exhibits viewed by their 
type, time to view each exhibit, answers to survey questions) and the segments to which 
the client is assigned.  

 The Exhibits collection describes any museum exhibit that has an associated NFC 
tag or BLE beacon. The sensor ID is used as the key to access this collection. For each 
exhibit, the following information is stored: short and long name of the exhibit; author, 
if known; year or estimated period of production; where the exhibit is stored (location); 
type of exhibit, e.g. painting or sculpture; technique used; material; size and weight; 
whether the exhibit is an original or a copy; whether the exhibit has historical and cul-
tural value, keywords to describe the exhibit; media description of the exhibit (text, 
photos, audio files, video files).   

Fig. 2 shows structure of the documents from Exhibits collection. For exhibits asso-
ciated with a beacon, two additional parameters are set: inscopeDistance - distance be-
low which a request is sent to the Web app and outscopeDistance - distance above 
which the beacon stops being analyzed. 

 
Fig. 2. Exhibits collection document structure: a) exhibit associated to NFC tag;  

b) exhibit associated to BLE beacon. 

When a visitor scans an NFC tag associated with an exhibit or receives information 
from a BLE beacon it is near, the mobile app sends a REST request to the Web app to 
obtain exhibit information. In the request, information about the visitor ID and the sen-
sor ID is passed. The business logic checks in the Clients collection which segments 
the client belongs to. A find request is then generated to the Exhibits collection to obtain 
filtered exhibit information depending on the client's preference for the type of media 
used to describe the exhibit. The response is in JSON format, which the mobile app 
renders as a Tabbar component. Each tab describes a specific media.   

a) b) 
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The Geofences collection is used to describe exhibits at open-air museums. In this 
case, the exhibit may be an entire building or a large object. Objects are described as 
polygons in Geo JSON format with which MongoDB database works by default. The 
business logic provides the functionality to check which geofences a visitor falls into 
at a given point in time, as well as which geofences the visitor is near. For this purpose, 
MongoDB's built-in capability for working with geospatial queries is used. Using op-
erators $geoWithin and $geoIntersects, the position of the visitor can be checked to see 
if it falls within one or more geofences. Using operator $near we can get a list of 
geofences the visitor is close to at a specified minimum and maximum distance in me-
ters. To use the built-in capabilities of MongoDB to convert the geofences into geo 
hashes for fast processing of geospatial queries, we need to use the 2dsphere geospatial 
indexing of the Geofences collection documents. If the visitor is near an object, the 
business logic sends a push message that contains brief information about the object. If 
the visitor enters a geofence that describes an object, a push message is sent that can be 
used to obtain detailed information about the object depending on the visitor's prefer-
ences. 

3 Experimental Results 

The proposed service architecture is validated in simulated environment. We have built 
a prototype of the proposed architecture which includes: (1) Web app @ Microsoft 
Azure cloud; (2) MongoDB database @ Azure cloud; and (3) Mobile app for Android 
OS. The Web app sends push notifications through a Firebase Cloud Messaging (FCM) 
service. FCM can be used to send push messages to mobile applications for Android 
and iOS operating systems. To use FCM, a Google Firebase access registration is re-
quired. Next, an Android OS App project is created with Cloud Messaging enabled. 
The Web service uses FCM indirectly through a service called OneSignal, which pro-
vides an API for sending push messages to a specific user or users in a specified seg-
ment. 

NFC tags from different companies and BLE beacons from Kontakt.io were used to 
test the application (see Fig. 3). 

 
Fig. 3. NFC tags and BLE beacons used to test the app. 

A hybrid mobile application has been developed, as well as plugins for it, through 
which the application can scan for the presence of nearby BLE beacons when not in 
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focus and can read and transmit to the Web app the GPS position of the client. Scanning 
NFC tags is only possible if the app is in focus. The mobile app has been tested with 
various mobile devices and Android OS versions 9, 11 and 12. Fig. 4a shows the noti-
fication indicating that the foreground service through which the reading of the client's 
GPS position is implemented is active. A debug mode is provided to display the infor-
mation that the foreground services retrieve (see Fig. 4b). 

 
Fig. 4. Foreground service (Android 11) for reading GPS positions: a) notification from  

the service; b) information that the service retrieves (debug mode). 

The Exhibits collection contains information for 20 exhibits associated with real sen-
sors (10 NFC tags, 10 BLE beacons) and 1000 exhibits associated with virtual sensors. 
The Clients collection contains information about 10 real mobile clients and 1000 vir-
tual clients. The Geofences collection contains information about 38 geofences from 
the Ethnographic open-air museum "Etar". Experiments have been done to analyse the 
response time for queries to the database using the MongoDB Compass application. 
The retrieval of information from each collection is in real time - no more than 4ms, 
including all geospatial queries. Web service response delay due to Internet connection 
latency depends mainly on the position of the servers where the Web app is deployed. 
When using servers in Europe this time is under 500ms. To this latency must be added 
the time to retrieve the images associated with the exhibit. All media resources are up-
loaded to repository servers. Only the URL to the resources is stored in the database 
(see Fig. 5). 

 
Fig. 5. Description of the photos in the database 

When an NFC tag is scanned as well as when approaching a BLE beacon, the mobile 
app receives exhibit information that is filtered depending on the visitor profile. This 

a) b) 
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information is displayed in the same way regardless of the type of sensor it is associated 
with. Fig. 6 shows what a visitor who prefers the exhibit description to be in text and 
photos sees. Similar information is obtained when a visitor enters a geofence that is 
associated with an exhibit. After opening the push notification, the application is 
launched if it is not running, and similar structured information is displayed.   

 
Fig. 6. Information about an exhibit associated with an NFC tag (Android 9) 

4 Conclusions and Future Work 

The paper presents architecture of the app which delivers penalized content to museum 
visitors. At this stage, the proposed architecture is validated in simulated environments. 
The delivery of personalized content is based on dynamic segmentation and profiling 
the visitors depending on their location and preferences. To improve visitor engage-
ment, notification of available new content is implemented through push notifications. 
The experiments show that geospatial requests are implemented in real-time using 
MongoDB’s collections hosted at Microsoft Azure cloud.  

In the future it is foreseen to analyze the engagement and satisfaction of visitors of 
real museums. By analyzing these factors, museum professionals can gain valuable in-
formation about the needs and preferences of their visitors and use this information to 
improve the overall museum experience. In this way, they can ensure that museums 
remain relevant and engaging for different visitor groups and that they continue to serve 
as important educational and cultural institutions. 
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