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Abstract

The interest on the discovery of information hidden in large amounts of data exploded in the last
decade, bringing to light the need of efficient and effective tools to access all sources and kinds
of data. On the other hand, the need to secure and share valuable data led to the development of
new technologies, like blockchain, that warrant data integrity and transparency. Combining both
is a natural demand, but several issues become clear, such as the lack of access efficiency and
the need of data replication in common solutions. Indeed, the unique existing approach is by
emulating queries, mostly through Smart Contracts, and applying traditional machine learning
algorithms over the resulting data, stored externally for allowing multiple accesses. In this
paper, we performed a systematic literature review that provides the above conclusions. Later,
we discuss a new system architecture for the analysis of data stored in a blockchain, exploring
the scalability and high-performance of data access in distributed file systems and the fast and
up-to-date predictions of a streaming analysis approach.

Keywords: Blockchain; Information System Security; Data Analysis; Incremental Machine
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1. Introduction
Blockchain and Data Analysis are topics of high interest, and are being integrated together in
a multitude of applications [1]. However, research combining them does not provide neither
guidelines on how to access data on a blockchain, nor how to analyse the collected data. Indeed,
this process is not as straightforward as when mining traditional databases. There is no standard
data structure for the data stored in the blockchain that makes the analysis efficient in time,
like data cubes for data warehouses. In particular, blockchain does not have a built-in query
system, so most solutions can be classified into one of two categories: emulating querying with
smart contracts and custom search engines, or extracting the data to a traditional database and
accessing it from there. However, both solutions have issues. Querying data through smart
contracts has high costs and slow performance, and extracting data to an off-chain database
looses the data integrity protections afforded by the blockchain, requiring additional storage.
Lastly, with smart contracts and custom search engines, analysing data stored in a blockchain is
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a time-consuming process and due to the nature of batch learning, it is a process that is repeated
multiple times.

The objective of this paper is to answer our three research questions on thus topic and orga-
nize the current body of knowledge, with the goal of creating a starting point in the development
of tools to analyse data stored in blockchains. To that end, in this paper discussion we propose
a system architecture where data is stored using distributed file systems to reduce storage costs
and, by saving the hash of the data in the blockchain, identify data tampering. From this, the
data analysis is then made using a streaming approach, allowing for the incremental learning of
information.

The paper is organized as follows. Section 2 describes the research design. Sections 3, 4, and
5 represent the systematic literature review phases of the topic and answer the three proposed
research questions: (5.1) Which distributed file systems are used with blockchain? (5.2) How
is data accessed on architectures using blockchain and distributed file systems? (5.3) Which are
the current streaming data architectures used in blockchain? Section 6 presents the conclusions
of the systematic literature review and the proposed architecture overview. Section 7 presents
related work. Lastly, Section 8 closes with conclusion remarks and future work objectives.

2. Research Methodology
A systematic literature review (SLR) is defined as a “means of identifying, evaluating and in-
terpreting all available research relevant to a particular research question, or topic area or phe-
nomenon of interest” [2].

The SLR conducted was based on Kitchenham 2004 study [2], and comprises three steps:
planning, conducting and reporting. The planning phase is composed of the first three tasks;
identify the review need, develop a review protocol and define the research questions. The
conducting phase is divided in two parts; screen and select the target studies and analyze the
studies data. Lastly, the reporting phase purpose is to summarize the information gathered in
the studies.

3. Systematic Literature Review Planning
This section presents our three research questions. The three main topics these questions pretend
to explore are blockchain, distributed file systems and data analysis, more specifically using
streaming data techniques.

Research Question 1: Which distributed file systems are used with blockchain?

Research Question 2: How is data accessed and analysed on architectures using blockchain
and distributed file systems?

Research Question 3: Which are the current streaming data architectures used in blockchain?

We used the search engine EBSCO Discovering Service [3] that includes the main research
sources, such as Scopus, Academic Search and Clarivate Analytics (itself including Web of
Science, Current Contents Connect, Derwent Innovations Index, MEDLINE e SciELO Citation
Index, and other resources, such as Citation Reports and Essential Science Indicators).

To identify the relevant work, we used the following search expressions: (1) “AB (Blockchain)
AND AB (“Distributed File System” OR “Decentralized File System” OR “Interplanetary File
System”)”; (2) “AB (Blockchain) AND AB (“Data Stream” OR “Data Streaming” OR “Data
Flow” OR “Data Flows”)”.

The keyword AB indicates to the search engine we have used – EBSCO Discovery Service
– that the search should be carried out in the title and the abstract. The papers were filtered
automatically by the search engine according to Table 1.
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The first search string resulted in 256 studies and the second in 111 studies. The merged
results, after duplicates were removed, were 277 studies.

Table 1. Filtered Studies

Included Excluded

Equivalent Subjects Not Peer Reviewed
Full Text Not Written in English

Not Academic Journal or Confer-
ence Material

The studies abstracts were analysed and classified as out of scope according to our inclu-
sion/exclusion criteria, presented in Table 2.

The purpose of this criteria was to analyse novel data analysis architectures, such as new
data access processes; new or different architectures for distributed file systems and blockchain
or new distributed file systems technologies that were not included before. Studies with data
management components were included since these could identify technical problems or solu-
tions in current real world applications of these technologies.

An objective of this study is to understand how data analysis is being conducted in blockchain
based systems, supported by distributed file systems. As such, blockchain specific technical im-
provements or blockchain technology integration in an industry such as using blockchain for
agriculture, was deemed as out of scope. Personal data applications were likewise excluded
since these are not in the scope of the study.

Table 2. Scope Inclusion/Exclusion Criteria.

Inclusion Criteria Exclusion Criteria

Data Management General Security Improvements
Data Processes Personal Data Applications
Data Access Architectures Specific Integration of Blockchain

in an Industry
Different Distributed File Systems Performance Improvements by

Consensus Algorithms
Technologies Not included Before

4. Systematic Literature Review Conducting
The abstract of every paper was studied which resulted in excluding a total of 181 papers on
this phase. In the following phase we analysed the introduction and conclusion of the remaining
papers finishing this phase with a total of 30 papers. Figure 1 represents the process through a
PRISMA flow diagram.

5. Systematic Literature Review Reporting

5.1. RQ1: Which distributed file systems are used with blockchain?

Table 3 presents the distributed file systems in use as well as the blockchain being used when
mentioned.

InterPlanetary File System (IPFS) is the most used distributed file system with blockchain
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Fig. 1. PRISMA flow diagram for the Systematic Literature Review

in our sample. IPFS is a peer-to-peer hypermedia protocol where no nodes are privileged and
a common computer system suffices as a node. The nodes store the IPFS objects in their local
storage. Nodes then connect to each other and transfer objects. These objects represent the files
and other data structures [4]. The object is chopped into smaller chunks of itself, hashed and
given a unique Content Identifier (CID), which serves as a fingerprint. To access the object, the
returned CID is necessary. IPFS “solve the shortage of blockchain in storing big files” [5] since
“storing a document on the blockchain is expensive” [6].

Hadoop Distributed File System (HDFS) is the second most used distributed file system
with blockchain in our studies sample. HDFS is an isolated master–slave data storage network
composed of NameNodes and DataNodes. HDFS “is highly fault-tolerant and is designed to
be deployed on low-cost hardware. HDFS provides high throughput access to application data
and is suitable for applications that have large data sets.” [7]. HDFS is “mainly used for batch
processing of data” [8]. HDFS is most suited when the nodes can be trusted.

Swarm is another distributed file system used with blockchain. Swarm is very similar to
IPFS. Its biggest difference is that IPFS uses a Distributed Hash Table (DHT) and Swarm uses
an immutable content address chunkstore to generate the content identifiers [9]. Swarm has a
natural integration with Ethereum blockchain and an incentive system that benefits from smart
contracts.

Merkle Tree based File System (MTFS) is a distributed file system that was integrated with
blockchain. In MTFS a node consists of a “batch of servers with professional connection sit-
ting in a data center” [10]. MTFS uses asymmetric cryptography including proxy re-encryption
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(PRE), to ensure data privacy. Its peer-to-peer network broadcasts data like a tree having redun-
dant nodes and connections in case of failure. This file system has less adoption and implemen-
tation examples when compared with the previously mentioned file systems.

When adding data to a distributed file system, most of the studies follow a similar process,
which can be summarized as follows:

1. Data Source: Create Data Entry and send to API

2. API: Send (Encrypted) Data to Distributed File System

3. API: Upload Data and Generate Hash from Data

4. DFS: Send Data’s Hash to API

5. API: Send Transaction to Blockchain with the Data’s Hash

6. Blockchain: Send Confirmation of Success to API

Table 3. Distributed File Systems Used

Distributed File Systems Support Literature

IPFS and Ethereum [5] [11] [12] [13] [6] [14] [15]
[16] [17] [18] [19] [20]

IPFS and HLF [21] [22] [23]

IPFS and Multi-Chains/
Custom-Chain

[24] [25] [26]

IPFS [27] [28] [29] [30]

HDFS and Ethereum [31]

HDFS and HLF [8]

HDFS [32]

MTFS [10]

Swarm and Ethereum/ Hyper-
ledger Fabric

[33]

5.2. RQ2: How is data accessed for analysis on architectures using blockchain and dis-
tributed file systems?

Table 4 presents the data access architectures used by blockchain and distributed file systems
found.

Smart Contracts, or Custom Search Engine Query, are the most common data accessing
mechanism among the distributed file system and blockchain architectures, within the research
studies. In these methods, after the data content identifier is obtained from the distributed file
system, the identifier is saved in the blockchain ledger, along with relevant metadata, such as
access authorization. In the case of custom search engines, it is also saved in a local or a cloud
database. A smart contract or a traditional query in a local or a cloud database obtains the
data content identifier by matching saved metadata such as a keyword. Using off-chain sources
greatly improves access speed, however, since it is off-chain, it can be a target for malicious
participants.
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Hadoop Integration is the second most used accessing data mechanism identified. In these
systems, the distributed file system used is HDFS where it is possible to use MapReduce that
“is a pre-built framework in HDFS” [8]. In these cases, MapReduce can be used to analyse the
data.

Share by Smart Contracts is another method used to access data from a distributed file sys-
tem and a blockchain network where all the participants are trusted. The data content identifier
is broadcast to all the participants through a smart contract. In this case every participant is able
to directly access the saved file through the identifier in the distributed file system.

Table 4. Data accessed on Distributed File Systems and Blockchain

Data Access/ Analysis Found Support Literature

Smart Contracts or Custom
Search Engine Query

[5] [11] [12] [13] [6] [14] [27]
[21] [31] [15] [16] [19] [17] [25]
[23]

Hadoop Integration [34] [8]

Shared by Smart Contract [22]

5.3. RQ3: Which are the streaming data architectures used in blockchain?

Only one streaming data architecture in blockchain was found in the analysed studies - “ITrade:
A Blockchain-based, Self-Sovereign, and Scalable Marketplace for IoT Data Streams” [35] (see
Table 5). In this study, blockchain (Ethereum) and smart contracts are used for security, avail-
ability and trust purposes. Also, this system uses a pull-based message consumption model
(Kafka) as the basis of its streaming architecture. This system’s purpose is to give a data buyer
the ability to subscribe to a data stream.

Table 5. Streaming Architectures used in Blockchain

Data Streaming Architecture
Found

Support Literature

Event-based Message Model [35]

6. Discussion
Most blockchain architectures available in studies usually focus on adapting blockchain to
an industry. In section 5.1, although different combinations of technologies are presented,
(blockchains and DFS), the architecture between them is usually similar. Also, most of these
architectures do not include or propose in their systems a mechanism or methodology for
analysing the data stored in their systems.

In section 5.2 we can observe the solutions used to access data. Most of them could be more
efficient or secure making the analysis process under-performing. The smart contracts query
system does not scale well and such these implementations are introduced with custom built
search engines. The problem with custom build solutions is the lack of comparability across
different frameworks. Also, since these solutions are not on-chain, they can be subject to mali-
cious participants and do not work on a public blockchain. HDFS is naturally compatible with
MapReduce. However, like the previously mentioned case, it is not suited for public settings,
since HDFS intended use is when its nodes can be trusted. Likewise, the last solution found is
also not suited for public settings. These results motivate the proposal of a different architecture.
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To improve the analysis process, we conceptualize an architecture that is divided into a data
storage and collection layer composed by a distributed file system, integrated with blockchain
based on the results analysed in the systematic literature review and a data stream pipeline.

In Figure 2, we present a Unified Modeling Language (UML) sequence diagram that show-
cases how new data is processed in the system. A user starts by sending data to the API through,
for example, a website. The server’s API can encrypt the data if needed and will send the data to
a distributed file system to be saved. The distributed file system, after saving the data, will return
the content identifier back to the API. The API will send a new transaction to the blockchain
with the content identifier and if successful the confirmation of new data will be sent to both
the API and then the user. After data is saved and the confirmation is sent to the user, the API
will also send the new data to the data analysis pipeline for it to be readily available when an
analysis request is submitted. When a user sends a data request through, for example, a website,
a request is sent to the blockchain with the transaction identifier. Then, the blockchain returns
the transaction data that contains the content identifier in the distributed file system. The content
identifier is sent in a request to the distributed file system and the data is returned to the user by
the API. The analysis request is sent to the data analysis pipeline and the requested analysis is
returned from the data already analysed in the database.

Fig. 2. Adding Data Process, UML Sequence Diagram

In Figure 3 we can observe the analysis process inside the data stream pipeline. The data
stream pipeline has three components: the ingestion layer, event-based message bus system
(based on the results of subsection 5.3); a stream processing application; an incremental learning
module. The data stream messages ingestion system is responsible for managing the incoming
data to be analysed from the API. The stream processing application requests the messages from
the data stream messages ingestion system and processes the data and saves it, if necessary, in
the results database. Lastly, the incremental learning algorithm pulls the data from the data
stream messages ingestion system and the latest model from the database; then, it processes the
new data and updates the incremental learning model with the latest data. The stream processing
application results may be of interest to the incremental learning algorithm and it is possible to
use it as part of the input for the model. With a stream processing application, efficient data
pre-processing can be integrated.

An identified challenge of typical distributed data stream processing frameworks is “how
to accurately ingest and integrate data streams from various sources and locations into an ana-
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Fig. 3. Analyzing Data, UML Sequence Diagram

lytics platform” [36]. Our proposed architecture solves this issue since it aggregates multiple
data sources into a single one through blockchain. It is also compatible with different types of
blockchains (public or private), resulting in an architecture that is not bound to a single applica-
tion. Another issue solved by our proposed architecture is adding data analysis functionalities to
an existing blockchain based system. For example: applying the proposed pipeline and expand-
ing the system’s API on a blockchain already in use, would add data analysis functionalities.
One of the benefits of this new architecture is that it is modeled like microservices. Since its
modules are loosely-coupled, with small changes to the overall architecture, features can be
added or removed (for example, encryption, access control, or data pre-processing).

7. Related Work
There are various SLRs about blockchain and its applications in industries in general or in spe-
cific applications such as healthcare [37], supply chains [38], energy [39], Internet of Things [40]
and smart cities [41], finance [42], government [43], education [44], agriculture [45]. There are
also various reviews in the research field of blockchain and different technology improvements
to blockchain security [46] and privacy [47].

Huang [48], summarizes the current state of blockchain and DFS, demonstrating challenges
and open issues. However, this study is not an SLR. Deepa [49], presents a survey about the state
of big data and blockchain, including the data analysis topic; however, it only briefly mentions
distributed file systems. As such, while researching this field, no SLR was found that addresses
data analysis in blockchain (and DFS) within the same scope. Hussain [50] study is not an SLR
and does not consider every phase of the analysis process.
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8. Conclusion
Given the recent increase in blockchain systems popularity, there are several proposals that
explore this technology applications in multiple fields. Blockchain technology stores data in
architectures that provide high data integrity and provenance, as well as a platform where dif-
ferent participants can share data with a high degree of trust. However, this data only has value
if it can be accessed and analysed in an efficient way transforming data in information. With the
use of DFS the amount, speed and type of data is improved. Also, streaming data technologies
allow for a higher data flow from the moment data is accessed to the analysis.

Through this work, we have answered three research questions and organized the current
body of knowledge identified. The SLR was performed to identify which technologies were
used with blockchain, the methodologies used to access data in these architectures and which
streaming data architectures were being used.

Following the research, we discuss an architecture based on the review results. The archi-
tecture is composed of blockchain technology, for trust, security, traceability, data integrity, data
sharing and provenance purposes. A DFS is included in the architecture, for storage scalabil-
ity and to store different data types such as files or images. Lastly, we included a data stream
pipeline as a data analysis solution (with stream processing capabilities for data transformation
on the go and/or incremental learning model(s) to analyse said data).

This research is based on scientific literature only. However, the distributed file system, the
blockchain and the data analysis topics also have developments described in gray literature. A
multivocal literature review could be used to include that data, but that was not in the scope of
our study.

In future research we will focus on producing a prototype based on the proposed architecture
as well as evaluate said prototype against a simple solution that extracts data from a blockchain
to a database and analyzes it using batch processing in terms of speed, accuracy and cost.
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