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Abstract 
In times of disruptive events, effective response by organizations, critical systems, and 
society is paramount. The response process involves pre-event preparation, impact 
absorption, and system restoration, which together represent the concept of resilience. 
Critical infrastructures (CI) are essential to the functioning of society and require a high 
level of resilience to ensure that they can withstand and quickly recover from disruptive 
events. With the incorporation of Information Systems (IS) into CI, there is a need to study 
Digital Resilience to identify potential risks and develop strategies to mitigate them 
effectively. In this research, we conducted a Systematic Literature Review on Digital 
Resilience to understand its scope, and classified articles based on their scope, resilience 
dimensions, and phases they address, as well as interdependence between systems. We aim 
to contribute to the scientific understanding of Digital Resilience by analyzing existing gaps 
and proposing possible future research directions. This study provides an overview of the 
current state-of-the-art, the types of research conducted, and the resulting artifacts. 
Additionally, it introduces a new area of focus within the field of resilience: Digital 
Resilience. 
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1. Introduction 
A critical infrastructure (CI) is a system or asset that is critical for sustaining vital 

societal functions, such as healthcare, security, energy supply, and various economic and 
social activities, and whose partial or total disruption would have a major impact on the 
society [12, 14]. In a scenario where a CI falls into a state of "crisis", there is a loss of 
control over it, and emergency procedures are activated that require time and effort to 
restore the infrastructure back to its original state [41]. The impact of the failure can be 
measured by the severity of its effect, for example the duration of the failure, size of 
economic losses, extent of the affected area, number of affected persons, and the recovery 
speed from the failure [12]. To become resilient against such crises, organizations must 
have the motivation to invest human and capital resources to create processes to avoid, 
mitigate and recover from disruptive events. 

We consider the resilience cycle to be composed of three main phases, which, despite 
being largely treated as independent specialization areas in the literature, are deeply 
interconnected under the umbrella term of resilience. The first phase, risk management, 
entails identifying possible hazards and analyzing their likelihoods and potential effects 
[12]. Risk is defined as "a triplet of what can go wrong, how likely it is to happen, and 
what the consequences are of it happening" [27]. In the context of critical infrastructure 
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(CI) protection, risk management is a crucial step in reducing the potential risks associated 
with the loss of a CI. Today, however, it is nearly impossible to predict when and how a 
crisis will occur [48]. Organizations that only prepare for known threats may be making a 
critical blunder since they cannot successfully identify all the dangers they could face. 

The other two crucial aspects of the resilience cycle are security and business 
continuity. Security management's primary purpose is to prevent or mitigate potential 
threats to critical infrastructure (CI). This involves identifying and addressing 
vulnerabilities and implementing safeguards in case of a security breach, such as a cyber-
attack. All of these measures are essential for ensuring that businesses can maintain their 
operations even when faced with unforeseen challenges. 

 The final phase, business continuity, is centered around restoring an organization's 
core processes to acceptable levels of operation post-event, or ideally, ensuring that they 
remain unaffected during the disruption. When considering these three phases involved in 
the resilience cycle, it becomes apparent that a truly resilient organization has the ability 
to withstand and recover from disruptive events. Additionally, they are able to adapt and 
improve their future responses by learning from these events, ultimately playing a vital 
role in ensuring the survival of CI [7–9, 22]. 

Although there are numerous definitions of resilience, we chose the following to define 
the concept in the present research: "Resilience is the ability to resist, absorb, recover from, 
or successfully adapt to adversity or a change in conditions" [39, 63]. Resilience is a 
complex concept subdivided into different dimensions in the literature. There is some level 
of consensus on subdividing the concept into 4 dimensions: [17, 23, 43, 62]:  

• Technical resilience: the organization's physical system's ability to function 
properly when subject to a crisis.  

• Organizational resilience: the crisis managers' ability to make decisions and 
take actions to avoid a crisis or at least reduce its impact. 

• Economic resilience: the entity's ability to meet the additional costs resulting 
from a crisis. 

• Social resilience: the society's ability to lessen a crisis's impact by reacting or 
acting as volunteers. 

Today's society is highly interconnected, from information exchange through mobile 
phones on the individual level up to highly complex business processes through networks 
of systems across different continents. These sharing of information are only possible due 
to the existence of technological infrastructures. However, the information systems and 
technological element of society are vulnerable to both natural and human-made threats, 
whose outcomes are characterized by high unpredictability [42]. Due to the strong reliance 
of CIs on such systems, they are also susceptible to these threats. Thus, it is reasonable to 
believe that the inclusion of the technology component in CIs unveils new types of risks 
that need to be mitigated. With this, a new specialized area of resilience is established: 
Digital Resilience. 

Our study aimed at exploring the extent of coverage on Digital Resilience in the 
existing literature and examine the topics and problems related to Digital Resilience that 
have been studied. We also analyzed the proposed solutions to these issues, considering 
the different phases and dimensions of resilience, as well as the interdependencies between 
infrastructures. Due to our introduction of this new concept, we included both digital- and 
resilience-related keywords in our search string and searched for articles that delve into 
resilience with a focus on the digital aspect. Our research findings led us to propose a 
definition of Digital Resilience and create a conceptual mapping for the concepts under 
this new umbrella term. 

2. Methodology 
Systematic Literature Review (SLR) is the methodology used in this research. It can be 

defined as "a systematic, explicit and reproducible method for identifying, evaluating, and 
synthesizing the existing body of completed and recorded work produced by researchers, 
scholars, and practitioners" [44]. The authors implemented this methodology following the 
guidelines proposed by Kitchenham & Charters [29]. This methodology was selected 
because it is widely recognized in the scientific community and has the benefit of extracting 
information from the literature in a methodical and criterion-driven manner. Besides, it 
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also helps reduce subjective bias in the research. 
2.1. Planning Phase 

The planning phase started with the identification of a gap in the literature around 
digital resilience, as explained in the previous sections, which motivated this research 
work. 

Research Questions 
The authors defined two macro research questions, each of which having multiple sub 

questions that are necessary to answer it, as follows: 
• RQ1 -  Which artefacts were proposed/developed for Digital Resilience? 

o RQ1.1 - What kinds of solutions were proposed to assess Digital Resilience? 

o RQ1.2 - Which methods were developed to increase Digital Resilience? 

o RQ1.3 - Which frameworks were developed or used in Digital Resilience? 

o RQ1.4 - What phases of resilience were addressed? 

o RQ1.6 - Were the interdependencies of critical infrastructures being 
considered?   

• RQ2 – What is Digital Resilience? 

o RQ 2.1 – How to define Digital Resilience? 

o RQ 2.2 – What are the main concepts of Digital Resilience? 
2.2. Search Process 

In order to gather all relevant papers on the methodologies or guidelines for Digital 
Resilience (or that include it in their study), a search was carried out in seven different 
databases which are relevant to the area of software engineering and information systems: 

• IEEE Xplore http://ieeexplore.ieee.org 

• ISI Web of Science http://www.isiknowledge.com 

• ACM Digital Library http://portal.acm.org   

• Science@Direct http://www.sciencedirect.com 

• Scopus http://www.scopus.com 

• EBSCO Host http://eds.b.ebscohost.com/ 

• Springer Link http://link.springer.com/ 
In all databases, a search was carried out using a research string for the title and abstract. 

We consider only English articles from 2000 to the present. We also eliminated all articles 
not published in scientific magazines, journals, or conference proceedings. We used the 
following search string: Title ("resilience" "resiliency" "resilient") AND Abstract 
("critical infrastructure") AND Abstract ("methods" "approaches" "assess"* "evaluat"* 
"framework" "maturity model" "measure" "methodology" "metric" "practice" "scenario" 
"standard" AND Abstract ("resilience" "resiliency" "resilient") Abstract ("cyber" 
"digital" "technolo"* "compute"* ). Note that the terms in each parenthesis are connected 
by OR connectors, which were omitted here for presentation purposes. 

Given the large number of studies to be analyzed, the authors ran the search string 
through the different databases multiple times, with the last search performed in November 
2022 (in all databases). 
2.3. Inclusion and Exclusion Criteria 

A series of inclusion and exclusion criteria has been defined to make the decisions of 
omitting or including articles more methodological [30]. The exclusion criteria in this 
research are as follows:  
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• EC1: Duplicated articles (in which case the most comprehensive and recent article is 
prioritized).  

• EC2: Survey papers, papers dealing with national policies, resilience conceptualization 
or implementation analysis. 

• EC3: Articles related to education in resilience.  

• EC4: Articles not publicly available. 

• EC5: Articles with keywords related to biology, sociology, psychology or any other 
areas out of scope. 

2.4. Conducting the systematic literature review 

After establishing the criteria and collecting all articles from the different databases, 
we used the Mendeley (bibliographic manager) software to centralize all these articles. In 
the first stage, we removed all the duplicate papers using a tool provided by the software. 
We started by reading all the titles and abstracts, and then accept or delete articles 
according to the previously defined criteria in the next phase. In this phase, called 
"screening", we used the website https://rayyan.qcri.org/ to conduct the reading. Rayyan is 
a helpful tool that facilitates the conducting of SLRs. With Rayyan, authors are able to 
classify articles blindly without being aware of their peers' rankings until all articles have 
been ranked. Additionally, the tool enables authors to review articles with conflicting 
classifications easily. At this stage, the articles were classified into three types: accepted, 
rejected, and "maybe". The intermediate state "maybe" consists of papers that the authors 
doubt whether should be accepted. All articles in this state are discussed among the three 
authors and subsequently either accepted or rejected. 

All rejected articles were tagged with the reason(s) for their elimination. During this 
phase, the authors also created labels on the article's research sector to try to understand 
the distribution of different sectors. In the next phase, the introduction and conclusion of 
all the articles accepted in the previous phase were studied, while applying the same 
inclusion and exclusion criteria. In both phases, the authors read the articles independently 
and met to discuss when there was no consensus. 

Finally, all articles that passed the previous phases were read in full by the authors. 
Through the application of the same criteria, the articles were either rejected or accepted. 
This process is summarized in Figure 1. 

3. Report 
In this section, we addressed the research questions that guided our study on Digital 

Resilience. 
3.1. Research Question 1 

Table 1 answers RQ1 by giving a general overview of what is currently being 
investigated in the area of Digital Resilience. The authors classified each of the 42 papers, 
according to the type of artefact developed (blue), into 4 categories: Method, Framework, 
Assessment and Opinion Paper. 

The 'Method' category includes articles that propose a method for increasing the Digital 
Resilience of a system or its parts. The 'Assessment' category includes articles that propose 
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an assessment model or metrics for evaluating the Digital Resilience of a system or its 
parts. The 'Framework' category includes articles that propose a comprehensive framework 
for evaluating and improving the Digital Resilience of a system as a whole. Finally, an 
Opinion Paper is a paper that does not propose something new (i.e., assessment, 
framework, or method) but analyzes and draws conclusions from certain concepts or 
solutions. The classification criteria are mutually exclusive and were used by the authors 
to answer the minor research questions.  

Table 1 also provides a systematic approach to categorizing and analyzing Digital 
Resilience research in critical infrastructures. It enables readers to identify the type of 
research of each article and compare them based on their focuses and contributions.  

Based on the gathered data, there is a clear emphasis on evaluation models and metrics 
for resilience in current research, with a notable number of methodologies dedicated to 
enhancing the resilience of CIs. However, it is important to note the limited number of 
frameworks identified, which may be attributed to the authors' selection criteria that 
exclusively consider only frameworks that adopt a holistic perspective of the system and 
offer guidance on the management of Digital Resilience in CIs. This highlights the need 
for further research and development of comprehensive frameworks that can effectively 
address the complexities of critical infrastructures and ensure their resilience in this digital 
age. 

Additionally, while methods and assessments can be readily implemented and tested in 
real-world settings or through simulations, frameworks may require a more complex and 
time-consuming verification approach. Nevertheless, it is essential to acknowledge the 
potential benefits of developing comprehensive frameworks for Digital Resilience, 
because with their capacity of providing a holistic perspective and guidance for managing 
Digital Resilience in CIs, these frameworks can play a significant role in enhancing the 
protection and preparedness of CIs against potential cyber-attacks and other technological 
threats. Hence, further research and development in this area is necessary to fill the existing 
gaps in the literature and provide practical solutions for managing the complexities of 
Digital Resilience in CIs. 

The articles were categorized based on the type of artifact created, as well as the phase 
of the resilience cycle that they focused on (orange). The resilience cycle consists of three 
phases: Resistance, Absorption, and Restoration. Articles dealing with prevention and risk 
management were classified under the Resistance phase, whereas those addressing security 
management were categorized under Absorption. Articles that tackle post-event recovery 
were classified under Restoration. In summary, we categorized all articles according to the 
phase of a disruptive event they addressed - before, during, or after the event. 

The other classification categories pertain to resilience topics. Articles were classified 

Figure 1 Paper Selection Process 



FERNANDES ET AL.                                                                                                                  DIGITAL RESILIENCE IN CRITICAL ...  

based on whether they consider the interdependencies between organizations (yellow). 
Lastly, articles were categorized according to whether they addressed one or more 
dimensions of resilience (green), as previously defined in the introduction section.  

To better answer the RQ1, we further classified the type of artifact produced by the 
articles classified as "Method" and "Assessment", as these two categories were the only 
ones with significant differences between the type of artifact created (as opposed to 
Framework and Opinion Paper). 

Three classes were established to categorize the "Method" articles, Table 2. The first 
category, "Model/Design," incorporates papers that aim to enhance resilience through 
modeling techniques or explore ways to construct more resilient infrastructures during the 
design phase. Articles that develop software or algorithms to enhance digital resilience are 
classified under the second category, "Software/Algorithms." The third category, 
"Simulation/Scenarios," consists of scientific papers that recommend creating simulations 
or scenarios to prepare the organization for similar future events, thus increasing the 
resilience of critical infrastructures. 

To better categorize articles classified as "Assessment," three distinct categories have 
been created (Table 3): "Simulation," "Metrics," and "Modeling." An article must use 
simulations to be classified as "Simulation." To qualify as "Metrics," research must 
propose or demonstrate metrics or criteria for assessing resilience. Finally, an article must 
use modeling or representation techniques (such as graphs) to analyze and evaluate IC to 
be classified as "Modeling." 

 

Ref Method Framework Assessment Opinion 
Paper Resistance Absorpt

ion Restoration Interdep
endencie 

Multi 
Dimension 

[33]   x  x x x   

[36]   x  x x x x  

[25]   x  x   x x 

[59]   x  x x x  x 

[4]   x  x     

[34]   x  x x x x  

[50]   x  x   x  

[5]   x  x   x x 

[40]   x  x     

[52]   x  x   x  

[10]   x  x     

[37]   x  x   x  

[2]   x  x     

[26]   x  x   x  

[15]   x  x x  x  

[19]   x  x   x  

[51]   x  x x  x x 

[11]   x  x   x  

[56]   x   x x   

[55]   x  x x x   

[31]   x  x     

[21] x    x x  x  

[24] x    x x x   

[28] x    x     

[38] x    x x x  x 

[47] x    x x  x x 

[1] x     x x   

[45] x    x x   x 

[35] x    x x  x  

[58] x    x x x x  

[60] x     x x   

[18] x     x x   

[32]  x   x x x  x 

Table 1 Categorization of the final set of articles 
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[13]  x   x x x  x 

[3]  x    x x x  

[46]  x   x   x x 

[61]    x x x    

[54]    x x x    

[20]    x x    x 

[16]    x x x   x 

[57]    x     x 

[53]    x      

Total 11 4 21 6 35 23 14 18 14 

 

Table 2 Categorization of articles classified as methods. 

Ref Model/Design Software/Algorithms Simulation/Scenarios 
[21] x   

[24]  x  

[28]  x  

[38] x  
  

 

[47]  x x 
[1] x   

[18] x  x 
[45] x   

[60]  x  

[35] x   

[58]  x  

Total 6 5 2 
 
 
 

Table 3 Categorization of articles classified as assessment. 

Ref Simulation Metrics Modeling 
[33] x   

[36]   x 
[31]  x  

[25]  x  

[59] x x  

[4] x   

[34] x x x 
[50]  x  

[5] x x x 
[40]  x  

[52]  x  

[10]  x  

[37]  x x 
[2] x x  

[26] x x  

[15]   x 
[19]  x  

[51]   x 
[11]  x  
[56]  x  

[55]  x  
Total 7 16 6 

3.2. Research Question 2 

After completing the research, the authors concluded that the interest in resilience, 
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particularly Cyber Resilience, is growing, with the highest number of publications coming 
from the electrical sector. Although the concept of resilience applies to several areas, there 
seems to be a convergence in the terms and designations used, despite occasional 
differences. However, we found no references to ontologies or taxonomies that could 
provide a reference standard for the scientific community to better understand the terms 
and concepts in the area and the relationships between them. Therefore, we created a 
concept map of the main Digital Resilience concepts identified during this research (Erro! 
A origem da referência não foi encontrada.). For the creation of this concept map, during 
the thorough examination of the articles, concepts relevant to the area of resilience were 
extracted for the creation of the concept map. After the extraction, the concepts were 
regrouped, and identical concepts with different names were merged. Finally, we 
connected the concepts to create a concept map, thereby summarizing the theoretical 
foundation of the literature. The dashed arrows indicate that the represented concepts have 
some degree of influence or relation to one another, while a normal arrow denotes a strong 
connection accompanied by a verb that the authors deem suitable to describe the 
relationship. 

After reviewing all the collected articles, we concluded that although there were 
investigations that dealt specifically with Cyber Resilience, most articles discuss resilience 
on a general level and include the cyber aspect only as a sub-theme. Given the complexity 
of the technological systems that many CIs rely on and the interdependence of their 
external and internal factors, it is worth considering the possibility of a greater focus on 
this sub-theme in future works. 

The authors would like to propose a clear (and, in our view, necessary) distinction for 
the field. While Cyber Resilience can be defined as "the ability to continuously deliver the 
intended outcome despite adverse cyber events" [6], we consider Digital Resilience to 
extend beyond this definition and therefore propose the following definition of Digital 
Resilience for future research: "The ability to resist, absorb and recover from unplanned 
disruptions of all or any part of an organization's digital domain. We can understand 
digital as the sum of any cyber system plus the information contained in it or needed 
through its use." 

Based on this proposed definition, we consider the majority of the articles that we have 
found to focus only on the cyber aspect of the organization. The development of Digital 
Resilience's Governance may be challenging, but we consider it necessary given the 
context of organizations in this digital era and their dependence on cyber systems and all 
the information they generate or manage. 

Another noteworthy observation of the authors is the absence of mentions of 
international standards such as ISO 27001 (ISO 27001, 2022)(information security 
management), ISO 22301 (ISO 22301, 2019)(business continuity), and ISO 31000 (ISO 
31000, 2018) (risk management) in the papers. We believe that the industry recognizes the 
benefits of implementing and using them to solve some problems addressed in the 
previously identified articles. 

4. Conclusion 
In this article, we conducted an SLR addressing Digital Resilience in Critical 

Infrastructures (CI). We categorized the selected papers into distinct categories in order to 
understand what type of solutions are being studied and proposed to improve CI's 
resilience, the existing metrics and assessment tools to evaluate CI's resilience, and finally, 
the frameworks that were developed to manage CI's Digital Resilience. We conclude that 
existing works mainly focus on methods to increase the Digital Resilience of 
infrastructures and the assessment tools for Digital Resilience. We also analyzed possible 
reasons for such focus and identified potential research topics for the future. 

Furthermore, our analysis revealed that many articles addressed different phases of 
resilience, interdependencies, cascading effects, and multiple dimensions of resilience. 
Overall, the insights gained from this study could assist in the development of effective 
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strategies and solutions for managing the complexities of Digital Resilience in CIs. In 
addition to the comprehensive categorization of relevant works in the literature, we also 
created a conceptual map to illustrate the relevant concepts of Digital Resilience and 
proposed a definition for Digital Resilience. Through these efforts, we were able to address 
all the research questions posed in this article.  

We believe that greater integration between the Resilience and Enterprise IT 
Governance domains will be a promising path to follow in the future of this research 
domain. A second point we raised was the lack of connection between industry-recognized 
standards and the research works found in this study. 

In future works, researchers and practitioners should conduct more extensive research 
on the subject of Digital Resilience in CIs while addressing the gaps identified in this study. 
More longitudinal studies with robust empirical validations should be conducted to better 
understand Digital Resilience's impact on CI. Finally, there is currently a lack of studies 
investigating the overlapping of different concepts in different areas (e.g., IT Security, 
Enterprise Governance of IT, Business Continuity, and Risk management) and how 
organizations (including CI) could benefit from it.  
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