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Abstract

Digital transformation of public sector entails prominence to electronic identity (e-ID) management
platforms. The new, user-centric systems for e-ID management can be enhanced with Artificial intelli-
gence (Al) and distributed ledger technology (DLT). However, such technological complexity can make
these systems counter-intuitive for an ordinary user. Existing research identifies that the socio-technical
arrangements for e-ID platforms are often ignored. In this study, we investigate what kind of require-
ments users have for an e-ID management platform in public sector. We employed principles of co-
creation methodology to design and run a series of workshops in five European municipalities. Despite
technological propositions of an e-ID platform, accessibility, usability, and security attributes were the
most debated issues among the prospective users. The results from the co-creative requirements elici-
tation suggest for broadening the discussions around e-ID management platforms to encompass social
and socio-technical aspects in the design and development of these systems.

Keywords: Digital Platforms, Electronic Identity, Co-creation, Public Sector

1 Introduction

Digital technologies offer new opportunities and push for alternative models of government (OECD,
2020). A substantial transition of public services to online format puts electronic identity (e-ID) man-
agement at the core of emerging platforms enabling interaction between citizens and their governments
in a new landscape (Soderstrom, 2016; Bazarhanova, 2020).

The developments in artificial intelligence (Al) have been drawing attention of public organizations
seeking to reduce their administrative workloads and serve citizens in more efficient and accessible
ways (Alexopoulos et al., 2019; Floridi, 2020; Drobotowicz, Kauppinen and Kujala, 2021). For elec-
tronic identification, Al algorithms provide with sophisticated methods for corroborating human-user’s
identity, such as image processing and biometrics, including facial recognition. However, the ethical
concerns of Al application in organizational contexts such as data privacy, automation and bias, in-
creased the awareness of associated challenges for users’ trust (Berente et al., 2021; Holmstréom and
Hallgren, 2021; Lockey et al., 2021).

A distributed ledger technology (DLT) holds a premise in alleviating the trust issue by decentralizing
communications and distributing decision-making through cryptographically secured peer-to-peer net-
works (Lindman, Tuunainen and Rossi, 2017; Vergne, 2020). The infrastructures built upon DLT, such
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as blockchain, potentially advance e-ID management with the Self-Sovereign Identity (SSI) principle
which would allow users to control and selectively disclose their information essential for identification
(van Bokkem et al., 2019; Liu et al., 2020; Vergne, 2020). Software-based systems designed around this
principle and enhanced with biometric authentication can enable a truly user-centric model of identity
management in public sector.

However, the subtle nature of decentralized e-ID platforms emerging from the novel technologies can
hamper the non-technical users’ understanding of the core processes in (personal) identity management
(Whitley, Gal and Kjaergaard, 2014; Fridgen et al., 2018). The security mechanisms based on crypto-
graphic solutions are too complicated, and the underlying policies, such as user-managed data control,
are too abstract making these systems unintuitive to a wider population (Whitten and Tygar, 1999).
Given the dominance of a technical discourse on identity management (Cucko and Turkanovi¢, 2021),
the authors find problematic that the user-centric e-ID platforms are rarely driven by a user perspective
despite calls for contextual views of their design (Melin, Axelsson and Séderstrom, 2016; Dunphy, Gar-
ratt and Petitcolas, 2018; Giannopoulou and Wang, 2021). That is, understanding the social and socio-
technical arrangements of e-ID management in public sector can help communicate the requirements
for solutions that meet the needs and interests of their users.

We therefore formulate the following research question: what kind of requirements users have for the
e-ID management platform in public sector? The study we describe was situated in the context of large
collaborative research project focused on the development of e-ID system for online public services.
Our approach to requirements elicitation was inspired by co-creation as a methodology for engaging
diverse stakeholders in participatory design practices (Sanders and Stappers, 2008). We designed a rep-
licable workshop template and carried five separate sessions with prospective e-ID users from different
European municipalities. Our findings, as empirical evidence from the workshops, suggest quality at-
tributes pertaining to the e-ID systems’ design from the user perspective. They also give prominence to
non-technical factors for e-ID management platforms based on self-sovereign identity model.

The remainder of this paper is organized as follows. Section 2 describes related research. Section 3
introduces the study settings. Section 4 describes our methodology. Section 5 presents findings from the
workshops. Section 6 discusses implications from the results. Finally, Section 7 ends the paper with
short conclusion.

2 Related research

The user-centred design (UCD) approach to system development is employed for problem-solving fo-
cusing on user needs (livari and livari, 2011). One of the related challenges is that during the develop-
ment phases users may not be able to communicate precisely or technically some requirement or other.
However, they still can explain their goals and how they approach their tasks (Kujala, 2003). The con-
texts in which user-centred systems will be deployed are best understood by users themselves where
they are considered the experts (Gulliksen et al., 2003). Therefore, users should not be seen only as
passive informants as they may have different values in relation to a system and its use (Kujala, 2008).

In design research and practice (see Figure 1), UCD relies on research-led practices primarily with an
expert mindset to collect, analyze, and interpret data, in order to develop specifications and evaluate
prototypes with specific tools and methods (Sanders, 2008). Conversely, co-creative mindset enables a
participatory approach aimed for actively involving the people who are being served by design in the
process of problem-solving (Sanders and Stappers, 2008).

As diverse as the user participation in public service design can be (Holgersson and Karlsson, 2014),
the co-creation gained traction in projects addressing complex societal problems with user-driven ideas
(Lee et al., 2018; Trischler, Dietrich and Rundle-Thiele, 2019). Described as a continuation of partici-
patory design originated in the Nordic region (Sanders and Stappers, 2012), this paradigm shift implies
changing the roles of the researcher from ‘translator’ between the users and technologists to ‘facilitator’
of collaborative and creative design practices.
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Design practice and design research map (Sanders and Stappers, 2008).

Different contexts of co-creation in design assessed by Jones (2018) are prompt for drawing on the key
principles in applying it to the user-centred systems development:

Co-creation for dialogue. In the view of value co-creation, it is both an organizing activity and a
product of meaningful interactions that help to engage different stakeholders to explore their prob-
lems and experience desirable values.

Co-creation for design. As a design methodology, it is a creative participatory practice that facilitates
and informs collaboration between people of different knowledge and skills in articulating their ideas
for problem-solving.

Co-creation for process. As a structured approach to discussion, it allows the participants to contin-
uously move from sense-making (i.e., understanding, and articulating stakeholder needs for design
decision); to change-making (i.e., directing design decisions towards social or organizational
change); and to “strange-making” (i.e., presenting typical design artefacts as original solutions).

In service design and research, the dialogical nature of value co-creation is realized through interaction
between service providers and service users (Tuunanen et al., 2019). Conceptually, it is the interplay of
system value propositions and customer (user) value drivers as shown in Figure 2.

Social Nature of
Use

Construction of
Identities

Context of Use

Service Experience

Participation in

Value Co-Creation

System Value Propositions

Figure 2.

Service Production

Goals and
Outcomes

Customer Value Drivers

Value co-creation for services (Tuunanen, Myers and Cassab, 2010).

Discussing the expectations from e-ID management in public sector, Seltsikas and O’Keefe (2010) re-
flected the interplay of e-ID-enabled services and outcomes on the concepts of trust and public value.
Their delivery was coupled with the transaction convenience of online services that provide trustworthy
applications for public institutions. Further, Melin, Axelsson and Soderstrom (2016) stressed the user
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perceptions of e-ID intertwined with the use of digital public services observing the challenges for e-ID
development from a system life-cycle perspective. In light of digital government platforms, van Dijck
and Jacobs (2020) argued that as a socio-technical construct “e-ID promotes public values such as pri-
vacy, identity control, security, and user empowerment”. These values resonate with key propositions
of the SSI principle (Allen, 2016), prompting their uptake in the technical frameworks of decentralized
e-1D platforms (European Commission, 2021).

Still, there is a lack of work from both practitioners and researchers on design principles and require-
ments for the user-centred e-ID management solutions (Laatikainen et al., 2021). This study therefore
attempts to approach the requirements elicitation with the co-creation methodology. To explore user
needs and concerns for e-ID management and how these may vary contextually, we aimed to engage
public sector stakeholders from different case sites which we describe in the following section.

3 Study settings

The study was set within the European research initiative focused on the emerging digital platform for
electronic identification of individual citizens and legal entities in accessing online public services. The
proposed e-ID system is based on the SSI-model utilizing facial recognition and ID document verifica-
tion for creating (onboarding) and managing user’s verifiable credentials in a distributed ledger (block-
chain) from their mobile device. To evaluate the solution, it is being deployed in multiple pilot sites
coordinated by the partnering public administrations from the respective European countries. Each site
provides unique testing environment formed by various factors, such as demographics of target users,
featured public service, or maturity of prior e-ID schemes and digital government infrastructures. The
case sites selected for study are outlined in Table 1, followed by their detailed description.

Case site Public service Target users

City of Aarhus, Denmark Personal documents storage in lockers Vulnerable citizens (homeless
people)

Ertzaintza, Basque Country, Filing crime complaints via police web- | General public, police officers

Spain portal

City of Gijon, Spain Municipal public services available in General public

the city web-application

Peshtera municipality, Bulgaria | Public services of e-government agency | General public

Italian Union of Chambers of Digital business register for the enter- Entrepreneurs and legal repre-
Commerce (Unioncamere) prise entities sentatives of small companies
Table 1. Overview of the study cases.

The City of Aarhus is set to provide shared lockers for personal documents storage. The lockers to be
installed inside the municipal facilities, however only accessible with the cards containing a printed list
of one-time codes for their opening, as the current solution for identification. The case owners see vul-
nerable citizens living in shelters as primary users of these lockers since they are usually exposed to lose
their personal documents along with the code cards. Therefore, they aim to improve lockers’ accessibil-
ity with the help of novel e-ID technologies.

The Ertzaintza police are exploring the prospects of e-ID technologies for online services, such as filing
crime complaints through their web-portal. Currently, this service is implemented through a hybrid pro-
cess, where complaints are registered online without prior authentication of a citizen. This requires the
citizen to verify their identity physically at the police station within 72 hours to initiate investigation.
The case owners anticipate streamlining their operational workflows as digitalization of public services
evolves on a national scale.

Another Spanish municipality, the City of Gijon, features public services available to the residents hold-
ing a physical and non-transferrable “Citizen Card”. The public administration considers the card as a
recognized de facto identity document for the residents of their municipality. However, accessing public
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services online, along with the card issuance via city web-application requires new means for citizens’
authentication to facilitate their experiences.

The Bulgarian municipality of Peshtera presents a full list of the public services available on their own
website. These services are provided by the state e-government agency and require citizen’s authentica-
tion with a personal qualified electronic signature (QES). The process of obtaining QES for individual
citizen is too cumbersome and is a subject to fee, making this option for e-ID unattractive for many. The
case owners assume that the poor usability of QES results in low overall adoption of digital services for
public sector, a situation they seek to improve with alternative e-ID solutions.

Finally, the Italian Unioncamere features another unique case site dealing with the digital services for
entrepreneurs and business entities. These services are offered via web-portal operated by the national
authorities. While prior Italian e-ID scheme allows company representatives for online authentication,
the case owners consider potentials of DLT integration with the national business register.

4 Methodology

The study proceeded as exploratory research (Runeson and Host, 2009). The heterogeneous and geo-
graphically dispersed case sites present challenges, as well as opportunities for experimenting with non-
trivial techniques to elicit requirements for a common e-ID platform. To answer the research question,
a co-creation workshop was designed and replicated in a series of five distinct sessions with the end-
users from the respective locations. The workshops’ results were collected and qualitatively analyzed in
a cross-case comparison for deriving the concepts. To identify the kinds of requirements, the results
were categorized in terms of the software quality model from ISO 25010 (2011). Figure 3 visualizes the
research process followed in this study.

Study settings Software quality

Conducting workshops
in five different instances

User
e-ID platform requirements
design for e-ID
platform

H
:
)
% : ~
1 @.5\0
%

: @ d
Co-creation Qualitative analysis
methodology and open coding

Figure 3. The research process.

4.1 Workshop structure

Assuming the remote conditions of partnering organizations, the workshop template was made adaptable
to both physical (face-to-face) and virtual conditions employing online collaboration tools such as digital
whiteboard and video-conference communication. It allowed the participants to collaborate, generate
and discuss their ideas as they completed the following exercises.

At the beginning, the participants were introduced to the research context. The workshop facilitators
conveyed the goals and vision of the project in a broad "What? How? Why?" outline describing the
proposed e-ID platform. The facilitators further explained the expected outcomes of the co-creative
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sessions reflecting in important ways the specifics of their study cases. Following the opening presenta-
tions, the participants were shown a demo video of the user onboarding the e-ID platform in the system’s
prototype. The purpose of this demonstration was to provide with tangible idea about e-ID technologies,
envisioning interfaces and preparing for interactions in everyday use.

Step 1. The Positives. The first step was set to explore the positive user expectations from the proposed
e-ID management platform. This was mainly a warm-up exercise designed for engaging a creative atti-
tude and acclimating participants to the workshop format. In virtual settings, the exercise helped partic-
ipants adapt to the interface of the digital whiteboard. In a short time (up to 10 mins), all participants
had to write their statements, one per sticky note. Online, they could share their ideas and assumptions
anonymously, but in either case (online or in-person), they posted notes without further comments to
enable an open-minded, brainstorming environment. Once time was up and participants finished their
writings, the first step was complete.

Step 2. The Negatives. The second step was set to explore user pain points. It was completed in three
stages planned to define and prioritize the potential problems of using e-ID. In the first stage participants
were invited to write down their concerns and issues associated with the proposed e-ID platform in
relation to their use cases. These statements could reflect potential drawbacks in the platform design
from a human-centred perspective. Next, the participants had to vote for the concerns they deemed most
important using the voting dots. With three of those dots, they could vote for any idea placing one, two,
or all three dots on one or more sticky note with a negative statement. Having voted on the ideas, the
third stage was about a debate on the top-voted concerns and explaining priorities. Once the speakers
finished sharing their meaningful comments the second step was complete. The participants were of-
fered a five-minute break, which also gave facilitators time to prepare for the next exercise.

Step 3. "How might we...?". The third step was done in two rounds where at least five top-voted prob-
lems from the previous exercise (7he Negatives) served as inputs. Framed as "How might we...?" the
exercise was arranged as follows. To overcome the Concerns (from the second step), participants needed
to devise Solutions and think of the Benefits they could get from them. The participants were randomly
assigned to five parties for working in groups imitating the World Café method (Slocum-Bradley, 2003)
in both physical and virtual settings. Online, the tables were adapted to breakout rooms with separate
dashboards on a digital whiteboard. In the first round, participants worked on a Concern around a table
(or in a breakout room) with their initial group ideating solutions for the problem. In the second round,
some participants switched between the groups moving to another table (breakout room) to complement
the solutions from the previous work and consider attainable benefits. Using the voting dots, they could
also highlight most appealing or prominent solutions. In 30 minutes, the third step was done.

Step 4. Wrap-up. The final step of the co-creation workshop was essentially an informal discussion
about the benefits and solutions that were devised so far. All participants could overview their statements
selected by their priorities on a common dashboard to find resembling ideas and cluster them. These
clusters could be labelled based on the perceptions and feelings evoked by the solution-in-mind. Once
the participants finished sharing meaningful comments, the workshop was concluded with closing re-
marks about the results and a wrap-up of the session.

4.2 Data collection

The co-creation workshops were convened by facilitators from the partnering public administrations.
Prior to sessions, the first author provided the partners with training in facilitation and working with the
digital tools. The workshop template was disseminated for tailoring to the specifics of the respective
study case, along with recommendations for the recruitment of volunteers and templates for participant
consent forms compliant with General Data Protection Regulation (GDPR).

The public administrations organized the recruitment for inviting residents and service providers who
were interested in the proposed e-ID platform. They selected participants based on their knowledge of
the end-user population contacting local networks and communities via email and in municipal prem-
ises. Table 2 provides with the summary of the workshop demographics. In one instance, the case owners
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were unwilling to involve target users (vulnerable citizens) due to challenges for their direct participa-
tion. This has been considered a limitation to our study as not entirely co-creative approach.

Due to ethical considerations, the invitees enrolled by giving their informed consent, along with demo-
graphic information and permission to collect the materials (recordings, pictures, minutes, etc.) pro-
duced from workshops. For data management, each public administration and the research group signed
bilateral data processing agreements specifying data processors and controllers. Following the agree-
ments, the workshop materials were collected and stored in data management facilities of the respective
public administrations, on behalf of data controllers.

Workshop theme Format No. of attendees | Stakeholder groups | Gender ratio Age group
(female/male)

Document lockers in Virtual 11 Shelter workers and | 6/5 35-54
the selected Danish municipal public
municipality servants
Filing crime com- On-site 17 Citizens, police of- | 0/17 35-54
plaints online in Spain ficers, investigation

agents
Citizen card in the se- On-site 15 Citizens, municipal | 9/6 35-45
lected Spanish munici- officers, and public
pality service providers
E-government public On-site 15 Health care and ed- | 12/3 35-45
services in the Bulgar- ucation workers,
ian municipality (unemployed) citi-

zens, bank officers,

lawyers
Italian business register | Virtual 13 Entrepreneurs, IT 2/11 45-55
for entrepreneurs specialists, national

public authorities

Table 2. The workshops demographics.

The sessions lasted 90 minutes on average. In virtual format, participants were instructed in how to
navigate the digital whiteboard before proceeding to the exercises. The sessions were conducted in na-
tive languages of the locations, and the partners prepared translations and summaries with access to the
pre-processed data.

4.3 Qualitative analysis and coding

For coding and qualitative analysis of the user statements (textual and verbal), we employed integrated
elements of top-down (a-priori) and bottom-up (open coding) approaches. The former provided with
high-level categories derived from the core functionalities of the proposed e-ID platform (i.e., “onboard-
ing”, “authentication”, and “management of verifiable credentials”), along with the software quality
characteristics (e.g., system’s usability, security and their subcharacteristics) from ISO 25010 (2011).
The latter allowed for identifying patterns and relations between the statements to compare against other

for similarities and differences (Strauss and Corbin, 1998).

In a cross-case comparison, the statements were first clustered by the exercise stages: the positives, the
negatives, and the proposed solutions. We then reframed those clusters to reflect the nature of statements
and further transform them into requirements. For classification, we assigned numeric codes indicating
study case origin, nature of the requirement (i.e., 01 — positive expectations, 02 —user pain points, 03 —
user needs), and a serial number aggregating similar concepts. As the statements were prioritized by the
participants, we selected the most prominent ideas and challenges, and mapped them against the corre-
sponding categories from the referenced software quality model. This resulted in attributing the user
statements to the quality characteristics identifying them as the kinds of requirements for the proposed
e-ID management platform.
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5 Findings

The workshops emerged as the first instance of dialogues between the public administrations and their
local stakeholders. Citizens and public servants reflected on shared contextual environments for using
e-ID from their own perspectives. We observed that the demo video of the onboarding process proved
to be effective in its role as a boundary object (Leigh Star, 2010) adapting to each individual study case.
Drawing on a prototype helped to inspire participants in the sense that they could form broader topical
dimensions for consultations and debate. The examples of these dimensions included:

o the undergoing digital transformation of public services (e.g., “To be completely honest, we think it
is an enormously interesting e-ID solution, but as with everything else in the digital society there are
always some barriers”),

o usability and accessibility of online instruments (e.g., “I think the [vulnerable] citizens that won'’t be
able to make a use of a smartphone [...] we will have exempted from the use of digital self-services”,
“[This e-ID] can turn into an excellent alternative to the digital signature”),

o contexts of verifiable identification (e.g., “Businessmen usually delegate the access [to company’s
information] to secretary or other. Is this an issue? ”, “[Al algorithms] should not be used for [val-
idating complaints on] serious crimes”).

With the set attitude, the participants proceeded with the exercises to discuss their ideas of the e-ID
platform and its desired properties. In the following subsections, we describe our findings in relation to
the research question as to what kind of requirements for the e-ID management platform the participants
elicited in the workshops.

5.1 Onboarding e-ID platform

The first implications from the e-ID platform were resource and time efficiency which would facilitate
identification processes for the participants (e.g., “Less passwords to bear in mind”, “Motivating and
very useful for electronic administration”). This also implied the redundancy of visiting municipal
premises physically through the enhanced online experiences (e.g., “I will not move to the police station
again”, “It will facilitate the digital interaction between citizens and municipality”).

Thereafter, the participants recognized barriers in the e-ID platform’s accessibility for the elderly people
and vulnerable citizens (e.g., “They [vulnerable citizens] usually don’t even know how to use a
smartphone. So, they will need a lot of help”, “Difficult to explain to older people”). They made com-
parable remarks to prerequisites for educating and assisting the end-users with e-ID onboarding (e.g.,
“Citizens are more confident and feel safer, when a representative of the municipality assists the process

of registration”, “[We need] informative talks on the use of the [e-ID] tool in elderly people’s centres”).

In addition to the external usability support, the participants were advocating the means of spoken and
video descriptions in system’s user interface for accompanying the onboarding process (e.g., “Support
with a sound/voice file, not only written instructions”, “Explanation videos available [for using e-ID]”).

These comments further led to forming ideas around interoperability of the platform with external
interfaces, steering the discussions to technical angle (e.g., “/It is] working just on one device”, “I just
wondered whether it would be easier if they [vulnerable citizens] could be [...] identified by an inte-
grated camera in the document box”, “Possibility for family members to file the [crime] complaint on
their [elderly people] behalf”).

5.2 Al-based authentication

Contrary to the aforementioned efficiency benefits, the most recurring issues were linked to reliability
of the Al-based functionality in e-ID platform. In all five workshops participants expressed their doubts
about the facial recognition performing in various conditions (e.g., “Drug affected citizens cannot al-
ways handle to take a selfie”, “Can the document box be accessed if [citizen’s face changed] due to
violence or makeup?”, “Problem with selfie — inadequate lightening, or using a facemask”). They
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further questioned security of the facial recognition as the only authentication method (e.g., “/Can]
using only photos make identity theft easier?”, “What if two people look very similar?”).

It was noteworthy, that the biometric authentication was not found intrusive per se. In fact, in many
cases the participants were rather enthusiastic about it, given the perceived usability, and suggested
using even fingerprint or voice recognition (e.g., “It could be possible to access services also through
voice recognition via call centre”). However, “conventional” login techniques for multi-factor authen-
tication were considered as well (e.g., “Provide the system with a double authentication”, “OTP (one-
time password) code to be sent to the phone, to make the process safer”).

In two workshops, primarily the public servants were sceptic about the non-repudiation of citizen iden-
tities’ verification relying solely on Al algorithms. They therefore backed retaining manual control over
verification process by the authorities, at least on the onboarding stage (e.g., “It is good it is validated
by a human, given the possibility that [Al] deviates from its purpose”).

5.3 Management of verifiable credentials

We noticed that the SSI-principle (i.e., users control their own data) received rather faulty image as
security and data protection were much debated. Few participants recognized DLT-enabled features
as general benefits (e.g., “A ‘democratic’ solution citizens own by themselves. Data not controlled by
authorities”, “Confidence in that personal data are not stored on multiple servers”).

However, in all the workshops the participants expressed concerns about confidentiality and integrity
of their privacy and personal data treatment linked to just one device (e.g., “It’s a risk that people know
where you store your personal information and therefore [user] can be threatened to open the document
box”, “Leakage of personal data [due to] lost/stolen smart device”, “The state monitors”).

Hence, the participants required accountability for data processing and transparency for verifiable cre-
dentials management (e.g., “Where are my data stored?”, “How do photos get processed and stored?”).
They also devised sophisticated security mechanisms to ensure control over their electronic identities
(e.g., “[...] photos should be dumped right after the usage of them (no photo storage)”, “The tools
should be able to detect fakes”, “The app could ask the user to correct biometric data”, “Retrain [the
Al algorithms of] the system on demand or periodically”).

Lastly, from these dialogues the public servants realized some of the potential changes and risks in
relation to their administrative workflows (e.g., “The police officer doesn’t have the chance to ask about
the complaint. Close contact with citizens will lose”, “We previously had issues that [vulnerable] citi-
zens used [document boxes] to store drugs. But now, with [e-ID solution] we will know which [drawer]
belongs to respective users”). These observations motivated the case owners to reflect on the public
services selected for the project and formulate specific constraints for technologists to direct the e-1D
platform design suited to their contexts.

54 Summary

In five co-creation workshops, the participants of different backgrounds shared their implications of a
common e-ID management platform for online public services. They envisioned their interactions with
the Al- and DLT-enabled software solution through the structured dialogic activities. The positive ex-
pectations from the e-ID platform were primarily associated with the increased usability, namely the
efficiency and convenience of online public services access. However, accessibility, reliability, and se-
curity perceptions were confronted with technological propositions of the digital platform. The partici-
pants expressed the needs for comprehensive support for the various users of the e-ID management
platform, as well as the reassurance of security and control over their personal data. We summarize the
results of the workshops in Table 3 below and discuss the findings in the following section.
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User statements | Onboarding Authentication Management of VCs
Positive Efficiency (resource utilization): | Usability (efficiency, re- Efficiency (resource uti-
expectations redundancy, source utilization): lization):
self-service solution speed & efficiency, data redundancy
password-less Security (integrity): data
control distribution
User pain points | Usability (accessibility, appro- Reliability: facial recogni- | Usability (appropriate-
priateness recognizability): tion accuracy ness recognizability):
non-expert users, smartphone Security (confidentiality): DLT misconception
dependency identity theft, forgery Security (confidentiality,
integrity): data protec-
tion, tracking, hacking
User needs Usability (learnability): Usability (operability): Security (accountability,
assistance, user interface backup biometrics confidentiality, integ-
Compatibility (interoperability): | Security (non-repudiation): | Tity): data transparency,
Multiple interface support, data | multi-factor authentication | data control
transfer between devices
Table 3. User statements, concepts, and corresponding quality attributes.

6 Discussion

The aim of our study was to identify what kind of requirements users have for the e-ID management
platform in public sector. We approached this inquiry with the co-creation methodology to involve di-
verse stakeholder groups from five different case sites in dialogic, sense-making workshop activities.
Participants’ ideation was particularly evolving around accessibility, usability, and security aspects of
e-ID for online public services. The main implication of our findings is that the types of requirements
elicited in the workshop sessions were embedded into socio-technical arrangements of distinct contex-
tual environments. Reflecting on how we addressed the research question, we drew several conclusions
based on our observations and the follow-up conversations with the project partnering organizations.

6.1

The participants’ remarks about Al-based authentication left us to conclude that the application of this
technology for electronic identification may evoke different narratives for various stakeholders (Sartori
and Theodorou, 2022). For example, citizens perceived biometrics merely as a login layer or “fast” and
“convenient” authentication tool to “get their job done”. In contrast, despite the perceived efficiency
benefits to their workflows, the public servants realized organizational risks for their decision-making
processes. This observation finds reflections in contemporary policy initiatives and academic literature
calling for regulating the use of Al by making it explainable, transparent, and trustworthy (Thiebes, Lins
and Sunyaev, 2021; European Commission, 2023).

Implications for research

While these properties can be achieved by deploying Al in systems that use DLT, the trust-ensuring
merits of the latter were not reciprocated by users in our study. We may speculate that this fallacy was
evoked by the conceptual complexity of DLT technology for e-ID platforms which was also observed
in empirical studies on decentralized identity management (Ostern and Cabinakova, 2019; Korir, Parkin
and Dunphy, 2022). From the technical point of view, the privacy-preserving features of the SSI-model
can help users evade the dichotomy between abiding the security principles and getting their job done
(Garfinkel and Lipford, 2014). However, it is not the identity management itself that is the end-goal for
the most users, but the services they request to solve the tasks without risking their trust or usability
experiences (Dhamija and Dusseault, 2008).
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Our findings suggest possible conflict of usability, security, and accessibility characteristics not only for
e-ID platforms design, but also for their understanding between technical and social dimensions. The
propositions of the SSI-principle such as trusted identification and user empowerment through personal
data control can hardly be conveyed as the value drivers to users who are not ready for new technologies
(Dunphy and Petitcolas, 2018). That is, just the design of e-ID management platform is unlikely to evoke
the sense of responsibility for taking control over the digital assets, and hence, the user participation in
those platforms (Bazarhanova and Smolander, 2020). Even though technology success is widely defined
by its acceptance or adoption, the technology can be adopted without being fully accepted by users or,
conversely, be scarcely adopted despite meeting its acceptance criteria.

Based on the co-creation experience, we recommend looking into why and how users interact with tech-
nological artefacts, and not being exclusively focused on what these artefacts can offer. Further research
on the differences in understanding user-centred e-ID management across contexts and dimensions can
support the design and development of truly user-centred software solutions.

6.2 Implications for practice

Although the present study is not an example of genuine co-creation approach, our implications can
resonate for practice too. The co-creation workshops were not intended specifically for looking into
users’ familiarity with e-ID management and underlying technologies of the digital platform. Instead,
the participants were encouraged to take the role of experts and bring their perspectives on how the SSI-
based solution for e-ID could direct citizens’ conventions to accessing public services. We find the re-
sults of our approach appealing for adapting this methodology to systems development in public sector.

Citizens are part of various complex social and organizational structures, and the awareness of the tech-
nologies, skills, and abilities to benefit from them are unevenly scattered among the prospective users.
This may be especially pertaining to the vulnerable populations who are in risk of becoming “alienated
by the technology” (Dunphy and Petitcolas, 2018). Just as identity management is not usable if it is not
secure, it is not secure if it is not accessible. The e-ID platforms’ inclusivity can be achieved by com-
bining digital security with human security approaches (Coles-Kemp, Robinson and Heath, 2022).

The actual empowerment of the users may come not from the technologies, but from the approach to
their design. Co-creation can foster the uptake and communication of collaborative, user-centred design
practices among all the stakeholders, and result in accessible, usable and secure solutions (Jarke, 2021).

The platform owners can support achieving the well-functioning e-ID management by reaching out to
their users through proactive dialogues and practices, engaging them in design processes. Increasing
transparency, simplifying language, and translating complex technological mechanisms can help
strengthen reputation of the base digital technologies in public sector.

6.3 Study limitations

This study has limitations primarily discerned from its approach. We are aware that the recruitment and
logistical organization are the main factors that define successes and failures of research involving hu-
man subjects. In co-creation, diversity and involvement of stakeholders are the key elements. For geo-
graphical reasons, the researchers were limited in the workshops' conduct and recruitment processes.

For example, in the Danish case the recruitment of volunteers was entailed with challenges for immedi-
ate online participation of people from the target group. Therefore, the case owners contacted local
communities to form a pool of the workshop attendees comprising the service providers, shelter em-
ployees, and municipal public servants who work with homeless people through various initiatives.

The workshops were conducted in local languages of the respective case sites. Therefore, it was recog-
nized that the data collected from the workshops is the subject to several levels of interpretation. First,
it was the user statements produced with the help of facilitators from the public administrations. And
second, it was translated from the local language into English with automated tools, which could result
in different stylistic representation of the initial statements.
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Finally, given the contextual differences of the study cases, the workshop template had to be designed
more as the general exploratory activity for capturing the requirements. Some participants were taking
a dual role of citizens and public authorities. This approach could limit possible methods for data col-
lection and analysis in individual cases, for example through the dialectical process.

7 Conclusion

The combination of Al and DLT technologies brings new opportunities and challenges for the adoption
of e-ID management platforms based on the SSI-model. The goal of our study was to identify what kind
of requirements users have for e-ID management platform in public sector. We approached this question
within the context of large research initiative concerning the e-ID platform development for different
European case sites. From the five workshops designed by co-creation methodology, we found that
accessibility, usability, and security were the most required properties by the prospective users. Based
on our observations, we conclude that the discussion around the e-ID management platforms’ design
needs to shift from the technical perspective to understanding their social and socio-technical arrange-
ments. Recognizing the limitations of our approach for this study, we aim to continue exploring the user
perspectives on e-ID management in public sector in future research iterations.
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