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Abstract. Many industrial firms know that inter-firm data sharing holds tremen-

dous potential for the creation of new economic value. However, most of them 

are not yet willing to share data multilaterally for joint value creation. Conse-

quently, they do not participate in so-called data ecosystems. In our study, we 

address this issue from a socio-technical perspective and apply a two-step quali-

tative-empirical research design composed of a problem-centered interview study 

followed by solution-oriented workshops. We have identified and prioritized the 

perceived challenges and present first solution pathways. We were able to assign 

respective responsibilities for needed actions to major roles in data ecosystems. 

Among others, we can show that the core participants, i.e., data owner and data 

user, and the governance body need to resolve key challenges mostly in a separate 

but complementary manner to help industrial data ecosystems emerge. 

Keywords: Data Ecosystems, Data Sharing, Socio-Technical Systems 

1 Introduction 

Data has become a valuable asset for many firms. Inter-firm collaboration on a data 

level holds tremendous potential (Oliveira et al., 2019; Azkan et al., 2020) to signifi-

cantly improve or create new business models (Yoo et al., 2010). The added value of 

digital services highly depends on the accessibility of data sets inside and between 

firms. Because the required data for offering a value-adding digital service for its in-

tended beneficiaries are often not generated by only one firm, firms are increasingly 

looking for complementary data sets that other firms could provide (Gelhaar et al., 

2021). This is why firms are starting to consider joining networks to share data with 

peers to collaborate on digital services (Pfähler et al., 2022). The resulting socio-tech-

nical networks aim at making data accessible across firms’ boundaries are known as 

data ecosystems (Oliveira et al., 2019). To ensure a secure exchange of sensitive data 

between organizations, they have the political support of the European Commission 



(2020). Adopting the logic of established ecosystem literature (Adner, 2017), data eco-

systems are defined by multilateral relationships between different actors with a value 

proposition that is not decomposable into multiple bilateral relationships. 

Literature has identified three major motives for firms participating in a data ecosys-

tem (Bauer et al., 2022): First, existing products and (digital) services can be further 

improved with respect to productivity and efficiency. Second, firms are increasingly 

pressured by legislative movements (e.g., Supply Chain Act) demanding higher social 

and environmental sustainability. Third, data ecosystems provide room for the realiza-

tion of new data-driven digital services, like collaborative condition monitoring. Here 

“data is not only shared bilaterally but multilaterally between all actors in an ecosys-

tem” (Gelhaar et al., 2021, p. 127). Nevertheless, firms continue to shy away from shar-

ing data with peers and keep data siloed (Gelhaar et al., 2023). Consequently, the busi-

ness potential that data ecosystems hold cannot be leveraged (De Prieelle et al., 2020). 

Early supporters of the data ecosystem idea experience difficulties convincing other 

actors along the supply chain to join a data ecosystem due to the fear of releasing sen-

sitive data (Bian et al., 2016; Zhiwei et al., 2021). Such obstacles are even recognized 

by European policy makers (European Commission, 2018). Previous research has 

shown that it is important to ensure that all potential actors benefit from taking part in 

a data ecosystem (Gelhaar et al., 2021). Without a clear benefit, firms neglect the idea 

of data sharing along the supply chain (Gelhaar et al., 2021). This effect is even rein-

forced when firms consider data as business-sensitive, especially in traditional sectors 

(Gelhaar et al., 2021). Nevertheless, recent literature emphasizes the socio-technical 

nature of data ecosystems. For example, Oliveira et al. (2019) emphasize the need for 

holistic approaches to study data ecosystem evolvement, going beyond the technical 

challenges. Despite first insights on factors influencing data sharing from a game-the-

oretical perspective (Kraemer et al., 2021) or focus on data sharing between scientists 

(Devriendt et al., 2021), further empirical studies are needed to gain knowledge about 

the socio-technical design of industrial data ecosystems. 

This study aims to reason the absence of data ecosystems by identifying and priori-

tizing the perceived challenges and giving the first indication about solution pathways 

to move forward the understanding of how to design and scale industrial data ecosys-

tems from a socio-technical perspective. We enrich existing predominantly conceptual 

work by allocating  selected responsibilities to the major roles in a data ecosystem based 

on empirical data (Oliveira et al., 2019; Otto, Steinbuss, et al., 2019). To get there, we 

are guided by the following research questions: What are the critical challenges indus-

trial firms perceive while considering data ecosystems? What solution pathways may 

help to overcome these challenges and who should take action? With our study, we 

empirically identify needed actions to address the prioritized challenges differentiating 

between the core participants, namely the data owner and the data user, plus the gov-

ernance body of a data ecosystem in industry. 



2 Fundamentals 

2.1 Data Ecosystems as Socio-Technical Networks 

Prior research conceptualized the ecosystem construct to depict the connections and 

relations among partners that strive for a strong focal value proposition  (Adner, 2017). 

Drawing on the original concept of business ecosystems (Moore, 1993), ecosystem 

types reach from innovation ecosystems (Adner, 2006) to digital platform ecosystems 

(Hein et al., 2020). Data ecosystems are another manifestation of the ecosystem con-

struct. They are defined as distributed socio-technical systems in which autonomous 

actors interact and collaborate to explore, analyze and interpret data mutually while 

aiming for joint innovation and value creation (Oliveira et al., 2019). The term socio-

technical systems goes back to Emery and Trist (1960). They coined this term to “de-

scribe systems that involve a complex interaction between humans, machines and […] 

environmental aspects” (Baxter & Sommerville, 2011, p. 5). Thus, transferred to to-

day’s data ecosystems the original logic of interdependent technical and social elements 

still holds true and is frequently applied in the information systems (IS) discipline 

(Sarker et al., 2019). 

The success of data ecosystems relies on its actors’ active engagement (Heimstädt 

et al., 2015). The rationale is that more value can be created based on shared data than 

if each ecosystem actor computes his own data only. Thus, data ecosystems are seen as 

a driver for innovation in which the data sovereignty of each actor needs to be preserved 

(Otto, Lis, et al., 2019). Compared to centralized digital platforms known to promote 

power asymmetries, known as the winner-takes-it-all phenomenon (Van der Aalst et 

al., 2019), applications functionalities can be implemented in so called connectors to 

increase the level decentralization in data ecosystems (Otto & Jarke, 2019). 

Taking a socio-technical perspective helps to better manage and achieve positive 

outcomes of information systems (Bostrom & Heinen, 1977). Recent work related to 

data ecosystems stresses that the consideration of the interdependence of socio-tech-

nical dimensions is critical for their success (Oliveira et al., 2019). Hence, following 

the traditional socio-technical system literature (Brandt & Cernetic, 1998), successful 

data ecosystems need to consider the interrelation of technology, people, and the or-

ganization while aiming for joint value creation. More recently, some scholars even 

refer to data as as an additional element of socio-technical systems (Wallace, 2015; 

Weber et al., 2021). Albeit “it is widely acknowledged that adopting a socio-technical 

approach to system development leads to systems that are more acceptable to end users 

and deliver better value. […] such approaches are not widely practiced” (Baxter & 

Sommerville, 2011, p. 4). This also holds true for the ongoing endeavors to establish 

data ecosystems in industry and latest research in this field (Brechtel & Petrik, 2023). 

Scholars have mainly focused on a sub-set of the socio-technical dimensions of data 

ecosystems, namely technology (Oliveira & Lóscio, 2018). Thus, we argue that a socio-

technical view, determining the success or failure of data ecosystems, is required. 



2.2 Data Ecosystem Roles 

There are various roles actors, i.e., enterprises or institutions, can occupy in data eco-

systems. A role is a function related to a set of duties occupied by a data ecosystem 

actor (Oliveira et al., 2019). Typically, a data ecosystem constitutes at least two roles, 

namely data owners and data users (Oliveira et al., 2019). These two roles need to be 

filled by actors every time data is exchanged – making them core participants (Otto, 

Steinbuss, et al., 2019). However, additional roles can be filled in a data ecosystem 

(Oliveira et al., 2019). Another important role beside the core participants is responsible 

for creating the rules and policies. The International Data Spaces Association refers 

here to the governance body (Otto, Steinbuss, et al., 2019). Data owners are defined as 

legal entities creating data and/or executing control over it. For example an industrial 

firm measuring parameters to assess the condition of its pump in the field might act as 

a data owner. In contrast, a data user is a legal entity equipped with the right to use the 

data owned by different actors (Otto, Steinbuss, et al., 2019). In our example, a data 

user, might be a maintenance provider making use of the pump data to improve the 

uptime. The governance body “makes sure that only compliant organizations are 

granted access” (Otto, Steinbuss, et al., 2019, p. 25). The governance body is responsi-

ble for standardization, certifications, and governance (Catena-X, 2022b), aiming for 

the interoperability, data sovereignty, and security of all data ecosystem participants. 

This body is comparable to the ecosystem designer taking care of the design and im-

plementation, as introduced by Autio (2022) for innovation ecosystems. Data ecosys-

tem founders or standardization institutions may assume this role (Oliveira et al., 2019). 

3 Methodology 

In our study, we applied a two-step qualitative-empirical research design composed of 

problem-centered interviews followed by a set of solution pathway workshops. 

Step one: The challenges perceived by participating or at least interested stakehold-

ers in data ecosystems, were investigated through problem-centered interview data col-

lection (Döringer, 2020). Our study put the focus on organizations integrated in an in-

dustrial supply chain either producing and selling physical goods, or providing services 

paving the way for inter-firm data sharing. Therefore, we searched for representatives 

from industrial firms with expertise in data ecosystems or data economy since making 

machine data available or utilizing such data from other organizations appears to be 

difficult (European Commission, 2018). Our interview partners were mostly from Ger-

man incumbent firms, which either actively participate or communicate interest in in-

dustrial data ecosystems, such as Catena-X - a data ecosystem dedicated to the automo-

tive industry. SMEs and start-ups made up a smaller share of the data sample. We com-

pleted the relevant set of interview data until theoretical saturation, i.e., the iterative, 

open coding process did not reveal any new challenges, has been reached. In total, we 

interviewed 31 experts from 26 different firms between June and November 2021 (Ta-

ble 1, available at bit.ly/interview_workshop_participants). We used a semi-structured 

format to discuss predefined topics and add follow-up questions to get valuable infor-

mation related to the research goal. Details of the interviews and their processing have 



been described elsewhere (Brechtel & Petrik, 2023), since this study is part of a super-

ordinate research project. In brief, we asked for the perceived challenges related to data 

ecosystems first, before we touched upon first solution ideas. Every interview was rec-

orded, transcribed and coded. Via axial coding we got from first-order concepts to sec-

ond order themes (Corbin & Strauss, 1988). To achieve objectivity, group discussions 

among the researchers were used to reach a consensus during coding. We used Gioia et 

al. (2013) to aggregate the codes guided by the three dimensions of the socio-technical 

framework by Brandt & Cernetic (1998) comprising technology, people, and organiza-

tion. We added value as a fourth dimension, as it is a defining feature of ecosystems 

(Jacobides et al., 2020). We decided not to create an explicit dimension dedicated to 

data since data-related aspects are ubiquitios in the other four dimensions. 

Step two: To further refine and add to our findings from the interview series, we 

organized workshops. We have decided for workshops as they provide room for stim-

ulating discussions among experts (Ørngreen & Levinsen, 2017) for the purpose to map 

solution pathways and assigning respective responsibilities. The workshop format com-

prised four steps (i.e., longlist reflection, narrowing down, prioritizing, and assigning 

responsibilities), incorporating qualitative research to distill consensus withing the 

group of experts. In doing so, the first three of the four workshop steps draw on a study 

design described and applied in previous IS research (Schmidt et al., 2001).  

In total, one inter-firm and five intra-firm workshops were carried out. The intra-

firm workshops were held with firms that already took part in the previous interview 

study. Thereby we achieved an acceptance rate of approx. 19% on a firm level. For the 

inter-firm workshop, we used an event where platform and data ecosystem knowledge 

carriers participated anyhow and applied the same workshop procedure as for the intra-

firm setting. At least one researcher moderated the workshops, while another took notes 

on a shared MIRO board. We started our workshops by introducing the longlist of chal-

lenges, and asked each workshop participant to select the top five challenges. Using 

MIRO functionalities we brought the independent selection of participants together, 

and conducted dot voting. If a clear ranking could not be derived based on the distribu-

tion of votes within the group immediately, we took a decision on prioritization in the 

big round. Based on the prioritized challenges, we proceeded with each workshop group 

by elaborating possible solution pathways. Further, we stimulated group discussions 

among the participating experts (Myers, 2013) regarding the assignment of responsi-

bilities differentiating between the core participants and the governance body of a data 

ecosystem. The cross-workshop data analysis resulted in a shortlist of challenges (Table 

2), enriched by needed actions per challenge and role (Table 3). 

4 Results 

Starting with a longlist of 29 socio-technical challenges related to collaboration on data 

in data ecosystem across firms’ boundaries (Brechtel & Petrik, 2023), the workshops 

enabled the researcher team to distill a shortlist of twelve challenges. Below we refer 

to aspects introduced by Brechtel & Petrik (2023) in section 4.1, but limit ourselves to 

the shortlisted challenges, before we map solution pathways to them in section 4.2. 



4.1 Challenges 

The social-technical perspective allows us to differentiate challenges for industrial data 

ecosystems into technology-, people-, organization- and value-related challenges. 

Technology. Our data revealed two prioritized technology challenges in the emer-

gence of industrial data ecosystems. First, industrial firms struggle with the poor in-

teroperability of system landscapes within and across firms’ boundaries. We witnessed 

different data standards and interfaces per application. As a consequence, we see dif-

ferent levels of data structure homogeneity across firms and especially across industries 

[#26]. According to our data, this is due to the fact that the industries’ standardization 

efforts vary greatly. Second, our workshops highlighted that many firms, but especially 

SMEs, still suffer from data availability in general. Project activities are required to 

make this data accessible as the following statement underpins [#27]: “Currently, it is 

still a huge project business to get access to the data at all, with a huge investment.” 

People. Based on our workshop results, we add four people-related challenges to the 

shortlist. First, the lack of knowledge carriers seems to be an issue. Especially on the 

management level, firms lack knowledge carriers to assess the opportunities of data 

spaces as the underlying technologies and thought structures are distinct from anything 

that has been encountered previously [#27]. Second, the poor venture-driven mindset 

towards the mass adoption of industrial data ecosystems forms another issue. Our data 

highlights risk-averse behavior on the management level. Interviewee [#7] claimed that 

today’s decision makers consistently seek to observe and replicate use cases. Following 

him, only a few are early adopters who are willing to establish data ecosystems. Third, 

a prioritized leadership-related issue is an unsuitable incentive system. Our data reveals 

that management is not incentivized to budget for data ecosystems [#1]. Hence, if at 

all, most CEOs stick to lip service only. Finally, the barrier of mistrust is also evident. 

As of today, the knowledge is power thought dominates across firms. Even though, 

more and more industrial firms acknowledge the necessity of obtaining data from oth-

ers, the great majority still refrains from sharing data – mainly due to trust issues [#9]. 

Organization. Silo thinking and unclear data responsibility have been prioritized as 

organizational challenges. Today, most industrial firms stick to developing proprietary 

verticals aiming to enhance their solution offering by incorporating digital elements 

[#19]. Hence, silo thinking is omnipresent leading to many solutions emerging side by 

side. Further, missing intra- and inter-firm data responsibilities lead to entities claiming 

data ownership of the same data, even within a firm. The question of who is responsible 

for the data remains unresolved within most industrial firms [#26]. 

Value. Most of the prioritized challenges relate to the dimension of value. First, there 

are doubts about the added business values with current  data ecosystem initiatives are 

perceived revolving mainly around technology. One interviewee [#19] states that 

“things are simply thrown together, and the business model consideration falls short.” 

Second, firms shy away from becoming early adopters of data ecosystems, as they can-

not estimate the value of their data yet. This is because firms are used to pricing prod-

ucts and services, but not data. Adding to this is the fact that data possesses no value 

per se [#25]: Its value only arises while being contextualized. However, the individual 

firm that may provide data often lacks knowledge about the problem context which in 



turn hinders the determination of the actual data value. Third, high initial investments 

build a hurdle. Preparing to enter the realm of data ecosystems often involves facing 

substantial financial commitments while not knowing the exact economic benefit [#28]. 

This is a key reason why many firms are reluctant about making such investments. 

Finally, the poor accessibility of use cases is also among the shortlisted challenges. 

Decision-makers are waiting to be inspired by accessible use cases as most data eco-

system use cases miss detailed descriptions and are nothing beyond buzzwords [#5]. 

Table 2. A Shortlist of Challenges related to Data Ecosystems 

 Challenge Group Challenge Prioritized in Workshops 

Tech. 
Compatibility Poor interoperability #3, #5 

Digital Readiness Poor data availability #2, #3, #4, #6 

People 

Knowledge Lack of knowledge carriers #2, #5 

Leadership 
Poor venture-driven mindset #1, #2, #4, #6 

Unsuitable incentive system #1, #2, #6 

Trust Lack of trust #5 

Org. 
Culture Silo thinking #4 

Accountability Unclear data responsibility #1, #3 

Value 

Business 
Unclear business value #4, #5, #6 

Unclear data value #1, #2, #4, #5, #6 

Profitability Need of high initial investments #3 

Use Case Poor accessibility of use cases #1, #3 

4.2 Solution Pathways 

In this section, we elaborate on suitable solution pathways to address the challenges 

using the previously introduced roles in data ecosystems as a structuring element. 

Core Participants. Technology-related challenges that require the attention of the 

core participants, i.e., data owner and data user, concern the need to take stock of avail-

able data on a firm level. While doing so, labeling and clustering the respective data is 

mandatory to get toward a firm internal data catalog [#2, WS #4]. Further, workshop 

group #6 recommended “establishing advanced data management mechanisms” on a 

firm level. People-related challenges need attention from core participants in at least 

four cases. First, to address the lack of knowledge carriers the experts recommend es-

tablishing a mentoring program to take the people with you [#12]. Following workshop 

group #2 the “digital natives need to train experienced top managers how to cope with 

data ecosystems.” Second, the challenge of the missing venture-driven mindset can 

only be addressed if firms aim for top management support. To get there, “firms need 

to ensure direct access of operational teams to high-level sponsors with decision-mak-

ing competence” [WS #4]. Further, data ecosystem supporters within a firm need to 

create a sense of urgency by knowing the right people and identifying the best leverage 

point [WS #2]. One leverage point might be to install a right-minded visionary C-level 

representative [#7, #11, WS #6]. Third, the core participants need to adjust toward more 

long-term-oriented thinking. Based on our study results, the currently unsuitable incen-

tive systems need to be replaced by creating and setting long-term incentivization [#6] 

bound to clear deliverables [WS #6]. Fourth, the lack of trust needs to be addressed by 



adopting a zero-trust environment. Here, one of our workshop groups recommends the 

core participants implement and use only certified solutions to get there [WS #5]. Or-

ganization-related challenges that the core participants need to address include silo 

thinking and unclear data responsibilities. For the former, it needs a cultural mind shift 

towards “thinking in terms of the ecosystem value on not only firm value” [WS #4]. 

Historically, this ecosystem thinking has been the case with all the consortia firms that 

are traditionally organized. However, “with respect to data we have lost that a bit. But 

now we have to get back on track and say let’s [share data] under certain rules” [#9]. 

For the latter, our workshop participants recommend the establishment of a dedicated 

data team [WS #1]. Further, there is a need for a project organization over a line or-

ganization when it comes to intra- and inter-firm data sharing [#16, WS #3]. Other 

needed actions identified for the core participants concern unclear business and data 

value. Participation in lighthouse projects, such as Catena-X, for industrial data ecosys-

tems, may prove beneficial to demonstrate the added business value [WS #5]. To better 

understand the value of data sets, our study shows that the core participants should 

apply a case study-driven approach. Workshop group #2 agreed that “the value of data 

must be identified over time”. Interviewee #2 is convinced that “iterations will help to 

gain insights that help to interpret the value of data”. A thinking that was confirmed in 

workshop #4. Further, our experts [WS #2] recommend introducing a data strategy on 

the firm level first, before strategic thinking is widened up towards data ecosystems. 

Governance Body. Regarding the perceived technology-related challenges, the gov-

ernance body is required to set and enforce rules and standards to improve inter-firm 

interoperability. Workshop group #3 agreed that the developments and standardization 

around connectors are crucial. Further, this group agreed that the governance body 

needs to define standards for how data is best shared - meaning which data format and 

technical solutions, i.e., systems and interfaces, need to be in place. To improve the 

given data availability the governance body should provide clear data requirements. 

What is needed is a “to-do list on data for all data ecosystem actors” [WS #4]. Actions 

by the governance body are also required when it comes to people-related challenges. 

To improve the level of trust among data ecosystem actors the governance body should 

foster the idea of a zero-trust environment [#26]. Again, the connector plays a crucial 

role in ensuring data sovereignty [WS #4]. Further, the introduction of fair data man-

agement principles, such as “previously established certification standards that the eco-

system commits to” [WS #5] may help here. To operationalize this thinking, a govern-

ance model which is managed by a neutral entity is proposed. Interviewee #11 under-

pins the need for such a neutral instance by claiming that only then fair conditions are 

met. To address the organization-related challenge of silo thinking “institutions who 

push for ecosystem value” [WS #4] are needed. The governance body can be interpreted 

as such an institution that needs to take responsibility for continuously demonstrating 

the benefit of ecosystem thinking over silo thinking. Value-related challenges ask for 

actions by the governance body in various fields. First, this body should set and enforce 

mechanisms for joint value creation and value capture among the different data eco-

system actors. Short-term, simple revenue sharing seems to be a conceivable solution 

approach. Long-term, one workshop group asked for an inter-firm business model [#6]. 

Further, the governance body “needs to provide support, e.g., by provisioning a value 



catalog for data exchange” [WS #4] which is based on an ecosystem-wide alignment 

indicating the value of each data point. Another aspect mentioned has been that the 

governance body should consider making the early adopters offer initial cost coverage 

until critical mass is reached [WS #3]. As SMEs often lack the resources to actively 

participate in data ecosystems, they need special attention from the governance body. 

This is especially true when considering that SMEs bridge the gap between major actors 

at the beginning and end of the automotive supply chain [WS #5]. Finally, we see that 

the governance body needs to better describe and modularize use cases to make them 

more accessible to the mass market. More specifically, it is recommended to introduce 

a syntax for the description of use cases related to industrial data ecosystems. Thereby 

the what and why from a firm and ecosystem perspective need to be especially ad-

dressed. “We need to move away from pure buzzwords. Instead, we should introduce a 

syntax for the use case description […]” [#18]. 

Table 3. Assignment of Needed Actions per Challenge and Role 

 Challenge Solution Needed Action CP* GB** 

Tech. 

Poor interoperability Standards Set & enforce rules/standards  x 

Poor data availability 
Data 
Cataloging 

Take stock of intra-firm data x  
Provide data requirements  x 

People 

Lack of knowledge 
carriers 

Mentoring 

Introduce mentoring program x  

Establish an intra-firm data 

ecosystem community 
x  

Poor venture-driven 

mindset 

Top manage-

ment support 

Ensure direct reporting of 

project teams to sponsors 
x  

Create a sense of urgency x  
Install right-minded C-level x  

Unsuitable 

incentive system 

Long-term 

orientation 

Set long-term incentivization x  

Define clear deliverables x  

Lack of trust 
Data 
sovereignty 

Establish & adopt zero-trust 

environment 
x x 

Introduce fair data mgmt. 
principles 

 x 

Introduce governance model 

managed by a neutral entity 
 x 

Org. 

Silo thinking 
Cultural 

mind shift 
Establish ecosystem thinking x x 

Unclear data 
responsibility 

Data team 
Establish intra-firm data team x  
Introduce a project org. x  

Value 

Unclear 

business value 

Value 

demonstration 

Demonstrate added value x  

Introduce mechanisms for 

value creation & value cap-
ture 

 x 

Unclear 
data value 

Data 
Valuation 

Intra-firm data valuation 
based on case studies 

x  

Introduce a data strategy x  

Provide a data valuation cata-
log 

 x 

Need of high 

initial investments 
Subsidy 

Provide initial cost coverage  x 
Take care of SME require-
ments 

 x 

Poor accessibility 
of use cases 

Use case 
accessibility 

Describe & modularize use 
cases 

 x 
*
CP = Core Participants | 

**
GB = Governance Body 



5 Discussion 

Our study examines the challenges perceived by (potential) data ecosystem actors and 

indicates what is needed to overcome them. The assignment of responsibilities allows 

us to derive advice for the roles and activities that data ecosystems require. 

The governance body should primarily focus on finding solutions for the remaining 

technology-related challenges. Our research confirms and adds to the obligations that 

come with the role of the governance body, conceptualized earlier, for example by 

Oliveira et al. (2019). We find support for the argument that the governance body needs 

to take responsibility for standardization inside a data ecosystem (Catena-X, 2022b). 

Thus, based on our study results we welcome the decision by the European Commission 

to invest in federated cloud infrastructures in the period of 2021 to 2027 (European 

Commission, 2020). Further, we stress that the governance body needs to set and en-

force rules “to encourage and to control the participation of actors” (Oliveira et al., 

2019, p. 608). These rules need to be “commonly understood when it comes to articu-

lating usage conditions on the data” (Otto, 2022, p. 13). Further, our data confirms that 

the governance body needs to provide data-related requirements and specify technical 

components, i.e., the connector each data ecosystem actor needs to operate. As a major 

building block of data ecosystems, the connector serves as the “interface between the 

internal systems […] and the [data] ecosystem itself” (Pettenpohl et al., 2022, p. 32). 

The core participants need to primarily find answers to the perceived people- and 

organization-related challenges. Our data indicates that it is paramount that the core 

participants need to take action to address people- and organization-related challenges. 

Considering people as enablers, we endorse the argumentation by Kitsios et al. (2017) 

that the core participants, esp. data providers, need to inform and educate about the 

significance and value of shared data. Our workshop findings indicate that mentoring 

and community building within firms may be a viable way to compensate the lack of 

knowledge carriers. This finding is complementary to the idea of a network of data 

stewards from across data-intensive organization, fostered by the European Commis-

sion (2020). Besides, top management support needs to be ubiquitous in the data-own-

ing and the data-using organization. In line with previous research, we “have identified 

top management support in an organization as a critical factor that is positively related 

to technology adoption” (Wang & Lo, 2020, p. 3). Even though both researchers and 

practitioners assume that data ecosystems will be an imperative rather than an option 

for the competitiveness of industrial firms (Oliveira & Lóscio, 2018; Gelhaar et al., 

2023), we can show that the core participants still need to better understand the long-

term undertaking of data ecosystems. Finally, our study results underpin that trust 

among the core participants is central to leveraging the idea of data sharing (Gelhaar et 

al., 2021; European Commission, 2020). Hence, they should have an intrinsic motiva-

tion to work towards a zero-trust environment aiming for data sovereignty: before data 

is shared among data owners and data user, the respective entities need to be authenti-

cated, authorized, and continuously validated through set standards and mechanisms 

(Mehraj & Banday, 2020). From the perspective of the organization, we support the 

arguments by Martin et al. (2021), claiming that ecosystem thinking by all data ecosys-

tem actors is crucial to break existing data silos. In this regard, our data points to the 



need for a cultural mind shift. Further, we have indications that the core participants 

need to assign “a team responsible for external data sharing” (Zhiwei et al., 2021, p. 

32) to ensure clarity regarding data ownership on a firm level.  

Both, the governance body, and the core participants must take responsibility when 

it comes to value-related challenges. The interplay of actions taken by the governance 

body and the core participants is crucial. First, to tackle the prioritized challenge of 

unclear business value, both need to find the shoulder to meet the quid pro quo require-

ment: every actor who contributes to the data ecosystem, must also get something in 

return (Gelhaar et al., 2021). Second, we add to prior research regarding the need for 

joint data valuation mechanisms, e.g., considering benefit-based or combinatorial val-

uation approaches (Azkan et al., 2022). Our data says that a case study-driven approach 

by the core participants may help the governance body to get to a data valuation catalog 

valid for all data ecosystem actors. In line with the project of Transfer-X (Sauer & 

Pontes, 2023), aiming for the engagement of SMEs in data ecosystems through an eas-

ily accessible information and knowledge platform, our data adds that the governance 

body should take care of the SMEs and their requirements to get towards mass adoption. 

Otherwise, projects like Catena-X, are likely to fail, as roughly 70 percent of the tar-

geted actors are SMEs (Catena-X, 2022a). Our data show that the governance body 

needs to make use cases accessible to current and future actors to further a joint value 

perspective among all data ecosystem actors. This would contribute towards “a shared 

understanding of the ecosystem's operations and goals” (Gelhaar et al., 2021, p. 131). 

6 Contribution 

This study contributes to the understanding of industrial data ecosystem and indicates 

what is needed to pave their mass adoption. Our study serves as the foundation to lev-

erage socio-technical design know-how on data ecosystems. As our findings can be 

used for different abstraction levels of data ecosystem design, we argue that our work 

can be useful for researchers, practitioners, and even policy makers. 

Taking the theoretical perspective, to the best of our knowledge, our study is one of 

the first that goes beyond conceptually designating data ecosystems as socio-technical 

systems. We adopt the logic of socio-technical system theory (Brandt & Cernetic, 1998; 

Baxter & Sommerville, 2011) to identify what is needed to engineer industrial data 

ecosystems sustainably. While researching the perceived challenges and giving exam-

ples for solution pathways based on our empirical data, we have found considerable 

proof that the multi-dimensional socio-technical perspective helps to analyze and man-

age the complexity of data ecosystems. Following Baxter and Sommerville (2011), we 

are convinced that the results of our socio-technical system analysis can form the basis 

of increased value perception regarding data ecosystems and subsequently improve the 

overall acceptance rate. Our structured approach to mapping prioritized challenges and 

selected solutions to the responsible actors across four system dimensions highlights 

the potential of researching data ecosystems from a socio-technical perspective in the 

future. We extend the predominantly conceptual knowledge on data ecosystem engi-

neering (Oliveira et al., 2019; Otto, Steinbuss, et al., 2019) by empirically revealing 



which responsibilities go along with a certain role. We also contribute empirical 

knowledge to the experimental insights presented by Kraemer et al. (2021). To our 

knowledge, our study is the first to empirically elicit which actors occupying major 

roles need to accept which responsibilities for stabilizing and nurturing the ecosystem. 

For practitioners, we provide explanations for the absence of data ecosystems in in-

dustry. The shortlist of challenges helps to understand why industrial data ecosystems 

are not subject to mass adoption yet. At the same time, our study proposes needed ac-

tions on how to overcome these challenges based on an aggregation of practitioner 

views. By differentiating the major roles actors can occupy in a data ecosystem about 

the responsibilities for actions, practitioners benefit from knowing who needs to do 

what to make data ecosystems flourish. Our study gives support to the European data 

strategy (European Commission, 2020). Based on our study results, we recommend 

European policy makers to further support the establishment of zero-trust environments 

in a business context to let core participants trust each other. 

7 Limitations & Outlook 

The results of our study are subject to limitations that should be considered. First, the 

generalizability of our results should be treated with caution. The sample was drawn 

from mostly German firms that are either actively participating or communicating in-

terest in data ecosystems, which may result in a biased sample as data ecosystem averse 

firm positions have not been considered at all. Second, with respect to the needed ac-

tions and their allocation to the major roles it is worth mentioning that not all data eco-

system roles are considered. Third, concerning the needed actions, we focused on the 

prioritized challenges only. Addressing non-prioritized challenges could be also bene-

ficial for the establishment of industrial data ecosystems. In that context, the number of 

conducted workshops can be explained by the novelty of data ecosystems, which are 

still in a seminal stage (Oliveira et al., 2019). Nevertheless, due to the use of the socio-

technical lens, we are convinced that our results will prove helpful for both researchers 

and practitioners. The constraints outlined above indicate opportunities for research. 

Future research can further enrich and validate our findings by including data ecosys-

tem averse firm positions as well. Thereby, an international comparison of positions 

seems to valuable as well. Narrowing down the scope to a single case study may help 

to identify already implemented solutions and still unaddressed challenges of the ones 

identified. Further, we propose considering the other roles data ecosystem actors 

(Oliveira et al., 2019) can occupy while allocating the needed actions. To mitigate an-

other limitation of our study, we recommend not leaving out the non-prioritized chal-

lenges elaborated by Brechtel & Petrik (2023). We suppose that each single challenge 

as well as their complex interrelations can be decisive in the competition between eco-

systems for valuable data owners. Regarding future research, we see the chance to map 

suitable solution pathways for these as well. 
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