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Abstract. While customer data has been collected in enterprise systems since
decades, the emerging consumer technologies create new sources of data. Alt-
hough the need to co-create services with customers has been recognized, a sys-
tematic approach of how to include this sensitive source of innovation in the ser-
vice innovation process is still lacking. This research explores the potential of
data governance practices for data-driven service innovation. Data principles for
the governance of customer data are collected and assessed by practioners in or-
der to provide conceptual support for organizations and to facilitate the service
innovation process. The results of this research integrate data principles of dif-
ferent research streams and offer a framework of data principles that can be ap-
plied in the design and management of data-driven services.

Keywords: Data Governance, Customer Data, Data-driven Service Innovation.

1 Introduction

The rising number of digital touchpoints and smart devices in the consumers’ everyday
lives generate large amounts of digital traces (Lim et al. 2019). In these data-rich envi-
ronments (Troilo et al. 2017), a wealth of customer data emerges via smart devices,
social media, and various application systems and becomes a decisive factor for service
innovation and new data-driven services. However, concepts and methods of how new
services can be designed from this data is still developing. Although companies are
eager to “cash in” on their data (Bitkom 2022; Wixom 2014), they often lack the
knowledge of how to fully take advantage of data and analytics for expanding their
portfolio with data-driven services (Hunke et al. 2022; Schiritz et al. 2017). Data-
driven service innovation has emerged as a particular research stream putting data and
analytics as driving resources in the innovation process (Lim et al. 2018; Engel and
Ebel 2019; Schymanietz 2020). Yet, research on methodological support that integrates
data and analytics into service innovation activities is still in its infancy (Engel and Ebel
2019; Fruhwirth et al., 2020). Further, organizations which strive to exploit customer
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data in particular, must comply with legal regulations, ensure privacy rights and guar-
antee trust in the communication with customers (Spiekermann et al. 2015; Schéfer et
al. 2022).

Data governance as a cross-functional discipline addresses these challenges and
aims at managing data as a strategic asset of an organization (Alhassan et al. 2019;
Abraham et al. 2019). For this purpose, data principles define boundary requirements
for data usage. They represent guidelines for data governance activities and provide
directions for the use of data over its lifecycle (Khatri and Brown 2010; Brous et al.
2016; Alhassan et al. 2019). Organizations can benefit from data governance practices
to leverage data and analytics opportunities for data-driven services (Mikalef et al.
2018; Mikalef et al. 2020; Potiguara et al. 2020). Yet, with the rising importance of the
customer in producing and exchanging customer data with an organization, especially
in the context of data-driven services (Lim et al. 2019), the question of how to deal with
customer data comprehensively in data governance gains importance. Customers are
not only “creators” of data anymore (Lim et al. 2019), but they adopt an active role in
service configuration as well as service operations (Alt et al. 2019; Beverungen et al.
2019; Ostrom et al. 2015). If data governance should support the design of data-driven
services using customer data, it must not only ensure data privacy and security, but also
incorporate the active role of customers. Thus, data principles must ensure customer
sovereignty (Nomura et al. 2020; Koskinen et al. 2019) in the production, management
and consumption of their data (Chaudhry et al. 2015; Tapsell et al. 2018).

This research aims to identify and assess data principles for data-driven service in-
novation focusing specifically on customer data from both, a theoretical and practical
perspective. For this purpose, the following research question guides the research ac-
tivities: How can data principles for customer data be incorporated into data-driven
service innovation? For answering this research question, data principles, as key re-
quirements guiding the governance of customer data, are in a first step collected and
classified into different groups of data principles. For this purpose, different literature
streams are synthesized. In a second step, experts are interviewed to identify the rele-
vance and challenges involved in putting these principles into practice. Finally, first
conceptual knowledge is developed to assist organizations in data-driven service inno-
vation initatives when working with customer data. The remainder of the paper is struc-
tured as follows. Section 2 outlines related work. Section 3 gives an overview of the
research design. Section 4 outlines the data principles and the research results. Finally,
contributions and research limitations are presented.

2 Theoretical Foundation

2.1 Data-driven Service Innovation

Service innovation is defined as the “rebundling of diverse resources that create novel
resources that are beneficial (i.e., value experiencing) to some actors” (Lusch and Nam-
bisan 2015, p.161). The discpline represents a rather heterogenous research field with



various sub-streams, such as service design, service engineering or new service devel-
opment that attempt to develop and manage new services (Beverungen et al. 2018;
Kurtmollaiev and Pedersen 2022; Patricio et al. 2018). Data-driven service innovation
has emerged as a particular research stream. The discipline focuses on leveraging data
and analytics within the entire process of service innovation and looks at data and ana-
Iytics as an analytical unit for the exploration, validation or value generation of new
services (Demirkan et al. 2015; Engel and Ebel 2019; Schymanietz 2020). Yet, research
on methodological support that integrates data and analytics more deeply into service
innovation activities is only about to gain momentum (Fruhwirth et al. 2020). As com-
panies still lack the comprehensive knowledge of how to fully take advantage of data
and analytics, more conceptual work is necessary that supports service organizations
with the appropriate instruments to design and manage new data-driven services
(Schritz et al. 2017; Blécher and Alt 2022).

2.2 Data Governance

Data governance represents a cross-functional framework for managing data as a stra-
tegic enterprise asset of an organization (Alhassan et al. 2019; Abraham et al. 2019;
DAMA International 2009). The management approach takes care of the “valuation,
creation, collection, analysis, distribution, storage, use and control of information”
(Kooper et al. 2011, p. 196). Data governance practices consist of the definition of de-
cision rights and accountabilities regarding the use of data (Khatri and Brown 2010;
Abraham et al. 2019) and strive to maximize its value (Kooper et al. 2011; Tallon et al.
2013). Data principles in particular represent key requirements providing directions for
decisions that affect the way data is managed, accessed, processed, distributed and val-
ued (Abraham et al. 2019; Khatri and Brown 2010; Micheli et al. 2020). Due to the
rising awareness of data as an organizational asset, the necessity for data governance
has grown in the last years (Abraham et al. 2019; Legner et al. 2020). In parallel, Al
governance is emerging as another layer of data governance, emphasizing the need for
governance mechanisms allowing the trustworthy use of artificial intelligence (Cath
2018; Dafoe 2018; Fadler and Legner 2021; Papagiannidis et al. 2022). Data govern-
ance mechanisms have a positive impact on innovation capabilities in organizations
(Mikalef et al. 2020). Thus, aspects, such as legal compliance, data quality and security
must be taken into account from the beginning when designing new data-driven ser-
vices (Kihne and Béhmann 2018; Sammon and Nagle 2017).

2.3  Customer Data for Data-driven Service Innovation

Customer data, also called personal data, denote data that can be linked to a specific
person (European Commission 2016) and represent an essential part of the rising big
data resources. Customer data include not only the customer’s demographic or contact
information, but also refer to behavioral data, such as the customer’s purchase history
or device usage data. Even if this type of data has long been applied by companies for
CRM or data-driven marketing (Stone et al. 2004; Wedel and Kannan 2016), the use of



this data as a design material for the customer’s value creation represents a recent phe-
nomenon (Lim et al. 2019; Saarijarvi et al. 2014; 2016; Seidelin et al. 2020). Personal
assistants have emerged that transform personal data into valuable information or self-
monitoring services to augment human capabilities and to improve the customers’ qual-
ity of living (Alt et al. 2021; Demirkan et al. 2015). But, the use of customer data is
associated with several requirements: Service providers must ensure privacy regula-
tions as well as data security and need to create trust when working with this data
(Huhtala 2018, Kunz et al. 2017; Spiekermann et al. 2015). With the rising importance
of the customer in producing and exchanging data with an organization, the customer’s
sovereignty in the production, management and consumption of their data must be en-
sured (Tapsell et al. 2018; Nomura et al. 2020; Koskinen et al. 2019). Consequently,
data governance principles should provide guidance on how to leverage the potential
of data for the customer and consider under which conditions this data can be utilized.

3 Methodology

This research follows a two-stage research approach. In the first phase, a structured
literature review (LR) is conducted to systematically analyse the literature for data prin-
ciple identification as transparent and rigour as possible (Vom Brocke et al. 2009). The
second research phase strives to assess the current relevance of the identified principles
just as current challenges in their implementation by means of interviews. Table 1 pre-
sents the different steps of the structured LR. It took place in Q4 2020 in a sequential
process focusing on different literature streams (cf. Table 3). For this purpose, the four
bibliographic databases Emerald, IEEE, ACM Digital Library, Springer were screened
and a supplementary dedicated search on A+ and A Ranked Journals in Information
Systems and Marketing/Services was conducted to ensure a borad coverage of high
quality sources and to refine the research results. For searching and filtering the data-
bases and journals, a keyword-based approach was chosen. The first search strings
strive to identify concrete data principles using the combinations “Data Governance”
AND “principle” AND “personal data” OR “customer data” OR “Information Gov-
ernance” AND “principle” AND “personal data” OR “‘customer data”. To broaden
the search scope, another keyword search was performed using the combinations
“CRM”AND “personal data”OR “customer data,; “CRM”AND “information manage-
ment”’; “CRM ”AND “data management”; “service” AND “personal data”OR “cus-
tomer data”AND “information management” OR “data management” related to data
governance and service management. In the second step, the abstracts and titles were
screened for filtering out potential contributions. Subsequently, the resulting articles
were analyzed in detail for the presence of data principles or conceptual knowledge
represented as models, frameworks or patterns related to requirements, guidelines or
success factor or even blueprints for the management of customer data. The third step
constitutes a back and forward research. After deduplication and the final investigation,
51 relevant papers emerged and a concept-centered analysis as suggested by Weber and
Watson (2002) was performed to group the results into legal, business and customer-
orientated data principles. When principles are grounded on regulatory requirements



or laws (Alhassan et al. 2019), they are categorized as legal-orientated principles.
Those relate to regulatory necessities and policy guidelines. In contrast, business-ori-
entated principles are requested by IT or business stakeholders (Alhassan et al. 2019).
They add another layer that and are mainly driven by business requirements. Finally,
customer-orientated principles put the customer into the foreground of data manage-
ment. They consider the customer’s active role and strive to maximize data value for
the customer.

Table 1. Overview of the Literature Review

Step 1: Key word-based search (including both keyword combinations)

Source Restriction and settings Results
(1) Emerald | (1) Focus on journal articles, Book chapters, case studies 922
(2) Date range: 2000-2020
(2) IEEE (1) All metadata, (2) Date range: 2000-2020 243
(3) ACM (1) Date range: 2000-2020 957

(4) Springer | (1) Include preview content only, (2) Data governance in 233
title OR customer/personal data in title, (3) Date range:
2000-2020

A+/A ranked journals in IS & marketing/service research 228

based on VHB Joural Ranking

(5) Journals

Step 2: Abstract and title reading 322
Step 3: Search for principles and conceptual knowledge 140
Step 4: Extension of the results set by forward and backward search 64
Step 5: Deduplication and final identification of data principles 51

Table 2. Overview of the Interviewees

No. | Firm Role Industry

1 Consultant | Founder Data/Analytics Media, Public Organizations
Consultancy

2 Enterprise Product Owner, Data Lake Mobility

3 Enterprise Director Analytics E-commerce

4 Consultant | Senior CRM Consultant E-commerce

5 Consultant | Teamlead Architecture & E-commerce, Energy, Retail
Solutions

6 Consultant | Principal Consultant Banking, Insurances

7 Start-up Teamlead Analytics Recruiting Service Provider

In the seconed research phase, semi-structured interviews (Myers and Newman
2007) with data and analytics experts in Q1/Q2 2021 were performed. For this purpose,
a theoretical sampling approach was chosen. Interviewees (see Table 2) were selected
due to their long-year experience in CRM, analytics and data governance (Eisenhardt
and Graebner 2007). The interviews were conducted online with a duration of 90
minutes. The extracted data principles from the LR guided the semi-structured inter-
views. For each principle, three questions formed the basis, i.e., the understanding, the



current implementation and the perceived relevance. The relevance for organizations
and the personally perceived relevance of the interviewee were assessed with two struc-
tured questions using a likert-scale from 1 to 5 (Likert 1932) and two open questions.
In respect to current practices, the surveyed consultants are asked how they advise their
clients regarding the principles’ implementation. The data has a descriptive function to
gather knowledge around current organizational practices. A cross-case synthesis (Yin
2009) is conducted. The data is coded and analyzed along the dimensions (1) current
practices (2) the perceived relevance of each data principles and (3) current drivers and
challenges by two researchers in two independent rounds and one final joint discussion
until their identified groups matched.

4 Results

4.1  Data Principles in Literature

Data principles characterize key guidelines of data governance activities (Khatri and
Brown 2010; Brous et al. 2016; Alhassan et al. 2019). They must include shared deci-
sion-making over data assets and activities just as policies, standards and procedures
(Brous et al. 2016; Ladley 2019; Wong et al. 2020). The data principles obtained from
the LR are categorized in Table 4 as legal-, customer- and business-orientated princi-
ples representing key requirements for data-driven services. Table 3 provides an over-
view of identified literature grouped by the different literature streams. All in all, fifty
contributions contain concrete or deducted data principles for customer data. Another
paper (Culnan 2019) compares the previously identified principles and is therefore not
explicitly listed.

Table 3. Literature Streams and Identified Relevant Literature

Stream References
Legal Institu- (1) AICPA 2020; (2) Code of Conduct of the Data and Marketing
tional Frame- Association 2020; (3) European Commission 2022; (4) Federal

works & Man- Trade Commission 2012; (5) GDPR 2023; (6) Gellmann 2017;
agement Frame- | (7) Langford 2022; (8) 1SO 2019; (9) OECD 2022; (10) Sitra
works 2021; (11) The White House Report 2012; (12) TrustArc-Nymity
2020 (13) LGPD Brazil 2023; (14) CCPA 2023.

Al Governance | (15) European Commission 2019; (16) IEEE 2022

CRM, IS & Ser- | (17) Bose 2022; (18) Cavoukian 2009; (19) Cespedes and Smith
vice Literature 1997; (20) Chan 2005; (21) Cunningham et al. 2004; (22) Fan
and Poole 2006; (23) Fellenz and Brady 2010; (24) Fischer et al.
2018; (25) Gebert et al. 2003; (26) Raj et al. 2018; (27) Haikio et
al. 2020; (28) Jayachandran et al. 2005; (29) Kumar et al. 2013;
(30) Kumar and Reinartz 2006; (31) Lehrer et al. 2018; (32) Nes-
lin et al. 2006; (33) Pan and Lee 2003; (34) Payne et al. 2015;
(35) Payne and Frow 2005; (36) Park and Kim 2003; (37) Ranjan




Stream References

et al. 2009; (38) Rowley 2002; (39) Stone et al. 2004;
(40)Vesanen 2007; (41) Wulf 2020; (42) Xu and Walton 2005

PIMS & Per- (43) Cenaetal. 2018; (44) Crabtree and Mortier 2015; (45) Crab-

sonal Informat- | tree et al. 2018; (46) Li et al. 2010; (47) Mortier et al. 2014; (48)

ics Poikola et al. 2020; (49) Rapp and Cena 2016; (50) Rookshy et
al. 2014

Table 4. Identified Data Principles and Respective Literature

Legal-orientated Data Principles

Privacy by Design

2,4,5,12,15, 16

Accuracy & Quality

1,2,5,6,9, 12,13, 15,19, 34

Information Transparency

1,23,4,56,7,09,11, 12, 13, 14,
15, 16, 34

Purpose Specification/ Limitation

1,5,6,9 11,12,13,34

Minimization of Data Collection & Storage
Limitation

1,2,56,9,11,12,13,14

Access of Customer Data

1,3,4,56,9,11,12,13,14, 34

Restriction, Rectification and Deletion

1,5,9,12 13,14, 34

Consent Management

1,4,5,912,13, 14,19, 34

End-to-End Security

1,2,5,6,8,9 11,12, 13, 14, 15, 34

Legal Authorization and Accountability

2,5,6,9,11,12,13,14, 15, 34

Responsible Exchange with Service Partners

1,2,9,1213,17, 24

Data Portability

3,5,7,1213,43,48

Business-orientated Data Principles

Single View of the Customer

17, 20, 22, 23, 28, 33, 35

Meta-Data Management

12,39

Company-wide integrated Data Access

17,24, 25, 28, 32, 33, 38, 41

Analytical Capabilities for Customer Intelli-
gence

20, 21, 23, 35, 41, 42

Personalization of Customer Interaction

22,31, 33,40, 42

Real-time Capabilities 24, 26, 37
Performance Assessment for 20, 30, 31, 35
Decision-Making

Customer-orientated Data Principles

Customer Feedback Loops 28,36

Customer Control & Self-Management of Data

7,10, 11, 15, 16, 44, 45, 47, 48, 49

Multi-operator Identity and Consent
Management

16, 47, 48

Multi-operator Interoperability

10, 48

Traceability and Legibility

10, 27, 43, 44, 47, 49

Customer Value and Personal Analytics
for Improving Life Value

2,15, 16, 28, 37, 43, 46, 49, 50




Legal-orientated data principles can be identified in a variety of legal and institu-
tional frameworks, guidelines, and regulations, but also in management frameworks or
in marketing, IS or CRM literature (e.g., Payne et al. 2015; Trustarc 2021; Data and
Marketing Association 2022). These data principles represent regulatory necessities
and policy guidelines and originate from a set of self-regulatory programs that formed
early privacy policies, e.g., the Code of Fair Information Practices (Culnan 2019;
Gellman 2017). In Europe, the General Data Protection Regulation, GDPR) forms the
legal ground for processing customer data. Other countries have recently institutional-
ized similar policies, such as the California Privacy Rights Act, the Virginia’s Con-
sumer Data Protection Act or the Brazilian General Data Protection Law (Erickson
2018). Even if the principles slightly differ in their wording, they are built upon central
requirements, such as privacy by design, security, consent management, the need for
accuracy and data quality, and transparency. Another central element is the customer’s
right to access their data just as the right for restriction, rectification, or deletion of their
data. Al governance frameworks, such as the Ethics Guidelines for Trustworthy Al
(European Commission 2019) emphasize another layer of transparency, i.e., the need
to explain certain results of algorithms and Al models. Furthermore, other core legal
principles are authorization and accountability for the right data usage, the purpose
specification of data or the collection and storage limitation principle. Moreover, the
necessity for responsible data exchange with service partners is highlighted (e.g.,
GDRP 2023; AICPA 2020). Finally, data portability signifies the customer’s right for
data transmission from one organization to another (GDPR 2023; European Commis-
sion 2022). Besides legal regulatory requirements, data principles are also grounded on
business requests. These business-orientated data principles can be mainly found in the
CRM and service management literature that demand customer-centric information
management for a successful application of customer data (Fellenz and Brady; Bose
2002; Chan 2005). One core requirement is the integration of all data sources into one
single unified view (Payne and Frow 2005). This requires the integration of all interac-
tions with customers and the resulting data across touchpoints (Payne and Frow 2005;
Jayachandran et al. 2005). For this purpose, meta-data and master-data management are
important to create a common understanding and semantic definitions of data models,
types and repositories of customer data as a prerequisite of data integration (Stone et al.
2004; 2017; Dyché and Levy 2006). In addition, data governance practices should ad-
dress the organisation's integrated data access for customer management. For this pur-
pose, front-office and back-office applications must be linked (Bose 2002; Pan and Lee
2003), and an easy access to updated and integrated information of the customer must
be available for relevant employees (Bose 2002; Jayachandran et al. 2005; Stone et al.
2017) just as an integrated knowledge management for a consistent customer experi-
ence (Wulf 2020; Neslin et al. 2006; Rowley 2002). Besides this, an encompassing
governance approach must ensure analytical capabilities to generate customer intelli-
gence, e.g., via descriptive, prescriptive or predictive modeling (Payne and Frow 2005;
Chan 2005). Analytical capabilities are often interlinked with the principle of person-
alization which is grounded on accurate user profiling and segmentation functions (Xu
and Walton 2005; Bose 2002). Customer data management must be set up in a way to
achieve personal service offerings on an individual or segment level (Pan and Lee 2003;
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Fan and Poole 2006). Activities must allow trigger- and preference-based personaliza-
tion just as automatic and human-based personalization when employees are involved
(Lehrer et al. 2018). Two other core requirements are real-time capabilities and perfor-
mance assessment. Principles must not only cover the development of performance
metrics for strategic and tactical decision-making (Chan 2005; Kumar et al. 2013), sev-
eral researchers also emphasize the need of real-time customer insights (Fischer et al.
2018; Ranjan and Bhatnagar 2009; Raj et al. 2018).

In contrast, customer-orientated data principles put the customer into the fore-
ground. They underline the active role of the customer and the necessity to develop
human-centered approaches of good data practices (Poikola et al. 2020). The principles
are mainly anchored in the literature streams of PIMS and personal informatics, but
also in the CRM literature. One central data principle is the consideration of customer
feedback loops (Park and Kim 2003). Practices around customer data should allow the
systematic collection, processing, and use of the customer’s voice providing feedback
to an organization. This requires processes for information reciprocity so that organi-
zations can directly respond to the customer’s feedback (Jayachandran et al. 2005). Re-
search around PIMS strengthens the principles of data agency, human-centric control
and self-management of customer data (e.g., Poikola et al. 2020; Mortier et al. 2014).
Similarly, defined guidelines around Al governance (IEEE 2022; European Commis-
sion 2019) incorporate the aspects of control and agency. Closely involved are princi-
ples such as multi-operator identity and consent management . Customers must be able
to manage multiple identities and even more important multiple consents for data usage
across organizations and services (Poikola et al. 2020; IEEE 2022). Another related
principle is the legibility of customer data processes. This includes transparency related
to data processing, data visualizations, or the methods used for algorithms and related
decisions (Mortier et al. 2014; Sitra 2021). Data presentation and visualization must
help customers to make sense of their data and can incorporate a way of user-under-
standable data logging and auditing (Crabtree and Mortier 2015), or simple and engag-
ing reports or suggestions (Rapp and Cena 2016; Haikio et al. 2020). Moreover, the
principle of interoperability across operators and organizations become more and more
important (Langford et al. 2022; Sitra 2021). When customers are able to exchange
their data between services and organizations, organizational, semantic, and technical
interoperability are necessary (Langford et al. 2022). Finally, data governance practices
should aim to add value to the customer and improve their wellbeing. This can range
from improving understanding of the customer’s needs and actions, to develop cus-
tomer -specific products and services (Jayachandran et al. 2005), to improve the cus-
tomer’s life (Rooksby et al. 2014; European Commission 2019). For example, personal
informatics support customers to “collect personally relevant information for the pur-
pose of self-reflection and gaining self-knowledge” (Li et al. 2010, p. 558) and can
include goal-driven, or diagnostic tracking (Rookshy et al. 2014).

4.2  Relevance of Data Principles in Practice

The interviews confirmed a practical relevance of the principles and several drivers and
challenges for implementation. Some of the legal principles, such data quality, consent
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management, end-to-end security and legal authorization and accountability are as-
sessed as critical for daily operations. Enablers to incorporate them into daily practices
are customer expectations, but also guaranteeing process assurance, efficiency and
competitive advantages. When specifically asking the experts about customer-orien-
tated principles, the interviews demonstrate that data governance is still mainly organ-
izational-driven and that these principles have not yet arrived in organizations. Even if
the experts generally assess these principles as more important than currently opera-
tionalized in organizations, they still play a minor role due to missing organizational
awareness. Similarly, the importance of data portability is generally rated as low by the
experts. They remark that the relevance highly depends on the industry and the business
model. In some areas, such as healthcare, insurances or banking, some respondents note
a higher significance, but the low demand on customer side results in a low awareness
for the organizations. Likewise, the principles of control and self-management just as
traceability and legibility have a generally low relevance in organizations. Even if the
experts see a positive value for customers, they remark the need for high transparency
of all internal and external processes on the organization side to implement these guide-
lines. Moreover, the experts critically mention that not many customers currently de-
mand functionalities related to the self-management of data so that organizations must
weigh up whether the implementation is worthwhile. Other challenges are the technical
complexity, but also related data security and privacy isssues, e.g., a secure customer
identification for data access. In respect to the principle of data portability, some experts
see external service providers as responsible for ensuring data portability for the cus-
tomer rather than the organization itself. Multi-operator identity management plays, for
example, a higher role in e-commerce, especially with the rise of federated identity
solutions (Ehrlich et al. 2021), such as Facebook or Google Connect. Interviewees re-
mark that organizations should collaborate with neutral solution providers for identity
management that should not base their business model on the commercialization of
customer data. Finally, the principles of customer value and personal analytics is per-
ceived as important. Experts see the chance for organizations to improve customer-
related processes and to develop competitive advantages focusing on customer value.
Similarly, data standards represent an important driver to ensure interoperability and
data portability. The experts see the potential for creating trust and value for customers
and to meet customer expectations in the appropriate handling with their data. Yet, they
also mention the need for internal data understanding and transparency and the organi-
zational awareness for customer-orientated principles.

5 A Conceptual Framework of Data Principles for data-driven
Service Innovation

Based on the identified principles from LR and interviews, this research suggests a first
conceptual framework of data principles for data-driven service innovation. By incor-
porating data principles into data-driven service innovation, organizations can ensure
the responsible and effective use of data, while building trust and delivering value to
their customers. Data principles can thereby support in the actual service concept design
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and implementation just as the actual management of new data-driven services (cf.
Beverungen et al. 2018). For example, they assist in the design of information collec-
tion, distribution and delivery just as relevant workflow processes and responsibilities
for data-driven service implementation (Khatri and Brown, 2010; Rizk et al. 2018; Lim
et al. 2018). The proposed framework presented in Figure 1 systematizes the presented
data principles along the dimension of customer centricity. The customer has become
the creator and a recipient of information so that customer-centered data governance
approaches focusing on customer value and the self-management of customer data
should receive more attention (Becerril 2018; Koskinen et al. 2019; Tapsell et al. 2018).
However, the interviews revealed that the relevance of customer-orientated principles
highly depends on the organizational awareness and the maturity of the organization.
This work follows the Customer Dominant Logic (Heinonen and Strandvik 2020) and
conceives the customer as the overall data subject, still considering that a customer can
represent different roles, such as a citizen, a user, or a client (Heinonen and Strandvik
2018). Thus, the framework underlines the need for legal guidance, but goes further
and highlights the development towards strong customer-orientated principles for the
design and management of data-driven services. The framework suggests starting with
the implementation of legal-orientated principles as a basis when developing data-
driven services, but to gradually expand activities to include business and customer-
orientated principles. Where as the application of legal-orientated principles are mostly
forced by law, organizations can gradually take advantage of business and customer-
orientated data principles to increase the level of customer centricity. By following
more and more customer-orientated principles, new types of services can be designed
that allow the self-management and control of customer data.

3. Customer-orientated Principles

(1) Customer Feedback Loops (4)  Multi-operator Identity and Consent
(2) Customer Control and Self- management
Management of Data (5) Traceability & Legibility
(3) Data Portability (6) Customer Value & Personal Analytics
for improving Life Value

2. Business-orientated Principles
(1) Smgle View of the Customer (5) Real-time Capabilities
(2)  Analytical Capabilities for Customer Intelligence ~ (6) Performance Assessment for Decision-Making
(3) Company-wide integrated Data Access for Customer(7) Meta-Data & Master-Data Management
Management
(4) Personalization of Customer Interaction

1. Legal-orientated Principles

(O]
2)
(3)
“)
(5)
©)

Level of Customer Centricity

Privacy by Design (7)  Restriction, Rectification and Deletion of Personal
Accuracy & Quality (8) Consent Management

Information Transparency (9) End-to-End Security

Purpose Specification/ Limitation of Personal Data Use (10) Legal Authorization and Accountability

Minimization of Data Collection & Storage Limitation (11) Secure Exchange with Service Partners
Access of Personal Data

Figure 1. Framework of Data Principles in Data-driven Service Innovation

6 Summary and Research Contribution

This paper extracts and categorizes several data principles for managing customer data
for data-driven service innovation. For this purpose, it outlines the analysis of different
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research streams and discusses the resulting perspectives of legal-, business- and cus-
tomer-orientated data principles with experts. Simarly to other researchers (Kthne and
Bohmann, 2018; Sammon and Nagle, 2017), this research points toward the need for
integrating data governance into the design of new services from the outset, rather than
building procedures only as a part of operational activities. The results of this research
provide practical and theoretical contributions. First, it adds value to the service inno-
vation research stream by systematically incorporating data principles through the anal-
ysis of different academic streams. Second, practical knowledge is gathered regarding
the implementation of the identified principles and the related maturity level. Third,
existing data governance approaches are extended with a strong customer focus instead
of a primary organizational perspective. Finally, practical guidance for taking ad-
vantage from the identified principles is provided as a toolbox for service providers.
The presented framework proposes to increase the level of customer centricity by build-
ing up the management of customer data for data-driven services upon legal-, business,
and customer-orientated data principles. Integrating data principles into the service in-
novation process has several potential benefits. First, it ensures compliance with regu-
latory requirements throughout the service innovation process, taking into account im-
portant guidelines as early as the conception of new services. Second, the gradual ap-
plication of business and customer-orientated principles not only ensures the integra-
tion of business requirements, it allows the discourse for novel perspectives that
strengthen personal data sovereignty of the customer in human-centered approaches of
data-driven service innovation (Nomura et al. 2020; Koskinen et al. 2019).

Yet, this research has several limitations. Even if the first research results offer val-
uable knowledge for the design of a first conceptual framework, subsequent evaluation
is required that actually demonstrate the usability and feasibility of the conceptual
model when designing new data-driven services. This evaluation should occur in dif-
ferent industries or application fields to reach more confident and rigorous justification
and generalization (Vom Brocke et al. 2020). The conceptual framework represents
early conceptual knowledge to support organizations in the design of data-driven ser-
vices. Further development must be discussed if the model can be further refined, e.g,
in the form of design principles or certain process models (Gregor and Hevner 2013).
Moreover, the conducted interviews can only offer first tendencies related to the rele-
vance of the discussed principles. The analysis of the interviews already demonstrates
several differences in the perceived relevance and implementation depending on the
industry, size of the organization, and their maturity level. Accordingly, a more com-
prehensive survey is necessary to assess the current relevance of the principles in more
detail. Finally, ethical guidelines representing values such as avoiding discrimination,
ensuring human rights or fairness (Balasubramaniam et al. 2022; IEEE 2022) need to
be more strongly integrated. While this contribution focused more on data principles
for technical implementation, further research should also consider the relevance of
ethical principles for data-driven service innovation, such as fairness or discrimination.

12



References

Abraham, R., Schneider, J.,Vom Brocke, J. (2019). Data governance: A conceptual
framework, structured review, and research agenda. International Journal of
Information Management 49, 424-438. https://doi.org/10.1016/j.ijinfo-
mgt.2019.07.008.

AICPA (2020). AICPA Privacy Management Framework. https://us.aicpa.org/in-
terestareas/informationtechnology/privacy-management-framework. Accessed:
22.02.2023.

Alhassan, 1.,Sammon, D.,Daly, M. (2019). Critical success factors for data govern-
ance: A theory building approach. Information Systems Management 36 (2),
98-110. https://doi.org/10.1080/10580530.2019.1589670.

Alt, R.,Ehmke, J.F., Haux, R., Henke, T., Mattfeld, D.C., Oberweis, A.,Paech, B.,
Winter, A. (2019). Towards customer-induced service orchestration - require-
ments for the next step of customer orientation. Electronic Markets 29 (1), 79—
91. https://doi.org/10.1007/s12525-019-00340-3.

Alt, R., Goldi, A., Osterle, H., Portmann, E., Spiekermann, S. (2021). Life Engineer-
ing - Towards a new Discipline. Business & Information Systems Engineering
63 (2), 191-205.

Baijens, J.,Helms, Remko W.,Velstra, T. (2020). Towards a Framework for Data An-
alytics Governance Mechanisms. Proceedings of the 28" European Conference
on Information Systems (EC1S2020), pp. 81-97.

Balasubramaniam, N.,Kauppinen, M., Hiekkanen, K.,Kujala, S. (2022). Transparency
and Explainability of Al Systems: Ethical Guidelines in Practice. In: Interna-
tional Working Conference on Requirements Engineering: Foundation for
Software Quality. Springer, Cham, 3-18.

Becerril, A. A. (2018). The value of our personal data in the Big Data and the Internet
of all Things Era. ADCAIJ: Advances in Distributed Computing and Artificial
Intelligence Journal, 7 (2), 2255-2863. https://doi.org/10.14201/AD-
CAI1J2018727180.

Beverungen, D., Littenberg, H., Wolf, V. (2018). Recombinant service systems engi-
neering. Business & Information Systems Engineering 60 (5), 377-391.
https://doi.org/10.1007/s12599-018-0526-4.

Beverungen, D., Miller, O., Matzner, M., Mendling, M.,VVom Brocke, J. (2019). Con-
ceptualizing smart service systems. Electronic Markets 29 (1), 7-18.
https://doi.org/10.1007/s12525-017-0270-5.

Bitkom. (2022). Deutsche Unternehmen 6ffnen sich der Datendkonomie.
https://www.bitkom.org/Presse/Presseinformation/Unternehmen-oeffnen-sich-
Datenoekonomie

Blocher, K., Alt, R. (2022). The Potentials of Personal Data Management for Smart
Service Innovation. In: Manfred Bruhn/Karsten Hadwich (Eds.). Smart Ser-
vices. Band 1: Konzepte - Methoden, Prozesse. Springer Gabler, Wiesbaden,
335-362.

13


https://doi.org/10.1016/j.ijinfomgt.2019.07.008
https://doi.org/10.1016/j.ijinfomgt.2019.07.008
https://us.aicpa.org/interestareas/informationtechnology/privacy-management-framework
https://us.aicpa.org/interestareas/informationtechnology/privacy-management-framework
https://doi.org/10.1080/10580530.2019.1589670
https://doi.org/10.1007/s12525-019-00340-3
https://doi.org/10.14201/ADCAIJ2018727180
https://doi.org/10.14201/ADCAIJ2018727180
https://doi.org/10.1007/s12525-017-0270-5
https://www.bitkom.org/Presse/Presseinformation/Unternehmen-oeffnen-sich-Datenoekonomie
https://www.bitkom.org/Presse/Presseinformation/Unternehmen-oeffnen-sich-Datenoekonomie

Bose, R. (2002). Customer relationship management: key components for IT success.
Industrial Management & Data Systems 102 (2), 89-97.
https://doi.org/10.1108/02635570210419636.

Brous, P.,Janssen, M.,Krans, R. (2020). Data Governance as Success Factor for Data
Science. In: Conference on e-Business, e-Services and e-Society. Springer,
Cham, pp. 431-442.

Brous, P.,Janssen, M.,Vilminko-Heikkinen, R. (2016). Coordinating Decision-Making
in Data Management Activities: A Systematic Review of Data Governance
Principles. In: Hans Jochen Scholl/Olivier Glassey/Marijn Janssen et al. (Eds.).
Electronic Government. 15 IFIP WG 8.5 International Conference, EGOV
2016, Guimardes, Portugal, September 5-8, 2016, Proceedings, Cham, 2016.
Cham, Springer International Publishing, pp. 115-125.

Cath, C. (2018). Governing Artificial Intelligence: Ethical, Legal and Technical Op-
portunities and Challenges. Philosophical transactions. Series A, Mathemati-
cal, physical, and engineering sciences 376 (2133).
https://doi.org/10.1098/rsta.2018.0080.

Cavoukian, A. (2009). Privacy by design: The 7 foundational principles. Information
and Privacy Commissioner of Ontario, Canada.

Cespedes, F.,Smith, H. J. (1993). Database marketing: New rules for policy and prac-
tice. Database marketing: New rules for policy and practice. Sloan Manage-
ment Review 34(4), 7-22.

Chan, J. O. (2005). Toward a Unified View of Customer Relationship Management.
Journal of American Academy of Business 6(1), 32-38.

Chaudhry, A., Crowcroft, J.,Howard, H.,Madhavapeddy, A., Mortier, R.,Haddadi, H.,
McAuley, D. (2015). Personal Data: Thinking Inside the Box. Critical Alterna-
tives (1,1). https://doi.org/10.7146/aahcc.v1i1.21312.

Crabtree, A.,Lodge, T.,Colley, J., Greenhalgh, C., Glover, K., Haddadi, H.Amar, Y.,
Mortier, R., Li, Q., Moore, J., Wang, L., Yadav, P., Zhao, J., /Brown, A., Ur-
quhart, L., McAuley, D. (2018). Building Accountability into the Internet of
Things: the loT Databox model. Journal of Reliable Intelligent Environments 4
(1), 39-55. https://doi.org/10.1007/s40860-018-0054-5.

Crabtree, A.,/Mortier, R. (2015). Human Data Interaction: Historical Lessons from
Social Studies and CSCW. In: ECSCW 2015: Proceedings of the 14" Euro-
pean Conference on Computer Supported Cooperative Work, 19-23 September
2015, Oslo, Norway. Springer, Cham, 3-21.

Culnan, M. (2019). Policy to Avoid a Privacy Disaster. Journal of the Association for
Information Systems 20 (6). https://doi.org/10.r17705/1.jais.00554.

Cunningham, C.Song, I.,Chen, P. P. (2004). Data warehouse design to support cus-
tomer relationship management analyses. In: 1l-Yeol Song (Ed.). Proceedings
of the 7" ACM international workshop on Data warehousing and OLAP, the
7" ACM international workshop, Washington, DC, USA, 11/12/2004 -
11/13/2004. New York, NY, ACM, 14.

Dafoe, A. (2018). Al governance: a research agenda. Centre for the Governance of
Al, Future of Humanity Institute, University of Oxford.

14


https://doi.org/10.1108/02635570210419636
https://doi.org/10.1098/rsta.2018.0080
https://doi.org/10.7146/aahcc.v1i1.21312
https://doi.org/10.1007/s40860-018-0054-5
https://doi.org/10.r17705/1.jais.00554

DAMA International (2009). The DAMA Guide to The Data Management Body of
Knowledge. New Jersey, Technics Publications, LLC.

Data and Marketing Association (2022). Code of conduct. Available online at
https://dma.org.uk/the-dma-code.

Davis, M. M. (Ed.). (2022). Research Handbook on Services Management. Edward
Elgar Publishing

Demirkan, H., Bess, C., Spohrer, J., Rayes, A., Allen, D., & Moghaddam, Y. (2015).
Innovations with smart service systems: Analytics, big data, cognitive assis-
tance, and the internet of everything. Communications of the Association for
Information Systems(37,35), 733—752. https://doi.org/10.17705/1CAIS.03735

Dyché, J.,Levy, E. (2006). Customer data integration. Reaching a single version of the
truth. Hoboken, N.J, John Wiley & Sons.

Ehrlich, T., Richter, D., Meisel, M.,Anke, J. (2021). Self-Sovereign Identity als
Grundlage fir universell einsetzbare digitale Identitdten. HMD Praxis der
Wirtschaftsinformatik 58 (2), 247-270. https://doi.org/10.1365/s40702-021-
00711-5.

Eisenhardt, K. M., Graebner, M. E. (2007). Theory Building From Cases: Opportuni-
ties And Challenges. Academy of Management Journal 50 (1), 25-32.
https://doi.org/10.5465/amj.2007.24160888.

Engel, C., Ebel, P. (2019). Data-driven service innovation: A systematic literature re-
view and development of a research agenda. (accessed 8/22/2019).

Erickson, A. (2018). Comparative Analysis of the EU’s GDPR and Brazil’s LGPD:
Enforcement Challenges with the LGPD. Brook. J. Int’l L. 44,859.

European Commission (2016). The EU Data Protection Reform and Big Data Fact-
sheet 2016. Available online at http://ec.europa.eu/justice/.

European Commission (2019a). Ethics guidelines for trustworthy Al Expertengruppe
fur kinstliche Intelligenz 2018. Available online at https://ec.europa.eu/digital-
single-market/en/news/ethics-guidelines-trustworthy-ai.

European Commission (2019b). European data strategy. https://ec.europa.eu/info/strat-
egy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en. Ac-
cessed: 22.01.2023.

European Commission (2022). Proposal for a Regulation of the European Parliament

and of the council on harmonised rules on fair access to and use of data (Data
Act). https://eur-lex.europa.eu/legal-con-
tent/EN/TXT/?uri=COM%3A2022%3A68%3AFIN, Accessed: 22.01.2023.

European Commission (2016). The EU Data Protection Reform and Big Data Factsheet
2016. Retrieved from European commission web. http://ec.europa.eu/justice/, Ac-
cessed: 22.01.2023.

Fadler, M., Lefebvre, H., Legner, C. (2021). Data governance: From Master Data

Quality to Data Monetization. ECIS 2021 Research Papers.155.

Fadler, M., Legner, C. (2021). Toward Big Data and Analytics Governance: Redefin-
ing Structural Governance Mechanisms. In Proceedings of the 54™ Hawaii In-
ternational Conference on System Sciences, pp. 5696-5705.

15


https://dma.org.uk/the-dma-code
https://doi.org/10.17705/1CAIS.03735
https://doi.org/10.1365/s40702-021-00711-5
https://doi.org/10.1365/s40702-021-00711-5
https://doi.org/10.5465/amj.2007.24160888
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN
http://ec.europa.eu/justice/

Fan, H.,Poole, M. S. (2006). What Is personalization? Perspectives on the design and
implementation of personalization in information systems. Journal of Organi-
zational Computing and Electronic Commerce 16 (3-4), 179-202.
https://doi.org/10.1080/10919392.2006.9681199.

Federal Trade Commission (2012). The 2012 Federal Trade Commission Privacy
Framework. https://www.ftc.gov/sites/default/files/documents/reports/federal-
trade-commission-report-protecting-consumer-privacy-era-rapid-change-rec-
ommendations/120326privacyreport.pdf, Accessed: 22.01.2023.

Fellenz, M. R., Brady, M. (2010). Managing Customer-Centric Information: The
Challenges of Information and Communication Technology (ICT) Deployment
in Service Environments. International Journal of Applied Logistics (IJAL) 1
(3), 88-105. https://doi.org/10.4018/jal.2010070105.

Fischer, M., Imgrund, F.,Friedrich-Baasner, G., Janiesch, C.,Winkelmann, A. (2018).
Connected Enterprise Meets Connected Customer - A Design Approach. Ha-
waii International Conference on System Sciences 2018 (HICSS-51), pp.
4641-4650.

Fruhwirth, M., Ropposch, C., & Pammer-Schindler, V. (2020). Supporting Data-
driven Business Model Innovations. Journal of Business Models, 8(1), 7-25.
https://doi.org/10.5278/0js.jbm.v8i1.3529

GDPR.EU (2023). GDPR: Complete guide to GDPR compliance. https://gdpr.eu/,
Accessed: 22.01.2023.

Gebert, H., Geib, M., Kolbe, L., Brenner, W. (2003). Knowledge-enabled customer
relationship management: integrating customer relationship management and
knowledge management concepts. Journal of Knowledge Management 7 (5),
107-123. https://doi.org/10.1108/13673270310505421.

Gellman, R. (2017). Fair information practices: A basic history. Available at SSRN.

Gregor, S.,Hevner, A. (2013). Positioning and Presenting Design Science Research
for Maximum Impact. Management Information Systems Quarterly 37 (2),
337-355.

Haikio, J., Yli-Kauhaluoma, S., Pikkarainen, M., livari, M., Koivumaki, T. (2020).
Expectations to Data: Perspectives of Service providers and users of Future
Health and Wellness Services. Health and Technology 10 (3), 621-636.
https://doi.org/10.1007/s12553-020-00410-z.

Raj, W., Malik, M., Kanioura, A. (2018). Real-Time Analytics: The Key to Unlocking
Customer Insights & Driving the Customer Experience. Harvard Business Re-
view Available online at https://www.sas.com/en/whitepapers/real-time-ana-
Iytics-109676.html. https://doi.org/10.5278/0js.jom.v7i2.2482.

Heinonen, K., Strandvik, T. (2018). Reflections on customers’ primary role in mar-
kets. European Management Journal 36 (1), 1-11.
https://doi.org/10.1016/j.emj.2017.09.005.

Heinonen, K., Strandvik, T. (2020). Customer-dominant service logic. In E. Bridges
& K. Fowler (Eds.), The Routledge Handbook of Service Research Insights
and Ideas Routledge, 69-90.

16


https://doi.org/10.1080/10919392.2006.9681199
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
https://doi.org/10.4018/jal.2010070105
https://doi.org/10.5278/ojs.jbm.v8i1.3529
https://gdpr.eu/
https://doi.org/10.1108/13673270310505421
https://doi.org/10.1007/s12553-020-00410-z
https://www.sas.com/en/whitepapers/real-time-analytics-109676.html
https://www.sas.com/en/whitepapers/real-time-analytics-109676.html
https://doi.org/10.5278/ojs.jbm.v7i2.2482

Huhtala, T. (2018). Using Personal Data to Advance Preventive Healthcare Services.
Journal of Service Science Research 10 (1), 77-115.
https://doi.org/10.1007/s12927-018-0003-0.

Hunke, F., Heinz, D., Satzger, G. (2022). Creating Customer Value from Data: Foun-
dations and Archetypes of Analytics-based Services. Electronic Markets 32
(2), 503-521. https://doi.org/10.1007/s12525-021-00506-y.

IEEE (2022). Ethically Aligned Design, First Edition (EAD1e) - Principles of ethi-
cally aligned de-sign for of autonomous and intelligent systems. Available
online at https://standards.ieee.org/content/dam/ieee-standards/stand-
ards/web/documents/other/eadle_principles_to_practice.pdf.

ISO (2019). ISO/IEC 27701:2019 Security techniques — Extension to ISO/IEC
27001 and ISO/IEC 27002 for privacy information management — Require-
ments and guidelines.

Jayachandran, S.,Sharma, S., Kaufman, P., Raman, P. (2005). The Role of Relational
Information Processes and Technology Use in Customer Relationship Manage-
ment. Journal of Marketing 69 (4), 177-192.
https://doi.org/10.1509/jmkg.2005.69.4.177.

Jones, W. P., Teevan, J. (2007). Personal Information Management. \VVol. 14. Seattle,
University of Washington Press,

Khatri, V., Brown, C. V. (2010). Designing Data Governance. Communications of the
ACM 53(1), 148-152.

Kooper, M. N., Maes, R., Lindgreen, E.E.O. Roos (2011). On the Governance of In-
formation: Introducing a new Concept of Governance to support the Manage-
ment of Information. International Journal of Information Management 31 (3),
195-200. https://doi.org/10.1016/j.ijinfomgt.2010.05.009.

Koskinen, J., Knaapi-Junnila, S.,Rantanen, M. M. (2019). What if we Had Fair, Peo-
ple-Centred Data Economy Ecosystems? In: 2019 IEEE SmartWorld, Ubiqui-
tous Intelligence & Computing, Advanced & Trusted Computing, Scalable
Computing & Communications, Internet of People and Smart City Innovation.
SmartWorld/UIC/ATC/SCALCOM/IOP/SCI 2019 : Leicester, United King-
dom, 19-23 August 2019 : Piscataway, NJ, IEEE, pp. 329-334.

Kihne, B.,Bohmann, T. (2020). Formative Evaluation of data-driven Business Mod-
els — The Data Insight Generator. Proceedings of the 53rd Hawaii International
Conference on System Sciences, 427-236.
https://doi.org/10.24251/HICSS.2020.053.

Kumar, V., Chattaraman, V., Neghina, C., Skiera, B., Aksoy, L., Buoye, A., Henseler,
J. (2013). Data-driven Services Marketing in a Connected World. Journal of
Service Management 24 (3), 330-352.
https://doi.org/10.1108/09564231311327021.

Kumar, V., Reinartz, W.J. (2006). Customer Relationship Management: A Databased

Approach, Wiley, Hoboken, NJ.

Kurtmollaiev, S.,Pedersen, P.E. (2022). Bringing together the Whats and Hows in the
Service Innovation Literature: An Integrative Framework. International Jour-
nal of Management Reviews 24, 625-653. https://doi.org/10.1111/ijmr.12297.

17


https://doi.org/10.1007/s12525-021-00506-y
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/other/ead1e_principles_to_practice.pdf
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/other/ead1e_principles_to_practice.pdf
https://doi.org/10.1509/jmkg.2005.69.4.177
https://doi.org/10.1016/j.ijinfomgt.2010.05.009
https://doi.org/10.1108/09564231311327021

Kunz, W.,Aksoy, L., Bart, Y., Heinonen, K., Kabadayi, S., Ordenes, F.V., Sigala, M.,
Diaz, D., Theodoulidis, B. (2017). Customer Engagement in a Big Data World.
Journal of Services Marketing 31 (2), 161-171. https://doi.org/10.1108/JSM-
10-2016-0352.

Ladley, J. (2019). Data governance: How to design, deploy, and sustain an effective
data governance program. Academic Press.

Langford, J.,Poikola, A., Janssen, W., Lahteenoja, V., Rikken, M. (2022). Under-
standing MyData Operators, https://www.mydata.org/publication/understand-
ing-mydata-operators/. Accessed: 22.01.2023.

Legner, C., Pentek, T., Otto, B. (2020). Accumulating Design Knowledge with Refer-
ence Models: Insights from 12 Years’ Research into Data Management. Jour-
nal of the Association for Information Systems 21 (3).
https://doi.org/10.17705/1jais.00618.

Lehrer, C., Wieneke, A., Vom Brocke, J., Jung, R., Seidel, S. (2018). How Big Data
analytics enables service innovation: Materiality, affordance, and the individu-
alization of service. Journal of Management Information Systems 35 (2), 424—
460. https://doi.org/10.1080/07421222.2018.1451953.

Li, I., Dey, A., Forlizzi, J. (2010). A Stage-based Model of Personal Informatics Sys-
tems. In Proceedings of the SIGCHI Conference on Human Factors in Compu-
ting Systems. 557-566.

Likert, R. (1932). A technique for the measurement of attitudes. Archives of Psychol-
ogy (22 140), 55.

Lim, C. Kim, K, Kim, M., Heo, J., Kim, K.J., Maglio, P. P. (2018). From Data to
Value: A nine-factor Framework for data-based Value Creation in Infor-
mation-intensive Services. International Journal of Information Management
39, 121-135. https://doi.org/10.1016/j.ijinfomgt.2017.12.007.

Lim, C., Kim, M., Kim, K., Kim, K.J., Maglio, P (2019). Customer Process Manage-
ment. Journal of Service Management 30 (1), 105-131.
https://doi.org/10.1108/JOSM-02-2017-0031.

Lusch, R. F., & Nambisan, S. (2015). Service innovation: A service-dominant logic
perspective. MIS Quarterly, 39(1), 155-175.
https://doi.org/10.25300/M1SQ/2015/39.1.07

Maglio, P., Lim, C. (2016). Innovation and Big Data in smart service systems. Journal
of Innovation Management 4 (1), 11-21. https://doi.org/10.24840/2183-
0606_004.001_0003.

Micheli, M., Ponti, M., Craglia, M., Berti S. A. (2020). Emerging Models of Data
Governance in the Age of Datafication. Big Data & Society 7 (2), 1-15.
https://doi.org/10.1177/2053951720948087.

Mikalef, P., Boura, M., Lekakos, G., Krogstie, J. (2020). The Role of Information
Governance in Big Data Analytics Driven Innovation. Information & Manage-
ment 57 (7), 103361. https://doi.org/10.1016/j.im.2020.103361.

Mikalef, P., Krogstie, J., van de Wetering, R., Pappas, |., Giannakos, M. (2018). In-
formation Governance in the Big Data Era: Aligning Organizational Capabili-
ties. Proceedings of the 51% Hawaii International Conference on System Sci-
ences, pp. 4911-4920. https://doi.org/10.24251/HICSS.2018.615.

18


https://doi.org/10.1108/JSM-10-2016-0352
https://doi.org/10.1108/JSM-10-2016-0352
https://www.mydata.org/publication/understanding-mydata-operators/
https://www.mydata.org/publication/understanding-mydata-operators/
https://doi.org/10.17705/1jais.00618
https://doi.org/10.1080/07421222.2018.1451953
https://doi.org/10.1016/j.ijinfomgt.2017.12.007
https://doi.org/10.1108/JOSM-02-2017-0031
https://doi.org/10.24840/2183-0606_004.001_0003
https://doi.org/10.24840/2183-0606_004.001_0003
https://doi.org/10.1177/2053951720948087
https://doi.org/10.1016/j.im.2020.103361
https://doi.org/10.24251/HICSS.2018.615

Mortier, R., Haddadi, H., Henderson, T., McAuley, D., Crowcroft, J. (2014). Human-
Data Interaction: The Human Face of the Data-Driven Society.

Myers, M. D., Newman, M. (2007). The qualitative interview in IS research: Examin-
ing the craft. Information and Organization 17 (1), 2-26.
https://doi.org/10.1016/j.infoandorg.2006.11.001.

Neslin, S. A., Grewal, D., Leghorn, R., Shankar, V., Teerling, M. L., Thomas, J. S.,
Verhoef, P. C. (2006). Challenges and Opportunities in Multichannel Cus-
tomer Management. Journal of Service Research (9(2)), 95-112.

Nomura, S.,Sakamoto, H., Ishizuka, A., Katsuma, Y.,Akashi, H., Miyata, H. (2020).
Ongoing debate on data governance principles for achieving Universal Health
Coverage: a proposal to post-G20 Osaka Summit meetings. Global Health Ac-
tion 13 (1), 1859822. https://doi.org/10.1080/16549716.2020.1859822.

OECD (2019). OECD Al Principles overview. https://oecd.ai/en/ai-principles, Ac-

cessed: 22.01.2023.

OECD (2022). Privacy Expert Group Report on the Review of the 1980 OECD Pri-
vacy Guidelines, OECD Digital Economy Papers, No. 229, OECD Publishing,
p. 1-12. Available online at https://www.oecd.org/sti/ieconomy/privacy.htm.

Ostrom, A. L.; Parasuraman, A., Bowen, D. E./Patricio, L., Voss, C. A. (2015). Ser-
vice Research Priorities in a Rapidly Changing Context. Journal of Service Re-
search 18 (2), 127-159. https://doi.org/10.1177/1094670515576315.

Otto, B. (2011). Organizing Data Governance: Findings from the Telecommunica-
tions Industry and Consequences for Large Service Providers. Communica-
tions of the Association for Information Systems 29 (1).
https://doi.org/10.17705/1CAIS.02903.

Pan, S, L., Lee, J.N. (2003). Using e-CRM for a unified View of the Customer. Com-
munications of the ACM 46 (4), 95-99.
https://doi.org/10.1145/641205.641212.

Papagiannidis, E., Enholm, I.M., Dremel, C., Mikalef, P., Krogstie, J. (2022). Toward
Al Governance: Identifying Best Practices and Potential Barriers and Out-
comes. Information Systems Frontiers, 1-19. https://doi.org/10.1007/s10796-
022-10251-y.

Park, C. H./Kim, Y. G. (2003). A Framework of Dynamic CRM: Linking Marketing
with Information Strategy. Business Process Management Journal 9 (5), 652—
671. https://doi.org/10.1108/14637150310496749.

Patricio, L., Gustafsson, A., Fisk, R. (2018). Upframing Service Sesign and Innova-
tion for Research Impact. Journal of Service Research 21 (1), 3-16.
https://doi.org/10.1177/1094670517746780.

Payne, A., Frow, P. (2005). A Strategic Famework for Customer Relationship Man-
agement. Journal of Marketing 69 (4), 167-176.
https://doi.org/10.1509/jmkg.2005.69.4.167.

Payne, D., Landry, B., Dean, M. (2015). Data Mining and Privacy: An Initial Attempt
at a Comprehensive Code of Conduct for Online Business. Communications of
the Association for Information Systems 37 (1).
https://doi.org/10.17705/1CAIS.03734.

19


https://doi.org/10.1016/j.infoandorg.2006.11.001
https://doi.org/10.1080/16549716.2020.1859822
https://oecd.ai/en/ai-principles
https://www.oecd.org/sti/ieconomy/privacy.htm
https://doi.org/10.1177/1094670515576315
https://doi.org/10.17705/1CAIS.02903
https://doi.org/10.1145/641205.641212
https://doi.org/10.1007/s10796-022-10251-y
https://doi.org/10.1007/s10796-022-10251-y
https://doi.org/10.1108/14637150310496749
https://doi.org/10.1509/jmkg.2005.69.4.167
https://doi.org/10.17705/1CAIS.03734

Pearson, S. (2009). Taking account of privacy when designing cloud computing ser-
vices. In: ICSE Workshop on Software Engineering Challenges of Cloud Com-
puting, 2009. CLOUD 09 ; Vancouver, Canada, 23 May 2009 ; in conjunction
with the 2009 IEEE 31* International Conference on Software Engineering
(ICSE 2009), May 16 - 24, 2009, 2009 ICSE Workshop on Software Engineer-
ing Challenges of Cloud Computing, Vancouver, BC, Canada, 5/23/2009 -
5/23/2009. Piscataway, NJ, IEEE, pp. 44-52.

Peters, C., Maglio, P., Badinelli, R., Harmon, R. R., Maull, R., Spohrer, J. C., Tuuna-
nen, T., Vargo, S. L., Welser, J. J./Demirkan, H., Griffith, T. L., Moghaddam,
Y. (2016). Emerging Digital Frontiers for Service Innovation. Communica-
tions of the Association for Information Systems : CAIS 1 (39).

Poikola, A., Kuikkaniemi, K., Honko, H. (2020). Mydata a ordic Model for Human-
centered Personal Data Management and Processing. Finnish Ministry of
Transport and Communications.

Potiguara C.A., Potiguara C., Fernanda/Dias C.E., Potiguara C., Pedro H. (2020). Big
Data, Anonymisation and Governance to Personal Data Protection. In: Seok-
Jin Eom (Ed.). The 21t Annual International Conference on Digital Govern-
ment Research. New York, United States, Association for Computing Machin-
ery, 185-195.

Ranjan, J., Bhatnagar, V. (2009). A Holistic Framework for mMCRM — Data Mining
Perspective. Information Management & Computer Security 17 (2), 151-165.
https://doi.org/10.1108/09685220910964018.

Ranjan, J., Bhatnagar, V. (2011). Role of Knowledge Management and Analytical
CRM in Business: Data Mining based Framework. The Learning Organization
18 (2), 131-148. https://doi.org/10.1108/09696471111103731.

Rapp, A., Cena, F. (2016). Personal informatics for everyday life: How users without
prior self-tracking experience engage with personal data. International Journal
of Human-Computer Studies 94, 1-17.
https://doi.org/10.1016/j.ijhcs.2016.05.006.

Rooksby, J., Rost, M.,Morrison, A., Chalmers, M. (2014). Personal tracking as lived
informatics. In: Matt Jones (Ed.). Proceedings of the SIGCHI Conference on
Human Factors in Computing Systems, CHI ‘14: CHI Conference on Human
Factors in Computing Systems, Toronto Ontario Canada, 2014. New York,
NY, ACM, pp. 1163-1172.

Rowley, J. E. (2002). Reflections on Customer Knowledge Management in e-busi-
ness. Qualitative Market Research: An International Journal 5 (4), 268—280.
https://doi.org/10.1108/13522750210443227.

Sammon, D., Nagle, T. (2017). The Data Value Map: A Framework for Developing
Shared Understanding on Data Initiatives. ECIS 2017: 25th European Confer-
ence on Information Systems, 1439-1452,

Saarijarvi, H., Grénroos, C., Kuusela, H. (2014). Reverse Use of Customer Data: Im-
plications for Service-based Business Models. Journal of Services Marketing
28 (7), 529-537. https://doi.org/10.1108/JSM-05-2013-0111.

20


https://doi.org/10.1108/09685220910964018
https://doi.org/10.1108/09696471111103731
https://doi.org/10.1016/j.ijhcs.2016.05.006
https://doi.org/10.1108/13522750210443227

Saarijérvi, H., Kuusela, H., Kannan, P. K., Kulkarni, G., Rintaméki, T. (2016). Un-
locking the Transformative Potential of Customer Data in Retailing. The Inter-
national Review of Retail, Distribution and Consumer Research 26 (3), 225—
241. https://doi.org/10.1080/09593969.2015.1105846.

Schéfer, F., Gebauer, H.,Grdger, C., Gassmann, O., Wortmann, F. (2022). Data-
driven Business and Data Privacy: Challenges and Measures for Product Com-
panies. Business Horizons. https://doi.org/10.1016/j.bushor.2022.10.002.

Schritz, R., Seebacher, S., Satzger, G., Schwarz, L. (2017). Datatization as the next
Frontier of Servitization: Understanding the Challenges for Transforming Or-
ganizations. In Proceedings of the 38" International Conference on Infor-
mation Systems, South Korea, pp.1-21.

Schymanietz, M. (2020). Capabilities for Data-driven Service Innovation. Wiesbaden,
Springer Fachmedien Wiesbaden.

Seidelin, C., Dittrich, Y., Gronvall, E. (2020). Foregrounding Data in Co-design — An
Exploration of how Data may Become an Object of Design. International Jour-
nal of Human-Computer Studies 143, 102505.
https://doi.org/10.1016/j.ijhcs.2020.102505.

Sitra (2021). IHAN Blueprint. https://www.sitra.fi/en/articles/ihan-blueprint/. Ac-
cessed: 22.01.2023.

Spiekermann, S.,Acquisti, A., Bhme, R., Lung H., K. (2015). The Challenges of Per-
sonal Data Markets and Privacy. Electronic Markets 25 (2), 161-167.
https://doi.org/10.1007/s12525-015-0191-0.

Stone, M., Aravopoulou, E., Gerardi, G., Todeva, E., Weinzierl, L., Laughlin, P.,
Stott, R. (2017). How Platforms are Transforming Customer Information Man-
agement. The Bottom Line (30,3), 216-235. https://doi.org/10.1108/BL-08-
2017-0024.

Stone, M.,Bond, A., Foss, B. (2004). Consumer insight. How to use Data and Market
Research to get closer to your Customer. Kogan Page Publishers.

Tallon, P. P., Ramirez, R. V., Short, J. E. (2013). The Information Artifact in IT Gov-
ernance: Toward a Theory of Information Governance. Journal of Manage-
ment Information Systems 30 (3), 141-178. https://doi.org/10.2753/M1S0742-
1222300306.

Tapsell, J. Akram, R. N., Markantonakis, K. (2018). Consumer Centric Data Control,
Tracking and Transparency — A Position Paper. In: 2018 17" IEEE Interna-
tional Conference On Trust, Security And Privacy In Computing And Commu-
nications/ 12 IEEE International Conference On Big Data Science And Engi-
neering 2018, pp. 1380-1385.

The White House Report (2012). Consumer Data Privacy in a networked World: A
Framework for Protecting Privacy and romoting innovation in the Global Digi-
tal Economy. Journal of Privacy and Confidentiality 4 (2), 95-142.

Thiebes, S., Lins, S., Sunyaev, A. (2021). Trustworthy Artificial Intelligence. Elec-
tronic Markets 31 (2), 447-464. https://doi.org/10.1007/s12525-020-00441-4.

21


https://doi.org/10.1016/j.bushor.2022.10.002
https://www.sitra.fi/en/articles/ihan-blueprint/
https://doi.org/10.1007/s12525-015-0191-0
https://doi.org/10.1108/BL-08-2017-0024
https://doi.org/10.1108/BL-08-2017-0024
https://doi.org/10.2753/MIS0742-1222300306
https://doi.org/10.2753/MIS0742-1222300306
https://doi.org/10.1007/s12525-020-00441-4

Troilo, G., de Luca, L. M., Guenzi, P. (2017). Linking data-rich Environments with
Service Innovation in incumbent Firms: A conceptual Framework and Re-
search Propositions. Journal of Product Innovation Management 34 (5), 617—
639. https://doi.org/10.1111/jpim.12395.

Trustarc (2021). Privacy & Data Governance Accountability Framework. https://trus-
tarc.com/trustarc-privacy-data-governance-accountability-framework/.Accessed:
22.02.2023.

Vom Brocke, J. V., Simons, A., Niehaves, B., Reimer, K., Plattfaut, R., Cleven, A.

(2009). Reconstructing the giant: On the Importance of Rigour in Document-
ing the Literature Search Process. ECIS 2009 Proceedings. 161.

Vom Brocke, J., Winter, R., Hevner, A., Maedche, A. (2020). Special Issue Editorial
— Accumulation and Evolution of Design Knowledge in Design Science Re-
search: A Journey Through Time and Space. Journal of the Association for In-
formation Systems 21 (3). https://doi.org/10.17705/1jais.00611.

Weber, J., Watson, R.T. (2002). Analyzing the Past to Prepare for the Future: Writing
a Literature Review. MIS Quarterly 26(2).

Wedel, M.,Kannan, P. K. (2016). Marketing Analytics for Data-rich Environments.
Journal of Marketing 80 (6), 97—121. https://doi.org/10.1509/jm.15.0413.

Wixom, B., Ross, J. (2017). How to Monetize Your Data. MIT Sloan Management
Review 58(3).

Wong, D. H.-T., Maarop, N., Samy, G. N. (2020). Data Governance and Data Stew-
ardship: A Success Procedure. In: 2020 8™ International Conference on Infor-
mation Technology and Multimedia (ICIMU), 2020, pp. 54-61.

Wulf, J. (2020). Development of an AHP Hierarchy for Managing Omnichannel apa-
bilities: A Design Science Research Approach. Business Research 13 (1), 39—
68. https://doi.org/10.1007/s40685-019-0095-5.

Xu, M., Walton, J. (2005). Gaining Customer Knowledge through Analytical CRM.
Industrial Management & Data Systems 105 (7), 955-971.
https://doi.org/10.1108/02635570510616139.

Yin, R. K. (2009). Case Study Research: Design and Methods. SAGE Publications.

22


https://doi.org/10.1111/jpim.12395
https://trustarc.com/trustarc-privacy-data-governance-accountability-framework/
https://trustarc.com/trustarc-privacy-data-governance-accountability-framework/
https://doi.org/10.17705/1jais.00611
https://doi.org/10.1007/s40685-019-0095-5
https://doi.org/10.1108/02635570510616139

	Managing Customer Data in Data-driven Service Innovation: A Framework of Data Principles
	Recommended Citation

	tmp.1694198162.pdf.QUBez

