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Abstract. Software defines digital infrastructures in the manufacturing industry,
connecting services and computation resources to machines and devices. These
infrastructures aim at increased flexibility, scalability, and a wider application port-
folio for automated manufacturing processes. At the same time, the complexity
of securing software increases dramatically. Threats to confidentiality, integrity,
and availability of software can result in critical losses for automated industrial
production and impact manufacturing companies. In order to map existing and
emerging security challenges, we present the results of a hermeneutic literature
review structured along abstraction levels and vertical integration of software.
Based on this structure, we derive implications for academia and practice focused
on system integrators, developers, and security auditors of digital infrastructures.
Thereby, we discuss courses of action mapped to software security black boxes,
infrastructure heterogeneity, and the adaptation of security for operational usage.

Keywords: Software Security, Manufacturing, Literature Review.

1 Introduction

As software is transforming the manufacturing industry, production is increasingly
defined by digital infrastructures. Out of this transformation emerges an ecosystem that
is comprised of software suppliers for manufacturing processes (cf. e.g. Alcacer and
Cruz-Machado (2019)) and technological innovations such as infrastructure-as-code
(cf. e.g. Rahman et al. (2019)). Due to the heterogeneity of software suppliers, this
ecosystem is similar to established Cloud service platforms like Amazon Web Services'
or Microsoft Azure?.

The transformation increases the dependency of the manufacturing industry on
software along two key dimensions. On one hand, the abstraction of software increases
(cf. e.g. Baldini et al. (2017)). For instance, software functionality is not defined in a
piece of code or imported as a library any more, but rather consumed as an abstract
service. On the other hand, the boundaries of vertical integration of software are
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blurring (cf. e.g. Boyes et al. (2018)). For instance, software controlling a machine can
be managed in the Cloud rather than being installed from a disk or a USB stick.

Although both academia and practice have recognised the increasing dependency
of manufacturing on software and its consequences in terms of security, no mapping
between the aforementioned key dimensions exists. For instance, extant work investigates
Cloud computing security (Tabrizchi and Kuchaki Rafsanjani, 2020) or analyses the
applicability of the IEC 62443 standard (Leander et al., 2019). Furthermore, topics of
interest are software supply chain risk management issues (cf. NIST (2023)) and the
need for a high common level of security in the European Union as constituted in the
NIS2 Directive (cf. Negreiro (2023)).

To address this shortcoming, we focus on the research question: What are security
challenges and implications for the manufacturing industry in the light of increased
abstraction and vertical integration of software? The paper presents the results of a
hermeneutic literature review on security challenges associated to the two dimensions.
We derive implications that these challenges will have on the work of salient stakehold-
ers related to software in manufacturing: system integrators, developers, and security
auditors. The analysis dimensions and relevant stakeholders were identified by critically
assessing the security challenges during our review process (cf. Section 3). To argue
the implications for stakeholders, we propose courses of action towards current and
emerging security challenges.

The paper is structured as follows. In Section 2, we describe the background of
architectural software patterns, vertical software integration in manufacturing, and soft-
ware security. In Section 3, we describe the methodology we follow. Section 4 frames
software security in manufacturing and gives an overview on related literature studies. In
Section 5, we summarise the security challenges found in our literature review. Section
6 discusses the implications that we derive from our findings and presents courses of
actions for stakeholders. Finally, Section 7 concludes the paper.

2 Background

2.1 Development of Architectural Software Patterns

Architectural software patterns express a fundamental structural organization schema
for software systems (Buschmann et al., 1996). There is a recognisable evolution of
software architectures from monolithic applications towards microservices and lately
minimal coupling of functional components (Dragoni et al., 2017; Leitner et al., 2019).

Software Monoliths: Dragoni et al. (2017) define a monolith as "a software applica-
tion whose modules cannot be executed independently”. Monoliths are characterised by
tight coupling, vertical scaling and strong dependence (Ibrahim et al., 2019). Lewis and
Fowler (2014) highlight two problems of evolving monoliths: the difficulty to keep a
modular structure and that scaling of a module requires scaling of the entire application.

Service-oriented Architecture: Service-oriented architecture (SOA) is structuring
software as services which are centered around representing certain business capabilities
(Papazoglou, 2003). SOA services achieve flexibility by decoupling their interfaces from
their implementation (Dragoni et al., 2017).



Microservices emerged as an evolution of SOA. They reduce the complexity of
applications and focus on the programming of simple services that effectively implement
a single functionality (Dragoni et al., 2017). Lewis and Fowler (2014) give a definition
of microservices and highlight their characteristics of being organised around business
capabilities, characterised by decentralised governance, and designed to evolve.

Minimal Coupling of Functional Components: Function as a Service (FaaS)
emerged as an implementation of software architectures that trend towards minimal
coupling of functional components (Perez et al., 2019). It separates the writing of
application code from the management of its deployment and underlying infrastructures
(Bocci et al., 2021). The short-running functions in a FaaS environment are triggered by
events, and then executed on-demand in an isolated environment (Leitner et al., 2019).

Development Towards Higher Levels of Software Abstraction: Even prior to the
development of FaaS, the shift from monoliths to SOA has introduced new concepts of
software abstraction. Thus, systems became more modular and interchangeable (Dragoni
et al., 2017). Therefore, monoliths usually represent a low level, SOA a medium level,
and FaaS a high level of software abstraction. With increased abstraction, more of the
service and function implementation is hidden from other components.

2.2 Vertical Software Integration in Manufacturing

A frequently used model for the hierarchical framing of manufacturing is the Ref-
erence Architectural Model Industrie 4.0 (RAMI 4.0). RAMI 4.0 is an abstract
three-dimensional reference model capturing the dimensions of system hierarchy levels,
information layers, and the lifecycle and value stream (Hankel and Rexroth, 2015).
"Vertical integration" of information systems refers to the technological support of or-
ganisational units across multiple system hierarchy levels of RAMI 4.0, from products
and field devices up to enterprise level and the connected world (Jasperneite et al., 2020).
Since software plays an essential role in these systems (Hasselbring, 2000), we present
different technological approaches to vertical software integration and analyse their
impact on security.

Cloud: The National Institute of Standards and Technology (NIST) defines Cloud
computing as "a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources" (Mell and Grance, 2011). These
resources (e.g. servers, applications, services) can be rapidly provisioned and released
with minimal efforts for management and little service provider interaction (Mell and
Grance, 2011).

Edge: Edge computing is a paradigm used to move computation to the edge of
the network (Donno et al., 2019). It was introduced to leverage Cloud computing
infrastructures and process data closer to its source (Shi et al., 2016). Edge computing
also presents benefits regarding data security and privacy, since sensitive information
stays inside the network boundaries of a company (Roman et al., 2018).

Fog: Fog computing can arguably be considered as an implementation of Edge
computing (Donno et al., 2019). It was introduced as an extension to Cloud computing,
e.g. through content delivery networks (Shojafar et al., 2017). It provides computation,



storage and networking services between end devices, Edge computing and Cloud servers
(Roman et al., 2018; Satyanarayanan, 2017).

IIoT: The Internet of Things (IoT) comprises the extension of network connectivity
and computing capability to devices and sensors (Rose et al., 2015). The Industrial
Internet of Things (IIoT) is the use of IoT technologies for the promotion of goals
distinctive to industry (Boyes et al., 2018). Academia and practice established several
reference architectures (cf. e.g. Lin et al. (2017)) to describe the integration of IIoT
devices, with software playing a major role in these systems.

IACS: Industrial Automation and Control Systems (IACS) or Industrial Control
Systems (ICS) is a collective term typically used to describe different control systems
(Boyes et al., 2018). In a guide to ICS security, the NIST states that, initially, ICS were
isolated systems running proprietary protocols and specialised hardware and software
(Stouffer et al., 2014). Since ICS have many characteristics that differ from traditional
IT systems, vertically integrating software across hierarchy levels in manufacturing (cf.
RAMI 4.0) poses challenges to security (Stouffer et al., 2014).

PERA: The Purdue Enterprise Reference Architecture (PERA) (Williams, 1994) is
another well-recognised model to frame software in manufacturing environments into
hierarchical levels (Chen et al., 2008) and analyse security (cf. e.g. Zografopoulos et al.
(2021)). Levels 0 to 2 of PERA comprise IACS. Level 3 describes manufacturing opera-
tion systems for site management. Level 4 consists of systems for business operations,
e.g. planning and logistics. Finally, level 5 comprises enterprise service management
targeting functionalities such as analytics and reporting (Williams, 1994).

2.3 Software Security

Furnell et al. (2021) indicate a growing trend for senior business management to be
held answerable for the reliable and secure operation of their information systems. The
manufacturing domain is affected by this trend and is required to guarantee security in
the context of technological advances that cause changes to IT infrastructures (Chhetri
et al., 2018). Security approaches need to identify risks to critical infrastructures before
they are victim to attacks (Chhetri et al., 2018). Information system security is commonly
measured by the CIA triad: confidentiality, integrity, and availability (Samonas and
Coss, 2014; Basu et al., 2018). These aspects represent the building blocks for designing
secure systems (Zissis and Lekkas, 2012).

Confidentiality, often discussed in the context of privacy, refers to security activities
that only grant authorised parties or systems access to protected data (Zissis and Lekkas,
2012). Integrity targets the protection of system assets against modifications that harm
information structures, sabotage processes, or reduce the value of data (Samonas and
Coss, 2014). Availability refers to the property of a system being accessible upon
demand by an authorised entity and to carry on operations even in atypical situations
(Zissis and Lekkas, 2012).

With software serving as the foundation of digital infrastructures, the confidentiality,
integrity and availability (CIA) triad frames the view on software security. Moreover, the
latter needs to be driven by analysing protective mechanisms, assurance, and emerging
challenges (Furnell et al., 2021).



3 Methodology

In this paper, we follow a qualitative and hermeneutic research approach (Klein and
Myers, 1999). Based on the methodology of Boell and Cecez-Kecmanovic (2014), we
conducted a literature review following the process of two major hermeneutic circles:
"search and acquisition" and "analysis and interpretation’. We selected this approach
in accordance with Klein and Myers (1999), since it suits the nature and context of our
research in terms of depth, breadth and heterogeneity of research disciplines involved.
We decided against a systematic review (Kitchenham and Charters, 2007), since the
definition of a comprehensive research question was not feasible at the beginning of our
research and the analysis dimensions had to be identified first.

We followed the initial idea of analysing the security challenges of software in
manufacturing. Consequently, we entered the '"'search and acquisition'' circle to select,
acquire, and read literature from the multi-dimensional field of software security (Boell
and Cecez-Kecmanovic, 2014). We gathered initial input by combining the keywords
"security" and "security challenges" with terminology identified in our problem analysis
(e.g. Cloud, IToT, SOA) in Google Scholar. As recommended by Webster and Watson
(2002), we started with highly cited papers of leading journals (e.g. Combe et al. (2016);
Marin et al. (2022)) and pursued backward and forward search. By this, we identified
central terms and main authors of the research field and refined our approach to searching
(Boell and Cecez-Kecmanovic, 2014).

Next, we entered the "analysis and interpretation' circle of the hermeneutic
approach. By this, we accumulated knowledge and experience that was used as a starting
point for additional "search and acquisition" iterations. As suggested by Boell and
Cecez-Kecmanovic (2014), there was not a clear timely separation between the two
circles. We rather followed an iterative approach towards reaching a point of saturation.
After seven iterations, we reached a point of saturation indicated by diminishing novelty
(Boell and Cecez-Kecmanovic, 2014) regarding the challenges for software security in
manufacturing.

The second circle involved a deeper interaction with extant work. It involves the
following iterative steps: (1) reading; (2) mapping and classifying; (3) critical assess-
ment; (4) argument development; (5) research problem/questions; and (6) searching
(Boell and Cecez-Kecmanovic, 2014). In total, we read (1) and reviewed 134 publica-
tions published between 2005 and 2023. We mapped and classified (2) each publication
by identifying major concepts, conceptual frameworks, and historical developments
(cf. Boell and Cecez-Kecmanovic (2014)) of software security in manufacturing. For
instance, the analysis of Shafiei et al. (2021) motivated us to include the concept of
Function as a Service (FaaS) in our next search iteration, since it is crucial for current
developments of software architectures.

Next, by critically assessing (3) the security challenges addressed by each publica-
tion, we identified the two dimensions of our analysis: abstraction levels and vertical
integration of software. Furthermore, we identified a research gap in the lack of intersec-
tion coverage in literature when analysing both dimensions and the concept of security
(cf. Section 4). Thus, we gained additional knowledge on the research field and applied
it to subsequent search iterations. Based on the assessment of literature, we developed



arguments (4) on how to address the discovered gap. We gathered security challenges
for software in manufacturing and pursued an argumentative-deductive analysis (Wilde
and Hess, 2007) to derive implications for system integrators, developers, and security
auditors. Similar to the analysis dimensions, the relevance of these stakeholders was also
identified during the critical assessment of literature.

These implications shaped the research problem/question (5) of our review. In
particular, we analysed courses of action for each of the stakeholders addressing software
security black boxes, infrastructure heterogeneity, and the adaptation of security for
operational usage (as described in Section 6). Similar to the preceding steps of the
hermeneutic circle, newly generated knowledge and experience influenced the subsequent
"search and acquisition" (6) circle.

4 Framing Software Security in Manufacturing

4.1 Literature Coverage Along the Two Analysis Dimensions

Figure 1 sketches the coverage in literature for software security in manufacturing. First,
it aligns technological approaches to vertical software integration with levels of the
PERA model. Our analysis showed that the distinction between operational technology
(OT) and information technology (IT) is blurring. For instance, the Industrial Internet of
Things (IIoT) is a characteristic concept that is merging the two technologies (Boyes
et al., 2018). Nevertheless, the IIoT reflects software systems which are no longer
dedicated to one level of the PERA model, but can be vertically integrated from the field
level (level 0) up to the enterprise services level (level 5). Second, Figure 1 presents the
intersection coverage in literature regarding security of software abstraction and vertical
integration. In this representation, we aggregate software security literature of the PERA
levels 3, 4, and 5 since the concepts of Edge and Fog computing complemented by Cloud
computing cause software to be vertically integrated already (Donno et al., 2019). A
distinct view on security of the individual levels and their coverage in literature is subject
of future work, but not in the scope of our research.

Our analysis shows that the security of software monoliths is well discussed since
we found an extensive coverage in literature (84 publications) addressing either the
challenges of monoliths in particular or software security in general, which we assigned
to a low abstraction level. For instance, software integration in manufacturing usually
requires security to focus more on integrity and availability than on confidentiality. The
latter being important on higher integration levels (Tuptuk and Hailes, 2018).

SOA (20 publications) is well-established for levels 4 and 5 (Dragoni et al., 2017)
and is increasingly integrated on level 3 as well (cf. e.g. Homay et al. (2019)). We found
an extensive coverage in literature regarding security of SOA on these levels. On the
contrary, SOA is usually not found on the levels 0-2 (Komoda, 2006) which is reflected
by the identified literature only somewhat covering the topic of security.

FaaS (30 publications) causes software to be even more vertically integrated along all
levels (Leitner et al., 2019). Consequently, FaaS shifts into the focus of research on the
levels 3-5 (Eismann et al., 2021). However, the literature we identified only somewhat
covered FaaS security. Thus, our analysis shows that the investigation of security for
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Figure 1. A sketch of literature coverage on the concept of security for software in manufacturing

FaaS implementations is extendable. As for FaaS security on levels 0-2, the identified
literature did not cover the intersection of the two dimensions, possibly caused by FaaS
considered to not fit the uses cases on lower levels. Additionally, work on FaaS security
is often focusing on confidentiality (cf. e.g. Bocci et al. (2022)), which is often secondary
for manufacturing compared to integrity and availability (Tupa et al., 2017).

In summary, there is a lack of coverage in literature on security when considering the
intersection of higher abstraction levels and increased vertical integration of software.
We address this gap by reviewing security challenges for software in manufacturing and
derive implications for stakeholders in the industry.

4.2 Related Work

There are several literature reviews on the security of IoT. For instance, Kouicem et al.
(2018) conduct a top-down survey and propose a taxonomy of security solutions in IoT.
Aly et al. (2019) present guidelines to IoT security issues and describe threats, challenges,
solutions, and countermeasures proposed in literature. Tange et al. (2020) conduct a
systematic survey of IoT security and present a range of security requirements and
discuss Fog computing opportunities. Although these reviews highlight several security
challenges addressed in this paper, they are missing a manufacturing perspective and
stakeholder-dependent implications. Furthermore, they are not reviewing developments
towards higher levels of software abstraction.

Literature reviews on (smart) manufacturing security discuss cyber-physical security
efforts (Elhabashy et al., 2019) or strategies, methodologies, and techniques to mitigate
attacks (Junior et al., 2021). Bahrami and Rouzbahani (2021) conduct a bibliometric
analysis on cybersecurity of smart manufacturing execution systems and present an
empiric analysis. These reviews put emphasis on manufacturing systems, but lack in
the analysis of software integration approaches and developments towards FaaS. In this
paper, we are aiming to fill this gap by analysing literature from the perspective of both
analysis dimensions.



5 Findings: Security Challenges for Software in Manufacturing

5.1 Security Challenges Related to the Software Abstraction Level

Below, we will present the results of our literature review on security challenges in terms
of confidentiality, integrity, and availability regarding the software abstraction level,
summarised in Table 1.

Table 1. Summary of derived security challenges related to software abstraction levels

Software Summarised Security Exemplary Sources
Abstraction Level | Challenges
Low Delayed integration of security |Ahmadvand and Ibrahim (2016); Sun
(Monoliths) patches hampering CIA triad  |et al. (2015); Fritzsch et al. (2019)
Preserving CIA triad for highly |Merkel (2014); Dragoni et al. (2017);
dependent systems Sun et al. (2015)
Hampered availability due to | Villamizar et al. (2015); Fritzsch et al.
difficult maintenance (2019); Sun et al. (2015)
. Network vulnerabilities can Yu et al. (2019); Combe et al. (2016);
Medium . . .
(SOA) compron}lse CIA trle}d Makris et al. (2022)
Application segregation and Caprolu et al. (2019); Varghese et al.
isolation to preserve CIA triad |(2016); Yu et al. (2019)
Evaluating integrity of Takabi et al. (2010); Enck and
third-party components Williams (2022); Ibrahim et al. (2019)
High Large attack surfaces hampering|Marin et al. (2022); Schleier-Smith
(FaaS) integrity of functions et al. (2021); Candel et al. (2023)
Confidentiality and availability |Li et al. (2021); Wen et al. (2022);
of platform orchestration Mondal et al. (2022)
Unknown sources for event Marin et al. (2022); Shafiei et al.
triggers hampering integrity (2021); O’Meara and Lennon (2020)

Security Challenges of Monoliths: Monoliths struggle with limited scalability
due to their architectural constraints (Fritzsch et al., 2019). Delayed release cycles
(Ahmadvand and Ibrahim, 2016) can prolong the integration of security patches and
thus hamper the CIA triad. Furthermore, monolithic systems suffer from dependencies
(Merkel, 2014), hampering the adaptation of security practices and the CIA triad (Sun
et al., 2015). The rigid structure of monoliths causes their deployment and maintenance
to be complex (Ahmadvand and Ibrahim, 2016). Every change made requires a rebuild
of the entire system, hampering availability (Villamizar et al., 2015).

Security Challenges of SOA: SOA is decoupling systems and thus introducing
security concerns to the CIA triad caused by vulnerabilities of networks and communi-
cations (O’Brien et al., 2005; Subashini and Kavitha, 2011). To secure microservices
and preserve all aspects of the CIA triad, researchers have highlighted the importance of
achieving application segregation and isolation (Caprolu et al., 2019; Yu et al., 2019;
Ibrahim et al., 2019). Managing the security of containers, which are commonly used
for microservice deployment, is a prominent challenge in research and practice (Combe
et al., 2016; Sultan et al., 2019; Bui, 2015). Furthermore, Enck and Williams (2022) and
others highlight the challenge of evaluating the integrity of third-party components and
the software supply chain (Takabi et al., 2010; Hashizume et al., 2013).



Security Challenges of FaaS: FaaS exposes larger attack surfaces than regular SOA,
hampering the integrity of functions (Schleier-Smith et al., 2021). Research points out
the challenge of guaranteeing confidentiality and availability regarding FaaS deployment
platforms and their orchestration (Wen et al., 2022; Mondal et al., 2022). Securing those
platforms poses a challenge (Candel et al., 2023) since the statelessness of functions
hinders policy enforcement (Li et al., 2021). O’Meara and Lennon (2020) highlight the
danger of execution flow manipulation that harms integrity, also reflecting the challenge
of handling unknown sources for event triggers (Marin et al., 2022; Shafiei et al., 2021).

5.2 Security Challenges Related to Vertical Software Integration

In the following, we will present the results of our review on security in terms of
confidentiality, integrity, and availability of vertical software integration, summarised in
Table 2.

Table 2. Summary of derived security challenges related to vertical software integration

Vertical Software |Summarised Security Exemplary Sources
Integration Challenges
Data confidentiality of Zissis and Lekkas (2012); Hashizume
= multi-tenant applications et al. (2013); Behl and Behl (2012)

Confidentiality and availability of|Jegan et al. (2020); Wen et al. (2021);

Cloud obscure platform orchestration  [Jonas et al. (2019)
Edge Preserving CIA triad with limited |Zeyu et al. (2020); Xiao et al. (2019);
Fog resources of devices Roman et al. (2018)
Mitigating cyber and physical Yaacoub et al. (2020); Makris et al.
lloT threats to preserve integrity (2022); Ibrahim et al. (2019)
Ensuring availability, reliability |Wells et al. (2014); Ashibani and
and resilience of critical systems |[Mahmoud (2017); Yaacoub et al. (2020)
JACS Protecting hardware and networks|Wen et al. (2021); Jegan et al. (2020);
in order to preserve CIA triad Ly and Jin (2016)
Achieving availability of Krotofil and Gollmann (2013); Ly and

connections to legacy systems Jin (2016); Humayed et al. (2017)

Preserving confidentiality for multi-tenant applications is a frequently mentioned
security challenge in Cloud computing (Almorsy et al., 2016; Hashizume et al., 2013;
Takabi et al., 2010). Furthermore, it is challenging to evaluate the obscurity of Cloud
platform orchestration and management regarding confidentiality and availability (Marin
et al., 2022; Jegan et al., 2020; Jonas et al., 2019).

Edge, Fog, and IIoT systems are characterised by a high heterogeneity of devices and
networks (Roman et al., 2018; Bhat et al., 2020; Xiao et al., 2019). These devices often
have limited computational resources which makes security mechanisms like policy
enforcement, authentication, and authorisation a challenge (Sicari et al., 2015; Shafiei
et al., 2021; Zeyu et al., 2020). This hampers all aspects of the CIA triad. Vulnerabilities
of devices and endpoints pose cyber and physical threats to systems that hamper integrity
(Kim et al., 2018; Ashibani and Mahmoud, 2017; Yaacoub et al., 2020). Additionally,
Jegan et al. (2020) address the urgency of preventing attacks from new attack vectors
that get exposed by vertical software integration.



Due to their criticality, IACS require high availability, reliability and resilience (Wells
et al., 2014; Yaacoub et al., 2020). IACS pose the challenge of efficiently protecting
hardware, function endpoints, and interfaces (Wen et al., 2021; Ly and Jin, 2016) to
preserve all aspects of the CIA triad in an increasingly connected environment (Ashibani
and Mahmoud, 2017; Chhetri et al., 2017). Availability of legacy systems, which are
generally difficult to maintain and evolve, has to be preserved (Krotofil and Gollmann,
2013; Humayed et al., 2017).

6 Discussion: Implications for Stakeholders in Manufacturing

The results of our literature review highlight the challenges to software security in
manufacturing from two perspectives: software abstraction levels and vertical software
integration. Moreover, our results highlight the temporal perspective of software security.
Short term challenges are faced in practice and handled in research (e.g. software
monoliths for OT are existing for decades) (Tuptuk and Hailes, 2018; Stouffer et al.,
2014). On the contrary, studies of emerging, long-term challenges are still in their infancy
(e.g. FaaS has yet to impact OT) (Bocci et al., 2021; Li et al., 2021).

We argue that the basis for tackling security challenges has to be set in order to
address long-term goals of securing software for manufacturing (cf. Table 3). Due to the
characteristics of the gathered security challenges in Section 5, we group the derived
security challenges along three dimensions: software security black boxes, heterogeneity
of devices and networks, adaptation of security approaches for OT.

Table 3. Courses of action for stakeholders regarding each dimension of security challenges

Software Security Black |Heterogeneity of Devices |Adaptation of Security
Boxes and Networks Approaches for OT

System Make security measurable |Define system boundaries |Analyse and formulate

Integrator |at the deepest possible and describe the security requirements of
system level in order to required/allowed device  |OT environments
evaluate black boxes interactions

Developer |Be able to provide as much|Make software adaptable |Design software that
evidence on software to dynamic security adapts to OT security
security as possible environments requirements

Security |Define a language to Target the automation of |Make security

Auditor |communicate and assess |assurance assessments requirements of integration
security of software regarding software security |environments comparable

Additionally, we map the implications to three salient stakeholders. System integra-
tors have domain-specific knowledge of manufacturing facilities and are also responsible
for the task of software integration. Developers refer to software developers that define
vertical software integration by designing applications for multiple PERA levels. Secu-
rity auditors are third-party stakeholders that are associated with the task of assessing
and evaluating software security in systems. Their role is increasingly established to
provide assurance of system security (Rushby and Bloomfield, 2022), e.g. to assure
compliance to industrial security standards (Leander et al., 2019).



6.1 Software Security Black Boxes

The obscure security of software, e.g. in the context of FaaS, can be seen as "software
security black boxes", since system integrators are not able to evaluate software security
(Li et al., 2021). Therefore, they are inclined to make software security measurable at
the deepest possible level. They are inclined to define thresholds for security compliance
which the black boxes can be tested against (Wen et al., 2022). Halabi and Bellaiche
(2017) propose an approach to making Cloud service provider security quantifiable. Its
applicability in manufacturing is subject to future research.

Developers face the challenge to prove secure development and suitable software
security to make themselves trustworthy. They must be able to provide as much evidence
on security of their product as possible without reducing its value (Enck and Williams,
2022). The software bill of materials (SBOM) is a promising approach to providing
application metadata but covers only very specific aspects of security and lacks in terms
of performance and adaptability (Xia et al., 2023).

Finally, the obscurity of software security makes it difficult for auditors to assess
a systems’ compliance to security requirements. A security auditor needs to pursue
activities in order to define a policy language for communication and assessment of
software security (Li et al., 2021). The three-dimensional model for software security
evaluation proposed by Han et al. (2014) can serve as a first step in this direction.

6.2 Heterogeneity of Devices and Networks

The heterogeneity of devices and networks, e.g. in the Industrial Internet of Things
(IToT), is introducing several security challenges. System integrators are required to
define physical and logical boundaries of systems and describe the required/allowed
software interactions (Ashibani and Mahmoud, 2017). Following this thought, Giaretta
et al. (2019) propose Security-by-Contract and Fog computing to secure IoT systems.

For developers, we believe that engineering activities have to put emphasis on making
software adaptable to dynamic security environments (Kim et al., 2018). Neureiter et al.
(2016) discuss the topic of domain-specific security-by-design using a model based
approach, which could serve as one way to guide developers.

Finally, security auditors need to target the continuous assurance of software security,
e.g. by following the concept suggested by Rushby and Bloomfield (2022). We believe
that the challenge of heterogeneity cannot be dealt with by one stakeholder, but has to be
approached jointly across the manufacturing industry.

6.3 Adaptation of Security Approaches for OT

Security demands in manufacturing require the adaptation of security approaches when
targeting vertical software integration. System integrators are required to specifically
analyse and formulate the security requirements of their domain (Krotofil and Gollmann,
2013). Giorgini et al. (2005) propose a combination of ownership, permission, and dele-
gation to model security requirements. This could be a starting point for investigations
in the manufacturing domain.



Correspondingly, developers need to adapt software to security requirements of
lower vertical integration levels, e.g. a higher focus on integrity and availability (Pen-
nekamp et al., 2019). We highlight the evaluation of software supply chain security since
integrated vulnerabilities can harm aspects of the CIA triad (Enck and Williams, 2022).

Finally, activities of security auditors have to put their focus on making software
security requirements of different integration environments comparable (Wang et al.,
2010). A formal modelling approach regarding domain-specific security requirements
can set the direction of further research (Giorgini et al., 2005).

7 Conclusion

This paper presents the results of a hermeneutic literature review of security challenges
for software in manufacturing.

We pursue an interpretative approach to the review of literature. As a basis for our
analysis, we studied publications from different disciplines with focus on security of
software in manufacturing. We interpreted the results along two derived dimensions:
increased software abstraction and vertical integration of software. Our interpretation
shows that there is a clear lack of research on FaaS for OT. Moreover, it shows that
research on security regarding SOA for OT as well as FaaS for IT is still developing.

In a consequent hermeneutic cycle of analysis and interpretation, we derived three
dimensions of security challenges (software security black boxes, heterogeneity of
devices and networks, adaptation of security approaches for OT) and mapped them
to three salient stakeholders (system integrators, developers, and security auditors).
Moreover, we interpreted potential courses of action for these stakeholders and mapped
them to the challenges’ dimensions.

Although we followed the principles of interpretation (Klein and Myers, 1999) and
hermeneutic review of literature (Boell and Cecez-Kecmanovic, 2014), we acknowledge
that our research has a number of limitations and presents perspectives for future research
endeavors. First, the scope of our literature review is broad which implies that we might
not have achieved the level of detail necessary for tackling particular and detailed security
issues and threats in practice. This leaves room for future work to narrow down the
latter and analyse as well as prescribe concrete actions. For instance, concrete protection
and assurance mechanisms (Furnell et al., 2021) for the emerging challenges could be
studied. Second, our research provides projections of security challenges that are yet
to be supported by empirical evidence in practice. This is the case, since the nature of
security implies multiple managerial and technological perspectives (cf. Furnell et al.
(2021)). Our research covers both intensively studied intersections (e.g. security of
monoliths for IT) as well as emerging intersections (e.g. security of FaaS in OT). This
should be of value for researchers towards building concrete hypothesis for empirical
studies as well designing artefacts for constructivistic studies.

We believe that our results are beneficial for both academia and practice. We encour-
age future research to build on our findings and the described limitations of our study.
Practitioners can apply our results to guide stakeholders towards the definition of a mid-
to long-term security strategy and particular courses of action.
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