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ABSTRACT This study addresses the issue of secure control design for cyber-physical systems (CPS) against
denial of service (DoS) attacks. We take into account a continuous-time linear system with a convex quadratic
performance measure and a sampled linear state feedback control. DoS attacks impose constraints on the
CPS, where packets may be jammed between the sensor and controller by a malicious entity, potentially
resulting in system instability and performance degradation. We assume that the attacker can perform DoS
attacks with a limited time and frequency due to energy restrictions. We devise an efficient procedure using
the linear matrix inequality approach to compute an upper bound on the performance degradation brought on
by the DoS attack. We also propose a redesign of the controller to minimize this performance degradation.
Finally, a simulation example illustrates the computation of the performance degradation under a bounded
DoS attack and the design of a secure controller. Simulation results show that the designed controller
effectively keeps the feedback loop’s performance and stability under attack.

INDEX TERMS Cyber-physical systems, denial-of-service attacks, secure control, linear quadratic cost,

performance degradation.

I. INTRODUCTION

Cyber-physical systems embody computational, communi-
cation, and physical components. This embodiment results
in enormous benefits, for example, increased interoperability
and mobility. The remarkable advancement of CPSs facili-
tates a broader range of services and applications comprising
smart homes, smart grids, supply chain, transportation, oil,
and gas; however, joining the cyber and physical worlds make
them an attractive target for demolishing the availability,
integrity, and confidentiality of CPSs. Malicious attackers
frequently research CPS weaknesses and initiate attacks that
can harm system performance and even cause the feed-
back loop to become unstable, e.g., in Supervisory Control
and Data Acquisition Systems (SCADA) [1], [2] and power
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grids [3], [4]. It is therefore, essential to secure CPSs from
malicious activities to support their extensive implementation
and deployment.

There are two main categories for cyberattacks on
CPSs [5]. DoS attacks are the first category, which aim to
prevent legitimate network agents from communicating with
one another. DoS attacks frequently impede communication
and target routing protocols [6]. Attacks that involve decep-
tion make up the second category. By obtaining the private
key, the attacker in these attacks aims to change the data or
compromise certain cyber components [7], [8].

The security tools using information technology security
techniques only are insufficient to securely control CPSs
because they cannot capture the physical behavior. They
should be supplemented with secure control techniques.
These techniques utilize attack models for control design, and
therefore, designing a secure controller is a real challenge

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
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due to the unpredictable and peculiar features of attack
models [9].

The problem of secure control design has received con-
siderable attention from researchers recently. One group
of researchers utilized the game theoretic methodology to
attain a resilient control under cyber attacks [10], [11],
[12], [13]. Another group presented attack-tolerant control
techniques [14], [15]. Fault tolerant control was also applied
for the design of resilient control and estimation algorithm
in [16], [17], and [18]. However, fault-tolerant control is
not very adequate for secure control as cyber-attacks are
intentionally designed by attackers to harm the CPSs.Yet
another group of researchers used model predictive control
techniques for the resilient control of CPSs [19], [20].

Due to advancements in digital technology, most modern
controllers are sampled-data based, which are implemented
via discrete-time control schemes [21]. In contrast to con-
tinuous control, in sampled-data control, process measure-
ments are discretized via a sampler and communicated to
control node for the purpose of calculating the control signal.
In this research direction, authors in [22] studied when to
block communication channel of the LQR controller so that
maximumm performance degradation occurs. In [23], a stabi-
lizing controller for networked systems subject to stochastic
false-data injection attacks using a hybrid aperiodic sampling
technique was studied. In [24], the performance of a CPS was
investigated under reset attacks. In [25], an H, controller
using the sampled-data approach is designed for networked
systems experiencing a combination of DoS and deception
attacks. The overall system was represented as a switching
stochastic time-delay system with state feedback controller
and a criteria was developed using the piecewise Lyapunov-
Krasovskii functional to assure the H, performance level
of the resultant feedback loop. In [26], a resilient control
design problem of an NCS under DoS attacks was presented.
By capturing the time-span of the attack, the feedback system
was modeled as a non-uniformly sampled system. A state-
feeback controller was then designed to preserve closed-
loop stability. To the authors’ best knowledge, the existing
results about secure control of CPSs address the stability
analysis and control design problem only. The problem of
investigating how much performance degradation a success-
ful cyber-attack can cause to a feedback loop has not be
studied.

The goal of this paper is to address this problem. We con-
sider a linear time-invariant plant and a sampled-data state
feedback control with linear quadratic performance criterion.
Assuming that the feedback loop is already stable, we first
develop a numerical procedure to study the performance
degradation if a finite-energy DoS attack occurs in the feed-
back loop. We then develop a controller design procedure
so that the performance degradation due to the DoS attack
is minimized. An example of pendulum on a cart is system
is then presented to illustrate the advantage of the proposed
technique. This paper’s major contributions are as follows:
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FIGURE 1. A cyber-physical system under denial-of-service attacks.

o We develop an efficient procedure in the form of a
semi-definite program (SDP), to study the performance
degradation caused by a finite-energy DoS attacks. The
procedure can be easily solved by modern SDP solvers.

o We then develop a secure control design procedure that
ensures feedback stability suffering from DoS attacks
and minimizes performance degradation.

It is pertinent to mention that although the procedures for
performance analysis and control design are developed for
linear time-invariant systems and linear quadratic control, the
approach presented here can be applied to more complex
classes of systems and other performance criteria, such as
'Ho performance. In this context, the results presented in this
paper are expected to stimulate further research on perfor-
mance degradation of feedback loops under different cyber
attacks.

The rest of this paper is organized as follows. Section II
introduces the problem along with the plant, controller, and
attack models. Section III presents the key results about
performance analysis and proposes a secure control design
procedure. Section I'V gives an example of inverted pendulum
system. Finally, conclusions are drawn in Section V.

Il. PROBLEM FORMULATION
Figure 1 shows a cyber physical system. The following are
the components of this system.

A. PLANT
Consider a plant with dynamics

x(t) = Ax(t) + Bu(t), x(0)=xo €))
where x(t) € R" is the plant state and u(¢#) € R™ is the plant
input. The matrices A € R"™" and B € R™™ are constant
system and input matrices; respectively, and xo € R" is the
initial state of the plant. We assume that the model in (1) is
controllable.

B. SAMPLER
The measurement from the plant is sampled by the sampler S.
Let #; denote the sampling instants, then

)C(tk) = x([)|t=tk
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FIGURE 2. Example of a DoS attack with bounded duration and frequency.

We assume that the sampler samples periodically with a
period h, that is

th =kh, ke Zzo

where Zx( represents the set of non-negative integers.

C. NETWORK COMMUNICATION AND DoS ATTACK

A communication network is used to connect sensors to
controllers and controllers to actuators. Let the network be
real-time and network communication effects such as packet
dropout and delays do not occur. We assume, however, that
an attacker has gained access to the communication network.
The attacker can obstruct communication between the sensor
and the controller. We assume the attacker is sneaking and
has finite energy, i.e, the attack duration and frequency are
bounded. Such a DoS attack can be mathematically described
as follows.

Let §; denotes the sequence of attack, where

1»
8 =
-l

The j-th DoS attack interval is defined as

H; = {8} U {3;. 5}
where 7; > 0 is the duration of the j-th DoS attack. Note
7; = 0 represents that the attack duration is a single instant.
Let N (ko, k) denotes the number of DoS attacks and D(kg, k)
denotes the union of intervals of DoS attacks during (ko, k)

U (Ko, b)

jeN

when the DoS attack is active

otherwise.

D(ko, k) =

where | J denotes the union operation and () denote the
intersection operation on sets. Let [D(kg, k)| symbolizes the
total span of all attacks. We make the following assumptions
about N (ko, k) and D(kg, k).

Assumption 1: There is a positive constant Ty > 1
satisfying

k — ko
N(ko, k) <

@

48456

Assumption 2: There exists Ty > 0 such that

— ko

k
|D(ko, k)| = (3)

Assumptions 1 and 2 state that the DoS attack has a finite
frequency and duration [27]. An example of a DoS attack
with bounded duration and frequency is shown in Figure 2
where N (0, 14) = 2 and |D(0, 14)| < 5.

D. CONTROLLER

The controller is taken to be a state feedback one. Let s
denotes the DoS-free instants, i.e., the sampling instants when
successful transmission of state occurs, then

u(sy) = Kx(s) 4

E. HOLD
We assume

ut) = ulsy), t€[sk,sk+1), t=0. &)

F. PERFORMANCE MEASURE
The control action is computed as

u(t) = min J(x, u)
ueR™
where

T, u) = / - (xT(t)QCx(t) + uT(t)RCu(t)) di
0

Here Q. € R™" and R, € R™*™ are parameters in our cost
function. We take that R, is positive-definite and symmet-
ric, and Q. is symmetric and positive semi-definite. J(x, u)
depends on x and u.

G. CLOSED-LOOP SYSTEM

Let hy = spy+1 — sx be the duration between successful
transmission instants. The behaviour of the feedback loop can
then be described using (5) as follows.

x(1) = @, si)x(sp) + U, spulsk), 1€ [sky sp+1)  (6)
The state evolves at successful transmission instants s; as

X(sk+1) = P()x(sk) + T'(hr)u(sk)

where
A "
O(p) = e, F(p)=/ e dsB
0

Using (5) and (6), the cost function can be indicated in
sampled form as

— [x(st) x(sk)
I, ) = z [u(s :| (i) |:u(sk)]

k=0

VOLUME 11, 2023
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where

Toth St
W) = [SUhk) R(hk)}

hi

Ohy) = /0 &7 ()0 D(s)ds
h,

S(he) = / kd>T(s)ch(s)ds
0

h
R(h) = k (T (5)QcT(s) + Re)ds N
0

Recall that if there is no DoS attack, then s, = 7 and hy =
tk+1 — tx = h. The feedback system becomes LTI and the
state vector evolves as

x(k +1) = (& + T'K)x(k)

where ® = &(h), ' = I'(h), and the performance index
becomes a function of the state and % only.

o0 T
J(x) = ng(k) [II(} W (h) [11(] x(k)
The matrix K can be designed as
K=—TTP,r + R TTPy® + ST)
where Py is the solution to the equation

o Pyd—Py — (TPl + S)TTPT + R) !
xTTP+00+5T)+0=0

and Q = Q(h), S = S(h), and R = R(h). The corresponding
minimum value of the cost function is

Jnom(X0) = x({POXO

When the attack takes place, the plant’s input is updated
intermittently, resulting in a time-varying feedback loop and
performance degradation. Let Jp,s(xo) denote performance
measure under the DoS attack and let n denote the worst-case
relative performance degradation w.r.t attack-free case. Then
1 can be written as

JDos(x0) — Jnom(x0)
n = sup 3
x0#0 Jnom(x0)

Now, we define the problem addressed in this paper.

H. PROBLEM STATEMENT

Given the process model in (1), DoS attack model in (2)-(3),
controller in (4), and the feedback loop in (6),

1) what is the maximum performance degradation that a
sneaking DoS attack, satisfying Assumptions (2)-(3),
can cause.

2) design the controller K such that the worst-case perfor-
mance degradation 7 is minimized. We refer to such a
K as a secure controller.

VOLUME 11, 2023

lll. PRIMARY OUTCOMES

We share our key findings in this section. We show how to for-
mulate the performance degradation analysis as a maximum
eigenvalue minimization problem. The controller gain is then
calculated in order to minimise the maximum eigenvalue.

A. PERFORMANCE ANALYSIS OF LQ CONTROL
UNDER DoS ATTACKS
We state the main result in this theorem.

Theorem 1: Given the plant in (1), the DoS attack in
(2)-(3), the state feedback control in (4), and the closed-loop
system in (6), the maximum performance degradation 1 can
be calculated by solving the optimization problem below.

n= mgn Amax(P, Po) — 1

1" ram < wamy [1] <0 9
S.tK (F(ih) + (l))K\s 9

where i = 1,...,M, P > 0, W(ih) is defined in (7), and
F(ih) is defined in (11).

Proof: Define x; = x(sx) and consider a Lyapunov
function

V() =x! Pxx, P>0 (10)
Since P > 0, therefore V(x;) > 0, Vx; € R". For any k
AV(xg) = Vxg+1) — Vix)
= (@) + D) K)xe |l — llxell

T
=x! [H F(hy) [IIJ X

where |||y denotes the weighted norm of a respective vari-
able. For example, for any variable x € R” and matrix
W e R™" |x||3, = xT Wx.

ST (h)PO(hy)—P T (hy)PT (hy) (an
I (hi)P®(hy.) T (h)PT (hy.)

For stability, we require that AV (xz) < 0, which is satisfied
if F(hg) < 0. For performance, we require that

AV (xx) + Jpos.k(x0) < 0.
T
JDpos.k(x0) = |:$:| W (hi) Bﬂ

:x,?([,’(qu(hw [,’(ka

V(xk+1) — V() + Ipos,k(x0)

inas I
= X [K} (F(hg) + W) [K] Xk

Summing fromk =0to k = co

F(hk)Z[

V(xeo) — Vixo) + ZJDos,k(Xo)
k=0

—ixT ! T(F(h v | L
= i\ | & )+ W) x| )
k=0
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If

A I
[K} (F(hi) + W (he) [K] <0, (12)
then
V(xoo) — V(x0) + Jpos(x0) < 0.
Since, the system is stable; therefore

V(xo0) = 0 and Jpes(x0) < V(x0).

Now
IDos(X0) = Jnom(x0) _ V(x0) — Jnom(x0)
Jnom(x0) Jnom(x0)
Therefore
< sup V(x0) — Jnom(x0)

x07#0 Jnom(X0)

= )\max(Pa PO) -1

For positive-definite and symmetric matrices P and Py,
Amax (P, Po) is defined as

Amax (P, Po) = max {A| det(P — APg) = 0}
= inf {A|P < APy}

The condition in (12) can not be directly checked because
we do not know for how long the attacker will be active.
However, since the attacker is sneaking and will be active
for finite duration, we can take advantage of the duration
bound of the DoS attack. Since the transmission instants sy
are subsets of sampling instants, therefore

sy =kt forsome ke {l,... M}

where M < T;, the maximum DoS attack duration. If the
DoS attack is not active, then

Skl — Sk =lp1 —tk =h
otherwise

Sk+1 — Sk =th, ief{l,...,M}.

The condition in (12) can be efficiently checked at hy = ih
where i € {1, ..., M}. This concludes the proof. [ |

B. DESIGN OF THE SECURE LINEAR QUADRATIC CONTROL
In previous subsection, we assumed that the feedback control
is already designed and formulated an analysis problem to
study performance degradation that may occur due to the DoS
attack. In this subsection, we present a method to design the
controller so that the performance degradation caused by the
DoS attack is minimized. This controller is called the secure
controller, and the corresponding method is referred to as
the secure controller design method. The following theorem
expresses the result.

Theorem 2: Given the plant in (1) and the DoS attack in
(2)-(3), then a secure controller K as in (4) can be computed

48458

so that the feedback loop in (6) is stable by solving the
following convex optimization problem.
max /\min(Y,Pal)
Y, Wi,V
ot Y (PGL)Y + T(iV)T _[wio
T | ®Gh)Y 4+ T )V Y -0 0
13)

and
w, [y V7]

HREIR

wherei =1,...,M,Y >0 e R W; > 0 € R"™" and
matrix V € R"™*". The controller gain K is obtained by

K=vy !

Proof: For the secure control design, we convert the
analysis problem into the synthesis problem. The objective
function involves maximization of the smallest generalized
eigenvalue of matrices Y, and Py ], which is defined as

Amin (Y, Pal) = min{A|det(Y — AP, ") = 0}
= sup{A|Y > APal}

The matrix inequality condition in (9) requires that

HECHESHECH

using the Schur complement, we can write

—P « 1 __[ea o
&(ih) + Tk —P7 1|~ 0 0

where * denotes the corresponding symmetric term, and

T
O(ih) — [II(] W(ih) [II(} > 0.

Perform congruence transformation with diag(P_l,I),
we obtain

p! . PleGnP~!  «
(®(ih)+TGWHKYP~ P71 = 0 0

LetY =P ',V =KP ', and W; = P"'®@h)P, then

Y *| w; 0
@)Y +T'Gh)V Y| —|1 0 O

T
O(ih) — [H W(ih) [II(] >0

Using the Schur complement, we can obtain the matrix
inequality shown below.

|:®(ih) [1 KT]T:|ZO

* W L(in)

Now
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Using the congruence transformation with diag(P~', I), this
will result in

P~ lO®h)P! *

17, 1
|: Ki| P W~(ih)
which can be expressed as
w; [y V7]

ISR

This completes the proof. ]

Theorem 2A presents the secure control design proce-
dure as a convex optimization problem that can be solved
proficiently by modern state-of-the-art semi-definite solvers.
We used YALMIP in conjunction with the SDPT3 solver for
this paper [28], [29].

Remark 1: Sampled-data control systems have been stud-
ied in the recent past with time-varying sampling periods
due to their applications in networked and embedded control
systems [30]. The proposed mathematical framework can be
extended to study sampled-data control design with time-
varying sampling periods and denial-of-service attacks, but
at the cost of more complex mathematical machinery. The
matrix inequalities in Theorem I and 2 will become uncertain
and require robust optimization tools for solution.

IV. SECURE CONTROL OF INVERTED PENDULUM

UNDER DoS ATTACK

The inverted pendulum is a classic benchmark system for test-
ing control techniques [31], [32]. Figure 3 shows a diagram of
the system. It consists of a pendulum mass attached to a cart
via a beam. The beam is pivoted to the cart and can freely
rotate. The beam angle at the pivot point is denoted by 6.
The cart only moves in the horizontal plane, at position x.
The control input acting on the cart is the external force F.
A nonlinear model of the system can be obtained using the
Euler-Lagrange equations.

(M + mp)i + bi + mpLé cos @ — m,L6*sinf = F
(I + mpL*)d 4 mpgL sin @ + myL¥ cos§ = 0
Assume 6 is small, then a linear model can be written as
(M¢ + mp)x + bk +m,L6 = F
(L + mpL» + mpgLf + myLi =0
where M, is the cart’s mass, m,, is the pendulum’s mass, b is
the friction coefficient, and L is the length of the pendulum’s
center of mass. The pendulum’s total length is 2L, I =
%mp(2L)2 is the pendulum’s inertia, and F is the input force
to the system. Define x; = x, x; = X, x3 = 6, x4 = 6, the

states space model of the pendulum system can be expresses
in the form of (1) with

0 1 0 0 0

_ 0 Ap Ay O | B
A=lo o o 1] B=1o
0 Ap, Ay O By

VOLUME 11, 2023

O

o

A\

FIGURE 3. Inverted pendulum on cart system.

TABLE 1. Parameter of pendulum system.

Parameter | Value | Unit
M, 0.5 Kg
my 0.5 Ky

b 0.1 | Ns/m
L 0.3 m
l 0.06 | Kgm?

Conventional LQR /]
————— Secure LQR

Performance degradation (7)

0 1 2 3 4
Duration of DoS attack (#samples)

FIGURE 4. Performance degradation of LQ control under DoS attack.

where
272
m:L
A =14+ml?— L
M. +m,
A Mo+ mlz,L2
2=Metmy =
b m>L%g
Ap=——, An=——""—5
Ay Ar(I + mpL )
mpLb mpgL
Ap=——""—, Agz=-—
A(M, +mp) A
1 mpL
By=—, Bj=—— "
Ay Ar(M. + mp)

Table 1 shows the parameter values for the pendulum system.
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FIGURE 5. State response of Inverted pendulum under secure
(dashed-dotted curve) conventional (dotted curve), and resilient control

(solid curve).
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FIGURE 6. Control input.
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FIGURE 7. DoS sequence.

Assuming a sampling period of 0.09 seconds and
Q. = Iy and R, = 1, an LQR control can be designed
to stabilize the feedback loop. The resulting controller gain
matrix is shown below.

~1.5027  0.5522  0.6387]

K.onv LQR = [—0.8593

For the same parameters, Q., R., and sampling period,
we also design a secure LQ control using Theorem 2. The
resulting secure controller gain matrix is shown below.

Kgee 1QR = [—0.4961 0.4526]

We use Theorem 1 to compute the performance degradation
when a malicious attacker blocks the communication of the
state information to the controller. We make the assumption
that the attacker cannot block more than four consecutive
packets. Figure 4 shows the relative performance degradation
of the LQ control under DoS attacks. We see that the per-
formance is significantly deteriorated if the attacker blocks
more than three consecutive transmissions. The performance
degradation of the closed-loop sampled-data system when
secure control is used is also shown in Figure 4. It can be eas-
ily seen that the secure control exhibits significant resilience
as compared to the conventional LQ control. Table 2 gives
percentage relative performance degradation as a function of
the Dos attack duration. The resilience of the proposed secure

—-0.9557 —1.7492
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TABLE 2. Relative performance degradation of inverted pendulum
system under DoS attacks.

DoS Attack Conventional Secure LQR
Duration (M) LQR 1 (%) 1 (%)
1 6.96% 8.55%
2 32.35% 13.77%
3 116.67% 28.91%
4 1070.49% 62.10%

control is evident. These demonstrate the efficacy of the
proposed method. Following that, we compute the feedback
system’s response with initial condition xo = [1 0 7/4 O]T.
In addition to the conventional LQR and secure LQR con-
trollers, we also design a DoS resilient controller using the
Proposition 3 in [26] withN =2,¢e; =1, e =1, h,, =T =
0.09s, and hyy = 5T . The resulting controller gain is

K26=[—0.4388 —0.7554 —1.1849 0.3348]

Figures 5a-5d, 6, and 7 show the state, control input and DoS
attack sequence. Figure 7 shows that the attacker frequently
blocks the communication channel, resulting in disruption
of measurements sent to the controller. The conventional
LQR controller is unaware of the DoS attack, as shown in
Figures 5a-5d; as a result, the state of the feedback system
suffers from undesirable transients. The controller in [26]
exhibits better performance because it is DoS resilient; how-
ever, it ensures asymptotic stability only and does not opti-
mize performance. On the other hand, it can be seen that the
secure controller is very effective in dealing with transients
caused by communication channel blocking. The conven-
tional LQR controller’s inability to handle a DoS attack is also
evident from the significant control effort required to keep
the closed-loop stable, as shown in Figure 6. In contrast to
the conventional control and the control in [26], the secure
control requires significantly less energy.

V. CONCLUSION

We have presented an efficient technique to numerically eval-
uate the performance degradation of cyber-physical systems
modelled by linear time-invariant plants and subjected to
sneaking DoS attacks. The procedure is in the form of a
semi-definite program that can be efficiently solved using
modern solvers. We also presented a method for designing a
secure controller that minimizes the performance degradation
caused by a DoS attack. A simulation example of the bench-
mark inverted pendulum system demonstrated the effective-
ness of the proposed technique. The proposed method can
be applied to more complex models of CPSs, such as hybrid
systems. Also, other types of control structures, such as Hxo
control, can be considered.
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