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ABSTRACT We study the secrecy transmission of uplink non-orthogonal multiple access (NOMA) with
single antenna and multi-antenna users in presence of an eavesdropper. Two phases are required for
communications during each time frame between the users and the base station in cellular networks. We study
the case where an eavesdropper overhears the relay and direct links from the users to the base stations.
In terms of the secure performance analysis, we focus on two main metrics including secrecy outage
probability (SOP) and strictly positive secrecy capacity (SPSC) with the assumption that the eavesdropper is
able to detect the signals. Analytical closed-form expressions for the SOP and SPSC are derived to evaluate
the system secure performance achieved by the proposed schemes. Furthermore, the asymptotic analysis is
presented to gain further insights. The analytical and numerical results indicate that the proposed schemes can
realize better secrecy performance once we improve the channel condition and signal-to-noise ratio (SNR)
at the base station. Our results confirms that the secrecy performance gaps exist among the two users since
different power allocation factors are assigned to these users.

INDEX TERMS Physical layer security, non-orthogonal multiple access, secrecy outage probability, strictly

positive secrecy capacity.

I. INTRODUCTION

Due to superior spectral efficiency offeblack by NOMA,
such promising multiple access technique is proposed for
5G networks [1]-[5]. Enabling superimposing multiple users
in the power domain at the transmitter and requiring suc-
cessive interference cancellation (SIC) at the receiver, dif-
ferentiate NOMA from conventional orthogonal multiple
access (OMA) technique was reported [6]. The multiple
users can be served at the same time and frequency in the
context of NOMA [7]. Based on the channel condition in
NOMA system, the users are divided into different kinds
of kinds such as the far users and the near users. However,
the reliability of the far user depends on the existence of the

The associate editor coordinating the review of this manuscript and

approving it for publication was Fakhrul Alam

VOLUME 9, 2021

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

near user [8]. In particular, to ensure user fairness the far
user with poor channel condition is assigned with a higher
power level compablack with the near user which has a
good channel condition. It is beneficial in term of spec-
trum efficiency by employing multiple-input-multiple-output
(MIMO) technologies in cooperative NOMA, as well as the
interplay between cognitive radio and NOMA [8]. Especially,
to achieve a balance between the performance of two users,
cooperative NOMA techniques have been widely studied in
recent work [9]-[16] along with various scenarios and sys-
tem performance analysis. In cooperative NOMA schemes,
the users located close to the base station (BS) can act as
a relay to assist the far users. Particularly, the work in [10]
explored a cooperative device-to-device (D2D) system with
NOMA to allow the BS to simultaneously communicate
with all users to satisfy the full information transmission
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requirement. They derived expressions in terms of the ergodic
sum-rate (SR), outage probability and ergodic capacity.
Meanwhile, the study in [12] indicated the remarkable outage
performance gains of the scheme that combines the relay
with the cooperative NOMA. The benefits of relay-assisted
NOMA system can be reported if it is compared with the
existing OMA schemes. In addition, the authors in [13]
considered two modes of full-duplex (FD) and half-duplex
(HD) to allow multiple relay nodes and a cell-center D2D
device to support the transmission of a cell-edge D2D device.
The authors calculated the closed-form expressions of the
outage probabilities for both D2D users in different scenarios
where the BS sends the signals to the far D2D user either
through a near D2D user or multiple decode-and-forward
(DF) relay nodes. In research of [14], the performance of a
secondary network is determined in the system model which
is enabled by a cognitive radio network with a NOMA scheme
(namely CR-NOMA system) to serve many destination users.
In particular, a D2D approach is implemented in the sec-
ondary network to further provide the signal transmission at a
close distance of NOMA users in downlink. The performance
of the NOMA users is studied under the interference received
from the primary network.

The 5G and beyond wireless networks improve the per-
formance of cellular users in term of security by introduc-
ing physical layer security (PLS) approaches [17]. Wyner
in [18] first proposed PLS without exchanging secret keys
where channel coding is regarded as the protection of
information against eavesdropping signals. The PLS can
benefit low-power devices (e.g. sensor networks) where tra-
ditional security methods do not work effectively. In fact,
to enhance the overall system security, PLS techniques have
been deployed in a wide range of RF applications to comple-
ment existing cryptography-based security approaches [19].
By leveraging features of the surrounding environments
via sophisticated encoding schemes at the physical layer,
the potential of PLS can be seen in recent work [20]. In [21],
the authors explored secure downlink transmission in orthog-
onal frequency division multiplexing (OFDM)-assisted cog-
nitive radio networks by allocating the power of the primary
base station and cognitive base station (CBS) across differ-
ent OFDM subcarriers in the presence of a multi-antenna
eavesdropper. In [22], the authors studied a practical energy
harvesting (EH) model by applying the secure transmit design
for a downlink cognitive radio network using multiple-input-
single-output (MISO). The authors in [23] considered a
secure dual-hop mixed radio frequency-free space optical
(RF-FSO) downlink by conducting energy harvesting pro-
tocol. The authors examined the secrecy outage probabil-
ity (SOP) in the scenario such that the FSO link and all
RF links follow Gamma-Gamma, independent, and identical
Nakagami-m fading. In [24], the authors focused on heteroge-
neous networks and point-to-point systems to exhibit a com-
prehensive review on various multiple-antenna techniques in
PLS together with transmit beamforming designs for multiple
antenna nodes.
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A. RELATED WORK

In [25], the authors presented exact analytic expressions to
indicate secure performance such as SOP, average secrecy
capacity (ASC), and probability of SPSC along with their
insightful asymptotic computations. In addition, a particular
case of mixed fading channels (Nakagami-m/Nakagami-m) is
studied corresponding to formulas of ASC, SOP and SPSC.
In [26], a hybrid free-space optical/radio frequency (FSO/RF)
communication system is examined in terms of the secrecy
performance. Since the eavesdropper tries to overhear the RF
link between the legitimate transmitter and receiver of the
hybrid system, secure performance need be analysed. Refer-
ence [27] introduced the secrecy measurements by deriving
closed-form mathematical formulas of secure metrics such
as SOP, ASC and SPSC. Reference [28] derived the exact
SOP and the probability of SPSC expressions for two transmit
antenna selection (TAS) mechanisms.

Despite various advantages of NOMA, it should be
strengthen secure information for users accessing to the BS.
Due to the broadcast characteristics of radio communications,
NOMA users make the confidential information vulnerable
to eavesdropping users. To this end, security provisioning of
NOMA-aided systems is of critical importance, that calls for
the application of PLS techniques to NOMA transmission.
Considering PLS in NOMA systems [29-33], the authors
in [29] studied the impact of PLS on the performance of a
unified non-orthogonal multiple access (NOMA) framework
by evaluating both external and internal eavesdroppers. The
stochastic geometry approach is deployed for spatial distribu-
tions of eavesdroppers and legitimate users. The authors in [4]
considered the multiple-antenna system for further enhancing
the security of a beamforming-aided system where artificial
noise is generated at the base station. The authors proved
new exact formulas of the security outage probability for
both single-antenna and multiple-antenna cases to evaluate
the secrecy performance. The work in [30] focused on the
PLS for massive MIMO systems with internal eavesdroppers.
A new concept called secrecy area has been defined when
near user was eavesdropped by the far user. The authors
in [31] examined the sum achievable secrecy rate in a cellular
downlink MISO-NOMA system. They considered a secure
beamforming and power allocation design to achieve to maxi-
mal secure performance metric. The authors in [33] proposed
reliable and secure communications with two optimal relay
section schemes. In particular, they derived exact formulas of
SOP and SPSC.

However, there are still only few works considering uplink
NOMA system, in which the BS is under security threats
when it processes the signals from massive users. In addition,
the work on uplink cooperative NOMA in the aforementioned
studies usually assume that there are direct links between
the BS and the uplink users. In practice, the uplink users
cannot transmit signals directly to the BS for some typical
circumstances of small cells networks. To the best of the
authors’ knowledge, there are not much studies regarding the
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uplink secure NOMA systems without direct links between
the BS and the users, which motivates us to conduct this
paper. However, in the scope of our study, we only consider
particular circumstance in practice.

B. OUR CONTRIBUTIONS

NOMA is applicable in both uplink and downlink trans-
mission systems since benefits of NOMA scheme are well
proved. As discussed in aforementioned studies, most of
the secure performance of NOMA networks are comprehen-
sively analysed to raise performance gap among destinations.
However, spectrum efficiency improvement in uplink is also
crucial for 5G networks, which inspired this research. Further,
motivated by the above observations [4], [29]-[33], we study
in this paper a framework of a group of two NOMA users with
respect to examine the security perspective of uplink NOMA
transmissions in the presence of an eavesdropper. We further
compare with similar studies to highlight our important con-
tributions, shown in Table 1. In particular, the major contri-
butions of this paper can be summarized as follows.

« This is one of few work considering the secure perfor-
mance of uplink NOMA system with single antenna and
multiple antennas at users when the direct and relay links
from the user to the base station are enabled. In this
regard, an eavesdropper is able to overhear information
from both NOMA users.

« Corresponding to signal processing procedures at these
phases, we compute the signal to interference plus noise
ratio (SINR) to further achieve secure performance met-
rics, i.e. SOP and SPSC. The expressions of SOP and
SPSC are derived in the closed-form. It can be found
that the power allocation factors and the transmit SNR
at the base station are main controlling coefficients that
impact the secure performance as expected. We also
consider a practical situation in which the relay can-
not deploy SIC perfectly, the counterparts including
the similar uplink NOMA with jammer selection and
OMA schemes. To provide more insights, we obtain the
approximate expressions of SOP to exhibit lower bounds
of SOP for two users.

« By exploiting numerical simulations, our secure uplink
NOMA schemes can guarantee the perfect security
by adjusting the power allocation factors and limiting
the impact of eavesdropper’s signal, thus making our
schemes very attractive for secure uplink NOMA trans-
missions in the deployment of NOMA in practice.

The remaining parts of this paper are organized as fol-
lows. Section II introduces the framework of secure cooper-
ative uplink NOMA scenario by exploiting a single antenna
two-user model. Section III and Section IV present the cor-
responding closed-form expressions and analyze the secrecy
performance of SOP and SPSC respectively. Section V
presents multi-antenna user case along performance analysis.
Section VI provides numerical simulations and discussions.
The paper is finally concluded in Section VII.
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FIGURE 1. System model of secure uplink NOMA.

Il. SECURE UPLINK NOMA WITH SINGLE ANTENNA:
SYSTEM MODEL

The system model for the NOMA system is depicted in Fig. 1.
This system contains the base station (BS), two users D and
D5 employing the principle of NOMA in the uplink. Since D;
is located at far cell-edge area, it needs assistance of a relay
(R) to communicate with the BS (denoted as BS), user D;
sends its signal directly to the BS. In the security perspective,
an eavesdropper is able to overhear signals from nearby users
including D1, D> and relay R. Two phases of signal processing
are adopted. The relay is required to decode the signal before
communicating toward the base station. The system further
requires a synchronous procedure to enable the two users
to send their signals to the base station simultaneously. The
wireless channels in such NOMA are subjected to Rayleigh
flat fading plus additive white Gaussian noise. It is noted that
the main parameters are shown in Table 2.

A. PHASE 1

Considering uplink NOMA [40], [41], the destinations D
and D, are able to communicate in the same time to the BS.
The corresponding signals for two users are x; and x, which
are allocated power portion as o1 P and orp P, respectively. It is
noted simple allocation scheme is adopted due to simplicity
in implementation of NOMA in practice, i.e. o;P, (i = 1, 2)
are the power allocation coefficients satisfying o] +ap = 1.!
In the uplink manner, the transmit power levels at users are
either a controlled transmit power or maximum power [40].
For many practical circumstance, the total transmit power
requirement is crucial obeyed [41].

1Normally, the fixed power allocation approach is adopted to analyse
the secure performance of various models regarding NOMA. Therefore,
for implementation of an uplink secure NOMA transmission and to reduce
overhead, such power allocation as well as channel state information (CSI)
are still meaningful to study a performance analysis as presented in this study.
The dynamic power allocation scheme is beyond the scope of this paper.
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TABLE 1. Comparison of the proposed scheme with similar ideas.

Our Scheme [28] [35] [36] [37] [38] [39] [48]
NOMA X X X X X X X
Uplink NOMA X X X X X X
The security of uplink NOMA X X X X X
The uplink with assistance of a relay X X X
Imperfect SIC X X X
Interference from user to relay X X
Multiple antennas at user X
Multiple users for uplink X X X X
SOP X X X X
Asymptotic of SOP X X X
SPSC X X

TABLE 2. Main notations.

Symbol |Description

Pr(.) [Probability

Fz (.) |The cumulative distribution function (CDF) of a random vari-
able Z

fz (.) | The probability density function (PDF) of a random variable Z

Ei{.} |The exponential integral function

P The total transmit power

w;, (¢ =|The level of residual interference due to imperfect SIC at

1,2,3) |R from Dp, at BS from D; and at BS from R with
(0 <w; <1),suchthatw = w1 = w2 = w3

Rp; The target data rate for user D;

og Additive white Gaussian noise (AWGN) noise variance at BS
with og ~ CN (0,9?)

OR AWGN noise variance at R withog ~ CN (0, 192)

oR AWGN noise variance at £ withog ~ CN (07 79]25)

ol The transmit SNR with ¢ = 0%

hpis The complex channel coefficient for the link D1 — BS with
|hp1s|* ~ CN (0, \1s)

hpir |The complex channel coefficient for the link D1 — R with
hpir ~ CN (0, \1r)

hpar The complex channel coefficient for the link D2 — R with
hpar ~ CN (0, A\2r)

hRrs The complex channel coefficient for the link R — BS with
hrs ~ CN (0, Ars)

hp1E The complex channel coefficient for the link D1 — E with
hpie ~ CN (0, \1g)

hpsor The complex channel coefficient for the link D2 — E with
hp2g ~ CN (0, \2E)

hrRE The complex channel coefficient for the link R — FE with

hre ~ CN (0, A\rRE)

In this model, the received signal at the BS from D in the
first phase is given by [42]

1
y%ﬁls = hpisv/a1Px| + os. (1)

The signal to interference plus noise ratio (SINR) at the BS
to receive signal from user D is given by [42]

1
)/gi_)s = a1plhpis)*.

(@)

On the other hand, the relay is able to receive signals from
both two users D; simultaneously under the assumption of
perfect time synchronization between D1 and D5.

The relay can proceed signals in the first phase as [42]

1
)’1(5 ) = hpory/aaPxs + hpiry/a1 Px; + og. 3)

There are two possibilities to the relay can decode the
symbol x> of Dy, i.e. namely G; and G; cases. It is worth
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noting that in the uplink NOMA, the decoding order gives
higher priority for the user having better channel condition
compared to the user having worse channel condition.

Case 1 (G1): depending how strong two channels are. For
the case G, condition on hpi1r > hpag, by treating the other
user symbol (i.e. x2) subject to the inferior link quality as
noise, the relay R first decodes the user symbol (x1) subject
to the better link quality [42]. It is noted that G;-D; refers to
user D; with condition G;. In this context, we can calculate
the SINR of R as

@ _ a2¢lhporl®
YR = T~ 2
a1¢|hpir|” +1

where hpig ~ CN (0, w1 Aip1). As a special case, w1 = 0
denotes perfect SIC, whereas w; = 1 means that no SIC is
performed at R.

Case 2: By contrast, hpijg < hppr corresponds to the
condition G,. In this circumstance, R has higher priority to
decode signal xp for the better link quality and signal x;
is treated as the inferior link or noise [42]. In particular,
we examine the SINR at the relay R as

“

a2¢lhporl?
ar¢lhpirl* + 1

The received signal at E from D; (i = 1, 2) in the first
phase is given by2

y,(gpl) = hp1ev o1 Px1 + hpop+/ oo Pxy + of. (6)

In this study, we suppose that the eavesdropper has a
multi-user detection capability. In particular, a parallel inter-
ference cancellation (PIC) technique is employed at the
eavesdropper to decode the superposed signal of D;. Hence,
the received SINR at eavesdropper to detect D;’s message can
be written as [43]

() _
R2 —

&)

1
J/[(S,)E = aipelhpie|,

@)

where ¢ = 57
E

2We consider the secure scenario of the uplink NOMA in practical situa-
tion, such that a group of two users along with the existence an eavesdropper,
in which the eavesdroppers are assumed to have enough detection capabili-
ties to distinguish data stream processed in the same group [4], [5]. It is also
assumed that the received signal from other group is too small that the data
stream cannot be distinguished.
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B. PHASE 2

In second phase, as main role of the relay R, it re-transmits
the decoded symbol x, with power B, P while D processes
ti transmit a new data symbol y; with power B1P simulta-
neously. Note that 81 + B> = 1, where B; are the power
allocation factors. The received signal at BS in the second
phase is given by

ygﬂ) = hpisv/ B1Py1 + hgsy/ B2Pxz + o5s. ®)

Case 1: In the case when hpir > hgs, the BS treats signal
x> as noise to first decode y;. It is noted that SIC is required
to decode y;. We compute SINRs at the BS to decode signals
¥1, X2 respectively by [42]

¥ _ Biglhpis|*
U BaglhrsP+ 17

w2 Badlhrs|?
N I
Bid|hpis|” + 1

where ZDlS ~ CN (0, a)z)\,‘pz).

Case 2: By considering the case such that hipjg < hgs,
the BS treats y; as noise to decode x,. Similarly, we can obtain
SINRs at the BS corresponding to decode x», y1 respectively

©))

(10)

as
Baglhrs|®
= (11)
' Biglhpisl”+1
2
o Biglhpis]
Wy = (12)

ﬂ2¢|ZRS|2+ 1

where %RS ~ CN (O, w3kip3). The solution for the second
case is similar as the first case. We do not consider details for
the second case here.

The received signal at E from R and D can give by

Y = hpip/BiPy1 + hre/BaPxa +op. (13)

After PIC, the received SINR at the eavesdropper to detect
D;’s message can be written as

2
y2. = Bipelhx |, (14)

where X = {D1E, RE}.
The sum achievable secrecy rates of Dp is written
as [42]-[44]

1 +
1 1+y,§pl_)s
Cpr = Elogz oD
L+vpi g

+
1 1+ Vy(fﬂ)
+ Elogz W
L+vp g
1 2
=cpl + ey, (15)

where [x]T = max {0, x}.
Based on obtained SINRs, we can determine the achievable
secrecy rates corresponding two conditions G1, G2 which can
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be further examined by using results in (4), (5), (7) and (10)

as
1 +
ey 1 1+ Vigl,jl) I+ )/x(fz)
Cpy = 3 log, min T ) ,  (16)
L+vpolp 1+vpoe

(1) »H\ 1t
G _ 1 ) o 1T tvRy 1+ )/x(f ) 17
p =5 0g, min TR 7o) .37

T+vpolp 1+vpoe

IIl. ANALYSIS OF SOP
To evaluate the security performance of the considered uplink
system, we expect to compute expressions of SOP. However,
before achieving SOP we need distributions of related chan-
nels. SOP is can be defined as the probability that the secrecy
capacity is less than a given target rate.

Itis noted that all channels follow the Rayleigh distribution
with CDF and PDF can be expressed respectively by [42]

Flyp @) =1 —exp (—%) (18)
e () = ~exp(=2), (19)
Il 1% ( v)

where U €  {hpis, hpis. hpir, hpir. hpar. hrs, hrs.
hpie. hpoe, hre} and V. € {Ais, @2hip2, AR, @1Aip1, A2r,
MRS, @3kip3, ME, M2k, ARE }-

A. SOP OF D,

In uplink NOMA systems, we refer to the ability to decode
Dy’s signal at the BS. The secure outage can be determined
by considering possibility such that C g’ 1 JorC g’ 12) falls below
their own target rates. In particular, the SOP at the BS for
decoding D1 ’s signal is given by [43]

SOP,, = pr(cgg“ < Rpy or C¥? < RDI)

@ »2)
1+ 1
—1_ Pr|: Ypi-s M + ¥ 1:|
1

en = Hb »2)
+VpilE L+yp g

(20)

Proposition 1: The closed-form expression of SOP for D
can be expressed by

A A
SOP,, = 1+ Pris 1S
MIPEAE + dA1s 1PEB2AIEARS
X exp <X¢9 Sl S )Ei (—X@),
Bipriis  a1Phris
21
where 6 :%’ wi = 22Roi o= pui—1,i €
_ B 1
{1,2},% = Biris + MRS

Proof: See Appendix A.

B. SOP OF D,
By treating two conditions G1 and G2, we need to compute
the SOP of Dy’s signal in the closed-form.
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1) SOP OF D,: CASE G1
From (16), the SOP of user D, can be expressed as

)
soPC
— Pr [c,gg“ < Rm]

S 7
— Pr | min , = K2
L+ vl s 1+y(”2)
((29) (»2)
I+y 1+
1—Pr %_m Pr %zuz ),
I+yp, I+yp,

By B

Proposition 2: The closed-form expression of SOP for Dy
corresponding to case G1 can be expressed by

A A
SOPE)Gzl) —1_ 2R RS
/L20t1¢Ew1/\ip1/\2E w2 B1PEW2 Aip2 ARE
2
x exp | Y181 — + Y2do — )
( ¢)» 2R BadAgs
x Ei (=v181) Ei (—vn82) , (23)
—  MPErEtdror —  M2PErRETOIRS
Wllére Y1 = Mo 1 QPEAIE Y2 = w2 B1OEPARE 0 =
ooy 1 f /42ﬂ1
g T wikipt? 92 T Badgs T wakipn
Proof: §ee Appendix B.

2) SOP OF D,: CASE G2
From (17), the SOP of D, can be expressed as

©2)
SoPG
=Pr[Cf? < Rpo)

. 1+V(p) 1+y(p2)
1 — Pr | min oD (p2) > W2
L+yp'y 1+vp
(rD) (pz)
I+vy, 1
1 —Pr —(’;12)_ Pr L(;zz)z‘“ L4
I+vp, I+yp,

C By

Proposition 3: The closed-form expression of SOP for Dy
corresponding to case G2 can be formulated by

AR ARS
M2l PEMRAE M2 B1PE@2Nip2 ARE

(G2)
sopPP =1 —

“2 I
x exp | v1x — + Yndy — )
p( ] AR 202 BadARrs
x Bi (=1 x) Bi (—=¥282) , (25)
where y = 52;’” L

Proof: From (24) C can be calculated as (26), where
the CDF of |hpag|?, the PDF of |hpoe|® and |hpig|? base
on (18) and (19), shown at the bottom of the next page.

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, C; is written by

AR < 2 )
Ci=-— exp | —
U2 1 PEAIRME arPArR
x exp(Wnx)Ei(=v1x). 27)
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Substituting (27) into (24), (25) can be obtained.

The proof is completed.

To further analyse system performance, we can see that two
conditions of successful decoding signal corresponding to the
two phases lead to the variations of SOP performance. The
target rates appear in expressions of SOP, for example (20),
and therefore such target rates will limit improvement of
secure performance. Although the ergodic secrecy rate is also
important, but the SOP is at a higher priority to examine the
secure performance of such kind of uplink NOMA.

Remark 1: Since expressions of SOP are so complicated,
we examine the main factors affecting the SOP performance.
For example, (25) contains the parameters ¢, ¢r and the
channel gains, and hence the secure performance metrics
depend mainly on these parameters. As a result, it can be
concluded which parameters can be improved to obtain the
best security behavior. The reason for the imbalance in the
performance of two users is the power allocation factors
which appear in coefficient x. Further, we should note that
the SOP performance can be improved when ¢ increases.

C. ASYMPTOTIC OF SOP
When ¢ — oo and based on (A.1)-(A.3), the asymptotic SOP
of Dy is given by

' 1 o0 oy, 1
SOPS" =1 — — exp<—<“lﬁ2 +—)y>dy
Ars Jo Biiis  Ags
A
_ Birts . (28)
w1 B2Ars + Biris

Similarly, from (28), (B.1) and (B.3), when ¢ — oo the
asymptotic SOP of D, for the case G1 is given by

(Gl asym)
1 1
w1 Aip1 @2\

X /mexp(—(mal + ! )x)dx
0 a2doR  WlAjpl
X /ooexp<—<mﬁl + ! )y)dy
0 BoArs  @2Aip2
QAR B2Ars

=1-— — . (29
2 w1 hipl + az2Aor M2 B1w2dip2 + BrArs

SOP,
=1-

Next, from (26) and (B.3), when ¢ — oo, the asymptotic
SOP of D; for the case G2 is computed by

(G2,asym)
soPS
. 1 1
B AR W2Aip2

[ ()
0 AR AR
<o (- (o o))
0 BrArs  @2Aip2
QAR B2Ars

— - — — . (30)
M2 AR + aaAor HaBraniipy + B2ARs
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Remark 2: In order to gain more insights, such system’s
asymptotic behavior obtained in this section is necessary
when the transmit SNR at destinations are sufficiently large.
In particular, when ¢ — 00, the expressions of asymp-
totic SOP in (28), (29), and (30) mainly depend on system
parameters such as target rates, channel gains and power
allocation factors. Therefore, we predict that such SOP is
likely saturated lines at high region of ¢.

IV. SPSC ANALYSIS

A. SPSC OF D,

Another main performance metric is SPSC, which is the
fundamental benchmark for secrecy performance and denotes
the probability of existence of the secrecy capacity [43]. Thus,
the SPSC of D is readily given by

SPSCp =Pr (Cf > 0.¢fP > 0)

— (p1) (D 2
=Pr (Vm s~ Vpi- E) Pr (Vy(f’ )

01

2
>y )E) 31)

[0))

Proposition 4: The closed-form expression of SPSC for D
can be expressed by

A A
SPSC,, = — Pris 1S
PEME + dA1s BoPEAEARS
x exp (@ Ei (=), (32)
PEMEFOA IS
where &y = BoPEPIIEARS
Proof: See Appendix C.
B. SPSC OF D,
Case 1: The SPSC for G1 — D> can be expressed as
spsci = pr[cf3" > 0]
1 1 2
= Pr[ylgpl)>yg’2) ]Pr[yx(fz)>ylgp2) ] . (33)

|41 1%

Proposition 5: The closed-form expression of SPSC for
G1 — D; can be expressed by

A A
SPSCI()(;I) _ 2R RS
A1 PEAME®I Aipl BIOEARE W2 Aip2
x exp (P + ®3) Ei (—Py) Ei (—P3), (34)
where @, = PEAMEFPIR PEMREFGARS

A1PPEIME Aip1 3= BiddErrE@ )i

Proof: See Appendix D
Case 2: Similar to G; — D>, the SPSC for G, — D, case
can be expressed as

spscy? = Pe[cf3? > 0]

1 1
= Pr [ylgpz) > yg; )E] Pr [yx(fz)

CJ}

»2)
>Vp2— E]

W>

(35)

Proposition 6: The closed-form expression of SPSC for
G, — D; can be expressed by

A A
SPSCL()GZZ) = 2R RS
a1 PEAEMR BIOEARE W2 Aip2
x exp (P3 + P4) Ei (—P3)Ei(—dy), (36)
where &4 = %

Proof: From (35) ®; can be calculated as (37), where
the CDF of |hpagr|?, the PDF of |hpoe|? and |hpig|? base
on (18) and (19), shown at the bottom of the next page.

Substituting (37) into (35), (36) can be obtained and the
proof is completed.

Remark 3: Similarly, since the same parameters lead to the
enhancement of SOP, this section presents the expressions of
SPSC performance which relate to the similar system param-
eters reported for SOP metric. For example, we examine the
main factors affecting the SPSC performance in (36) which
are ¢, ¢ and the related channel gains, and hence secure
performance metrics depend mainly on these parameters.
As a result, by controlling these values, an improvement in
the SOP and SPSC indicators can be achieved.

_ 1
> p2 + Mng;,)E]

ap

_ (m + oot hooe ) (rglhoirl” + 1)}

=), 0

arg

a2¢A2R A2E

. ((W + poargex) (1¢y + 1)
|thR\

b (_ (12 + poargex) (1dy + 1) ) RS

))flhDZElz (x)f|hm1e\2 () dxdy

X 1
—— ] —ex dxd
p( )\2E> AR p( MR) Y

“rne ) oo

dA2R

1
L exp <_ ) /
AR arpror ) Jo
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W21 PEPA2EY + U2EI2E + PA2R

1 o 1
P21 PEPY + ¢ " _) x) exp <_ ( il B _> y)dxdy
DR Aok 2R AR
2o 1
xp [ — + d (26)
p< (azsz MR) > >
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V. EXTENSION TO MULTIPLE ANTENNAS AT USERS

In Fig. 2, two users may benefit by multi-antenna design. It is
assumed that users D1, D, are equipped with N and M anten-
nas respectively [47]. For simplicity, the system treats its
nodes in a half-duplex mode. The transmit antenna selection
approach is adopted to reduce cost of multi-antenna users.
Once the n-th antenna at user D; is selected, the channel
for link D1-BS is characterized by distribution hpis, ~
CN (0, )»15,,,) with (n =1, --- , N). Similarly, we character-
ize the channel for the link D, to R (m-th antenna at user
D; is decided to be transmitted) as hpog , ~ CN (O, AzR,m)
with (im =1, --- , M), for link D;-R, the channel distribution
is hpir.n ~ CN (0, )\-lR,n)- For links associated with eaves-
dropper, links Di-E, D; to E (the n-th antenna is selected at
user Di, the m-th antenna at user D) experience hpig., ~
CN (0, MEg,n), hp2em ~ CN (0, A2k m), respectively.

[]

|

Main —— Phase |
channel channel
—— —>»Phasc 2

Eavesdropper — Phase |

—— —>Phasc2

............ »Interference

FIGURE 2. The extended case of multiple antennas at users.

A. PHASE 1
Similar (1), the received signal at BS from D with multiple

The SINR at the BS to receive signal from multi-antenna
user Dj is given by

2
v s = a1d|hpis.al. (39)

The received signal at R in the first phase is given by

y,(,f’n; hpor,mv/ @2Px2 + hpig n/ @1 Px1 + og.  (40)

For multi-antenna user case, we only emphasize on the first
case when ipir.», > hpar m, R first decodes x| corresponding
SINR as below [42]

2
o)) 20| hpar.m|
Y = 41)
o 051¢V’D1R,n|2 +1

where hpig., ~ CN (0, w1 Aip1.n).

Case 2: If hpirn < hporm in the case Gz, R decodes
the user symbol (i.e. x2) subject to the better link quality by
treating the user symbol (i.e. x1) subject to the inferior link
quality as noise [42]. The SINR of R is given by

on Ol2¢>|hD2R,m|2

YR2om = — 7 2 . (42)
" a1¢|hpira|” +1

The received signal at E from multi-antenna users D; in the
first phase is given by
y(Epn)m = hp1e.nv @1 PX1 + hpop mv/ 0o Pxy + op.  (43)

After PIC, the received SINR at eavesdropper to detect D;’s
signals can be written as

2
antenna in the first phase is given by 7/1()],7 12) £ = idp|hpie |, (44)
y(gl )n s = hpis.ny/ 1 Px1 + os. (38) where z = {n; m}.
hpoe|? (a1 dlhpir)® + 1
©y = Pr | lhpoxl? > delhpoe|” (a1¢|hpig] )
¢
¢ex (a19y + 1)
= / / ( |thR|2 < f\hDZEl2 (x)flthRlz () dxdy
1 1

= / f exp ( <¢E ¢y +1) + —) x) exp <—L> dxdy

A.ZE A]R PAR AE IR

GAR ( y >

— exp | —— |dy

MR 0 PEX1PIEY + PEAE + PAor AR

A2R .
= ———exp (P Ei (—Dy) . 37
A1PEAEMR P
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B. PHASE 2
Similar (8), the received signal at BS from D; and R in the
second phase is given by

yS w = hp1s.ny/ B1PY1 + hrs+/ B2Pxa + 0. (45)

Similar (9), we just consider details for the first case corre-
sponding to hp1r » > hgs, the BS first decodes y; and then x;
using SIC. In particular, we examine the expressions of SINR
for signals yj, x; respectively as [42]

) _ ,31</>|ths,n|2

V. , (46)
Y Balhgs|? 4 1

Balhrs|?
= (47)

ﬂl¢|ZDlS,n|2 +1

where ZD]S,n ~ CN (0, 0)2)\ip2,n)~
The received signal at £ from R and D with multi-antenna

yE ,, = hp1e.ny/ B1Py1 + hre/ BoPxa + op.  (48)

After PIC, the received SINR at the eavesdropper to detect
D;’s message can be written as

2
v o = Bidelhu . (49)

where U = {D1E, n; RE}.
The selected antenna can be achieved to strengthen uplink
transmission from the user D1 — BS and D, — R as [44]

2
n* = arg max <|hD15,n| ) (50)
n=1,---,N
2
m* = arg max (’hDZR,m| ) (5D
m=1, .M

The channel regarding selected antenna of D and D, have
PDF, and CDF respectively as [48]

V4

Fypp () = 1-2(12) (—1)* L exp (-%), (52)
z=1
z V4 Z X
i (x)=2<z)( ! Qexp(—g), (53)

z=1

where T = {DI1S,n*; D2R, m*}, Q = {15, n;2R, m}, Z =
{N; M}, z = {n; m}.

C. ANALYSIS OF soP

It is worth pointing out that selecting the optimal transmit
antenna based on mentioned criteria lead to similar way in
computing performance between user D and user D, which
expects that SOP performance depends on the number of
antennas equipped at destinations D1, D».

VOLUME 9, 2021

1) SOP OF D,
Proposition 7: The closed-form expression of SOP for
multi-antenna user D can be expressed by

()
SOP},

N N N N
=1+ M) ™)) ()
n=1r=1 I=1 t=1
roAis.n tA1s,n
NUIPEME n+FPALS nl L1 PEB2AE nARS
o o

a1Prisn  Pr1dAisa

54

X (_ 1 )n+r+l+t74

X exp (X,ﬂn —

L1 QEME ntIPAIS.H

Y
SH1P2 2O = L1 pEPPIME 0

where %, = Biris,n )»Rs
Proof: See Appendix E.

2) SOP OF D,
We just focus on G1 case here. We omit another case since
the case G2 can be proved in similar way. Then, the follow-
ing proposition is provided to highlight benefits of multiple
antennas design at users.

Proposition 8: The closed-form expression of SOP for
G1 — Dy with M antennas can be expressed by

(G1,m*)
SOPD2

-y

m=1

Y () ()

1i=1 t=1

M=

rl)\,ZR,m

X (_ l)m+r+l+t74
MU0 PEW®] Aipl nA2E,m

tARS
U2 B1PE@2 Aip2 nARE

mpy Iz
e (1/””"51"” " aphar T P20 ﬂszs)
m
x Ei (_wl md1 m) Ei (_¢282 m) (55)
_ MPEME mTTPIRm _ mppag l
where ¥y, = Mmoo PPEAIE m s S1m = A2A2R.m o1hipln’
Som = 2B t

~ Bakgs @2 hip2.n

Proof: See Appendix F.

D. ANALYSIS OF SPSC

1) SPSC OF D,

Proposition 9: The closed-form expression of SPSC for D
with N antennas can be expressed by

- LEER 00

« (—1yrri— roALS,n tA1S 0
NPEAEn + rdIs.n LB20EME n)Rs
X exp (CD] n) Ei (—<I>1 n) (56)
_ l¢prMEntIPrisS
where @, = 50 oy Tk
Proof: See Appendix G.
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—— SOPp, Analysis A
“|= = S0P Analysis Y
=¥ SOPS” Analysis
-------- Asymptotic
O ;= 1= 0.7 Simulation
o a;= (1= 0.9 Simulation
102 I I I I I I I
0 5 10 15 20 25 30 35 40

¢ (dB)

FIGURE 3. SOP vs transmit SNR with different «; = g; [51]

(Rpy = Rpy = 0.2 (bps/Hz), k15 = ks = kg = Apg = 1 [43],

X,‘P] = X,‘Pz =1, A‘IE = le = A.RE =0.01,0 = W] =Wy = 0.2 [52],
¢p =1 (dB)).

2) SPSC OF D,
Proposition 10: The closed-form expression of SPSC for
multi-antenna user D> (case G1 only) can be formulated by

=X X220 () ) ¢)

X(—l)m+r+l+t74 r“\2R,m tARS
ma 1 QErog, m@1hipl,n BIOEARE@W2Aip2.n
X exp (Do + @3,) Ei (—®o) Ei (—®30), (57

— 1PEMRE+TOARS

_ lm¢E)\2E,m+lr¢)h2R,m —
T BIGEARE@2 Mipa

where ®; ,, = MO G M2E m@ il
Proof: See Appendix H.

Remark 3: As discussed earlier;, two single antenna users
experience different SOP as well as SPSC which mainly
depends on power allocation factors, and channel gains.
By contrast, multi-antenna users exhibit improved SOP and
SPSC performance as expected, shown in (54), (54), (56) and
(57). The uplink communication tasks in the context of NOMA
strategy shows more complicated expressions of secure per-
formance. However, even though similar setup of end-to-end
SINR and target transmission rate, and the selection criterion
is indeed a combination of the best transmit antennas at two
multi-antenna users to produce an improvement. Unfortu-
nately, a challenging issue may arises: how could the antenna
can be jointly selected so that the optimal performance of
such system is enhanced? To tackle this problem, we develop
numerical experiment to evaluate antenna parameters N, M
to secure performance.

VI. SIMULATION RESULTS

In this section, we conduct numerical simulation by run 100
iterations for Monte-Carlo simulation. Main parameters are
provided in each figure.

95144

—— SOPp,; Analysis
= = S0P Analysis
=¥ SOPS” Analysis

-------- Asymptotic
O Rpi= Rpy= 0.2 (bps/Hz) Simulation
{ Rpi= Rpy= 0.3 (bps/Hz) Simulation
10.2 1 1 1 1 1 1 1
0 5 10 15 20 25 30 35 40

¢ (dB)

FIGURE 4. SOP vs transmit SNR with different Rp; = Rp; («7 = 1=0.8
[51] a3 = fp=0.2, My5 =Aps =Ajg = Ay = 1[43] Ajpy = Xjpp =1,
AIE = A‘IE = A‘RE =001, 0= W] =Wy = 0.2 [52], ¢E =1 (dB){

10

iR ST S G G

—— S0P, Analysis
— = 50P);" Analysis
=¥ SOP;” Analysis
-------- Asymptotic
O SOPp, Simulation
o S()P};jz] Simulation
O w= 0.2 Simulation
P> w= 0.8 Simulation

| | . . . . .
0 5 10 15 20 25 30 35 40
¢ (dB)

102

FIGURE 5. SOP vs transmit SNR with different v = w; = @, (¢; = 81=0.8
[51], oy = ﬂ2= 0.2, RDI = sz =0.2 (bPS/HZ), A.]s = A'RS = A'IR = A’ZR =1
[43], Aip] = X,‘Pz =1, Mg = Ay = Agg = 0.01, ¢g = 1 (dB)).

In Fig. 3, we first analyze the SOP secrecy performance
versus the transmit SNR ¢ at the BS over different power allo-
cation factors when «; = B, in which the asymptotic lines
are included to show the lower bound of these SOP curves.
As can be observed from the curves and the corresponding
markers, the Monte-Carlo results are matched tightly with
the analytical results and such good agreement validates the
accuracy of our analytical results. As for the comparison of
the SOPs, the simulation results exhibit the best case for user
D since the high power factor is allocated to it. We observe
that the SOP is a monotonically decreasing function of ¢,
since the SINRs depend on ¢. It’s obvious that the change
in ¢y = B from 0.9 to 0.7 leads to deduction of SOP
performance. Thus, the secrecy performance can be improved
at the cost of reliable performance by controlling o1 and .

Fig. 4 shows the similar trends of SOP performance of two
users by changing the target rates, Rpi, Rp>. Since formu-
las of SOP depend on these values of Rpi, Rp2, the lower
requiblack target rates result in a better SOP performance.
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SOP

0 5 10 15 20 25
¢ (dB)
——— SOPp, Analysis
— = SOPY" Analysis
—¥ SOPS;” Analysis
O ¢= 10 (dB) Simulation
O ¢= 20 (dB) Simulation

FIGURE 6. SOP vs transmit ¢ with different SNR (¢; = ;= 0.8 [51],
0y = ﬂ2= 0.2, RDI = sz =0.2 (bPS/HZ), A"|S = )‘RS = A"|R = A’2R =1 [43],
X,'P] = X,'Pz =1,Afg =A =Agg =0.01, 0 = 0] = wpy = 0.2 [52]).

0.9

0.8

0.7

SOP
IS)
)

—— SOPp, Analysis
(G1

021 ¢ = = SOPEY Analysis

=% SOPL;” Analysis

O ¢p= 10 (dB) Simulation

O ¢p= 20 (dB) Simulation

0 0.1 02 03 04 05 06 07 08 09 1
Rp (bps/Hz)

FIGURE 7. SOP vs transmit Rp; = Rp, with different ¢g («; =
[51], a3 = B3=0.2, L5 = Aps = A1p = Ay = 1[43], l, 1 =Aj

=1,
2
ME =X =Agg =0.01, 0 = 0] =wy =0.2[52], ())—IO(dB)sJ

/=08

It is confirmed that the lower bound of SOP is matched with
the exact SOP values at high SNR regime, i.e. ¢ = 40 (dB).

The impact of the level of imperfect SIC at user D, can be
seen clearly as Fig. 5. Once we set @ = 0.8, it causes a sig-
nificant reduction in the SOP. Further, the channel conditions
reported in cases G| and G, also show performance gaps for
consideration on performance of user D;. Since formulas of
SOP depend on the transmit SNR, and hence high SNR leads
to significant improvement on SOP performance.

As observed from expressions of SOP metric in Fig. 6, for
example (25) reports that the SOP performance will become
worse if the SNR of the eavesdropper increases. We can con-
firm such result as seen in Fig. 6. The impact of transmit SNR
at the base station also contribute to improving performance
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FIGURE 8. SOP vs transmit SNR with OMA and [46] («; = 8;=0.8 [51],
ay = p=0.2, Rp; = Rpy = 0.2 (bps/Hz), A1 = Ags = Aig = Aag = 1[43],
Alp'l —X, 2 —l A'IE —AZE —ARE _001 ® = w1y —(4)2—02[52]

¢E =1 5

N —— S0P, Analysis
091 \\‘ st o 4
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\ S Analysis
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SOP
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FIGURE 9. SOP for multi-antenna user vs transmit SNR with different
N=M (a; = 1= 0.7 [51], ay = = 0.1, Rp; = Rp, = 0.2 (bps/Hz),
xlSn—)‘RS-)ﬂRn—}‘sz—l[‘l:"] }v:pln—)‘p =1,

MEn=2Em=Age =00l 0 =01 =0y = 2[52], ¢E 10 (dB)).

in this circumstance. Further, ¢ in the range from 15 (dB) to
25 (dB) results in significant variations of SOP.

In Fig. 7, as further observation from expressions of
SOP metric, for example (25) indicates that the target
rates are main parameter to limit the performance of
SOP. The curves of SOP approach to 1 when the tar-
get rates Rp; = Rp> = 0.8 (bps/Hz) except for the case of
user D;. The performance gaps between the two users
still exist. It can be explained that the power alloca-
tion factors make crucial influence to SINR and cor-
responding SOP performance. Fig. 8 further provides
the comparison between NOMA, the work in [46] and
OMA cases.

Fig. 9 reveals the impact of antenna configurations at two
users on the secure system performance. The big gap for
user D for two cases of transmit antennas N = M = 1
and N = 3 as can be observed from 9, while SOP
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SPSC

O Simulation
—4— SPSCp; OMA
=4 SPSCp, OMA

. . . . . | |
0 5 10 15 20 25 30 35 40
¢ (dB)

FIGURE 10. SPSC vs transmit SNR with different OMA («; = 8;= 0.8 [51],
ay =B3=02, k15 =rgs =g =g =1 [83] hjpy =Ljp2 = 1,
ME = Ay = Age = 0.01, w = 01 = @y = 0.2 [52], ¢ = 40 (dB)).

100 T T T T T T T T T

SPSC

O ¢p= 35 (dB) Simulation
{ ¢r= 40 (dB) Simulation

6@ L L L L

-10 -5 0 5 10 15 20 25 30 35 40
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FIGURE 11. SPSC vs transmit SNR with different ¢ (; = ;= 0.8 [51],
0y =p=02,115 =dgs =hp =Ap =L djp1 =Xjpp =1,
X]E = }‘ZE = )’RE =0.01, 0 = W] =Wy = 0.2 f52]).

performance of user D; just slightly relies on the antenna
configuration. The main reason is that decoding signal pro-
cedure at the BS for user D; is more complicated since it
belongs to processing at both transmission hops. On the other
hand, the SOP performance has also floor at high SNR region
which indicates that more antennas at users only contribute to
improvement at low SNR region which more system param-
eters with higher weight compared to ¢.

Then, Fig. 10 shows the increase in the SPSC performance
when the SNR at the BS increases ¢. The performance
gap between the two users is still observable in this figure.
We provide more comparisons on OMA as well. In this
case, D is reported as best case except for OMA case. It is
obvious that ¢ results in the deduction of SPSC in Fig. 11.
We also know from the calculated expression that SPSC is a
monotonically increasing function of ¢. Similarly, as shown
in Fig. 12, the impact of power allocation factors is small if we
compare the two cases of ) = 1 = 0.8 anda; = §; = 0.2.

Furthermore, the impact of imperfect SIC on SPSC can
be seen clearly in Fig. 13. When ¢ changes from 35 to 40,
the SPSC performance of user D; is affected significantly.
Other trends of such secure performance metric are similar as
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FIGURE 12. SPSC vs transmit SNR with different «; = B
(s =Ags =Xp=Aop =1[43] Ajp1 =Lrjpp = 1.
ME =X = Age =0.01, 0 = @1 = wy = 0.2 [52], ¢ = 40 (dB)).
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FIGURE 13. SPSC vs transmit SNR with different v = w; = w, (¢ = 1=
0.8 [51], ap = 2=0.2, A15 = Aps = Aqp = App = 1[43], Aip1 = Xjp2 = 1,
ME = Ay = Agg = 0.01, ¢ = 40 (dB)).

SPSC

¢ (dB)

FIGURE 14. SPSC for multiple antenna vs transmit SNR with different N=
M (a7 = f1=0.8 [51], oy = = 0.2, \y5,n =Ags =r1g,n = rp,m =1
[43], Mip1,n = Xip2,n =1, ME,n = A2E,m = Age = 0.0l, 0 =0y =wp =0.2
[52], ¢ =40 (dll,?')).

previous figures. Similarly, Fig. 14 compares SPSC for two
cases of antenna configuration, N =M = land N = M = 3.

VIi. CONCLUSION

In this paper, we studied the secrecy performance of an uplink
NOMA for single antenna and multiple antennas users cases.
We consider the uplink transmission scenario where users are
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classified based on their locations around the serving base
station in the presence of an eavesdropper. We also analyzed
the PLS performances in terms of SOP and SPSC. Such
uplink NOMA transmission proves reliability since there are
two kinds of links from user ends to the base station. A group
of two NOMA users is adopted to have a tractable analysis
since the interference from other groups is neglected. Based
on the proposed model, the closed-form expressions of SOP
and SPSC are derived for characterizing the systems’ reli-
ability performance and secrecy performance. Additionally,
we provide the main parameters which explicitly capture
the reliability performance and secrecy performance of the
network. It’s proved that the performance gaps of two users
in terms of SOP and SPSC can be improved by varying power
allocation factors and channel conditions. It is worth mention-
ing that the results in this study are primarily theoretically
oriented and offer a useful theoretical guidelines for uplink
NOMA transmission in cellular systems.

APPENDIX A
PROOF OF PROPOSITION 1
From (20), the SOP of D can written by

(f28)
1"‘J/z)1s>
1+ ,en =5
+VpiiE

Ay

P2)
14
x Pr [—y

> < ,ul:| . (A
L+ 02,

Az

SOPDlzl—Pr|:

From (A.1), A can be calculated as

Ay =Pr I:VD([i )S > +IL1)/D(11 E]

T + e de lhpiel?
=Pr |:|hD1S|2 >

alp

/OO (1 - F|hD1S|2 <m+ Mlal(pEx))
0 arg

Xf|h01£|2 (x) dx
rad o)
AME ajPris

°° wige 1
X /(; exp (— <¢)»1s + E) x) dx

PAls ( i >
= ———¢exp| —— ).
MIPEME + dAis ajprls

(A.2)

From (A.1), A> can be calculated as (A.3), shown at the
bottom of the next page.
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Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, Aj is given by

Ais (
A2 = ————€¢€Xp A0 —
M1PEB2AEARS

)E (—10),
(A4)

,31¢)» 18

where % = f1P2 4 1 x M1¢EME+¢>»1S

Substltutmlg (A.2) zfnd (A 4) mto (A l) we can obtain (21).
The proof is completed.

APPENDIX B
PROOF OF PROPOSITION 2
From (22), By can be calculated as (B.1), shown at the bottom
of the next page.

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, By is given by

MR I
By =— exp (1/f131 -
M2 1 PE W1 Ajp1 A2 2R
x Bi(=vy161), (B.2)
H2PEME+PAoR _ Mo 1
where ¥ = Hoa1PPEAE 8 = AR W1 Aip]

Next, B, can be calculated as (B.3), shown at the bottom
of the next page.

Similar By, based on [45, Eq. (3.352.4)] and applying some
polynomial expansion manipulations, B; is given by

A __
B =— RS exp (WSZ I )
MZﬂl‘pEa&kipleE ﬁ2¢)\RS
x Ei(=v28), (B4
where ¥, = Wodprretdins 5 2P 4

H2BIOEGARE > Bakrs wz)»t
Substituting (B.2) and (B.4) into (22), we can obtaln (23).

The proof is completed.

APPENDIX C
PROOF OF PROPOSITION 3
From (31), we can express Q1 as

2
01 = Pr |:|hms|2 o %}

L[> ok 1 ) )
= — exp | — + — ) x| dx
rME Jo p( <¢Ms ME
A
__ fMs (eR))
QEAME + PA1s

Further, Q5 can be calculated as

O

2 2
— Pr |:|th5‘|2 - oe|hpiE| (/3¢2)¢>|h1e5| + 1)]

SO (P52)

*Jihpig? (x)f\hRSF (v) dxdy

/ / ( dex (B29y + 1)) 1 ( X )
exp exp——
dris ME ME
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—_— X
Ars Jo  GEB2PMEY+BIPEME+PA1s

—exp (_L> dxdy Based on [45, Eq. (3.352.4)] and applying some polyno-
ARS mial expansion manipulations, Q> is written as

Lo > ¢e (Pagy +1) 1
ME As A L S VP Yy Ms .
1B ARS 00 ¥ ' 0=~ exp (P Ei (=@, (C3)

( ) ProEMEARS

PEME+TPAIS

~ where ©; = Ty
dAris BrpEdMEIRS ) )
pl— dy. The expected result can be obtained as plugging (C.1)

and (C.3) into (31).
(C.2) It is the end of the proof.

)»RS

N 2
Ay =Pr Vy({’z) > w1+ MIJ/D(pl_)E]

By =

95148

1¢lhpis|? _
m 1+ 1 B1¢E|hpiel*
2 RS

2 (1 + w1 Broelhiel?) (B2¢lhrs|* + 1)]

= Pr

v

= Pr| |hpisl

Bio

w1 1
/ / (1- |hms2<(“1+mﬁ“2f;)(ﬂ2¢y 0N Ve @ 0) ity

_ __ex ( )/ f exp( (M1¢Eﬂ2¢y+M1¢E +L>x> exp (_(mﬂz _'_L) y) dudy
AE ARS /3145?»15 PAris ME Biris  Ags
1 A ey 1
=L ( I3 ) /' Pris exp <_ <M1ﬁz N _> y) . (A3)
ARS Bioris ) Jo  m1QeBrdrEy + w1QEAME + dALs Biris  Ags
_ 1
Pr [VR =+ szg;_)E]

(12 + n2020e hpoe|?) (al¢|ZD1R|2 + 1)
arep

(2 + w2a2ppx) (a1¢py + 1)
/ / ( |hD2R|2 ( ) ))f|hD2E2 (x)f|’EDIR|2 () dxdy

f f < (W2 + u2ogpx) (a1 py + 1)) 1 ( x ) 1 ( y )

exp| — —exp| —— exp | — dxdy
o Jo arPror AE ME ) 01hip w1Aipl

1 1 1 %X 1
s exp ( > / / exp ( <M2a1¢¢Ey + Pk L b )x> exp ( ( | )y)dxdy
AME @1Aip] 062¢?»2R PAR A2E AR W1Aipl
1 A 1

exp (— ) / Phar exp <— ( Ha + )y)dy. (B.1)

W1 Aipl arpror ) Jo moa19PErrEy + nodErE + PAoR QAR WiAjpl
__ 2

Pr [yx(fz) = M2+ /Lz)/gé_)g]

(75 + maBags lhwe ) (Bro s | + 1)
B9

i) 1
/ f ( \hRsI2 ((Mz - MZIBZ(Zi;) GllZhs )>>f|hRE|2 (x)‘f|711)15|2 (v) dxdy

/ / ( (12 + w2 Pagex) (Bigy + 1)) 1 ( x ) 1 ( y )
exp| — —exp| —— exp| — dxdy
o Jo BadARs ARE ARE ) @2Aip2 @2 Aip2

L o L e
ARE W2 Aip2 ﬂ2¢?»RS DARs ARE BrArs  @2Aip2

1 dARs n2B1 1
exp| — exp| — + y |dy. (B.3)
W2 Aip2 /32¢?»Rs 0 M2B1PEPAREY + U2PEARE + GARS BoArs  w2hip2
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APPENDIX D
PROOF OF PROPOSITION 4
With the help of (33), W is given as

Wi

~
o |hpae|? <Ol1¢|hD1R| + 1)
= Pr | |hp2rl "

1
/ [ < Ihl)zR\2 <¢EX((XI¢#))JCMDMI2 )

Xf|h e (y) dxdy
_/ / < ¢Ex(0!1¢>y+1)> 1 < x )
= exp exp| ——
Prog AE AE

exp | — dxdy

wl)‘-lpl p( wl)\-lpl>
+ X
sz) )

_ / / ( <¢E (a1¢y+1)
= exp
)\ZE a)l)»,p1 Pror

X exp ( ) dxdy
wl)\-lpl
1 * dAor

wiAipt Jo  PEQ1QA2EY + GEIE + PAoR

x exp| — J dy.
w1 Aipl

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, W is written by

(D.1)

A2R .
Wi=—-———"""—exp(P)Ei(-Dy), (D.2)
AIPEAE®I Aip1
— _PEMETOIR
where &; = AIPPEMEDI Aip1
Next, W» can be calculated as
W>
~ 2
oelhge | (,31¢|hD15| + 1)
= Pr | |hgs|® >
¢
dex (Bigy + 1)
/ / < F s <—¢ i ()

X f| Tions () dxdy
_/ / ( ¢>Ex<ﬂ1¢y+1)> ! ( x )
= exp exp| ——

PARs ARE ARE
exp (— > dxdy
wZ)"lpZ WA ip2

_ / / ( <¢E Bigy+1) 1 ) )
= exp + X

)»RE wz)»zpz DARs ARE

X exp ( > dxdy
(1)2)\1[)2
1 * PR

w2hip2 Jo  PEBIPAREY + GEARE + PARs
X exp (— J ) dy.
W \ip2

VOLUME 9, 2021

D.3)

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, W, is given by

ARS .
Wo=———"—"exp(®3)Ei(=D3), (D4)
BIOEARE@2 Aip2 P
where &3 = gLEMEE s

B1PPEARE W2 hip2

Substituting (D.2) and (D 4) into (33), we can obtain (29).
It is the end of the proof.

APPENDIX E

PROOF OF PROPOSITION 7

Similar (20), the SOP of D with N antennas can be expressed
as

o)
. L4500,
sop") = 1 —Pr[M - m}

I
1+y1()’12,*

Ay

2
1+y(f’n)*
—<p,1
2
L+ v

x Pr (E.I)

Ap p*

From (E.1), A1 ,+ can be calculated as (E.2), shown at the
bottom of the next page.

Next, Ay ,+ can be calculated as (E.3), shown at the bottom
of the next page.

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, Aj ,+ is written by

h ==X () ()

=1 t=1

tA1S,n

_1)1"1‘[—2
L@ B E nARS

Iy .
—— ) Ei(—%,0,), E4
ﬂl‘l’)\lS,n) i ) ED

Y] 1 _ e MEattPAisn
where %, = Biris.n + Ars? T IdEdBIME N

Substituting (E.2) and (E.3) into (E.1), we can obtain (54).
The proof is completed.

X exp (X,ﬂn —

APPENDIX F
PROOF OF PROPOSITION 8
Similar (22), the SOP of G,
expressed as

(p1)
* 1+ YR 1 n*m*
SOPEng ) =1—Pr |:—ln m > M2:|

— D, with M antennas can be

1
1+yl(,’§f,,*

Bl,m*

v2)
L+y, =

x Pr| ——="— >y |. (R
L+ v
YD2,m*—E

By x

95149



l EEEACC@SS M.-S. V. Nguyen et al.: Exploiting Secrecy Performance of Uplink NOMA in Cellular Networks

From (F.1), By, can be calculated as (F.2), shown at the % r1A2R.m exp (wl,m(sl — m—m)
middle of the next page. MULXI PED1 Xip1 nA2E m C2PAoR m
Based on [45, Eq. (3.352.4)] and applying some polyno- x Ei (—wl’m(Sl,m) , (F3)
mial expansion manipulations, By ,» is written by
By m* m __
’ _ mu PEA ,m"‘r‘l”L m . /
M M N Where wl’m - ;'NEQI’lzllqubE)&ZE‘nle » Olm = O’Zl)f;l‘::n wl):ipl,n :
_ Z Z Z (% ) (lr"l ) (;V ) (- 1)m+r+l -3 Next, B2+ can be calculated as (F.4), shown at the middle
=1 r—=1 =1 of the next page.

1 — 1
Al,n* =Pr [J/l()pl 3,* S = K + MIVD(ILZ*_E:I

2
2 Mt 11 @g |hpie |
= Pr| |hpis.|” =
alp
= _
[ (1= () )
0 |Ap1s ¢ | arp |hp1E |

I
M=
Eﬂz

- [o/0]
(i\/>(_1)n+r—2 " exp (_ N )/ exp (_ (nM1¢E L )x) i
AMEn arprisn/) Jo drsn  MEn

N _
(M) =y réMsn exp <— et ) . (E2)
" NPAPEME,n + rPris,n A1PAIS,n
(;Un* > ,ul +M1)/D(pl 21* E]

2
(71 + w181 i) (B2 s + 1)

B1o

o0 (1 + w1 Broex) (Bady + 1)

- / / (1 B F|hms,n* & < Bi1¢ >>f|h1)15,n*|2 (x)flhlmz () dxdy
N 4—2 L 1 Ly

> () ()0 e ()
= MEn ARs B1pris.n

o (19 pPoy + ln1¢E t A tmp 1
/o ./0 P < ( PA1Sn * ME,n) x) P ( <,31Ms,n * )»Rs>y> ey
N 1 Iy
N\, qyH—2 1 e

Z ( ) (t >( D ARS eXp( ﬂl(b)»ls,n)

=1
toA Iy 1
X / Pis.m exp (— ( K + —) y> dy. (E.3)
0o lm1oedBrrEny + l1QEME R + tdAIS 8 Birisn  Ags

Il

=1
=1
=
SN—" N—"

1r

3
Il

Ay o = Pr

1

14

=

= ‘thS n*

N

~
Il

_

X

Mz

~

1

30

1 . 1
Bl,m* = Pr [VRS{II}’)Z*WZ* = n2 + MZVD([;J)H*—E]

) (E + w202@E | hpoE me |2> <a1¢|7iD1R,n* |2 + 1)
= Pr| |hporm|” = o

/oo ‘X’(l P ((W+M20!2¢EX)(G1¢y+1)
0 T ot |

ad
M
>

l miy
M) (M) (N)(_l)m+r+l—3 r exp <_ H2 >
— <m VAN A2E,m @1 hipl.n 2PAR m
exp (_ (mM2a1¢¢Ey + muogE LT )x) exp (_ < Mmoo N ! )y)dxdy
DA2R,m A2E.m aAopm @1l
l muy
M) (M) (N)(_l)m+r+l—3 exp (_ 2 )
(m VAN W1Aipl,n Q2P 2R m

A 5 l
roAR k exp (_ ( UIECIN )y)dy. (F2)

0 MUUIPPEME mY + MU2PEIE m + T PR m QARm  WlAipln
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))ﬁhmﬂm* |2 (x)fmum,n* |2 () dxdy
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Il
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Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, B ,,+ is written by

Y tARs
By = — E (N) (-1
" pry ' w2 BIPE@2Aip2 nARE
X exp (wzsz,m e )Ei (—vadm).  (ES)
B2pArs
where 6, = [L2p1
m ™ BrAgs

Substituting (F.3) and (Pq 5) into (F.1), we can obtain (55).
The proof is completed.

APPENDIX G

PROOF OF PROPOSITION 9

Similar (31), the SPSC of D; with N antennas can be
expressed as

* 1 1
SPSCISZ) = Pr (Vlgpl i* s~ Vlgpl :z* E)

Ql,n*

« Pr( ) )

yyl n* = J/Dl n*—E (G])

QZ,n*

From (G.1), Q1+ can be calculated as

2 ¢e|hpiEw |2
z —_—
¢

> dEX
Z/O (1_F|hms,n*|2< o >>f|hDIE P 2 (x) dx
nr—2_ T
>< >( b MEn

Qi =Pr |:‘th511*

I
M=
Eﬂz

o0
X / exp <—< > + r )x) dx
0 drisn  MEn

(N) <N>(_1)n+r—2 roALS,n
SV NPEME n + rdA1s.n

(G.2)

Il
M=
M=

n=1r=1

Next, 0 »+ can be calculated as (G.3), shown at the bottom
of the next page.

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, Q3 ,« is written by

N N
O == > (M) ()12
- t:tilS n

lﬂ2¢EK15 nARS

lpp A 11028
Where (Dln — ¢E lEl:‘¢n):~1‘¢ lSn

Substituting (G 2)and (G 4) into (G.1), we can obtain (56).
The proof is completed.

~

exXp ((Dl,n) Ei (_(Dl,n) , (G4)

APPENDIX H

PROOF OF PROPOSITION 10
Similar (33), the SPSC of G
expressed as

— D) with M antennas can be

(Glm*) _ (1) (1)
SPSCDZ =Pr I:yR In*m* = 7/D2 m*— ]

Wi

®2) (2)
x Pr [sz n* = VDo, me— E]

W

(H.1)

From (H.1), Wy j,+ can be calculated as (H.2), shown at the
bottom of the next page.

> p2 + NZVDQ m* ]

(112 + 12Brdelhre ) <ﬁ1¢|ED1S,n* |2 + 1)

=Pl
{Ihzesl Bad

, <(m + uaBadex) (Bigy + 1)
IhRs\ B

e
()( - )\RE w2)\tp2nexp Bagirs

H2B1PEDY + L20E
X exp — SRS +

3

WA
=1 2Aip2.n

exp (_ 2
B2dArs

y foo dARs
0 M2BIPEPAREY + L2QEARE + DARS
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))thE|2 (x)flzm&n* 2 (y) dxdy

1 s t
) ) or (- (e + o ) )0
ARE BoArs  @2Aip2.n

2P t ) )
exp| — + dy. (F4)
P ( <,32?»RS W2 Aip2,n Y)Y

95151
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Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, Wy ,,+ is written by

Y.

m=1r=1 [=1

~

rl)th,m

X
ma P rog m@1Aipl,n

exp (P2,m) Ei (—P2,m) .
(H.3)

__ Imgprap mtlrdror.m
where @3, = mo Qg AE,m@1 Aipl,n *

From (H.1), W3 ,,+ can be calculated as (H.4), shown at the
bottom of the page.

Based on [45, Eq. (3.352.4)] and applying some polyno-
mial expansion manipulations, W5, is written by

Wome = —XN:(N) - R—
. =1 l ﬂl(bE)"Rsz)\.ipz’n
x exp (®3,m) Ei (~®3,m).  (H.5)
where @3, = IPEAREHIPIRS

m = BidprrE®IA

2.n
Substituting (H.3) and (ﬁ 5) into (H.1), we can obtain (57).
The proof is completed.

? (Brpligs|> + 1)

h
Q2,n* = Pr |thS,n*|2 > ¢E| DIE ,n*

¢
pex (Bagy + 1)
/ / < |hD‘5 wl’ (%))‘f"thEn*P (x)flhRslz () dxdy
N
lpepBay + Ik t y

§§< )( )( ) ME " )‘RS P Prisn +)»1E,n PP ks ) Y

N N e o
B DA - (—i> dy. G3

ZZ( )< )( : Ars Jo  1PEdPrMERY + IPEME N + tPAisn K\ T )Y (G.3)

~
I

1 t=1

2 (0!1¢|%D1R,n*

, 9 \hp2k e
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2+1)

Wi = Pr | |hpog me

I -

¢

dEx (a19y + 1)
|hD2R e 1)

- XS ) () (e

’
+ x)exp| —
o)) e (

Rl ma 1 Gy + mog
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o Jo OAoR m

))ﬁhmﬂm* |2 (x)fmmk,n* |2 () dedy

) dxdy

wlkipl,n

SE Y ) () [
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NG

N
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exp| — dy.
ma QP A2E my+MPEAE m+TOARm W1Aipl,n
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