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ABSTRACT

Quantum communications enable the transmission of information in a secure way that is ensured by the laws
of quantum physics. Current quantum-safe communication systems are based on quantum key distribution
(QKD) technology at their core. In the most recent years, a remarkable effort has been put into practical
implementations of QKD with a focus on their integration into classical optical networks, some of which are
becoming commercially available. However, even with the ongoing development of QKD systems, there are
efforts toward their miniaturization, power efficiency improvement, and enhancement of their flexibility and
functionality.

In this paper, we outline major QKD protocols and review recent advances in QKD systems based on photonic
integrated circuits. Finally, we will discuss the potential feasibility of multi-protocol QKD chips leveraging the
advantages of different protocols in one solution.

Keywords: quantum key distribution, photonic integrated circuits, multi-protocol QKD.

1. INTRODUCTION

In conventional communications, two (or more) distant parties share encrypted information using symmetric
encryption schemes such as Advanced Encryption Standard (AES). Symmetric encryption requires to share of
secret keys that are shared with public-key encryption schemes such as Rivest—-Shamir—Adleman (RSA) [1]. The
confidentiality of the secret keys is commonly known as the key distribution problem [2]. The security of public-
key encryption relies on the lack of the intruder’s computational power for breaking the encryption algorithm.
Unfortunately, quantum computers have been theoretically demonstrated to be capable of breaking classic public-
key encryption standards with Shor’s algorithm [3]. To prevent a situation where security in a network can be
broken, a new generation of post-quantum cryptography (PQC) algorithms have been proposed [4]. However,
PQC algorithms will rely on the assumption of the computational power of the adversaries. Another promising
approach is to rely on quantum key distribution (QKD) solutions, which are based on the fundamental law
of quantum mechanics, for sharing secret keys. QKD allows for the secure exchange of keys with real-time
detection of unauthorized access to a quantum link. QKD security is independent of future improvements in
computer performance or decryption algorithm advances [5].

Throughout the past few decades, numerous achievements in QKD development have been demonstrated,
driven by its promising prospects, from the first prototypes [6] to commercially available products. Despite the
gradual maturing of QKD systems, there are still multiple challenges to large-scale deployment and compatibility
with existing communication systems. A crucial point for making this technology accessible is to replace bulk
optical components with photonic integrated circuits (PIC), which enhance advantages in miniaturization, and
compatibility with microelectronics, and are amenable to mass production.

In recent years, several photonic integration platforms for QKD have been proposed and investigated. Among
them, there are QKD photonic chip devices on the basis of silicon (Si) [7], indium phosphide (InP) [8],
and silicon nitride (SizN,) [9] integrated platforms. The silicon-based photonic platform is based on well-
established fabrication techniques. However, the Si platform requires external laser sources. The Si,N,-based
platform possesses extremely low propagation loss and high tolerance to thermal fluctuations enabling low-
temperature single photon detectors integration. InP-based photonic chips enable laser integration and high-speed
modulation [10], but at the same time, this platform has several limitations, such as a requirement for higher
driving signals and possessing higher losses. The most promising approach is hybrid integration when different
platforms are exploited for specific parts of QKD systems.

Another significant challenge is the lack of standardization in the physical layer and therefore lack of com-
patibility between different QKD modules that rely on different technologies and specific protocols according
to the vendor. When moving beyond point-to-point links, this lack of interoperability will lead to challenges
in QKD deployment. This leads to another challenge which is the lack of interoperability between different
QKD systems [11]. Most of the QKD chips are exclusively fabricated and operate using a specific protocol.
Hence, the multi-protocol feature for QKD system is highly desirable for the accomplishment of QKD networks
beyond point-to-point. Moreover, the possibility of using multiple protocols also allows for the optimization of
the secret key rate (SKR) and achievable transmission distance depending on certain conditions.



In this work, we review the last achievements in the development of different QKD protocols in section 2.
Next, in section 3 possible multi-protocol chip-based system which combines both the discrete and continuous
variable QKD is considered.

2. QKD PROTOCOLS

Significant progress in the development of QKD protocols has been made since the introduction of the first
Bennett-Brassard-1984 (BB84) protocol [12]. There are several classification criteria for QKD protocols. De-
pending on the approach to transmitting information, prepare-and-measure, and entanglement-based schemes are
distinguished [13]. In the first one, Alice prepares a quantum state and sends it to Bob to be measured and restore
the encoded data. The latter lies in the preparation of entangled quantum states by an external source which
then sends them to Bob and Alice for measurements. According to the most common classification, all existing
QKD protocols can be divided into two types: discrete-variable QKD (DV-QKD) and continuous-variables QKD
(CV-QKD) depending on the type of quantum states utilized to encode information [14].

2.1 Discrete-Variable QKD

The key information in DV-QKD is encoded into the polarization, phase, or time bin of individual photons.
A series of DV-QKD protocols have been developed, including the ones based on Heisenberg’s uncertainty
principle. Among them, there are BB84, differential phase shift (DPS) [15], coherent one-way (COW) [16],
twin-field [17], and different types of measurement device independent (MDI) schemes [18], such as phase-
matching (PM) [19] and mode-pairing (MP) [20] QKDs. Ekert-91 (E91) [21], and Bennett-Brassard-Mermin-
1992 (BBM92) [22] protocols can be attributed to the DV-QKD schemes based on the quantum entanglement
principle.

DV-QKD is a more mature technology allowing high key generation rates and the transmission of secret keys
for a long distance of up to 833.8 km [23]. One of the key challenges for the implementation of chip-based
DV-QKD systems is the technical complexity of fully integrated single-photon detectors.

2.2 Continuous-Variable QKD

In a CV-QKD system, the key information is encoded in the quadrature variables of the optical field and
decoded by coherent detection methods [24]. CV-QKD protocols can be classified according to several criteria
as well. Depending on the type of prepared state CV-QKD could be with either coherent or squeezed states.
Another criterion is the detection method used, which can be classified by homodyne or heterodyne detection
approach [2]. Additionally, CV-QKD systems can be divided into Gaussian-modulated (GM) [25] and discrete-
modulated (DM) [26] protocols, based on the modulation type utilized.

The main advantages of CV-QKD is high secret key rate transmission on short distances and compatibility
with standard communication technologies and infrastructure. This type of QKD is also characterized by high
detection efficiency at room temperature.

3. MULTI-PROTOCOL QKD

Realization of the QKD network is an important task, as it enables secure communications between multiple
users. Having a QKD device with versatile protocol options provides an advantage in adapting to different users
with varying protocols, without the requirement for hardware changes. This feature is especially important for
applications such as satellite QKD, where access to the hardware is difficult, making it impractical to make
equipment changes for each specific protocol demand. Moreover, a QKD device that supports different protocols
allows for combining the benefits of different protocols within one device depending on a specific task.

To implement this multi-protocol hybrid QKD system, we propose using a modulator-free transmitter that
operates on both optical injection locking (OIL) and direct phase modulation techniques [11]. By applying
different driving signals to the laser system of the transmitter, we can achieve hybrid modulation, including
quadrature amplitude modulation (QAM) for encoding CV QKD protocols, or time-phase modulation (TPM)
for encoding DV QKD protocols. For QAM the transmitter contains two slave lasers for modulation of the
signal’s in-phase and quadrature components which are injection locked to the same master laser [27]. This
scheme can also be applied to the TPM. On the receiver side, two subsystems designed for both CV and DV
QKD signal detection on a single chip are arranged. A micro-electromechanical system (MEMS) switcher is
used to route between subsystems. Figurel shows a schematic diagram of the proposed multi-protocol QKD
system.
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Figure 1: Schematic diagram of multiprotocol QKD system. VOA: variable optical attenuator.

4. CONCLUSIONS

Chip-based multi-protocol QKD system has great potential for resolving interoperability issues between existing
QKD systems. In the proposed scheme, the transmitter and receiver chips allow operation using both the DV
and CV QKD protocols. We believe, that the proposed versatile QKD system will have a positive impact on
the large-scale development of quantum communication networks. Furthermore, the combination of several
protocols within one device provides flexibility to adapt to specific conditions, enabling high-rate QKD over
long distances.
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